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Summary 

AmI-MoSES project objectives are to enable manufacturing SMEs to efficiently and promptly 

(on-line) acquire/provide information/knowledge needed for optimisation of energy consumption 

and to effectively use such knowledge to support decisions regarding Life-Cycle oriented Energy 

Use Management, applying the energy efficiency services. 

This document represents AmI-MoSES deliverable “D2.3 – AmI-MoSES Industrial Methodolo-

gy”. The purpose of this deliverable is to provide practical background to SME practitioners, 

who belong to discrete manufacturing industry and would like to apply AmI-MoSES system in 

their manufacturing facilities, or would like to apply the Industrial methodology as guidelines for 

implementing other energy efficiency optimisation systems.  

This document starts with presenting the topics related to establishment and management of an 

Extended Enterprise as an environment for collaboration on the execution of shared tasks in en-

ergy efficiency (EE) optimisation. Part on Extended Enterprise includes description of prelimi-

nary activities, such as cost-benefit analysis, roles definition and organisational adaptation, fol-

lowed by description of ICT support to Extended Enterprise management. Software services are 

described under ICT support for management of social interactions, and for knowledge manage-

ment. Crucial innovation in the AmI-MoSES system – combination of Knowledge Management 

methods (for e.g. collecting and structuring knowledge) and Ambient Intelligence technologies, 

for establishment of a favourable environment for sharing knowledge across the Extended Enter-

prise are also described.  

Document further provides basics of the Ambient Intelligence with description of its application 

for EE optimisation and practical information on the AmI systems interfacing with different parts 

of the measurement and monitoring systems.  

Energy Efficiency Services, intended for condition based energy consumption warning, the on-

line diagnostic of energy related problems, for supporting installation and ramp-up phase of new 

manufacturing lines and the continuous improvement of energy consumption are described too. 

Description of EE services provides a whole system overview through a detailed workflow, tak-

ing into account the point of view of the methodology practitioner, in a step by step basis.  

Final chapter (chapter 5) is dedicated to short descriptions (specifications) of the practical guide-

lines for the system setup and usage, which are to be issued in the separate document in the form 

of generic guidelines for the system application and will be instantiated for specific conditions of 

each new system installation.  

Appendices elaborated in detail with respect to some of the above mentioned important themes 

are to be found at the end of this document. 
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1 Introduction 

This deliverable D2.3 contains AmI-MoSES Industrial Methodology and is based on the topics 

presented in “D2.1 Methodology Specification”. The Industrial Methodology aims at providing 

an approach for SME practitioners on how to apply AmI-MoSES tools to improve energy effi-

ciency in their manufacturing systems. However, this methodology can also be used as guide-

lines for implementing knowledge management approaches devoted to energy efficiency optimi-

sation. Each of the topics identified in the Methodology Specification is elaborated in detail in 

the subsequent chapters.  

This document includes the following chapters: 

 Chapter 1, Introduction, which describes the purpose of this document, its position with 

respect to the whole project, and provides a brief overview of the chapters contents 

 Chapter 2, Set up and manage Collaboration in Extended Enterprise, describing a 

costs/benefits analysis of introducing the new approach, the definition of knowledge 

workers‟ extended roles, work flows and motivation key aspects, the identification of 

business models within the new approach and IPR management issues. This chapter in-

cludes methods to support collaborations, which describe, how to find experts within the 

Extended Enterprise in order to solve problems, how to store and retrieve details regard-

ing team activities for tracking and tracing purposes and how to set-up communication 

services for on-line collaboration 

 Chapter 3, AmI information to support energy use optimisation, which describes guide-

lines on how to map AmI features to related technologies applicable in AmI-MoSES and 

definition of interfaces between AmI systems and AmI-MoSES platform 

 Chapter 4, AmI-MoSES Energy Efficiency Services, describing the full system workflow 

from the point of view of the End-user 

 Chapter 5, Guidelines for AmI-MoSES ICT System, specifying how the user manuals 

will be structured. It includes guidelines for using the different Energy Efficiency Ser-

vices, guidelines for defining EUPs and thresholds or guidelines on how to solve prob-

lems based on previous cases 

 Chapter 6, Conclusion, presents the conclusions to the presented content 

 Chapter 7, Appendix 1: Ambient Intelligence – AmI Systems, presents the reference 

model for AmI in industry and the concept of AmI features 

 Chapter 8, Appendix 3: IPR Provisions, describes the provisions for the establishment of 

a collaborative framework  

 Chapter 9, Appendix 4: Motivation Methods, provides guidelines to enable the imple-

mentation of organisational changes within the Extended Enterprise for the establishment 

of a favourable environment for sharing knowledge, together with some recommenda-

tions on how to motivate the employees to participate in the reporting process, capturing 

people‟s expertise 

Several chapters and subchapters of this document are identical to the corresponding 

(sub)chapters with same titles in the “AmI-MoSES RTD Methodology”. In order to facilitate 

reading of this deliverable and to disburden readers of both these documents from reading twice 

the same content, the list of the repeated (sub)chapters is provided in Table 1 below. 
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Table 1: Corresponding chapter in AmI-MoSES Industrial and RTD Methodology 

Chapter in the AmI-MoSES Industrial Methodology Chapter in the AmI-MoSES 
RTD Methodology 

3.1 Ambient Intelligence Background 4.1 

3.1.1 Ambient Intelligence basic principles 4.1.1 

3.1.2 Definition of Ambience 4.1.2 

3.3.1 Connection between data sources and Data Collectors 3.1.1.1 

3.3.2 Connection between Data Collector and Data Concentrator 3.1.1.2 

3.3.3 ECD and AmI data integration via Data Concentrator 3.1.1.3 

3.3.4 Connection between Data Concentrator and AmI-MoSES 
platform 

3.1.1.4 

4 AmI-MoSES Energy Efficiency Services 5 

4.1 Condition-based Energy Consumption Warning 5.1 

4.2 On-line Diagnostics of Energy related Problems 5.2 

4.3 Service supporting Installation and Ramp-up Phase 5.3 

4.4 Continuous Improvement of Energy Consumption 5.4 
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2 Set up and manage Collaboration in Extended Enterprise 

The objectives of the introduction of AmI-MoSES, or any other knowledge based system for 

energy efficiency optimisation, are the exchange of information and knowledge through agents, 

the online search for experts within the extended enterprise, to ask questions regarding energy 

efficiency problems, to get answers in the form of solutions to these problems from the experts – 

through AmI-MoSES system or support help desk – and to explore synergies within the value 

chain so as to collaboratively reduce the energy consumption of manufacturing systems. Next 

sub-chapters of the methodology describe the strategies required for applying AmI-MoSES with-

in the Extended Enterprise taking into account the business models to be applied (see chapter 

2.2.5). 

The adoption of AmI-MoSES system, or any other knowledge based system, requires a corporate 

cultural change – aimed at intellectual assets management – that should be promoted from the 

senior management, through leadership and a consistent knowledge management policy in line 

with the corporate vision. This cultural adaptation involves the establishment of a breeding envi-

ronment where knowledge sharing and, therefore, collaboration is promoted and compensated. In 

this sense, extended roles should be created to support the introduction of the new approach 

(chapter 2.2). One of the key roles is the Chief Knowledge Officer (CKO), normally assumed by 

the senior management in SMEs, who is in charge of motivating the employees, who contribute 

most to the retention of the intellectual capital of the company – knowledge workers. Chapter 

2.2.1 focuses on how the CKO should shape the behaviour of knowledge workers for the intro-

duction of the approach. In addition, the approach involves the follow-up of some structured 

steps, such as ad hoc experience, fact finding, approach formalisation, implementation and eval-

uation, as illustrated in chapter 2.2.3. During the initial and subsequent implementation steps, 

some internal and external facts should be studied, such as the return on investment (ROI) analy-

sis of introducing the new approach (chapter 2.1), and Intellectual Property Rights (IPR) provi-

sions (chapter 2.2.4) that regulate the sharing of information within the extended enterprise scope 

in terms of information usability, accessibility, security, intellectual property and tracking. Final-

ly, the description of the services that regulate the types of the collaborative work and the ser-

vices for the knowledge management (KM) are addressed in chapter 2.3 and chapter 2.4. 

2.1 Costs/benefits analysis of introducing the new approach 

The first analysis to be carried out when deciding upon the introduction of an Energy Efficiency 

System in the company is the costs/benefits analysis. This analysis is to be executed by taking 

into account as many influencing factors as possible and the following text lists the most general 

ones, with examples and instructions for extension (additional analysis components). Costs and 

benefits components such as those listed below should be analysed. 

Costs: 

 Platform/System development/purchase costs 

 New components (sensors and other electronic components) costs 

 Installation costs (mounting, wiring, interfacing, production disturbance, …) 

 Staff training costs 

 Operational costs 

 Other application specific costs 

Some examples of what should be taken into account by a detailed costs analysis are: 
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 For Platform/System development/purchase costs it should be checked which software 

components are offered as a freeware components – the whole AmI-MoSES solution is 

one such example. However, it should be taken care of the costs of specific system adap-

tation to the application conditions, legacy systems, application ambiance (process and 

environment) and others 

 Hardware costs analysis should include possibly necessary ICT components, such as new 

computers, new communication devices and networking devices, as well as cost of the 

additional AmI devices such as sensors with transmitters, etc. 

 Installation costs include, as listed above, costs of the material and workforce for mount-

ing and wiring, installation of the AmI devices, software installation and testing, 

knowledge collection and database set-up, integration with different legacy systems and 

training costs 

 For MS vendors it should be taken into account that data from customers are to be updat-

ed regularly in order to enable a quick reaction and problem diagnostics. Updating data 

on similar systems by different customers should be given the highest priority 

 Operational costs are different maintenance costs, which include knowledge base mainte-

nance and update, AmI systems (sensors and other AmI devices) maintenance and up-

date, ICT components maintenance, etc. 

Benefits: 

 Saving in decreased energy consumption, increased energy efficiency  

 Saving in decreased maintenance costs  

 Extended MS life 

 Other application specific benefits 

Some examples of what should be taken into account by a detailed savings analysis are: 

 By applying the AmI-MoSES services, the energy consumption per product unit will be 

optimised during production process, due to the on-time detection and diagnostics of the 

energy related problems and their support in the installation and ramp-up phase 

 Long term savings to be achieved by MS design, improved in terms of energy efficiency. 

Important savings could also be achieved by the AmI-MoSES services 

 Savings from the maintenance costs decrease will come from the facilitated solving of 

problems based on the system support and using advanced collaborative services i.e. fa-

cilitated expert connection, from on time reaction – no wasted time, reduction of travel-

ling costs of the MS vendor maintenance staff (online service provided by collaboration 

activities) 

 MS life could be extended by preventing damages/down times coming from the energy 

related problems 

2.2 Organizational Issues 

2.2.1 Definition of roles and tasks 

AmI-MoSES main contribution under a Knowledge Management perspective is the provision of 

an ICT tool to the end-users to allow faster and on-time access to the best practices of knowledge 

and decision making related to solving energy problems and optimising energy efficiency in 
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manufacturing SMEs production systems, within the Extended Enterprise and Ambient Intelli-

gence domain. The adoption of a knowledge based system like AmI-MoSES will provide SMEs 

with a competitive advantage through the efficient management of, not only the operational in-

formation of the production processes with respect to energy optimisation, but also regarding the 

intellectual assets – knowledge – of a company. Nonetheless, the introduction of a system like 

AmI-MoSES requires the following a structured systematic approach, which has the following 

characteristics: 

 Leadership is a must. Someone in the senior management has to lead the whole 

knowledge management process starting by integrating the knowledge management strat-

egy with the company policy. 

 Retention of intellectual capital. The application of a knowledge management system in-

creases process efficiency and empowers the retention of intellectual assets. For example, 

AmI-MoSES system provides the means to capture experts‟ implicit knowledge about 

energy efficiency problems solving and to make this knowledge available to less experi-

enced staff. In case of this expert‟s unavailability or leaving the company, most of his 

knowledge will remain with the company, as it is retained through an efficient manage-

ment of intellectual capital, and will be re-used within the company. 

 Training is required. Both employees and manager education is vital for the proper per-

formance of a knowledge based system. They have to be prepared for the organisational 

changes that a knowledge management initiative requires.  

As mentioned previously, the senior management has to support and evaluate the knowledge 

management effort through the application of a structured systematic approach, which involves 

the definition of some roles that support the initiative. These roles are usually defined on a 

case-by-case basis and are considered extensions to existing actors’ roles. The adoption of 

AmI-MoSES approach does not require an increase of head count to introduce and operate 

the system. 

 Chief Knowledge Officer (CKO): This role can be assumed by the senior manager or a 

delegate and is focused on promoting, communicating and easing knowledge manage-

ment practices within the organisation. This is the highest visible role that typically re-

ports to the CEO (Chief Executive Officer) but may report to the CIO (Chief Information 

Officer). The CKO usually carries out many duties, ranging from human resources repre-

sentative, public relations liaison and process manager to knowledge gatekeeper. 

 Knowledge Engineer (KE): This role can be assumed by the process managers (for ex-

ample Production Manager, but is not only bound to production process) and is a tactical 

low to mid-level position that involves: 

o the dissemination of best practices in the organisation and, 

o Knowledge Engineering, comprising the collection of implicit knowledge from 

experts and their representation into organized forms as heuristics, in an ICT sys-

tem, allowing knowledge storing, reusing and sharing through the organisation. 

For example, AmI-MoSES ICT expert system, through the implemented 

knowledge management facilities (CBR), allows the representation of energy ef-

ficiency problems, as a case base, and the retrieval of solutions based on the solu-

tion of previous similar problems 

 Knowledge Steward (KS): This role can be assumed by skilled workers - Knowledge 

Workers - and is often an informal position. Knowledge stewards have at least formal ex-

perience with knowledge management principles and usually have other responsibilities 



AmI-MoSES  2 Set up and manage Collaboration in Extended Enterprise 

AmI-MoSES Industrial Methodology Page 16 

in the corporation. For example, within the AmI-MoSES system, a knowledge steward 

can be an end-user of the Energy Efficiency Services i.e. MS operator. 

 
Figure 1: Main categories of roles in MS vendor and MS end-user companies 

For example, focusing on the business model where the owner of the ICT platform is a manufac-

turing system‟s vendor and the end-user is a manufacturing SME, the extended roles for some of 

the actors involved in AmI-MoSES introduction can be seen in Figure 1, represented as inner 

rectangles. Under this business model, the vendor would offer AmI-MoSES system to the user 

company as an extended set of Energy Efficiency services accompanied to their developed man-

ufacturing systems. In order to agree upon the extent of these services, the senior managers of 

both companies would adhere to a traditional commercial contract (see chapter 2.2.5). Moreo-

ver, acting as knowledge gatekeepers, the senior managers would stick to an IPR collaboration 

agreement (see chapter 2.2.4) in an attempt to define and limit the amount of shared data to non-

confidential data, which could be of common interest for the manufacturing systems energy use 

optimisation, at the level of the extended enterprise. The provisions in an IPR collaboration 

agreement helps to minimise the barrier of knowledge sharing since they articulate the regulation 

of shared use of information in terms of usability, accessibility, security, intellectual property 

and tracking. 

Showing a clear commitment in energy efficiency optimisation by the management of the in-

volved companies and transmitting it consistently to the rest of each organisation fabric is a pre-

requisite to shape the behaviour of the employees who considerably contribute to the intellectual 

capital of the company (see section 2.2.2) and involve them in the new company vision towards 

the knowledge organisation paradigm. 

Focusing on the most important and visible role in Knowledge Management, which is the CKO 

as knowledge management facilitator, his major responsibilities are derivations of activities car-

ried out by the senior management, including: 

 Definition of a Knowledge Management policy: The establishment of a solid Knowledge 

Management Policy seamlessly integrated within the Company Policy is considered a 

preliminary task to support a continuous commitment to turn it into a knowledge organi-

sation that rewards the documentation of work processes and knowledge sharing. 

 Broadcast Knowledge Management benefits: The CKO should motivate employees to 

accept the new practices by illustrating how these will ultimately benefit the company 

and the overall process of information management. 
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 Coordinate training: A Knowledge Management approach involves education and the 

assignment of individual responsibilities in each working group, who is in charge of as-

suring that the new practices are in line with the Company Policy. 

 Safeguard Information (IPR manager): Since not all the members of an organisation 

need access to the whole set of information to perform their work, the CKO is often in a 

position, as information gatekeeper, to determine access rights and the granularity of in-

formation to make available on a need-to-know basis. 

 Employee-Management Liaison: In many cases, the CKO can act as an intermediary be-

tween the employees and management. By performing a position that asks for employ-

ees‟ inputs, the CKO can establish a quick bi-directional communication channel, en-

couraging employees to go along with the Knowledge Management activities. 

 Technologist: The CKO must be familiar with the available ICT tools to implement the 

new approach in an organisation. Although the CKO does not need to be from the IT 

world, he or she should understand the tools in sufficient depth to estimate the overhead 

associated with their use.  

2.2.2 Motivating the Knowledge Workers 

The adoption of a Knowledge Management system like AmI-MoSES in an SME organisation 

involves an adaptation of the management attitude to the employees with respect to the provision 

of official and reasonable motivation and reward mechanisms in exchange for the intellectual 

assets they contribute to the company. Since the principles of Knowledge Management go 

against the human nature, in the sense that humans are naturally very reluctant to sharing own 

acquired know-how, exceptional attention must be focused on the source of the intellectual capi-

tal in a knowledge organisation, the employee. 

Employees and managers who considerably contribute to the intellectual capital of the company 

are called knowledge workers. Regardless of their actual job titles and duties, the employees 

should be valued for the knowledge they bring and share with the company. Knowledge workers, 

being a selected group employees with a required set of skills, typically add to the value of a 

company by contributing to the knowledge assets, by documenting problems solving activities 

(for example, Energy Efficiency problems and best solutions), by reporting best practices, and by 

disseminating information in newsletters or other media. Knowledge workers are the source of 

knowledge assets and also facilitators of providing access to knowledge throughout the compa-

ny.  

Most Knowledge Management initiatives revolve around knowledge workers, since they are the 

primary source of intellectual assets within a company. The main challenges for a CKO and/or 

Senior Management associated with the management of knowledge workers for the introduction 

of the knowledge organisation approach are: 

 The Knowledge Management procedures must reflect the fact that knowledge workers 

vary in skills and knowledge 

 The Business to Employee (B2E) relationship must be managed. Most successful com-

panies manage their knowledge workers as if those workers were internal customers. 

They practice what is called employee relationship management (ERM), a process 

through which knowledge workers, who noticeably add significant knowledge by con-

tributing more value than the company is investing in them, are attracted to stay and con-

tribute their knowledge and skills in exchange for reward. While knowledge workers ex-

pect reward for their contributions, management expects a degree of loyalty. This means 

that within ERM, each actor contributes and receives something from the relationship. In 
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addition, managing knowledge worker and corporate relationship involves assuring the 

quality and consistency of the messages regardless of the different communication points 

used. Every interaction that knowledge workers have with the company influences their 

perception of the company. If messages are not equally consistent through the different 

contact points or are contradictory, the worker satisfaction and motivation could be af-

fected and the Knowledge Management initiative could be compromised. 

 The initiative must include investing in knowledge worker loyalty. Though the loyalty 

is difficult to measure and quantify, the behaviour derived from loyalty can be measured. 

This behaviour can be modelled taking into account factors that contribute to different 

positive and negative behaviours. Factors that contribute to knowledge worker loyalty 

behaviour are: 

o Few similar opportunities: Difficulty locating alternative employment opportuni-

ties that offer similar rewards 

o Emotional links: The stronger the emotional bond in form of trust and camarade-

rie, the greater the investment a knowledge worker will make in his work and the 

more the corporation will value him. Consequently, the greater the investment in 

time and efforts, the more likely the relationship will continue. 

o Reward: The greater the reward in the form of formal recognition for a well done 

work the more likely the knowledge worker will continue working for the compa-

ny. Compensation could be in monetary form such as bonuses and stock options 

for exemplary contributions. Non-monetary forms of compensation can include 

insurance and retirement plans, flexible work times and overtime policies. 

On the other hand, factors that contribute to negative behaviours are: 

o Alternative opportunities: The number of alternative businesses that offer compa-

rable rewards for comparable contributions 

o Frustration level: The greater the frustration level, the more likely the knowledge 

worker will look for a work elsewhere. Offering the knowledge workers little or 

no increase of rewards at annual reviews and ignoring their complaints and re-

quests increases the frustration level. Likewise, encouraging knowledge workers 

with a sound reward while transmitting contradictory or inconsistent messages 

through the different communication contact points, evidences a poor company 

policies or management, which can increase frustration levels dramatically 

 The initiative must invest resources in bridging the gap between process and practice – 

Standardisation. There are two ways to get the things done. The official way comprises 

following formal procedures and is based on explicit knowledge. On the other hand, the 

direct approach involves the real and practical tasks and is based on the spontaneous ap-

plication of tacit knowledge or expertise. The difference between the two approaches can 

be considered as a process-practice gap. Bridging this gap through the proper documenta-

tion of work processes, the best practices become standardised processes available to the 

whole corporation 

 Knowledge worker continuous education is a requirement to maintain the contributions 

of their knowledge and skills. Nevertheless, the information flow should not be only uni-

directional, but it should also flow from the corporation to the worker as well. Normally, 

this information is delivered through informal meetings and working together in projects. 

In addition to these meetings, a formal education program should be established, which 

often represents a significant amount of investment, which requires estimations of return 

of investments (ROI) calculations in knowledge worker education. One way to calculate 
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this ROI is to view each knowledge worker as a value multiplier, converting low-medium 

value resources into high value intellectual property through investment in education. 

However, management has to decide if an investment on a particular knowledge worker 

will increase sufficiently his/her value multiplier to recover that investment. Some uncer-

tainties that the management should handle to determine the ROI of educating knowledge 

workers are: 

o Individual differences/behaviours: Knowledge workers differ in learning pace, 

cognitive abilities and skills, aptitude for certain tasks and motivation. Conse-

quently, some of them will respond well to a learning program while others may 

not get benefit 

o Finite life of knowledge: By the time a knowledge worker is trained in some 

skills, best practices and industry standards may have changed, devaluating the 

new trained skill set. This competitive advantage provided by knowledge workers 

can also diminish because of changes external to the company, such as the intro-

duction of a new technology in the marketplace 

o Lost opportunity costs: The time knowledge workers spend away from work at-

tending seminars and courses and the associated costs (travels and subsistence) 

could be invested elsewhere in the company, for example, in outsourcing some 

works or hiring somebody from outside 

o Knowledge worker turnover: If knowledge workers leave the company or are 

downsized, they take intellectual assets with them. The amount of intellectual 

capital that leaves the company when a worker leaves is inversely proportional to 

the effectiveness of the knowledge management approach 

Since e-learning technologies have been emerging during the last years, the costs of edu-

cation can be considerably reduced. E-learning technologies provide distance asynchro-

nous learning, making use of ICT tools. A variety of enabling technologies derived from 

the Web2.0 are now affordable and applicable to e-learning. Moreover, there are many 

generic courses available online meaning that custom courses do not have to be used for 

training generic tasks. Nevertheless, the main challenge for the companies is to determine 

the added value that those courses provide to the knowledge workers compared to other 

alternatives. 

 The initiative represents additional overhead, much of which is realised by the 

knowledge workers in their daily work. For example, a knowledge expert recognised as 

an expert decision maker in solving energy efficiency problems of the manufacturing sys-

tem may spend a considerable amount of time meeting with a knowledge engineer to al-

low him capture his decision-making process. The knowledge engineer interviews the 

expert to transform the expert‟s decision making process and heuristics into an expert 

system: problems and solutions that can be represented as a case base and can later be re-

trieved based on similarity calculations with previous stored cases. This representation 

can be used as the basis for an ICT tool, like AmI-MoSES, that simulates the decision-

making abilities of an expert. Eventually, the ICT tool should be able to replicate the ex-

pert‟s decision-making skills, allowing relatively newly employed to make the same 

quality decisions as the expert. For the experts, the reward is a less secure position with 

corporation, because their decision-making skills in their area of expertise essentially 

have been extracted, distilled, and made one of the corporation‟s permanent intellectual 

assets. Nevertheless, the adoption by the management of a proper Business to Employee 

(B2E) relationship, based on a clear company policy and a committed vision oriented to 

achieve a knowledge organisation status, can shift knowledge workers to secure posi-
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tions. For the non-expert knowledge workers, the initiative often brings the overhead of 

self-documenting themselves on the usage of expert system. Nevertheless, once the initia-

tive reaches steady state, it may be possible to reduce overhead by offloading support to 

automated programs. For example, customers may be allowed to access the company 

FAQs and their answers from the system, bypassing the telephone interaction with cus-

tomer support representatives 

 The initiative should provide means to officially support the creation and growing of 

communities of practice, without making them a formal and strict component of the 

corporate fabric. A community of practice is a self-organising structure, group whose 

members regularly engage in networking, sharing ideas and learning based on common 

interests. Nevertheless, the management should not dictate the membership in a commu-

nity of practice, since it could be perceived by knowledge workers as an effort to control 

discretionary time. One of the most important contributions the management can provide 

to support the growing of communities of practices is the support of a community of 

practices coordinator, who can be observed as a position designed by the community who 

takes time from his or her regular duties to coordinate meetings, create flyers, send e-mail 

reminders, etc. These communities, as major contributors to the dissemination of 

knowledge within the company, often form the vertebral column of every initiative con-

nected to knowledge management. 

 Management should act as an information gatekeeper. Not all the members of an organ-

isation need access to the whole set of information to perform their work. Therefore, ac-

cessibility and intellectual property rights are a primary concern to knowledge workers. 

The CKO or the management is often in a position, as information gatekeeper, to deter-

mine privileges and the granularity of information to make available on a need-to-know 

basis. For example, whereas the CEO may have access to the whole set of information 

throughout the organisation, a knowledge worker in production plant may not need to 

have access to information regarding human resources section. Therefore, the type of ac-

cess to information commonly varies as a function of the knowledge workers‟ role in the 

organisation. User authentication and security are directly related to access privileges or 

rights. Authentication, on the one hand, includes the methods used to verify the identity 

of users, whereas security involves keeping away unauthorised users from accessing, 

modifying or destroying valuable information. A related issue is privacy, accomplished 

by maintaining certain information out of reach of those without access privileges and 

need-to-know. The ability of someone in the organisation to access and modify infor-

mation once it has been created or modified should be specially guarded and tracked 

through intellectual property controls and tracking systems. For example, an intellectual 

property rights mechanism can organise the use of specific information that is restricted 

by licensing, moral rights and other intellectual property controls, and a tracking system 

can provide a follow-up of the different changes in a document and also a tracking of 

who and when those changes were performed. In addition to addressing safeguarding in-

formation at organisational level, management should also act as an information gate-

keeper at Extended Enterprise level, where the collaboration and sharing of information 

scope is clearly beyond the limits of the organisation. In this regard, considering the 

business model where the owner of AmI-MoSES is a manufacturing system (MS) ven-

dor, this vendor would offer AmI-MoSES system to a MS user as an extension service to 

their developed MS. The managers of both companies, the MS vendor and MS user, 

would accept the scope of the Energy Efficiency services offered under the scope of a 

commercial contract. In addition, and in order to handle safeguarding information and 

standardize the shared use of information in terms of usability, accessibility, security, in-

tellectual property and tracking, additional provisions should be disposed under an IPR 



AmI-MoSES  2 Set up and manage Collaboration in Extended Enterprise 

AmI-MoSES Industrial Methodology Page 21 

collaboration agreement as described in chapter 2.2.4. Showing a clear commitment in 

energy efficiency optimisation by the management of the involved companies and trans-

mitting it consistently to the rest of each organisation fabric is a prerequisite to shape 

knowledge workers behaviour and involve them in the new company vision towards the 

knowledge organisation paradigm 

 The management should shape knowledge workers’ behaviour by encouraging contri-

butions from individual knowledge workers. The knowledge management initiative can 

be thought as a knowledge shaping exercise. Therefore, basic human behaviour charac-

teristics should be recognised, such as that knowledge workers need to control their envi-

ronment, need to be recognised, they tend to act for their own benefits unless there is a 

greater goal, tend to follow the group and are subject to their own unique behaviour char-

acteristics. Shaping knowledge worker behaviour towards the knowledge organisation 

paradigm can be accomplished by addressing the need to be recognised and the tendency 

to follow the group by fostering the creation of communities of practices. Moreover, the 

safeguarding information position of the CKO or the management should be taken into 

account and effectively applied. A flat organisation that lacks a management of safe-

guarding information may offer, at first glance, a greater opportunity for knowledge shar-

ing. Nevertheless, allowing every knowledge worker to share and have access to all in-

formation could be counterproductive, since, according to human behaviour traits, every-

one desires to control their own environment, needs recognition and tends to address per-

sonal interests first. Therefore, the management or the CKO, through leadership, is the 

key to manage information accessibility and granularity on a need-to-know basis so as to 

ease knowledge workers activities permitting them to focus on getting their job done in-

stead of leading them to double as managers (overlapping roles). 

More details including guidelines to enable implementation of the above mentioned changes, 

together with some recommendations and techniques on how to motivate the employees to par-

ticipate in the reporting process, capturing knowledge workers‟ expertise is provided in Appen-

dix 4: Motivation Methods. 

2.2.3 Steps for introducing the new approach 

A successful AmI-MoSES system adoption, or any other Knowledge Management implementa-

tion, requires that senior management understands the organisation‟s needs with respect to its 

mission and future vision, notions about the range of technologies available to support the initia-

tive and the insight to jump over the unavoidable legal, contractual and economic hurdles ahead. 

Another tier of requirements is a motivated and capable workforce composed largely of 

knowledge workers who recognise the potential benefits derived from the system adoption (see 

chapter 2.2.1). Addressing these topics through a systematic process maximises the likelihood of 

success and provides senior management with the edge to adapt the process to meet their re-

quirements. The roadmap offered here consists of five major phases and addresses a practical 

implementation of a knowledge management system from the perspective of senior management 

aided by a CKO or hired Knowledge Management consultant: 

1. Ad hoc experience: The first stage of the implementation involves observing how the 

practices of the corporation are carried out as they relate to Energy Efficiency optimisa-

tion. To achieve this a formalised approach to manage the intellectual assets is need, that 

is to say, to extend and document the practices, which may be personal and owned by an 

individual expert or an small working group, to the whole organisation 

2. Risk Management: Rarely, a knowledge management system can be established on the 

first attempt company wide and a risk management procedure must be envisaged. For 

most senior managers, management of risks is a continuous process that involves apply-
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ing tactics to maximise the likelihood of success, for example, learn how to predict where 

threats can appear. In this regard, the main areas of risk management are the following: 

o Management: In selecting the best implementation approach, management must 

decide whether to focus on a part of a business process through a pilot program or 

implement a corporate-wide program. The advantage of a pilot program is that 

there is a limited risk in the event that the project is unsuccessful, less financial 

exposure and less interference of the corporate culture. There is also the ad-

vantage to select the company‟s section or division that is most likely welcoming 

the change. Moreover, proceeding with the pilot approach, the successful experi-

ence can be transmitted to the rest of the corporation as powerful arguments to 

leverage the change company-wide 

o Policies: Dealing successfully with internal policies involves performing a stake-

holder analysis early in the project. For example, if the CIO manifests contrary to 

the initiative, the CKO can create alliances with him and involve him in the deci-

sions related to the technology applied for the initiative implementation 

o Finances: It is considered important form management to deal successfully with 

lost opportunity costs and investing incrementally in infrastructure. In this sense, 

it is generally better to invest in a slightly more expensive communication net-

work that is scalable than investing in a cheaper one that barely fulfils current or 

short term requirements. Moreover, the latter might need to be replaced in case 

the initiative turns out fruitful and is extended to the rest of the organisation 

o Technology: The major risks regarding technology are the ones connected to 

standards, scalability of selected solutions, robustness, security, and usability of 

the system. With respect to usability, a well featured system might not be accept-

ed if the graphic user interfaces are not well designed or there is no reward mech-

anism to compensate its usage 

o Internal Marketing: The initiative should not be oversold to achieve acceptance, 

since the knowledge workers could have unrealistic expectations with respect to 

the new software system. This acceptance can be achieved by involving repre-

sentatives for all internal stakeholders at every step of the implementation pro-

cess, so the representatives can communicate realistic expectations to the users 

before it is set-up 

3. Fact finding: Determine if a corporate-directed implementation is warranted and feasi-

ble. This third phase involves a systematic information-gathering initiative that extends 

and builds upon the ad hoc experiences within the organisation and extends to factors ex-

ternals to it. The major fact finding activities revolve around the addressing of the follow-

ing topics: 

o While the initial steps of the new system adoption could be coached by a consult-

ant firm, the maintenance of the system has to be carried out by the organisation 

knowledge workers. In this regard, the number of in-house resources of the com-

pany should be enough to assure the persistence of the initiative, which may in-

crease the workload of the knowledge workers. Instead of simply responding to 

situations, employees may have to respond and, in addition, take time to docu-

ment their decision making process. Even though the load may seem large at the 

start of the initiative adoption, the overhead never completely, but almost, returns 

to the original level 
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o The time line for implementation should be reasonable and compatible with other 

corporate activities. Implementing a knowledge based system takes time and re-

quires a coordinated timing of events 

o The motivation of change should be conveyed and understood by the corporation 

and consensus at all levels should exist, ranging from the stakeholders to the 

managers and knowledge workers. The corporate culture should be ready for 

change in the sense that management should show a clear commitment through a 

strong company policy accompanied with leadership with respect to Energy Effi-

ciency optimisation 

o At the time of the system adoption, in order to handle information safeguarding 

and take into account the shared use of information in terms of usability, accessi-

bility, security, intellectual property and tracking, information sharing provisions 

should be set-out by the involved organisations under an IPR collaboration 

agreement as described in chapter 2.2.4 

o The most appropriate enabling technologies should be selected and additional in-

vestment should be required for training knowledge workers and management, 

and for establishing reward mechanisms in the form of formal recognition for a 

work well done (see also chapter 2.2.2) 

o The risks of changing should be taken into account, as explained above in the se-

cond phase 

The fact-finding process will depend on the culture and size of the organisation. As an 

example, site visits can facilitate external data gathering and provide to the implementa-

tion team a vision on what is required to accomplish the endeavour. Similarly, sending a 

corporate representative to attend seminars, networking with colleagues in other business 

and working with consultants can also assist by fact-finding. Regardless of the approach 

carried out, for new system adoption shift from the fact-finding to the formalisation stage, 

senior management must be behind the initiative encouraging and leveraging it. 

4. Formalising the initiative: This stage involves the creation of a formal plan for the im-

plementation of the initiative taking as inputs the ad hoc expertise surveys and fact-

finding activities. One of the key tools at this stage is the request for proposal (RFP), 

which documents much of the internal strategic planning in terms of the functional and 

requirements specifications for technologies involved in the implementation along with 

the organisation cultural change through leadership. A formalised approach includes de-

tails on project management, time lines for technology infrastructure improvements and 

for preparation in adopting the new company culture, contingencies for problem man-

agement and disaster recovery provisions. One of the most important issues during this 

stage of the implementation is the expectation management, in the sense that a clear defi-

nition of business metrics for the success is the key to address the flow of resources to-

wards the right direction. 

5. Implementing: The next phase in the initiative is taking action and actually doing the 

work defined in the formalisation plan. One of the initial steps is the collection and struc-

turing of knowledge from experts and from existing databases or documents in order to 

implement a knowledge extraction process, as described in chapter 2.4. The next imple-

mentation processes that follow the collection and structuring of knowledge are: 

o Modification of information, where the information is transformed to suit the im-

mediate and future requirements of knowledge workers and management  
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o Use of information, where the information is used for some useful purpose, for 

example, to optimise the time spent to solve energy related problems or to reduce 

energy efficiency related problems occurrence in the future. This information 

should be easy to use in the form provided and also the use of some specific in-

formation may be restricted by the information gatekeeper to avoid intellectual 

property rights (IPR) issues through the provisions of an IPR collaboration 

agreement between the MS vendor and the MS user (see chapter 2.2.4) 

o Archiving, where the information is stored in a form and format that ensures pro-

tection against any physical influences and time, and still be timely accessible and 

usable by authorised knowledge workers in the organisation. Archiving also in-

volves a filtering and data compression process that is a function of the quality 

and importance of the information, cost of archiving and the probability that the 

information will be needed in the future; 

o Transfer, where the on-time information interchange from one person or place to 

another is a prerequisite. Key issues in the transfer phase include cost per quantity 

of information communicated, security and transfer time. On the one hand, the 

cost per quantity of information exchanged may be high, especially if the net-

worked communication infrastructure is not ad hoc or whether it is a wireless 

network, which may be the case of AmI sensors or other pervasive / distributed 

devices. In this case, additional security measurements may be required to assure 

a trusted environment so as to protect corporate data flow capturing from external 

unauthorised access. On the other hand, the transfer time, which is the time re-

quired to move information from one point of the organisation to another, defines 

the usability of the information in the sense that shorter transfer time denotes 

more information usability 

o Disposal, where information with limited future value is discarded to save space 

and reduce overhead. The method used to identify what to store and what to save 

should follow corporate policy and also external constraints, such as legal regula-

tions regarding business records 

6. Evaluating: The sixth phase is the evaluation, which is a continuous process that in-

volves the follow-up at regular stages of the business metrics defined during the formali-

sation stage and the modifying of the implementation processes accordingly. Results of 

this evaluation might directly lead to a re-assessment of the risks identified during phase 

2 and could thus indirectly lead to modifications of the subsequent phases when moving 

from pilot project to company - wide adoption of the solution. 

2.2.4 Intellectual Property Rights (IPR) 

One of the goals of a collaborative environment is to foster knowledge sharing among partici-

pants. However, while knowledge is meant to be shared, its owner shall be allowed to retain his 

or her intellectual property rights. It emerges the need for a set of ICT tools, which are able to 

address this issue pervasively and horizontally in the several services and activities composing 

AmI-MoSES system. The features of these tools comprise: 

 automatic tracking and tracing of collaboration, which will capture and manage the col-

laboration patterns logs 

 owning facilities, which identify the owner of messages or documents 
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Organisations collaborating in an Extended Enterprise environment have to be aware that they 

are sharing data, documents, information and knowledge outside the boundaries of their enter-

prises and this knowledge may be protected under Intellectual Property Rights (IPR).  

This section of the methodology contains methods and recommendations to take care of Intellec-

tual Property Rights for collaboration between companies at Extended Enterprise level. A clearly 

specified domain of collaboration between companies when acting at the Extended Enterprise 

collaboration level must be defined in a formal collaboration agreement, as a support for the 

aforementioned tracking and owning facilities. This includes the safeguarding of certain intellec-

tual rights as well as respecting the best practices in collaboration issues. For achieving this, con-

fidentiality agreements guarantee an organisation that its information, which is about to be made 

available to another organisation, will not be revealed to third parties and will possibly be re-

turned to it at the end of the work process. 

The scope is to provide adequate protection regarding the IPRs used in or generated during col-

laboration, by considering Background and Background rights, Foreground and Confidential 

information. The protection provisions will be structured according to the main roles involved in 

collaboration. 

The usual structure for a collaboration agreement is provided in Appendix 3: IPR Provisions. 

2.2.5 Business models for collaboration among MS vendors and users 

Manufacturing System (MS) is made up of several machines of different types that operate and 

transform raw-material, assemble parts or perform transport actions. Thus, besides the specific of 

each machine, each user will give them specific tasks or interact with them in a way related to 

their own business activity. Nevertheless, the efficiency in operating a MS, especially the ones 

related with energy use optimisation problems, is strongly influenced by the experiences of shop-

floor teams and tacit knowledge at the user sites. After a period of time in operation, it is often 

possible that the user has more knowledge about the machine‟s behaviour and best way to handle 

it than the machine designers at the vendor site. This tacit knowledge, if made available to the 

machine vendor by users, who deal with the daily situations and energy related problems, but 

also their solutions, could be of great benefit for the vendor and indirectly to all its clients that 

initially provided the information. This information could be used to give a faster response to 

energy related problems (through helpdesks or vendor maintenance teams) and continuous im-

provement of machines already installed. Ultimately, this knowledge would contribute to build 

the next generation of machines with improved energy efficiency and help tools. The improve-

ment in energy efficiency of machines in general contributes for a better use of resources and 

sustainability of the environment. On the other hand, vendors of machines often have knowledge 

on how machines can be adjusted in order to optimise energy use. Therefore, only by a combina-

tion of users‟ and vendors‟ knowledge, an optimal energy use in MS can be achieved. The pur-

pose of the AmI-MoSES platform is to support such knowledge sharing on energy efficiency of 

MS through the application of two business models: 

 The owner of the platform is the MS user who may involve vendors and consultancy in 

solving energy efficiency problems when needed 

 The owner is the MS vendor who offers the platform as an extension to their machines 

and offers different types of services depending on the agreed contract: 

o Support MS users in solving energy efficiency problems upon requests 

o Full service for monitoring and optimisation of energy use through the offering of 

several Energy Efficiency Services: 

 Support for the installation of new manufacturing processes 
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 Support for monitoring deviations from normal energy consumption val-

ues 

o Support for energy consumption warnings issuing 

o Support for the on-line diagnostic of energy related problems 

 Support for the energy efficiency improvement of new lines 

The second business model, where the owner is the MS vendor, offers the benefits of a larger 

collection of the knowledge related to EE optimisation in MS and thus more effective support in 

problem solving applying the described Energy Efficiency services below. 

 Support for the installation of new manufacturing processes: The MS vendor may of-

fer this service to the MS user to support the initial phase, or installation of new manufac-

turing processes at MS user‟s site. This service enables reuse of information from previ-

ous experiences, minimising risks and problems in a ramp-up phase of MS. During the 

ramp-up phase of an MS there are no already solved problems in the Common Reposito-

ry for that particular MS. That means that the problem solving support has no knowledge 

available to compare current problems to, and other sources of knowledge need to be tak-

en into account. This could be, for example, knowledge about solved problems from oth-

er installations of the same type of MS or about solved problems from a similar type of 

MS. In both cases that knowledge might not be available to the current user due to a lack 

of access rights and might require participation of an external expert with the required 

access rights. The platform can, also, support the user in finding the appropriate expert 

and establishing a connection through its collaborative services 

 Support for energy consumption warnings: The MS vendor may offer this service to 

the MS user to support the monitoring of Energy Use Parameters deviations through the 

establishment of its operation thresholds. Once the monitored value or groups of values 

are exceeding the normal operation limits and the incidence is already categorised in the 

knowledge base, the system will generate an energy consumption warning and corrective 

measurements are issued to the MS user 

 Support for the on-line diagnostic of energy related problems: The MS vendor may 

offer this service to the MS user to support the monitoring of Energy Use Parameters de-

viations from predefined operational thresholds. Once the monitored value or groups of 

values are exceeding the normal operation limits and the incidence is not categorised in 

the knowledge base, the system will trigger the on-line diagnostic facility. The objective 

of this service is to provide an efficient diagnostic service by identifying problems in en-

ergy use and quickly providing probable causes and corrective actions to be performed to 

eliminate the problems 

 Support for the energy efficiency improvement of new lines: The MS vendor may of-

fer this service to obtain feedback from the processes in order to optimise the life-cycle 

energy use of the next generation of machines 

2.3 Management of Social Interactions – MSI 

Services for management of social interactions are regulating modalities of the common work in 

an Extended Enterprise and comprise the following groups: 

 Resource Discovery 

 Selection of Communication Services  

 Collaboration Tracking & Tracing  
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 Notification Services 

2.3.1 Resource Discovery (How to find suitable experts within an Extended Enterprise) 

Procedure for this service execution comprises following steps: 

 Definition of the search criteria such as required (level of) expertise, location and availa-

bility 

 Search results (re)filtering  

 Invitation to the selected (available and willing) experts 

2.3.2 Selection of communication services for on-line collaboration 

For the set-up of communication means for online collaboration procedure should go through the 

following steps:  

 Definition of communication needs, collaboration pattern, available means and partici-

pants‟ preferences 

 Search results adaptation to the groups   

 Sending information 

2.3.3 Collaboration Tracking & Tracing  

This service should enable collecting, storing and retrieving details about team activities related 

to the EE optimisation along an MS life cycle. Procedure for realisation of this service function-

ality, which lies in the overlapping area between MSI and KM services, comprises of the follow-

ing steps: 

 Selection of the important information/knowledge components for different activities 

 Definition of a form for information collection – (collaborative) activity description  

 Storing procedure 

 Search criteria definition 

 Handling privacy issues, which could appear by participating individuals‟ data recording 

2.3.4 Notification Services 

Notification Services comprise the activities related to sending information on the activities car-

ried out for EE optimisation and should comprise following steps: 

 Defining of the information/message types and corresponding contents and forms to be 

used 

 Defining of the responsible for sending the information 

 Defining of the messages recipients for different message types 

 Defining how the messages created (automatic or operator sent) and communication 

means 

All messages are to be stored and their form should enable machine analysis and structuring   
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2.4 Knowledge Management – KM 

As the discrete manufacturing industry is a sector with a strong potential for knowledge sharing 

across the Extended Enterprise, the collection and structuring of knowledge, as steps of 

knowledge management, are topics that have to be carefully addressed for achieving an efficient 

collaboration between AmI-MoSES actors. 

2.4.1 Collecting and structuring knowledge across an Extended Enterprise 

After description of the procedure for identification of the information/knowledge important for 

EE optimisation, methods of collecting knowledge to be elaborated in the methodology are to be 

selected from the following sources: 

 Knowledge collection from experts 

 Knowledge collection from documents/existing data bases 

 Knowledge collection by AmI-MoSES Services 

The knowledge structuring approaches described here comprise: 

 Knowledge structuring according to the change/update frequency 

 Knowledge structuring according to the application  

 Other ways – according to the ontology structure, etc. 

2.4.1.1 Knowledge Collection from Expert 

It is essential that the staff members of Extended Enterprise have experience with current prob-

lems and processes - this facilitates capturing knowledge from such staff members/experts.  

During the introduction phase of the AmI-MoSES system, in order to capture the required 

knowledge, the following categories of experts are targeted for interviews: 

 From the end-user side: 

o Energy Manager 

o Maintenance employees 

o Process designers 

o Operators on the shop floor 

 From the machine vendor side: 

o Service experts 

o Design engineers 

Several techniques for capturing the initial knowledge/information from experts during the AmI-

MoSES introduction phase can be devised but have to be based on specific company needs, 

checked and evaluated. They are the following: 

 Questioning using a check list 

 Questioning by interviewers 

 Keeping minutes of the repairs made – tracking (collaborative) activities 
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For Knowledge Experts, the ways and methods to use to capture knowledge from experts are of 

high importance. Decomposing the global goal of knowledge capturing, four steps relevant to 

manage the knowledge to be extracted can be considered. 

Collect: At the core of this step lies extracting the knowledge from an expert. Whilst several 

methods for knowledge extraction exist, it is normally performed by interviewing the experts. 

During the initial phases, the Knowledge Expert‟s goal is gaining a basic understanding of the 

problem area; thus, an unstructured interviewing method will be used to get an informal view of 

the domain‟s overall picture. As the project progresses, specific and more detailed information is 

needed. Turning back to the methods for extracting knowledge from experts, other methods that 

can be used are questionnaires, simple observations and protocol analysis. Simple observations 

involve the Knowledge Expert directly observing activities of an expert and taking note on how a 

problem is solved. These activities can be videotaped and analysed in more detail later. Protocol 

analysis is a method closely related to observation, but the expert is expected to have a more 

active participation (describe what is being done to deal with the current situation and why). 

Interpret: The knowledge collected is at the beginning not structured in a form, which would be 

used for machine processing. Furthermore, not all pieces of extracted knowledge have the same 

relevance. That is why the collected information has to be reviewed, and the relevant information 

will be subjected to interpretation. Initially, the information resulting from this process will be 

general and the Knowledge Expert will only be able to define an overall specification, which 

establishes the project goals, constraints and scope. After the relevant information has been es-

tablished, formal methods such as data flow diagrams (structured tools) can be used to interpret 

the different types of knowledge uncovered. The interpretation process is iterative, as the prelim-

inary structured knowledge resulting from this step, in the form of diagrams, for instance, can 

convey an external representation of knowledge that can be considered, discussed and altered by 

the Knowledge Expert or the domain expert. 

Analyse: The refined pieces of knowledge obtained in the previous stages will assist the process 

of structuring knowledge and defining the problem-solving strategies to be used. The main con-

cepts used by the expert are identified first, then, in later stages, relationships between concepts 

and how the expert uses them to solve problems. During this stage, the Knowledge Experts' per-

ception may be influenced by the chosen knowledge representation method. 

Design: After collecting, interpreting and analysing the knowledge, the Knowledge Expert will 

have a new understanding of the problem domain and will form new concepts and problem-

solving strategies that will need further investigation. This new understanding will help the 

Knowledge Expert in designing new ways of collecting more specific knowledge from the ex-

perts, making the whole knowledge extraction process a highly iterative one.  

2.4.1.2 Knowledge Collection from documents/existing data bases  

Prior and during the introduction phase of the AmI-MoSES system, information needs will also 

be collected from different available databases as information sources. There might already be 

existing databases and documents from which relevant knowledge/information can be collected. 

Normally such data are spread in a large amount of documents. These documents and databases 

can contain vast quantities of data describing problems, activities, decisions, normal working 

conditions etc. In many cases they also contain critical information concerning past business 

performances, which could be used to predict the future status. Data mining can be described 

informally as a possible method for discovering knowledge from huge amounts of documents 

and large databases.  
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In order to capture knowledge from existing databases and documents data mining method might 

help to discover such hidden data patterns. The basic approach is to access a database (or docu-

ments) of historical data and to identify relationships, which are significant to a specific issue. 

Data mining is not a simple process and there is no tool that can do the job automatically, i.e. it 

can be aided by tools, but it requires both human data mining expertise and human domain ex-

pertise. In the real world applications information extraction requires the co-operative use of 

several data mining operations and techniques. The basic data mining process could be described 

as follows: 

1. Develop an understanding of the application domain, the relevant prior knowledge and 

the goals of AmI-MoSES 

2. Create a target data set. To achieve this select a data set or focus on a subset of variables 

or data samples to do discovery on. The data is usually retrieved from existing opera-

tional databases, data warehouses or documents. Interesting features are selected and 

stored in a data table 

3. Clean and pre-process the data by removing e.g. non-applicable data fields 

4. Reduce the data by finding useful features to represent the data depending on the goal, 

to reduce volume, to transform variables and to reduce the number of data 

5. Interpret the mined data and/or patterns 

6. Consolidate collected knowledge 

To sum it up, it can be said that data mining is the iterative process of selecting, exploring and 

modelling large amounts of data to uncover previously unknown relationships. It requires analyt-

ical data manipulation and visualisation tools that enable the user to make discoveries and apply 

this knowledge to achieving specific business goals. 

The knowledge/information captured with the help of data mining should be subsequently struc-

tured to ensure the set-up of a data base as comprehensive as possible. 

2.4.1.3 Knowledge collection by AmI-MoSES Services 

Knowledge capturing by the AmI-MoSES EE services occurs automatically by recording and 

saving all (process and environment) ambient data along an MS and during its life cycle. Interac-

tive nature of the AmI-MoSES EE services allows for the subsequent knowledge refinement and 

restructuring according to the specific needs of these services i.e. it enables specific kind of a 

feedback to the services evolution. Knowledge from transformed AmI and ECD data, structured 

in accordance to the prescribed procedure and form can be very important source for the prob-

lems solution support or warning (predicted problem) and proposals for process improvement 

creation, as well as for reports creation. So created reports can be a basis for strategic decision 

creation and for definition of long-term Energy Efficiency policies. 
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3 AmI information to support energy use optimisation 

3.1 Ambient Intelligence Background  

Concept of the Ambient Intelligence origins from the human living ambience and the process of 

extending it on industrial applications is still being developed. Here presented elaboration is car-

ried out from the current point of view of the industrial applications. 

3.1.1 Ambient Intelligence basic principles 

According to the definition of the IST Expert group of EU commission, „the concept of Ambient 

Intelligence (AmI) provides a vision of the Information Society where the emphasis is on greater 

user-friendliness, more efficient service support, user-empowerment, and support for human in-

teractions‟ [6]. People are surrounded by intelligent intuitive interfaces that are embedded in all 

kind of objects and environment, sensitive and responsive to their wishes, that is capable of rec-

ognising and responding to the presence of different individuals in a seamless, unobtrusive, 

adaptive, anticipatory and often invisible way‟. One of the most important characteristics is that 

AmI approach is an anthropocentric approach. In respect to the manufacturing domain AmI ob-

viously includes a number of different aspects and technologies. The key issue is that it provides 

more effective monitoring (and enables control) of processes due to a higher number of applied 

sensors and sophisticated ways of extracting knowledge from them. Other definitions of AmI 

incorporate ambient intelligence as “the effective and transparent support to the activity of sub-

ject(s) through the use of information and communication technologies”. Ambient intelligence is 

closely related to the long term vision of an intelligent service system in which technologies are 

able to automate a platform embedding the required devices for powering context aware and 

adaptive services. 

3.1.2 Definition of Ambience  

In reference to the stated definitions above, Ambient Intelligence can be thought of as a system 

that incorporates the assessment and manipulation of the surrounding environment to provide 

effective support to the human personnel that is operating within it. Therefore, under Ambience 

is understood the environment in which a Human Operator (HO) acts, including both: 

 Physical environment – e.g. room, with its physical features: temperature, humidity, 

lights etc. or manufacturing process with e.g. assembly line, and  

 Contextual environment – e.g. purpose of Human Operator (HO) actions, business pro-

cesses, situation dependence etc. 

Furthermore, in respect to the relevance of the item ambience for the manufacturing domain, 

besides the physical and context dimensions of the ambience, a further differentiation of the item 

ambience can be introduced, such as: 

 Manufacturing process related ambience, covering all planning and control processes 

over all hierarchical decomposition levels of a general manufacturing system (plant, 

shop-floor, machine, device levels etc.). This “process ambience” also covers all classic 

ICTs human operator is interacting with and embraces all activities along the entire prod-

uct lifecycle. 

 A wider human operator environment, not directly but indirectly related to the explicit 

manufacturing process, such as building, illumination, atmosphere etc. 
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The last two ambience dimensions may have physical as well as contextual features. This differ-

entiation enables to focus on different areas of the “manufacturing ambience”, where required 

AmI-based solutions shall enable a human centred interaction of the worker with this ambience. 

3.2 How to use AmI systems for EE Services 

Keeping in mind the above stated functionalities of an AmI system, its role in EE services func-

tionalities can be described as: 

 an observer which provides sophisticated MS monitoring way enabling gathering of in-

creased knowledge on process and environment, to be used in EE services 

 an information/knowledge provision part supporting activities by providing information 

in more expressive way (e.g. provision of Diagnostics results in more effective way, via 

multi-media etc.) 

 a higher level of communication between the human operator and the system (e.g. the 

system may allow for better informing of the human operator based on context awareness 

and intelligence etc.).  

Based on above said, AmI systems are enabling creation of an add-on to Energy Management 

System with increased intelligence, providing for better interaction (Energy Efficiency devoted) 

between different systems and the human operator 

To be able to use of AmI systems for EE services there are several preliminary activities neces-

sary for establishing an AmI based system for EE optimisation. These preliminary activities 

might be structured in the following sequence: 

 Identification of the measurements/monitoring systems already integrated in manufactur-

ing environment to be used for extraction of the AmI information 

 Identification of additional sensor/measurements devices 

 Composition of AmI information and ECD for an optimal transformation into knowledge 

needed for optimisation of energy use 

 Definition of interfaces between AmI data and Energy Consumption Data collection sys-

tems and the AmI-MoSES platform  

 Creation of Guidelines on how to use information from AmI systems to optimise energy 

use 

The first two “preliminary activities” are highly application specific and the methods of their 

execution can be identified only after knowing a specific MS configuration, whereby the third 

one has some generic aspects which allow for providing some general methods for carrying it 

out.    

3.3 Definition of interfaces between AmI data and Energy Consumption Data collection 

systems and the AmI-MoSES platform  

From the point of view of the nature of data coming from the process there is no difference 

among them – all these data are coming from sensors and/or more complex meters. Adaptation 

of data from sensors is normally realised at the level of sensors, keeping in mind nowadays num-

ber of intelligent transmitters and the data from (energy) meters are usually formatted according 

to the standard protocols. Additional necessary adaptation is to be done in the data collec-

tor/concentrator – see the text to follow. As far as the AmI data/knowledge from repositories in 

companies are concerned their adaptation is to be done in the AmI-MoSES knowledge repository 

in terms of structuring according to the specific application needs.   
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The hardware unit used for ECD and AmI-data gathering envisages two types of devices: Data 

Collector and Data Concentrator. Data collector can be seen as a direct link to an ECD measure-

ment device and provides basic pre-processing facilities for the measured data. The data concen-

trator pulls collected data from data collectors using different communication interfac-

es described in 3.3.2. These data are buffered in the concentrator before being transmitted to the 

AmI-MoSES platform. The data concentrator contains facilities for filtering, verifying and com-

pressing collected data. Figure 2 shows the concept of Data Collector/Concentrator focusing on 

the dataflow and interfaces from ECD and AmI data sources up to the AmI-MoSES platform.  

Process of collecting and bringing the AmI and EC data to the platform is described in detail in 

the text to follow.  
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Figure 2: ECD and AmI data integration via Data Collector and Data Concentrator 

3.3.1 Connection between data sources and Data Collectors 

The existing metering infrastructure of individual processes/plants will be reused as much as 

possible whereby different communication standards can be expected, depending also on the 

decision for wired or wireless connection between sensors/sensor networks and data collectors 

(e.g. RS232/485 (different protocols possible on RS485), S0-interface (impulse counting), dif-

ferent data busses etc.) and corresponding support provided.  

Data Collector can interface n data sources whereby n depends on the used standard. Both the 

Collector Acquiring and Distribution Interface limit possible number of nodes. Limiting comes 

from electrical specification, available bandwidth (frequency of measurement) or duty cycle re-

strictions of radio communication. As far as possible, measurement data from smart meters/ de-
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vices will be directly received by the Data Concentrator Acquiring Interface, bypassing Data 

Collector, or even directly fed to the platform in the case of smaller number of data sources. 

3.3.2 Connection between Data Collector and Data Concentrator 

Data Collector pushes forward data to information middleware level. Data Concentrators and 

Collectors can support different communication interfaces and protocols. A specific Data Collec-

tor‟s Distribution Interface has to be combined with a matching concentrator-side acquiring in-

terface, according to the local conditions of a particular business case. Main criteria are the range 

needed, existing wiring (power and interfaces), and number of data sources to attach or possible 

disturbances for radio communication. Depending on these criteria different wired or wireless 

communication interfaces are of interest, including e.g. RS232/485 (especially for direct connec-

tion from data source to Data Concentrator), M-Bus (wired), WM-Bus (wireless), ZigBee, ISA 

100.11a for wireless sensor networking, etc.  

In order to fit actual and future requirements the Concentrator Acquiring Interfaces will be mod-

ular and attachable to the Data Concentrator. The Connector will supply the Acquiring Interface 

and provide access to peripheral interfaces, namely I2C, SPI and UART for the purpose of data 

exchange. Each Acquiring Interface has a MCU which handles the data received from the Col-

lector Distribution Interface and presents the data to the Concentrator in a common way which 

will be equally distributed among Concentrator Acquiring Interfaces. Thus Data Concentrator 

will support beside the above listed an arbitrary number of common and future communication 

interfaces and protocols. 

3.3.3 ECD and AmI data integration via Data Concentrator 

The data collected in shop floor is transmitted to AmI-MoSES platform via Data Concentrator 

(Information middleware level). A Data Collector collects data from one or more data sources, 

which can be sensors/meters or other sources (like RFID-reader providing event data). In a se-

cond step the Data Concentrator forwards data to the AmI-MoSES platform. 

3.3.4 Connection between Data Concentrator and AmI-MoSES platform 

The communication between Data Concentrator and AmI-MoSES platform - ECD and AmI data 

processing module will be done by sending SOAP messages to Data Submission web service. 

Any TCP/IP capable HW interface is suitable for this task and Data Concentrator has support for 

the following wired and wireless interfaces (conforms “Concentrator Distribution interface” in 

Figure 2): 

 obligatory: Ethernet (10Base-T/100Base-TX) 

 optional: WLAN and/or GSM/UMTS Modem 

The Data Concentrator supports at least two Distribution interfaces at the same time, whereas 

choice of interface (e.g. wired or wireless) depends on the actual production environment, i.e. 

wireless may provide cost benefits by reducing the need for cabling but may provide reduced 

reliability in unfavourable (high electro-magnetic noise) environments. On the other hand, if 

Ethernet cabling is already available reuse of existing infrastructure would be preferred. 

3.4 Trust and security in AmI 

Ambient Intelligent (AmI) is expected to significantly increase the role of information and our 

reliance on the storage, processing and transmission of information. This brings with it great 

opportunities to enhance our quality of life, but at the same time, presents major challenges in 

terms of the privacy and integrity of personal and/or corporate information. 
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There is a common understanding that achieving greater security in information and communica-

tions technology would increase its development and diffusion, with simultaneous benefits in 

many fields. While this technology is already spreading rapidly, it will only be possible to trans-

form our physical interactions into electronic interactions if sufficient trust and confidence exist 

in the systems that process our information. It is now widely agreed that lack of trust in systems 

will prevent their widespread adoption. As a consequence, the development and deployment of 

systems with strong effective security is vital, what is particularly important for AmI systems, 

which may consist of several (even thousands or more) computation and communication re-

sources whose number dynamically changes and thus are getting closer to so-called virtual 

communities. In this new framework, the capability to represent, create, negotiate, monitor and 

evolve trust relationships in a secure way becomes mandatory. The aspects, which are increas-

ingly investigated are e.g. wireless network security in ubiquitous systems, trust and reputation 

management in virtual coalitions/organizations, the area of document security, and the problem 

of security mechanisms for documents that are platform and server independent. 

In a networked organisation (such as Extended Enterprise), trust is the environment in which 

actors are operating. Only trust can bridge cultural, geographical and organisational distances of 

team members (and even of firms) from turning to unmanageable psychological distances. Trust 

is the base of collaboration, the normal behaviour of the human being in the society. As the rate 

of collaboration increases in all fields of life, the importance of trust is evolving even faster. 

The trust building blocks, elements of security, are the security services and the security mecha-

nisms. The security services comprise: 

 Access control: Protects against unauthorised use. Most part of AmI services defines re-

strictions on which devices can access to them. The access control property applied to the 

AmI services will handle which actions can be done and which information will be avail-

able by defining a control access list for hardware or software components. This is a typi-

cal property that should be modelled as an aspect to allow the replacement of the access 

control mechanism without affecting the application code 

 Authentication: Provides assurance of user‟s identity. All devices and users in the envi-

ronment must have a unique identifier. The authentication service is provided by most 

part of non-trivial applications in AmI environments. The device or user authentication 

can be performed using a username and a password, a digital signature, a user voice 

recognition mechanism, a digital certificate or any other identification method 

 Confidentiality: Protects against disclosure to unauthorised identities 

 Integrity: Protects from unauthorised data alteration 

 Non-denial: Protects against originator of communications later denying it 

The means for achieving these properties depends on the collection of security mechanisms that 

supply security services, the correct implementation of these mechanisms, and how these mech-

anisms are used. 

Security mechanisms with crypto functions (three basic building blocks are used): 

 Encryption is used to provide confidentiality, and also can provide authentication and in-

tegrity protection. Security in AmI environments is a must, because all the communica-

tions are more open because of the usually used communication methods and thus easy to 

intercept and alter. A sophisticated mechanism is required to adapt the communication 

trust necessities at any time 
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 Digital signatures are used to provide authentication, integrity protection, and non-

denial 

 Checksums/hash algorithms are used to provide integrity protection and can provide 

authentication 

The usage of AmI technology and communications via Intranets or Internet impose a new di-

mension of risks related to trust and security aspects. As the AmI solutions are mostly character-

ised by a large number of independent or autonomous devices and diverse interfaces, the intru-

sion from outside is (or can be) more probable, what requires new approaches to this problem 

solution (e.g. advanced firewalls, biometric identification) or assumes saving only "not security 

critical" information in low protected areas/devices. The wireless communication between AmI 

components and extended products are also liable to eavesdrop by the unauthorised parties and, 

based on its criticality, communication must be encrypted (e.g. PGP) or insulated from usage by 

unauthorised parties (e.g. limiting the strength of the communication signal). The other aspects 

to take care of are e.g. infection by viruses, where additional security risks will arise, due to het-

erogeneous and rapidly developing technology and limited resources of AmI devices and their 

connection to e.g. virus definition updates. To cope with these diverse technical security risks the 

advanced technical solutions should be considered. 
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4 AmI-MoSES Energy Efficiency Services 

The above presented elaborations are the basis of the AmI-MoSES system whose front-end func-

tionalities, dedicated to the Energy Efficiency optimisation, are implemented as EE services. The 

system workflow comprises following steps, as presented in Figure 3: 

1. Platform set-up  

2. EUP value monitoring, based on ECD and AmI data, and alarm starting by overriding  

3. If the cause for alarm belongs to the group “Known”, Service for Condition Based Warn-

ing is activated 

4. If the cause for alarm belongs to the group “Unknown”, Service for Online Problem Di-

agnostics is activated 

5. Service for Continuous Improvement of the Energy Efficiency starts, triggered by over-

riding of a predefined number of problems or by a system user, and  

6. By commissioning of a new plant or a new plant subsystem/component, Service for In-

stallation and ramp-up support is used 

 
Figure 3: AmI-MoSES system workflow 

The above listed EE services are described in detail in the following text.  

4.1  Condition-based Energy Consumption Warning 

Input/Output: Inserting of the context-conditions for the alerts for different production pro-

grammes (conditions, contexts) - Identification of abnormal energy use in production process 

and proposal of appropriate corrective measures 

Trigger: (a) Daily change in the production, MS reconfiguration and any other EUP related con-

text change 

(b) Abnormal energy use in a manufacturing process detected by 

1. The AmI-MoSES system, as overriding of a pre-set EUP value, under predefined condi-

tions-context 

2. MS user during standard operations, as any anomaly relatable to the energy use, before 

the AmI-MoSES system reacts (e.g. when EUP range is not (yet) properly defined) 

3. The periodic inspection action 

(a) By each MS reconfiguration or production programme change, the list of impacted EUPs and 

corresponding “calculation” parameters and “context defining” parameters is to be provided.  
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In the case that existing parameters, EUPs and relations defining context are not anymore valid 

(based on newly acquired knowledge), the system should allow for their editing.  

The context-dependent EUP thresholds/ranges are to be editable as well.  

Rules for triggering the Diagnostics Service (see Figure 4) are to be adaptable too, either by up-

dating the existing ones or by replacing the currently used rule by the more appropriate one. 

 
Figure 4: Relation between Condition-based Warning and On-line Diagnostics services 

Prediction model and the corresponding conditions/context are to be editable using this service. 

Upon request, system should provide list of previously defined causes of the problem and neces-

sary action proposal. 

All above listed information from the system should be recorded along a predefined (longer) 

time and the history of each data set should be available, upon request. The functionality of an 

automatic analysis of the historic data and creation of update proposals is to be considered (a 

kind of system self-adaptation).  

(b) In case 1, different alarm levels are to be distinguished, as recognized by the system, such as 

e.g. incoming problem, current “low level” problem, current “high level” problem etc. 

In this case the system should provide the information from which EUP the alarm came and, 

upon request, the whole set of data used for calculation of that EUP, structured according to the 

role into the groups of (1) “calculation” parameters and (2) “context defining” parameters.  

Also upon request, system should provide list of previously defined causes of the problem and 

necessary action proposal. 

In cases 2 and 3, the AmI-MoSES system user should have, in the first step list of all measured 

values offered on the GUI.  

In the second step the user should have the possibility to select all measured parameters whose 

values were identified as “problematic”, and their past values, including all data defining context 

as described above (AmI information, AmI based knowledge, process measurements, history 

since the last maintenance activity).  

Upon request all EUPs in which these parameters are used, with exact relationships (calculation 

parameters or context parameters) are to be shown.  

In the third step the possible problem causes and actions should be recallable from the system. If 

the analysed symptoms do not fit with predefined set, the Diagnostics Service should be trig-

gered.   

In all cases the user should have the possibility to vary the parameters determining EUP values 

and to observe influences of these variations (“ex-post” predictions).  
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Collaborative context and EU setting option should be enabled.   

For both analysed situations (alarm coming from the system and from the user) the decision on 

the action to undertake is to be done by a user, i.e. MS operator, maintenance staff member etc. 

This scenario could run following two different options, depending on the AmI-MoSES platform 

owner.  

1. In case the platform owner is the MS user that company controls and updates all above 

mentioned parameters, provided the initial installation and data insertion was completed 

by the system administrator, supported by the company expert for the technological pro-

cess observed.  

2. In case the platform owner is an engineering company or an MS manufacturer, such a 

company can overtake, as a service to the platform user, the duty to update the a.m. pa-

rameters in accordance with the information received from the user. 

4.2  On-line Diagnostics of Energy related Problems 

Scenario: Identification of abnormal energy use in production process and diagnosing finding 

appropriate corrective measures 

Trigger: Abnormal energy use in a manufacturing process detected by 

1. The AmI-MoSES system, by overriding predefined conditions (context) of the Condition-

based warning service (see above)  

2. MS user during standard operations 

3. Other Systems 

In the case 1, the system should provide the information from which EUP the alarm came and, 

upon request the whole set of data used for calculation of that EUP, structured according to the 

role into the groups of (1) “calculation” parameters and (2) “context defining” parameters. Final-

ly, the calculation formulas and relations of the parameters defining context are to be displayed.  

Also upon request, system should provide list of possible causes of the problem and recorded 

solutions. 

In the case 2, the AmI-MoSES system user should have, in the first step list of all measured val-

ues offered on the GUI.  

In the second step the user should have the possibility to select all measured parameters whose 

values were identified as “problematic”, and their past values (history since the last maintenance 

activity).  

Upon request all EUPs in which these parameters are used, with exact relationships (calculation 

parameters or context parameters) are to be shown.  

In the third step the possible problem causes and solutions should be recallable from the system.    

Collaborative problem solving option should be enabled, for a case available users are not able to 

eliminate the problem.   

For both analysed situations (alarm coming from the system and from the user) the decision on 

the action to overtake is to be done by the user, i.e. MS operator, maintenance staff member etc. 

Provided the action resulted in a successful problem solving, it should be possible to store the 

solution description in a predefined form (using tables, graphs, prescribed template) in the CR. 
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Influence of the additional AmI information, such as e.g. heating furnace cladding temperature 

or the pressure of the compressed air on particular machines for a Compressed Air System 

(CAS) plant, is very high for a precise definition of context which is to be base for both Energy 

Consumption Warning and Problem Diagnostics services.   

4.3 Service supporting Installation and Ramp-up Phase  

Scenario: Energy efficiency related control of components and/or MS during the installation and 

ramp-up phase, and diagnosing of appeared problems 

1. Trigger: Energy efficiency related problems, detected by  Commissioning of a new plant 

2. Customer request for optimization of energy usage in new plant. 

This scenario is similar to the online diagnostics of energy related problems in term of function-

alities. Its specifics lie in the application conditions and in the fact that – due to the installation‟s 

short runtime – could happen that not enough relevant knowledge has been created to effectively 

support the decision support process. In case of insufficient available data at the user‟s side, the 

user may use the platform‟s collaboration support functionality to find and contact an appropriate 

expert at the system manufacturer‟s side to support the problem solving process. In such cases 

the MS/equipment manufacturer could reuse the knowledge collected by the exploitation of simi-

lar systems by other users, provided all IPR protection issues are clarified.    

In the trigger 2 case, the user requests optimization of energy use in a new plant. Using the plat-

form‟s collaboration support functionality the user contacts the appropriate expert at the system 

manufacturer and the optimisation is being done remotely online.  

In all cases the user should have the possibility to vary the parameters determining EUP values 

and to observe influences of these variations (“ex-post” predictions). It is particularly important 

in this installation and ramp-up phase when not all eventualities are known and not all problem 

solutions are stored in the CR. 

4.4 Continuous Improvement of Energy Consumption 

Scenario: To compare the current energy use with historical data of normal running conditions 

and analyse the differences/changes to identify energy use patterns and their possible anomalies. 

Based on the analysis the service shall offer suggestions for Energy Efficiency improvement. 

Trigger:  

1. The user performs a regular energy use analysis or finds out from the current problem 

that specific MS and/or processes are to be improved in terms of Energy Efficiency 

2. Platform proposes performing of energy use analysis after a predefined number of 

same/similar problems has occurred 

In case 1, the Energy Manager selects the production unit(s) to analyse, and selects the EUP(s) to 

consider in the analysis. 

The list of solved problems and corresponding solutions should be available. 

In the next step the Energy Manager parameterises the analysis, by e.g. setting time frame to 

consider, defining methods of analysis and form of visualisation, etc., and supported by the sys-

tem suggests necessary changes for an improved Energy Efficiency. 

If necessary the Energy Manager lets the platform generate a report of the performed analysis 

and conclusions/suggestions and optionally sends it to selected recipients. 
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In the case 2, when the number of specific problem occurrences has reached a predefined value 

the platform suggests the execution of an energy use analysis with analysis parameters fitting the 

re-occurring problem, in context of e.g. time frame, EUPs and production units. Based on the 

existence of solutions to the past occurrences of the problem, the platform shall propose an im-

provement from analysing the solved problems. 
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5 Guidelines for AmI-MoSES ICT System 

User‟s manuals will be structured and documented in a separate deliverable, as an appendix to 

D5.4 – Assessment of the Full Prototype and the Methodology, according to the next chapters‟ 

topics. 

5.1 Procedure for Platform Set-up 

Platform set-up procedure includes, as explained in the AmI-MoSES system concept two set-up 

cases: 

1. General set-up to be done by the first installation of the AmI-MoSES system, and  

2. Dynamically changeable set-up to be done by any change in the MS (plant) configura-

tion, such as e.g. production programme change or plant adaptation to the environment   

For the first set-up case the guidelines comprise parts, which are rarely changed, such as e.g.:  

 Guidelines to create an enterprise model reusing concepts from EN/ISO 19440 standard 

(Domain, Business Process, Enterprise Activity, Product, Organizational Unit, etc.)) 

 Guidelines to model ECD and AmI data, reusing concepts from Condition monitoring 

and diagnostics of machines – e.g. standards ISO13374-2 and OSA-EAI. 

 Guidelines for creation of EUP context aware models 

 Guidelines for definition of thresholds for EUP models 

o Value ranges 

o Rules 

 Guidelines for definition of problem templates 

 Most common problems at each specific plant part (experience based) including causes 

and corrective actions to solve them 

Dynamically changeable set-up is to be related to frequently changed parameters i.e. production 

programme dependant parameters, such as EUP (re)definition, their specific ranges and context 

set-up, etc.  

5.2 Integration of AmI-MoSES with existing Energy Management and other Legacy 

Systems 

The integration with existing Energy Management and other legacy systems requires a custom-

ised study (of the different systems to be merged) on the next topics: 

 Interfacing requirements 

 Data transfer flow characteristics 

o unidirectional 

o bi-directional 
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5.3 Platform Components Customisation 

Different forms and objectives of collaborative working environments in different Extended En-

terprise (made of end-users and machine vendors) impose the necessity to develop customisable 

platform components. 

The different procedures for customisation of the platform components comprise: 

 set-up the knowledge repository for definition of product/process and other models for 

specific Extended Enterprise 

 set-up the EE Services (where certain parameters for each EE Service may be defined to 

fit specific needs of a company) 

All these procedures should enable users of the AmI-MoSES platform to customise the compo-

nents, e.g. to combine core services into the new or updated EE services.  

However, both customisation of existing and composition of new EE services will always re-

quire additional customisation of the actual software services by software developers in addition 

to the expert process knowledge of end-users. The guidelines will elaborate different procedures, 

which may be used for the platform and its components customisation to be jointly done by end-

users/process experts and software developers. 

5.3.1 Composition and set-up of Energy Efficiency Services 

5.3.1.1 Guidelines for Condition-based Energy Consumption Warning 

Guidelines for using this service comprise a description of: 

 Triggers 

 Users and roles 

 Guidelines for editing EUP thresholds for the alerts 

 Guidelines for definition of alarm levels 

5.3.1.2 Guidelines for set-up and usage of the service for On-line diagnostics 

Guidelines for using the on-line diagnostic service will include: 

 Procedures to be followed by the System User 

 Guidelines for solving a problem collaboratively 

 Guidelines for saving a new solved problem 

5.3.1.3 Guidelines for set-up and usage of the service for Installation and Ramp-up Phase 

Keeping in mind that this service is intended for use in the new or revamped plants, or after larg-

er maintenance actions, the set-up procedure description should include: 

 Checking/insertion of the new/revamped plant‟s model 

 Selection/identification of the plant (or MS) part 

In the next part description of the set-up procedure is the same as for the On-line diagnostics 

service is to be carried out, however keeping in mind specific characteristics of the new plants, 

which are important for the context definition.  
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5.3.1.4 Guidelines for usage of the service Continuous Improvement of Energy 

Consumption 

The guidelines will develop topics related to: 

 Triggers, understood as the actions that originate the execution of this Energy Efficiency 

Service 

 Main users, roles and tasks 

 Guidelines for Information visualisation. In this chapter, readers will learn how to use the 

charting facilities provided by this service 

 Guidelines for analysing energy related problems. This chapter will tell a reader how to 

get improved problem solutions based on recurrent of similar problem solutions 

5.4 System Updates 

The software improvements and the development of new functionalities will be managed during 

the exploitation phases through a versioning system, to be carried out by the software vendor that 

exploits the system. The maintenance of software and the installation of new versions of the 

software can be accomplished either, manually through the application of patches or automatical-

ly, through web updates mechanisms. Once a new version is developed and released as a General 

Availability (GA) version, a new patch for upgrading the previous version to the latest can be 

delivered to the customers so they can proceed with the manual upgrading. On the other hand, a 

more efficient solution is the automatic approach, which involves the integration of web updates 

services to the application. Under this automatic approach, the software vendor company makes 

the new software version – or new specific modules – available in an online repository. Alterna-

tively, the client application uses the web update service to regularly compare the local software 

version with the remote version. If the versions differ, the new update is downloaded and auto-

matically installed. This method has the main advantage of transparency and simplicity for the 

user, but it has also some drawbacks, such as that the integrity of the software being downloaded 

must be checked, the users‟ configuration files should be maintained and the software vendor 

and licensed software users must be authenticated whereas the privacy preserved during the en-

tire process. 
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6 Conclusion 

This document contains AmI-MoSES Industrial Methodology and is based on the topics identi-

fied during the Methodology concept, specification phases and end-users‟ contributions. The 

Industrial Methodology aims at providing a structured approach for SME practitioners who in-

tend to apply AmI-MoSES ambient monitoring tool in their current discrete manufacturing fa-

cilities for the energy efficiency optimisation of their production systems. On the other hand, 

SME practitioners could also make use of the methods included in this document as a supporting 

reference for the implementation of other energy monitoring and optimisation systems within 

their manufacturing premises. 

Discrete manufacturing SME industry is a sector that can benefit, to a great extent, from infor-

mation and knowledge collection, structuring, codification and sharing through the complete 

value chain in the energy efficiency domain. In line with the Knowledge Management theories, it 

is commonly accepted that corporate knowledge is bound to people, distributed across the Ex-

tended Enterprise and represents an essential asset for successful competition in the market. It 

should be, on the one hand, shared for the improving of the overall business operations, includ-

ing Energy Efficiency optimisation and, on the other hand, preserved and protected so as not to 

damage the individual company business. 

AmI-MoSES Industrial Methodology includes Knowledge Management guidelines for the col-

lection and structuring of knowledge (Energy Consumption data and process parameters) 

throughout the Extended Enterprise and its application into the ICT tool for assuring an effective 

knowledge reuse aiming at Energy Efficiency optimisation. This knowledge is enhanced with the 

gathering of increased knowledge on processes environment coming from Ambient Intelligent 

systems, which enable a better interaction between the manufacturing/environment systems and 

the human operators. The combination of classical information sources on processes and con-

sumption data with Ambient Intelligence (AmI) information coming from the human operator 

and machine interactions provides a sound knowledge useful for the optimisation of the energy 

use of a Manufacturing System, through the calculation and monitoring of enriched Energy Use 

Parameters. 

In addition, and since AmI-MoSES is a collaborative platform, the methodology includes the 

definition of tasks and roles of AmI-MoSES actors, who will interact and work collaboratively, 

and an overview for using the different Energy Efficiency services in the form of full system 

workflow, taking into account the point of view of the methodology practitioner. Furthermore, 

guidelines for applying the core services for the Management of Social Interactions were provid-

ed, such as specific methods for supporting collaboration, describing how to find experts within 

the Extended Enterprise in order to collaboratively solve problems, how to store and retrieve 

details regarding team activities for tracking and tracing purposes or how to set-up communica-

tion services for on-line collaboration. 

And last but not least, in an attempt to establish a positive environment for knowledge sharing 

and collaborating, AmI-MoSES system should be complemented with organisational enablers, 

which allow AmI-MoSES actors (MS vendors and users) to clearly comprehend and approve the 

ultimate sharing objectives, that is to say, the Energy Efficiency optimisation in their discrete 

manufacturing systems. In this regard, Organisational enablers, such as motivation and IPR man-

agement guidelines, required for overcoming knowledge hoarding, are presented as key ele-

ments. 
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7 Appendix 1: Ambient Intelligence – AmI Systems 

7.1 The AmI System 

AmI-based solutions are expected to combine concepts of ubiquitous computing and intelligent 

systems putting humans in the centre of technological developments. However, in spite of inten-

sive research activities on specific AmI technologies, besides such generic formulation on AmI, 

there are no wide spread accepted definitions of AmI systems in manufacturing industry.  

Starting point for the proposed definition of AmI system in manufacturing industry represent the 

definition of DG Information Society1 and definition provided by Riva2, addressing psychologi-

cal modelling of human operator within an AmI system, i.e. it is a combination of a system ap-

proach and a psychological framework for the concept of Ambient Intelligence. In this context, 

an AmI system represents a type of mediator between the human operator and the ambience 

providing all features required surrounding people by intelligent intuitive interfaces.  

The definitions implicitly assume that AmI systems provide improved communication/ collabo-

ration of the human operators within the ambiences providing a more effective interaction with 

the different ambiences. In this respect, by further extending the system oriented approach by a 

control engineering point of view3, one can formulate as a main assumption that the AmI sys-

tems in industry can be considered as a control system of the ambience, which includes human 

operators in control loop. Possible applications of AmI-based control schemes in manufacturing 

industry are numerous. Two typical applications are control of Automation & Robotics (A&R) 

systems and assembly processes. This assumption results in a basic structure of an AmI-based 

system control managing the intelligent interaction of the human operator with the different am-

biences as presented in Figure 5. 

 
Figure 5: The AmI-based System Control 

                                                 
1 ISTAG: European Strategy towards an Ambient Intelligence Environment, Software technologies, embedded sys-

tems and distributed systems. EU report 2002. 
2 Riva, Giuseppe; The Psychology of Ambient Intelligence: Activity, Situation and Presence. In: Riva, G.; Vatalaro, 

F.; Davide, F.; Alcañiz, M. (Eds.) Ambient Intelligence. 2005; IOS Press; http://www.ambientintelligence.org. 
3 Stokic et. al : Ambient Intelligence in Manufacturing Industry: Control System Point of View, IACTED, Conference on Control and 

Applications, Montreal, 2006 
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Such AmI-based System Control concept implies the definition that an AmI system in manufac-

turing industry exists only in a scope of interaction(s) with human operator(s). In reference to the 

definitions in the literature referenced above, a system is AmI if it possesses at least the first 

three of the following main characteristics (mandatory): 

(a)  „Multimodal and easy interaction‟ with human operator including explicit and/or implicit 

interaction (inputs and outputs). Thereby, as a „multimodal and easy interaction‟ are under-

stood new forms of seamless and user friendly interactions (information exchange) between 

the human operator and the AmI system which enables the human operator to easily provide 

and obtain information/knowledge (i.e. to communicate with the system at higher level), as 

well as to easily communicate with other human operators.   

In manufacturing domain the human operator/AmI system interaction is primarily driven by 

the process needs. Therefore, explicit interactions have to be designed with highest priority 

compared to implicit interactions. The explicit outputs are e.g. information provided to the 

human operator etc. 

(b) Knowledge on ambience and human operator based on extensive models (a‟ priory 

knowledge) and „increased‟ sensory to observe the ambience and „multimodal and easy‟ in-

teraction with the human operator (dynamic knowledge). Reformulating the definition in 

footnote 1 above knowledge on ambience is defined as knowledge on  

o human operator (e.g. location, context, her/his intensions, etc.),  

o ambience (process, environment etc.) in which the human operator is working and in-

teraction among the human operator and the ambiences and 

o the system itself and its interaction with the environment (context surrounding its use).  

(c) Transparent support to the activity of human operator regarding processes (disburdening the 

task execution by tending to overtake higher level tasks as far as possible) using the system 

intelligence which can be based on the knowledge on ambience (b) related to different (all) 

human operators involved in the business process(es). Thereby it is assumed that intelligence 

uses the knowledge on „all‟ ambiences and human operators involved in the processes. 

(d) Implicit actions in ambience, where under „implicit actions‟ in process are assumed actions 

which an AmI system makes in the process without explicit information to the human opera-

tor and without his explicit involvement, covering implicit actions  

o in process/plant /machine and  

o in environment  

o adapting ambiences to the human operator needs. 

Additional characteristics of the AmI system can be identified: 

 Ability to find (and generate) its own rules on how best to interact with neighbouring sys-

tems and human operator, while always looking to optimise its own workings and its own 

relations with the environment, 

 be dynamic, signifying the ability to configure and reconfigure under varying, and even 

unpredictable, conditions,  

 be resilient and able to recover from routine and extraordinary events that might cause 

some of their parts to malfunction, 

 be trustworthy, able to handle issues of safety, security and privacy, and 

 be traceable.  
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The control system theory point of view in4, provides a first definition of AmI systems relevant 

for manufacturing industry which also serves to understand how AmI systems „upgrade‟ classi-

cal intelligent systems. This contributes to minimise overlapping with other approaches and by 

this avoid unnecessary repetition of previous work on classical intelligent control solutions. 

 Concerning the aspects by which the AmI technology „upgrades „classical‟ intelligent 

systems, one of the key differences to the „classical‟ intelligent systems seems to be that 

intelligence is based on „increased‟ knowledge on human operator and environment. The 

intelligence may provide e.g. a higher (appropriate) level mode of commutation between 

the human operator and the system. In this respect, the key aspects by which the AmI 

technology „upgrades „classical‟ intelligent systems represent: 

 „new‟, „multimodal and easy‟ interaction between human operator and the system, in-

cluding implicit interaction allowed by new technology (mobile, embedded computers 

etc.),  

 radically „new‟ knowledge on ambience based on new sensory, multimedia and other 

technology and based on „multimodal and easy‟ interaction with human operator i.e. rad-

ically increased observability of the holistic system: process, human operator, environ-

ment,  

 higher intelligence possibilities allowed by the increased knowledge on ambience/human 

operator and by different technologies to better utilise/manage these knowledge, 

 possibility to provide higher (more appropriate) communication level between human 

operator and the system based on a.m. higher intelligence,   

 increased possibilities to overtake activities of human operator (psychological definition 

of activity) on as high as possible  (hierarchical control/planning) level by the system 

based on a.m. higher intelligence (i.e. the system may overtake not only lower level tasks 

but also (a part) of higher level tasks) and  

 implicit actions by the system both towards the process and ambience (as explained 

above actions about which the human operator is not explicitly informed) based on new 

technological potentials to perform actions with higher reliability and safety.  

In control theory, the optimal control concepts are based on a structure composed of an optimal 

controller acting on the system to be controlled and an observer providing the required infor-

mation about the controlled system. If we apply this basic concept to the AmI-based System 

Control, from system point of view the AmI system may have different functionalities, such as: 

 it may be (only) an observer which provides increased knowledge (on human operator, 

process, environment) and intelligence to different other (control or information) systems 

(e.g. an AmI system can be an add-on to Production Planning system or Leitstand system 

or to Maintenance Planning system; this add-on provides better interaction between these 

systems and the human operator and provides new knowledge and intelligence about hu-

man operator and ambience to these systems). 

 it may, besides the observer part, include information/knowledge provision part i.e. it 

provides activity support by providing information in more adequate way (e.g. provision 

Diagnostics results in more effective way, via multi-media etc.) 

 it may provide higher level of communication between the human operator and the sys-

tem (e.g. the system may allow for easy commands by the human operator based on con-

text awareness and intelligence etc.). 

                                                 
4 Stokic et. al : Ambient Intelligence in Manufacturing Industry: Control System Point of View, IACTED, Confer-

ence on Control and Applications, Montreal, 2006 
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 it may include a control part which controls either different business processes (e.g. AmI 

system may be a new AmI-based Process control system, or new AmI-based Robot pro-

gramming/control system) or ambience (e.g. a system for controlling environment in 

which a human operator is acting), or is used to provide information (e.g. control of ac-

tions to obtain requested information). 

7.2 Reference Model for AmI in Industry 

Based on the basic structure of an AmI-based Control system concept outlined in the previous 

chapter, the approach will be further detailed resulting in the formulation of the AmI Reference 

Model for Industry. This reference model shall enable and efficiently support the communication 

process between people involved in this development process, providing a systematic approach 

to identify the main functionality of the AmI system and information flow with the human opera-

tor and the ambiences. It shall serve as a mean to ensure a common unified, unambiguous and 

widely understood terminology between people interested, from a utilization point of view, in the 

behaviour of the devices/processes, and people, being the experts in the different technical do-

mains, realising a specific functionality of the devices to achieve the required behaviour. To 

reach this objective the reference model shall be easily interpretable and applicable and, there-

fore, it shall represent a structure of limited complexity5. 

Based on the outlined control engineering approach, the AmI system represents the control sys-

tem in the entire control loop describing the interaction of the human operator with the different 

ambiences. In this context, the AmI system represents a type of general control system managing 

the intelligent, human centric interaction of the operator(s) with the different environments. As 

outlined before, from control engineering point of view such control system is composed of an 

observer and a controller part. Where the controller part will cause the systems to behave in the 

desired manner, the observer part is responsible for the provision of all information of the sys-

tems to be controlled, even under the circumstances that the internal states of a system cannot be 

directly observed (provision of a state estimation). 

Translating this control engineering approach to the AmI system model, the AmI system itself 

can be further decomposed in an observer and a controller part. The role of the observer part is, 

based on input information and other existing knowledge and information, to create the 

knowledge about human operator and ambiences and their interactions, as well as the knowledge 

on context. Based on such knowledge and information provided by the observer part, the control-

ler part of the AmI systems covers the information/knowledge provision to human operator and 

the intelligent interaction with ambiences. 

Extending the AmI system model presented Figure 5 by the observer and controller part, together 

with the implicit and explicit inputs/outputs of the human operator to the AmI system and the 

inputs/outputs addressing the interaction of the different ambiences with the AmI system, the 

AmI Reference Model for Industry is resulting, as presented in Figure 6.  

                                                 

5 Kirchhoff, U.; Stokic, D.; Cordes, J.; Definition of a reference architecture for control systems of mobile robots; 

10th ISPE/IFAC international conference on CAD/CAM, Robotics and Factories of the Future, Ottawa, Can-

ada, August 94. 
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Figure 6: Reference Model for AmI in Manufacturing Industry 
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the shop-floor). For each human operator, at whatever level, the same above listed characteristics 

must/may apply. Furthermore, the definition also implicitly assumes that AmI systems provide 

improved communication/collaboration amongst the human operators within a process. Thereby, 

the interactions among human operators are addressed over interactions with the AmI system.  

As explained related to the definition of the AmI system in manufacturing industry, the reference 

model has to be seen at multiple levels of businesses process in which people are involved. In 

other words, the Human Operator on Figure 6 represents a set of Human Operators (vector) in-

volved with the considered AmI system. Therefore, the reference model for system activity sup-

port can be further refined based on the Reference Architecture for A&R systems  covering three 

main paths (feed-forward path, nominal-feedback path, non-nominal-feedback path) and three 

levels (strategic, tactical, executive)). This will lead to further elaboration of the Reference Ar-

chitecture by the identification of the main interactions between the human operator, pro-

cess/plant and ambience and different control paths and control levels. The above listed areas 

have to be specified for interaction at each of the three levels and for each control path. 

7.3 The AmI Feature Concept 

There are numerous publications addressing technology solutions providing AmI related benefits 

to the human operator. However, often different technical solution are presented providing the 

same human centric benefits (e.g. for motion/location tracking RFID-, GPS- or video-based solu-

tions). Furthermore, there are many RTD issues still to be solved in order to bring the AmI tech-

nology to industrial sectors, such as robust, reliable sensors and context-sensitivity, intelligent 

user interfaces, safety, security etc. A valid framework enabling an assessment of human centric 

benefit in relation to existing AmI technologies does not exist, but rather there will be a strong 

advancement in AmI technologies in the near future. 

From manufacturing SME‟s point of view the key question is how AmI Intelligence is creating 

major business benefits. In this context, there is a crucial problem because for classical ICTs the 

SME staffs have a fairly good understanding of potentials of the technology. However, due to the 

novelty of AmI technologies (still in a RTD stage) SMEs have nearly no expertise on these tech-

nologies. Therefore, SME end-user must be enabled to identify most appropriate AmI technolo-

gies for a human centred business improvement, where this decision is not requiring any exper-

tise on AmI technologies. However, this statement implies the contradiction to come to a deci-

sion on something, not knowing anything about it. Therefore, it is indispensable required to offer 

to the SME a type of translation of AmI technologies and their potentials to create improvements 

in business processes.  

To overcome this contradiction we introduce the “AmI Feature” concept. Thereby, the item 

“AmI feature” shall represent a notation for a specific human centric benefit, which may be cre-

ated by the application of various AmI technologies. Therefore, AmI features represent a solu-

tion independent formulation of AmI technology potentials offered to the human operator when 

interacting with the ambiences. On the other hand, the AmI feature concept also enables to trig-

ger a business process relevant AmI-based solution association to be provided by the AmI solu-

tion vendors.  

Summarising, the AmI features are expressed in a form understandable by non-expert and pos-

sess the following characteristics: 

 It is technology independent, 

 it indicates the functional and/or non-functional requirement(s) relevant for the user 

which can be provided by AmI technology and 

 it corresponds to one or more SPECIFIC characteristics of AmI according to the 

above definition of reference Model of the AmI systems.  
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Therefore, a feature defines WHAT an AmI system may offer, but not HOW it may achieve. 

Thereby, the need to model business process and AmI feature relation in a structured fashion can 

be realised by help of the AmI Reference Model for Industry. Therefore, a grouping of the AmI 

features (addressed in the literature) in respect to the structure of the AmI Reference Model for 

Industry (see Figure 6) represents the key approach to bridge the gap between identification of 

processes to be improved, identification of the required AmI potentials and the AmI technology 

required to create an AmI-based solution realising the intended human centric improvements. 

For each of the five areas of the AmI reference model one or more AmI features are defined, 

formulating specific AmI characteristics in this area. However, the proposed classification repre-

sents a structure which is open for further extensions and/or refinements. As an example, in Ta-

ble 2 the elaborated AmI features and related information, which could be „provided‟ for im-

proved energy use optimisation within SME manufacturing systems, are presented for the five 

areas of the AmI reference model. 

Table 2: Examples of relations between AmI features and ‟provided‟ information 

AmI Features Information which could be ‘provided’ for 
improved energy use within MS (examples) 

(1) Human Operator I/O 

(1.1) Implicit inputs from HO to the AmI  

system 

 Identification of the location and tracking of movements 

of the HO 

 Automated user identification, authentication and author-

isation 

 (Statistic data on) Specific operations speed/frequency 

 Remote access 

 

 

 Actual working time of the HO to be related to the 

effective energy use 

 Adjustment of activities planning can be done, 

directly influencing Energy Efficiency e.g. through 

context component HO-Machine compatibility 

(1.2) Explicit inputs from HO to the AmI  

system 

 Natural HO inputs: i.e. spoken language, handwriting, 

touch screen, gesture 

 Simultaneous exchange of information over multiple 

channels at different levels of abstraction, e.g. speech, 

natural language, gesture, non-speech audio 

 Provision of observations and experiences of the HO on 

the status and problems in process and environment to the 

AmI system 

 Request for data without knowing specific file names, 

location or format 

 Forwarding unstructured communication needs with 

collaborating partners 

 Inputs during collaborative work 

 Activity oriented interaction (user needs not to think on 

applications but on his activity) 

 

 

 Analyses of HO suggestions, proposals etc. related 

to Energy Efficiency 

 Relations between problem symptoms and solu-

tions from CBR 

 

(1.3) Explicit outputs of the AmI system to the HO 

 Information provision: delivery of personalised, context-

dependent content which might be of interest/benefit for 

the HO 

 Active user assistance by e.g. proposing most com-

mon/appropriate answers 

 User-friendly multimodal interfaces: visual, voice user 

 

 

 Information for EE services Condition Based Ener-

gy Consumption Warning, Online Diagnostics of 

Energy related Problems, Continuous Improvement 

of Energy Consumption   
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interfaces 

 Communication with collaborating partners. 

 Mobile access 

(2) Ambience (environment) I/O 

(2.1) Ambience (environment) inputs to the AmI sys-

tem 

 Information on basic environmental conditions like tem-

perature, humidity, vibration etc. 

 Information on spatial situation and constraints in respect 

to the HO activity relevant environment 

 Information on hazardous changes in the environment 

critical for HO, of which HO is unaware  

 

 

 Influence of environment upon energy consump-

tion can be determined 

 Information may be used for warning HO w.r.t to 

potential problems regarding energy consumption  

 

(2.2) AmI system outputs to the ambience (environ-

ment) 

 Monitoring configuration adaptation to the environment 

conditions 

 Monitoring conditions (light, temperature) adaptation to 

the needs of the HO and the process 

 

 

 Influence of the monitoring configuration on the 

relevant (for EE services) information resolution  

(3) Ambience (process) I/O 

(3.1) Ambience (process) inputs to the AmI system 

 Information assessment of the status of process, plant, 

machines, products and materials for precise/improved 

EUP calculation 

 Information assessment of the spatial situation of process 

plant, machines and products 

 Information on Location and movement of a device, 

products and materials 

 Information on collaboration of devices, machines 

 

 

 With the help of sensors attached at the compo-

nents of machines/equipment the data acquisition 

system will gather information about the MS run-

ning condition. Based on that the EE influencing 

parameters can be adjusted by HO.   

 Information assessment of the status of machine 

with the help of sensors will help to identify the op-

timal EE parameters 

(3.2) AmI system outputs to the ambience (process) 

 Control inputs to process plant and machines for task 

execution; commanded and “unaware”. 

 Reconfiguration of production systems. 

 Change of schedule and production plans etc. 

 Control information for collaboration of devic-

es/machines. 

 

 

 Adjust production parameters  

 Replace problematic devices and/or subassemblies  

(4) AmI System “Observer” Part 

(4.1) Knowledge about HO 

 Responsiveness to user input, activity and situation 

awareness. 

 Elaboration of HO profiles, interaction scenarios, behav-

iour prediction, risk assessment. Also in reference to the 

system's functionality. 

 

 Adjust EE influencing parameters to each HO 

(4.2) Knowledge about ambience (environ-

ment/process) and interaction 

 Knowledge about current and historical status of different 

devices, products, materials and users of the system (e.g. 

temperature and humidity levels of environment, when a 

product was produced and by whom it was assembled 

etc.). 

 

 

 Influence of environment upon energy consump-

tion can be determined 

 Trends of the controlled parameters to be used for 

EE services 
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 Semantic correlation of user interaction and process 

events. 

 Knowledge on business process. 

 

(4.3) Knowledge on context 

 Supervision of spatial situation of the HO to ensure HO 

can avoid hazardous situations. 

 Identification of value added information, supporting 

complex search & planning tasks. 

 Bringing together communities of users, who have at 

their disposal beneficial experience and common (some-

times virtual) spaces in which they can interact. 

 Assisting the user in communicating their task to the rest 

of the system. 

 Context awareness and realisation of context patterns. 

 User oriented service creation or selection relevant to the 

user in a given environment or situation (Context- Aware 

service discovery and provision). 

 Collaborative work support. 

 Generating feedback for HO by comparing current opera-

tions with past experience, enabling problem prevention 

and optimal experience generation.  

 Activity oriented collaboration among HO and devices. 

 

 Context knowledge to be used to precisely define 

conditions under which the specific energy con-

sumption pattern occurs and to define EUPs 

(5) AmI System “Controller” Part 

(5.1) Information/knowledge provision to HO 

 Personalise modes of interaction between the user and the 

service, user oriented service creation. 

 Offering of information, which might be of inter-

est/benefit for the HO without explicit request. 

 Inclusion of HO in collaborative platforms based on 

process needs, behaviour, problems or business objec-

tives. 

 Dynamic information presentation, proposing beneficial 

behavioural alternatives and/or enabling HO to learn in 

direct context of his/her operation. 

 Immediate warning and alerting users in case of problems 

and hazardous situations. 

 Task help tailored to situation, context, and user, up to 

automated task completion. 

 Assisting the user in communicating their task to the rest 

of the system. 

 Seamless inter-operation of underlying information sys-

tems. 

 Providing suggestions to exploit affordances and/or ad-

dressing constrains in the process, by identifying charac-

teristics of a situation. 

 Generating feedback for HO by comparing current opera-

tions (e.g. tracking tool status) with past experience, ena-

bling problem prevention and optimal experience genera-

tion. 

 

 

 Automatic alert on all “controlled” values which 

influence energy use, in parallel to sending warning 

to HO,  

 Collecting these alerts for statistical analyses  

(5.2) Intelligent interaction with ambience - environ-

ment 

 Identification of activities required to change environ-

 

 

As in 5.1 
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mental conditions based on preferences and profiles of 

HO. 

 Identification of activities required to change environ-

mental conditions for safety reasons to protect HO. 

(5.3) Intelligent interaction with ambience - process 

 Context based synchronisation of processes and systems 

operation. 

 Context based synchronisation of processes and systems 

operation. 

 Mixed initiative interactions that are context-dependent 

based on system models of the discourse, user and task. 

 Helping in avoiding and/or overcoming any breakdown, 

supporting the activation of optimal experience. 

 Automated task completion tailored to situation, context, 

and user. 

 Reconfiguration of business processes in respect to HO 

intentions and situation context. 

 Enable the inclusion of an extended enterprise dimension. 

 

 

As in 5.1 

The elaborated approach of grouping AmI features in respect to the structure of the reference 

model for AmI in industry, together with the business process reference model approach provid-

ed by the implementation methodology bridges the gap between the identification of processes to 

be improved, the identification of the required AmI potentials and the AmI technology required 

to create an AmI-based solution realising the intended improvements. With the developed refer-

ence and classification schemes an essential result is achieved, guaranteeing a consistent ap-

proach for the analysis of the SME innovation needs for the different business scenarios and the 

development of the methodology and building block concept. 
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8 Appendix 3: IPR Provisions 

The usual structure for a collaboration agreement must contain the following points, briefly ex-

plained: 

1. Identifying the parties 

The agreement has to make the parties which are bound by the confidentiality obligation clearly 

identifiable: 

 Name of the person/organisation that reveals information or know-how (owner / disclos-

er) 

 Name of the person/organisation that receives information or know-how and is responsi-

ble for ensuring its confidentiality (recipient) 

When the parties are legal entities, the natural person who signs the contract on their behalf must 

have formal permission to do so according to the statutes of the organisation. If a document gives 

a mandate to the signatory to represent the legal entity, this document may be annexed to the 

confidentiality agreement. 

2. Statement of reasons 

A short paragraph can be useful in order to define the context in which the information will be 

disclosed, and the reasons behind the parties' wish to communicate the information as the subject 

of a contract. The Statement of reasons, although optional, is useful insofar as it makes it possi-

ble to include what each party (owner and recipient of information) expects from this agreement. 

In the event of a dispute, it will enable the judge to understand their motives better. 

3. Definitions 

A list containing a definition of the terms which will be used in the remainder of the contract can 

facilitate a more precise interpretation of both the contract and the parties' intentions. In the event 

of a dispute, it must be possible to determine what parties really understand by terms such as 

"confidential information" or "disclosure", by reading these definitions. For example, the follow-

ing terms can be defined:  

 Information 

 Disclosure 

 Confidentiality 

 Public access 

 Personnel, subcontractors, subsidiary companies, partners 

 Technical terms 

 Miscellaneous 

4. Subject 

It is necessary to describe the subject of the agreement, since this is a factor that determines the 

type of contract. The description of the subject matter can prevent the contract from being up-

graded to another type of agreement, for example in the event of a dispute. 
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The aim of the confidentiality agreement is to put into place a legal framework organising the 

disclosure of information (method of transmission of information, description of the security 

procedures to be observed, etc.) and to guarantee that the latter will not be communicated to third 

parties. 

5. Disclosed information 

In certain cases, information or know-how that will be the subject of a confidentiality obligation 

is not (or not yet) protected by intellectual property. In such a case, allowing the disclosure of 

non-patented inventions, know-how, ideas or concepts etc., to third parties would very often in-

validate the owner's efforts to obtain such protection. It is necessary to be able to identify the 

information or know-how which is the subject of the confidentiality agreement. 

At least two hypothetical cases can arise: 

 The information is completely related to a precise project (the description of an inven-

tion, for example) 

 The information will be revealed gradually in an extended collaboration between the par-

ties (during the course of an RTD project, for example) 

5a. Specific disclosure of information 

This case concerns more particularly an inventor who wishes to enter into a contract with a man-

ufacturer to market an invention (before a request for patent is carried out for example). In this 

kind of hypothesis, the information which will be revealed can generally be determined before-

hand: a description of the invention, technical features, etc. It is advisable then to list as precisely 

as possible the information and documents which will be revealed. The information and docu-

ments may include: 

 Description of the invention, software or technical mechanism 

 Technical drawings and design 

 Algorithms, mathematical or chemical formulae 

 Know-how, trade secrets 

 Examples, samples and demonstrations 

 Research results 

 Business plan 

 Financial data 

 Commercial data 

 Negotiations 

 Miscellaneous 

5b. Extended disclosure of information 

In the case of a medium or long term partnership, expected within this short of relationship, for 

example, parties cannot always determine beforehand the information and documents which will 

be revealed. It is advisable, then, to set up a system to classify as "confidential" information 

which will be disclosed later and at various intervals over a period of time, in order to benefit 

from the protection granted by the confidentiality agreement. It is possible, for example, to pro-
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vide that when a document which should be kept confidential is revealed to the recipient, it will 

have to be marked as "confidential", followed by a reference to the confidentiality agreement. 

Such a system enables the recipient to be informed of the sensitivity of the document in question. 

It also makes it possible to determine all the documents covered by the confidentiality obligation. 

A clause can restrict the use that can be made of such documents: 

 Ban on making copies. 

 Restriction of access to the document among the recipient's personnel or subcontractors. 

 Obligation to return the original and any copies of the document at the end of the collabo-

ration. 

It is also possible to define several degrees of confidentiality according to the sensitivity of the 

document, and to plan different arrangements depending on the category of the document. 

For example, a first degree of confidentiality can be provided for documents concerning the de-

sign or commercial data, which may be distributed to specific services of the recipient and/ or 

possible subcontractors. A second degree concerning the most confidential items (research re-

sults, formulae, algorithms, etc.) can prohibit all copying or distribution of documents apart from 

to the recipient. 

6. Exceptions 

It is necessary to limit the scope of the confidentiality agreement by determining the information 

which is not covered by its obligations. For example, the following are frequently excluded from 

confidentiality agreements: 

 Information which forms part of the public domain at the time of the conclusion of the 

agreement, or which comes into the public domain through no fault that could be attribut-

ed to the recipient. 

 Information which was made accessible to the recipient by a third holder in good faith, 

and without the latter violating a confidentiality obligation to which it was held. 

 Information known to the recipient before the conclusion of the confidentiality agreement 

(provided that it is possible to show proof of this). 

Also excluded are: 

 Information which was obtained in an independent way by the recipient (such as through 

research undertaken by a collaborator or subcontractor not having access to the infor-

mation disclosed by the owner). 

 Information that the parties decided (in writing) not to subject to the confidentiality 

agreement. 

It can be useful to subject the admissibility of these exceptions to a statement on the part of the 

recipient. For example, a 30-day deadline can be given to the recipient to declare in writing to 

the owner that all or part of the information constitutes an exception to the confidentiality 

agreement. 

In all these cases, it will be the responsibility of the recipient to prove that the conditions for ex-

cluding the information concerned from the confidentiality obligation have been satisfied. 
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7. Use of information 

To enable parties to check the use that will be made of revealed information, it is important to 

determine these operating conditions in the agreement. The parties can define the uses which 

may be made of revealed information such as: 

 Use for research purposes. 

 Technical or commercial assessment of an invention or a product. 

These uses have to be clearly defined to avoid any problem of interpretation. Meetings can be 

organised regularly between the parties to check the use made of revealed information and to 

measure the progress carried out in research or the industrialisation/marketing process, according 

to the nature of the project. 

8. Various provisions 

Specific clauses can be provided for in order to organise the exchange of confidential infor-

mation:  

 Receipts can be signed by the recipient at the time of the handing-over of each confiden-

tial document, containing a description of transmitted information, the date of its disclo-

sure and any due date for the document to be returned; 

 Security measures can be prescribed to the recipient in order to guarantee the confidenti-

ality of revealed information: security plans, procedures, etc. 

 In certain cases, the recipient will have to remunerate or provide the owner with a con-

sideration when the information is made available. 

9. Permissible disclosure of confidential information 

The parties can agree on persons to whom information will be revealed, for example by naming 

them directly or by designating one or more of the recipient's services, possible subcontractors, 

subsidiary companies, holding company and partners. If the above case arises, it may be useful 

to oblige the recipient to have these persons sign confidentiality clauses reiterating the terms of 

the confidentiality agreement. 

10. Disclaimer 

The owner can renounce liability for any damage to the recipient resulting from the use of erro-

neous or incomplete confidential information or data.  

11. Reserving Intellectual Property Rights 

In order to avoid any misunderstanding, it can be useful to specify that no IPR, copyright on the 

provided documents, or possible patent rights on the revealed invention, are conferred to the re-

cipient. The disclosure of information does not lead to the legal conferring or granting of rights, 

unless provision is expressly made for this. 

12. Term of the confidentiality agreement 

The term of the confidentiality agreement has to be mentioned either in the form of a date (e.g. 

on 31 December 2010), a period of time (e.g. 10 years from the conclusion of the confidentiality 

agreement) or a time limit (e.g. 5 years after whenever the project concerned ends). 

The term of the agreement should not be clearly excessive, for example, compared to the end 

date - if one has been fixed - of the collaboration project between the parties. 
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The parties may also wish to specify a term before which all the confidential documents provid-

ed to the recipient will have to be destroyed or returned to the owner. 

13. Other clauses 

 Penalty clause: It is possible to insert a contractual provision fixing an amount of com-

pensation that the owner will be able to demand in the event of the recipient not carrying 

out a particular obligation. Care must be taken here, however, as legislation and case law 

regarding these clauses can vary between Member States of the European Union. In cer-

tain countries, a judge can re-evaluate a clearly excessive or ridiculous amount. 

 Clause attributing jurisdiction: As in any contract, it can be useful to designate the court 

which will have to be referred to in the event of a dispute, and to designate the national 

law which will apply to the contract. 

 Confidentiality clause: Parties may even wish the existence of the confidentiality agree-

ment itself to remain secret and to oblige one another not to reveal its existence to third 

parties. 
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9 Appendix 4: Motivation Methods 

People naturally seek to give meaning to their relationships and to what they think about and do. 

Performance becomes more motivated when meaning is found in what one does. The fact is that 

the search for a fuller, more transcendental meaning than the immediate result is a very im-

portant source of motivation. Therefore, looking for ways to discern, to go beyond the immediate 

meaning of actions, becomes one of the main tasks in order to get workers involved. 

If a meaning is also shared, then it becomes a force for bringing a group of people together and 

for integrating them into the business project. People have to discover that meaning, that pur-

pose. To do so, it must be systematically attempted to relate the minute details of daily tasks to 

their final outcome. That is how people will be motivated. 

At a company, motivating people on the job determines both success and profitability, as well as 

the individual‟s satisfaction with the task performed. A truly motivated person is one who wants 

to work, and work on a specific job. 

Nowadays, in order to motivate people, one has to look at enriching their work position, thereby 

giving them the capacity to make decisions and get involved in the objectives of their position 

and the company. 

The idea of “positively” motivating people is relatively recent. Classically, there has been a dis-

tinction between two large blocks of theories about motivation on the job: 

 The theories of needs, standing out among which is the Maslow Theory, due to its impact 

and influence 

 The theories of processes, which are dominated by the Herzberg Theory, which in turn is 

related to the enrichment of duties 

According to these theories, motivation is derived from the greater or lesser satisfaction of hu-

man needs. Hence is born the idea of non-spontaneous motivation, or motivation resulting from a 

subtle combination of rewards and punishment. As a result, motivation is engendered by the or-

ganisation. 

The idea of “satisfying needs” should be perceived as a rather constant state, whereby motivation 

is not created based solely on sporadic actions, but rather based on a motivating organisation and 

management style, something permanent and spontaneous; in brief, something much deeper than 

simple timely actions. 

In order for a motivating climate to exist at current companies, they must undertake certain 

changes at Organisational level. The objective of these changes will be, on the one hand, to pre-

vent the existence of discouraging factors and, on the other hand, to favour the emergence of 

motivating factors.  

There are series of barriers that lead to a lack of motivation and involvement on the job. On the 

one hand, there is unawareness about what must be done; linked to this, the excess of problems 

that already exist in daily activities and that turn a person away from participation; the search for 

personal interests versus the overall company objectives. 

Various solutions can be deployed against these barriers. First, training is the perfect tool for 

doing away with unawareness. As regards the excess of problems, business priorities must be 

established that free people from heavy burdens. And finally, against the barrier of “local” versus 

“overall” optimisation, the company position must be based on a vision of the process and on 

working with the internal customer. Once the factors of discontent that generate dissatisfaction 
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have been overcome, a more appropriate climate will be created so that motivation can be devel-

oped. 

Management can motivate people through communication and recognition, thereby getting them 

committed to the job. It is therefore necessary that, among other things, people work as a team, 

that they acquire responsibilities and that they have both objectives and decision making capabil-

ities in order to reach these objectives, meaning that management promotes the existence of mo-

tivating factors that make the daily job attractive (development and promotion, shared work, re-

sponsibility, etc.). 

In order to obtain greater motivation and integration, settings of co-participation must be suc-

cessfully attained, meaning settings for an exchange of interests and purposes. Therefore, there 

must be fluid and effective communication between persons, both upward and downward com-

munication, as well as horizontal. This communication can take place initially through meetings 

by similar work groups (cascade meetings: heads of departments, intermediate heads, personnel 

staff by areas) so that no one is left without directly knowing what the company endeavours with 

a project or certain activity. Visits to the workstation itself also make people more participatory 

and communicative. 

Moreover, people must be incentivised to do their job well, and the best path for doing so is the 

acknowledgement of a job well done. The guidelines for effectively rewarding and acknowledg-

ing people‟s labours are simple: 

 Adapt the reward to the person. The individual must be rewarded in a way that is truly 

satisfactory to that person. Such rewards may be personal or official, formal or informal, 

public or private, and in turn they may consist of gifts or activities 

 Adapt the prize to what has been achieved. The effective reinforcement of a good job 

takes into account the “achievement” reached by the person 

 Be timely and specific. In order to be effective, rewards must be given as soon as possi-

ble after the accomplishment or expected result is achieved. Moreover, the reason why 

the reward is being given must always be stated, meaning that the achievement has to be 

placed within a context 

An acknowledgement/reward system may focus on various routes: personal types of acknowl-

edgement, acknowledgement of actions and specific achievements, etc. The personal and imme-

diate type of acknowledgement is the most powerful incentive. In this sense, the most important 

motivation techniques are the following: 

 Personally congratulating the people who have done a good job 

 Sending personal notes of congratulations to those who have performed well 

 Publicly acknowledging people‟s good performance 

 Holding meetings that raise the morale of the people by celebrating triumphs 

Other kinds of acknowledgement are rewards for the “actions” and/or “achievements” that are 

important to the entire organisation, such as the following: exceptional customer service; meet-

ing the sales objectives; the contribution of each person‟s knowledge and their contribution to 

the Energy Efficiency optimisation of the MS; the transmission of the organisation‟s values; the 

search for and contribution of comments, opinions and constructive criticism that allow the peo-

ple to grow and that make the company grow, etc. 
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The incentives in these cases can be giving time off, additional training, extra money or other 

kinds of incentives (substituting money) such as coupons, dinners, show tickets, gift tickets, 

small gifts, etc. 

A criterion that can be introduced into the acknowledgement system is that the remuneration is 

related to the knowledge and skills that are obtained and applied (know-how), meaning that the 

remuneration is in accordance with the following: 

 Competence: defined by their skills and aptitudes. It is intimately related with the career 

path 

 Action: performance according to responsibilities or guidance. It is a way to individualise 

and reward not only the results, but also the involvement in a company. A different salary 

increase according to what has been shown in a person‟s performance throughout the 

year 

 Yield and results: they are more quantifiable and are rewarded through bonuses 

9.1 Reporting Process 

It is important to leverage the thinking that it is better to provide information and knowledge to 

others than to keep it back. Therefore, there have to be some incentives that pay back to be (and 

become) an expert and to share information and knowledge to others. This chapter gives some 

recommendations on how to motivate the employees to participate in the reporting process (to 

capture the people‟s expertise) and it provides some motivation methods. 

There are different motivation and incentive systems in Knowledge Management: 

 External and internal incentive systems. External incentives are e.g. money, security, a 

bonus, retirement pays, or credits (mainly goods or measurable value). Internal incentives 

are e.g. excursions, feedback (praise and criticism), self-responsibility, learning possibili-

ties, contacts, etc. 

 Team-oriented reimbursements. This reimbursement system ensures that strong team 

members share their valuable knowledge with weaker team members to raise the overall 

team performance 

 Management by Knowledge Objectives. Knowledge objectives (strategic and operative) 

are developed by the team members, and the boss. The objectives are defined with their 

results. All reached objectives will lead to a raise of salary or whatever defined 

Motivation methods presented here are based on practices that leverage junior-senior relation-

ships, activities that foster the interest in people‟s expertise (economy of attention) and activities 

that establish an incentive system (Miles and More in KM). 

Junior Senior Relationships 

A possible way to motivate people to share their knowledge is to distinguish between different 

classes of employees like „Junior‟ and „Senior‟. The Junior is an inexperienced employee who 

intends to learn and improve his skills by starting with simple problems and tasks. The Senior is 

an expert in one or more areas and solves big problems and tasks. Furthermore, the Senior has to 

be a tutor for one or more Juniors to teach them. The Senior‟s performance is assessed by what 

he does and how his Juniors improve. Finally, of course, a Senior must have a higher rank than a 

Junior which is shown by advantages during work (better equipment) or a higher salary. 
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Attention 

A way to pay people is to pay them attention. People are not only paid by money, but also by 

attention and this is an „economy of attention‟. Thus, there has to be a possibility to show some-

one‟s expertise to others to receive attention: 

 Publish best reports 

 Publish the best solved problems 

 Provide feedback 

 Make all reports, FAQ, and checklists available to others 

 Review knowledge profiles and discuss latest developments of these 

Miles and More in KM 

The KM miles and more system is a kind of playful incentive for knowledge sharing. The meth-

od helps to motivate to share knowledge, pays for sharing and identifies the employees who 

share the most. 

The first step is that every employee gets a defined number of points per period which he can 

distribute to others. The distribution should follow these questions: 

 Who has supported me in solving a problem? 

 Who let me participate in his experiences? 

 Who is promoting knowledge sharing, creating etc. in our company? 

After distribution, the points are collected and can be changed into a present. Furthermore, the 

miles and more statistic helps to identify employees who participate the most in the Knowledge 

Management processes of the company and to identify the employees who don‟t. 

The following text indicates how people can be motivated to participate in a reporting process 

and thus to share their knowledge with others and to even invest time in making their knowledge 

available. 

It is an unwritten rule that teams are often hard to motivate to write reports. If reports have al-

ready been implemented, the highest motivation for the people will be to ease the reports signifi-

cantly (e.g. shorten the time to fill). Especially identifiers and classifiers can ease the reporting 

very much as it is more comfortably for a knowledge worker to choose one from all offered ser-

vice procedures than writing down himself what kind of service he has provided to the customer. 

Writing reports 

If a knowledge worker writes a free report about any special problem, this report is likely to help 

other knowledge workers with similar problems in the future. This has to be shown to them so 

that they understand the value in writing a good report. Possible solutions to make them aware of 

this are: 

 Review of reports by Knowledge Engineer regularly (what shows that the reports are an 

important issue in Energy Efficiency optimisation in the ExtEn) 

 Reuse reports in creating/updating FAQ and checklists regularly 

 Keep the author‟s name in the report, so that other knowledge worker know who has de-

veloped the knowledge initially and who can help when the problem occurs again 



AmI-MoSES  9 Appendix 4: Motivation Methods 

AmI-MoSES Industrial Methodology Page 65 

 Implement incentive systems as e.g.: Each employee gets 50 points per period and may 

distribute these to the people who helped him the most. The employees get additional 

money for each point they got and the best are praised for their good work 

 Show all employees how a report helped another colleague in solving a problem and let 

people discuss about their reports. So, the authors get positive feedback (and attention) 

about their work and understand the usefulness 

Develop FAQ 

Setting up an FAQ means additional effort to the Knowledge Engineer. So, they have (somehow) 

to be paid for that effort. This payment can happen by their regular loan (so a part of the job is to 

write an FAQ) or by additional compensations. For example, all knowledge workers can read the 

FAQ and can say if they found any item in it useful and that helped to solve a problem. The au-

thors of the most useful items could be paid an extra salary. Here again, the main goal is to give 

the authors feedback about their work. If somebody sets up a comprehensive FAQ and will never 

get feedback about his work (neither from the boss nor other employees he has helped with his 

work) he is hard to motivate to do this job. 

Feedback systems are recommended to ensure the motivation (and to provide statistics for im-

provements). 

Develop Checklists 

As the checklists are sometimes based on the FAQ, they have to be set up carefully by a 

Knowledge Engineer. The authors deem that the setup of good checklists is almost a full-time 

job as these can be extended by any problem or item in the FAQ later on and good checklists can 

shorten the time for solving a problem. The motivation to contribute to the checklists may lie in 

the fact that all authors can proof their expertise with that. Then the company has to ensure that 

expertise is one of the fundamental values in the company (e.g. by assessing the employees‟ ex-

pertise or even by setting up expertise development plans). 

To proof the usefulness of a checklist, a feedback mechanism can be implemented that shows 

whenever an item in the checklist has helped to solve a problem. This can raise the motivation of 

the checklist designer. 

 


