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Executive summary 
The goal of the Aniketos project is to provide methods and tools to ensure security and trust for 
service composition during all services lifecycle, that is to say, from design-time through deployment-
time to run-time. The full life-cycle would have not been completely addressed if Aniketos had not 
provided mechanisms to respond to changes and threats at run-time, since the service composition 
environment targeted by Aniketos is, by essence, always changing, e.g. due to re-composing and re-
configuring. Thus, the main mission of work package 4 (WP4) is to provide adequate mechanisms in 
order to respond to changes and threats.  

This deliverable (D4.1) is the first deliverable of WP4. D4.1 presents the results of two tasks within 
WP4: task T4.1 “Study of the new threats in the Future Internet environment” and task T4.2 “New 
methods for threat notification and response capability”. This deliverable addresses the issues related 
to the changes and threats in the context of the Future Internet, focusing on composing services.  

Since composing services is an innovative context, a risk analysis has been conducted in order to 
identify new types of threat scenarios, their potential impact in terms of security, and their probability, 
as well as possible countermeasures or work-arounds. The first output of the deliverable is the 
proposed list of prioritized threats. Having the threats prioritized, the deliverable presents different 
methods to be applied in order to cover the response to these changes and threats. This review 
differentiates between methods that shall be handled by the Service run-time environment, and the 
ones that are in Aniketos scope. A review of the available background is performed for all. This work 
gives the first overview of the scope addressed by Aniketos. Different possible methods are imagined: 
some of them are performed by means of existing background, others require new developments.  

In order to prepare for the next steps of WP4, this deliverable ends with a detailed design of interfaces. 
In order to do that, all the methods proposed have been interpreted as technical concepts and as 
languages which could be implemented by different modules and background. This work will be 
discussed with other work packages and, therefore, is susceptible to changes. In the second year, we 
will validate the feasibility of our approach re-using as much relevant existing background as possible. 
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1 Introduction 

1.1 Aniketos motivation and background 

The Future Internet will provide an environment in which a diverse range of services are offered by a 
diverse range of suppliers, and users are likely to unknowingly invoke underlying services in a 
dynamic and ad hoc manner. Moving from today’s static services, we will see service consumers that 
transparently mix and match service components depending on service availability, quality, price and 
security attributes. Thus, the applications end users see may be composed of multiple services from 
many different providers, and the end user may have little in the way of guarantee that a particular 
service or service supplier will actually offer the security claimed. 

RuntimeDesign-time

Service providersService developers

• Discovery and composition support 
based on trustworthiness, security 
properties and metrics

• Relevant threat awareness

Compose
Provide

• Trust and security 
monitoring

• Threat notification

•Self-protection
•Trust evaluation
•Security validation

Service end users

Invoke

Component change
Change of threats
Change of environment

Adapt/recompose

• End user trust 
assurance and 
acceptance 

• Identification of 
responsible party

 
Figure 1: Goal: establish and maintain security and trustworthiness in composite services 

Aniketos is about establishing and maintaining trustworthiness and secure behaviour in a constantly 
changing service environment. The project aligns existing and develop new technology, methods, 
tools and security services that support the design-time creation and run-time dynamic behaviour of 
composite services, addressing service developers, service providers and service end users. 

Aniketos provides methods for analysing, solving, and sharing information on how new threats and 
vulnerabilities can be mitigated. The project constructs a platform for creating and maintaining secure 
and trusted composite services. Specifications, best practices, standards and certification work related 
to security and trust of composite services are promoted for inclusion in European reference 
architectures. Our approach to achieving trustworthiness and security of adaptive services takes 
account of socio-technical aspects as well as basic technical issues. 

1.2 Structure of this document 

The structure of D4.1 is the following: 

 Section 2 Background to threats of the Future Internet gives an introductive overview of what will 
cause the threats for composite services in the Future Internet and how we can respond. 
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 Section 3 Study of the more relevant changes and threats in the Future Internet environment 
provides a rationale of the changes and threats to be covered in Aniketos WP4 work. 

 Section 4 Methods to deal with changes and threats in the Future Internet proposes methods to 
deal with the changes and threats and performs an overview of which background is relevant to 
handle each method. 

 Section 5 First Design of the WP4 components reviews recommendations provided by WP1 and 
proposes adapted concepts and means to implement the methods defined in Section 4. This leads 
to a first design of WP4 components interfaces. 

The document follows a continuous progression of the work starting from Section 2 and ending with 
Section 5. As the specific subject of Aniketos composition of services for the Future Internet 
environment is new, we had to ground our work by providing the adequate viewpoint of the problem. 
Section 2 grounds the deliverable by defining the domain of the research with concepts, such as the 
security needs, the characteristics of composite services, the first classification of the cause of the 
changes and threats (i.e., the vulnerabilities). Finally, this section defines the taxonomy of the 
responses to threats according to the Aniketos specific environment. 

Grounded by these concepts, Section 3 studies the list of the relevant changes and threats, detailing the 
threat scenarios, the way they impact Aniketos services in terms of severity, probability, and security 
properties, as well as the first review of the recommended countermeasures. This review of changes 
and threats draws the first perimeter of the security issues which should be addressed. 

Section 4 analyses how Aniketos platform can answer to this set of changes and threats. It defines a 
list of methods to respond to the changes and threats, and details how these methods can be 
functionally distributed among different Aniketos components. This is also the opportunity to 
determine whether some of the changes and threats should be, in fact, attributed to the Service Run-
time environment. Section 4 also reviews how the different methods are covered by the different 
background techniques, and what is to be developed as new methods for Aniketos. 

Section 5 is based on the results presented in Section 4 as well as on a detailed discussion of the 
architectural proposals of D1.2. These two inputs provide the material to determine the detailed 
interfaces of WP4 components in Section 5. 

As a coming work for year two of the project, these interfaces and languages shall be consolidated 
with regard to WP1, WP2, WP3, and WP5 outputs, and a detailed review of usability of these 
interfaces has to be conducted. 

1.3 Relationships with other deliverables 

The D4.1 presented in this document relates on the following deliverables: 

 D1.1 Consolidation of existing work: Analysis and consolidation of baseline technologies that can 
be integrated with Aniketos [month 6]. D1.1 provides recommendations related to available 
technologies relevant for WP4. 

 D1.2 First Aniketos architecture and requirements specification: Initial overall architecture of 
Aniketos, also containing the base scenarios and requirements [month 12]. D1.2 provides 
recommendations for the overall architecture of Aniketos platform, to which WP4 must conform, 
as well as scenarios and requirements that will need to be covered by WP4. 

 D6.1 Initial analysis of the industrial case studies: Description of the scope and objectives of the 
industrial case studies, and the specific requirements for the industrial realisations in terms of 
scenario descriptions, technology domains and development processes [month 10]. Review of the 
case studies of WP6 shall be a source of identifying new threats which have to be treated by WP4. 
D6.1 describes a list of use case scenarios which have been analysed in the context of D4.1 in 
order to define the relevant taxonomy of changes and threats. Several threats of Section 3 refer to 
D6.1 scenarios.  
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 D2.2 Initial prototype of Trust management, security-by-contract and verification modules: This 
deliverables present the first implementation of the models developed in the first three two, in 
particular at this stage only the trust management module is planned. D2.2 provides the initial 
design of the WP2 prototype which interacts with the prototype to be developed by WP4, initial 
design for which is presented in Section 5. 

 D3.2 Initial prototype of secure service composition: The prototype demonstrates the practical 
validation of the design-time elements of the dynamic service composition framework. D3.2 
provides the initial design of the WP3 prototype which interacts with the prototype to be 
developed by WP4, initial design for which is presented in Section 5. 

 D5.1 Aniketos platform design and platform basis: A draft implementation of the integrated view 
of the Aniketos platform early in advance to assess whether the integrated platform complies with 
the set technical objectives and the requirements identified in WP1. D5.1 integrates the prototypes 
developed by different work packages (including the prototype developed by WP4) into the 
overall Aniketos platform. 

Furthermore, D4.1 is bound to WP2, WP3 and WP5 in a bi-directional way. D4.1 will feed the work 
of WP2 and WP3 regarding the overall architecture, the relation to the Secure composition planner, 
the overall mechanisms of monitoring and notification, which are respectively developed and used by 
WP2 and WP3, as well as WP2 and WP3 design impacts WP4 components. In a same way, D4.1 
serves as basis for the definition of the modules interfaces published in D5.1 and reversely, WP5 
technical guidelines for the integration shall be followed by WP4.  

 
Figure 2: Relationship with other WPs 

1.4 Contributors 

The following partners have contributed to this deliverable: 

 SINTEF 

 CNR 

 THALES 

 LJMU 

 ATOS 

 TSSG 

 UNITN 
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2 Background to threats of the Future Internet 

2.1 Services in the Future Internet and their needs 

The Future Internet will offer a service-centric environment where we in can mix and match services 
according to for instance their price, availability, quality and security properties. This paves the road 
for composite services that can take advantage of competition among a wide range of underlying 
providers in order to satisfy the end users and make good profit. Though there are many examples of 
composite (aka. federated) services already, for instance hybrid Clouds, these are largely static affairs, 
and require redesign once there is some sort of change. The emerging technologies for dynamic 
service compositions allow a more autonomous and ad-hoc approach, so that a service can adapt to 
another configuration at runtime. 

In Aniketos we are working with three case studies from different domains (see D6.1), where dynamic 
composite services are envisioned to play an important role in the future. For these three case studies 
we have identified a common set of security needs, which we can describe as: 

 Confidentiality: The property that information is not disclosed to system entities (users, 
processes, devices) unless they have been authorized to access the information.[7] 

 Availability: The property of being accessible and useable upon demand by an authorized 
entity. [7] 

 Integrity: The property whereby an entity has not been modified in an unauthorized manner. 
[7] 

 Trustworthiness: The attribute of a person or enterprise that provides confidence to others of 
the qualifications, capabilities, and reliability of that entity to perform specific tasks and fulfil 
assigned responsibilities. [7] 

 Privacy: The property that information handling is conformed to the right of the persons to 
require confidentiality and time-to-live policies regarding their data.  

 Compliance to security policies and regulations: The assurance that handling conforms to 
applicable legal, regulatory, and policy requirements.  

 Access Control: The process of granting or denying specific requests for obtaining and using 
information and related information processing services. [7] 

 Delegation of authority: The process of giving an agent the right to assume responsibility for 
operating a system in place of the nominal authority.  

 Separation of duty: The assurance that a several roles are operated by distinct agents so that a 
single agent or a simple association of agents in collusion has not the right to achieve alone 
the full operation of a system.  

 Non-repudiation: The assurance that the sender of information is provided with proof of 
delivery and the recipient is provided with proof of the sender’s identity, so neither can later 
deny having processed the information. [7] 

 Respect of the functionalities: The assurance that the functionalities of a system are 
operational. 

 Respect of the constraints: The assurance that the constraints and non-functional properties of 
a system are honoured. 

 Usability: The ability to provide usable system which guaranty an acceptable level of risks of 
human errors. 
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2.2 What will cause the threats for composite services in the Future 
Internet? 

It is difficult to predict the future, and in our case which threats will be prevalent for the type of 
services we are working within Aniketos. However, much can be learned from past mistakes and 
current trends. There have not been dramatic changes in the top ten vulnerability lists for software in 
the last decades (see for instance [8][9]), but the ones enabling attacks such as SQL injection and 
cross-site scripting have certainly taken the lead. We believe that the nature of dynamic and distributed 
composite services will boost and give new dimensions to several threats that we have today. One can 
think of this as old threats in a new wrapping, but of course we have to be prepared for things more 
new, unexpected and unique as well. 

There are many kinds of security problems that might occur in a service. For instance, in 2005, 
Tsipenyuk, Chess and McGraw [2] published their taxonomy of Seven Pernicious Kingdoms for 
software security errors, that include seven collections of errors related to source code and an eighth 
one related to configuration and environment, as shown in Table 1 below. 

Table 1: A taxonomy of software security errors 

The Seven Pernicious Kingdoms 

1. Input Validation and Representation 
2. API Abuse 
3. Security Features 
4. Time and State 
5. Error Handling 
6. Code Quality 
7. Encapsulation 
*. Environment 

 

These kingdoms (or more correctly, their absence) say why software (or a service) can end up with 
vulnerabilities. In this project, we have a clear focus towards composite services. The kingdoms 
should still of course be considered internally by each service provider in a more low-level view of the 
running code, but for service compositions a different set of more service-level vulnerabilities or 
causes are applicable for the threats we are considering in Section 3. Likewise, the Forward project [3] 
initiated by the European Commission has examined threats and scenarios for the emerging threats in 
the ICT Infrastructure, but has a different focus domain compared to Aniketos. 

So what is so special about composite services compared to traditional software? A composite service 
is an aggregation of multiple sub-services or service components. These more fine-grained services 
may be atomic services or compositions themselves. We can already find composite services today, 
and service composition is a central concept in Service Oriented Architecture (SOA). With a dynamic 
composite service, any service component can be replaced during execution time [4], e.g., if it fails, or 
a cheaper or faster one can be found. 

We know that the threat picture of a service will always be in constant evolution due to the fact that 
new methods and motivations of performing an attack emerge, the users will experience changing 
operating conditions and the services themselves will be updated. Within a composite service, this is 
even more of a challenge, since each individual service component will have a fluctuating threat 
picture and the total attack surface of the composite service will be broader as the number of the 
involved service components increases. 

It is important to understand the characteristics of dynamic composite services in order to understand 
the threats for them. We can summarize these characteristics as: 

• A composite service consists of at least one service component. 
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• The service components are delivered by service providers from within or outside the 
consumer’s organization. The service consumer may know very little about these providers 
and the internal structure of the service itself (including the installed security mechanisms). 

• Service components are primarily selected by their functional descriptors, secondly by other 
types of properties such as costs and QoS1. An up-and-coming property is the level of 
trustworthiness from centralized or distributed trust mechanisms, which Aniketos and related 
projects are investigating. 

• Service descriptors are available in different types of service marketplaces (most common are 
yellow/green pages for UDDI), making it possible to discover relevant service components for 
a composition. 

• A composite service may be a service component in another composition.  
• The service may adapt itself in order to improve e.g. functionality, performance, price, 

security or reliability. 
• There are different grades of adaptation, from simply replacing a service component with 

another one performing the same task to a total reconfiguration of roles and a completely new 
set of service components with different functionalities. 

• Alternative service configurations may have been defined in advance at design-time (e.g. as a 
service bus containing a set of static alternatives), or may be something involving real-time 
reasoning, planning, discovery and binding. 

• The expected behaviour of a service (component) is often expressed in a type of contract 
between the service consumer and the service provider. Today this is mostly limited to 
availability and performance. 

2.3 The Aniketos Cause Classification 

Based on the characteristics in the previous section, we have created something called the Aniketos 
Cause Classification in order to better understand how threats arise: 

 Bad composition: A bad composition can happen when arbitrary components are assembled 
in an insecure way. The composite service might seem to work correctly from a functional 
point of view, but there may be violations of security requirements. Even though a composite 
service only consists of components that are considered to be safe and secure individually, 
their combination might increase overall vulnerability to threats. 

 Trust issues: By building trust relationships and establishing trustworthiness, service 
providers and organizations will improve business values and consumer confidence in the 
service oriented environments. In a composed services context, a number of trust related 
threats arise where several individual services are put together in a composed service. This 
makes it difficult to have complete control over composite services and thus predict their 
behaviour, and eventually their trustworthiness. 

 Insecure service component: If one service component is insecure this may compromise the 
overall security of the composite service. We have to accept that components will never be 
perfectly secure, but we should strive to make them secure enough for their purpose. The 
kingdoms presented in Table 1are highly relevant for individual components and the interplay 
between them. 

 Incompatible policies: In a composite services environment, it is possible that each 
component service has its own security policies. Incompatibility of policies may arise when 
these services with different policies start interacting with each other. This incompatibility of 

                                                      
 
 
1 The term QoS does not usually include security; the contractual focus is in most cases related to dependability, 
measured as service availability. 
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policies may result in a security breach (e.g. privacy violation) or may lead to different 
vulnerabilities. 

 Dynamic behaviour: In the dynamic changing service environment the Aniketos platform 
will work in, the underlying service composition will evolve if threats and vulnerabilities have 
been found. This kind of adaptation or re-composition at run-time may affect the functionality 
or efficiency of the remaining services.  

 Distribution: Composite services have much more distributed nature than isolated services, 
and this is something that makes the detection of attacks much harder than in single systems. 
The attach surface is also much broader, giving the attacker several more options on where to 
attack.  

 Insecure or bad accountability: Secure and efficient storage are essential requirements for 
ensuring the availability, integrity and confidentiality of data when it is needed for analysis. In 
composite services, information exchanged between different services is maintained in the 
form of logged data. This logged information can be used for accountability and chain-of-
evidence. Also, the logged data may have sensitive information (such as user’s bank account 
details), and therefore its integrity and confidentiality have to be protected. 

 Bad user interface/Bad usability of the Aniketos tools: A bad user interface may result in 
user frustration and dissatisfaction. For example, confirmation overload makes the user 
annoyed and frustrated. 

2.4 How can we respond? 

One of the challenges addressed by Aniketos is to devise a set of mechanisms to respond to threats and 
changes in Future Internet services. We have thoroughly investigated countermeasures to such threats 
in Section 4. Such list of countermeasures goes beyond the scope of Aniketos. Indeed, we consider the 
broader context of composite services in the Future Internet environment. 

In this section, our aim is to outline the main types of countermeasures and the development phase 
they apply to, as well as to illustrate some countermeasures that apply to specific types and phases. We 
identify five major types of countermeasures, which classify these methods according to the main kind 
of functionality they provide. A method can belong to more than one type: 

 Prevention: the method is thought to avoid/prevent the occurrence of a threat. Preventive 
countermeasures are often design choices that ensure a composite service is able to nullify the 
effect of a specific threat. For example, consider the case where there is a lack of available 
trustworthy service providers. This could be mitigated by designing a composition that relies 
on redundant service providers, as long as no confidential data is transferred to them.  

 Monitoring: countermeasures that consist of observing relevant events that indicate the 
occurrence of a threat or suggest the possibility of occurrence. For instance, robust 
mechanisms to monitor trustworthiness/reputation are essential to cope with services that 
adopt fake identities to spoil the reputation of other services provided by competitor providers. 
Monitoring methods also often include diagnosis and/or response functionalities. 

 Verification: analysis techniques that are performed to determine whether some security 
property is guaranteed. For instance, test cases can be exploited to check if there are 
synchronization/timing issues in composite services that might lead to security leaks. 

 Diagnosis: countermeasures that correlate monitored data to determine if a threat exists, as 
well as identifying the root cause of such a threat. For example, robust 
trustworthiness/reputation computation mechanisms can be devised to successfully address 
threats such as bootstrapping, i.e. the difficulty of assigning a correct level of trustworthiness 
when (i) a service has been deployed recently or (ii) few consumers have provided ratings.  

 Response: methods that mitigate the impact of a threat after it has occurred. For example, to 
mitigate DDoS attacks once they have been detected, migration/redeployment strategies can 
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be devised so that the composite service will be running on a different machine. Another 
response mechanism consists of access control enforcement engines that deny the distribution 
of confidential information to unauthorized systems. Yet another example is to perform a 
service re-composition if the trustworthiness of some service provider is decreasing. 

These methods apply to different phases in the composite service development cycle (understood in its 
broader sense).  

 At design-time, appropriate countermeasures can be adopted while requirements engineers, 
analysts, designers, and programmers are constructing the composite service. For example, 
secure service development methodologies might be adopted to prevent insiders attacks. 

 At deployment-time, threats are addressed by applying specific countermeasures before the 
composite service becomes active and usable by consumers. For instance, deployment-time 
certification mechanisms might be set up in the running platform so that malicious actors 
cannot manipulate the identity of the composite service provider.  

 At runtime, countermeasures are applied after the composite service is up and running. The 
existence of these methods might be declared in the security contract of the composite service, 
if the service itself ensures that such countermeasures are put in place. An example of runtime 
countermeasure is service re-composition to deal with decreasing trustworthiness of some 
provider. 
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3 Study of the relevant changes and threats in the Future 
Internet environment 

3.1 Introduction 

This chapter presents the results of task T4.1 Study of the more relevant threats in the Future Internet 
environment. Its goal is to provide a rationale for the development of WP4 components which achieve 
the response to the changes and threats in the context of the Future Internet and of composite services. 
It has been led in the spirit of a risk analysis approach where the vulnerabilities and the impact of the 
threats are considered.  

As stated in Chapter 2, the focus is put only on the changes and threats related to service composition. 
Nevertheless, the Aniketos project considers security from two sides: a technical side and a social side. 
According to Description of Work, Section 1.1, Aniketos takes care of a “Socio-Technical 
perspective” defined as follows: “Dynamically composite services will have to handle not only 
technical issues but also organizational and business topics such as responsible parties, business-
models, different security legislations and end-user usability and assurance in a new way.” Therefore, 
this chapter includes not only technical changes and threats related to dynamic service composition but 
also threats related to social processes.  

Taking into account the special characteristics of the dynamic composite services described in Chapter 
2 and the main vulnerabilities they have to deal with in the Future Internet (what we called Aniketos 
Cause Vulnerabilities), in next section 3.2 we describe in detail the more relevant threats we have 
identified that can concern Aniketos platform, most of them coming from the study of the different 
scenarios collected in D1.2. 

For each of the threats, we indicate the following subjects which are inspired by the Common Attack 
Pattern Enumeration and Classification (CAPEC) from the National Cyber Security Division of the 
U.S. Department of Homeland Security [5]. 

 Title: A summary of the threat. In brackets we have the different vulnerabilities violated, 
according to the Aniketos Cause Classification established in section 2.1.  

 Description: A short description of the threat, a narrative use case with an example in the context 
of the Future Internet, and the principles of the related technical method. 

 Severity: This section describes:  

 Consequences or damages related to the narrative use cases: loss of business, loss of privacy, 
loss of image, safety damage or human life involved. 

 Security breach, i.e. impact in terms of the security criteria: Confidentiality, Integrity, 
Availability. 

 Severity evaluation: It is a measure of the consequences in case the described threat takes 
place. 

 Unknown: The severity cannot be established because of lack of knowledge (for example 
because of future threats, etc.). 

 Very low: Almost un-observable.  
 Low: the service is not delivering optimal satisfaction in terms of non-functional 

properties. 
 Medium: the service is degraded regarding non-functional properties or functionalities. 
 High: the dysfunction of the service impacts highly the user or the organization goals.  
 Critical: the user or organization will not be able to recover after the impact. 

 Aniketos specific properties: In this section we explain why a threat is related to the 
Aniketos context. 
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 Probability: It measures how difficult is to evaluate the threat and indicates the risk of threat 
happening. This depends on the service at hand and the resources needed for the attack to 
occur. 

 Unknown: The probability cannot be established because of lack of knowledge (for 
example because of future threats, etc.). 

 Unlikely: Not going to happen. Very difficult, very expensive or resource intensive to 
implement the conditions that produces the threat. 

 Low: Possible, but not likely to happen. Requires resources to accomplish. 
 Medium: Could occur several times a year. Some technical knowledge is needed. 
 High: Likely to happen every other day. Does not involve a specific knowledge. 
 Certain: Will happen obviously.  

 Counter-measures: This section describes what can be done to prevent the threat or to cope 
with it.  

3.2 Changes and threats related to dynamic service composition and social 
processes 

We have identified the following changes and threats that arise for each of the categories described in 
the Aniketos Cause Classification (section 2.2): 

Table 2: Changes and Threats related to the Aniketos Cause Classification (section 2.2) 

CAUSES CHANGES & THREATS 

Bad composition  Incompatibility issues  

 Privacy violation via composition 

 Changed security interface 

 Non-functional constraints violation via 
composition 

Trust issues  Trust poisoning  

 Untrusted service composition 

 Malicious service 

Insecure service component  Malicious service 

Incompatible policies  Incompatibility issues 

 Privacy violation via composition 

Dynamic behaviour  Malicious service 

 Adaptation impacts functionality 

Distribution  DDoS attack occurs on service component 

 Non-functional constraints violation via 
composition 

Insecure or bad accountability  Information and accountability lost 

Bad user interface / Bad usability Aniketos 
tools 

 User interactions issues 

 

And the following threats, which are described below, under each one of those topics: 
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Table 3: Changes and Threats related to the Threat classification 

THREAT CLASSIFICATION CHANGE & THREATS 

T1: Incompatibility Issues  Incompatible laws 
 Incompatible access control models 
 Degrade policy negotiation 

T2: Trust poisoning  Manipulation of trust properties 
 Trustworthiness management threats 

T3: Untrusted service composition  Decreasing reputation 
 Lack of trust between providers 
 Untrusted outsourcing/delegation 
 False perception of trust for end user 

T4: Malicious service  Service injection 
 Insufficient automated security evaluation 
 Malicious service provider 

T5: Privacy violation via composition  Privacy violation via composition 
 Interaction-based threats 

T6: Changed security interface  Degraded security interface 
 Insecure interfaces and API’s 

T7: DDoS attack occurs on service composition  DDoS attack occurs on service composition 

T8: Adaptation impacts functionality  Adaption impacts functionality 
 Cascade failures 

T9: Non-functional constraints violation via 
composition 

 Corrupt load-balancing 
 Dissolved redundancy 
 Recomposition corrupts response time 
 Synchronization threats 

T10: Information and accountability lost  Information and accountability lost 
 Extracting information from logs 

T11: User interactions issues  Missing end user notification 
 End user gets annoyed by confirmations 
 Lack of usability in secure composition 
 Security guidelines compromised 

3.2.1 T1: Incompatibility Issues [Incompatible policies, Bad composition] 

In the Future Internet and with the increased use of cloud computing environments, services can be 
geographically distributed and can be composed of other services with different and not always 
compatible capabilities or security policies. All these new features must be considered in order to 
avoid the appearance of incompatibility issues among the integrated services. Consequently, it is 
necessary to be conscious of the component services to assure a reliable result. 

The vulnerabilities that provide this kind of threats are: 

 Incompatible policies 

 Bad composition 

 
 Incompatible laws 

 
Description 
 Short description 
Services involved in a composition are typically piped, so that the output of a service 
becomes the input for another. When services are geographically distributed, legal 
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incompatibilities may arise and pose a security threat (e.g. an adequate level of data 
confidentiality is not ensured by law in all involved countries). 
 Narrative use case  
To exchange a confidential electronic document with the company’s vice-president, who 
is currently on a business trip in country B, the financial manager (who is in country A) 
assembles a composition based on (S1) a secure service that provides Microsoft Word to 
Adobe PDF conversion (to make sure the rendering of the document is preserved 
regardless of the specific document reader/editor) and (S2) a file sharing service used to 
share the PDF document with the vice-president. S1 is deployed in country A, S2 in 
country B. The law of country B does not ensure data confidentiality over the Internet, as 
service providers are obliged to introduce lawful intercept facilities. This generates a 
confidentiality concern for the composite service. 
 Principles of the technical method  
Component services are deployed in different countries having incompatible laws that do 
not preserve data confidentiality.  

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy and threat to business, or market share. The potential exists for the loss of 
confidential data which could include strategic corporate information. 
 Security breach, i.e. impact in terms of the security criteria  
Confidentiality, Integrity. 
 Severity evaluation  
High. Service providers that commit to ensure a certain level of confidentiality should 
verify such a property is guaranteed. 

 
Probability 
In most countries data confidentiality properties are ensured. The risk could be low/medium if 
all parties are within EU. However, the risk could be high if parties involved are more globally 
(e.g., US and EU). Some exceptions can be found at [6].  
 
Aniketos specific properties  
A composite service is perceived as a unique entity by its users. Such a threat occurs because 
users are typically unaware of the identity of individual providers, of their geographic 
distribution, and of the laws that apply in the countries where the service component resides. 
 
Countermeasures  
When assembling a composition, the geographical location of services, and the laws that 
might affect security and privacy, should be explicitly considered and made clear in the 
service contract. 

 
 Incompatible access control models 
 

Description 
 Short description  
Access control of a composition is dependent on the access control capabilities of the 
individual services. Where different component services use different access control 
models, the result could be a violation of any of the models. 
 Narrative use case  
At local authority level, sensitive data has been classified as Secret (top-down order: Top 
Secret, Secret, and Confidential). Later, when the data is sent to the police service that 
uses Gold, Silver, and Bronze to represent different level of authorizations, there is 
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confusion about the access rights given to the data. Unless prior arrangement has been put 
in place to clarify the mapping between systems, confidentiality of the data could 
inadvertently be compromised.  
 Principles of the technical method  
Separate services from different domains may apply access control in different – often 
incompatible – ways. As a simple example, a pair of interacting services where one 
applies Bell-LaPadula (“no read up, no write down” for confidentiality), while the other 
applies Biba (“no read down, no write up” for integrity), is liable to result in a confused 
system with both models partially implemented. This could be, in fact, worse than having 
no access control as the users would be completely unaware of the issue and think they are 
operating in a secure environment.  

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy, loss of image, loss of business due to damaged business reputation. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality and Integrity. 
 Severity evaluation  
High. – Confidential and private data may be leaked to unauthorized users or, potentially, 
attackers. 

 
Probability 
High. - The chance of this threat occurring may be high if there is no global access control 
consideration. 
 
Aniketos specific properties  
The problem only manifests itself with composite services. It applies particularly where data is 
shared across the network with services that fall under different security policies. 
 
Countermeasures  
Ensure compatible access control models and methods. Monitor and control data flow at the 
composition level. 

 
 Degrade policy negotiation 

 
Description 
 Short description  
In the event that multiple policies cannot be reconciled, negotiation might take place 
between service providers. A malicious service provider might use this opportunity to try 
to affect the security policies of a service to make them weaker in order to attack the 
service at a later time. 
 Narrative use case  
A high security banking system uses assured Multi Level Secure (MLS) service 
components to manage their internal trading systems. The system is dynamic, connecting 
to other assured systems when necessary to perform time-critical operations. The policies 
of the system being connected to must be reconciled carefully to ensure they are consistent 
and that appropriate security mechanisms are put in place when mandated by a change in 
policy (e.g. when connecting to a system that has particular security requirements). When 
performing connections, the Aniketos platform automatically performs policy 
reconciliation, acting on the result to ensure security is maintained.  
 Principles of the technical method  
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The attacker is an insider who has both the time and resources to investigate a variety of 
methods by which they can perform an attack. A significant time delay may occur 
between the system weakening and the attack that exploits the created loophole. We also 
assume then that the attacker is motivated by selfish (and not malicious) intent. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Direct loss of money, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality, availability and integrity. 
 Severity evaluation  
High. Policy requirements are reduced, making a system vulnerable to attack. 

 
Probability 
High - different services may have different policies and often multiple policies cannot be 
reconciled. This leads to negotiation between service providers. 
 
Aniketos specific properties  
In a composite service context, the following issues are worth noting. If an attacker performs a 
false modification in the security policy of his service, this one could be preferred in a 
composition, thus affording the potential to slow down the system by forcing policy changes. 
This may be important in a low latency trading system. 
When performing connections, the Aniketos platform automatically performs policy 
reconciliation, acting on the result to ensure security is maintained. When automatic solutions 
to security mismatches can be found (e.g. the system needs an updated firewall or set of 
firewall definitions and these can be automatically sourced) the platform performs the 
adaptation. When an automatic adaptation cannot be achieved, the system must prevent the 
connection, or alert an administrator to the problem. 
 
Countermeasures  
A composite system must be able to operate in conformance with the multiple security 
policies in force. Policy reconciliation or negotiation should guarantee the same level of 
overall security. 

3.2.2 T2: Trust poisoning [Trust issues] 

A dishonest service provider could change or manipulate some trust properties of one of the services 
that are involved in a composite service or its reputation as well as provide a fake report in order to 
increase its own profit. 

 Manipulation of trust properties [Fake reporting] 
 

Description 
 Short description  
Remote monitoring of fulfilment of a contract relies on trustworthy collection of real data. 
A dishonest service provider can compromise the monitoring engine either by 
manipulating trust properties or submitting a fake report to increase the trust level. 
 Narrative use case  
Johnny is a service provider with limited ethics. By setting up a large number of false 
composite services using a payment service he provides, he is able to boost the trust level 
of this payment service. The trust levels are determined by the Aniketos platform based on 
recommendations from consuming services. 
 Principles of the technical method 
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Technical method highly depends on the trust mechanism at hand. In this case setting up 
fake reports generates fake recommendation. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Confidence in trustworthiness values is reduced. Loss of image, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Integrity (of the trustworthiness mechanism). 
 Severity evaluation  
High, as long as compositions are based on a trustworthiness mechanism. 

 
Probability 
High, there are many examples of manipulation of trust/reputation in e.g. auction services on 
the Internet.  
 
Aniketos specific properties  
Service trustworthiness is central in Aniketos, and should not be subject to malicious 
manipulation. 
 
Countermeasures  

 Detect or avoid manipulation of trustworthiness. 
 Reliable data collection. 

 
 Trustworthiness Management Threats 
 

Description 
 Short description 
During the execution of a composite service, the trustworthiness of one of the component 
services can be deteriorated. It is necessary for the platform to continually monitor the 
reputation of the services and, should the trustworthiness value fall below a threshold, 
decide that the deteriorated component service should be replaced with another service 
with the same functionality. Otherwise, a number of malicious users collusively or 
separately could decide to improve/damage the trust in a service to increase/decrease 
profit.  
 Narrative use case 
A service provider TrustedMedia aggregates services from a number of other service 
providers in communications and media sectors including TV, phone, online games, news 
and entertainment to fulfil customer requests. For each type of service providing the same 
(or similar) functionality, TrustedMedia has to select from a collection of services from a 
number of service providers. In order to help its own business reputation and reuse of its 
services, TrustedMedia needs to select the services that meet the highest expectations. 
Reputation of the services from TrustedMedia’s own experience (e.g. QoS) and user 
feedback (QoE) is used to ensure that the chosen services are trustworthy and hence 
available, reliable, secure, etc. During the execution of the composite service, the 
trustworthiness of one of the component services deteriorates caused by annoying delay in 
the component service response. But many of the user ratings collected can be dishonest 
or malicious aiming to improve/damage the trustworthiness of a target component service 
and consequently increase/decrease its usage and profit. As a result, TrustedMedia could 
damage its own reputation and affect the composite service. 
TrustedMedia relies on Aniketos platform to manage the trustworthiness of component 
and composite services through reputation. Despite dishonest or malicious user ratings, 
Aniketos platform is already aware of these threats and provides mechanisms to filter out 
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bad ratings. As a result, threats have minimal effect on the monitoring and computation of 
service trustworthiness in Aniketos platform. 
 Principles of the technical method  
A number of malicious users collusively or separately decide to improve or damage the 
Aniketos platform trust in a service to increase or decrease profit respectively. The users 
rate the service according to their plans. Aniketos platform detects the bad ratings and 
ignores them when computing the trustworthiness of the service. 
The assumption is that the attackers are also users of the platform, they are motivated by 
profit, and they are working together to defraud others. 
There are combinations of techniques that can be deployed in order to achieve this goal. In 
a co-ordinated attack, the attackers behave differently at different times. The attacks may 
also target the information dissemination and reputation calculation mechanisms. If co-
operating attackers can become a significant part of the reputation calculation or 
dissemination mechanisms, they can potentially alter reputation metrics for their own 
ends.  
For example, attackers could divide into two teams. Initially Team 1 exhibits honest 
behaviour while others exhibit dishonest behaviour. The honest teams work to enhance 
their reputation, while working to slow the decline of the reputation of the dishonest 
teams. The dishonest teams attempt to gain benefit for as long as possible until their 
reputation drops to the level whereby they cannot benefit from the system. At this point, 
the roles of the teams can switch.  
This attack can be made more complex with the addition of other roles, a team that self-
promotes, a team that slanders “innocent” services, and a team that misbehaves overall, 
generally making a nuisance of themselves vis-à-vis the operation of the system, such as 
dropping maintenance and other system messages.  
These types of attacks are more effective when there are several co-operating in each role. 
Larger numbers mean the relationships between the attackers are more difficult to 
ascertain. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business and credibility. 
 Security breach i.e. impact in terms of the security criteria  
If Aniketos’ computation of the reputation of participants cannot be relied upon, the 
overall trustworthiness of the platform is called into question. 
 Severity evaluation  
Medium-High: 
1. Malicious users identify the vulnerability in Aniketos platform and manage to control 

service reputation according to their goals.  
2. Users of Aniketos platform e.g. service composers, think that Aniketos platform is not 

reliable in managing trustworthiness. 
 
Probability 
Medium, depends on the environment (open, trusted, etc). It also depends on the nature of the 
transactions being made within the system. If there is a potential for a large enough financial 
reward by multiple parties cooperating to either increase profit, or entice users to move to 
another platform. 
 
Aniketos specific properties  
Service composition requires selection of trusted component services. Collusion between 
users/providers may affect service selection. 
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Countermeasures 
Aniketos should implement preventive and corrective measures such as:  

 Ensuring proper authentication of raters and linking of each rating to a transaction. 
 Identifying dishonest ratings and groups of dishonest users in order to disregard their 

input. 

3.2.3 T3: Untrusted service composition [Trust issues] 

Threats related to trust issues can be produced when several individual services are put together in a 
composite service. It is necessary to ensure the trust in service provisioning relationship and the 
trustworthiness level of the service composition as a whole. 

 Decreasing Reputation 
 

Description 
 Short description  
The reputation of single services and service providers changes over time. This is also true 
when a service is used within a service composition. The weakest link principle applies 
here: a service with low reputation affects the entire composition. 
 Narrative use case  
A weather forecast service composition is used by an Air Traffic Controller (ATC). The 
composition consists of three services (for simplicity): wind conditions, rain/snow 
likelihood, and temperature. The reputation of the rain/snow likelihood provider goes 
down (other ATCs report on unreliable forecasts); thus, the integrity of the entire forecast 
becomes unreliable. 
 Principles of the technical method  
Reputation is a highly volatile metric. The reputation levels measured at composition-time 
do vary while the composite service is delivered. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business in general, and safety in the specific use case. 
 Security breach i.e. impact in terms of the security criteria  
Reliability. 
 Severity evaluation  
High. Unreliable service providers violating their contracts are a severe threat. Due to 
their autonomy, reputation is perhaps the most reliable way to select service providers. 

 
Probability 
Medium. In general, probability depends on the duration of the service composition. For 
instantaneous compositions, the probability is very low. For long-lived compositions, the 
probability becomes high. 
 
Aniketos specific properties  
Decreasing reputation is a threat for single services too. However, in service compositions, its 
impact is higher. A fall in the reputation of one service provider is sufficient to endanger the 
entire composition (weakest link). 
 
Countermeasures  
The Aniketos platform should continuously monitor reputation, and notify service consumers 
when service providers’ reputation goes down. Also, the platform can proactively (i.e. before 
something bad actually happens) suggest alternative providers for the same service. 
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 Lack of trust between providers 
 

Description 
 Short description  
Assembling a service composition is not sufficient to ensure it works. Given their 
autonomy, service providers might refuse to collaborate since they do not trust each other. 
This way, the reliability of the composition is at risk. 
 Narrative use case  
A service composition is established to compute the taxes that the employees of a 
company should pay. Within this composition, service “Incomes” returns the income for 
employees, whereas service “Tax computation” determines the taxes to pay on the basis of 
the income. However, “Incomes” does not trust “Tax computation”, for it does not 
guarantee an adequate level of confidentiality. Perhaps, “Tax computation” preserves it 
but has an incompatible trust certificate. 
 Principles of the technical method  
The way trust is measured is agent-specific. Therefore, the trust certificate provided by an 
agent might be invalid for another agent. 

 
Severity  
 Consequence or damages related to the narrative use cases 

Loss of business, for the composition purpose is not delivered. 
 Security breach i.e. impact in terms of the security criteria  

Reliability. 
 Severity evaluation  

Low. This threat occurs before actual data is exchanged; thus, an alternative service 
provider can be selected. 

 
Probability 
Medium, especially when services belong to competitor providers. 
 
Aniketos specific properties  
The result of a service composition is inadequate, and a re-composition is required to cope 
with the situation at hand. 
 
Countermeasures  
If possible, a different provider should be found. Otherwise, the composition might be 
augmented with a trusted third-party that both providers trust. This way, the trusted third-party 
certifies trust. 

 
 Untrusted outsourcing/delegation 

 
Description 
 Short description  
To deliver a service they promised, providers might outsource it or delegate specific 
activities to other service providers. This might be dangerous, if the service user does not 
trust the additional providers. Also, data confidentiality is endangered. Typically, service 
providers do not commit to not further delegate tasks. 
 Narrative use case  
An air traffic controller is relying on a certain composition to obtain accurate weather 
forecasts. The service provider that delivers rain/snow real-time data delegates this service 
to another provider that the controller distrusts. Distrust might concern both service 
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delivery (the controller does not rely on that service) or the handling of data (the position 
of the airplanes might be confidential). 
 Principles of the technical method  
Service providers do typically outsource some tasks to other providers, as traditional 
security interfaces do not express the user’s security needs at an adequate level of detail. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business in general, safety in the specific example. 
 Security breach i.e. impact in terms of the security criteria  
Reliability and Confidentiality. 
 Severity evaluation  
High. The reliability of the entire composition is threatened. 

 
Probability  
Medium. When delegating or outsourcing, providers typically want to make sure that the 
delegated provider is reliable, lest their reputation could be affected. 
 
Aniketos specific properties  
In a service composition, the weakest link principle holds. Delegating even a smallest part of a 
service might result in a security breach for the overall composition. 
 
Countermeasures  
The Aniketos platform should enable service providers to specify if the service will be further 
delegated or not. If delegation is allowed, the platform should monitor that delegates are as 
trustworthy as the delegator. 

 
 False perception of trust for end user 

 
Description 
 Short description  
Selecting a set of already trustworthy service components boosts the overall 
trustworthiness of a composite service. A composite service should not be considered as 
trustworthy. 
 Narrative use case  
Gary is a customer who uses the Aniketos Marketplace to find the best payment provider 
for himself. The WrongWeb shop uses his preferred provider, SafePay, so he trusts the 
shop implicitly (false sense of security). However, when he makes a purchase, the 
received product is of a terrible quality and worse yet, the WrongWeb shop sells his 
contact information to spammers. The transaction itself goes without problems. 
 Principles of the technical method  
An untrustworthy composite service boosts its trustworthiness level by selecting highly 
trustworthy service components. Most of these components do not have an active role in 
the composition; they are just there to contribute to the calculation of the trustworthiness 
level of the composition. This requires that the mechanism for calculating trustworthiness 
is a simple based on included components. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Exploiting the reputation of others can give a service false credibility, enabling a large 
number of attacks. This credibility can be used to exploit assets from end users, and in the 
end make the trustworthiness mechanism less trustworthy. 
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 Security breach i.e. impact in terms of the security criteria  
Integrity. 
 Severity evaluation  
High. 

 
Probability 
Medium. Only very naive calculation methods would regard the trustworthiness of sub-
components as direct input to the overall trustworthiness. 
 
Aniketos specific properties  
Issues related to "trust composability". Aniketos Marketplace should provide a mechanism 
through which end users can easily check the trustworthiness of any component to avoid 
unethical service providers and a false sense of security. 
 
Countermeasures  
Make trustworthiness composable. 

3.2.4 T4: Malicious Service [Trust issues, Insecure service component, Dynamic 
behaviour] 

Just like viruses, services can be maliciously coded. They may aim to attack the platform, steal user’s 
information, or simply act financially driven. Hence, the service needs to be evaluated, in terms of 
code safety and functionality, before being used. 

 Service Injection 
 

Description 
 Short description  
Insert a malicious service component in a service composition. This threat can be 
compared with traditional code injections attacks used in a service setting. 
 Narrative use case  
A malicious service provider could manipulate the trustworthiness of a composition in 
order to favour his service component instead. Once this service component is part of the 
overall composition it can exploit the assets of the composite service, e.g. by stealing 
information such as credit card numbers, personal data, etc. 
Figure 3 gives an example on how service injection can take place. Here, Alice is the 
service provider of MyPerfectTravel, and Bob is the service consumer of that service. 
MyPerfectTravel is a composite service with three roles, flightBooker, hotelBooker and 
payHandler, which are played by services A, B and C. Dave is the service provider of 
service C, which both services A and B make use of for handling payment. Since Dave is 
a subcontractor of Alice, it is not visible to Bob that service C is involved. 
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Figure 3: Service injection example 

Now, Chuck is a malicious service provider that wants to replace service C with his 
service D. His motivation could for instance be to steal the business of Dave, or to 
commit fraud towards Bob as he performs his payments. In order to do this, chuck would 
have to provoke a service re-composition, making Alice prefers him over Dave as 
subcontractor in the new composition. Thus, introducing service D into the role of the 
payHandler. 
In this example, Alice has a re-composition policy that replaces a component if the 
reputation or trustworthiness of a subcontractor falls beneath a certain threshold, or if one 
of the subservices becomes unavailable. Chuck therefore has two attack options: 

 Poison the reputation of Dave. If Alice relies on a centralized trust manager by 
some third party, Chuck could for instance submit false reports that would 
degenerate Dave's reputation using false or zombie composite services, and boost 
his own. This is a known technique for given oneself false credibility on auction 
services such as eBay. 

 Make service C unavailable, e.g. by performing a Distributed Denial of Service 
(DDoS) attack on it. This could have a double effect if service reliability/up-time is 
a part of the function for calculating the trustworthiness of Dave. 

 
 Principles of the technical method  
A malicious provider could seek to boost the trustworthiness of his own services by 
creating false clients, degrading competing components in existing compositions, in an 
attempt to have its own component selected in a re-composition, and then to engage in 
malicious behaviour. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Steal data, sabotage composition, force constant re-composition. 
 Security breach i.e. impact in terms of the security criteria  



D4.1: Methods and design for the response to changes and threats 25 
 

 

This is a more complex threat that could compromise privacy, confidentiality, integrity 
and availability depending on the malicious behaviour of the injected component. 
 Severity evaluation  
High - There are a number of consequences, depending on the injected service. 

 
Probability 
Low (now), High (future) - As dynamic service composition is an emerging field, we are not 
aware of the incident yet, but suspect that this is likely to happen due to the high frequency of 
similar injection attacks related to web applications. 
 
Aniketos specific properties  
Specific for composite services and dynamic re-composition. 
 
Countermeasures  

 Assessment/QA of service components.  
 Service validation by third parties.  
 Security by contract- to establish and maintain the trustworthiness of the composite 

services. 
 

 
 Insufficient automated security evaluation 

 
Description 
 Short description  
Without a timely evaluation, services with malicious intent or vulnerabilities can cause all 
sorts of trouble such as leakage of information or financial losses. This can be compared 
to traditional virus in software code.  
 Narrative use case  
An insider of a bank inserts back-door code into a service component before security 
evaluation has been done, in order to get customers’ personal information.  
 Principles of the technical method  
If the security evaluation of services is not automatically done, a malicious entity can 
insert malicious code to carry out many types of attacks, before being detected.  

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy and potentially financial losses.  
 Security breach i.e. impact in terms of the security criteria  
Integrity of service component, confidentiality of user’s privacy at least. 
 Severity evaluation  
High. It could cause serious privacy and data protection issues for the bank. 

 
Probability 
High. Malicious code is a relatively common occurrence in the IT industry in general. 
 
Aniketos specific properties  
Malicious components need to be identified and isolated as quickly as possible.  
 
Countermeasures  
Early detection and notification. 
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 Malicious service provider [Providing unnecessary information] 
 

Description 
 Short description  
A malicious service provider could ask for unnecessary private or confidential information 
and store all the gained data in order to assemble and sell a detailed costumer profile. 
 Narrative use case  
Monty is a service provider with limited ethics. He demands valid credit card information 
to use his service although this information is not necessary. He then harvests credit card 
information and sells it to people intending to commit economic fraud. 
 Principles of the technical method  
Service components request what they need at their interface. Should be on a need-to-
know basis. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Compromise privacy, confidentiality, integrity and availability depending on the type of 
information provided. 
 Severity evaluation  
High, as information provided can be misused. 

 
Probability 
High. 
 
Aniketos specific properties  
Aniketos should provide a mechanism to check if a service provider is requesting unnecessary 
information.  
 
Countermeasures  
Always select services requesting the least information. 

3.2.5 T5: Privacy violation via composition [Bad composition, Incompatible policies] 

When some services are composed together, it is possible that although every one of them has its own 
security policy, the interaction between them or the data shared in the composition can lead 
vulnerabilities and a privacy violation.  

These threats could arise from the following groups of vulnerabilities according to the Aniketos Cause 
Classification: 

 Bad composition 

 Incompatible policies.  

 
 Privacy violation via composition 

 
Description 
 Short description  
A composite service enables malicious actors to violate privacy. In isolation, none of the 
services in the composition is a threat for privacy; however, when in a composition, 
privacy is endangered. 
 Narrative use case  
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An organization relies on services to let employees collect needed data for their job. The 
administration uses service “Tax” to retrieve the tax number of an employee, given her 
name and surname, and birth date. The statistics department uses service “Real Properties” 
to gather anonymous data about real properties of employees. If employees of the statistics 
department gain access to the “Tax” service and compose it with “Real Properties”, they 
violate the privacy of employees, for they can associate real properties to specific 
employees. 
 Principles of the technical method  
Aggregation of data coming from different sources (services) is a possible way to violate 
confidential data. Such data could even be modified. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Privacy loss. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality, Integrity. 
 Severity evaluation  
High. Data confidentiality is a very sensitive security issue. 

 
Probability  
Medium. It depends on how well security policies (e.g. access control) are tuned; this implies 
the need to establish a sophisticated access control mechanism in the platform. 
 
Aniketos specific properties  
Service compositions facilitate privacy violation, for they enable users to assemble a 
composition on-the-fly and gain quick access to private data. 
 
Countermeasures  
Fine-grained access control should be considered in service interfaces. The Aniketos platform 
should keep track of created compositions, so that liable users can be detected. At design-time, 
it should be possible to formally verify if potential compositions violate privacy. 

 
 Interaction-based threats 

 
Description 
 Short description  
Interaction between different services may lead to different vulnerabilities and threats. A 
service with an existing vulnerability can be exploited through interaction with other 
services. 
 Narrative use case  
Judy wants to use a calendar application on her mobile phone synchronized with the data 
stored in Google Calendar and in the MS Outlook of her laptop. To perform that 
synchronization the different services have to interact and share information between 
them. But as a consequence, the application in the mobile phone results in new buffer 
overrun vulnerability that causes an attacker could gain access to all sensitive data stored 
by Judy in her calendar. 
 Principles of the technical method  
An important characteristic in dynamic service re-composition is that of increased, and 
potentially unplanned, interactions between services. Such interactions are themselves a 
potential source of vulnerabilities and threats. Problems often arise from existing 
vulnerabilities. These might exist in individual services, but can be exacerbated or 
exploited through dynamic interactions across multiple services. Data validation 
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vulnerabilities are a well understood and widely exploited type of vulnerability present in 
a large number of existing systems. The category encompasses any security vulnerability 
arising from a failure to validate the syntactic or semantic integrity of data passed to a 
service before the data is used. Some of the more widely exploited types include SQL 
injection attacks and buffer overrun vulnerability attacks. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of image, loss of privacy, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality and integrity. 
 Severity evaluation 
 Medium - Confidential and private data may be leaked to unauthorized users or attackers. 

 
Probability 
High - For composite service suffering from such vulnerabilities, where the composition may 
change dynamically, and the threat of dangerously structured data being passed between the 
services increases. 
 
Aniketos specific properties  
It particularly applies where composed services in Aniketos interact with each other under 
different security policies. 
 
Countermeasures  
Planned interaction by considering existing and new vulnerabilities that may arise due to 
interaction between different services. 

3.2.6 T6: Changed security interface [Bad composition] 

The interface of component services must keep secure and compatible with each other. This 
compatibility and security has to be maintained at all times throughout the lifetime of the composite 
service.  

 Degraded security interface 
 

Description 
 Short description  
Service compositions might be long-lived. However, not all services are invoked together. 
Some are invoked after previous providers deliver the service. During this time, security 
service interfaces might change, and this could be a threat for the service composition. 
 Narrative use case  
A service composition is assembled to determine the salary of a company’s employees. 
Among the various services, there are two subsequent services: “Analyse timesheets” 
determines the amount of work, while “Compute gross salary” takes the timesheet data 
and determines the gross salary. In such composition, the provider of “Compute gross 
salary” commits to confidentiality and not to further delegate the task. However, service 
“Analyse timesheets” takes time, for human verification is needed. During this time, the 
service “Compute gross salary” changed its interface, which does not guarantee non-
delegation anymore. 
 Principles of the technical method  
A service composition is not always instantaneous. Therefore, services the composer 
planned to use might become unavailable. 
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Severity  
 Consequence or damages related to the narrative use cases  
Privacy at risk. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality, Reliability. 
 Severity evaluation  
High. Changes in the security interfaces might affect the effectiveness of the composition 
that does not meet the security needs of the user. 

 
Probability 
High, especially for non-instantaneous service compositions. 
 
Aniketos specific properties  
In service compositions, services are often combined in sequence. Due to their autonomy, 
service providers are free to change the interface over time. 
 
Countermeasures  
Security contract should have explicit temporal validity (this interface is valid till some 
specific time); relying on redundant providers is useful to mitigate this threat. 

 
 Insecure interfaces and API’s 

 
Description 
 Short description  
As software interfaces or APIs are what customers use to interact with software/services, 
those must have extremely secure authentication, access control, encryption and activity 
monitoring mechanisms. 
 Narrative use case  
A small company uses a cloud service for daily business management such as online-sale 
and order management. An insecure interface is exploited by attackers causing financial 
losses and damage of company’s reputation.  
 Principles of the technical method  
Cloud computing providers expose a set of software interfaces or API's that customers use 
to manage and interact with cloud services. Reliance on a weak set of interfaces can 
expose an organization to a variety of security issues related to confidentiality, 
availability, and password integrity. For example, anonymous access and/or reusable 
passwords, clear-text authentication or transmission of content, inflexible access controls 
or improper authorizations, limited monitoring and logging capabilities, unknown service 
or API dependencies. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of image, loss of privacy, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality, availability and integrity. 
 Severity evaluation  
High – consequences are severe and may lead to a variety of security issues. 

 
Probability 
High. 
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Aniketos specific properties 
It is critical for Aniketos platform to provide a secure user interface to serve different kinds of 
users. Reliance on a weak set of interfaces may expose the system to a variety of security 
issues. 
 
Countermeasures 
The keys to solving these problems are a thorough analysis of the interfaces and quality 
implementation of the security mechanisms in a composite service environment. 

3.2.7 T7: DDoS attack occurs on service component [Distribution] 

Distributed Denial of Service (DDoS) attacks are not new for web-based services. Many high profile 
companies have been victims of such attacks. A DDoS attack is easy to detect but difficult to prevent. 

The distributed nature of composite services makes them even more exposed to DDoS, since the 
attacker can attack any of the service components and inflict damage to the overall service. This broad 
attack surface is something that makes DDoS attacks even more likely than for isolated systems. 

 DDoS attack occurs on service component 
 

Description 
 Short description  
DDoS attack normally targets web services that have public access gateway. By flooding 
service requests to a server, service can be overwhelmed, consequently valid access to the 
service is not possible. 
 Narrative use case  
One of the federation partners, Payment Provider, suffers a DDoS attack by web activists 
and consequently its access control system over the Internet (specifically port 80, port 
443, etc.) is brought down. 
 Principles of the technical method  
Policy-based access control is frequently offered in the form of a web service. Scalability 
of access control services is usually more difficult to achieve than scalability of the web 
service it protects. Therefore the access control infrastructure represents a "soft target" for 
a DDoS attack. Of course, attackers can also attempt to overload the payment providers 
network connectivity, payment system or indeed just the web-services themselves, but that 
is not the focus of this technical method. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of access to payment services. 
 Security breach, i.e., impact in terms of the security criteria  
Availability could be compromised. 
 Severity evaluation  
High severity for the service provider, medium severity for Aniketos (assuming 
alternative services are available). 

 
Probability 
Malicious DDoS: low probability, however the "Slashdot effect", effectively a DDoS for 
popular services has a medium to high probability. 
 
Aniketos specific properties  
Access control, performance monitoring, performance modelling. 
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Countermeasures  
Service provider hardens his/her access control infrastructure including performance statement 
in its SLA. The Aniketos platform monitors performance (at run time) and models 
performance (at design time) based on greater knowledge of individual and composite service 
performance. An apparently obvious solution for DDoS mitigation would be for the payment 
provider to decentralize or provide redundancy; however distributed systems have their own 
security issues. 

3.2.8 T8: Adaptation impacts functionality [Dynamic behaviour] 

In Aniketos service adaptation or re-composition takes place when threats and vulnerabilities have 
been found. For example, an additional service may be introduced in the composition to place extra 
security, while another service may be removed to eliminate vulnerabilities. This kind of adaption may 
well affect the remaining services’ way of functioning or their efficiency. 

 Adaptation impacts functionality 
 

Description 
 Short description  
System adaptation may affect the functionality or efficiency of the system. 
 Narrative use case  
During a crisis situation, the Fire service connects to the organizer’s database service in 
order to access attendee information. The Aniketos platform discovers and acts on a 
perceived risk to the Police service’s data, spawning additional services and re-composing 
to compensate. A user of the “Silver command” Fire service systems tries to access the 
Police database (Gold Command Center at the Police HQ). Rather than using the existing 
services, they try to do this from the newly created services, and due to the restrictions on 
data transfer find themselves unable to access the data they need. The result is a delay in 
access to the appropriate data, which could result in serious consequences for the 
management of the crisis. 
 Principles of the technical method  
A system adaptation may involve replacing existing services with new ones or re-
structuring the services. The new composition as a result of adaptation may introduce 
some functionality that might not be desirable for the user or the new functionality might 
not be supportive to the existing ones. This may leads to a number of problems i.e. bad 
compositions which could prevent the correct delivery of composite service; compromise 
on security requirements and degrade the efficiency of the system. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business in general, and safety in the specific use case. 
 Security breach i.e. impact in terms of the security criteria 
Availability. 
 Severity evaluation  
High – Access to data is restricted or may cause delay in accessing critical information.  

 
Probability  
Medium – It depends on service re-composition or system adaptation. 
Aniketos specific properties  
Service re-composition. 
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Countermeasures  
Analysing federated services at run-time and discovering security properties, even when those 
services belong to different organizations. 

 
 Cascade failures 

 
Description 
 Short description  
Cascade failures occur when a failure in one system has an impact on the activities of 
other systems it interacts with. 
 Narrative use case  
A real-world example of a cascade failure is the electrical blackout that affected much of 
Italy on 28 September 2003: the shutdown of power stations directly led to the failure of 
nodes in the internet communication network, which in return caused further breakdown 
of power stations [7].  
 Principles of the technical method  
In terms of systems-of-systems (e.g. power stations attached to the national grid), the 
threat applies equally to composed software services and the Future Internet more widely. 
Cascade failures may result in some of these other systems failing, which in turn have a 
cumulative impact on the remaining systems, and so on. Ironically the situation arises 
especially where back-ups and fail-safes have been put in place, but with the potential 
consequence that the recursive failures result in a complete failure of the entire 
composition of systems. 

 
Severity  
 Consequence or damages related to the narrative use cases  
System failure, threat to business, loss of image. 
 Security breach i.e. impact in terms of the security criteria  
Availability. 
 Severity evaluation  
High- The recursive failures result in a complete failure of the entire composition of 
systems. 

 
Probability 
High – This may happen even in the presence of backups and fail safes. 
 
Aniketos specific properties  
Continues operation is required for Aniketos platform. Therefore, one failure should not 
compromise the entire composition of systems. 
 
Countermeasures  
A capability should be available to developers to analyse interactions and dependencies 
between services. Additional systems should be available to replace the failed ones.  
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3.2.9 T9: Non-functional constraints violation via composition [Bad composition, 
Distribution] 

Service composition sometimes is a highly complicated task. Functionality should not be the only 
criteria while considering composition. Other non-functional constraints such as efficiency, 
redundancy, resource, and synchronization issues may all result in a composition failure. 

 Corrupt load-balancing 
 

Description 
 Short description  
In terms of system-of-systems, if one system fails, the remaining serving systems are 
expected to cope with the same high level of traffic distributed across fewer systems, 
resulting in an average increase of latency per service. 
 Narrative use case  
In cases when a heavily loaded node is lost in a network for some reason, the load on that 
network must be redistributed to other nodes in the network. This redistribution of load 
may cause other nodes to exceed their capacity, causing them also to fail. Hence, the 
number of failed or stressed node increases and propagates throughout the network. This 
may result in the entire network to shut down.  
 Principles of the technical method  
If one system fails as a result of an attack i.e. denial-of-service, the remaining systems are 
expected to handle the load from the failed system. This may result in an additional 
backlog transferred from the failed system that pushes the remaining services over the 
limit of their capabilities. If a system fails as a result, yet more pressure is put on the 
remaining systems, plus a further backlog, with the process repeating to cause a cascade of 
failures. Such cascade of failures can be attributed to the dynamic reassignment of 
services resulting from an attempt to address an existing failure. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business and image. 
 Security breach i.e. impact in terms of the security criteria  
Availability. 
 Severity evaluation  
Medium - Dynamic system re-composition may be required to address an existing failure, 
which may affect the overall system operation. 

 
Probability 
Medium – load-balancing strategies may reduce the impact. 
 
Aniketos specific properties  
Service compositions with load balancing mechanisms i.e. overloaded services are ranked 
lower than more available ones. 
 
Countermeasures  
Load-balancing algorithms and methods need to be considered during the deployment of 
composed system. 
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 Dissolved redundancy 
 

Description 
 Short description  
Service compositions often involve redundant provision of a certain service. Sometimes, 
service providers further delegate service provision to third-party providers. If they 
delegate the service to the same third-party, then the redundancy principle is violated. 
 Narrative use case  
An air traffic controller needs accurate weather forecasts. According to the flight 
regulations, he assembles a service composition that includes two providers for rain/snow 
real-time data. However, both providers outsource the provision to the same third-party. 
This way, redundancy is not guaranteed anymore. 
 Principles of the technical method  
Typically, service interfaces do not include information concerning redundancy. Also, the 
service-monitoring infrastructure is not able to detect dissolved redundancy. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Safety, Violated regulations. 
 Security breach, i.e., impact in terms of the security criteria  
Reliability. 
 Severity evaluation  
High. Redundant provision of a service is mandatory for critical tasks. When redundancy 
dissolves, the critical task is at risk (its failure is more likely). 

 
Probability 
Low. Probability depends on the number of service providers: the more they are, the lower the 
probability. 
 
Aniketos specific properties  
A particular type of service composition is assembled to provide redundancy. Such threat 
endangers the purpose of this kind of compositions. 
 
Countermeasures  
Security contracts should enable the specification of redundancy requirements. The Aniketos 
platform should monitor how service compositions evolve and how providers delegate their 
own tasks. Alternatively, redundant providers should know each other and verify that 
redundancy is not dissolved by delegation to the same third-party. 
 
 

 Re-composition corrupts response time 
 

Description 
 Short description  
A service with strict requirements for response/availability does not perform as required 
due to unnecessary service re-composition.  
 Narrative use case  
One of the components of Service X is a storage service. Replacing this storage service 
would require a time-consuming migration task, since there are large data volumes stored 
here. Unfortunately, the composite service is too aggressive when it comes to re-
composition, so most of the time; the composite service is unavailable due to constant 
change in storage component. 
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 Principles of the technical method  
Composite services are often involved in recomposition due to their dynamic nature. In 
recomposition, services are rearranged and/or replaced. However, it is possible that some 
services of the composition are unable to effectively participate in the process of 
recomposition due to their availability/response time.  

 
Severity  
 Consequence or damages related to the narrative use cases  
Bad end user experience, loss of business. 
 Security breach, i.e., impact in terms of the security criteria  
Availability. 
 Severity evaluation  
Medium. The re-composition might be necessary from a privacy point of view. 

 
Probability 
Low, services that have high availability demands should have backup/redundant 
configurations running before a re-composition takes place. 
 
Aniketos specific properties  
Dynamic re-composition. 
 
Countermeasures  
Perform predictions on re-composition, pre-compositions, redundant take-over services...  

 
 Synchronization threats 

 
Description 
 Short description  
Certain types of vulnerabilities and threats arise from timing issues in relation to how 
services interact with one another. 
 Narrative use case  
For example, the parallel execution of services means that deadlock might occur between 
two services if they both reach a state whereby they are waiting for input from the other. 
Although considered as being a liveness property, rather than a security property, such 
issues can have a bearing on security as well. For example, vulnerabilities of this sort 
might be exploited for the purposes of performing a denial-of-service attack. 
 Principles of the technical method  
In a composite services environment, services may suffer from synchronization/timing 
issues that prevent the correct delivery of composite services. This synchronization/timing 
issues might cause deadlock and prevent the services to interact with each other.  
 

Severity  
 Consequence or damages related to the narrative use cases  
Loss of image, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Availability. 
 Severity evaluation  
High – This could cause a deadlock. 

 
Probability  
High. 
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Aniketos specific properties  
In the Aniketos platform, the competitions for resources among services could be more 
frequent and unpredictable, due to its dynamic nature. 
 
 
Countermeasures  
Generally speaking, it requires that the involved services are robust enough. Preventive 
measures such as generating an effective set of test cases can help prevent this issue. 

3.2.10 T10: Information and accountability lost [Insecure or bad accountability] 

Like any other information system, the data contained within the Aniketos platform is valuable and 
should be held accountable. Sensitive data such as user’s bank account and private information have to 
be protected with integrity and confidentiality. Although this is not really a threat due to the composite 
or dynamic nature of the services, we consider it here because it is a possible threat on the Aniketos 
platform. 

 Information and accountability lost 
 

Description 
 Short description  
Information and accountability lost may lead to a bad composition. 
 Narrative use case  
Alice tries to sign up for a subscription to the newspaper from a foreign country, making 
use of a SoA comprised of a series of services. For delivery reasons it is not possible to 
send the newspaper to that country, so one of the services cancels the order. However this 
is a rare event and the service does not pass the information back to other services with 
which it is composed. In fact one service sends an email to Alice saying that her 
subscription was successful. The newspaper has no record of Alice’s details. 
 Principles of the technical method  
In a decentralized system each end point is responsible for collecting and storing 
information usage events (logs) that may be relevant to current or future assessment of 
accountability to some sets of rules/policies. These logs become the major source of 
assessing policy accountability either in real time or in the future when such an 
assessment is needed. Therefore, it is important to securely maintain these logs in the 
system. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business, loss of image. 
 Security breach i.e. impact in terms of the security criteria  
Availability. 
 Severity evaluation  
Medium. 

 
Probability  
Low. 
 
Aniketos specific properties  
Composite services consisting of services offered by several providers are the main focus for 
Aniketos. Information and accountability lost at one or more services may lead to a bad 
composition.  
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Countermeasures  

 Ensure all messages are traceable (e.g., signed with a certificate so users can 
demonstrate that they really received a message).  

 Enable logging which assumes that messages may be lost due, e.g., to services not 
correctly handling all possible conditions.  

 Provide methods to trace which services were involved and contact details, for each 
step along a composite service. 

 
 
 Extracting information from logs 

 
Description 
 Short description  
Some confidential information may be inserted in logs (as a part of logging process). If 
logs are not protected as well as the data, confidential information may be released to 
untrusted parties. 
 Narrative use case  
Though the information about clients of an on-line shop is secret, information about 
shipment is available to all the personnel of the business. It may be possible for an 
employee to piece together enough information to identify individual clients, thus 
compromising their privacy. 
 Principles of the technical method  
Logging information is an essential part of maintaining composite services. These logs 
capture an extreme amount of data, including sensitive information (i.e. personal 
information, bank details etc.) that must be protected. By securing the logged information, 
we can prevent the risk of releasing the confidential information to untrusted parties from 
both inside and outside the organization. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy, loss of business, loss of image. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality and integrity. 
 Severity evaluation  
Medium - Only a portion of data is available. 

 
Probability 
Medium. 
 
Aniketos specific properties  
Information logging is required in Aniketos platform and needs to be secured. 
 
Countermeasures  
Logs also must be protected and only the same personnel who have access to the data may 
have access to the logs. 
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3.2.11 T11: User Interaction Issues [Bad user interface] [Bad usability Aniketos tools] 

Sometimes it may occur that user interaction with the interfaces or tools in a composite service can 
increase the likelihood of data being compromised. For example, a lack of user notification or, indeed 
a large volume of unnecessary notifications could frustrate the end user to such an extent that they 
inadvertently make bad decisions, compromising their own data. Consequently, it is necessary to have 
a friendly and easy to use user interface. 

 Missing end user notification 
 
Description 
 Short description  
A re-composition based on security properties might affect other properties, such as 
response time. This could have unwanted effects for the end user. 
 Narrative use case  
Donald is a business man who uses a stock quote service to see the current stock prices for 
certain important stocks.  
When Donald set his preferences about which stock exchange service to use, he only set 
the minimum trust level and the maximum price of the service. When the initial web 
service was no longer usable due to the lowering of the services trust level, a free stock 
exchange service, now at the highest trust level, was inadvertently recommended to 
Donald’s client. Unfortunately the free service has a 15-minute built-in delay for stock 
market data. Donald is not notified about this and loses money. 
 Principles of the technical method  
In a composite service, a recomposition may involve in replacing existing services with 
new ones. It is possible that the new composition fulfills user requirements but 
compromise on some of the important properties and by not delegating this information to 
the end user may have severe consequences for the end user. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Integrity. 
 Severity evaluation  
Medium, the effects after the re-composition should be detectable by the user after a short 
period of time. 

 
Probability 
Medium, the balance between security and competing QoS requirements is something we 
have many examples of today. It is likely we have this for automatic compositions as well. 
 
Aniketos specific properties  
Dynamic compositions. 
 
Countermeasures  
Inform end user of consequences from re-composition. 

 
 
 End user gets annoyed by confirmations 

 
Description 
 Short description  
Confirmation overload makes the end user not care about important confirmations. 
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 Narrative use case  
Alice is using her mobile app in a rural area exploiting free WiFi access points to make a 
VoIP call. The ISP’s of these access points have somewhat different policies to what kind 
of identity data they require, so when Alice is on the move she gets a new request every 
15 second about looking for identity data. Alice gets annoyed and selects “Always OK”. 
Alice does not understand the consequences of this action as a malicious access point 
could collect a lot of privacy information about her. We can foresee similar situations with 
composite services that depend too highly on end-user confirmations. 
 Principles of the technical method  
This is largely a usability problem, arising from the tension between the need to ensure 
users consider the consequences of changes to a system (and their actions) and the desire 
of the user to focus on functional rather than non-functional aspects of the system. 
Although most users acknowledge the importance of security, it nonetheless often 
represents a hindrance to them achieving their intended aims. This is especially true in 
relation to notifications. The threat is therefore that an overabundance of notifications 
leads the user to become frustrated, leading to them choosing to fulfil their efficiency and 
functional desires over security. This can be mitigated to some extent by considerate 
approaches towards notifications (e.g. providing non-modal notifications; avoiding 
repeated notifications; etc.), but achieving a suitable balance is a difficult technical 
problem. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of privacy. 
 Security breach i.e. impact in terms of the security criteria  
Confidentiality. 
 Severity evaluation  
Medium. 

 
Probability 
High with systems that require frequent end user interaction. 
 
Aniketos specific properties  
Usable security, end user notification, service compositions. 
 
Countermeasures  
The Aniketos platform should provide information on how to create composite services that 
will not annoy end users with exasperating confirmation requests related to trust and security. 
Services involved in a composite service could request the same confirmations to the end 
users so the result is that end user gets annoyed and relax the security properties. 
 

 
 Lack of usability in secure composition 

 
Description 
 Short description  
Tools that are supposed to help service composers, such as Aniketos platform, become 
unusable. 
 Narrative use case  
When using the Aniketos platform for the first time, Bob, the developer, has difficulties to 
get an overview of the platform feature. The platform provides too many options 
simultaneously, and he does not know where begin. Although already frustrated by the 
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usage of the Aniketos platform, he continues trying to identify areas of the platform (tools, 
methodologies), which are useful for him. Finally, he finds methods and tools, which 
might suit his needs, but is still annoyed about the waste of his time when getting started 
with using the Aniketos platform. 
 Principles of the technical method  
Breadth, depth and flexibility of provided features in a development tool can often lead to 
compromises in terms of usability. Creating an interface that is both technically rich, but 
easy to use, is a difficult proposition. One of the goals of the Future Internet is to provide 
flexibility through the use of services, however this often means that management of 
complexity is simply transferred from the end-user to the service developer. This is 
particularly true in the development of generic services, since a developer may have to 
consider a variety of scenarios, and is therefore unable to make assumptions about how 
the deployed service will be utilized. Designing tools and techniques for dealing with this 
complexity introduces difficult usability challenges. Usability can be measured, but the 
process of determining the related threats that result can be an uncertain process. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Loss of image, loss of business. 
 Security breach i.e. impact in terms of the security criteria  
Availability.  
 Severity evaluation  
Medium. 

 
Probability evaluation 
Low. 
 
Aniketos specific properties  
Usable security for service composers. 
 
Countermeasures  
Training about the Aniketos platform and a friendly and usable interface for developers.  
 

 
 Security guidelines compromised 

 
Description 
 Short description  
A service developer is not able to match the service guidelines (defined as service 
consumer security policy) with the security requirements and metrics of the services, 
resulting in unanticipated vulnerabilities. 
 Narrative use case  
Phil, the composite service developer, is overwhelmed by the range of available security-
related metrics per service component. He is wondering which level of security best fits 
his requirements. Although he has security guidelines (security requirements) available 
(defined by the security specialist of his project team), he is not able to match the 
guidelines with the security properties and metrics of the services. For new services, these 
properties would need to be determined by the developers but for existing services might 
be provided as an agreement template. Sometime, it is difficult for developers to 
understand agreements templates of existing services. 
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 Principles of the technical method  
The process of matching security requirements with security capabilities can be a 
notoriously complex and technical process. In general, developers concentrate more on the 
functional aspects of a system and may not have extensive experience dealing with 
security considerations. In some cases, it may be impossible to fulfil all of the required 
security requirements, such as where security ease-of-use must be balanced against 
security restrictions. If a developer is unable to create a system that fulfils the 
requirements, problems are likely to arise. Such problems could take the form of 
inadequate security, or of failure to deploy a service at all. The source of the threat comes 
from lack of security expertise or intractable security requirements. 

 
Severity  
 Consequence or damages related to the narrative use cases  
Consequence could be all sorts of security issues depending on unfulfilled guidelines. 
 Security breach i.e. impact in terms of the security criteria  
Depend on the specific scenario. 
 Severity evaluation  
High. 

 
Probability 
Medium. 
 
Countermeasures  
Real time contract fulfilment checking. 
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4 Methods to deal with changes and threats in the Future 
Internet 

This section introduces a set of methods intended to deal with changes and threats related to service 
composition in the Future Internet environment. Specifically, these methods are thought to prevent 
and/or react to the threats we identified in Section 3 of this deliverable.  

The purpose of the list of methods we present is to provide a comprehensive, though not exhaustive, 
account on general solutions that service designers can put in place to successfully deal with changes 
and threats.  

After introducing the methods (Section 4.1 ), we perform a two-steps analysis meant to determine how 
well these methods are supported by the Aniketos architecture described in Deliverable 1.2 (Section 
4.2) and by the background techniques of Aniketos reviewed in Deliverable 1.1 (Section 4.3). Such 
analysis contextualizes the methods (which are largely Aniketos-independent) to the scope of the 
Aniketos project. 

In section 4.4, on the basis of the analysis performed in the previous sections, we perform an 
assessment on the need of new techniques to respond to the threats, i.e. to enact the methods we 
proposed. 

4.1 Methods for monitoring, diagnosis, and response 

We list here a set of methods suggested as candidates to respond to the threats identified in Section 3. 
These methods have different level of maturity and applicability. Whereas some of them are readily 
feasible with the current technology, some others are more visionary and will require the development 
of new technologies to enable their exploitation. 

The methods are presented according to a standard template that consists of the following fields: 

 Id is the method identifier (M1, M2, …) 

 Title is the name of the method, meant to provide a rough understanding of the method without 
looking at the details. 

 Type refers to the main functionality provided by the method. Methods can have more than one 
type. Types are the following ones: (i) Prevention (P) means that the method is useful to avoid the 
occurrence of a threat ; (ii) Monitoring (M) refers to observing relevant events that might suggest a 
threat; (iii) Verification (V) collects analysis techniques that are performed to determine whether 
some security property is guaranteed; (iv) Diagnosis (D) means correlating monitoring data to 
determine if a threat exists and to identify the root cause of such threat; (v) Response (R) are those 
methods that mitigate the threat impact after it occurs. These types are not tight to the WP4 
trustworthiness monitoring module and notification module; some are supported by the 
Environment, some others by other Aniketos components.  

 Phase indicates when the method is applicable. Possible phases are design-time (Des), 
deployment-time (Dep), and run-time (Run). 

 Threat is a label referring to the threat the method is addressing. These labels are in accordance 
with the threat families in Section 3 (threats T1, T2, … T11) in Table 3. 

 Description is a free-text field that provides details about the method, as well as examples that 
illustrate how such method applies. 

Table 4 presents the taxonomy of the response mechanisms presented throughout this section. The 
taxonomy specifies the threat the methods address, the type, and the phase. 



D4.1: Methods and design for the response to changes and threats 43 
 

 

Table 4: Taxonomy of response mechanisms 

Method Type Phase 
T1: Incompatibility issues 

M1 : Design-time security verification takes into account policies/law V Des 
M2 : Monitor information flow and enforce it according to access control rules M, R Run 
M3 : Policy negotiation automatically performed D, R Run 

T2: Manipulation of trustworthiness properties 
M4 : Detect fake services by keeping track of the identity of the provider M, D Run 
M5 : Robust trustworthiness/reputation computation mechanisms D Des, Run 
M6 : Robust trustworthiness/reputation monitoring mechanisms M Run 
M7 : Monitor and notify changes in reputation/trustworthiness M, N Run 
M8 : Recompose when trustworthiness and reputation are decreasing R Run 
M9 : Create (re)compositions that rely on redundant service providers P, R Dep, Run 
M10 : Consider providers' autonomy while composing services P Des, Dep, Run 

T3: Untrusted service composition 
M11 : Explicit support to outsourcing (sub-contracting) P, M Des, Run 

T4: Service injection 
M12 : Deployment-time service certification V, P Dep 
M13 : Run-time interaction monitoring M, D Run 
M14 : Secure service development methodology to prevent insiders attacks P Des 

T5 : Privacy violation via composition 
M15 : Service interfaces specify fine-grained access control P, M, D Des, Run 
M16 : Service interfaces with contractual basis, violations lead to penalties M, R Run 

T6: Changed security interface 
M17 : Partial planning techniques to enable incremental compositions P, R Run 
M18 : Security contracts manifest temporal validity P Des, Run 
M19 : Early binding of services before actual invocation R Des, Run 

T7: DDOS attack occurs on service component 
M20 : Scalable access control verification engines P Run 
M21 : Incorporate scalability information in security interfaces P Des 
M22 : Monitor service performance to early detect DDOS attacks P, R Run 

T8: Adaptation impacts functionality 
M23 : Consider functionality/service to be delivered during adaptation P Run 
M24 : Predict cascade failures by monitoring service interconnections P, D Run 

T9 : Non-functional constraints violation via composition 
M25 : Load balancing mechanisms while deploying service compositions P, R Dep, Run 
M26 : Redundancy specification and monitoring M, D Des, Run 
M27 : Test cases to check synchronization/timing issues in compositions V, P Des 

T10: Information and accountability lost 
M28 : Protect logs using the same policies that apply to services M, D Des, Run 

T11: User Interaction Issues 
M29 : Avoid pressing “confirm re-composition” due to annoyance P Des, Run 
M30 : Design tools should abstract the results of formal verification P Des 
M31 : Training sessions to educate designers of service compositions P Des 

Non threat-specific 
M32 : Provide information about threat/attack method P Des 
M33 : Early warning P Run 
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4.1.1 T1: Incompatibility issues 

Id M1 

Title Design-time security verification takes into account policies/law 

Type Verification 

Phase Design-time 

Threat T1. Incompatibility issues 

Description While assembling a service composition, the design-time Aniketos environment enables 
to take into account organizational security and privacy policies as well as law 
constraints. In particular, it relates to service compositions that spread across several 
countries and, therefore, incur in different (often incompatible) national laws. This 
requires specifying, both for individual services and for composed ones, where they 
will be deployed and which laws they will be subject to. Automated verification is 
possible by checking whether the data that should be exchanged between services is 
protected by adequate laws. To enable such automated verification, law constraints are 
included in the specification of single and composed services. Compliance verification 
is performed. Policy federation patterns shall also be one solution privileged at design-
time (see M3).  

 

Id M2 

Title Monitor information flow and enforce it according to access control rules 

Type Monitoring, response 

Phase Run-time 

Threat T1. Incompatibility issues 

Description If confidentiality requirements are specified but cannot be enforced at design-time, run-
time monitoring techniques should be exploited. Specifically, monitoring is required to 
keep track of exchanged data, under the assumption that the information flow can be 
traced. Additionally, access control enforcement mechanisms can be exploited to ensure 
that confidential information is not accessed by unauthorized users. An important 
relation to be captured is that between the concrete data which is exchanged and the 
informational content it delivers: multiple exchanged files and raw data streams can be 
used to convey the same information. Both monitoring and enforcement require that 
services communicate through well-specified communication channels that can be 
observed. 

 

Id M3 

Title Policy negotiation automatically performed 

Type Diagnosis, response 

Phase Run-time 

Threat T1. Incompatibility issues 

Description In order to build a service composition that fulfils security needs (e.g. concerning data 
confidentiality) negotiation can be automatically performed with the aid of a specific 
component in the Aniketos platform (the contract negotiation module in the architecture 
of D1.2). Negotiation is needed when required service features by the service consumer 
are not available by the services offered by the service providers. Notice that the 
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outcome of negotiation is unpredictable, due to the autonomy of service providers. 
Negotiation may involve relaxing the security needs of the service consumer, in the 
case where the consumer agrees. This is possible if his security policy comprises 
mandatory needs as well as optional nice-to-have security requirements. Policy 
federation patterns can be studied in this context. 

4.1.2 T2: Manipulation of trustworthiness properties 

Id M4 

Title Detect fake services by keeping track of the identity of the provider 

Type Monitoring, diagnosis 

Phase Run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Fake services represent a severe threat; they can be deployed by service providers 
(adopting false identities) with the intent to damage the reputation of other service 
providers (and thus other services) or to increase the reputation of their own real 
services. Identity management techniques are useful to successfully cope with such 
threat. By using an identity management system, each service is bound to a specific 
(real) provider identity. This way, malicious service providers can hardly create new 
identities to deploy fake services. 

 

Id M5 

Title Robust trustworthiness/reputation computation mechanisms 

Type Diagnosis 

Phase Design-time/Run-time 

Threat T2. Manipulation of trustworthiness properties 

Description The computation of trustworthiness and reputation for service providers is not a simple 
task. Most algorithms are vulnerable and might lead to values that do not actually 
reflect the trustworthiness of the service provider. A robust computation mechanism is 
an algorithm that minimizes these vulnerabilities and provides values that do not differ 
much from the actual trustworthiness. Relying on such robust mechanisms is an 
essential feature to ensure the usefulness of the computed value for service consumers. 

 

Id M6 

Title Robust trustworthiness/reputation monitoring mechanisms 

Type Monitoring 

Phase Run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Trustworthiness and reputation values can be compromised not only due to non-reliable 
computation mechanisms, but also if they are not monitored in a robust way. For 
example, this happens if service providers submit fake reports, or when the integrity of 
reports is not preserved (they are not delivered, or they are changed due to man-in-the-
middle attacks). Setting up robust monitoring mechanisms is therefore essential to 
ensure the reliability of trustworthiness and reputation values. 
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Id M7 

Title Monitor and notify changes in reputation/trustworthiness 

Type Monitoring, notification 

Phase Run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Reputation and trustworthiness values are dynamic, they vary over time. Service 
consumers are definitely interested in up to date information, which guides them in the 
choice of the best service providers. To enable this, a monitoring infrastructure should 
be developed as well as a notification component that updates users of relevant changes 
in reputation and trustworthiness. Relevant changes might be both negative and 
positive. Generally speaking, users are interested in negative updates for service 
providers they rely upon, and in positive updates concerning providers that they do not 
rely upon. A publish/subscribe mechanism is a suitable way to implement the 
notification. 

 

Id M8 

Title Recompose when trustworthiness and reputation are decreasing 

Type Response 

Phase Run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Decreasing reputation is a symptom of a possible vulnerability, for it indicates that a 
certain service provider (perhaps for a specific service) is becoming less trustworthy 
than it was in the past. Though the provider has not violated its contract yet, the service 
consumer might proactively decide to enact a service re-composition or reconfiguration, 
in order to anticipate the possible failure. A prerequisite for this kind of adaptation 
strategy is that changes in reputation values are notified to the users of that service. Re-
composition should try to minimize the “difference” (in a general sense; the exact 
meaning needs investigation) between the current composition and the new one. 

 

Id M9 

Title Create (re)compositions that rely on redundant service providers 

Type Prevention, response 

Phase Deployment-time, run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Sometimes it is not possible to rely on a service composition that guarantees an 
adequate level of reliability (due, for instance, to the inadequate trustworthiness of 
involved services). When this occurs, relying on redundant providers for the same 
service is a viable option. Though more expensive than relying on a single provider, 
this is often the only way to guarantee the expected service will be delivered. Therefore, 
composition mechanisms should enable the generation of compositions that include 
redundancy. At run-time, redundancy might be introduced in a non-redundant 
recomposition in case the current providers appear unlikely to deliver their service. 
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Id M10 

Title Consider providers' autonomy while composing services 

Type Prevention 

Phase Design-time, Deployment-time, run-time 

Threat T2. Manipulation of trustworthiness properties 

Description Service compositions should not be seen as mere assemblies of object-like entities. 
Though services are publicly manifested by their providers, it's up to providers 
themselves to decide whether to furnish a service or not. Providers are autonomous; 
consequently, they might decide that, at a certain point in time, a service cannot be 
delivered due to several causes (e.g. scarcity of resources, the consumer is not 
considered trustworthy ...). Thus, while assembling a composition, either at design-time 
or at run-time, the autonomy of service providers cannot be neglected. A possible way 
to mitigate (though insufficient to prevent) this issue is to use test versions of the actual 
service, so that possible incompatibilities are detected early. 

4.1.3 T3: Untrusted service composition 

Id M11 

Title Explicit support to outsourcing (sub-contracting) 

Type Prevention, Monitoring 

Phase Design-time, Run-time 

Threat T3. Untrusted service composition 

Description Service providers do typically subcontract the provision of (parts of) a service to other 
providers. Though very common in practice, this strategy is often undesirable from a 
service consumer's perspective. Indeed, the service consumer might have chosen that 
service provider because of its reputation, and would not want that provider to delegate 
service provision to untrusted third-parties. A possible way to preserve the needs of the 
user is to explicitly keep track of sub-contracting. This is doable by assuming that all 
services operate in a shared platform which is authorized to monitor their interaction. 
Additionally, service interfaces should have contractual validity and explicitly contain 
information showing whether the provider is authorized to outsource the service, parts 
of the service, to whom, with which commitment, and what penalties may apply. 

4.1.4 T4: Service injection 

Id M12 

Title Deployment-time service certification 

Type Verification, Prevention 

Phase Deployment-time 

Threat T4. Service injection 

Description Malicious service providers can try to inject their services into compositions so that to 
sabotage the composition or force continuous re-compositions. To effectively tackle 
such threat, services can be certified at deployment-time. Such certification consists of 
verifying whether a certain service is delivering the functionality it is expected to 
provide; if so, the service will be given a certificate that guarantees it works correctly. 
Any modification in the service requires a new certification to be released. Other 
techniques such as service validation by third parties shall also be used.  
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Id M13 

Title Run-time interaction monitoring 

Type Monitoring, Diagnosis 

Phase Run-time 

Threat T4. Service injection 

Description Typically, service certification cannot capture all possible behaviours exhibited by a 
service. Therefore, this technique should be complemented with run-time interaction 
monitoring, which keeps track of the interactions the services participate in. Similarly 
to M2 and M11, this requires that the services are deployed on an infrastructure that can 
monitor their interactions. The effectiveness of this technique is limited by the types of 
interactions the infrastructure can monitor. 

 

Id M14 

Title Secure service development methodology to prevent insiders attacks 

Type Prevention 

Phase Design-time 

Threat T4. Service injection 

Description Many security threats are due to attacks from insiders. Therefore, the most effective 
solution to prevent this type of threat is to adopt a secure development methodology. 
Such methodology should prescribe a set of activities that, if rigorously followed by 
designers, lead to a service which is unlikely to be harmful. The methodology could 
include pair programming, the execution of automated validation techniques to verify 
certain artefacts, the establishment of traceability links from requirements to design and 
code. 

4.1.5 T5: Privacy violation via composition 

Id M15 

Title Service interfaces specify fine-grained access control 

Type Prevention, monitoring, diagnosis 

Phase Design-time, run-time 

Threat T5. Privacy violation via composition 

Description Services might be composed by malicious actors to gain access to confidential data that 
would not be available through single services. This happens since access control rules 
are not specified at a sufficient level of detail. To prevent such threat, service interfaces 
should therefore specify access control rules about confidential data the service 
provides. These rules are useful at composition time to verify whether the composition 
might disclose confidential data due to the interaction between component services. An 
additional useful property is to keep track of and verify need-to-know, i.e. whether data 
is disclosed even though not actually needed by services in the composition or by the 
user. Such rules such as “Always select services requesting the least information” shall 
be also adopted in order to prevent abuse of private information by malicious service 
providers.  
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Id M16 

Title Service interfaces with contractual basis, violations lead to penalties 

Type Monitoring, response 

Phase Run-time 

Threat T5. Privacy violation via composition 

Description Service providers should be accountable if they do not deliver a service that was 
promised. In other words, violations should lead to penalties on part of the provider 
(either in terms of negative feedback, economic loss, the service provider might be 
banned from the service system …). In service-level agreements, penalties are referred 
to as credits. This is possible if service interfaces are assigned contractual validity: 
interfaces are commitments that a service provider makes to service consumers. If the 
commitment is violated, the service provider incurs in penalties. Necessary condition to 
enable this is that services are deployed in an environment where these penalties can be 
applied. 

4.1.6 T6: Changed security interface 

Id M17 

Title Partial planning techniques to enable incremental compositions 

Type Prevention, response 

Phase Run-time 

Threat T6. Changed security interface 

Description When service compositions have a significant duration in time, a composition process 
carried out beforehand might result in an inefficient composition. Indeed, the involved 
services might become unavailable or their providers' reputation could diminish. A 
possible solution to such a threat would be to rely on partial planning techniques, where 
the composition is not completely defined (it is a partial plan). During the execution of 
the composition, and depending on the results of the execution, the plan might be 
incrementally refined in order to timely include services that are appropriate to deliver 
the expected outcome. Though partial planning does not typically ensure optimality, it 
is more robust to unexpected circumstances than complete planning from scratch, as it 
allows more flexibility. 

 

Id M18 

Title Security contracts manifest temporal validity 

Type Prevention 

Phase Design-time, run-time 

Threat T6. Changed security interface 

Description A different though complementary approach to partial planning (M17) is to require 
service providers to include temporal validity in the security contracts manifested in 
service interfaces. This way, service compositions can be defined with a temporal 
horizon in mind (i.e., the composer knows that a certain service will provide a particular 
security contract till a certain point in time). If combined with partial planning, this 
technique allows for assembling robust service compositions which minimize risks of 
negative changes (since the provider commits to the current interface till a certain point 
in time). 
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Id M19 

Title Early binding of services before actual invocation 

Type Response 

Phase Design-time, run-time 

Threat T6. Changed security interface 

Description A possible way to deal with interface changes is to allow early binding of services, 
before the actual usage of the service. This means that some services will be included in 
the service composition at deployment time, though they will be used later. Such 
solution can be used in conjunction with M18, as service providers are not eager to 
commit resources with an undefined time limit. It is likely that service providers would 
allow for early binding requesting service consumers to pay a higher price. A 
consequence of early binding is that service providers would typically perform a 
conservative resource planning to guarantee the availability of needed resources. 

4.1.7 T7: DDOS attack occurs on service component 

Id M20 

Title Scalable access control verification engines 

Type Prevention 

Phase Run-time 

Threat T7. DDOS attack occurs on service component 

Description To reduce the effect of DDOS attacks, efficient access control engines can be 
developed. These engines should minimize the time taken to process a request, as well 
as relying on a powerful and scalable computational infrastructure. Cloud computing 
techniques might be adopted so that to physically distribute the infrastructure over 
multiple computational nodes, still providing a unique logical interface. 

 

Id M21 

Title Incorporate scalability information in security interfaces 

Type Prevention 

Phase Design-time 

Threat T7. DDOS attack occurs on service component 

Description Services' security interfaces can incorporate information about scalability, so that 
service consumers can rely on such information to choose the best service. Different 
types of information can be included, such as the maximum amount of requests the 
provider can deal with or a distribution curve showing how performance and response 
time are affected by increasing the number of users. These information can be either 
informative or have contractual validity. The latter case is more interesting, as it allows 
for verifying whether the service provider's performance is in line with the declared 
one. 
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Id M22 

Title Monitor service performance to early detect DDOS attacks 

Type Prevention, response 

Phase Run-time 

Threat T7. DDOS attack occurs on service component 

Description DDOS attacks can be identified before they reach the highest peak, hopefully before the 
provider's capability to deliver the service is inhibited. To do that, service performance 
has to be monitored. This way, anomalous behaviour is detected in time. Such 
technique should be exploited along with response mechanisms, e.g. 
migration/redeployment of existing services on different servers (to enable service 
consumers to get their service), refusing all new requests, usage of existing techniques 
to filter out attackers. 

4.1.8 T8: Adaptation impacts functionality 

Id M23 

Title Consider functionality/service to be delivered during adaptation 

Type Prevention 

Phase Run-time 

Threat T8. Adaptation impacts functionality 

Description Though maximizing security is a major concern to be considered, service consumers 
compose services in order to achieve a desired functional outcome. This should be 
considered whenever an adaptation/re-composition is to be performed. Mechanisms 
should be put in place so that the functionality of the composed service is not 
endangered by continuous re-compositions needed to improve security performance. 
This might include the usage of utility functions that balance traditional quality-of-
service factors and the security properties the composed service should guarantee. 

 

Id M24 

Title Predict cascade failures by monitoring service interconnections 

Type Prevention, Diagnosis 

Phase Run-time 

Threat T8. Adaptation impacts functionality 

Description It is often the case that the failure of a service is not simply a local event affecting that 
service provider; on the contrary, a failure will affect a group of interconnected services 
that are consuming the failed service. It becomes therefore essential to keep track of the 
active interactions between services, so that it becomes possible to predict the side 
effects of a failure. Such countermeasure requires the possibility to keep track of 
interconnections, which is not always possible in a competitive environment. 
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4.1.9 T9: Non-functional constraints violation via composition 

Id M25 

Title Load balancing mechanisms while deploying service compositions 

Type Prevention, Response 

Phase Deployment-time, run-time 

Threat T9. Non-functional constraints violation via composition 

Description Service failures have a deep impact on other services, as the users of the failed services 
will have to choose different providers. Thus, the workload of other providers will 
typically increase. If several services fail or few services of that kind are available, the 
workload will increase significantly, perhaps making existing services unable to cope 
with all the new users. To cope with such threat, service compositions should consider 
load balancing mechanisms, so that overloaded services are ranked lower than less-
loaded services. 

 

Id M26 

Title Redundancy specification and monitoring 

Type Monitoring, diagnosis 

Phase Design-time, run-time 

Threat T9. Non-functional constraints violation via composition 

Description Security needs concerning redundancy are not simple to provide in a service-oriented 
setting. Indeed, service providers are typically free to rely on third parties to deliver 
some of the service functionality. However, if the redundant service providers rely on 
the same third party, redundancy dissolves. Consequently, service providers should be 
aware of the other redundant provider chains that are involved, so that redundant 
providers that rely on the same third parties are not delegated any task. An effective 
mechanism to ensure redundancy is to monitor responsibilities in service delivery, so 
that violation of redundancy policies can be detected. 

 

Id M27 

Title Test cases to check synchronization/timing issues in compositions 

Type Verification, prevention 

Phase Design-time 

Threat T9. Non-functional constraints violation via composition 

Description Services in a composition can suffer from synchronization/timing issues that prevent 
the correct delivery of the composed service (e.g. deadlocks). To cope with this threat, 
design-time verification should be performed to avoid (or at least minimize) the 
possibility of such events to happen. A practical yet effective way to do it is to define a 
set of test cases against which the service composition should be run. These test cases 
will typically follow generic patterns that enable the detection of these issues. 
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4.1.10 T10: Information and accountability lost 

Id M28 

Title Protect logs using the same policies that apply to services 

Type Monitoring, diagnosis 

Phase Design-time, run-time 

Threat T10. Information and accountability lost 

Description The information exchanged between services in a composition is typically logged. 
Therefore, these logs need be protected using the same policies that apply to services. 
Typically, such logs are not protected within attacks from insiders. In service interfaces, 
providers should therefore include information concerning what kind of log information 
will be kept, which policies will be applied, and how such policies will be enforced. 
The inherent limitation of such technique is that it requires information about how 
specific service providers work, which organizations are typically unwilling to disclose. 

4.1.11 T11: User Interaction Issues 

Id M29 

Title Avoid pressing “confirm re-composition” due to annoyance 

Type Prevention 

Phase Design-time, run-time 

Threat T11. User Interaction Issues 

Description Technical security threats are not the only ones. Often, psychological factors might 
originate threats. Sometimes users press "confirm" buttons without checking the printed 
message. This is particularly dangerous in case it refers to a re-composition proposal, as 
the user might end up with a composition that is not secure or even includes malicious 
providers. The design of composed services should take that into account, and minimize 
the risk of frequent re-composition requests that might lead to users carelessly pressing 
a "confirm re-composition" button. 

 

Id M30 

Title Design tools should abstract the results of formal verification 

Type Prevention 

Phase Design-time 

Threat T11. User Interaction Issues 

Description Service designers and composers are often uneasy when formal analysis results are 
presented. Sometimes, they may not understand a problem's root cause or indeed a 
warning message, leading them to tolerate or ignore the issue. In order to mitigate such 
threats, it is very important that the results of formal verification are abstracted in 
higher-level models. For example, this means interpreting issues at the organizational 
level or in terms of risky interactions between services. 
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Id M31 

Title Training sessions to educate designers of service compositions 

Type Prevention 

Phase Design-time 

Threat T11. User Interaction Issues 

Description In order to improve the way service designers/composers assemble services in a secure 
way, training sessions can be foreseen and organized. Basically, these sessions are 
required to provide designers with a methodological approach and with knowledge 
about the verification techniques that are performed by the design tools. This remedy 
will not completely neutralize this threats, its effect is to reduce their likelihood. 

4.1.12 Non threat-specific 

Id M32 

Title Provide information about threat/attack method 

Type Prevention 

Phase Design-time 

Threat Not threat-specific 

Description Most security problems are continuously reoccurring and with known 
solutions/mitigation strategies. However, developers are not always aware of the 
available mitigation strategies. By providing the relevant information for a composition 
the developer will receive definitive advice and will have the knowledge to make more 
educated decisions. 

 

Id M33 

Title Early warning 

Type Prevention 

Phase Run-time 

Threat Not threat-specific 

Description If a specific service (composition) is attacked it is likely that similar compositions or 
compositions using some of the same service components are the next targets. An early 
warning system would notify these other services in advance so that they are able to 
prepare themselves (e.g. through adaptation).  
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4.2 Supporting the methods via the Aniketos architecture 

The purpose of this section is to show how the methods introduced in Section 4.1 are supported by the 
Aniketos architecture as presented in deliverable D1.2. Throughout this section, we do not bind 
architectural components to specific techniques. In other words, we assess the capability of the 
components—according to the components description provided in the Aniketos architecture—to 
support those methods independently from the actual techniques.  

The mapping between architectural components and techniques is graphically represented in the 
component diagram of the Aniketos architecture shown in Figure 3. This figure provides a high-level 
understanding of such relation. More details are provided later in this section. Indeed, we present a 
table where such mapping is explained. Each table entry is structured as follows: 

 Method indicates the method according to the numbering proposed in Section 4.1 

 Supported by/how describes how the components in the architecture support the method 

 Aniketos relevance indicates whether the method is relevant to Aniketos or not. Three values 
are possible: Yes, No, Environment. The third option tells that the method is to be supported 
via components in the environment (i.e. not developed within Aniketos). 

An additional outcome of this section is that, through the mapping components-techniques, we 
determine which methods are out of the scope of the Aniketos project.  
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Figure 4: Outline on how the Aniketos architecture supports the methods of Section 4.1 

M1, M11, M15, M26, M27, M30 M15, M26, M30 

M5

M4, M6, M7 

M3, M16, M19 

M1, M12, M15, M27 

M1, M12 

M2, M11, M15, M26, M28

M8, M9, M16, M23, M33 M22, M28

M7, M8, M16, M33 

M14, M29, M32 

M14, M29, M31 

M8, M9, M10, M17, M19, M25

M19, M20 

M18, M21, M23 

M27 

M25

M2, M13, M22, M24, M33

M4

M28

M2, M20

M14, M32 



D4.1: Methods and design for the response to changes and threats 57 
 

 

Table 5: Methods support by the Aniketos platform 

Method Supported by/how 
Aniketos relevance (Yes, 
Optional, Environment) 

M1. Design-time verification takes into 
account policies/law 

The socio-technical security modelling tool should enable to represent the laws 
the service is subject to as well as organizational policies that should not be 
violated. This allows for detecting conflicts at the level of roles.  

After service contracts are derived from these models, the security property 
determination module determines the aggregated properties of single services, so 
that the security verification module can identify incompatibilities. 

Yes 

M2. Monitor information flow and enforce 
it according to access control rules 

The information flow can be monitored by using the service monitoring module 
in the environment. Moreover, the service run-time environment can be 
exploited to enforce the information flow (ensure the actual flow does not violate 
the expected flow). It is important to notice that existing work on enforcing the 
information flow is still a research topic; therefore, existing solutions in the 
environment are not able to fully address this issue.  

Environment 

M3. Policy negotiation automatically 
performed by Aniketos 

This is the purpose of the contract negotiation module. Yes 

M4. Detect fake services by keeping track 
of the identity of the provider 

Detecting fake services requires the usage of identify management techniques, 
which are part of the Aniketos environment. Specifically, component Identity 
management service provides such functionality.  

Additionally, the monitor trustworthiness component can be exploited, as fake 
services will typically have a low trustworthiness value. 

Yes/Environment 

M5. Robust trust/reputation computation 
mechanisms 

Robust trustworthiness computation mechanisms are supported by the 
trustworthiness prediction module, which determines the trustworthiness of a 
service (offered by a specific provider) on the basis of a variety of factors. 

Yes 

M6. Robust trust/reputation monitoring 
mechanisms 

The monitor trustworthiness module should be designed so that to guarantee a 
robust monitoring mechanism for trustworthiness and reputation. 

Yes 

M7. Monitor and notify changes in 
reputation/trust 

The monitor trustworthiness module identifies changes in reputation and 
trustworthiness; such changes are then notified through the notification module 

Yes 
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Table 5: Methods support by the Aniketos platform 

Method Supported by/how 
Aniketos relevance (Yes, 
Optional, Environment) 

M8. Recompose when reputation is 
decreasing 

Decreasing reputation might lead to re-compositions; in the Aniketos 
architecture, this is supported by module Threat response recommendation. In 
turn, this involves the secure composition planner module (to generate an 
alternative composition) and the notification module (to notify about the re-
composition). 

Yes 

M9. Create compositions that rely on 
redundant service providers 

To enable the definition of compositions that rely on redundant providers, the 
threat response recommendation module should support such type of 
recommendation. Also, the secure composition planner should enable the 
creation of a composition based on redundant providers. 

Yes 

M10. Consider providers' autonomy while 
composing services 

The secure composition planner should consider the autonomy of providers 
while assembling a composition. 

Optional 

M11. Explicit support to outsourcing (sub-
contracting) 

Supporting service outsourcing affects two components. The socio-technical 
security modelling tool should enable expressing in the service the need of 
allowing or not outsourcing; the security policy monitoring module should verify 
whether the outsourcing policy is violated. 

Yes 

M12. Deployment-time service 
certification 

The security property determination module, together with the security 
verification module, can determine whether a certain service—at deployment 
time—works correctly with respect to its declared security properties. 

Optional 

M13. Run-time interaction monitoring Such functionality is left to the service monitoring module in the environment. Environment 

M14. Secure service development 
methodology to prevent insiders attacks 

Secure development methodologies can be stored as part of the training material 
module in the community support. Since these methodologies contain also 
security patterns, such patterns can be used by the threat repository module. 

Yes 
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Table 5: Methods support by the Aniketos platform 

Method Supported by/how 
Aniketos relevance (Yes, 
Optional, Environment) 

M15. Service interfaces specify fine-
grained access control 

The main involved component is the security property determination module, 
which should compute aggregated access control for composed services. The 
model transformation module is involved to ensure compliance between socio-
technical security requirements models and service interfaces. The security 
policy monitoring module checks access control at run-time. 

Yes 

M16. Service interfaces with contractual 
basis, violations lead to penalties 

The threat response recommendation module should suggest how to deal with 
providers that violate their contracts. The notification module is involved to send 
these suggestions to service consumers. The contract negotiation module is in 
charge of establishing contracts. 

Yes 

M17. Partial planning techniques to enable 
incremental compositions 

The secure composition planner can exploit these techniques to create more 
robust compositions that are less subject to the environment volatility. 

Optional 

M18. Security contracts manifest temporal 
validity 

The service specification component in the environment should enable to 
represent temporal validity of services. 

Environment 

M19. Early binding of services before 
actual invocation 

The service composition framework in the environment should support such 
functionality, provided that the secure composition planner supports early 
binding. The contract negotiation module should enable expressing early binding 
of services in contracts. 

Yes/Environment 

M20. Scalable access control verification 
engines 

The service run-time environment module should provide a scalable access 
control verification engine (which might include enforcement features). 

Environment 

M21. Incorporate scalability information in 
security interfaces 

The service specification component can enable such feature.  Environment 

M22. Monitor service performance to early 
detect DDOS attacks 

The service threat monitoring module might be used to early detect if a DDOS 
attack is being performed, on the basis of the environmental service monitoring 
module. 

Optional 
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Table 5: Methods support by the Aniketos platform 

Method Supported by/how 
Aniketos relevance (Yes, 
Optional, Environment) 

M23. Consider functionality/service to be 
delivered during adaptation 

The threat response recommendation module has to suggest re-compositions 
only if they do not affect functionality, unless the threat has necessarily to be 
addressed. Service planning mechanisms in the environment are exploited to 
enact the re-composition. 

Yes 

M24. Predict cascade failures by 
monitoring service interconnections 

The prediction of cascade failures is left to the environment, e.g. the service 
monitoring module. 

Environment 

M25. Load balancing mechanisms while 
deploying service compositions 

These mechanisms can be supported by the secure composition planner, and they 
rely also on the service re-composition mechanism and on the service monitoring 
in the environment. 

Optional 

M26. Redundancy specification and 
monitoring 

The specification of redundancy starts with the socio-technical security 
modelling tool and the model transformation module, which should produce a 
service template including redundancy. At run-time, the security policy 
monitoring module should check whether redundancy is ensured. 

Yes 

M27. Test cases to check 
synchronization/timing issues in 
compositions 

The socio-technical security modelling tool is used by users to specify these 
requirements. The security property determination module can be used to verify 
these issues on test cases; external service validation mechanisms can be 
exploited too. 

Optional/Environment 

M28. Protect logs using the same policies 
that apply to services 

Context sensors in the environment should be used to collect log data, which is 
analysed by the service threat monitoring module. The security policy 
monitoring is involved to check whether log storage is compliant with the policy.

Optional/Environment 

M29. Avoid pressing “confirm re-
composition” due to annoyance 

This is delegated to the community support module and the training material 
module, which should contain information to guide developers in the design of 
services avoiding such issue. 

Yes 

M30. Design tools should abstract the 
results of formal verification 

This requires the model transformation module to be used in conjunction with 
the socio-technical security modelling tool. Alternatively, the composition 
environment can present this information. 

Optional/Environment 



D4.1: Methods and design for the response to changes and threats 61 
 

 

Table 5: Methods support by the Aniketos platform 

Method Supported by/how 
Aniketos relevance (Yes, 
Optional, Environment) 

M31. Training sessions to educate 
designers of service compositions 

Training sessions are part of the training material module. Yes 

M32. Provide information about 
threat/attack method 

The threat repository contains threats with associated information such as attack 
patterns, mitigations strategies, test rules, etc. The community support module 
will provide this information to developers. 

Yes 

M33. Early warning 
The threat response recommendation module and notification module ensure that 
services subscribing to early warnings are notified. 

Yes 
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4.3 Specific background techniques to support the methods 

This section shows how methods to deal with changes and threats described in the previous section are 
supported by the background techniques described in deliverable D1.1. Such analysis focuses only on 
the methods that are supported by core components of the Aniketos architecture. Thus, methods that 
are left to environmental components are not examined here. We present our analysis using a tabular 
representation, where we describe, for each method, which background techniques can be applied (and 
we refer to the section in the D1.1 where the background technique is explained). 

On the basis of the support provided by the background techniques, we determine the notion of 
coverage (how well background techniques support the method): 

 No: currently not supported 

 Partial: the method is partially supported; however, the technique shall be refined in order to fully 
support the method 

 Integration: existing techniques can be integrated to support the method. Possibly, minor changes 
shall be applied 

 Yes: currently supported 

Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

M1. Design-time 
verification takes into 
account policies/law 

To support representing laws and imposed organizational 
policies, several backgrounds are useful: 

 Contextual requirements modelling and analysis 
(Section 4.1.9 in D1.1) express how some 
goals/requirements are not achievable in certain 
contexts, and the reason might be some law applies. 
Automated analysis can be performed to check 
whether goals are achievable in specific contexts; 

 Modelling interaction between agents via 
commitments (Section 4.1.10) represents laws in 
terms of commitments from one agent to another 
(such agents might be committed due to laws). 
Commitments constrain possible ways to achieve an 
agent’s goals, if the agent wants to comply with laws;  

 Organizational Security and Dependability patterns 
(Section 4.1.8) can be used at design-time to detect 
situations (contexts) where laws are not guaranteed, 
and to apply solutions to ensure such laws are 
fulfilled; 

In order to verify services derived from these models, 
techniques that apply to the security verification module 
are particularly relevant: 

 Avantssar platform (Section 4.7.5) is adequate for 
validating security protocols, and can be applied to 
determine law compliance of specific interactions in a 
composed service; 

 MATTS (Section 4.7.2) formal analysis is usable in a 

Integration
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

similar way, to determine if services in the 
composition access services they are authorized to 
interact with; 

 The MASTER Real-time Compliance Component for 
SOA (Section 4.7.4) provides a mechanism that 
enables the notification of changes in the policies via 
a secured publish-subscribe mechanism, so as to 
provide designers with up-to-date policies. 

M3. Policy negotiation 
automatically performed by 
Aniketos 

The contract negotiation module can support this on the 
basis of the Security by Contract with Trust paradigm 
(Section 4.5.2). However, the framework does not 
perform negotiation, so it should be significantly extended 
to support such method. 

No 

M4. Detect fake services by 
keeping track of the identity 
of the provider 

Within the monitor trustworthiness module, the Trust 
Manager (Section 4.4.3) can be used to collect 
information so that to determine the trustworthiness level 
of providers. However, the Trust Manager is currently not 
linked to any identity management mechanism, so it has 
to be extended. 

No 

M5. Robust trust/reputation 
computation mechanisms 

To provide robust computation of trustworthiness and 
reputation, within the trustworthiness prediction module, 
two background techniques can be adopted: 

 The Trust Manager (Section 4.3.2) includes some 
mechanisms to determine such values in a robust way, 
so that manipulating the trustworthiness level of a 
service is extremely difficult. However, such 
mechanisms should be augmented to ensure more 
robustness; 

 STACS (Section 4.3.3) can be exploited to predict 
access control performance, which is relevant to 
determine a trustworthiness value that relates to 
usability (good performance). 

Partial 

M6. Robust trust/reputation 
monitoring mechanisms 

The trustworthiness monitoring module should provide 
robust monitoring. The Trust Manager architecture 
(Section 4.4.3) can be customized and extended to make 
sure monitoring is robust, i.e. monitored values are 
reliable. 

Partial 

M7. Monitor and notify 
changes in reputation/trust 

To identify changes in reputation and trust, the monitor 
trustworthiness module can benefit from either the Trust 
Manager (Section 4.4.3) or the Role-based trust 
management with quantitative notion of trust (Section 
4.4.1), which constantly update these values. 

The monitored changes should be notified using an 

Integration
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

appropriate technique: 

 MATTS (Section 4.11.1) currently provides 
notifications through its graphical user interface. It 
should be extended to deliver such changes via 
messages sent to software applications (specifically, 
services); 

 PRRS (Section 4.11.2) can provide information about 
changes through appropriate software interfaces. This 
can be extended for usage with services. 

M8. Recompose when 
reputation is decreasing 

The threat response recommendation module can benefit 
from many background techniques (that should be 
integrated): 

 MUSIC studio (Section 4.9.1) can be used to specify 
response actions that are triggered by changes in the 
threat level (e.g. when reputation is decreasing); 

 SeaMonster (Section 4.9.2) is exploitable to lookup 
threats in the threat repository, e.g. to identify 
decreasing reputation as a threat; 

 Risk-aware usage decision making in highly dynamic 
systems (Section 4.9.3) can be used to perform 
decision making in case of uncertainty; 

 Goal risk model (Section 4.9.4) is useful to determine 
the impact of risks on goals. In particular, decreasing 
reputation is a risk that can be considered. Such 
model can be used in conjunction with the 
Architecture for self-adaptive socio-technical systems 
(Section 4.9.5), which can derive a high-level 
alternative recomposition. 

The notification module is involved in the notification 
about the recomposition. The PRRS (4.11.2) can be used 
to notify the user through appropriate events or via a 
graphical interface. 

Integration

M9. Create compositions 
that rely on redundant 
service providers 

To support compositions with redundant service 
providers, several background techniques related to threat 
response recommendation can be used. However, they 
should be extended to support it. For instance, specific 
responses—involving redundancy—can be used by 
MUSIC (Section 4.9.1), and the Architecture for self-
adaptive socio-technical systems (Section 4.9.5) can 
suggest recompositions where redundancy is included.  

The secure composition planner should be designed so 
that to support redundancy. 

Partial 
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

M10. Consider providers' 
autonomy while composing 
services 

No background work in the context of the secure 
composition planner currently supports this method. 

No 

M11. Explicit support to 
outsourcing (sub-
contracting) 

The socio-technical modelling tool can support sub-
contracting by extending the notion of commitment used 
in the background technique Modelling interaction 
between agents via commitments (Section 4.1.10). 

At run-time, the security policy monitoring module can 
monitor outsourcing, with the aid of environmental 
sensors, either via MATTS (Section 4.8.2), or via PRRS 
(Section 4.8.3). These frameworks should be customized 
to support this type of security property. 

Partial 

 M12. Deployment-time 
service certification 

To provide deployment-time certification, background 
techniques concerning security verification can be 
adapted, though they currently do not provide full method 
coverage: 

 Avantssar (Section 4.7.5) can be used to validate 
whether the security protocols in a composition 
respect security properties and policies; 

 Rodin platform (Section 4.7.6) is exploitable to 
analyse safety properties in service 
orchestrations; 

 STACS (Section 4.7.7) can be extended to 
determine access control performance of 
composite services. 

Together, these techniques partially cover some aspects of 
certification. Further techniques might be developed to 
guarantee a more comprehensive certification, and a 
certification module has to be defined. 

Partial 

M14. Secure service 
development methodology 
to prevent insiders attacks 

The training material module can be based on the 
Automated training material generator (Section 4.15.1). 
The threat repository component, including security 
patterns suggested by the methodologies, can be 
implemented by extending either the Security 
Vulnerability Repository Service (Section 4.13.1) or the 
MASTER design toolkit (Section 4.13.2). As the 
development of new methodologies are not a core result 
of Aniketos, existing ones might be chosen and added to 
such technique, which requires minor modifications.  

Yes 
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

M15. Service interfaces 
specify fine-grained access 
control 

The security property determination module is partially 
supported by the Framework for quantitative analysis of 
complex business processes (Section 4.6.2), which 
enables to derive aggregated indicators from atomic ones. 

The security policy monitoring module can benefit from 
three components that can check access control at run-
time: MATTS (Section 4.8.2), PRRS (Section 4.8.3), and 
OpenPMF (Section 4.8.4). These techniques need to be 
refined to properly support the fine-grained access control 
policies that are peculiar of composite services. 

Background in the context of the socio-technical security 
modelling tool does not provide relevant input. However, 
external background (e.g. UMLSec) can be used as 
reference. 

Partial 

M16. Service interfaces 
with contractual basis, 
violations lead to penalties 

The contract negotiation module can establish interfaces 
with contractual validity using the Security by Contract 
with Trust technique (Section 4.5.2). 

The threat response recommendation might support 
interfaces with contractual basis by using the MUSIC 
studio (Section 4.9.1) to define how to deal with 
contractual violations, and SeaMonster (Section 4.9.2) to 
populate threats related to contract violations. 

The notification module can send suggestions to service 
consumers via the PRRS (Section 4.11.2). 

Partial 

M17. Partial planning 
techniques to enable 
incremental compositions 

No background technique can currently support the secure 
composition planner in enacting partial planning. 

No 

M19. Early binding of 
services before actual 
invocation 

Neither the contract negotiation module nor the secure 
planner can benefit from background techniques.  

No 

M22. Monitor service 
performance to early detect 
DDOS attacks 

The service threat monitoring can early detect such 
attacks on the basis of the monitored data. The PRRS 
(Section 4.10.1) can be customized by adding specific 
modules to deal with such attacks. DDOS attacks can be 
modelled as an S&D pattern and considered in the Net 
Pattern Static Validator so the Pattern Management Tool 
of PRRS can perform early detection both at design-time 
and run-time. 

Partial 
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

M23. Consider 
functionality/service to be 
delivered during adaptation 

The threat response recommendation can benefit from 
different background techniques: both MUSIC (Section 
4.9.1) and the joint usage of the Goal Risk Model (Section 
4.9.4) with the Architecture for self-adaptive socio-
technical systems (Section 4.9.5) ensure that functionality 
is not compromised. These techniques need integration to 
support the method. 

Integration

M25. Load balancing 
mechanisms while 
deploying service 
compositions 

No background related to the secure composition planner 
supports these mechanisms. 

No 

M26. Redundancy 
specification and 
monitoring 

The specification of redundancy in the socio-technical 
security modelling requires extensions to existing 
modelling, such as Secure Tropos (Section 4.1.6); 
Organizational S&D patterns (Section 4.1.8) can be used 
to introduce redundancy when missing. 

To check redundancy at run-time, the security policy 
monitoring module can rely on extended versions of the 
PRRS (Section 4.8.3) and OpenPMF (Section 4.8.4). The 
PRRS provides, through its S&D Pattern Specification 
Tool, the possibility of defining B&O (Business and 
Organizational) patterns to be considered in the 
monitoring process. 

Partial 

M27. Test cases to check 
synchronization/timing 
issues in compositions 

These test cases are not currently supported by any 
background related to the security property determination 
module and the socio-technical security modelling tool. 

No 

M28. Protect logs using the 
same policies that apply to 
services 

The service threat monitoring and the security policy 
monitoring modules can use PRRS (Section 4.8.3) to 
apply these policies. However, substantial work is 
required to develop an executable specification for these 
security policies. 

Partial 

M29. Avoid pressing 
“confirm recomposition” 
due to annoyance 

The training material module partially supports this via 
the automated training material generator (Section 
4.15.1). Specific methods related to frequent service 
recompositions have to be devised and added to such 
module. 

Partial 
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Table 6: Methods support by the Background techniques 

Method Background techniques Coverage 

M30. Design tools should 
abstract the results of formal 
verification 

Several background techniques related to the socio-
technical security modelling tool rely on abstraction of 
formal verification results. For instance, the verification 
module in the MASTER design toolkit (Section 4.1.4), 
the Goal risk framework through its risk analysis (Section 
4.1.5), Secure Tropos via its reasoning about delegations 
and trust (Section 4.1.6), Contextual requirements 
modelling and analysis via the generation of context-
aware variants (Section 4.1.9). 

Integration

M31. Training sessions to 
educate designers of service 
compositions 

The Automated training material generation technique 
(Section 4.15.1) provides partial support, but the session 
contents shall be created and stored. 

Partial 

M32. Provide information 
about threat/attack method 

The threat repository can provide such information using 
and extending background techniques: the Security 
Vulnerability Repository Service (Section 4.13.1) and the 
MASTER design toolkit (Section 4.13.2). Specific threats 
for composed services have to be created and added to the 
repository. 

Partial 

M33. Early warning 

Early response is possible by integrating threat response 
recommendation techniques with notification techniques. 

Response recommendation can benefit from MUSIC 
(Section 4.9.1) for identifying attacks, and the Goal Risk 
Model (Section 4.9.4) to identify possible risks before 
security is violated. 

The Security Vulnerability Repository Service (Section 
4.13.1) has a built in subscribe-notify mechanisms that 
can be extended, but this is initially e-mail based intended 
for humans. 

Notification will require the usage of a specific 
mechanism, such as the PRRS (Section 4.11.2), which can 
send alerts to services under potential attack. 

Integration

4.4 Need for new techniques 

Based on the analyses reported in the previous sections, which assessed how well the Aniketos 
architecture (in Section 4.2) and existing background techniques (in Section 4.3) support the 
countermeasures to threats in the Future Internet, we propose here a list of prospective techniques 
whose development would help to better address the threats related to composite services. 

Not all the techniques will be addressed by the Aniketos project due to different reasons: while some 
are not a primary objective of Aniketos, some others are beyond the technological state-of-the-art and 
would require radical changes in the computational infrastructure where services are deployed. To 
represent their relevance to the project, we assign a priority to each technique (High, Medium, or 
Low). We expect themes with low or medium priority to be explored by other current and future 
projects in the area. The techniques we envisage are in the following areas: 
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 Trustworthiness/reputation management. Priority: High. The Future Internet will be an open 
environment: participating service consumers and providers are unknown at design-time, as well 
as they are free to join and leave as they wish at run-time. As a consequence, composite services 
will be composed of services whose providers do not know each other. The challenge in this 
scenario is to provide mechanisms that enable consumers and providers to obtain information 
about the reliability of others. We envisage that service and service provider trustworthiness and 
reputation management will be an essential element. These factors should consider a wide set of 
parameters, such as opinions by peers, information about compliance, and certifications released 
by trusted third parties. Additionally, the mechanisms to monitor and compute trustworthiness and 
reputation shall be robust to bootstrapping and malicious attackers.  

 Expressive security interfaces for services. Priority: High. Current languages for the 
specification of service interfaces are largely inadequate to represent security and trustworthiness 
properties. In a pure service-oriented paradigm, service interfaces are the unique artefact that 
enables service providers to represent functional and non-functional properties about the offered 
service. Future languages shall allow a comprehensive specification of the security and 
trustworthiness properties the provider guarantees, among which: (i) fine-grained access control 
policies that indicate which information can be shared and with whom, as well as specific services 
that can or cannot be included in the composition; (ii) redundancy guarantees that increase the 
reliability of the composite service; (iii) the threats that affect the composite service and the 
countermeasures that are deployed to address these threats. 

 Early warning and response. Priority: High. Current mechanisms to respond to threats and 
security issues are mainly reactive, in that they are deployed after an issue is detected. However, 
this is a sub-optimal solution since negative circumstances are only mitigated, instead of being 
avoided. Early warning and response mechanisms will enable composite services to proactively 
switch to alternative services (reconfiguration) or to a different type of composition (re-
composition) in response to a perceived threat. Risk assessment techniques are fundamental to 
enable early warning, since they allow assessing the evidence whether a threat is likely to occur or 
not. 

 Certification at deployment time. Priority: High. Whenever a new service (either atomic or 
composite) is deployed, other service consumers and providers have no information about its 
trustworthiness. The only available data is what the provider declares in the service security 
interface. Sometimes, this is not a sufficient guarantee to make sure such service will be 
trustworthy. Certification techniques will play a fundamental role with regard to composite 
services in the Future Internet. Certificates—issued by trusted third parties—are issued as a further 
guarantee. In principle, certification authorities will commit about the trustworthiness of specific 
services (and their providers). Certification might involve inspecting the way the composite 
service is structured, getting information about which are the composite services, ensuring that a 
specific development methodology is followed to design the service, etc. We envisage that 
certification involves a commitment on part of the certification authority, which might be 
considered responsible (e.g. might be assigned some penalty) if the certified service does not 
behave as certified. The certification authority, in turn, may remove the certificates issued for that 
service provider, since it has released malevolent code or has suffered from unsolved attacks. 

 Service recomposition revisited. Priority: Medium. Current techniques for the re-composition of 
services are not very sophisticated and do not fully solve the re-composition problem in the 
scenario of the Future Internet. In particular, existing techniques are an extension of approaches 
found in traditional (component-based) software engineering, rather than being specifically 
thought for service-oriented settings. Novel re-composition mechanisms shall be devised so to 
better address the challenges of service-orientation by taking into account a number of factors: 
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 Service providers are autonomous. Traditional (re-)composition algorithms rely heavily on 
ideas that apply to software components, such as the re-routing of connectors and the 
substitution of one component with an equivalent one. Most of these techniques are 
centralized: they assume a bird’s eye view on the overall system and full control on each 
component. On the contrary, service-oriented settings are characterized by the autonomy of 
each service provider, who is free to decide whether or not to interact with specific consumers, 
as well as to leave the setting before the promised service is delivered. Thus, the action of 
composing services will be based on an interaction protocol among the participating service 
providers. Such protocol might include the negotiation of specific parameters (e.g. security 
properties).  

 Threats are re-composition triggers. Re-composition is stimulated by specific triggers, and an 
important class consists of security and trustworthiness threats. For example, a re-composition 
process might be triggered by the violation of a security property the service provider 
committed to, as well as to a lower trustworthiness due to the expiry of a certificate or worse 
reputation based on recent interaction. 

 Countermeasures based on security patterns. Most of the security issues that an application 
encounters can be classified according to a taxonomy. Likewise, the countermeasures that 
enable dealing with these issues are based on common practices. The concept of (security) 
(design) pattern will be important to build a catalogue of solution types that address threats 
and security leaks. Service re-compositions will typically consist of applying the most 
adequate pattern for the situation at-hand. 

 Service interfaces with contractual validity. The interfaces of services detail what the service 
is promising to deliver, in terms of functions, quality-of-service, and security properties. We 
envisage that (security) interfaces will gain contractual validity: the provider is committed to 
guaranteeing the declared properties in the socio-legal context where the service is deployed. 
Contractual validity becomes crucial when penalties are imposed as a result of the violation of 
the declared properties.  

 Incremental compositions. Due to the volatility of the Future Internet environment, it will be 
very hard to determine the best service composition to meet the consumer’s functional 
requirements and the security policies. An effective way to deal with this issue is to rely on 
incremental compositions (i.e. by using partial planning), where the composite service is only 
partially assembled at deployment time, and necessary services are added to the composition 
on the fly, based on the availability and quality of service providers. 

 Representing laws, checking and enforcing their compliance. Priority: Medium. A fundamental 
challenge in the Future Internet will be the representation of laws in a machine-understandable 
form. This will enable determining compliance with respect to specific laws that apply, for 
example, to a composite service. Existing techniques are not able to fully capture laws. 
Commitments (that will be part of the Aniketos socio-technical security modelling language, see 
D1.3) are a promising approach, since they represent promises with contractual validity from a 
debtor to a creditor. However, the language commitments rely upon (currently, propositional 
logic) shall be expanded to take into account temporal constraints, nested commitments, 
compensation rules, and penalties. Another related challenge is to devise mechanisms that enable 
enforcing compliance with laws. Law representation, monitoring, and enforcement are useful, for 
example, to represent data confidentiality restrictions that apply in certain countries, as well as to 
prevent that confidential data is not disclosed (via monitoring and enforcement functions). 

 Robust identify management systems. Priority: High. Any entity in the Future Internet will be 
characterized by an identity, the same way each of us has its own identity in the physical world. In 
terms of services, this means that each service (atomic or composite) shall be associated to its 
service provider, who is legally responsible for what the service does. The development of robust 
identity management systems is crucial to ensure there is no question on the actual legal entity 
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linked to a service. Such need becomes even more relevant in the context of single sign-on, in 
which a single identity enables accessing/using multiple systems. These systems have to prevent 
malicious users from using fake identities, as well as using someone else’s identity to spoil its 
reputation.  

 Methodologies and CASE tools. Priority: Medium. There is a scarcity of methodologies and tools 
that support the development of secure and trustworthy composite services. Though their creation 
is not a core part of Aniketos, these are essential artefacts, as a vast amount of security issues are 
due to insider attacks (either malicious or unintentional). The development support tools shall be 
able to abstract the results of formal verification, so that service developers that are not security 
experts can fully understand the outcomes of security leaks by looking at the effect they might 
have on the composite service under design. The development methodologies should be supported 
by training sessions to guarantee that developers correctly understand the methodology and are 
able to successfully apply it to the projects they are involved in. 

 Automated policy negotiation via flexible templates. Priority: Low. The Future Internet will be 
an open setting, wherein service consumers and providers will have diverse policies and 
expectations one on another. Static policies (e.g. “Use cryptography protocol X version Y”) will 
result too rigid and demote interoperability between different actors. Conversely, policies should 
be expressed in a more dynamic manner (e.g. “Use cryptography protocol X with version greater 
or equal than Y”), so to promote flexible matching between the policies of the consumer and the 
provider. The platform where services operate might support composition by performing dynamic 
negotiation of the policies, within the ranges that have been specified. Even more, these policies 
might include optional parameters, preferences, priorities, and other factors that help determining 
the best match. 

 Testing techniques for composite services. Priority: Low. Any engineering paradigm recognizes 
the importance of testing the designed artefact before its actual usage. This principle is true for 
composite service engineering too. Very little attention has been paid to this topic so far, which we 
envisage will be a crucial challenge in the future. The main difficulty of testing will be the 
openness of the environment, i.e. the possibility that component services disappear without notice.  
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5 First Design of the WP4 components 
This section presents a first design for WP4 components.  
A major work has been performed in order to review WP1 outputs and baseline in terms of 
architecture and recommendations. WP4 focuses on four components, the Threat repository module, 
the Service threat monitoring module, the Threat response recommendation module and the 
Notification module. A transverse task force has been set-up with work packages 1 to 5 during April 
2011 in order to propose updates of the first versions of the basis of architecture proposed in D1.2. In 
summary, the main evolution proposed by WP4 partners was to involve the Threat response 
recommendation module in the run-time process instead of limiting it to recommendation at design-
time. The monitoring process has also been reviewed in order to confirm the role of the Security 
verification module at this stage. This implies a revision of the interfaces and interactions with the 
other work packages components. The preliminary work of understanding the positioning of WP4 
components in the overall Aniketos Architecture, which has been needed to stimulate the discussions 
of the Task Force and has lead to the update of some D1.2 outputs, is presented in Annex A.  

The second part of this section builds upon the methods proposed in section 4 to respond to threats in 
the Future Internet and how well the baseline techniques in D1.1 support these methods. It aims at 
mapping them to technical solutions that serve as a basis for WP4 design.  

As a final result of this section and as third part of it, a first design of WP4 components is proposed as 
well as technical requirements for the other work packages. 

5.1 Countermeasures exploitation during Aniketos lifecycle 

Section 4 describes thirty methods to deal with the changes and threats. The objective of this section is 
to translate these methods in more technical terms in order to precise how they will be handled by the 
Aniketos platform and the WP4 components. This step is preliminary in order to understand the early 
design of the WP4 interfaces detailed in Section 5.2. 

5.1.1 Countermeasures through Aniketos Lifecycle 

An investigation has been carried out in order to determine the countermeasures and the mechanisms 
that can be used to implement each of the thirty methods identified in Section 4. Table 15 in Appendix 
B details the possible implementations of these methods. This analysis lead to the identification of 
three categories (mechanisms) of countermeasures to implement the methods: security policies, 
security patterns, and monitoring controls. These categories are detailed in the following:  

 Security policies describe security constraints which can apply to different topics of the security 
field. A policy is expressed by a domain specific semantics and is usually stored in a repository 
requested by a Policy Decision Point. It can for example detail the list of access rights or 
delegation rights on a resource.  

 The security patterns represent principles to be respected in a composition of services. For 
example, redundancy can be expressed by a pattern in order to show that two different providers 
should be selected for single functionality.  

 The monitoring controls are set in advance at design-time in order to guarantee the ability to check 
and verify the effective compliance of the composed service to the countermeasures at run-time.  

Since the response to the threats are in majority covered by known-in-advance countermeasure, the 
proposition is to store the countermeasures in the Threat repository, and use them through the whole 
Aniketos lifecycle in order to prevent a composition from the known threats.  

The following table details how these different types of countermeasures are used during the different 
phases of the Aniketos lifecycle, that is to say at design-time, at deployment-time and at run-time.  
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Table 7: Countermeasures categories through Aniketos services lifecycle 

 Design-time Deployment-time Run-time 
Policy  The security policy is 

stored in the Threat 
repository. 

 According to the 
threats threatening the 
service composition, a 
security policy is 
suggested by the 
Threat 
recommendation 
module. 

 The constraint for the 
security policy is 
expressed in the 
security specification or 
agreement template of 
the composed service.  

 

 The composing 
services are selected by 
the secure composition 
planner so that the 
service composition 
can comply with the 
policy agreed on in the 
contract (matching of 
the offered policy with 
the required policy). 

 The policy can be 
stored in a Policy store 
(if a Policy 
Enforcement Point-
Policy Decision Point 
architecture is 
deployed). 

 The policy can be 
enforced by means 
of a PEP-PDP 
architecture.  

 Verification checks 
that the security 
policy of the 
composed service 
is compliant to the 
policy agreed on in 
the contract. 

Pattern  The pattern is stored in 
the Threat repository. 

 The pattern is 
suggested by the 
Threat 
recommendation 
module. 

 The constraint for the 
pattern is expressed in 
the security 
specification or 
agreement template of 
the composed service.  

 The composing 
services are enforced 
by the selection of the 
secure composition 
planner so that the 
service composition 
complies with the 
pattern as specified in 
the contract, i.e. the 
pattern is deployed. 

 Verification checks 
that the pattern is 
applied by the 
composed service 
as specified in the 
contract.  

Monitoring 
control 

 Monitoring controls 
are specified.  

 Deployed services 
register for monitoring 
according to the policy. 

 Security policy 
monitoring is 
running. 

 Notification is sent 
in case of a change 
or a violation of 
the contract. 

We note that there are few differences between the Security policies and the Security patterns. Both of 
them are stored in the Threat repository, both of them are used at design-time and deployment-time to 
provide composed services, both of them are verified at run-time. Nevertheless, in detail, they are not 
expressed by means of the same languages. They are not enforced by the same mechanisms, the 
patterns are enforced by the composition planner, the policies are enforced by a Policy Enforcement 
Point. They are not verified in the same plans, one being generic to all security concerns, the other 
being dedicated to the composition. 

5.1.2 Information model  

In the section of D1.2 dedicated to the System information model, Figure 17 Information model for 
Aniketos and its environment (next page) shows how the Security contract of a composed service is 
transformed from the Security specification model which includes symmetrically the security 
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properties, the trust relationship and the threats. The Threat response recommendation is composing 
the threat expression and is able to express countermeasures to the threats. 

The countermeasures shall be now detailed in order to show how the constraints expressed by the 
countermeasures can be reported in the security specifications and in the contracts and exploited by the 
Security verification module in order to check the adequacy of the composed service to the 
requirements on the threats.  

In Figure 7 below, detailed for the Changes and Threats, three types of countermeasures are shown: 

Security policies express generic security constraints in a domain specific language, with a 
dedicated semantics interpreted by a Policy Decision Point. For example, a policy can describe 
access control, or require the publication of the sub-contractors, or national regulation attached 
to a service, etc. A policy is expressed by a domain specific semantics and is usually stored in 
a repository requested by a Policy Decision Point. For example, in order to express the access 
of a user to a resource, the following language could be used:Access(user, resource, right, 
context), where user is the user, resource a resource, right the type of right the user has on the 
resource, for example read, write, create, delete, delegate right, etc, and context some 
contextual information. 
Appendix B lists the security patterns identified which can be mandatory to implement for the 
composed service, as should be specified in the services security specification. 
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 class Information Model

Security property

- description:  String
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Figure 5: Reproduction of D1.2 fig.17 Information model for Aniketos and its environment 

 

 Security patterns describe solutions in the secure composition plan. These solutions should 
be used during deployment-time and run-time by the service composition process in order to 
propose composite service complying to appropriate and secure design. Patterns are stored as 
countermeasures in the Threat repository. The language used to describe the pattern shall be 
discussed in order to match the different background techniques (see Section 5.3). Examples 
of such languages can be Aniketos Socio-Technical Modelling Language, BPMN, Security & 
Dependability patterns used in the SERENITY, Compliance Request Language Tools used in 
COMPAS, etc. The same pattern can be translated in several different pattern languages in 
order to be interpreted by different backgrounds. D3.1 gives examples of Security patterns:  
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Consider a situation in the figure below, when a service provider composes three services (S1, 
S2, and S3) to provide a composed web service for its user. Service S2 provides access point 
for users to logon and interacts with S1 and S3 to implement certain tasks. In this case, a 
secured access point to S2 is enough to protect the composed system as a whole. To prove that 
S2 is able to provide such satisfactory protection, several security properties of the service S2, 
such as encryption algorithm used, strength of firewall, and up to date status of anti-virus 
software, will be examined to certain level of security. Besides, assume later on the service S3 
is also to provide direct access to the users in order to enrich the provided service range. Then 
the same requirements will be applied to S3 in order to have consistent security settings for the 
entire system. 

 
Figure 6: Secure access to a composition 

Therefore, to enforce secure access (And that is a security pattern!) in a composed system, the 
secure access pattern consists of two steps: 

1. Find all the services that offers direct access to the user; 

2. Services from step 1 must have their access points properly secured, i.e. satisfy a 
set of security requirements in relation to secure access.  

A pattern is considered as successfully imposed only when all its steps are followed and all the 
requirements are fulfilled. Because the situation may change over time, taking the example of 
service S3 in the previous case, the pattern has to be applied to the right services in time. 
Therefore the pattern examining is likely a continuously looped process. 

Appendix B lists the security patterns identified which can be mandatory to implement for the 
composed service, as should be specified in the services security specification 

 The monitoring control shall be specified, as well as logs. Monitoring and logs serve two 
main purposes. The first is to guaranty an early reaction of the Aniketos platform in case of a 
change or threat. The second is to guaranty that traces can be produced to analyse online or 
off-line any breach or dysfunction of the system.Appendix B lists the monitoring controls 
needed to react and trace Aniketos compliant services 
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Figure 7: Information model related to the Changes and Threats (update of D1.2 fig. 17) 

Further definitions have been agreed in the discussions between WP2 and WP3:  

 agreement template: the policies that the provider guarantees; 
 consumer's security policies: the policies the consumer wants to be guaranteed; 
 contract: the policies the provider and the consumer have agreed on. 
 

Figure 18. Messages related to Aniketos platform in D1.2 exposes the structure of a notification 
message. Three types of messages are related to threats: 

 A notification message is sent when a Threat level change is detected; 
 A registration message is used when a service wants to register to a class of threats 

notification and threat countermeasure compliance; 
 A Selection support request and Selection support response are used to send recommendations 

of new compositions compliant to threat countermeasures. 
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 class Information Model Messages

Notification

- description:  String
- notifier:  String
- Receiver:  Identity
- type:  String
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change

Security property 
change

Message

Security v erification request
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- Relationship:  Trust relationship
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- Prediction:  Trustworthiness
- Relationship:  Trust relationship

Selection support request

- Required:  Composition template
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- Offered set:  Populated composition plan
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- Required:  Aniketos compliant specification
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Figure 8: Reproduction of D1.2 fig.18. Messages related to Aniketos platform 

5.2 First design for response to changes and threats 

The interfaces proposed in this sub-section are proposals for a refinement of the interfaces presented in 
D1.2. The goal is to provide the means to express the technical methods proposed in section 4. As far, 
they should be considered as theoretical options for WP4, needing a confrontation with WP1, WP2, 
WP3 and WP5 and a consolidation with regards to the background, both coming in the second year of 
the project. 

5.2.1 Descriptions of WP4 components in the Aniketos platform 

In Section 3.2 of D1.2, Table 4 recalls the Descriptions of components in the Aniketos platform and 
their assignment to the different Work Packages. The four components below are related to WP4: 
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 Service threat monitoring module: This module detects and observes changes or threats at run-
time and notifies corresponding components when there is a change of threat level. It also updates 
the threat information in the threat repository at run-time 

 Notification module: This module provides a notification mechanism for services created with 
the Aniketos platform with respect to changes in the Environment (including detected failures of 
contracts and trustworthiness values) and threats. After environment change or threat detection, an 
adaptation is computed with regard to the agreed trust level and the security properties of a 
service. Such adaptation is then notified to the responsible entities. 

 Threat response recommendation module: This module provides recommendations for threat 
response at run-time, such as a general plan for the intelligence that will compute the appropriate 
response. The recommendations are uploaded to the threat repository module to be used by 
interested services. At design time, services created with the Aniketos platform will consult the 
recommendations to include the threat response capability in order to make services threat aware. 

 Threat repository module: This module is part of the Community support and contains a 
repository of threats, dynamically updated, with information about the threat type and 
recommended response. At design time, the developer creating the socio-technical security model 
of the service (composition) will look up the threat repository, subscribe to relevant threat types 
and incorporate corresponding threat response capabilities according to the threat response 
recommendations. Run-time response mechanisms might also be stored here if such patterns 
exists. 

 
Figure 9: WP4 components in D1.2 fig. 20 Components in the Aniketos platform and in the 

environment 

Section 4.2 of D1.2 presents a system decomposition model. The components related with WP4 are 
tagged with a red sign.  
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5.2.2 Requirements analysis 

Also, from D1.2 we have a subset of requirements that are relevant to WP4. These requirements 
impact heavily on the run-time functionality of the modules above. Table 8 shows the run-time 
requirements as a subset of the overall requirements of D1.2. The first column lists the requirement 
identification number as introduced in D1.2. In the next column, we have the WP4-internal 
identification number. Then the name of the requirement, a further description, and finally the number 
of the scenario where the requirement was defined on D1.2 is listed. These requirements are also listed 
at the end of the section describing the component that they impact on. 

After the transverse task force related to the role of WP4 components in Aniketos platform, we 
propose to add the following requirement to the list above:  

Table 8: Run-time requirements for responses to changes and threats 

No. WP4
-No. 

Requirement Description Scenario 

S01A-2 1 Notify about 
trust change 

A composite service should be able to 
subscribe to notifications if some of the 
services they consume change trust properties 

Scenario 1A 

S03A-1 2 Notify about 
vulnerabilities 

The Aniketos platform should support 
publishing of detected vulnerabilities to the 
relevant parties 

Scenario 3A 

S03A-2 3 Vulnerability 
binding 

Aniketos platform should allow a vulnerability 
to be tied to a specific service component or a 
composition. 

Scenario 3A 

S11B-1 4 Traceable 
messages 

Messages and notifications should be traceable Scenario 11B 

S14A-1 5 Notify about 
change in 
security level 

The Aniketos platform should notify all service 
developers (along with the composite service 
providers) if the security level of a service 
changes. 

Scenario 
14A 

S19A-1 6 Threat binding 
to installed 
components 

The Aniketos platform should inform trace 
threat to affected component and where they 
are installed in order to provide updates 

Scenario 
19A 

S25A-4 7 Inform when 
security or 
trust has been 
reduced 

The Aniketos platform should inform service 
composer when composition has reduced 
security functionality or trustworthiness 

Scenario 
25A 

S27A-1 8 Detect 
changes in 
threat level 

The platform must support the detection of 
changes in threat level and security 
requirements at runtime. 

Scenario 
27A 

S32A-3 9 Alert when no 
security match 
can be found 

In case a composition can't be amended to 
match a security policy, action needs to be 
taken (e.g. by alerting an administrator). 

Scenario 
32A 
 

Table 9: Additional proposed requirements from WP4 

 10 Notify about 
impacting 
change or 
threat. 

The Aniketos platform should notify a service 
about a change or a threat which leads to a 
violation of the contract. 
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The next section presents an early design of the components. Each section ends with a short 
explanation of the way the different modules cover the requirements. Here is a table summarizing the 
coverage of the requirements by the WP4 modules. 

5.2.3 WP4 components design 

5.2.3.1 Threat repository module 

Description:  
The Threat repository module is a database containing a list of threats and their associated 
countermeasures. According to the precisions on countermeasures proposed above, the 
countermeasures stored in the Threat repository can be either security policies, or security patterns or 
monitoring controls. 
 
The Threat repository module interacts with three other components:  

 Community support module 
 Socio-technical security modeling tool  
 Threat response recommendation module 

Table 10: Coverage of the requirements by the WP4 modules 

No. WP4-
No. 

Requirement Threat 
repository 

module 

Service threat 
monitoring 

module 

Threat response 
recommendation 

module 

Notification 
module 

S01A-
2 

1 Notify about trust 
change 

   X 

S03A-
1 

2 Notify about 
vulnerabilities 

X    

S03A-
2 

3 Vulnerability 
binding 

X X   

S11B-
1 

4 Traceable messages  X  X 

S14A-
1 

5 Notify about change 
in security level 

   X 

S19A-
1 

6 Threat binding to 
installed 
components 

X X   

S25A-
4 

7 Inform when 
security or trust has 
been reduced 

   X 

S27A-
1 

8 Detect changes in 
threat level 

 X   

S32A-
3 

9 Alert when no 
security match can 
be found 

  X  

 10 Notify about 
impacting change or 
threat. 

   X 
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The Threat repository module is used by the community to dynamically update the repository of 
threats and countermeasures (Figure 48 in D1.2, Processes for enriching the Aniketos platform at 
run-time).  
It is involved in the specification of a composed service (Figure 38 in D1.2, Aniketos design time 
service specification process) where the Socio-technical security modeling tool sends a 
getCountermeasures(ServiceSpecification, null, null): (ThreatIDs, counterMID, counterMType, 
counterMDesc) request for a given service specification. The Threat repository module gets the 
request and sends back adapted answers to the Socio-technical security modeling tool for it to build an 
Aniketos compliant specification. 
The Threat repository module is also called at run-time by the Threat response recommendation 
module in order to provide the responses to the threats, that is to say to find the countermeasures to the 
threats.  
 
There are two main functionalities handled by the Threat repository: 

 Set the information stored in the repository. These functionalities enable the users of the 
community to add, update, or delete the threats and associated countermeasures in the 
repository.  

 Get the information stored in the repository. These functionalities enable the users of the 
community at design-time and the Threat response recommendation module at run-time to get 
the threats and associated countermeasures in the repository.  

Interfaces: IThreatRepository 
Method Name addThreat(ServiceSpecifications, SecuritySpecifications, 

threatDesc, counterMIDs): threatID 
Method 
Definition/Description 

Add the threats in the repository. 

Method input attributes 
(data model) 

 

Name Type Description 
threatID String A unique identifier for the threat 
ServiceSpecifications ServiceSpecification Optional: ServiceSpecifications to 

which the threat applies 
SecuritySpecifications SecuritySpecification Optional: SecuritySpecifications to 

which the threat applies 
threatDesc String Description of the threat in plain text 
counterMIDs counterMID Optional: Countermeasures that can 

apply to the threat 
 

Dependency with other 
components 

Serves Community support module. 
 

 
Method Name updateThreat(threatID, ServiceSpecifications, 

SecuritySpecifications, threatDesc): void 
Method 
Definition/Description 

Update the threats in the repository. 

Method input attributes 
(data model) 

 

Name Type Description 
threatID String A unique identifier for the threat 
ServiceSpecifications ServiceSpecification Optional: ServiceSpecifications to 

which the threat applies 
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SecuritySpecifications SecuritySpecification Optional: SecuritySpecifications to 
which the threat applies 

threatDesc String Description of the threat in plain text 
Dependency with other 
components 

Serves Community support module 
 

Method Name deleteThreat(threatID): void 
Method 
Definition/Description 

Delete the threats in the repository. 

Method input attributes 
(data model) 

 

Name Type Description 
ThreatID String A unique identifier for the threat 
Dependency with other 
components 

Serves Community support module. 
 

 
Method Name getThreats(ServiceSpecifications, SecuritySpecifications): 

(threatID, threatDesc, counterMIDs) 
Method 
Definition/Description 

Get the threats in the repository. 

Method input attributes 
(data model) 

 

Name Type Description 
   
ServiceSpecifications ServiceSpecification Optional: ServiceSpecifications to 

which the threat applies 
SecuritySpecifications SecuritySpecification Optional: SecuritySpecifications to 

which the threat applies 
RETURN (threatID, threatDesc, 

counterMIDs) 
The threats which correspond to either a 
ServiceSpecification, or a 
SecuritySpecification, as well as the full 
attributes of the Threats, ie a unique 
identifier for the threat, a description of 
the threat in plain text, and optionally 
the countermeasures that can apply to 
the threat.  

Dependency with other 
components 

Serves Community support module and the Model transformation 
module. 

 
Method Name addCountermeasure(relatedThreat, counterMType, counterMDesc): 

counterMID 
Method 
Definition/Description 

Add a countermeasure in the Threat repository. 

Method input attributes 
(data model) 

 

Name Type Description 
counterMID String A unique identifier for the 

countermeasure 
relatedThreats threatID Threats to which the countermeasure 

applies 
counterMType Policy, pattern, The type of the countermeasure 
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monitoring control according to the proposed classification 
in section 5.2. 

counterMDesc String Description of the countermeasure, 
either in plain text or as a pattern 

Dependency with other 
components 

Serves Community support module 
 

 
Method Name updateCountermeasure(counterMID, relatedThreat, counterMType, 

counterMDesc):void 
Method 
Definition/Description 

Update a countermeasure in the Threat repository 

Method input attributes 
(data model) 

 

Name Type Description 
counterMID String A unique identifier for the countermeasure 
relatedThreats ThreatID Threats to which the countermeasure 

applies 
counterMType Policy, pattern, 

monitoring control 
The type of the countermeasure according 
to the proposed classification in section 
5.2. 

counterMDesc String Description of the countermeasure, either 
in plain text or as a pattern 

Dependency with other 
components 

Serves Community support module. 
 

 
Method Name deleteCountermeasure(counterMID): void 
Method 
Definition/Description 

Delete a countermeasure from the Threat repository. 

Method input attributes 
(data model) 

 

Name Type Description 
counterMID String A unique identifier for the countermeasure 
Dependency with other 
components 

Serves Community support module. 

 
Method Name getCountermeasures(ServiceSpecification, SecuritySpecification, 

ThreatID): (ThreatIDs, counterMID, counterMType, 
counterMDesc) 

Method 
Definition/Description 

Get from the Threat repository the list of the countermeasures and 
their attributes which harden a given ServiceSpecification, a given 
SecuritySpecification or a given Threat.  

Method input attributes 
(data model) 

 

Name Type Description 
ServiceSpecification ServiceSpecification Optional: a ServiceSpecification to be 

hardened 
SecuritySpecification SecuritySpecification Optional: a SecuritySpecification to be 

hardened 
ThreatID String Optional: a Threat to be hardened 
RETURN (ThreatIDs, counterMID, The countermeasures which 
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counterMType, 
counterMDesc) 

correspond to either a 
ServiceSpecification, or a 
SecuritySpecification, or a ThreatID, 
as well as the full attributes of the 
countermeasures and the ThreatIDs 
they counter. 

Dependency with other 
components 

Serves: 
 Community support module 
 Threat response recommendation module 
 Socio-technical security modelling tool 
 Service threat monitoring module 

 

Table 11 lists the requirements of the threat repository module in more detail. 

Table 11: Requirements of the threat repository module 

For S03A-2, the Threat repository publishes threats and countermeasures. Alerts are sent by the 
Notification module in case of changes or threats. 
S03A-2 and S19A-1 rely on the Transformation module, which might need the getThreats and the 
getCountermeasures methods of the IThreatRepository interface.  
 
Requirements for WP1: 
Publish the format of the ServiceSpecification and SecuritySpecification.  
The Model transformation module might need two requests to the Threat repository to 

1) get the threats related to the service specification and the security specifications of the service 
2) get the countermeasures related to the threats. 

5.2.3.2 Service threat monitoring module 

Description:  
The Service threat monitoring module is invoked at deployment-time when a new service is deployed 
and registers to the monitoring service according the specifications reported in the contract.  
The Service threat monitoring module acts mostly as a daemon at run-time in charge of gathering 
monitoring controls for the deployed services, to store the gathered information in a log, and to send 
alerts to the notification module in case: 
 The threat level has changed, 
 The contract has been violated with respect to the implementation of the requested 

countermeasures. 

Note that only the controls related to the threat countermeasures are monitored by the Service threat 
monitoring. The security properties and trustworthiness have independent monitoring modules able to 

No. WP4
-No. 

Requirement Description Scenario 

S03A-1 2 Notify about 
vulnerabilities 

The Aniketos platform should support 
publishing of detected vulnerabilities to the 
relevant parties. 

Scenario 3A 

S03A-2 3 Vulnerability 
binding 

Aniketos platform should allow a vulnerability 
to be tied to a specific service component or a 
composition. 

Scenario 3A 

S19A-1 6 Threat binding 
to installed 
components 

The Aniketos platform should inform trace 
threat to affected component and where they 
are installed in order to provide updates. 

Scenario 
19A 
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send notifications in case of a change in the security properties resp. the trust level, and in case of a 
contract violation.  

The Service threat monitoring module interacts with the following components: 

 The Model transformation module, 

 The Aniketos MarketPlace, directly or through the Model transformation module, 

 The service monitoring module of the Environment, and any source of monitoring and events,  

 The notification module. 

At deployment-time, the new composed service registers for monitoring (Figure 41 in D1.2, Aniketos 
design time service assembly and deployment process). The Service composition framework sends a 
registerForAlert(Registration) to the Notification module which sends back a 
bindServiceThreat(Service, AniketosCompliantSpecification) to the Model transformation module. 
The Model transformation module extracts the monitoring controls from the 
AniketosCompliantSpecification and sends a bindServiceToThreatMonitoring(Service, counterMID, 
counterMDesc) to the Service threat monitoring module. 

A symmetric unBind request shall be sent when the service is removed from the Aniketos 
Marketplace, or when it is modified. 

At run-time, the Service threat monitoring module receives events from the Service monitoring 
module of the Environment, based on the monitoring of a composing service. The Service threat 
monitoring module then diagnoses for a change in the Threat level or for a Contract violation of a 
Service as registered in the Marketplace, and sends back an alert to the Notification module.  

There are four main functionalities handled by the Service threat monitoring module: 

 Registering (bind and unbind) the list of the services to be monitored as well as the mapping of the 
monitoring control towards the composing services and the monitoring agents.  

 Logging events and performing the diagnosis of a change of threat level or of a contract violation 
 Sending the requested logs to the Service Threat recommendation module 
 Sending alerts to the Notification module.  
 
Interfaces: IThreatMonitoring 
Method Name bindServiceToThreatMonitoring(Service, counterMID, counterMDesc): 

(composingService, monSource, eventType) 
Method 
Definition/Description 

Registers to the monitoring module a Service with the associated 
monitoring controls for the service. counterMID refers to 
countermeasures which counterMType is of type monitoring control.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String The deployed service as registered in the 

Aniketos Marketplace. 
counterMID String The unique identifier of monitoring control 

to which the service subscribes.  
counterMDesc String Description of the countermeasure, either in 

plain text or as a pattern. 
RETURN (composingService, 

monSource, eventType) 
The list of the composingServices associated 
with the Monitoring source and the event 
type. 

Dependency with other 
components 

Serves the Model transformation module, ie receives the command to 
register a service for it to be monitored.  
As shown in Figure 40 in D1.2, Aniketos design time service validation 



88   D4.1 Methods and design for the response to changes and threats 

 

and contract establishment, the Transformation module gets a 
registerForAlert(Registration) request from the Notification module and 
transforms it into a bindServiceToThreat(Service, Threat).  

 Needs a call to the Marketplace or the Transformation module in order 
to be able to decompose the request on the Service in elementary 
monitoring constraints on the composingServices. 

 Needs to register towards the monitoring sources of the events, ie the 
Service Monitoring Module of the Environment or any other Aniketos 
monitoring module.  
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Method Name unBindServiceToThreatMonitoring(Service): (composingService, 
monSource, eventType) 

Method 
Definition/Description 

Remove from the monitoring module a Service with the associated 
monitoring controls for the service.  

Method input attributes 
(data model) 

 

Name Type Description 
Service string The deployed service  
RETURN (composingService, 

monSource, eventType) 
The list of the composingServices 
associated with the Monitoring 
source and the event type. 

Dependency with other 
components 

Serves the Aniketos MarketPlace or the Transformation module, ie 
receives the command to remove the service from the list of 
services to be monitored. 

 
Method Name getServiceLog(Service, counterMID, fromDate, fromTime): 

(composingService, monSource, counterMID, eventType, 
eventDesc, date, time) 

Method 
Definition/Description 

Sends a selection of the event logs related to a given Service, 
optionally a given countermeasure and starting from a given past 
date.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String The service for which all the related 

events should be sent.  
counterMID String Optional 

The monitoring control ID of the 
event which should be sent as 
defined in the specifications and the 
threat repository, corresponding to 
the event. 

fromDate, fromTime String, String The Date and time from which all 
the event regarding the Service and 
possibly the countermeasure should 
be sent.  

RETURN (composingService, 
monSource, counterMID, 
eventType, eventDesc, 
date, time) 

A list of logs where 
composingService is the 
composingService counterMID the 
countermeasure, eventType the type 
of event, eventDesc the description 
of the event, date and time the date 
and time of the event concerned by 
the log.  

Dependency with other 
components 

Serves the Service threat recommendation module 
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Interfaces: IThreatEvent 
Method Name threatEvent(Service, composingService, monSource, counterMID, 

eventType, eventDesc, date, time): void 
Method 
Definition/Description 

Receives an event from the Service monitoring module of the 
Environment and logs it.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String Optional 

The service on which the event is 
related as referenced in the 
MarketPlace.  

composingService String The service on which the event has 
been detected. 

serviceProvider String The service providers of the service 
on which the event has been 
detected.  

monSource String Monitoring source element which 
sent the Event 

couterMID String Optional 
The monitoring control ID as 
defined in the specifications and the 
threat repository, corresponding to 
the event. 

eventType String An ID code reported by the 
monitoring source 

eventDesc String More contextual information 
reported by the source 
(for example, ContextChange blabla, 
ServiceChange blabla etc.) 

date String Date of the event 
time String Time of the event 
Dependency with other 
components 

Serves the Service monitoring module of the Environment, ie 
receives the event and treats it. 

 All events received are logged.  
 May trigger an alert.  
 
Interfaces: IAlert 
Method Name alert(Service, composingService, serviceProvider, monSource, 

counterMID, eventType, eventDesc, date, time): (Service, counterMID, 
alertType, alertDesc) 

Method 
Definition/Description 

Sends an alert to the Notification module after diagnosis of a change or 
threat.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String Optional 

The service on which the event is related as 
referenced in the MarketPlace.  

composingService String The service on which the event has been  
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detected. 
serviceProvider String The service providers of the service on 

which the event has been detected.  
monSource String Monitoring source element which sent the 

Event 
counterMID String Optional 

The monitoring control ID as defined in the 
specifications and the threat repository, 
corresponding to the event. 

eventType String An ID code reported by the monitoring 
source 

eventDesc String More contextual information reported by the 
source 

date String Date of the event 
time String Time of the event 
RETURN 
 

(Service, counterMID, 
alertType, alertvalue, 
alertDesc) 

Where Service is the service on which the 
event is related as referenced in the 
MarketPlace. 
Where counterMID is the monitoring control 
ID as defined in the specifications and the 
threat repository, corresponding to the event. 
Where alertType is any type of alert to be 
sent to the Notification module: 
 ServiceChange 
 ContextChange 
 ThreatLevelChange 
 ContractViolation*Note that the Service 

Threat Monitoring module will only send 
these type of alerts.  
The other types are taken in charge by the 
Monitor trustworthiness module and the 
Security policy monitoring module. 

AlertValue is a value of monitored parameter 
And alertDesc a description of the Alert 

Dependency with other 
components 

Sends alerts to the Notification module, i.e. is Client of the IAlert 
Interface of the Notification module. 

 
Service Threat monitoring module Interface dependency 
Dependency with other 
components 

Service Threat monitoring module might be client of the 
IThreatRepository Interface of the Threat repository Module 
 

 
Table 12 lists the requirements of the service threat monitoring module in more detail. 
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Table 12: Requirements of the service threat monitoring module 

 
S03A-2 and S19A-1, are related to the bindServiceToThreatMonitoring method. They also rely on the 
Transformation module, which may need requests to the Threat repository module to solve it.  
S11B-1 is implemented by the getServiceLog method.  
For S27A-1, the detection of a change in the threat level is supported by the monitoring module, both 
the IThreatEvent and the IAlert interfaces. 
 
Requirements for WP1: 
Publish the format of Service, AniketosCompliantSpecification 
Precise the interfaces of the AniketosMarketplace and of the Transformation module. 

5.2.3.3 Threat response recommendation module 

The Threat response recommendation module works mainly during the validation phase. When 
invoked by the verification module, it checks for the compliance of a service towards the contract, and 
recommends for re-composition or reconfiguration if needed.  

 
The Threat response recommendation module interacts mainly with four other components:  

 Threat repository module 
 Verification module, and possibly behind the contract negociation module 
 Aniketos MarketPlace 
 Service Threat monitoring module 
Later work with WP2/WP3 will confirm if the threat response recommendation module shall 
interact with the security property determination module.  

At Design-time, during service validation (Figure 40 in D1.2, Aniketos design time service validation 
and contract establishment), the Security verification module performs a verification of the secure 
composition sent by the Secure composition planner to Service composition framework of the 
environment. The Threat response recommendation module is invoked by the Security verification 
module at that stage, before the contract negotiation. The only possible checking at that stage is to 
verify that the selected services as composed by the secure composition planner comply with the 
specification.  

At run-time, during the Service validation (Figure 43 in D1.2, Aniketos run-time service validation 
process), a validateService(PopulatedCompositionPlan, CompositionContract):DecisionOnAction 
sent by the (re) composition agent to the Service Run-time Environment, which is forwarded as a 

No. WP4
-No. 

Requirement Description Scenario 

S03A-2 3 Vulnerability 
binding 

Aniketos platform should allow a vulnerability 
to be tied to a specific service component or a 
composition. 

Scenario 3A 

S11B-1 4 Traceable 
messages 

Messages and notifications should be traceable. Scenario 11B 

S19A-1 6 Threat binding 
to installed 
components 

The Aniketos platform should inform trace 
threat to affected component and where they 
are installed in order to provide updates. 

Scenario 
19A 
 

S27A-1 8 Detect 
changes in 
threat level 

The platform must support the detection of 
changes in threat level and security 
requirements at runtime. 

Scenario 
27A 
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analyseSecureComposition(SecurityVerificationRequest):SecurityVerificationResult to the Security 
verification module for a Service validation. 
Still during run-time, any change or threat triggers a 
analyseSecureComposition(SecurityVerificationRequest):SecurityVerificationResult sent to the 
Security verification module for a Service validation (Figure 46 in D1.2, Aniketos run-time 
monitoring). The Threat response recommendation module is invoked by the Security verification 
module.  
At run-time, for both service validation and service recomposition, the verification module checks the 
compliance of the composed service towards the contract. Regarding the threats, it means that the 
running service, as known through the monitoring controls, should comply with the patterns, the 
policies and the monitoring controls stored in the contract. Threat response recommendation module 
gets the Service ID from the Security verification module, collects all information corresponding to 
this ID from the logs, gets the contracts from the Marketplace, and checks then the compliance of the 
service to the contract.  
 
There are two main functionalities handled by the Threat response recommendation module: 

 Check the countermeasures of selected services towards the secure specification. These 
functionalities enable the users of the community to add, update, or delete the threats and 
associated countermeasures in the repository.  

 Check the actual countermeasures of the running service at run-time towards the 
contract. These functionalities enable the users of the community at design-time and the 
Threat response recommendation module at run-time to get the threats and associated 
countermeasures in the repository.  

 
Interfaces: IThreatResponseRecomm 
Method Name checkCountermeasuresImplemTwSpec (service): (counterMID, 

nonComplianceTwSpecDesc) 
Method Definition/Description Checks the compliance of a service to the countermeasures 

specified in the Security specification. At that stage, only patterns 
and some of the security policies can be checked, ie 
countermeasures where counterMType is set to pattern or policy.  

Method input attributes (data 
model) 

 

Name Type Description 
Service String The Service as it is referred to in the Aniketos 

Marketplace 
RETURN  (counterMID, 

nonComplianceTwSpecDesc)
A list of non-compliant countermeasures, ie 
countermeasures which are not implemented by 
the selected services, where counterMID is the 
unique identifier for the countermeasure not 
implemented, and nonComplianceTwSpecDesc a 
description of the non-compliance. This field can 
be set at unknown.  
If the list is null, then the service is compliant to 
its specification. 

Dependency with other 
components 

 Serves the Security verification module. 

 Needs to send requests to the MarketPlace 
discoverService(DiscoveryRequest): DiscoveryResponse to get the 
PopulatedCompositionPlan 
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 Needs a request getCountermeasures(ServiceSpecification, 
SecuritySpecification, ThreatID): (ThreatIDs, counterMID, 
counterMType, counterMDesc) to the IThreatRepository 
Interface of the Threat repository Module 

 
Method Name checkCountermeasuresImplemTwContract (service): 

(counterMID, nonComplianceTwContractDesc) 
Method Definition/Description Checks the compliance of a service to the countermeasures 

specified in the Security specification. At that stage, all the 
patterns, security policies and monitoring controls can be 
checked.  

Method input attributes (data 
model) 

 

Name Type Description 
Service String The Service as it is referred to in the Aniketos 

Marketplace 
RETURN  (counterMID, 

nonComplianceTwContractDesc)
A list of non-compliant countermeasures, ie 
countermeasures which are not implemented 
by the selected services, where counterMID is 
the unique identifier for the countermeasure 
not implemented, and 
nonComplianceTwContractDesc a description 
of the non-compliance. This field can be set at 
unknown.  
If the list is null, then the service is compliant 
to the contract. 

Dependency with other 
components 

Serves the Security Verification module. 

 Needs to send requests to the MarketPlace: 
- discoverService(DiscoveryRequest): DiscoveryResponse 

to get the PopulatedCompositionPlan  
- getSecurityDescriptor(Service): SecurityDescriptor to 

get the CompositionContract 
 Needs a request getServiceLog(Service, counterMID, fromDate, 

fromTime): (composingService, monSource, counterMID, 
eventType, eventDesc, date, time) to the Service threat 
monitoring module. 

 Needs a request getCountermeasures(ServiceSpecification, 
SecuritySpecification, ThreatID): (ThreatIDs, counterMID, 
counterMType, counterMDesc) to the IThreatRepository 
Interface of the Threat repository Module 

Table 13 lists the requirements of the threat response recommendation module in more detail. 

Table 13: Requirements of the threat response recommendation module 

 

No. WP4
-No. 

Requirement Description Scenario 

S32A-3 9 Alert when no 
security match 
can be found 

In case a composition can't be amended to 
match a security policy, action needs to be 
taken (e.g. by alerting an administrator). 

Scenario 
32A 
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S32A-3 is implemented through the IThreatResponseRecomm interface. 
 
Requirements for WP1: 
Publish the format of the ServiceVerificationRequest, SecurityVerificationResult, DiscoveryRequest, 
SecurityDescriptor  

5.2.3.4 Notification module 

As indicated in D1.2, the notification mechanism can be based on publish/subscribe paradigm. In such 
case, the notification module can forward notifications to relevant subscribers according to the 
subscription criteria such as the alert/notification types and thresholds (cf. the 
determineMonAndAlert() method provided by the contract negotiation module in Figure 24 in D1.2). 
The subscribers can be relevant services or end-users in the environment, or other Aniketos platform 
components. For example, change notifications can be sent to the service threat monitoring module for 
threat analysis. 

The notification module interacts with the following components: 
 The service monitoring module of the Environment, the Service threat monitoring module, the 

Security policy monitoring module, the Monitor Trustworthiness module, and any source of 
monitoring and events,  

 The Security Verification module, 
 The Model transformation module, 
 Any component or service which has registered for alerts.  
 

At run-time, each time a monitoring module from the Aniketos environment (i.e. the Service threat 
monitoring module, the Security policy monitoring module or the Monitor Trustworthiness module) 
diagnoses a change or a contract violation, it sends an alert to the Notification module (Figure 46 in 
D1.2, Aniketos run-time monitoring). The Notification module sends then: 

 Either the alert in a publish/subscribe mode to the components or services which have 
subscribe to it according a given threshold. This goes along with a registration interface to the 
publish/subscribe mechanism. This is the IAlert interface. 

 Or a analyseSecureComposition(SecurityVerificationRequest) to the Security Verification 
module. This is the ISecurityVerification interface. 

 

As shown in Figure 42 in D1.2, Aniketos run-time service provision process, after a service is re-
adapted by means of the Model transformation module which generates a 
generateSecurityDescriptor(AniketosCompliantSpecification): SecurityDescriptor, the Notification 
module will notify the run-time environment about changes related to trust and security properties as 
well as threat situation.  

This is the INotification interface. 

There are three main functionalities handled by the Notification module: 

 Receive alerts, send alerts in a publish/subscribe mode, and register/unregister the 
services or module to that service, 

 Notify the Service run-time environment for a reconfiguration or a re-composition 

 Send verification requests to the security verification module when alerts are received. 
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Interfaces: IAlert  
 
Method Name receivedAlert(Service, counterMID, alertType, alertValue, 

alertDesc): void 
Method 
Definition/Description 

Receives an alert from the Service threat monitoring module (and 
possibly the Monitor trustworthiness module and the Security 
policy monitoring module) in a Request/Reply mode. 
Resp. Publishes an alert in a Publish.Subscribe mode. 

Method input attributes 
(data model) 

 

Name Type Description 
Service  The service on which the event is related as 

referenced in the MarketPlace. 
CounterMID String The monitoring control ID as defined in the 

specifications and the threat repository, 
corresponding to the event. 

AlertType String Any type of alert to be sent to the Notification 
module: 
 ServiceChange 
 ContextChange 
 ThreatLevelChange 
 SecurityPropertyChange 
 TrustLevelChange 
 ContractChange 
 ContractViolation 

AlertValue String A value of monitored parameter 
AlertDesc String A description of the Alert 
Dependency with other 
components 

Receives alerts from Service threat monitoring module (and 
possibly the Monitor trustworthiness module and the Security 
policy monitoring module) 

 
 
Method Name publishedAlert(): alertChannelID, Service, counterMID, alertType, 

alertValue, alertDesc 
Method 
Definition/Description 

Publishes an alert in a Publish/Subscribe mode. 

Method input attributes 
(data model) 

All attributes are RETURN attributes 

Name Type Description 
alertChannelID String Instead of sending the list of the subscribers in the 

head of the message, the publisher and the 
subscriber will share a channel ID for the type of 
alert (alertChannelID) of the same type of 
priorities. If there are two alertThresholds for the 
same alertType, two alertChannelIDs are needed. 

Service  The service on which the event is related as 
referenced in the MarketPlace. 

counterMID String The monitoring control ID as defined in the 
specifications and the threat repository, 
corresponding to the event. 
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alertType String any type of alert to be sent to the Notification 
module: 
 ServiceChange 
 ContextChange 
 ThreatLevelChange 
 SecurityPropertyChange 
 TrustLevelChange 
 ContractChange 
 ContractViolation 

AlertValue String a value of monitored parameter 
AlertDesc String a description of the Alert 
Dependency with other 
components 

Publishes alerts to any module or service which has subscribed to 
the alert with a given threshold. 

 
 
Method Name registerForAlert(Service, alertType, alertThreshold): 

alertChannelID 
Method 
Definition/Description 

Registers a service to receive alerts in a publish/subscribe mode.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String An Aniketos compliant Service or an 

Interface of an Aniketos module. 
alertType ServiceChange 

ContextChange 
TrustLevelChange 
ThreatLevelChange 
SecurityPropertyChange 
ContractChange 
ContractViolation 
To be extended 

Any type of alert to be sent to the 
Notification module 

alertThreshold String The threshold above which the alert 
should be sent.  

RETURN alertChannelID Instead of sending the list of the 
subscribers in the head of the message, 
the publisher and the subscriber will 
share a channel ID for the type of alert 
(alertChannelID) of the same type of 
priorities. If there are two 
alertThresholds for the same 
alertType, two alertChannelIDs are 
needed. 

Dependency with other 
components 

This method depends on the determineMonAndAlert() method 
provided by the contract negotiation module in Figure 24 of D1.2, 
in the process shown in Figure 40 of D1.2 Aniketos design time 
service validation and contract establishment.  

 When the Model transformation module sends a registerForAlert 
request, it should also send a bindServiceToThreat to the Service 
threat monitoring module. 
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Method Name unRegisterForAlert(Service, alertType, alertThreshold): 
alertChannelID 

Method 
Definition/Description 

Unregisters a service from the publish/subscribe service for the 
alerts.  

Method input attributes 
(data model) 

 

Name Type Description 
Service String An Aniketos compliant Service or an 

Interface of an Aniketos module. 
alertType ServiceChange 

ContextChange 
TrustLevelChange 
ThreatLevelChange 
SecurityPropertyChange 
ContractChange 
ContractViolation 
To be extended 

Any type of alert to be sent to the 
Notification module 

alertThreshold String The threshold above which the alert 
should be sent.  

RETURN alertChannelID Instead of sending the list of the 
subscribers in the head of the message, 
the publisher and the subscriber will 
share a channel ID for the type of alert 
(alertChannelID) of the same type of 
priorities. If there are two 
alertThresholds for the same 
alertType, two alertChannelIDs are 
needed. 

Dependency with other 
components 

This method depends on the Aniketos Marketplace directly or 
through the Model Transformation module for it to warn for 
Service unsubscription.  

 

Requirements to WP1: Specify unsubscription mechanisms 

Interfaces: INotification 
Method Name  notify():Service, SecurityDescriptor 
Method 
Definition/Description 

When a new composition or configuration has been prepared by the 
Model transformation module, the notification module passes the 
information to the Run-time Environment. 

Method input attributes 
(data model) 

 

Name Type Description 
Service String An Aniketos compliant Service 
SecurityDescriptor String The security descriptor of the service as 

computed by the Model transformation 
module. 

Dependency with other 
components 

Depends on a request from the ITransformation interface of the 
Model transformation module. 

 Sends a request to the Service run-time environment. 
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Interfaces: ISecurityVerification 
Method Name analyseSecureComposition(SecurityVerificationRequest) 
Method 
Definition/Description 

Sends a request to the Security verification module for it to verify 
the compliance of the Service at run-time.  

Method input attributes 
(data model) 

 

Name Type Description 
SecurityVerificationReques
t 

String Includes the reference to the service. 
Triggers a verification by the Security 
verification module 

Dependency with other 
components 

Security verification module. 

 

Table 14 lists the requirements of the notification module in more detail. 

Table 14: Requirements of the notification module 

 
For S01A-2, a composite service subscribes to alerts my means of the registerForAlert method of the 
IAlert interface. Notifications are sent to the environment by means of the INotification interface. 
S11B-2 requires that the messages and notification are sent to the log of the Monitoring module.  
S14A-1 and S25A-4 rely on the Security Policy monitoring module and the Monitor trustworthiness 
module. Notifications are relayed by the INotification interface. Same pattern applies to WP4 
requirement 10.  
 

Requirements to WP1: Publish the SecurityVerificationRequest format. 

5.2.4 Overview of WP4 components and their interfaces 

In order to summarize the previous section, the following figures show the WP4 components and their 
interfaces.  

No. WP4
-No. 

Requirement Description Scenario 

S01A-2 1 Notify about 
trust change 

A composite service should be able to 
subscribe to notifications if some of the 
services they consume change trust properties. 

Scenario 1A 

S11B-1 4 Traceable 
messages 

Messages and notifications should be traceable. Scenario 11B 

S14A-1 5 Notify about 
change in 
security level 

The Aniketos platform should notify all service 
developers (along with the composite service 
providers) if the security level of a service 
changes. 

Scenario 
14A 

S25A-4 7 Inform when 
security or 
trust has been 
reduced 

The Aniketos platform should inform service 
composer when composition has reduced 
security functionality or trustworthiness. 

Scenario 
25A 

 10 Notify about 
impacting 
change or 
threat. 

The Aniketos platform should notify a service 
about a change or a threat which leads to a 
violation of the contract. 
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Figure 10: Interfaces for the Threat repository module 

 
Figure 11: Interfaces for the Service threat monitoring module 

 

 
Figure 12: Interfaces for the Threat response recommendation module 
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Figure 13: Interfaces for the Notification module 

 
The following Figure 14: Overview of WP4 components with interfaces between Aniketos platform 
components and interfaces towards the environment shows the overview of Aniketos platform 
components. Interface relations which have been detailed in this document, and which do not show in 
the corresponding Figure 21 Overview of Aniketos platform components with interfaces between 
platform components and interfaces towards the environment are shown in red.  

 
Figure 14: Overview of WP4 components with interfaces between Aniketos platform 

components and interfaces towards the environment 
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5.2.5 Early binding of the design with the background 

As identified in Section 4, some already existing background can contribute to cover the methods to 
respond to the changes and threats implemented by the different Aniketos Components.  

Starting from Figure 4: Outline on how the Aniketos architecture supports the methods of Section 4.1, 
we can follow the mapping of the methods with the components. We capitalize then on Section 4.3 
where the analysis of the mapping of the background to the methods is performed. 

The Figure 15: Early mapping of the background with the design now maps the different background 
to the WP4 Aniketos components. 

As analysed in Section 4.3, the Threat repository implements M14 and M32. Both Security 
Vulnerability Repository Service and Master Design Toolkit can be extended to provide an 
infrastructure to the Threat repository. 

The Service threat monitoring module implements M22 and M28, both treated by means of Platform 
for Run-time reconfigurability of security. 

COMPAS can also contribute to compliance monitoring, and Master Design Toolkit can also be used 
at run-time.  

The Threat response recommendation module implements M8, M9, M16, M23, M33. As mentioned, it 
can benefit from MUSIC, SeaMonster (through the Threat repository module), Risk-aware Usage 
Decision Making in Highly Dynamic Systems, Goal risk model, and Platform for Run-time 
reconfigurability of securityM9 and redundancy can be supported by Architecture for Self-Adaptive 
Socio-Technical Systems and the Secure composition planner.  

The Notification modules implements M7, M8, M16, M33. It can also benefit from mechanisms of 
MUSIC, Security Vulnerability Repository Service, Platform for Run-time reconfigurability of 
security, Security by Contract with Trust technique, Mobile Agent Topology System (MATTS).  

 
Figure 15: Early mapping of the background with the design 
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6 Conclusion 
The problem addressed in D4.1 relates to the fact that:  

 the dynamic environment of service composition brings new threats;  

 the ANIKETOS challenge of providing a platform that enables dynamic re-composition of 
services matching security contracts expressed by end-user needs to take into account the changes 
in the environment.  

D4.1 goal is to propose an early design for methods and tools supporting changes and threats response 
capabilities in the services created with ANIKETOS platform at design-time and at run-time. 

In fact, the large preparatory work of analysing the specific context of the changes and threats in the 
Future Internet composition of services results in a changes and threats taxonomy which serves as a 
reference for this document.  

The main output consists in the definition of the methods to address the changes and threats. A first 
analysis results in defining for each change or threat the different methods to be apply to cover them. 
Then, the methods are put in relation with the state of the art of the existing background. Another view 
is given in relation with Aniketos platform, for their allocation to Aniketos components as defined in 
D1.2.  

Finally, all these proposals lead to a preliminary design which proposes a technical way to link the 
changes and threats to the services by means of the methods. An early interface design is specified.  

 
Figure 16: D4.1 achievements  

Next steps will consist of the integration of the D4.1 early design within Aniketos platform in relation 
with the other WPs.  

To conclude, it is up to the reader to use this document as a guideline with multiple entries, the 
taxonomy of the changes and threats, the methods to respond to the changes and threats, the allocated 
components, the related background, or the designed interfaces.  
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Appendix A. Refinement of D1.2 recommendations and 
architecture dependencies 
This appendix presents preliminary work on understanding and revising the architecture proposed in 
D1.2, in order to better position WP4 components in the overall Aniketos Architecture. We present 
only the status of WP4 positioning after the collaborative work of transverse task force WP1 to WP5 
after April 2011. All figures’ references are given according to D1.2. 

A.1 Business to System mapping  

Section 2.4 of D1.2 proposes a Business to System mapping with several process diagrams. WP4 
functionalities are involved in the following process diagrams: 

 Figure 5 Aniketos related to the specify service process 

 Figure 7 Aniketos related to service validation and contract establishment 

 Figure 8 Aniketos related to service assembly and deployment 

 Figure 9. General processes related to run-time reacting to changes and monitoring 

 Figure 11. Aniketos related to run-time service validation 

 Figure 12. Aniketos related to run-time re-composition 

 Figure 13. Aniketos related to run-time reconfiguration 

 Figure 14 Aniketos related to run-time monitoring 

 Figure 15. Aniketos related to service end user processes  

 Figure 16 Enriching the Aniketos platform at run-time 

Figure 5 Aniketos related to the specify service process shows how the threats and countermeasures 
provided by the Aniketos platform services contribute to the specification of the trust and security 
requirements of the composed services, supplied by the Socio-technical security modeling tool.  

Figure 7. Aniketos related to service validation and contract establishment shows how the Aniketos 
platform supports the Environment at design-time in the service validation and contract establishment. 
Aniketos platform analyses the secure composition of a service which feeds the service validation 
process.  

Then the contract is negotiated between the Service consumer and the Service providers. During that 
phase, monitoring points and alert threshold are determined.  

We note that: 

 The figure does not detail the basis of the service validation, as it is done in Figure 11. Aniketos 
related to run-time service validation, where the security contracts, the predicted trustworthiness 
and the security properties are explicitly shown. As we said above, the requirements for the 
service to be compliant to the threat countermeasures are expressed in the security specification 
and in the security contracts. 

Figure 8 Aniketos related to service assembly and deployment shows the deployment phase of the 
service during which the composite service deployed registers to alert/notification. 

Figure 9. General processes related to run-time reacting to changes and monitoring shows how 
Monitoring the service works and how the Environment triggers a recalculation of the service 
validation.  

Figure 11. Aniketos related to run-time service validation shows how Aniketos platform analyses the 
secure composition of a service which feeds the service validation process. This validation is based on 
the security contracts, the predicted trustworthiness and the security properties. As we said above, the 
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requirements for the service to be compliant to the threat countermeasures are expressed in the security 
specification and in the security contracts.  

Figure 12. Aniketos related to run-time recomposition shows how the Aniketos platform supports the 
Environment in a recomposition process. When a recomposition agent starts a recomposition, it checks 
for the candidate services which will comply to the service specification. Then the Aniketos platform 
also performs a discovery based on the trust and security requirements. Then Aniketos platform 
recommends a new service composition compliant to the trust and security contract. A new contract is 
then established, with the help of the Aniketos platform to determine the monitoring points and alert 
threshold. The service can then be assembled by the Environment.  

We note that: 

 At the beginning of the described process, the contract does not exist. Only the specification is 
present. As we said above, the requirements for the service to be compliant to the threat 
countermeasures are expressed in the security specification. 

Figure 13. Aniketos related to run-time reconfiguration, like run-time recomposition described above, 
begins with a recomposition agent starting an adaptation of a service. This time, the contract has 
already been negociated. The Aniketos platform analyses the security of the composed service, 
according to the security contract, the security policies and the predicted trustworthiness. This time, 
the compliance to the countermeasures of the threats is included in the security contract. During the 
phase where the contract is updated after reconfiguration, the monitoring points and alert thresholds 
are determined thanks to the Aniketos platform.  

Figure 14 Aniketos related to run-time monitoring shows how Aniketos run-time platform services 
supply predicted trustworthiness, security properties and security contracts of a composed service, 
which all contribute to monitoring of the security contract compliance. In the Environment (external of 
the Aniketos platform), it also involves a detection of the vulnerabilities and threats. It does not 
mention explicitly the threat and countermeasure patterns of the Aniketos platform to contribute to 
monitoring security contract compliance. If the compliance of the service is defined as being 
compliant to a requirement of the user to get a trusted and secure service, then these threat and 
countermeasure patterns should be part of the “Monitor security contract compliance”.  

Figure 15. Aniketos related to service end user processes shows how Aniketos platform supports the 
Service client platform for a user to invoke a service by checking the invoked service security and 
trustworthiness. Again, WP4 work leads to propose that this checking should include as an option the 
compliance of the invoked service with a countermeasure to the detected threats pending on the 
service.  

Figure 16 Enriching the Aniketos platform at run-time shows how new information about threats and 
countermeasures can be added to the Aniketos repository at run-time.  

A.2 Collaboration diagrams  

Section 4.4 of D1.2 proposes a System collaboration model based on collaboration diagrams. WP4 
components are involved in the following collaboration diagrams: 

 Figure 38 Aniketos design time service specification process (cf. Figure 5) 

 Figure 40 Aniketos design time service validation and contract establishment (cf. Figure 7) 

 Figure 41 Aniketos design time service assembly and deployment process (cf. Figure 8) 

 Figure 42 Aniketos run-time service provision process (cf. Figure 10) 

 Figure 43 Aniketos run-time service validation process (cf. Figure 11)  

 Figure 44 Aniketos run-time recomposition (cf. Figure 12) 

 Figure 45 Aniketos run-time reconfiguration (cf. Figure 13) 
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 Figure 46 Aniketos run-time monitoring (cf. Figure 14) 

 Figure 47 Service end user processes (cf. Figure 15) 

 Figure 48 Processes for enriching the Aniketos platform at run-time (cf. Figure 16) 

Aniketos design time service specification process 

Figure 38 Aniketos design time service specification process shows how the Threat repository 
module serves the Socio-technical security modeling tool when modeling a secure and trustworthy 
service composition as required by the Service developer at design-time. 

Aniketos design time service validation and contract establishment 

Figure 40 Aniketos design time service validation and contract establishment shows the verification of 
a service composition before the establishment of a contract.  

The security composition framework of the Environment calls the Security verification module. The 
detailed verification process is described in Figure 43 Aniketos run-time service validation process. 

Then the contract is established between the Service consumer and the Service providers. As described 
in the Figure 7 Aniketos related to service validation and contract establishment, monitoring points 
and alert threshold are determined during that phase.  

Aniketos design time service assembly and deployment process 

As Figure 41 Aniketos design time service assembly and deployment process (cf. Figure 8) shows, for 
the deployment of a service, the Service composition framework of the Environment, after assembling 
and deploying the composed service according to a Populated composition plan, generates a Security 
descriptor that is sent to the Model transformation module of Aniketos platform. The Service 
composition framework also sends a Register alert to the Notification module for it to pass it to the 
Model transformation module. The last binds the service to its Aniketos compliant specification and 
passes the information to the Service threat monitoring module for it to check if this compliance is 
threaten by changes or events.  

Aniketos run-time service provision process 

Figure 42 Aniketos run-time service provision process shows how the Service provider deploys the 
service through the Service run-time Environment and announces it to the Aniketos marketplace. Then 
Model transformation module generates a Security descriptor of the deployed service. The 
Notification module is made aware and notifies back the service run-time Environment that the 
process is completed.  

Aniketos run-time service validation process 

Figure 43 Aniketos run-time service validation process (cf. Figure 11), shows how a composition is 
validated and a contract is negotiated for the new composition. The starting point of the run-time 
service validation process is the populated composition plan which is obtained using a process similar 
to the one specified in Figure 39 or in Figure 44. The security verification module analyses the 
composition and checks if the trustworthiness and security properties of the composition conform to 
the security contract, which is defined as part of the composition contract. The security verification 
module can optionally check threat countermeasures implementation with the threat response 
recommendation module and report the compliance. If verification result is not OK, relevant 
decisions for adaptation can be made, e.g., a service recomposition or reconfiguration may be needed. 

Aniketos run-time re-composition 

Figure 44 Aniketos run-time re-composition (cf. Figure 12) shows a re-composition in two phases. 
First phase is the discovery of candidate services. Second phase is the negotiation of the contract.  

We note that: 

 The discovery of the candidate services works in two phases. A first phase towards the run-time 
Environment, a second phase towards the Aniketos platform. The discovery shall select the 
services which are implementing the countermeasures described in the contracts.  
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 The discovery of the candidate services checks for trustworthiness. The security properties and 
threats and countermeasures are checked directly from the Aniketos Marketplace.  

 No recommendation phase is explicitly described although it would be useful to design the 
relationship with WP4. The validation towards the Trustworthiness prediction module and the 
Security properties determination module is done partly during discovery/ recommendation phase, 
partly during secure composition phase.  

Aniketos run-time re-configuration 

Figure 45 Aniketos run-time reconfiguration (cf. Figure 13) shows a process for reconfiguring a 
service for it to comply to the trust and security requirements. The process starts with a verification 
phase, which involves the Service threat recommendation module as stated in the Aniketos run-time 
validation process. Then the contract is updated, going through a monitoring points and alert threshold 
determination sub-process. 

As in the Figure 43 Aniketos run-time service validation process, the Security verification module 
checks the compliance of the service to the contract towards the Trustworthiness prediction module 
and the Security property determination module, and optionally towards the Service threat 
recommendation module.  

Aniketos run-time monitoring 

Figure 46 Aniketos run-time monitoring shows how the Service threat monitoring module, through 
the Notification module, alerts the Service run-time Environment for changes and threats monitored 
by either the Service monitoring or by threat sensors of the Environment, or by the Service threat 
monitoring of Aniketos platform. After receiving events, the Service threat monitoring module 
diagnoses if the event leads to a threat alert setting, then looks up for affected service and eventually 
sends an alert to the Notification module. The Notification module then sends an alert to the Security 
verification module. 

The Security policy monitoring module and the Monitor trustworthiness module are described as 
continuous processes which monitor respectively changes in security properties and contract violation 
for the Security policy monitoring module, and changes in the trust level and contract violation for the 
Monitor trustworthiness module. If a change is detected, notifications are sent through the 
Notification module to the Security verification module.  

The end of this sub-process is described in the Figure 41 Aniketos run-time service validation process. 

Service end user processes 

Figure 46 Service end user processes shows the mechanisms involved when an end user invokes a 
service. The Service end user platform registers for alerts towards the Notification module. Both the 
Security policy monitoring and the Monitor trustworthiness modules get from the Aniketos 
Marketplace the new service among the list of the active services and monitor it. When a change is 
detected either in the Security policy or the Trust level, the Security policy monitoring and the 
Monitor trustworthiness modules send an alert to the Notification module. The last sends back an 
alert to the end user through the Service client platform.  

We note that: 

 Opposite to the Security policy monitoring and the Monitor trustworthiness modules, the Service 
threat monitoring does not alert directly the end user for threat level changes. The reason for it is 
that the treatment for threats should be handled by Aniketos back-office, and not be reported to the 
end-user for him not to be overwhelmed by alerts and controls. Only alerts expressed in terms of 
Security property change, Trust level change or Contract violation should be sent to the end-user.  

Processes for enriching the Aniketos platform at run-time 

Figure 46 Processes for enriching the Aniketos platform at run-time shows how an Aniketos platform 
contributor can add threats and countermeasures information to the Threat repository. 
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Appendix B. Attempt for a technical expression of the methods by 
means of the policy, pattern and monitoring control 
countermeasures categories 

B.1 Technical overview 

Section 4 describes about thirty methods to deal with the changes and threats addressed. These 
methods can be detailed and translated in more technical terms in order to precise how they will be 
handled by the Aniketos platform and the WP4 components according to the proposed types of 
countermeasures. This step is preliminary to the understanding of a detailed expression of the 
interfaces in the early design presented in section 5.2. 

The table above presents possible instantiations of the countermeasures following the three main 
categories introduced in section 5.1, the policy, the pattern and the monitoring control.  
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Table 15: Elicitation of the Methods to deal with changes and threats in terms of policies, patterns and monitoring controls 
Security 
Need Threat response methods  

Countermeasures or Possible implementations of the method 
Policies Patterns Monitoring controls Other countermeasures 

 Compl
iance 

 Separa
tion of 
duty 

M1: Design-time security 
verification takes into account 
policies/law 

 Publish the identity of 
individual providers, 
their geographic 
distribution, and the 
laws applying to the 
security and privacy 

 Regulations policy  

 Compliance 
checking pattern 

 Monitor compliance 
 Monitor identity 

providers of a 
composition 

- 

Access 
control 

M2: Monitor information flow 
and enforce it according to access 
control rules 
(Out of Aniketos scope) 

 Access control policy 
 

 Access control 
federation 
pattern 

 Monitor information 
flow 

 Log access control 
 Log data access 

- 

Policy  M3 : Policy negotiation 
automatically performed 

-  Policy federation 
pattern 

- - 

Trust of the 
stakeholders 

M4: Detect fake services by 
keeping track of the identity of the 
provider 

 Publish the identity of 
individual providers 
policy 

-  Log the identity of the 
provider 

- 

Trust of the 
stakeholders 

M5: Robust 
trustworthiness/reputation 
computation mechanisms 

- - -  WP2 Trust-worthiness 
prediction module 

Trust of the 
stakeholders 

M6: Robust 
trustworthiness/reputation 
monitoring mechanisms 

- -  WP2 Monitor Trust 
and Reputation 

 Log ratings 
 Log services 

 Reliable logs 
collection : 
o services calls 
o data access 
o ratings with link to 

a transaction 
 Log exploitation and 

event correlation 
 Encrypted and signed 

log 



112   D4.1 Methods and design for the response to changes and threats 

 

Trust of the 
stakeholders 

M7: Monitor and notify changes 
in reputation/trustworthiness 

- -  Log Services  WP2/WP4 Diagnosis of 
trust level change 

 WP4 Notification 
module 

 Aniketos 
Recomposition 
including WP4 Threat 
response 
recommendation 

 Secure composition 
planner 

Trust of the 
stakeholders 

M8: Recompose when 
trustworthiness and reputation are 
decreasing 

- -  Same as M7  Same as M7 

Trust of the 
stakeholders 

M9: Create (re)compositions that 
rely on redundant service 
providers 

-  Redundant 
service providers 
pattern 

 Monitor redundant 
service providers? 

- 

Trust of the 
stakeholders 

M10: Consider providers' 
autonomy while composing 
services 

- - -  Test composition at 
design-time 

Trust of the 
service 
composition 

M11: Explicit support to 
outsourcing (sub-contracting) 

 Publish the identity of 
sub-contractors policy 

 Outsourcing, 
commitment and 
penalty mechanisms 
between providers 

 Temporal validity of 
the contracts 

 Commitment 
mechanisms 
between 
providers 
pattern? 

 Log the identity of the 
sub-contractor 

 Monitor 
commitments? 

- 

Integrity of 
the services 
Privacy 

M12 : Deployment-time service 
certification 

-  Deployment-
time service 
certification 

 Monitor interface  Deployment-time 
service certification 

 Service validation by 
third parties.  
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Integrity of 
the services 

M13 : Run-time interaction 
monitoring 
(out of Aniketos Scope) 

- -  Monitor interaction 
between services 

- 

Integrity of 
the services 

M14: Secure service development 
methodology to prevent insiders 
attacks 

 Assessment/QA of 
service components. 

- -  Security by contract- to 
establish and maintain 
the trustworthiness of 
the composite services 

 Development methods 
including pair 
programming, the 
execution of automated 
validation techniques to 
verify certain artefacts, 
the establishment of 
traceability links from 
requirements to design 
and code 

Privacy M15: Service interfaces specify 
fine-grained access control 

 Always select services 
requesting the least 
information 

 Access control rules 

 Access control 
federation 
pattern 

-  Interfaces should 
specify fine-grained 
access control rules to 
confidential and private 
data 

Privacy M16: Service interfaces with 
contractual basis, violations lead 
to penalties 

 Penalty mechanisms 
between providers 

- - - 

Confidentiali
ty 
Integrity of 
the services 

M17: Partial planning techniques 
to enable incremental 
compositions 
(Out of Aniketos scope) 

- - -  Secure composition 
planner 

Confidentiali
ty 
Integrity of 
the services 

M18 : Security contracts manifest 
temporal validity 

 Temporal validity of 
the contracts 

- - - 

Confidentiali
ty 
Integrity of 
the services 

M19: Early binding of services 
before actual invocation 

- - -  Secure composition 
planner 

 Contract negotiation 
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Availability M20: Scalable access control 
verification engines 
(Out of Aniketos scope) 

 Performance modelling  Redundancy 
pattern 

 Scalable access 
control 
mechanism 
pattern 

- - 

Availability M21: Incorporate scalability 
information in security interfaces 
(Out of Aniketos scope) 

 Scalability information 
policy 

- -  Incorporate scalability 
information in security 
interfaces 

Availability M22: Monitor service 
performance to early detect 
DDOS attacks 

- -  Access control 
monitoring 

 Performance 
monitoring 

- 

Respect of 
the 
functionality 

M23: Consider 
functionality/service to be 
delivered during adaptation 

- -  Monitor security 
properties 

 

 Environment Service 
composition framework 

 Secure composition 
planner 

Respect of 
the 
functionality 

M24: Predict cascade failures by 
monitoring service 
interconnections 
(Out of Aniketos Scope) 

- -  Monitor interaction 
between services 

- 

Respect of 
the 
constraints 
 

M25: Load balancing mechanisms 
while deploying service 
compositions 

 Performance/SLA 
indicators 

 Load balancing 
pattern 

-  Preliminary tests for 
load balancing, 
redundancy 

 Preliminary tests for 
performances 

Respect of 
the 
constraints 
 

M26 : Redundancy specification 
and monitoring 

-  Redundancy 
pattern 

 Non-functional 
constraints 
monitoring and 
calculation pattern 

- 

Respect of 
the 
constraints 
 

M27 : Test cases to check 
synchronization/timing issues in 
compositions 

 Synchronization 
constraints  

- -  Preliminary tests for 
synchronization/timing 
issues 
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Non-
repudiation 

M28: Protect logs using the same 
policies that apply to services 

- - -  Log encryption and 
signature  

 Log access to the log 
Usability M29: Avoid pressing “confirm re-

composition” due to annoyance 
- - -  Interface design  

 WP4 Notification: 
Notify end user of 
consequences from re-
composition 

Usability M30: Design tools should abstract 
the results of formal verification 

- -   Support to the 
developers for usable 
development of the 
user interface, by 
example interpreting 
risk issues at the 
organizational level or 
in terms of risky 
interactions between 
services. 

Confidentiali
ty 

Eavesdropping  Encryption level policy - - - 
Availability Unavailability of an actor -  Delegation 

pattern 
- - 
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It is now possible to summarise the listed countermeasures according to the three categories we have 
defined. Other countermeasures refer to mechanisms outside the scope of the security specification 
model, leading to the definition of general requirements for Aniketos platform and architecture. 

i) Security Policies 

This sub-section lists the security policies identified as needed for the services security specification:  

 Publish the identity of individual providers, of sub-contractors, their geographic distribution, and 
the laws applying to the security and privacy 

 Define outsourcing, commitment and penalty mechanisms between providers 

 Access control 

 Always select services requesting the least information 

 Performance/SLA indicators/ Scalability information modelling 

 Synchronization constraints  

 Temporal validity of the contracts 

 Encryption level policy 

ii) Security patterns 

This section lists the security patterns identified which can be mandatory to implement for the 
composed service, as should be specified in the services security specification: 

 Compliance checking  

 Commitment mechanisms between providers  

 Access control federation  

 Policy federation  

 Redundant service providers  

 Redundancy  

 Scalable access control mechanism 

 Load balancing  

 Delegation 

Some of the patterns listed in the Table Elicitation of the Methods to deal with changes and threats in 
terms of countermeasures apply in fact to the Aniketos infrastructure and not to the composed service 
itself. They are listed as general requirements for Aniketos architecture. 

iii) Monitoring controls  

This sub-section lists the monitoring controls needed to react and trace Aniketos compliant services:  

 Monitor compliance 

 Monitor identity providers of a composition 

 Log the identity of the provider 

 Log the identity of the sub-contractor 

 Monitor commitments? 

 Monitor information flow 

 Monitor interaction between services 

 Monitor and Log services 

 Monitor and Log access control 

 Monitor and Log data access 
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 Monitor and Log interface 

 Monitor security properties 

 Monitor Trust and Reputation 

 Log ratings with link to a transaction 

 Monitor redundant service providers? 

 Monitor non-functional constraints 

 Monitor Performance 

iv) General patterns for Aniketos architecture 

The following patterns apply to the Aniketos architecture: 

 Log exploitation and event correlation 

 Encrypted and signed log 

 Log access to the log 

 WP4 Notification: Notify end user of consequences from re-composition 

 WP2 Trust-worthiness prediction module 

 WP2/WP4 Diagnosis of trust level change 

 Aniketos recomposition including WP4 Threat response recommendation 

 Deployment-time service certification 

 Service validation by third parties.  

 Development methods including pair programming, the execution of automated validation 
techniques to verify certain artefacts, the establishment of traceability links from requirements to 
design and code 

 Interfaces should specify fine-grained access control rules to confidential and private data 

 Support to the developers for usable development of the user interface, by example interpreting 
risk issues at the organizational level or in terms of risky interactions between services. 

 Incorporate scalability information in security interfaces 

 Performance modelling 

 Environment Service composition framework 

 Secure composition planner 

 Contract negotiation 

 Security by contract- to establish and maintain the trustworthiness of the composite services 

 Test composition at design-time 

 Preliminary tests for load balancing, redundancy 

 Preliminary tests for performances 

 Preliminary tests for synchronization/timing issues 

B.2 Current coverage of the methods implementation by the identified 
background techniques 

The following table lists the methods implementation proposed above, and shows if it is covered by 
the available background techniques.  
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Table 16: Coverage of the methods implementation by the identified background techniques 

Methods implementation Coverage 

Security policies 

Publish the identity of individual providers, 
of sub-contractors, their geographic 
distribution, and the laws applying to the 
security and privacy 

WP1 Socio-Technical Modelling tool and the 
Security by Contract with Trust shall enable to 
express a sub-set of this information.  

The Service monitoring module shall report and log 
the expressed information. 

Define outsourcing, commitment and penalty 
mechanisms between providers 

Security by Contract with Trust shall enable to 
express a sub-set of this information.  

Access control WP1 Socio-Technical Modelling tool shall enable to 
express a sub-set of this information. 

MATTS, PRRS, and OpenPMF can check access 
control at run-time. 

Always select services requesting the least 
information 

WP3 Secure composition planner shall implement a 
mechanism to implement this policy.  

Performance/SLA indicators WP1 Socio-Technical Modelling tool shall enable to 
express a sub-set of this information. 

Encryption level policy WP1 Socio-Technical Modelling tool shall enable to 
express a sub-set of this information. 

WP3 Security property determination module shall 
compute the encryption level of a secure composition. 

Security patterns 

Compliance checking  Avantssar, MATTS, MASTER contribute to 
implement mechanisms to verify services derived 
from models expressing policies and/or laws.  

For legal compliance, see also external background 
COMPAS framework 

Commitment mechanisms between providers WP1 Socio-Technical Modelling tool and the Goal 
Risk model might enable to handle the commitment 
mechanisms between the providers.  

Access control federation  No 

MATTS, PRRS, and OpenPMF can check access 
control at run-time. 

Policy federation  No 

Avantssar, MATTS, MASTER, PRRS contribute to 
implement mechanisms to verify services derived 
from models expressing policies and law. 

Redundant service providers  Redundancy shall be supported by MUSIC, 
Architecture for self-adaptive socio-technical systems 
and the Secure composition planner. 

Redundancy Redundancy shall be supported by MUSIC, 
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Table 16: Coverage of the methods implementation by the identified background techniques 

Methods implementation Coverage 

Architecture for self-adaptive socio-technical systems 
and the Secure composition planner. 

Scalable access control mechanism Scalable access control mechanism shall be supported 
by MUSIC, Architecture for self-adaptive socio-
technical systems and the Secure composition 
planner. 

Load balancing  Load balancing shall be supported by MUSIC, 
Architecture for self-adaptive socio-technical systems 
and the Secure composition planner. 

Delegation WP1 Socio-Technical Modelling tool shall enable to 
express a sub-set of this information. 

Monitoring controls 

Monitor compliance MATTS, MASTER, PRRS contribute to implement 
mechanisms to verify services derived from models 
expressing policies and law.  

For legal compliance, see also external background 
COMPAS framework; 

Monitor identity providers of a composition Avantssar, MATTS, MASTER, PRRS contribute to 
implement mechanisms to verify services derived 
from models expressing policies and law.  

WP4 Service threat monitoring shall enable it. 

Log the identity of the provider Avantssar, MATTS, MASTER, PRRS contribute to 
implement mechanisms to verify services derived 
from models expressing policies and law. 

WP4 Service threat monitoring shall enable it. 

Log the identity of the sub-contractor If implemented by WP1 Socio-technical modelling 
language, WP4 Service threat monitoring shall enable 
it. 

Monitor commitments If implemented by Security by Contract with Trust 
and WP1 Socio-technical modelling language, WP4 
Service threat monitoring might support interfaces 
with contractual basis by using the MUSIC studio. 

Monitor and Log services WP4 Service threat monitoring shall implement it. 

Monitor and Log access control WP4 Service threat monitoring shall implement it. 

Monitor and Log data access WP4 Service threat monitoring shall implement it. To 
be confirmed. 

Monitor and Log interface WP4 Service threat monitoring shall implement it. To 
be confirmed.  

Monitor security properties WP3 shall implement it. 

Monitor Trust and Reputation WP2 shall implement it, using for example Trust 
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Table 16: Coverage of the methods implementation by the identified background techniques 

Methods implementation Coverage 

Manager, Role-based trust management with 
quantitative notion of trust and STACS, MATTS and 
PRRS.  

Log ratings with link to a transaction WP2- WP4 shall implement it. To be confirmed. 

Monitor redundant service providers? WP4 Service threat monitoring shall implement it. To 
be confirmed. 

Monitor non-functional constraints No 

Monitor Performance WP3 shall implement it. To be confirmed. 

General patterns for Aniketos architecture 

Log exploitation and event correlation WP4 Service Threat Monitoring (and diagnosis). 
PRRS shall be used to support it. 

Encrypted and signed log WP4 Service threat monitoring shall implement it. 
PRRS shall be used to support it. 

Log access to the log WP4 Service threat monitoring shall implement it. To 
be confirmed. PRRS shall be used to support it. 

WP4 Notification: Notify end user of 
consequences from re-composition 

WP4 Notification shall implement it. 

WP2 Trust-worthiness prediction module WP2 Trust-worthiness prediction module 

WP2/WP4 Diagnosis of trust level change WP2 or WP4 Service Threat Monitoring shall 
implement it. To be confirmed. 

Aniketos Recomposition including WP4 
Threat response recommendation 

Aniketos Recomposition including WP4 Threat 
response recommendation shall implement it. 

Deployment-time service certification STACS shall provide such mechanisms. Avantssar 
and Rodin may also facilitate such mechanisms by 
including clauses at design-time.  

Service validation by third parties No – To be confirmed 

Development methods including pair 
programming, the execution of automated 
validation techniques to verify certain 
artefacts, the establishment of traceability 
links from requirements to design and code 

Community support module shall implement it. 

Interfaces should specify fine-grained access 
control rules to confidential and private data 

Community support module shall implement it. WP1 
Socio-technical modelling tool shall enable to express 
it. Framework for quantitative analysis of complex 
business processes, MATTS, PRRS, and OpenPMF 
offer support for it. 

Support to the developers for usable 
development of the user interface, by 
example interpreting risk issues at the 
organizational level or in terms of risky 

Community support module and WP4 Threat 
repository shall implement it, with support of 
MASTER, Goal risk framework, Contextual 
requirements modelling and analysis via the 
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Table 16: Coverage of the methods implementation by the identified background techniques 

Methods implementation Coverage 

interactions between services. generation of context-aware variants.  

Automated training material generation technique 
shall also be used. 

Incorporate scalability information in 
security interfaces 

Community support module and WP1 Socio-technical 
modelling tool shall enable this. 

Performance modelling Community support module and WP1 Socio-technical 
modelling tool shall enable this. 

Environment Service composition 
framework 

Environment Service composition framework 

Secure composition planner Secure composition planner 

Contract negotiation module Contract negotiation module 

Security by contract- to establish and 
maintain the trustworthiness of the 
composite services 

WP1 Socio-technical modelling tool shall enable to 
express it and handle it. 

Test composition at design-time Community support module might enable this. 

Preliminary tests for load balancing, 
redundancy 

Community support module might enable this. 

Preliminary tests for performances Community support module might enable this. 

Preliminary tests for synchronization/timing 
issues 

Community support module might enable this. 

 


