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Executive summary 
 

Within the Aniketos project new technologies, methods, tools and security services are developed that 
support the design-time creation and run-time dynamic behaviour of composite services, addressing 
service developers, service providers and service end users. The purpose of this deliverable is to 
provide a framework for the validation and user evaluation activities within the project.  

This document contains an overview of relevant validation and evaluation approaches and 
methodologies. A combination of approaches is selected for Aniketos, namely scenario-based 
validation, software architecture and system quality evaluation, and user-centered design evaluation 
approaches as well as operational concept validation methodologies. These approaches build the 
starting point for the validation and evaluation activities of the three different case studies.  

Moreover this document provides a summary of 

 the main validation and evaluation targets (modules, services, tools developed within the technical 
work packages of Aniketos) and 

 the major validation and evaluation objectives and measures for each of the targets  

 the most relevant methods and techniques for the validation and evaluation activities  

The document provides a first outline on the evaluation plan for the whole duration of the project, 
pointing out the relevance of an iterative and flexible approach. All validation and evaluation activities 
will be aligned between the technical and evaluation partners. Depending on the progress in the 
development activities, successive validation and evaluation activities are planned and will be 
elaborated in all details in the upcoming WP7 tasks/deliverables (Task 7.3, 7.4, 7.5). An evaluation 
plan should be a living document, revised at each stage of planning. 
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1 Introduction 

1.1 Aniketos motivation and background 

The Future Internet will provide an environment in which a diverse range of services are offered by a 
diverse range of suppliers, and users are likely to unknowingly invoke underlying services in a 
dynamic and ad hoc manner. Moving from today’s static services, we will see service consumers that 
transparently mix and match service components depending on service availability, quality, price and 
security attributes. Thus, the applications end users see may be composed of multiple services from 
many different providers, and the end user may have little in the way of guarantee that a particular 
service or service supplier will actually offer the security claimed. 

 
Figure 1: Goal: establish and maintain security and trustworthiness in composite services 

Aniketos is about establishing and maintaining trustworthiness and secure behaviour in a constantly 
changing service environment. The project aligns existing and develops new technology, methods, 
tools and security services that support the design-time creation and run-time dynamic behaviour of 
composite services, addressing service developers, service providers and service end users. 

Aniketos provides methods for analysing, solving, and sharing information on how new threats and 
vulnerabilities can be mitigated. The project constructs a platform for creating and maintaining secure 
and trusted composite services. Specifications, best practices, standards and certification work related 
to security and trust of composite services are promoted for inclusion in European reference 
architectures. Our approach to achieving trustworthiness and security of adaptive services takes 
account of socio-technical aspects as well as basic technical issues. 

1.2 Summary 

This deliverable provides a framework for the validation and user evaluation activities within 
Aniketos. Relevant evaluation approaches are presented and discussed with respect to their importance 
for the overall Aniketos objectives. Next to the targets for the validation and user evaluation activities 
within the project, a list of major objectives and measures are identified, which are also linked back to 
requirements identified in WP1 and are iterated with the technical partners involved in WP2 to WP6. 
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A combination of different validation and evaluation methods is selected as starting point ensuring an 
iterative evaluation process throughout the whole duration of the Aniketos project. The document 
provides an outlook on planned activities starting from scenario-based evaluations, to the validation 
and evaluation of the Aniketos platform, to the end user evaluation of the industrial case studies.  

This deliverable has to be seen as a living document aligned with the development processes and 
progress within Aniketos. The validation and user evaluation plan can be revised based on changes 
within the project e.g. in case of major shifts in other work packages and deliverables (e.g. access to 
the targets for conducting validation and evaluation activities, delayed development and availability of 
the Aniketos platform for validation and evaluation purposes). The validation and evaluation plan is a 
framework, which allows an appropriate amount of flexibility to react on changing circumstances 
within the project and to ensure valuable insights on the overall research objectives of the project.  

The document is especially intended for all research partners as it provides guidance on the outcome 
of the project and the possibility to trace the iterative process, which ensures the development of 
secure and trustworthy composite services. A tight cooperation and coordination between the technical 
and evaluation partners is planned in all phases of the project. The activities are elaborated for each 
single validation and evaluation activity. For each activity, the partners will elaborate a concept 
including a week-based time planning and detailed research questions related to the major objectives 
and measures highlighted within this document. Beyond the Aniketos project, the intended readers of 
the deliverable are researchers in the realm of secure and trustworthy services, providing them a 
structured overview on a set of objectives, measures, and available validation and evaluation methods.  

1.3 Structure of this document 

The structure of this document is mainly based on Task 7.1 “Define the Aniketos evaluation plan” and 
– to some extent – on Task 7.2 “Develop and adapt methods and tools for end user evaluation of the 
Aniketos platform”, described in the Aniketos Description of Work.  

 Chapter 2 – Validation and user evaluation approaches: This chapter provides a 
comprehensive overview on the evaluation approaches and methodology for the validation and 
evaluation activities within Aniketos. 

 Chapter 3 – Validation and evaluation targets: In this chapter, the evaluation targets for 
Aniketos are summarized, and will be validated and evaluated by the WP7 partners. 

 Chapter 4 – Validation and user evaluation objectives and measures: This chapter contributes 
to a common understanding within WP7 about the qualities and characteristics, which the 
Aniketos validation and evaluation results should address. Moreover, the described measures will 
provide a guideline for planning further validation and evaluation steps.  

 Chapter 5 – Toolbox of relevant validation and evaluation methods: This chapter provides a 
collection of existing methods (toolbox) to assess the effectiveness and impact of the Aniketos 
platform and its industrial case studies. This toolbox serves as a starting point for selecting suitable 
methods and techniques for conducting validation and evaluation studies within WP7 and for 
adapting these traditional methods toward a more effective and flexible methodological approach.  

 Chapter 6 – Validation and evaluation plan: This chapter provides the temporal framework for 
WP7 activities and describes the timing of the validation and evaluation process.  

1.4 Relationships with other deliverables 

As part of WP7, this deliverable (D7.1) builds on previous and ongoing work in WP1 about 
requirements and the architectural approach (and consequently WP2-4) and in WP6 about the 
realisation of industry case studies. D7.1 is further of great importance for the succeeding deliverables 
in WP7, because it will guide and structure the work for these deliverables.  

The content presented in this document relates on the following deliverables: 
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 D1.2 – First Aniketos architecture and requirements specification: D1.2 provides initial 
information on Aniketos platform requirements and scenarios, as well as Aniketos methods, 
modules and services. This information especially feeds chapter 3 on the targets of the validation 
and evaluation activities within WP7. Furthermore, the specified requirements in D1.2 are 
transferred into high-level validation and evaluation objectives and measures in chapter 4. 

 D2.1 – Models and Methodologies for Embedding and Monitoring Trust in Services: D2.1 
provides relevant insights on how to establish and maintain trustworthiness and secure behaviour. 
This information is valuable for WP7, especially to inform the user evaluation activities focusing, 
for instance, on trust and assurance, usability objectives and measures outlined in chapter 4. 

 D6.1 – Initial analysis of the industrial case studies: this document presents relevant insights on 
the three industrial case studies (namely future telecommunication services, the emerging 
European Air Management systems, and finally land-buying and eGovernance) and their 
particularities, which will be validated and evaluated within WP7. 

The content presented in this document is of use for the following future deliverables: 

 D7.2 – Results of the first validation and evaluation of the Aniketos platform: the work for 
D7.2 will be based on the validation and evaluation targets, objectives, measures and methods 
described in chapter 2 to 5. Moreover, chapter 6 of this deliverable specifies a schedule for 
validation and evaluation activities for D7.2. and will be detailed for each single study together 
with the involved project partners (technical partners). 

 D7.3 – Results of the final validation and evaluation of the Aniketos platform: the work 
reported in D7.3. is a continuation of the validation and evaluation activities as described and 
outlined within this document.  

Additionally the results from WP7 will be disseminated to all project partners as well as beyond the 
project within training activities, publications. Moreover, insights gained throughout the validation and 
evaluation activities are summarized in D7.2 and D7.3 and fed forward to WP08, WP9, WP10 and 
WP11 for further discussions and considerations in the community building activities.  

1.5 Contributors 

The following partners have contributed to this deliverable: 

 ATOS 

 LJMU 

 PLUS 

 TSSG 

Furthermore, the following partners have provided further important information on their validation 
and evaluation plans for WP7 (as they are involved in D7.2 and D7.3 activities), which has been 
considered in this deliverable: DAEM, DBL, ELSAG, ITALTEL, TECNALIA, THALES, WIND.  

1.6 Change log 
No change log entries. 
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2 Validation and user evaluation approaches 
According to Dix (2003) “Evaluation has three main goals: to assess the extent and accessibility of the 
system’s functionality, to assess the users’ experience of the interaction, and to identify any specific 
problems with the system” ([6], p. 319). As evaluation ideally shall be carried out during the 
development process (formative evaluation) and for the final system (summative evaluation), both 
approaches will be pursued within Aniketos. Finally, it is made sure with validation, that the specified 
requirements are satisfied.  

Within the Aniketos project several partner expertises are combined to address the validation and 
evaluation challenges considering three very different use cases (see WP6). For ensuring an iterative 
and high-quality validation and evaluation, a combination of different approaches is selected. 
Especially we bridge scenario-based testing approaches with a user-centered evaluation approach, 
which will ensure that the developed modules, tools and the Aniketos platform will be secure, 
trustworthy and easy to use by developers and the diverse stakeholders. As third approach we describe 
a very standardized approach for the ATM use case (see the European Operational Concept Validation 
Methodology) that will be also combined with user-centred approaches in the evaluation of the 
Aniketos Case Study B and as fourth approach, a validation approach which focuses on the software 
architecture. In the following these four selected approaches are presented in more detail, highlighting 
its applicability, practicability within the project referring to the partner expertises in the different 
areas. Overall, this combined approaches and methodologies will contribute to ensure a well-validated 
implementation and operation of the Aniketos platform modules throughout the whole project phases. 

2.1 Scenario-based testing approach  

The following text covers the kinds of methodologies and approaches the TSSG have in regards to 
validating ICT services. In order to achieve successful validation a recommended prerequisite coming 
from work packages 2 to 5 would see the code coming out of these work packages already 
encompassing initial pre tests (Unit Functional and Integration), verifying their own components as 
well as the interfaces with any other components they liaise with. An example of how this objective 
could be reached is depicted in Figure 2 below. 

At the time of writing it is unclear what development and test methodologies are to be used in the 
integration, testing and evaluation the Aniketos architecture, which has a direct impact on the 
validation approaches. A suggestion of Test Driven Development (TDD) and Agile like methodology, 
along with tools like git/subversion, maven, Hudson could be considered.  

The main objective of Work Package 7 is to mature the achievements of work packages 2, 3, 4 and 5 
into a practical assessment to allow for concept validation. This means that, the functionally and 
integration tested Aniketos components developed in WP2, 3, 4 and 5, will be further examined in a 
testbed site to validate the project concepts. This will thoroughly demonstrate the results of the 
Aniketos platform through a strong focus on the end user as well as scenario-based development of 
technology. It will support the ability to test the ideas and prototypes that will be created. 
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Figure 2: Suggested scalable structured-testing approach for Aniketos  

2.1.1 Aniketos Validation Test Suite 

At a minimum for each case study, a corresponding Validation Test Suite needs to be created. 
Validation is the process of evaluating software during or at the end of the development process to 
determine whether it satisfies specified requirements [IEEE-STD-610]. The Aniketos Validation Test 
Suite should contain the full set of functional, usability, reliability, performance and supportability test 
cases that are required to validate and verify the corresponding case studies and scenarios. However, 
the Aniketos components should already have pre tests conducted as described above. 

In order to create this Validation Test Suite the following activities would be required: 

 Definition: The definition of validation test suite requirements must consider all the components 
and modules arising from the scenario under test, a decision on the overall validation/evaluation 
project schedule, the allocation of resources and the definition of the software tests (that have not 
been achieved in the development of the software). 

 Commissioning: A preliminary testbed defined and detailed. This ‘commissioning’ step involves 
the actual set-up of all the testbeds’ components, applications and processes required by the 
validating process and the accompanying validation tools. 

 Execution: The procedures for the actual execution of the validation test suite cases are to be 
detailed. 

 Reporting: Any defects that are discovered from the execution of the validation test suite cases 
from the output of the continuous integration builds and from the validation process are to be 
reported using a bug tracking application. 

 Evaluating: The validation process itself is constantly evaluated to aid the improvement of the 
actual validation process, from the identification of strategies to prevent similar issues in the 
future. 

Validation Test Case Definition and Template 

A template that could be followed for the identification and the documentation of these validation test 
cases is provided here in table below. This template allows each test case to be identified within its 
relevant case study and/or scenario and includes the following fields: 
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 Aniketos Test Case ID: This is the identifier for the test case. It is given in the format: {Scenario 
ID}_{Module exercised}_{Functionality to be tested} 

 Test Case Summary: A summary of the FURPS being validated by this test case. 

 Work Package Reference: A reference to the Work Package of the project under which the 
development took place. 

 Preconditions: This section denotes any preconditions, or dependencies, on other test cases before 
this test case can be run. 

 Modules under test: The modules to be validated by this test case. 

 Requirements under test. The requirements to be validated by this test case. 

 Architectural Nodes: Does the test impact the architectural nodes.  

 Steps Taken: Each test case may involve a number of steps during its execution. As each step is 
run, a verdict can be established to see if it Passed (P), Failed (F) or was Inconclusive (I). 

 Expected Results: A determination of the expected results from exercising this test case. 

 Actual Results: The actual result of the execution of this test case. 

 Overall Validation Test Case Status: The overall result of exercising this validation case – has it 
Passed, Failed or been Inconclusive. 

 Priority: The assigned priority, or level of attention, a particular validation case result will require: 
Immediate, High, Medium or Low. 

 Severe Defect: If defects have been found as a result of this validation case, how severe are they: 
Immediate, High, Medium or Low. 

 Validation Conducted by: The person(s) who executed the test case. 

 Testbed Site: If relevant, was this validation case conducted at a specific partner’s testbeds, or 
across the testbed federation. 
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Table 1: Aniketos Test Case Template 

2.1.2 Testbed Architecture, Topology and Commissioning 

To effectively validate and demonstrate the results of the Aniketos project, the innovative aspects of 
the project need to be verified in a suitable, and state of the art, testbed demonstration facility. 
Through the involvement of specific project partners, the testbed architecture and topology needs to be 
specified and either deployed on project partner sites or on generic facilitates such as those offered the 
EU FP7 FIRE programme. The Testbed is the place (laboratory with the hardware and software 
infrastructure) where tests are made in order to check the performance of the Aniketos platform with 
Scenario based evaluations. The Aniketos testbed will provide an open and integrated test site 
infrastructure and an associated testing environment for validating the project results of WP2 to WP5. 
The testbed will of course evolve to demonstrate and verify the architecture and critical concepts 
developed in the Aniketos project. The laboratory environment enables developers to locally and 

 

Aniketos Test Case Template 
 

 

Aniketos Test Case ID: USxx_iXX_testcase 

Test Case Summary: 
Short summary of what this test case will verify 

Work Package Reference: E.g. , WP3, WP4 

Preconditions: What tests need to have been run for this to succeed? 

Module under test: Detail Aniketos modules 

Requirements Used List the requirements used to conduct this test 

Architectural Nodes:  

Steps Taken: Number Verdict 

 

1. detail steps to be completed P/F/I 

2.  

3.  

4.  

5.  

Expected Results: Detail what the expected outcome was foreseen to be. 

Actual Results: 
Detail actual output here after the test case has been executed. 

Overall Test Case Status:  Passed    Failed   Inconclusive 

Priority:  Immediate      High   Medium  Low 

Severe Defect:  Yes     No 

Test Conducted by: Mr/Ms Aniketos 

Test Site: <partner name> 
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remotely carry out full development builds, technical validation in the form of low-level testing 
measurements, as well as more holistic validation of critical concepts being created within Aniketos. 

Testbed Environment  

The testbed site will be subject to a number of requirements and commitments. The following is a list 
of Hardware & Configuration Specific requirements for the Testbed: 

 The testbed site will make available specific equipment as necessary - for example: 

1. Servers dedicated to testing the Aniketos Platform (physical and virtual) 

2. Required PCs and mobile devices,  

 The Official Site will make available generic equipment for example 

1. IPv6 connectivity 

2. Configured Aniketos Network Subnet 

 Remote Access, allowing authorized Aniketos partners to gain direct access to the resources of the 
testbed infrastructure. 

 Logistics for demonstrations/workshops. 

 Availability of on-site integration team, responsible for the evaluation and reliability of systems 
installed and analysed within the testbed. 

 The exact hardware requirements will also depend on the selected scenarios to be tested at the 
testbed site. 

The following is a suggested list of Software Specific requirements for the testbed Site: 

Software requirements for the Build Environment: 

 A Linux distribution providing a base OS. 

 Maven, XML based build script, for generation and packaging of compiled components, it also 
has the facility for automatic execution of test cases or 

 ANT: XML based build script, for generation and packaging of compiled components, it also has 
the facility for automatic execution of test cases. 

 Eclipse: Toolset for Development 

 JDKSE: Development environment for Java. 

 Subversion client:  version control system for source files and configuration information. 

 Unit testing: Provides unit and regression tests 

 Functional and integration tests. 

 Hudson Continuous integration tool for automated build and testing. 

 Trac for bug tracking 

 Cobertura for code coverage monitoring 

Software requirements for the Platform Environment and PCs: 

 Linux 

 Windows 

The above list of specifications will be synchronised with the specifications clearly defined in D5.1 
‘Aniketos platform design and platform basis’ in conjunction with work packages 2, 3 and 4. 

The Testbed team has a commitment to execute tests that cover various aspects such as conformance, 
scalability, performance, usability and interoperability. The testbed validation team will be committed 
to providing complete test reports and evaluations on tests carried out and also give support to other 
Aniketos partners that wish to execute evaluations themselves. 
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2.1.3 Test Case Execution 

This section addresses the issue of assigning a verdict to the execution of a validation case. The 
primary criterion in this step is that all planned validation cases have been executed.  

Once a validation case has been exercised the easiest exit criterion to evaluate is the fact that the 
validation case has been successfully executed and the verdict is that it has passed. However when the 
verdict is that a validation case has been executed, but unsuccessfully, a number of factors have to be 
considered in order to fully evaluate the test. 

Three types of verdict will be used to qualify the results of a test case execution: pass, fail and 
inconclusive. 

 Pass means that the validation case results prove that the observed test outcome gives evidence of 
conformance to the Aniketos functionality under test. 

 Fail means that the observed validation outcome either demonstrates non-conformance to the 
Aniketos architecture or contains at least one invalid validation event (according to the test 
specification). 

 Inconclusive means that an event, not related to the component under test, did not occur or led to a 
wrong result. In this case, the validation case result has no significance and can be discarded. 

In addition to the verdict described above, the validation cases will also be assigned a priority on the 
level of attention a particular validation case result will require. This section of the validation case will 
only be completed if the validation case status has been set to “failed”. There are four priorities an 
Aniketos test case may have.  

1. Immediate: This validation case needs to have immediate attention as it is a vital part of a modules 
function and may affect the testbed or individual modules. 

2. High: High means the validation case that failed will need priority over other cases that are 
Medium and Low. It is however, a critical flaw that will need attention. 

3. Medium: Medium priorities are validation cases that have the same critical flaw as a high priority 
test case but just fall under a lower priority. 

4. Low: Low priority is where it may not affect the testbed or modules but may need to be fixed due 
to cosmetic or non-critical reasons. Low priorities will always be treated last if there are a number 
of failed validation cases. 

A severe defect will override any priorities due to a major flaw in the testbed component or modules. 
Severe defects are uncommon in the test procedure and if found need to be given urgent attention. 

2.1.4 Defect Reporting, issue tracking and evaluation 

Where the validation case for one module has a test fail because of a fault in a second module (which 
passes its own tests), a defect report is required against that second component. In defect reports, it is 
essential that the following information be supplied: 

 Title: A one-line description summarising the defect in a concise, clear but informative manner. 

 Problem Description: A more detailed description of what the problem is. 

 Build and configuration: Build date, Build Number, Testbed details. 

 Steps to Reproduce: This describes the sequence of events leading to the defect. 

 Expected Result: What the validator expected to happen. This is to catch misspecification of the 
system – sometimes the behaviour is in-spec, but still undesirable; conversely, sometimes the 
behaviour is correct, but the test plan is not. 

 Actual Result: Result of performing the "steps to reproduce". 

 Comments: Optional comments, or anything else that may be of use to the developer in fixing the 
problem. 
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 Regression: Describe how behaviour was different with a previous build; or how the same test 
produces different results with a different configuration. 

 Workaround: Describe any method that was used to get around this problem and continue with 
testing. If no workaround is possible, state this ("Workaround: none"). If a workaround is possible, 
but not practical, state the workaround anyway, and explain why it is not practical. 

 Priority: Assign a priority to the defect depending on the level of attention a particular defect will 
require: Immediate, High, Medium or Low, as detailed below. 

In addition to this, each defect is assigned a priority status defect depending on the level of attention a 
particular defect will require and how critical the defect is deemed to be. Defects should be attended to 
in order of their priority levels. The priority levels for the Aniketos test evaluation process can be 
defined as follows:  

1. Immediate: This defect needs to be fixed immediately as it is preventing function from being used, 
with no work-around. Progress is blocked or hindered on multiple fronts. Vital modules of the 
Aniketos architecture are affected. 

2. High: High denotes a critical fault that will need attention as it is preventing function from being 
used, with no clear work-around. 

3. Medium: Prevents function from being used, but a work-around is possible or a defect that is 
making a function difficult to use. 

4. Low: Low denotes defects that are not affecting the actual function of the Aniketos architecture, 
but may denote behavioural or cosmetic problems. Low priorities will always be treated last if 
there are a number of defects pending. 

Defects, found during the Aniketos validation process should be logged using a defect tracking system 
such as the Trac. TSSG and LJMU have experience with using Trac (http://trac.edgewall.org/) for 
tracking issues and bugs within software development projects. Trac is a web-based software project 
management tool. It provides a number of tools for managing bugs and development. At its core is an 
interface for a version control system, such as Subversion. This provides visualisation of commits and 
the differences between them. A Wiki is provided for documentation. Finally an issue database build 
around the concept of tickets provides a simple means of tracking issues and bugs within a project. 
Tickets provide a method for assigning tasks, bugs or milestones to particular developers, in order to 
ensure clear ownership is maintained. 
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Figure 3: Example of creating a new ticket 

Figure 3 shows the general format of a ticket, which will also be familiar to anyone with experience of 
issue tracking software such as Bugzilla or Mantis. Some of the more important elements of the form 
include the reporter of the issue, its priority, the owner it has been assigned to, the current status, and a 
full description that can be extended as new information is established. 

Issue tracking software such as this could provide a means for security issues to be managed and 
monitored by the users of a system. It’s not uncommon for statistics generated by tracking software 
such as this to be used to companies internally as a measure of the security of software. 

For the development work LJMU is responsible for, a validation mechanism is necessary. The 
correctness of the modules that make up the Aniketos platform need to be tested and validated 
throughout the development process. Any issues or defects that affect the system’s functionality will 
be logged and tracked until they have been successfully resolved or discarded. 

2.1.5 Security Validation 

From the point of view of LJMU, the validation of Aniketos will mainly be achieved through scenario 
testing. Our secure component composition analysis tool (MATTS) allows scenarios to be created 
interactively and to be comprised of a mixture of both real and virtual services. Separate software 
(called the CompositionClient) has been developed for use on mobile devices that, when deployed, 
allows mobile devices to appear in the modelled visualisation. 

For Aniketos, a set of testing scenarios (in XML format) can be created for validation purposes. The 
scenarios will cover typical situations where security breaches are likely to happen. The scenario itself 
could, for example, be a step-by-step demonstration of attacks or misuses. MATTS scenarios are easy 
to create and store for future references. 

We are also developing a service testing platform (based on Web Services) that will allow a mixture of 
internal and external services to be run as composed systems. The internal services act as a control 
mechanism, with results about the composed system collected through security monitoring across all 
of the services. 

At LJMU, our main experience is in security validation. MATTS is able to dynamically analyse and 
validate a scenario at run-time, as the scenario evolves and changes. The properties and connections 
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between services are analysed to determine the security properties of the overall composition of 
services by using a scripting technique. Some examples of security validation principles that could be 
considered are listed below. 

 Access control compliance - The confidentiality of the sensitive data has to be protected from 
access by untrusted services. Data with a certain level of sensitivity needs to be monitored to 
ensure it flows only to the services with higher sensitivity level. 

 Identification of weak links - When services are composed together, it’s often (although not 
always) the case that the security capability of the composed system is equal to that of the weakest 
service offered. Identifying the weak points in composition can help to determine the security 
capacity of the composed application. 

 Boundary security - As services interact with each other, some of their interfaces may no longer 
be open to external entities, or vice versa. In many cases, the entire system can be considered safe, 
as long as the boundary of the composed application is monitored and securely protected. 

 Cascade failures - The phenomenon of cascade failures applies equally to composed software 
services and the future Internet more widely. If one system fails due to an attack, more pressure is 
put on the remaining systems. In the event of failure, measures must be put in place (e.g. 
appropriate balancing) to ensure the consequences do not result in further failures elsewhere, in 
order to prevent a cascade of failures.  

As shown in the Figure 4, the MATTS interface highlights cases where security validation has failed; 
a symbol notifying of error appears on the screen, and the failure point will be highlighted. 

 
Figure 4: Example of security validation fails 

2.2 Software architecture and system quality evaluation methodology 

Additionally to the validation approach described above, an evaluation focus will be on the 
architecture, following the expertise of ATOS. Within WP7, ATOS will focus on the Software 
Architecture, because architectural decisions affect the Quality of Software Systems and it is important 
that potential risks should be detected as early as possible during the software development process. 

Today, there is a general agreement about the importance of identifying architecture problems during 
the software life cycle and, of course, the architecture definition is in the early phase of this life cycle. 

This kind of evaluation assumes more relevance if we are developing a large software system that will 
have a long lifetime (as is the case of the Aniketos software system); furthermore a good 
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understanding of the architecture design quality will simplify the solution of problems that, otherwise, 
could be difficult to handle during the development phase. 

Having in mind this viewpoint, it is clear that the evaluation is strictly related to the architecture and 
our aim is to understand if our design is valuable. This means that in case we had poor results from 
quantitative testing of the Aniketos prototype we should evaluate if the architecture design provides 
solutions for these poor results and, in this case, we will have a positive feedback concerning the value 
of our design and the reason of this poor result could be just a shortcut taken during the 
implementation. 

In general, we can identify two different approaches to the Software Evaluation: 

 Predictive: select the goals of the software system and then evaluate how the architecture meets 
these goals (e.g. performance, scalability, reliability…). This approach is predictive because it 
tries to anticipate what the behaviour of the implemented system will be on the basis of its design. 

 Retrospective: based on the analysis of different releases of the system, evaluate changes which 
are introduced at the architecture level in order to assess the stability of the designed architecture. 

We anticipate that we are going to follow a scenario based approach that aims to understand in which 
way the architecture addresses some identified goals without performing real measurements on the 
prototype that implements the architecture itself. This evaluation is performed before the 
implementation phase and in this sense we can consider this method as a predictive method. 

 
Figure 5: Relationship between Software Architecture and System Quality Requirements 

Figure 5 shows the relationship between Software Architecture and System Quality Requirements. 
The system specification is the artefact that describes the functional and non-functional requirements 
of the system. The Non-Functional Requirements can be considered as Quality Attributes (e.g. 
Scalability, Reliability, Availability, Performance) and they will be taken into account during the 
software architecture design. Of course the software architecture will drive the software development 
and, then, its quality. 

The relevance of these points explains how the architectural decisions can significantly affect the 
results related to the accomplishment of prefixed quality attributes. For example, if you need a high 
performance system you have to take into consideration the communication between the components 
and their efficiency; or if you are designing a high-availability system then you should foresee many 
redundant components. These are typical examples of quality attributes affecting the architecture 
design. 

We have to underline how most design decisions should be made very early in the software 
development process and in any case before the implementation phase; by then they are very hard to 
get right and to change, considering that they can have a big impact on the final system. 

Due to this relevance, architecture evaluation is a very important activity that helps to reduce risks 
related to the software development process. Further, this evaluation process isn’t a simple task and 
many studies have been conducted in order to introduce valid approaches to the creation of a cost 
effective architecture evaluation process. In the following section, we’ll introduce a brief summary of 
possible architecture evaluation approaches. 
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2.2.1 Architecture Evaluation Approaches 

Due to the relevance of the architecture’s role with respect to the life of a software system, its 
evaluation and assessment has great importance. First of all, it is necessary to identify which quality 
elements we are going to evaluate and what the expected results of the evaluation are. On the basis of 
identified elements an evaluation procedure that typically is based on qualitative considerations will be 
defined. We can have different kinds of evaluation approaches and we can provide a sort of 
categorization of them: 

 Scenario based methods [11]: maybe the most mature evaluation approaches are scenario based. 
They are founded on the definition of some scenarios that are a meant to describe the behaviour of 
the system with respect to a particular quality attribute and in a particular context. For example, 
scenarios can be defined to understand how a software architecture responds with respect to 
attributes such as maintainability, reliability, usability, performance, flexibility, etc. Typical 
examples of scenario-based methods are: Software Architecture Analysis Method (SAAM), 
Architecture Trade-off Analysis Method (ATAM) and Architecture Level Modifiability Analysis 
(ALMA). 

 Questionnaire-based methods: if the goals of the software system are easy to be identified and 
characterized, it is possible to define a list of questions that can be applied to the overall 
architecture of the software system. These questions constitute the questionnaire to evaluate the 
architecture and they can deal with different aspects of architecture definition (e.g. generation, 
documentation, description…); 

 Check-list based methods: this method is similar to the questionnaire based but, generally, it 
focuses on specific qualities to be addressed by the architecture. The checklist based method 
requires a more mature evaluation practice with respect to the previous one; 

 Metric based methods: these are quantitative analysis based on measurement of the architecture 
components. The aim of this measurement is to find the places where there are problems in the 
overall architecture in order to introduce changes to improve the design. 

 Proof-of-concept-based methods: these are based on prototypes used for experiments and 
simulation. These are artefacts that are usually results of the development process. They test 
implementations that represent a model of the architecture. These prototypes can be used to 
answer questions arisen in the early phase of design and, for example, defined in the evaluation 
methods described above. 

The first three methods can be considered predictive evaluation methods; they are applied in the early 
phases of system development process rather than during the architecture design. They try to 
anticipate how well the architecture will address the requested requirements by examining the 
architectural decisions made during the design cycle. The result of this kind of evaluation provides 
qualitative conclusions on the appraised goals. 

The last methods are more retrospective approaches and they are based on quantitative measurements 
that are performed during the implementation phase. This way, it is possible to evaluate different 
releases of software that will provide information about the changes to be introduced in the 
architecture. Of course on the basis of the changes added in each following release is possible to 
understand the value of the initial designed architecture. We anticipate here that in our evaluation 
approach we’ll mainly adopt a Scenario Based Methodology. 

This choice is motivated by the need of having an iterative evaluation process that fits in the general 
development process of the Aniketos project. Following this approach will have available a first 
evaluation result by the end of first project cycle. Of course this evaluation will focus just on the 
architecture and it will be based on a qualitative approach because at that time, a prototype will not be 
available then. Otherwise, at the beginning of the second cycle, we can start a quantitative testing of 
the first prototype. The results of the qualitative and quantitative evaluations will be compared to 
understand if we have to impute identified problems to the architecture design or to the 
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implementation. In this way, we will improve the part that is the origin of the inadequate results with 
respect to the final goals of the Aniketos project. 

Figure 6 describes the highlighted evaluation process and the different steps to achieve it: the yellow 
blocks stand for a task and the green circle is the result of the related task. Furthermore the arrows 
represent the temporal dependencies between tasks and results. Of course, dependency exists between 
same kind of arrows (dotted or continuous) 

 
Figure 6: Evaluation process with regard to Aniketos project interactions 

2.2.2 Tasks at different stages of the evaluation process 

ATOS provides a step-by-step description of tasks and steps in the evaluation process. First of all, we 
have to define a list of stakeholders that have a different role in this process and they can have 
different special interest in the architecture along with the infrastructure that will be developed from it: 

 Evaluation team: They will conduct the evaluation, from this evaluation they will provide results 
to be further evaluated by the project decision makers 

 Project decision maker: Designers, Project management 

 Development team: Developers, Testers 

In general, we have identified some stages to be executed during the evaluation process and in the 
following we are going to introduce what will be performed in each of them, furthermore we have to 
underline that each stakeholder will be involved in a different phase each stage based on their specific 
interests. 
 
Step 1. Definition of attributes to be evaluated, which work is done in chapter 4: “evaluation 
objectives”. 
 
We basically focussed on non-functional requirements. A typical quality attribute definition should 
have the following table format: 
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Table 2: Example table for a quality attribute definition 

Quality Attribute Availability 

Sub-Attribute A.1 Key service availability:  

Fault/unavailability of a key service shouldn’t affect the availability of 
related Aniketos functionality 

Sub-Attribute A.2 Maintainability:  

the scheduled downtime (e.g. due to configuration activities) should be 
low enough to guarantee an acceptable percentage of availability for 
each single service. 

Sub-Attribute A.3 Redundancy:  

Hardware/Software components should be replicated to guarantee that 
any single point of failure will not affect other the Aniketos services 

… … 

In the above table, the first row contains the definition of the high level quality attribute. In the other 
rows it is specified with a list of sub-attributes in respect to which aspects of availability are really 
relevant and that we want to evaluate. 

Step 2. Key components of the architecture (work done in chapter 3.2).  

The stakeholder involved in this step is the designer of the Aniketos architecture. In this step, we 
identify all components of the architecture that contribute to address a specific sub-attribute. Also in 
this case, we can adopt a table format: 

Table 3: Example table 

Sub-Attribute A.1 Key service availability 

Component 1 Brief description of the component  

… … 

 

Step 3. Identification of several scenarios for each sub-attribute. 

The aim is to define several scenarios of use explaining the meaning of each sub-attribute in different 
cases. The need of different scenarios for the same sub-attribute comes from the evidence that, in some 
cases, the quality attribute is quite complex and does not exist in isolation, thus making it difficult to 
evaluate them on a single scale, as they can have a relevant meaning just in a specific context. In fact, 
a system can be considered: secure with respect to specific threats, usable with respect to specific 
classes of user, efficient with respect to the resources involved in its utilization. 

Summarizing a scenario is a specified set of steps (related to specific sub-attributes) that involves 
different components of the architecture to be achieved. On the basis of the demands that the scenario 
imposes to the architecture, it is possible to evaluate the changes to be introduced, then, the value of 
the architecture. The following table shows an example of scenarios related to a specific sub-attribute: 

Table 4: Example table 

Sub-Attribute A.1 Key service availability 

Scenario 1 What happens when the “security verification module” is down? How 
does the Aniketos architecture manage this issue? 

… … 
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Step 4. Architecture evaluation. 

The Evaluation team performs this step. In general, persons that were not involved in the architecture 
design process should compose it. This evaluation should have as result a report describing which 
parts of the architecture don’t guarantee compliance with the quality attributes. Actually, in this step it 
will be identified where potential architectural problems are and the results will be provided as input to 
the next step to aid decision making. 

 

Step 5. Risks identification.  

The involved stakeholders are the “project decision makers”. On the basis of the evaluation phase 
results they have to individuate: 

 The risks: that is a set of problematic architectural decisions to be taken. The level of risk will be 
related to the relevance of quality attributes that they address and it will be evaluated in terms of 
the costs and changes that these decisions need in order to be achieved. 

 A rationale for the positive or negative effects that the individuated decisions have on addressing 
the related quality attribute. 

 A list of issues that are currently not solved and which need a decision to be taken in relation to 
them. 

The approaches presented in section 2.1 and 2.2 are strongly related to scenario-based validation and 
evaluation methodologies. In the following an additional perspective, namely a user-centered 
perspective is discussed as relevant evaluation approach for the Aniketos project. 

2.3 User-centered evaluation approach 

From a Human-Computer Interaction (HCI) and Usability viewpoint, an understanding of users and 
their interaction with the interface of a system is central for the creation of usable systems. In contrast 
to other design approaches, User-centered design (UCD) starts with investigating the needs, wants, 
and limitations of users, on which all further steps of the design and development process are based. 
Thus, when deploying a UCD approach in system development, user acceptance and actual usage of 
the system will be at a higher level. At large, UCD defines a general process for including human-
centered activities throughout a development life-cycle by focusing on users through the planning, 
design and development of a product. 

The UCD approach is a complement to other software development approaches rather than a 
replacement for them. System development following such a design approach is characterized by an 
investigation of user and task requirements and an active involvement of end users in the system 
development lifecycle. In this lifecycle, user requirements elicitation, design activities and user 
requirements evaluation tasks take place in iterations. In the following some main characteristics and 
its relevance for Aniketos are described and highlighted.  

2.3.1 Characteristics of the user-centered evaluation approach 

Based on the user-centered evaluation practise in the field of Human-Computer Interaction (HCI), the 
WP7 evaluation activities within the Aniketos project will have the following characteristics: 
 
Early focus on the users and their needs 
The user-centred evaluation approach (UCD) (see ISO 9241-210:2010) [11] defines a general process 
for including human-centered activities throughout a development life cycle by focusing on users 
through the planning, design and development of a product. One (iterative) step in this life cycle is 
concerned with the evaluation of design solutions against the previously specified user requirements. 
Within WP7, these evaluation activities will take place, always considering the needs of the targeted 
user groups (e.g. service providers, service developers and service end users). 
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Involvement of end users into evaluation activities 
Aside from expert-based evaluation techniques, where people with domain knowledge provide 
feedback on the developed systems, also methods and techniques will be deployed, which involve 
actual end users of these systems (people inside and outside of Aniketos) in the evaluation activities 
within WP7. The participation of users in the evaluation ranges from taking part in experiments, user 
testing, short-term and long-term studies, various kinds of surveys and other, future ways of gathering 
feedback from users [3]. Involving end users in the evaluation activities supports a better assessment 
of the match between users’ needs and system characteristics. 
 
Orientation on evaluation objectives  
The whole evaluation activities within WP7 are oriented on specific evaluation objectives. The stated 
objectives of the evaluation (such as usability of, acceptance of, and trust in the Aniketos methods and 
tools) define the desired characteristics, which should be achieved by the Aniketos results. These 
evaluation objectives are on the one hand related to the (user) requirements of WP1 (e.g. usability), 
and on the hand, derived from commonly approved qualities, which the Aniketos results should show 
(e.g. the Aniketos outcome should be accepted and perceived as useful for future users/stakeholders).   
 
Formative and summative evaluation 
Within WP7, there will be two broad types of evaluation with different aims: Formative evaluation 
focuses on the improvement of the continuously developed parts of the Aniketos platform. It is 
intended to provide suggestions for improvement of these parts during the whole development process. 
For instance, in order to inform the design of the Aniketos platform, the scenario-based technology 
acceptance evaluation activities aim at providing suggestions for improvement of the ideas and 
concepts about the Aniketos platform. Thus, one of the reasons for evaluating Aniketos is to take 
actions based on the results of the evaluation. The main evaluation results beneficiaries of this type of 
evaluation are the Aniketos project partners involved in the development the Aniketos platform, more 
specifically the R&D work packages. 
 
Whereas, summative evaluation is concerned with the evaluation of the Aniketos project outcome at 
the end of the project. It serves as an assessment of the effect and impact of Aniketos with regard to 
the defined validation and evaluation objectives. The beneficiaries of the summative evaluation reports 
are mainly stakeholders outside the Aniketos project, as well as the outreach work packages (WP8, 9, 
10 and 11). 
 
Iterative process 
Ideally, design and evaluation activities should take place in iterations. Evaluation already starts with 
quick feedback on conceptual designs of a system, early prototypes and mock-ups, and continues with 
feedback on more advanced prototypes and working systems for the improvement of the developed 
systems [3]. This kind of iterative process is mainly related to the formative evaluation approach. In 
Aniketos, the different phases of the project will be further divided into short- and long-term 
evaluation phases, depending on the progress in the R&D work packages. Thus, Aniketos platform 
developers can benefit from rapid and iterative feedback.  
 

Triangulation 

The validity of the evaluation results is more grounded, when data are collected via different methods, 
measures, approaches and when the analysis and interpretation of these data lead to similar 
conclusions [24]. Thus, for the evaluation of Aniketos results different types of triangulation should be 
applied to overcome the limitations of single methods, measures and approaches. For instance, in 
research methods triangulation, different research methods (e.g. surveys, user testing under laboratory 
conditions or in the field, expert walkthroughs) are used to investigate one issue (e.g. usability of 
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Aniketos methods and tools), and the findings from the differently collected data are compared 
towards similarity and diversity.  

Quantitative and qualitative approach 

Aside from the use of measures (quantitative approach), user evaluation also aims at identifying the 
causes when objectives are not met by the Aniketos platform (e.g. when usability problems occur) and 
it will provide suggestions for improvement of the Aniketos platform.  

2.3.2 Summative evaluation with users 

The work of LJMU is primarily focussed using tools to evaluate the technical elements of software 
and services, rather than end user evaluation. However, they suggest that a summative evaluation is 
possible to carry out in the University’s research lab. As part of the dissemination work, LJMU 
anticipates Aniketos may be introduced within various University courses. Students will be 
encouraged to evaluate the platform as both service developers and end users. Again, Trac might be 
used in this context as a method for generating bug reports and providing technical support. By the end 
of a semester or a student’s project, a questionnaire would be distributed to students in order to collect 
opinions on Aniketos based on their experiences. The questionnaire could cover aspects from 
functionality to the user interface, for example user friendliness, ease of installation/configuration/use 
etc., platform stability, perceived correctness, and so on.   

2.3.3 Usability Testing 

The TSSG see one of the best ways to receive feedback on new products and services is to conduct 
tests with real users, and to try to elicit feedback from them about their reaction to the product, what 
they like and dislike about it, how they would change or improve it, and what parts they cannot use. 
This is considered to be usability testing. 

“Usability really just means making sure that something works well: that a person of average (or even 
below average) ability and experience can use the thing - whether it's a web site, remote control, or 
revolving door - for its intended purpose without getting hopelessly frustrated.” - Steve Krug [1]. 

We see usability testing as a branch of Human Computer Interaction (HCI) concerned with a target 
audience’s ability to come to terms with the intricacies of a product or service. The usability of an 
interface can be defined as “a measure of the effectiveness, efficiency and satisfaction with which 
specified users can achieve specified goals in a particular environment with that interface.” [1]  

The benefits of usability testing are two-fold – they benefit the users of the product or service, and the 
providers of this product or service. Users benefit from usability testing being performed on a product 
or service because: 

 They will be satisfied, not frustrated, with the final product or service that is produced. 

 They will enjoy interacting with the product or service. 

 They will achieve their goals effectively and efficiently. 

 They will cultivate confidence and trust in the product or service. 

 If your users are satisfied, they will become loyal, and may even recommend your product or 
service to others. 

The provider of a product or service may benefit from conducting usability tests in many ways 
including: 

 Reduced development time and costs. 

 Reduced support costs. 

 Reduced user errors. 

 Reduced training time and costs. 

 Return on Investment. 
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The kinds of user evaluation methodologies employed by the TSSG include (cf. chapter 5 for further 
descriptions): 

 Heuristic Evaluation. 

 Paper prototype testing scenario. 

 Cognitive/Cooperative Evaluation of a medium- fidelity prototype (medium functioning demo). 

 High-fidelity prototype where you have already implemented previous user evaluations.  

2.3.4 User Evaluation in Practise 

TSSG applied this user evaluation methodology in practice. Together with several project partners, 
TSSG carried out a usability test of its entire mobile application service as part of the FP7 ICT 
PERIMETER project. The tests considered a mock-up of the PERIMETER GUI without any of the 
PERIMETER logic behind it. Mock-ups of the screens involved in the system GUI were developed 
and installed on a Google Android device for the usability tests. 

The testing process employed was looking for five essential properties of usability these included:  

 Learnability: How easy is it for users to accomplish basic tasks the first time?  

 Efficiency: Once users have learned the design, how quickly can they perform tasks?  

 Memorability: When users return to the design after a period of not using it, how easily can they 
re-establish proficiency?  

 Errors: How many errors do users make, how severe are these errors, and how easily can they 
recover from the errors? 

 Satisfaction: How pleasant is it to use the design? 

The testing process required the implementation of a test plan, based on the above principles, but 
which also considered input from the Handbook of Usability Testing [20] and guidelines from the 
World Wide Web consortium [8].  

The test was conducted on a total of twenty-three test users, involving test users from four different 
PERIMETER partner sites. The results of the tests did influence the design and functionality of the 
system as a whole. Aspects of the application that were not considered for this test were addressed in 
later iterations of the application. Whilst other aspects were discounted thus saving valuable 
development time. Also, it was noticeable that the perceived benefits to the user of using such a 
system differed slightly from those of the consortium when creating the application in the first place. 
This proved to be invaluable feedback. 

Apart from the above summarized scenario-based validation and evaluation approaches and 
methodologies, which can be applied for the case study A “future telecommunication services” and the 
case study C “land-buying and eGovernance” in a final stage; there has to be considered a special 
approach for the case study B “European Air Traffic Management systems”. Thus for the latter we 
also consider the E-OCVM methodology, which is described below. 

2.4 European Operational Concept Validation Methodology (E-OCVM) 

The Aniketos case study on “European Air Traffic Management systems” follows the European 
Operational Concept Validation Methodology. This validation methodology (applied by DBL) 
articulates an iterative and interactive process to answer the question “Are we building the right 
system?” for the identified market. The overarching aim is to build a sound body of evidences 
showing that the product satisfies stakeholder's and user's needs with respect to different dimensions 
such as effective and perceived security, user acceptance, market suitability, technical feasibility, 
reliability, scalability, usability, user experience and trust. 

The specific validation methodology adopted in the Aniketos Case Study B will encompass aspects of 
Technical Assessment and user-centered design, being based on the European Operational Concept 
Validation Methodology (E-OCVM). E-OCVM has emerged over more than 10 years from 
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experiences gained in many European co-operative ATM (Air Traffic Management) R&D activities, 
involving R&D institutes, ATM service providers and industry mostly in the framework of EC and 
EUROCONTROL funded projects.  

E-OCVM aims to be a framework for carrying out R&D projects and activities, rather than a strict set 
of rules. The overall validation process is structured mainly among the three following areas: 

 the management of stakeholder expectations and information requirements through ‘transversal 
cases’, such as the Safety, Business, Human Factors and Environmental Cases; 

 the assessment of the maturity of the concept, and the management of concept development 
transitions, from the initial identification of the problem through to transfer of the concept 
development from R&D to the final integration and  validation; 

 the Structured Planning Framework proposing various steps (from the high-level steps describing 
Validation activities, to the detailed sub-steps and Validation exercises that can be useful to collect 
properly the needed evidences) in order  to foster the need to manage validation activities at 
different scales providing guidance at Programme and Project as well as Exercise levels. 

The E-OCVM Validation methodology will be of particular interest as it defines different Validation 
objectives, activities and techniques, depending on the maturity level of concept/technology. This will 
particularly fit our project, since it is a reasonable expectation that the maturity level will be different 
for each Aniketos results from different WPs, at the project start, but also at the end of it. E-OCVM 
provides a robust framework to address such diversity, in order to strike the right balance between an 
integrated validation of the whole integrated Aniketos framework and dedicated focus on individual 
components and solutions. 

2.4.1 Assumptions on the Role of Validation in the System Development Process 

There are some key assumptions, which underlie the Operational Validation Process: 

 Validation is concerned both with the identification of the operational needs of the stakeholders 
and the establishment of appropriate solutions (the operational concept). It follows an iterative 
process to ensure that the needs are properly understood, the solution is well adapted (the right 
system is being developed) and adequate supporting evidence has been gathered. 

 Validation is part of a larger system development/engineering process. It takes its place together 
with other important processes such as requirements management, concept refinement (solution 
development), verification, development of a performance framework, etc. 

We should look more closely at how the Validation process integrates into this larger system 
engineering process, highlighting the relationships of the greatest importance. 

2.4.2 The Validation Methodology 

It is always difficult to demonstrate that Validation objectives of a project are achieved, and for this 
reason the high level Validation objectives have to be broken down into detailed Validation criteria. 
The detailed Validation criteria have a direct influence on the more general Validation objectives and, 
being more detailed, are more easily measurable. This process of decomposition has to be repeated 
several times resulting in a hierarchical structure of objectives (Tree Model), as shown in Figure 5. 
The decomposition of objectives ends with the identification of basic indicators, which represent the 
‘leaves’ of the ‘leaf’ in the tree model. Note that indicators can be quite diverse. For instance, some 
indicators can be measurable. Whereas, other indicators might highlight compliance with standards or 
development processes, adoption of development tools and so on. Indicators will then require different 
types of evaluations. Figure 5 shows a simple example of how we can identify criteria and determine 
the trial, by decomposing iteratively the criteria in order to obtain evidences that can be measured or 
evaluated in a quantitative or qualitative way. Different types of methods can be used to support the 
Validation: 
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 Deterministic: e.g., formal proof of compliance to a specification, demonstration of S&D 
requirements, etc. 

 Probabilistic: e.g., quantitative statistical reasoning to establish a numerical level 

 Qualitative: e.g., compliance with rules that have an indirect link to the desired criteria (e.g. 
compliance with standards, staff skills and experience). 

Note that the proposed evaluation and validation process is similar to other assessment processes. For 
instance, system assurance relies on the construction of safety cases for the judgment of the adequacy 
of system safety.  

Indicators can provide information about the lower level of the detailed Validation objectives and they 
can be evaluated through measures taken during ‘experiments’ and trials carried out in different 
Validation Sessions.  The evaluation of objectives at a lower level of the hierarchy should allow the 
evaluation of the objectives on the next level up of the hierarchy. An iterative approach to evaluation 
will, therefore, move up the hierarchy. In practice, all leaves of the tree can be measured and, 
therefore, assessed. Their assessment allows the assessment of the ‘father’, the assessment of the 
father and the other objectives at the same level allow the assessment of the ‘grandfather’ and so on. 

 

 
Figure 7: Example of Validation Criteria decomposition and appropriate Validation Methods 

identification 

The measurement of an element through its ‘decomposition’ into more measurable entities is a 
common approach in science, and a very similar approach has been successfully used, for example, in 
software engineering to measure the Quality of Software, or in the Air Traffic Management domain 
trough development of the European Operational Concept Validation Methodology (E-OCVM) or in 
Safety Assessment.  

The main steps in our iterative process, inspired by the ones proposed in the E-OCVM Methodology, 
encompassing both operational Validation and technical Validation, can be summarized as: 
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1. Set the evaluation strategy: 

 Classify the R&D project (wrt the 3 dimensions of: procedures, human machine interactions, 
technologies, wrt its size/scale, etc.) 

 Identify the concept/solutions/project outcome to validate 

 Identify the user of the project outcome 

 Identify the outcome usage and purpose 

 Identify the general objectives of the Validation 

 Identify what criteria are to be used 

2. Determine the trial:  

 Decompose the criteria iteratively, in order to obtain evidences 

 Decide how they will be evaluated (e.g., measured, analysed, etc.) 

 Set out a plan of how the trial will be conducted 

3. Conduct the trial: 

Go through the various evaluation methods (e.g., tests, formal verifications, simulations, application 
into case studies, Wizard of OZ Simulations, users interviews, expert walkthrough, etc.)  

It is worthwhile to notice, that the single validation trial/exercise can benefit from different and 
integrated methodologies, already adopted in the Aniketos project, such as Software Quality, User-
centred evaluation and scenario-based evaluation. The Validation responsible will select the most 
suitable approaches depending on the artifact to be evaluated, on its maturity level and on the target 
users involved in the evaluation. 

4. Determine the results: 

Assess the evaluation results (e.g., analysis of the measurements taken, expert judgements, etc.) 

2.5 Summary of the validation and evaluation approaches 

By applying the different validation and evaluation approaches and methodologies within Aniketos, 
we ensure a combined socio-technical perspective within the project. Next to technical objectives, 
which are validated with several techniques and methods, also a strong user point of view is put in 
place. Service developers, service providers, service end users, just to mention some stakeholder 
within this project, will be involved in the different phases of the development process. Across all 
presented approaches (see section 2.1-2.4) an iterative activity cycle is followed ensuring flexible and 
collaborative as well as multi-disciplinary efforts involving the research and industrial partners.  
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3 Validation and user evaluation targets 
This section contains a description of the targets of the validation / evaluation, i.e. the outcome of the 
Aniketos project, which the WP7 partners will evaluate in particular. Moreover, the description 
includes a framework about how the validation / evaluation is organized for each target. 

3.1 Overview of validation and evaluation targets 

The Aniketos targets of evaluation range from WP-related tools, modules and components of the 
Aniketos platform to trans-WP evaluation targets, i.e. Aniketos results for specific development 
phases (architecting and design phases), as well as general concepts and user interfaces of tools, 
methods and techniques developed within Aniketos. Table 5 provides a summary of evaluation targets, 
and it shows the origin of the targets related to the WPs in which the targets are developed (as 
specified in D1.2 so far) and to the deliverables as a point of reference. Table 5 reflects the current 
status (M11) and may be changed during the course of the project, when new targets of evaluation 
occur or existing ones change. 

Table 5: Overview of targets of evaluation 

WPs Aniketos deliverables Targets of evaluation  

WP1 First Aniketos architecture and 
requirements specification (D1.2) 

 

Socio-technical security modelling 
language and tool (D1.3, D1.4) 

 Target 1: Socio-technical security 
modelling language and tool 

 Target 2: Security & risk 
assessment methodologies and tools  

 Target 3a: Aniketos results for 
architecting and design phases 

WP2 Models and methodologies for embedding 
and monitoring trust in services (D2.1) 

 

Prototype of Trust management, security-
by-contract and verification modules 
(D2.2; D2.5) 

 Target 4a: Community support 
module 

 Target 5: Trustworthiness 
prediction module  

 Target 6: Monitor trustworthiness 
module  

 Target 7a: Contract negotiation 
module 

 Target 8: Security verification 
module 

 Target 3b: Aniketos results for 
architecting and design phases 

WP3 Prototype of Secure service composition 
(D3.2, D3.5) 

 Target 7b: Contract negotiation 
module (Security by Contract 
module?) 

 Target 9: Security property 
determination module  

 Target 10: Security policy 
monitoring module  

 Target 3c: Aniketos results for 
architecting and design phases  

 Target 8: Security verification 
module 

 Target 16: Secure composition 
planner module 
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WPs Aniketos deliverables Targets of evaluation  

WP4 Prototype of the mechanisms for the 
response to changes and threats (D4.2; 
D4.4) 

 Target 11: Threat response 
recommendation module  

 Target 12: Service threat 
monitoring module 

 Target 13: Notification module  

 Target 14: Threat repository 
module 

WP5 (WP6) Aniketos platform integration (D5.2; D5.3) 

Aniketos applied to the industrial case 
studies (D6.1; D6.3; D6.4) 

 Target 4b: Community support 
module 

 Target 15: Aniketos platform 
concepts and user interface  

 Target 3d: Aniketos results for 
architecting and design phases 

3.2 Framework for validation and evaluation targets 

This section provides an overall picture of the evaluation targets and the related objectives and 
methods for their validation and evaluation. For each of the identified target of evaluation, the 
following is described: 

 Partner: WP7 contributors, who are interested in validating/ evaluating this target. 

 WP7 tasks: The work within WP7 is divided up into several tasks according to the Aniketos 
Description of Work.   

 Objectives: This table column lists specific qualities or characteristics, which the evaluation 
targets should have. These objectives are described in more detail in chapter 4 (Validation and 
user evaluation objectives and measures).  

 Methods: Whether or not the validation and evaluation objectives have been fulfilled will be 
investigated via specific validation and evaluation methods for each evaluation target. Further 
description of these methods is provided in chapter 5 (Toolbox of relevant validation and 
evaluation methods). 

 Target user groups: When following a user-centred evaluation approach, the identification of 
target user groups is necessary. This table column provides a list of such target users, which might 
be involved in evaluation activities for the target. 

3.2.1 Target 1 - Socio-technical security modelling language and tool 

One of main target of validation/evaluation developed in WP1 will be how the Aniketos platform 
supports “Socio-technical modelling & security assessment”. In particular, a focus will be placed on 
those components (i.e. methodologies and tools) drawn from WP1 and contributing to the Aniketos 
platform. Examples of such components are Trento’s socio-technical modelling approaches (e.g. for 
requirements) and CNR’s trust modelling approaches: 

 Modelling of evolutionary requirements (UNITN) 

 MASTER design toolkit (UNITN) 

 Goal risk model (UNITN) 

 Secure Tropos (UNITN) 

 Si* tool (UNITN) 

 Organizational security and dependability patterns (UNITN) 

 Contextual requirements modelling and analysis (UNITN) 

 Role-based trust management with quantitative notion of trust (CNR) 
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Table 6: Target 1 - Socio-technical security modelling language and tool 

Partner WP7 tasks Objectives Methods Target user groups 

PLUS Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 Case 
study A and C 
evaluation 

Perceived accuracy of 
modelling tool 
concept (4.2.9) 

Expert interviews, 
Delphi method, 
group interviews, 
focus groups 
(5.1.7) 

Questionnaires and 
surveys (5.1.6) 

All types of intended 
users of the modelling 
language and tool 

Technology 
Acceptance 
Assessment (4.2.18) 

 

Usability (4.2.22) Usability testing 
(5.1.1) 

Usability Enquiries 
(5.1.2) 

Usability 
inspection methods 
(5.1.3) 

DBL Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 Case 
study B evaluation 

Composability vs. 
Compositionality of 
services (4.2.3) 

Usability testing 
(5.1.1) 

Direct observations 
(5.1.8) 

Focus groups, 
semi-structured 
interviews (5.1.7) 

Questionnaires 
(5.1.6) 

End-user groups 
interested in 
modelling/analysing 
security and trust 
properties in service 
compositions 

Perceived accuracy of 
modelling tool 
concept (4.2.9) 

Usability (4.2.22) 

3.2.2 Target 2 - Security & risk assessment methodologies and tools 

The second target of validation/evaluation would be how the Aniketos platform supports “Risk 
Assessment”. In particular, validation activities focus on those components (i.e. methodologies and 
tools) drawn from WP1 and contributing to the Aniketos platform. Examples of such background 
components that will complement Aniketos platform are UNITN tools and methodologies supporting 
Risk Assessment and SINTEF’s SeaMonster. 

Table 7: Target 2 - Security & risk assessment methodologies and tools 

Partner WP7 tasks Objectives Methods Target user groups 

DBL Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 Case 
study B evaluation 

Perceived accuracy of 
modelling tool 
concept (4.2.9) 

Usability testing 
(5.1.1) 

Direct observations 
(5.1.8) 

Focus groups, 
semi-structured 
interviews (5.1.7) 

Questionnaires 
(5.1.6) 

End-user groups 
interested in assessing 
security and trust 
properties in service 
compositions Perceived Trust 

(4.2.10) 

Risk Assessment 
w.r.t. Service 
Composition (4.2.22) 

Risk Assessment 
w.r.t. Security 
(4.2.22) 
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3.2.3 Target 3a-d - Aniketos results for architecting and design phases 

This target includes the Aniketos outcome of several work packages. The validation / evaluation 
activities for this target do not focus on single components and modules of the Aniketos platform, but 
investigate the software-intensive security-critical system / service security engineering from a work 
process viewpoint. Thus, the effectiveness of Aniketos results for a specific phase in the development 
process, in this case for the architecting and design phase, is identified.   

Table 8: Target 3a-d - Aniketos results for architecting and design phases 

Partner WP7 tasks Objectives Methods Target user groups 

Thales 
Research & 
Technology 

Task 7.4 Aniketos 
platform evaluation 

Capability assessment 
(4.2.2) 

Methods within E-
OCVM (2.4) 

System security risk 
manager 

System security 
architect 

System architect 

System engineering 
manager 

 

Framework / 
methodology 
independence (4.2.4) 

Guidance (4.2.6) 

Mapping assessment 
(4.2.8) 

Standard compliance 
(4.2.17) 

Testability (4.2.19) 

Usability (4.2.22) 

3.2.4 Target 4a,b - Community support module  

A community support module, developed within WP2 and 5, will be part of the Aniketos platform. In 
particular the validation/evaluation will be performed on the Marketplace module, which will support 
user(s) to request/offer Aniketos compliant services. The Aniketos marketplace contains security 
descriptors of registered services, which provide information about service security properties. 
Together with service trustworthiness value, they are used for matching services against security 
requirements specified in the security query. 

Table 9: Target 4a,b - Community support module 

Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Aniketos Authority 

Aniketos platform 
contributor 

Aniketos community 
member 

Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 
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Partner WP7 tasks Objectives Methods Target user groups 

ITALTEL Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) Real (or simulated) 
implementations of 
Aniketos sub-
system(s) with ad-
hoc test-suites 

Service developers 

Service providers 

Module(s) inside the 
Aniketos platform 
interacting with the 
Marketplace module  

Scalability (4.2.15) 

3.2.5 Target 5 - Trustworthiness prediction module 

This part of the Aniketos platform helps to predict the current trustworthiness of a service and of a 
composite service. 

Table 10: Target 5 - Trustworthiness prediction module 

Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.6 Target 6 - Monitor trustworthiness module 

Target 6 focuses on the monitor trustworthiness module, which enables runtime monitoring of 
trustworthiness based on the mechanisms and metrics defined according to the trust model.  

Table 11: Target 6 - Monitor trustworthiness module 

Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 
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3.2.7 Target 7a,b - Contract negotiation module 

WP7 will evaluate this module, which enables the matching of provided and required contract 
offerings. 

Table 12: Target 7a,b - Contract negotiation module 

Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.8 Target 8 - Security verification module 

Developed by both WP2 and WP3, the security verification module first matches the consumer’s 
security policies and the agreement template. It also verifies the service compliance to security 
contracts of compose services. This is done by checking the service composition plan against the 
agreement template of the service composition. The verified result is either notified to other modules 
immediately or signed by the security verification module for future usage. It is a rather important 
module in Aniketos as other modules rely on its function. Thus the security verification has to be 
validated carefully before release. 
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Table 13: Target 8 - Security verification module 

Partner WP7 tasks Objectives Methods Target user groups 

LJMU Task 7.3 scenario-
based evaluation 

Functionality (4.2.5) Validation with 
predesigned 
scenarios and unit 
testing such as 
black box testing 
(5.1.9) 

Service composer 

(Re)composition agent 

Aniketos community 

ATOS Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) End-to-end / 
Integration test 
(5.1.10) 

Aniketos framework 
administrator  

Services developers 

Robustness (4.2.13) Robustness testing 

Scalability (4.2.15) Scalability testing 

Usability (4.2.22) Usability Tests 
(5.1.1) 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation  

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.9 Target 9 - Security property determination module 

Within the Aniketos platform component “Security property determination module” developed by 
WP3, determination of the security properties of individual services as well as the overall properties 
for the federated composed services will be required both at design time and at runtime. 

For a single service, the property determination module first checks the Aniketos marketplace for 
defined security properties. If there is certified verification result exists in the marketplace, the 
property determination module will retrieve the value directly. Otherwise it will contact the security 
verification module for verification purpose. In contrast, for a composed service, the composed 
security property must be calculated based on the properties of the subservices of which it’s 
comprised. It is the responsibility of the Property Determination Module to iterate through the 
subservices in order to determine the properties of the overall composition. This process may therefore 
involve re-entrant recursive calls to the Property Determination module. 
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Table 14: Target 9 - Security property determination module 

Partner WP7 tasks Objectives Methods Target user groups 

LJMU Task 7.3 scenario-
based evaluation, 

Functionality (4.2.5) Validation with 
predesigned 
scenarios and unit 
testing such as 
black box testing 
(5.1.9) 

Service developers 

Service composer 

(Re)composition agent 

ATOS Task 7.4 Aniketos 
platform evaluation 

Robustness (4.2.13) Robustness testing Service developers at 
design time 

Scalability (4.2.15) Scalability testing 

Usability (4.2.22) Usability Testing 
(5.1.1) 

Surveys (5.1.6) 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.10 Target 10 - Security policy monitoring module 

The validation of Aniketos platform component “Security policy monitoring module” also has one 
obvious target: Security Properties Monitor. The security policy monitoring module is developed by 
WP3. This module enables the monitoring of security policies and properties, as well as the 
monitoring for security contract fulfilment. Certain monitoring and verification check points will be 
deployed, depending on services’ trustworthiness. If the service property no longer fulfils the contract 
or user’s policy has been updated, the security policy monitoring module will notify the affected 
parties. 

Table 15: Target 10 - Security policy monitoring module 

Partner WP7 tasks Objectives Methods Target user groups 

LJMU Task 7.3 scenario-
based evaluation 

Functionality (4.2.5) Validation with 
predesigned 
scenarios and unit 
testing such as 
black box testing 
(5.1.9) 

(Re)composition agent 

End user and service 
developer 

ATOS Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) Unit test/ 
Integration Test 
(5.1.10) 

System (Aniketos) 
administrator 

Precision (4.2.12) 

Sensitivity (4.2.16) 
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Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation 

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.11 Target 11 - Threat response recommendation module 

This module provides recommendations for threat response at runtime, such as a general plan for the 
intelligence that will compute the appropriate response. The recommendations will be uploaded to the 
threat repository module to be used by interested services. 

At design time, services created with Aniketos platform will consult the recommendations to include 
the threat response capability in order to make services threat awareness. 

Table 16: Target 11 - Threat response recommendation module 

Partner WP7 tasks Objectives Methods Target user groups 

ATOS Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) Unit tests / 
integration tests 
(5.1.10) 

Service developers at 
design time 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation  

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.12 Target 12 - Service threat monitoring module 

This module detects and observes changes or threats at runtime and notifies corresponding 
components when there is a change of threat level. It also updates the threat information in the threat 
repository at runtime. 
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Table 17: Target 12 - Service threat monitoring module 

Partner WP7 tasks Objectives Methods Target user groups 

ATOS Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) Performance 
testing 

Aniketos platform 
administrators 

Robustness (4.2.13) Robustness testing 

Scalability (4.2.15) Scalability testing 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation  

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.13 Target 13 - Notification module 

This module provides a notification mechanism for services created with the Aniketos platform with 
respect to changes in the environment and threats.  

After environment change or threat detection, an adaptation is computed with regard to the agreed 
trust level and the security properties of a service. Such adaptation is then notified to the responsible 
entities. 

Table 18: Target 13 - Notification module 

Partner WP7 tasks Objectives Methods Target user groups 

ATOS Task 7.4 Aniketos 
platform evaluation 

Performance (4.2.11) Performance 
testing 

Aniketos platform 
administrators 

Robustness (4.2.13) Robustness testing 

Scalability (4.2.15) Scalability testing 
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3.2.14 Target 14 - Threat repository module 

This module contains a repository of threats, dynamically updated, with information about the threat 
type and recommended response. 

Table 19: Target 14 - Threat repository module 

Partner WP7 tasks Objectives Methods Target user groups 

TSSG Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 case study 
A (primary focus) 
and C (secondary 
focus) evaluation  

Functionality (4.2.5) Test cases in the 
Validation Test 
Suite (2.1) 

Service developer 

Service provider 

Service end user 
Performance (4.2.11) 

Reliability (4.2.14) 

Supportability 

Usability (4.2.22) Usability test 
(5.1.1) 

Heuristic 
evaluation (5.1.3) 

Paper prototype 
testing scenario 
(5.1.4) 

Cooperative 
evaluation (5.1.5) 

3.2.15 Target 15 - Aniketos platform concepts and user interface 

Another evaluation target within WP7 comprises all parts of the Aniketos platform (techniques, 
methods, tools, etc.), which are applied or used by Aniketos stakeholders (service developers, service 
providers or service end users) to achieve a specific goal. More specifically, the evaluation targets 
comprise:  

a) ideas and concepts of the Aniketos platform regarding the use of the Aniketos platform by various 
stakeholders. These ideas and concepts are captured (to a varying extent) in the scenarios developed in 
WP1. Within task 7.3 in the Aniketos project, user interaction scenarios will be constructed on the 
basis of the Aniketos scenarios produced in WP1.  

At an early stage in the development process of future systems, such user interaction scenarios are 
produced to describe the anticipated interaction of a user with a system. These scenarios are typically 
text-based stories about actors and their actions with a system in a specific situation and they serve 
system designers as a means for communicating conceptual design solutions. Moreover, these user 
interaction scenarios can be evaluated together with anticipated users or domain experts in order to 
give system designers initial feedback about the sketched user interaction with the system in order to 
refine the conceptual design solutions. 

b) all parts of the Aniketos platform, which can be interacted with by a user, i.e. for instance, user 
interfaces of the platform and tools provided via the platform. 
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Table 20: Target 15 - Aniketos platform concepts and user interface 

Partner WP7 tasks Objectives Methods Target user groups 

ITALTEL, 

WIND 

Task 7.3 scenario-
based evaluation 
(Case study A), 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 Case 
study A evaluation 

 

Trust and Assurance 
(4.2.20) 

Evaluation of the 
certification 
programme  
Interview (5.1.7) 

Service end users  

User Experience 
(4.2.21) 

Questionnaire 
(5.1.6) 

PLUS Task 7.3 scenario-
based evaluation, 

Task 7.4 Aniketos 
platform evaluation, 

Task 7.5 Case 
study A and C 
evaluation 

Perceived accuracy of 
platform concepts 
(4.2.9) 

Expert interviews, 
Delphi method, 
group interviews, 
focus groups 
(5.1.7) 

Questionnaires and 
surveys (5.1.6) 

All types of intended 
users of the Aniketos 
platform 

Technology 
Acceptance 
Assessment (4.2.18) 

Trust (4.2.20) Trust 
questionnaires and 
surveys (5.1.6) 

Usability (4.2.22) Usability testing 
(5.1.1) 

Usability Enquiries 
(5.1.2) 

Usability 
inspection methods 
(5.1.3) 

DAEM Task 7.3 scenario-
based evaluation, 

Task 7.5 Case 
study C evaluation 

Usability (4.2.22) Scalability test  

Questionnaires 
(5.1.6) 

Service end users  

ELSAG Task 7.3 Scenario 
based evaluation  

Task 7.4 Aniketos 
platform evaluation 

Functionality (4.2.5) 

Perceived Security 
(4.2.10)  

Precision (4.2.12) 

Robustness (4.2.13) 

Validation with 
predesigned 
scenarios and unit 
testing such as 
black box testing 
(5.1.9) 

End-to-end / 
Integration test 
(5.1.10) 

Service developers 

Service providers 
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3.2.16 Target 16 – Secure composition planner module 

The validation of Aniketos platform component “Secure composition planner module” has one target: 
Secure Composition Planner. This module is developed by WP3. The secure composition planner 
module analyses one or more composition plans and makes suggestions on whether the composition 
plans are secure. It may also rank the composition plans based on the service security specifications 
and suggest new compositions to improve the security. 

Table 21: Target 16 - Secure composition planner module 

Partner WP7 tasks Objectives Methods Target user groups 

LJMU Task 7.3 scenario-
based evaluation 

Functionality (4.2.5) Validation with 
predesigned 
scenarios and unit 
testing such as 
black box testing 
(5.1.9) 

(Re)composition agent 

End user and service 
developer 
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4 Validation and user evaluation objectives and measures 
This section contains a short description of each evaluation objective, i.e. qualities or characteristics, 
which the Aniketos results should have, and more specific quality attributes and metrics for each 
objective, which make it possible to assess the degree to which the objective has been achieved. The 
objectives are related to the (non-)functional requirements (link to WP1). The deliverable highlights 
those aspects that will be considered for the validation rather than all possible aspects. 

4.1 Overview of objectives 

Table 22 provides an overview about the major validation and evaluation objectives within Aniketos, 
classifying them by their underlying perspective. 

Table 22: Perspective-based overview of the objectives 

Developer perspective User/ domain expert perspective 

Availability  

Functionality  

Interoperability 

Perceived Security 

Performance 

Precision 

Robustness 

Reliability  

Scalability  

Sensitivity  

Standard compliance  

Testability 

Guidance 

Mapping assessment 

Perceived Accuracy 

Technology Acceptance Assessment 

Trust and assurance 

User experience 

Usability, User-friendliness and effective security 

Capability assessment 

Composability vs. Compositionality of services 

Framework / methodology independence 

4.2 List of objectives and measures 

4.2.1 Availability 

Short description of the objective 

Availability of a system is the probability that it accomplishes its tasks at or within a given time. For 
computer systems, availability also reflects the ratio of the time the system is actually usable to overall 
time. Mean Time To Repair (MTTR) along with MTBF (Mean Time Between Failures) gives a 
measure for availability: MTBF/(MTBF+MTTR) 

System components can be unavailable due to: 

 Hardware problems (no network connection, broken hardware, etc.) 

 Software problems (high number of requests, DoS attacks, maintenance service, etc.) 

As the architecture consists of several dependent components, not only the availability of each 
component is relevant, but also the impact of one failing component to the system (e.g. what happens 
if the Security Verification Module is down). In order to do so, each component must be checked 
whether: 
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 It may be a single point of failure, if so, how fundamental is this component to the system (i.e. 
how big is the impact of this failure, how many other components won't be available during the 
period it is down?) 

 It is laid out for the number of proposed request/time, even during rush hour 

 It is vulnerable to DoS attacks (-> Security) 

Depending on the results of the analysis the Aniketos component should be replicated or distributed to 
maximize Aniketos availability service. However, replication/distribution is not always possible, and 
should in general be handled with care. Risk of data inconsistency may in many cases reduce the 
ability to distribute a component. 

Possible quality attributes / metrics 

Summarized in the next table are some quality availability sub attributes that have to be guaranteed by 
the Aniketos architecture. 

Table 23: Quality attributes and metrics for Availability 

Quality attributes Metrics 

Key service availability:  

Fault/unavailability of a key service shouldn’t affect 
the availability of related Aniketos functionality 

 Monitoring tool for checking the availability status 
of the services/components.  It might be interesting 
that this tool provides a GUI (administration 
console) in order to check which 
components/services are up or down to the 
Aniketos platform administrator. 

 Check if a service failure causes cascade failures of 
other services. 

 Check what happens if the service provider decides 
not to deliver the service while assembling a 
composition, either at design-time or at runtime 

Maintainability:  

The scheduled downtime (e.g. due to configuration 
activities) should be low enough to guarantee an 
acceptable percentage of availability for each single 
service. 

 Making response time tests to services. 

Redundancy:  

Hardware/Software components should be replicated 
to guarantee that any single point of failure will not 
affect other the Aniketos services 

 Check the deployment of existing services on 
different servers (to enable service users to get their 
service), 

 Service Providers are typically free to rely on third 
parties to deliver some of the service functionality. 
However, if the redundant service providers rely on 
the same third party, redundancy dissolves. 
Consequently, service providers should be aware of 
the other redundant providers that are involved, so 
that they cannot be delegated any task concerning 
the provision of that service. An effective 
mechanism to ensure redundancy is to monitor 
responsibilities in service delivery, so that violation 
of redundancy policies can be detected. 

Error Monitoring:  

Monitoring tools and procedures to detect errors in the 
Aniketos system as well as guide the solution 
(software/hardware/switch to mirror systems) to 
minimize the MTTF (mean time to fix) 

 Monitoring tool for checking the availability status 
of the services/components.  It might be interesting 
that this tool provides a GUI (administration 
console) in order to check which 
components/services are up or down to the 
Aniketos platform administrator. 
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Quality attributes Metrics 

Component Upgrade:  

Architectural implications of software/hardware 
upgrades affecting Aniketos services. 

 Metrics for this quality attribute will be defined 
within future WP7 activities. 

4.2.2 Capability assessment 

Short description of the objective 

This objective comprises several sub-objectives: 

 Assess the capability to initialise the system security engineering model(s) using an initial model 
from a standard architecture framework. 

 Assess the capability to maintain the consistency and/or detect the inconsistencies between the 
mainstream system engineering model and the security engineering model(s). 

 Assess the capability to influence or impact the mainstream system engineering model with the 
results of the security engineering modelling / analysis results. 

 Assess the Aniketos capability to elicit security needs. 

 Assess the capability to express the state of a security contract. 

 Select a subpart of the system (i.e. a subsystem or service) on which a security contract has been 
defined and assess its capability to support model-based subcontracting. 

 Assess the Aniketos runtime monitoring capability of service security contracts. 

 Select a subpart of the system (i.e. a subsystem or service) on which a security contract has been 
defined and assess its capability to support a subsystem / service security risk assessment without 
further information on the subsystem / service security needs. 

Table 24: Quality attributes and metrics for capability assessment (1) 

Quality attributes Metrics 

Consistency of model concepts in the mainstream 
system engineering model and the security 
engineering model 

 Number of identical concepts in both models. 

 Number of similar concepts (i.e. concepts quite 
close but with slight structural or semantic 
differences). 

Level of automation support for the model 
transformation from the mainstream system 
engineering model to the security engineering model 

 Boolean specifying if the transformation is 
currently automated. 

 If no automation support, average number of basic 
operations to transform a concept from the 
mainstream system engineering model into its 
similar concept in the security engineering model. 

End-user feedback on the complexity of the mapping 
between concepts 

 Self-assessed mark between 1 (complex) & 6 
(easy). 

Table 25: Quality attributes and metrics for capability assessment (2) 

Quality attributes Metrics 

Automation support for the model consistency   Boolean specifying if the consistency assurance is 
currently automated. 

End-user feedback on the complexity of manually 
maintaining the consistency between both models* 

 Self-assessed mark between 1 (complex) & 6 
(easy). 

* This indicator is used only if the consistency is not automated. 
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Table 26: Quality attributes and metrics for capability assessment (3) 

Quality attributes Metrics 

Level of early security engineering work impact on 
the mainstream system engineering work 

 Self-assessed mark between 1 (null) & 6 (high). 

Complexity to take onboard the security-related 
recommendations within the mainstream system 
engineering work  

 Self-assessed mark between 1 (complex) & 6 
(easy). 

Table 27: Quality attributes and metrics for capability assessment (4) 

Quality attributes Metrics 

Capability to elicit security needs   Number of new security needs that have been 
elicited using the Aniketos suite. 

 Percentage of these new security needs with 
respect to a priori known needs. 

 Self-assessed mark between 1 (elicitation 
capability seems very low) & 6 (elicitation 
capability seems to have very high potential). 

Table 28: Quality attributes and metrics for capability assessment (5) 

Quality attributes Metrics 

Capability to express the state of a security contract  Number of possible states. 

 Self-assessed mark between 1 (state cannot be 
expressed) & 6 (highly relevant state expressivity). 

Table 29: Quality attributes and metrics for capability assessment (6) 

Quality attributes Metrics 

Contractor confidence in the security contract 
capability to support model-based subcontracting 

 Self-assessed mark between 1 (defiance) & 6 (full 
confidence) 

Table 30: Quality attributes and metrics for capability assessment (7) 

Quality attributes Metrics 

Runtime monitoring capability of service security 
contracts: integrity 

 Number of false alarms. 

 Number of missing alarms. 

Runtime monitoring capability of service security 
contracts: latency 

 Duration between the security event occurrence 
and the end-user event acknowledgement. 

Runtime monitoring capability of service security 
contracts: end-user acceptance 

 Self-assessed mark between 1 (inadequate) & 6 
(very helpful) 

Table 31: Quality attributes and metrics for capability assessment (8) 

Quality attributes Metrics 

System architect confidence in the security contract 
capability to support subsystem / service risk 
assessment vis-à-vis the security expert 

 Self-assessed mark between 1 (defiance) & 6 (full 
confidence) 
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Quality attributes Metrics 

Security expert confidence in the security contract 
capability to provide him/her with all the required 
information on the subsystem / service security needs 
in order to perform a risk assessment * 

 Number of obviously missing data elements 

 Self-assessed mark between 1 (defiance) & 6 (full 
confidence) 

* This indicator requires finding an independent security expert who will accept to perform this 
exercise. 

4.2.3 Composability vs. compositionality of services 

Short description of the objective 

This objective is about how socio-technical modelling and security assessment supported by the 
Aniketos platform allows users to understand the liability of service composition from an end-user 
viewpoint (e.g. service providers). Although the two concepts are vaguely distinguishable, this 
evaluation objective stresses a pragmatic account of the two concepts. On the one hand, composability 
evaluation intends to assess how Aniketos platform‘s users are supported in assessing whether critical 
service properties (e.g. security) are preserved when the service is composed together with others. On 
the other hand, composability evaluation intends to assess how Aniketos platform’s users are 
supported in assessing how critical properties emerge from composing different services together. 
Therefore, composability tells us whether or not critical properties are guaranteed by the composition 
of different services. Whereas, compositionality is concerned with emergent properties of the 
composition (process) of different services together.  

Let's consider a simple explanatory example. A particular service is ‚guaranteed‘ to be secure. 
Therefore, an end-user decides to deliver it together alongside (that is, composed with) other services 
in order to provide a complex service supporting a particular business process. The question then is: is 
security preserved once the service is composed with other services?  

From an evaluation viewpoint, we would like to assess how the Aniketos platform enhances end-users' 
confidence on how composition preserves critical features, e.g., like security. This aspect somehow is 
captured by the concept of „Composability“. End-users are therefore encouraged to deliver services by 
composing them. Assuming that a set of services is available. The question then is: how composing 
services may deliver critical features like security. Here the emphasis is on the composition 
process/operation. From an evaluation viewpoint, we would like to assess how the Aniketos platform 
helps user to deliver services by composition. This aspect somehow is captured by the concept of 
„Compositionality“. Note that similar problems emerge in the certification of safety-critical systems. 
For instance, safety assessment often relies on safety cases that decompose safety requires into small 
manageable objectives that are directly related to diverse safety evidence (e.g. system usage, process 
compliance, formal verification, etc.). Another example is the assessment of system reliability. 
Systems often consist of different components composed together by the system architecture. 
Individual components may exhibit specific reliability features. However, the overall system reliability 
depends on how the system architecture puts them together. Here the analogy is as follows. Many 
other cases suggest that it would be useful to distinguish the two concepts from a validation viewpoint. 

Related standards 

The EUROCONTROL E-OCVM (European Operational Concept Validation Methodology) is 
concerned with the validation of emerging concepts and their deployments. Although it is drawn from 
the ATM domain, it provides insights for the validation of new concepts and relevant methodologies 
or tools that are useful across different industry domains. 

Possible quality attributes / metrics  

The evaluation/validation will rely on qualitative as well as quantitative assessment.  
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4.2.4 Framework / methodology independence 

Short description of the objective 

This objective comprises two sub-objectives: 

 Assess the independence of the proposed system security engineering methodology with respect to 
the end-user’s mainstream system engineering methodology and architecture framework. 

 Assess the independence of the Aniketos service security contract with respect to the way the 
service is rendered, either by people, equipment (hardware / software) or procedures. 

Possible quality attributes / metrics  

Table 32: Quality attributes and metrics for methodology independence 

Quality attributes Metrics 

Level of independence of the proposed system 
security engineering methodology with respect to the 
end-user’s mainstream system engineering 
methodology and architecture framework 

 

 Number of methods and frameworks generally 
used by the end-user. 

 For each of the above stated method and/or 
framework, self-assessed mark between 1 
(cumbersome dependence) & 6 (good 
independence). 

Table 33: Quality attributes and metrics for contract independence 

Quality attributes Metrics 

Level of independence of the Aniketos service 
security contract with respect to the way the service is 
rendered  

 Number of attributes in the Aniketos service 
security contract that make a direct reference to 
people. 

 Number of attributes in the Aniketos service 
security contract that make a direct reference to 
software. 

 Number of attributes in the Aniketos service 
security contract that make a direct reference to 
hardware. 

 Number of attributes in the Aniketos service 
security contract that make a direct reference to 
procedures. 

Expressivity capability of the service security contract  Self-assessed mark between 1 (could not express 
what was wanted) & 6 (easy and efficient 
expression). 

4.2.5 Functionality 

Short description of the objective 

Aniketos results should be evaluated toward functionality. For example, the security property monitor 
must be able to identify invalid security properties before damage has been done. Further, the 
determination of security properties both at design time and runtime should be evaluated towards 
functionality. The determined security properties for composed services have to be correct and the 
methods should support most, if not all, security properties. Moreover, the determination of security 
properties both at design time and runtime should be evaluated towards functionality. The determined 
security properties for composed services have to be correct and the methods should support most, if 
not all, security properties. 
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Possible quality attributes / metrics 

Table 34: Quality attributes and metrics for functionality 

Quality attributes Metrics 

The degree of comprehensiveness regarding the 
monitor’s ability to identify all factors/aspects that 
may result in changes of security properties. For 
example network topology change, modification of 
security policy, etc… 

 Number of factors/aspects that the monitor is able 
to manage. 

The reaction time to the changes of security 
properties. 

 Threshold value set (in seconds) for intervals, if the 
change of security properties has to be checked 
regularly rather than trigging an alarm event. 

The degree of correctness with the methods/tools used 
by a service developer/service composer/ (Re) 
composer for security properties determination both at 
design time and runtime. 

 Number of error reports/complaints received from 
both the consumers and developers regarding to the 
correctness of the methods. 

The degree of completeness with the methods used for 
security properties determination can support most 
security properties needed.  

 Number of security properties the determination 
module is able to support 

4.2.6 Guidance 

Short description of the objective 

Another objective of WP7 is to assess the Aniketos guidance to build a security risk management plan. 

Possible quality attributes / metrics  

Table 35: Quality attributes and metrics for guidance 

Quality attributes Metrics 

Level of guidance to build a security risk management 
plan  

 Self-assessed mark between 1 (no guidance) & 6 
(very useful guidance). 

4.2.7 Interoperability 

Short description of the objective 

One attribute we are going to define is the interoperability that is a non-functional requirement of 
Aniketos. Interoperability is the “ability to work with other systems”, in Aniketos architecture it means 
that we have to be able to guarantee components integration with external services, external tools (for 
instance using an external socio-technical modelling tool, from other provider) 

We have to notice that in this context the role of standards is primary and then we should consider if: 

 we are using standardized (open) protocols 

 we are proposing extensions, which conform with the protocol 

 we are trying to standardize them 

In order to better lead the evaluation phase, we are going to identify the specific aspects of 
interoperability that are relevant with respect to Aniketos requirements. In general we can refer to two 
different critical points: 

 Internal interoperability: related to the communication between internal components/service of the 
Aniketos infrastructure. 

 External interoperability: related to the communication with other systems that want to exploit 
Aniketos capabilities. 
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The following list shows some critical cases that we consider important to be evaluated from the 
architecture viewpoint: 

 Interoperability between different components inside “Design Time” layer  

 Interoperability between different components inside “Run-time” layer  

 Interoperability between both layers: “design time” and “run-time” layer  

 Interoperability between “Community Layer” and “Design layer”  

 Interoperability between “Community Layer” and “Run-time” layer  

Possible quality attributes / metrics  

Table 36: Quality attributes and metrics for interoperability 

Quality attributes Metrics 

Interoperability  Analyzing the Interfaces between components 

4.2.8 Mapping assessment 

Short description of the objective 

Assessing the mapping between the security needs and the resulting security contracts is another 
evaluation objective within WP7. 

Possible quality attributes / metrics  

Table 37: Quality attributes and metrics for mapping assessment 

Quality attributes Metrics 

Confidence in the mapping between the security needs 
and the resulting security contracts 

 Self-assessed mark between 1 (strong defiance) & 
6 (full confidence). 

4.2.9 Perceived accuracy 

Short description of the objective 

One objective of the evaluation is to investigate if the ideas and concepts regarding the use of the 
Aniketos platform by various stakeholders are perceived as realistic. Within task 7.3 in the Aniketos 
project, user interaction scenarios will be constructed on the basis of the Aniketos scenarios produced 
in WP1. The scenarios might contain descriptions of user goals, user behaviour, and usage 
environments, which are not so likely to exist in this way. By identifying the perceived actuality of the 
scenarios for Aniketos stakeholders, and especially which parts of the scenarios are realistic and which 
are not, a more user-centred design and development process can be applied. 

Possible quality attributes / metrics  

Table 38: Quality attributes and metrics for perceived accuracy 

Quality attributes Metrics 

Perceived Accuracy is measured directly by 
estimating the perceived degree of how likely the user 
interaction scenarios could take place in reality. 

 Expert/user-based assessment for different parts of 
the scenarios, e.g. using a Likert scale value 
between 1 (very likely) and 5 (very unlikely). 

Next to the quantitative measurement of perceived accuracy of the ideas and concepts about the use of 
Aniketos platform tools and methods, domain experts / users will provide suggestions for 
improvement of the ideas and concepts. 
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4.2.10 Perceived security 

Short description of the objective 

Security threats can arise due to different vulnerabilities in an environment with service composition. 
These threats are analyzed and described in D4.1 “Chapter:3” [2] and afterwards in the same D4.1 
“Chapter:4,” methods and approaches for coping with these threats are described.  

Therefore from the evaluation point of view we should check whether all these methods and 
functionalities are implemented in Aniketos architecture, this is, if Aniketos modules and components 
provide the functionality for coping with these security threats. 

Possible quality attributes / metrics  

Table 39: Quality attributes and metrics for perceived security 

Quality attributes Metrics 

Perceived security  Check if an unauthorized user can access 
confidential information 

 Use a fake service, deployed by service provider 
with the intent to damage the reputation of other 
service providers or to increase the reputation of its 
real services 

 Checking whether it is possible to fake a reputation 
report provided by a service provider (man-in-
middle attack) 

 Check if changes in reputation values are notified 
to the users of that service and afterwards a service 
recomposition takes place. 

 Check what happens in a service composition if 
one of the services has a security contract with 
temporal validity. 

  Check what happens when an uncertified service is 
injected into a service composition. 

 Making tests related to access control rules about 
confidential data the service provides. 

 Making tests related to access to Services Logs: 
The information exchanged between services in a 
composition is typically stored in Logs, and these 
logs need be protected using the same policies that 
apply to service. 

 Making tests related to the frequent recomposition 
requests: Sometimes users do press "confirm" 
buttons without checking the printed message. This 
is particularly dangerous in case it refers to a 
recomposition proposal, as the user might end up 
with a composition that is not secure or even 
includes malicious providers 

4.2.11 Performance 

Short description of the objective 

Performance of a system indicates the efficiency of the system while performing tasks. It includes total 
throughput of an operation as well as memory and disk space efficiency. It is an important feature 
considering that the system will support run-time service (re)composition and/or adaptation, which 
would imply frequent Marketplace updates. Thus, evaluating performance is necessary in order to 
guarantee an efficient store and retrieval of services in the Aniketos platform.  
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In Aniketos we should consider performance at Design Subsystem and Run-Time Subsystem. It 
should be necessary to: 

 Establish Requirements of the hardware components (CPU, Memory, Disk) under usage 
conditions. 

 Maximize throughput of request/responses perform over the system. 

 Analyse behaviour of the Aniketos architecture if number of request/response increase decrease.  
Identify bottlenecks and how they could be fitted. 

 Identify wasted time by Aniketos modules while waiting response from other modules. 

 Feedback support from Aniketos architecture to keep the user (service developer) in touch of the 
status of the request. 

 Analysis of the maximum time delay and average time delay to be supported by Aniketos services. 

 Use of soft requirements (e.g. 90% of requests with response time less than 1 sec) versus hard 
requirements (no requests have response time over 1 sec). 

Performance should be guaranteed by the Aniketos architecture to avoid degradation periods of 
overloads. So depending on the service provided, the maximum number of users/requests should be 
controlled avoiding degradation of the service to the running users. 

Possible quality attributes / metrics  

The next table summarizes some quality performance sub attributes that have to be guaranteed by 
Aniketos architecture. 

Table 40: Quality attributes and metrics for performance 

Quality attributes Metrics 

System Performance:  

Identify performance in terms of CPU, Memory and 
Disk required by each hardware component in 
Aniketos architecture according to the usage 
conditions of each service 

 CPU load (this is the consumed CPU when this 
component is running) and the response time 

 Using JProfile tool if it’s possible (this is whether 
the module is implemented in Java language), for 
analyzing which code part (which classes) consume 
more CPU. 

Bottleneck:  

Identify bottlenecks of Aniketos architecture 
according to each particular service. 

 Using some tool like for instance JProfiler, which 
is an intuitive GUI that helps you to find 
performance bottlenecks, pin down memory leaks 
and resolve threading issues. 

Performance Guarantee:  

Identification of police blocks in Aniketos 
architecture to avoid or limit performance degradation 
of the existing users by denying new requests in case 
of overload 

 TestingLoad balancing mechanisms: service 
failures have a deep impact on other services, as 
the users of the failed services will have to choose 
different providers, therefore increasing the 
workload and perhaps making existing services 
unable to cope with all the new users 

Latency:  

waiting times should be minimized by increasing 
networking and hardware capabilities. 

 Using JProfiler tool (if it’s possible) for checking 
the response times. This tool shows statistical 
information about the distribution of call times for 
all methods together with a call time distribution 
graph that can be used to spot outliers. 

 Making response time tests of the services 
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Quality attributes Metrics 

Aniketos characterization of performance (latency, 
response delay and throughput) per service supported.  

Response time needed, e.g.  

 to access thread repository. 

 to receive a Notification when a threat is detected. 

 to complete storage operations on the module (e.g. 
service announcements). 

 to complete retrieval operations on the module (e.g. 
service queries). 

4.2.12 Precision 

Short description of the objective 

Precision is a measurement system, also called reproducibility or repeatability. 

Possible quality attributes / metrics  

Table 41: Quality attributes and metrics for precision 

Quality attributes Metrics 

The degree to which repeated measurements under 
unchanged conditions show the same results. 

 Repeating the same test (with same data input) 
several times. 

4.2.13 Robustness 

Short description of the objective 

It could be said that the software is robust when it is able to operate under stress or tolerate 
unpredictable or invalid input. 

Possible quality attributes / metrics  

Table 42: Quality attributes and metrics for robustness 

Quality attributes Metrics 

The tool is able to operate under stress or tolerate 
unpredictable or invalid input. 

 Entering wrong input data, and watching the tool 
answer (this is, if it crashes, or an Exception is 
triggered and the software doesn’t crash…) 

4.2.14 Reliability 

Short description of the objective 

The reliability non-functional requirement represents the ability of the infrastructure to consistently 
perform according to its specifications. In theory, a reliable component of the Aniketos infrastructure 
should be totally free of technical errors; in practice, however, we will consider some classic 
parameters that will express the reliability quotient as a percentage. In particular, we are referring to 
the MTBF (Mean Time Between Failures) that is a measure of the average time that the implemented 
module works without failures following the defined conditions. 

The MTBF figure can be developed as the result of intensive testing and on actual modules 
experience, it can be then used as a quantifiable objective. 

On the basis of these premises, with respect to the reliability attribute, we are going to perform a 
quantitative evaluation and the metric, used for this test, will be the MTBF. Otherwise, if necessary, 
we’ll introduce some additional metrics before the end of the prototype implementation phase. 

We are not going to define here sub-attributes but what we expect from the architecture evaluation 
process is: 

 A list of architecture’s modules to be tested from the reliability viewpoint 
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 For each identified module, a look-out for architectural items that could compromise reliability 
(e.g. adoption of technology that has known stability problems, use of existing software release 
that are not in a final version) 

Possible quality attributes / metrics 

Table 43: Quality attributes and metrics for reliability 

Quality attributes Metrics 

the ability of the infrastructure to consistently perform 
according to its specifications 

 Mean Time Between Failures 

 Check what happens when a service provider 
doesn’t deliver the service that was promised and it 
should incur in a penalty. 

 Test cases to check synchronization/timing issues 
in compositions. Services in a composition can 
suffer from synchronization/timing issues that 
prevent the correct delivery of the composed 
service 

4.2.15 Scalability 

Short description of the objective 

The scalability is another non-functional Aniketos requirement that provides information about the 
suitability of an infrastructure/ system with respect to problem of its expansion. Indeed we can affirm 
that the scalability should be foreseen as system requirement in order to guarantee the minimization of 
efforts and expense when the infrastructure system (hardware and software) is enriched (or better 
overloaded) with additional data/users/resources. In the Marketplace, scalability is an important factor 
to be considered since this module will be a centralized entity managed by the Aniketos authority in 
the Community Support. 

In general, to achieve the scalability requirements there are several mechanisms that mainly focus on 
the increasing of hardware components and their capabilities, like: 

 CPU number 

 CPU power 

 Storage devices 

 Storage capacities 

 RAM components 

 RAM component dimension 

 … 

These mechanisms don’t have to be confused with redundant systems that are usually introduced to 
achieve fault tolerance requirements. Below we summarize some scalability sub-attributes that can be 
applied in Aniketos environment: 

 Hardware scalability: changes into the number of machines into Aniketos environment shouldn’t 
affect the overall system behaviour 

 Software scalability: it should be possible to modify the services distribution inside the Aniketos 
environment in order to face different kinds of requests and load situations. 

 Network scalability: changes into the number of simultaneous accesses to services shouldn’t affect 
performance of the service itself. 



58 D7.1: Validation and evaluation plan 
 

 

Possible quality attributes / metrics 

Table 44: Quality attributes and metrics for scalability 

Quality attributes Metrics 

The ability to either handle growing amounts of work 
(for instance increasing the number of services 
available on the platform or the increasing number of 
sent notifications when the number of threats or 
security violations is increased) in a graceful manner 
or its ability to be enlarged. 

 Increasing the services number available on the 
platform 

 Increasing the services number, which composes 
the composed service. 

 Increasing the threats number into the Threats 
repository 

 Increasing number of notifications when security 
violations takes place 

 Making scalability tests of the service provider, this 
is, the maximum amount of requests the provider 
can deal 

The ability of a system to cope with increased or 
expanding workload. 

 For the Marketplace, the capability to maintain an 
acceptable level of throughput regardless with the 
size of the repository and the volume of the 
message(s) exchanged. 

4.2.16 Sensitivity 

Short description of the objective 

Sensitivity is the study of how the variation in the output of a mathematical model can be apportioned, 
qualitatively or quantitatively, to different sources of variation in the input of the model. 

Possible quality attributes / metrics  

Table 45: Quality attributes and metrics for sensitivity 

Quality attributes Metrics 

The variation in the output can be apportioned, 
qualitatively or quantitatively, to variation in the input 

 Performing tests to the module, and watching how 
the input data variation affects to output data. 

4.2.17 Standard compliance 

Short description of the objective 

Supposing a customer contractually requires compliance to OASIS SOA RM and OASIS SOA RA, 
assess standard compliance. 

Possible quality attributes / metrics  

Table 46: Quality attributes and metrics for standard compliance 

Quality attributes Metrics 

Compliance to OASIS SOA RM and OASIS SOA RA  Boolean specifying if the approach is compliant. 

4.2.18 Technology acceptance assessment 

Short description of the objective 

Another objective of the evaluation is to assess technology acceptance. For the evaluation process, the 
term technology is understood as an umbrella term, which comprises all parts of the Aniketos results. 
For instance, it will be investigated: 

 to which extent the ideas and concepts about the use of the Aniketos platform, which are described 
within the scenarios, will be accepted by future Aniketos platform stakeholders.  
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 from an end-user viewpoint, if the supported socio-technical modelling & security assessment is 
accepted (e.g. easiness to model, understand, review etc.). 

The Unified Theory of Acceptance and Use of Technology (UTAUT) by Venkatesh et al. (2003) can 
be used as a theoretical background for the evaluation on the acceptance of the Aniketos platform. It 
will be evaluated if the Aniketos platform tools and methods are expected  

 to be useful and to increase e.g. the productivity (performance expectancy),  

 to be easy to use (effort expectancy),  

 to be appreciated by people perceived as important (social influence) 

 to fit with the (work) environment and if the person has the resources and knowledge to use the 
Aniketos platform (facilitating conditions). 

Possible quality attributes / metrics  

Based on literature reviews, the following factors affecting technology acceptance were summarized. 
This list may be extended with appropriate determinants of Aniketos platform acceptance throughout 
the WP7 evaluation process. 

Table 47: Quality attributes and metrics for technology acceptance 

Quality attributes Metrics 

Performance Expectancy:  e.g. the degree of perceived 
usefulness of the Aniketos platform 

 domain expert/user-assessed values on metric 
scales of research instruments, e.g. questionnaires  

Effort Expectancy:  e.g the degree of perceived ease 
of use of the Aniketos platform 

 domain expert/user-assessed values on metric 
scales of research instruments, e.g. questionnaires 

Social Influence: e.g. the assumed existence of other 
people who favour the Aniketos platform 

 domain expert/user-assessed values on metric 
scales of research instruments, e.g. questionnaires 

Facilitating Conditions: e.g. the estimated degree of 
integration into work practices of service developers, 
service providers; the estimated degree of fit to the 
skills and needs of the Aniketos stakeholders 

 domain expert/user-assessed values on metric 
scales of research instruments, e.g. questionnaires 

The evaluation of technology acceptance will rely on qualitative as well as quantitative assessment. 

4.2.19 Testability 

Short description of the objective 

There is an interest in assessing the testability of service security contracts at design-time within WP7. 

Possible quality attributes / metrics  

Table 48: Quality attributes and metrics for testability 

Quality attributes Metrics 

Testability of service security contracts at design-time  Test coverage 

4.2.20 Trust and assurance 

Short description of the objective 

Another evaluation objective concerns the trust in the Aniketos platform by its users. Trust evaluation 
activities will be guided by the work done in WP2 ‘Define, establish and maintain trust’ and e.g. by 
the Model of Human-Computer Trust Components by Madsen and Gregor (2000). 

One evaluation activity of this objective is to collect user feedback on the benefits of having a single-
point-of-trust, provided by the Aniketos Community Support, i.e. the user’s evaluation of the Aniketos 
certification programme applied to the specific use case. The Community Support enables a 
certification programme that allows single point of trust, responsibility handling and assures the end 
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user in an easy and understandable way how he/she should relate to the services provided by Aniketos 
(as described in DoW). 

Possible quality attributes / metrics  

Table 49: Quality attributes and metrics for trust 

Quality attributes Metrics 

Perceived Understandability 

 
 domain expert/user-assessed values on metric 

scales of research instruments, e.g. questionnaires  

Perceived Technical Competence 

 
 domain expert/user-assessed values on metric 

scales of research instruments, e.g. questionnaires  

Perceived Reliability 

 
 domain expert/user-assessed values on metric 

scales of research instruments, e.g. questionnaires  

Personal Attachment 

 
 domain expert/user-assessed values on metric 

scales of research instruments, e.g. questionnaires  

Faith 

 
 domain expert/user-assessed values on metric 

scales of research instruments, e.g. questionnaires  

4.2.21 User experience 

Short description of the objective 

The Aniketos project foresees the practical application of the project results through a selected set of 
three case studies. In this context, the target(s) of the validation/evaluation process will be specifically 
related to the Case study A: Future Telecommunication Services.  

In order to improve end user experience in accessing these services, the realization of this case study 
foresees the usage of a Federated Identity Management system. Federated identity management allows 
the establishment of trust relationship among different entities (service providers, operators, users). 

Specific domain requirements and scenarios are still under evaluation. Possibly, the implementation of 
the final case study will be supported by evaluating intermediate, ad-hoc designed scenarios (i.e. 
scenario-based evaluation). 

At the time of writing, the user story aims to demonstrate the access to a federation of services with 
Single-Sign-On (SSO), including aspects like secure authentication, identity protection, trust and 
management of personal information for end users. The main objective is how the users will consider 
their experience in having uniform access to multiple applications and services. 

Possible quality attributes / metrics  

Table 50: Quality attributes and metrics for user experience 

Quality attributes Metrics 

The capability of the system to create and maintain a 
circle of trust among a set of federated services, 
allowing the user the management of identity data. 

 User’s ratings will be collected for the specific use 
case(s) and the addressed requirements 

The capability of the system to support seamless 
access to composite services with single-sign-on 
authentication even in the case of run-time 
recomposition of services. 

 User’s ratings will be collected for the specific use 
case and the addressed requirements 
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4.2.22 Usability, user-friendliness and effective security  

Short description of the objective 

The Aniketos platform should be evaluated toward its usability for the targeted user groups. It will be 
evaluated to which extent the parts of the Aniketos platform can be used by various user groups to 
achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context of use. 

For instance, it will be investigated: 

 The usability of socio-technical modelling and security assessment, and on technical usability of 
the proposed supporting tools, domain suitability and applicability of the overall Aniketos design-
time framework. 

 The usability of some service provided through the Aniketos platform, if it supports temporal trust 
between entities.  

 Method and tool(s) usability when the modelled system becomes highly complex (typically over 
1000 objects, including goals, roles, relations…) 

 Risk Assessment w.r.t. Service Composition: How risk assessment modelling supported by the 
Aniketos platform allows users to understand the liability of service composition from an end-user 
viewpoint (e.g. service providers). 

 Risk Assessment w.r.t. Security: How risk assessment modelling supported by the Aniketos 
platform allows users to understand security hazards related to service composition. 

Possible quality attributes / metrics 

Table 51: Quality attributes and metrics for usability, user-friendliness and effective security 

Quality attributes Metrics 

Process effectiveness of methods and tools:  

Successful application of a method and completion of 
a task by an Aniketos platform user. 

 Boolean specifying if the task could indeed be 
realised, if the tool could indeed supports the work. 

 Number of users being able to successfully 
complete a task e.g. within a usability test  

Process efficiency of methods and tools: 

Resource-efficient application of a method and 
conduction of a task by an Aniketos platform user. 

 Self-assessed mark between 1 (less efficient than 
without) & 6 (high productivity gain) 

 Amount of time needed by users to use a provided 
tool e.g. the amount of time needed by a service 
developer to use the provided functions by a 
component, for instance to define security patterns. 

End-user satisfaction with methods and tools.  Self-assessed mark between 1 (useless method/ 
tool) & 6 (fully satisfactory method/ tool) 

 User’s judgement of the extent to which the user’s 
expectations are met. 

Feedback: 

End users should have feedback of sufficient quality 
from the Aniketos Platform concerning the trust 
relationships they have with others whether past, 
currently active, or about to be established.  

 Metrics for this quality attribute will be defined 
within future WP7 activities. 

Propagation Speed: 

The propagation of the establishment of trust 
relationships through the Aniketos Platform should be 
done in relatively short time. This should not be 
affected by the workload of the service providers. 

 Time needed for the propagation of the 
establishment of trust relationships through the 
Aniketos Platform 

The evaluation/validation will rely on qualitative as well as quantitative assessment.  
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5 Toolbox of relevant validation and evaluation methods  
This chapter comprises a collection of data collection techniques and the procedures used to analyse 
the data. The method collection should serve as a toolbox for selecting appropriate methods for the 
validation and evaluation activities in WP7 later on. Validation and evaluation methods and 
techniques, which are available and relevant for the project, are named and shortly described with 
regard to their purpose for the validation / evaluation of Aniketos results. 

Moreover, this list of existing validation and evaluation methods will serve as starting point for task 
7.2 “Develop and adapt methods and tools for end user evaluation of the Aniketos platform”, which 
strives for enhancing methods toward a more effective and flexible methodological approach.  

5.1 List of methods  

5.1.1 Usability testing 

Description of method Based on classical controlled experiments, Usability Testing detects 
usability problems (and their causes) of interactive systems in lab or field 
test settings.  In these experiments, representative users perform tasks with 
the system, while observers watch, listen and take notes about how well 
the system supports the users in conducting their tasks. Collected data 
ranges from subjective user feedback (preference) to objective user 
performance data. 

Purpose of method for Aniketos Representative users (Aniketos platform stakeholders) perform typical 
tasks with the Aniketos platform services and tools and their performance 
is observed and analyzed for judging the usability of these services and 
tools. To conduct usability testing with Aniketos platform users, who are 
probably spread worldwide, remote usability testing can be employed. 

Related to which evaluation 
targets 

Targets 1, 3(a-d), 4(a-b), 5, 6, 7, 8, 9, 10, 11, 12, 14 and 15 
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Related to which evaluation 
objectives / measures 

Usability (performance analysis) 

System´s effectiveness, efficiency and learnability may be determined by 
the following usability indicators: 

1. Goal achievement (Effectiveness). Measuring effectiveness involves the 
goals or sub-goals of using the system to the accuracy and completeness 
with which these goals can be achieved. Indicators of this type typically 
include: 

a. success rate,  
b. failure rate,  
c. accuracy,  
 
2. Work rate (Efficiency). Measuring efficiency concerns the level of 
effectiveness achieved to the expenditure of resources. Depending of the 
context and the type of task, the resources might be mental or physical 
effort (human efficiency), or time (temporal efficiency), or financial cost 
(economic efficiency). Indicators are: 
a. speed, 
b. completion rate,   
c. productivity gain. 
 
3. Operability indicators which are the user's ability to make use of the 
systems features  
a. error rate,  
b. problem rate,  
c. function usage 

4. Knowledge acquisition indicators of the user's ability and effort in 
learning to use the system learnability. 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

User behaviour recording software and hardware 

Validation risks and their fallback 
solutions 

No or restricted access to the evaluation target (e.g., prototype)  

No stable and functional system available to measure the above usability 
indicators 

Collaborating with the domain experts should avoid inappropriate usability 
test designs and data analysis. 

References, Links to detailed 
description of method and similar 
methods 

[1] Andreasen, Nielsen, Schrøder, and Stage (2007)  

[3] Dumas and Redish (1999)  

[8] Frøkjær and Hornbæk (2005)  

[11] Nielsen 1994  

[19] Rubin (1994)  

Example: Usability testing of a high-fidelity prototype in the field 

In the case where a software prototype of the service has already been built there are various methods 
that may be used to evaluate user interaction with the service. The method outlined in this process 
document is based on the facilitator monitoring the user interaction in their natural environment. Using 
a field testing technique users are recorded using their service in scenarios like taking a rush hour 
train, crossing a busy street and walking through a shopping centre. Field tests are usually more time 
consuming, as you have to stimulate real life situations. In a typical usability test 5-10 people per 
iteration is appropriate. Testers should wear recording equipment in the field, which would include 
devices such as LCD service monitors, small video cameras and microphones. The testers should 
decide on the service being tested and the relevant user group and scenarios. As in usability lab testing 
the “Think Aloud” protocol should be used. Testing facilitators should observe and walk a few steps 
behind users as they complete each scenario. Both the test facilitator and the user should wear 
specialised recording devices, which will gather user interaction data for documentation purposes and 
analysis. All users should sign a consent form or a disclaimer. 
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5.1.2 Usability enquiries 

Description of method Usability enquiries comprise standardized questionnaires (e.g. System 
Usability Scale, PSSUQ, IsoMetrics), (group) interviews and surveys 
related to usability. Usability questionnaires, as part of usability enquiry 
methods, investigate how users perceive system-use situations, i.e. using 
subjective measures to gather the feedback of users of a system. 
Quantitative data gathered via questionnaires can be used to test if 
quantitative usability objectives have been met by the systems. 

Purpose of method for Aniketos Since questionnaires and interviews investigate how users perceive 
situations of use, it is an effective method to investigate strengths and 
weaknesses of the Aniketos platform from the users perspective and 
provide feedback to the developers. Moreover, questionnaires can be used 
to benchmark different prototypes of Aniketos platform tools and services, 
or measure the users view point on the usability of iterative versions of 
Aniketos platform tools and services over time to track changes in user 
opinions during the development lifecycle. 

Related to which evaluation 
targets 

Targets 1, 3(a-d), 4(a-b), 5, 6, 7, 8, 9, 10, 11, 12, 14 and 15 

Related to which evaluation 
objectives / measures 

Usability 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

The participants should have the opportunity to use the Aniketos platform 
tools and services, which will be evaluated, for a sufficient time span 
before responding to usability enquiries. 

Validation risks and their fallback 
solutions 

Validity problems might occur, either due to using standardized 
questionnaires, which do not fit well into the Aniketos case study domains, 
or due to a resource intensive validation process of newly developed 
questionnaires. Allocating enough time for questionnaire design, testing 
and improvement can mitigate this risk. 

Insufficient sample sizes due to limited amount of users (of the prototypes) 
are problematic. Increasing the amount of people who can try out Aniketos 
results helps to decrease this problem.  

References, Links to detailed 
description of method and similar 
methods 

[3] Bangor, Kortum, and Miller (2008) 

[9] Gediga, Hamborg, and Düntsch (1999) 

[14] Lewis (1992) 
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5.1.3 Usability inspection methods 

Description of method Usability inspection methods comprise a range of methods for discovering 
usability weaknesses in more or less advanced user interface designs, so 
they can be amended as part of an iterative design process, e.g. heuristic 
evaluations, pluralistic walkthroughs, Cognitive Walkthroughs (e.g. 
applied in usability evaluations for SOA APIs by Beaton et al. 2008). 
Characteristic for these methods is that evaluators inspect the user 
interface, for instance by conducting tasks or using guidelines or 
heuristics, e.g. Jakob Nielsen’s Ten Usability Heuristics, and obtain 
qualitative data on usability issues. 

Purpose of method for Aniketos Usability inspection methods require less time and cost compared to other 
methods, e.g. user testing. By adopting these inspection methods we would 
be able to provide developers valuable information about usability 
problems quickly at an early stage of the development of Aniketos 
platform services and tools. 

Related to which evaluation 
targets 

Targets 1, 3(a-d), 4(a-b), 5, 6, 7, 8, 9, 10, 11, 12, 14 and 15 

Related to which evaluation 
objectives / measures 

Usability 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

Depending on the type of selected method, requirements include: 

Usability experts, human factors engineers, software developers, users, 
and/or work-domain experts as evaluators 

“Low-tech” paper prototype or working prototype 

Guidelines and heuristics suitable for the work domain 

Validation risks and their fallback 
solutions 

If evaluators lack in domain expertise (on the Aniketos case studies), this 
may limit the validity of the results gained via usability inspection 
methods. To avoid this limitation, work-domain experts from the case 
studies or related domains should participate as evaluators. 

References, Links to detailed 
description of method and similar 
methods 

 

[3] Dix, Finlay, Abowd, and Beale (2004) 

[4] Beaton, Myers, Stylos, Jeong, and Xie (2008) 

[12] Mahatody, Sagar, and Kolski (2010) 

[18] Nielsen and Mack (1994) 

Example: Heuristic Evaluation 

Heuristic evaluation is a usability engineering method to discover usability weaknesses in user 
interface designs, so they can be amended as part of an iterative design process. All products/services 
are evaluated against Jakob Nielsen's Ten Usability Heuristics. 

1. Visibility of System Status  

2. Match between system and the real world  

3. User control and freedom  

4. Consistency and standards  

5. Error prevention 

6. Recognition rather than recall  

7. Flexibility and efficiency of use  

8. Aesthetic and minimalist design  

9. Help users recognize, diagnose, and recover from errors  

10. Help and documentation 

The process to carry out this heuristic evaluation, includes exploring the software product/service 
being tested making observations, and taking note of what is considered to be the initial failings and 
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achievements of the software product. Then following a task list, an evaluator will perform mundane 
tasks that reflect the target user group. From this an initial draft of the heuristics report can be 
completed. The timescale for the heuristic evaluation can be up to 2 weeks per software 
product/service. 

5.1.4 Paper prototype testing scenario 

Example: Paper prototype testing scenario 

The paper prototype testing scenario can be used for virtually any type of human-computer interface – 
software, web site, hand-held device, or even hardware. Users are instructed to “click” (touch) buttons 
or links, and “type’’ (handwrite) data directly onto the prototype. The ”computer” (test facilitator) 
responds to those actions as the system would. 

Paper prototypes should be researched and prepared based on the teams product/service development 
plan. The prototypes should be low - fidelity and reflect HCI with the interface and thus the prototypes 
can be created using markers, cardboard, paper and post-its. Screen shots of wireframes may be used 
but prototypes should be uncluttered and minimal. 

Candidate users will be needed for this evaluation and so the users should reflect the products target 
audience and be unbiased. A conference room or a specialised lab should be used for testing. A range 
of scenarios should be written for prototype testing. Scenarios should reflect the real life use of the 
system. It’s important that a facilitator conduct the usability session and lead questioning. An observer 
should take notes and record user testing and share this with the facilitator immediately after the test. 

The timescale for the paper prototype testing scenario can be up to 4 weeks per software 
product/service. 

5.1.5 Cooperative evaluation 

Example: Cooperative Evaluation 

Users work with a prototype as they carry out tasks set by the design team. During this procedure 
users explain what they are doing by talking or ‘thinking-aloud’. An observer records unexpected user 
behaviour and the user’s comments regarding the system. The observer also actively questions the user 
with respect to their intentions and expectations. This provides qualitative information concerning any 
difficulties that the users experience and the features or interface elements which give rise to these 
problems. The method is applicable in the early phases of the design cycle once a prototype is 
available for evaluation or at a later stage when an existing product is to receive further development. 

Candidate users will also be needed for this evaluation. The tests are conducted using the “think aloud 
method”, with the use of Vara screen cast for documentation and take note of observations. 

The timescale for the paper prototype testing scenario can be up to 3 weeks per software 
product/service. 
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5.1.6 Surveys 

Description of method A survey systematically collects information from people in order to 
quantitatively describe conditions. It is useful to study past behaviours, 
attitudes, and beliefs of a specified population. Instruments like 
questionnaires for eliciting feedback on systems with regard to usability, 
(technology) acceptance, trust and user experience can be deployed. For 
instance, user acceptance of systems can be assessed using items and 
scales from TAM/ UTAUT (e.g. applied by Chau 1996, Riemenschneider 
2002). Questionnaires like the HCT instrument (Madsen and Gregor 2000) 
provide information on human-computer trust. 

Purpose of method for Aniketos Aniketos benefits from surveying (future) users or other Aniketos 
stakeholders insofar as attitudes and beliefs related to the ANKETOS 
results or past behaviours with similar systems, can be collected from 
larger samples, in order to assess the impact of the project (as part of the 
summative evaluation). 

Related to which evaluation 
targets 

Targets 1 and 15 

Related to which evaluation 
objectives / measures 

Usability, (technology) acceptance, trust, user experience, perceived 
accuracy 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

For accurate sampling, a clear understanding of Aniketos user groups and 
ways to contact them are necessary. Moreover, according to which 
research objectives are pursued with a survey, survey respondents may be 
required to have been using Aniketos results over a sufficient period of 
time to be able to form an opinion. If so, possible survey respondents need 
to have access to and use functional prototypes.   

Validation risks and their fallback 
solutions 

One risk, among many others, is related to sampling. Due to various 
reasons, low response rates might occur or the sample might not be 
representative for the population. Thus, in order to get access to sufficient 
and suitable respondents, close collaboration with WP6 “Realisation of 
industry case studies” and WP10 “Community building and 
standardisation” is recommended. 

References, Links to detailed 
description of method and similar 
methods 

[15] Madsen and Gregor (2000) 
[21] Riemenschneider, Hardgrave, and Davis (2002) 
[22] Venkatesh, Morris, Davis, and Davis (2003) 
[19] Saris and Gallhofer (2007)  
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5.1.7 Interviews 

Description of method Interviews are a suitable method to investigate peoples’ opinions, feelings, 
emotions and experiences. There is a multitude of interview types 
available, e.g. expert interviews, semi-structured interviews, group 
interviews, focus groups – to name just a few. 

Purpose of method for Aniketos  Expert interviews with Aniketos stakeholders and with domain-
experts could be conducted to investigate perceived accuracy and 
assess technology acceptance. 

 Semi-structured interviews  

 Delphi method is an expert panel-based forecasting method, in this 
case forecasting the acceptance of the Aniketos platform) for 
perceived accuracy and technology acceptance assessment 

 Group interviews with Aniketos stakeholder groups for User 
Acceptance Assessment, and focus groups with Aniketos stakeholder 
groups to gather feedbacks, possible usage and suggestions for 
improvement; e.g. for evaluating for perceived accuracy and 
technology acceptance assessment (for related work see Haynes et al. 
2009) 

Related to which evaluation 
targets 

Interviews will be used in order to collect feedback on the specific target 
of evaluation. For instance, they are a means to collect user feedback on 
“socio-technical modelling & security assessment” and “risk assessment”. 
User feedback would be useful in order to assess how the Aniketos 
platform supports users on specific activities. From a technical viewpoint, 
interviews will intend to collect any feedback on the concepts underlying 
the Aniketos platform. 

Related to which evaluation 
objectives / measures 

Usability, trust and assurance, perceived accuracy, technology acceptance 
assessment, perceived security 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

It would be necessary to identify when to conduct interview with respect to 
developmental stages of Aniketos artefacts. In order to systematically, 
collect feedback by semi-structured interviews, it would be necessary to 
identify the key aspects  to be discussed with users/evaluators. 

Validation risks and their fallback 
solutions 

The main risk might be associated to the generality of feedback. Therefore, 
it is necessary to clearly identify the main aspects to be discussed during 
semi-structured interviews. In order to understand interview feedback, it 
would be necessary to contextualise interviews with other validation 
activities (e.g. quantitative assessment). This would allow to build a rich 
picture of feedback. 

References, Links to detailed 
description of method and similar 
methods 

 

Within the ATM domain, FAA (Federal Aviation Administration) 
maintains a list of Tools related to investigations and human factors. 
Further information is available in:  

[5] Department of Defense (1999) 

This handbook provides a collection of useful tools and methodologies 
useful in order to assess and validate systems. 

[23] Werlinger, Hawkey, and Beznosov (2008) 
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5.1.8 Direct observations 

Description of method Direct observations find ground in Ethnomethodology Theory for 
collecting knowledge about work practices and interactions. They are 
particular useful in order to acquire local procedural knowledge that often 
is not coded into formal policies or guidelines, but it is part of local culture 
and work practice. Therefore, direct observations are a means to collect 
information how new technology artefacts are perceived by end-users. 

Purpose of method for Aniketos Application by ATM experts of the proposed solutions to the Case Study B 
(direct observations) 

Related to which evaluation 
targets 

Direct observations will be used in order to collect knowledge on the 
specific target of evaluation. For instance, they are a means to investigate 
how  users deal with “socio-technical modelling & security assessment” 
and “risk assessment”. User knowledge would be useful in order to 
validate the Aniketos platform and its support to users on specific 
activities. From a technical viewpoint, direct observations will intend to 
collect work practices as supported by the Aniketos platform. 

Related to which evaluation 
objectives / measures 

Usability 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

Direct Observations conducted by Aniketos people responsible for relevant 
validation activities would make use of recording instruments like video-
cameras. Direct Observations might be combined with recording software 
tools in order to capture major user interactions and practices. 

Validation risks and their fallback 
solutions 

The main risk would be associated with misinterpreting information. This 
is the reason why direct observations need to be combined with other 
knowledge elicitation methods (e.g. interviews). 

References, Links to detailed 
description of method and similar 
methods 

 

Within the ATM domain, FAA (Federal Aviation Administration) 
maintains a list of Tools related to investigations and human factors. 
Further information is available in:  

[5] Department of Defense (1999) 

This handbook provides a collection of useful tools and methodologies 
useful in order to assess and validate systems. 
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5.1.9 Functionality tests 

Description of method Functionality testing is a part of unit testing. For different Aniketos 
modules, they should act/behave accordingly to the description of their 
functionalities. Functionality testing will take some predefined test cases 
as input to these modules and observe their output as testing results. 
Predictable and correct testing results indicate the modules support their 
expected functionalities. 

Purpose of method for Aniketos Functionality Testing i.e. Black box testing. We will prepare a set of test 
cases. The result of determined security properties should be correct as 
expected. 

Related to which evaluation 
targets 

Targets 4(a,b), 5, 6, 7, 8, 9, 10, 11, 12, 14 and 16 

Related to which evaluation 
objectives / measures 

Functionality 

 

A module’s functionality in Aniketos may be represented by its 
correctness and efficiency:  

1. Correctness-whether the tested module can produce expected results 
under different scenarios. Although it may never be possible to be 100% 
certain, some indicators could indeed indicate reliable testing results: 

a. Test case quality (ensuring they are comprehensive and typical) 
b. Test pass rate 
c. Error report rate by users 

 

2. Efficiency-the tested module has to produce timely results without 
affecting the efficiency of the entire system. Besides, the module needs to 
be reliable and the test results repeatable. Possible indicators include: 

 
a. Speed 
b. Crash rate 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

Personnel: The testing results need to be predicted by experts beforehand; 
the test cases need to be designed carefully by experts. 

Effort: It may not be possible for the test cases to be exhaustive, but they 
should be typical. 

Validation risks and their fallback 
solutions 

Test cases cannot cover all the possible scenarios and there may be flaws 
(e.g. coding bugs) overlooked by functionality testing. Consequently the 
module may not function correctly under certain circumstances. 

References, Links to detailed 
description of method and similar 
methods 

Will be included in a detailed description in D7.2 or D7.3 
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5.1.10 End-to-end/integration test 

Description of method The end-to-end tests refer to test cases that involved all or many 
architecture modules. Therefore, these differ from the unit tests, exactly in 
this aspect.  

Purpose of method for Aniketos The idea behind this approach is to define several test cases associated to 
use cases or scenarios, perform these tests in Aniketos platform, and 
afterwards analyzing the results in order to check whether the test working 
is OK or NOT OK, this is, the test fails or doesn’t. 

For instance, one example could be the following: 

 User/developer composes a service with several others. 

 One of this service decreases its reputation 

 User should receive a notification 

 A recomposition should take place 

Related to which evaluation 
targets 

Targets 8, 9, 10, 11, 12 and 13.   

Related to which evaluation 
objectives / measures 

Functionality, Interoperability, Performance 

Requirements for method 
application (equipment, software, 
personnel, effort…) 

To have all architecture modules finished and integrated. 

Validation risks and their fallback 
solutions 

End-to-end integration tests imply involve several modules, but it’s 
difficult to define tests cases that involve all platform modules, so, one risk 
could be to forget testing some specific module.  In any case this risk 
should be solved if unit tests are performed previously. 

The major risk that we could foresee, would be we don’t define all test 
cases that cover all Aniketos functionality. 

References, Links to detailed 
description of method and similar 
methods 

Will be included in a detailed description in D7.2 or D7.3 



72 D7.1: Validation and evaluation plan 
 

 

6 Validation and evaluation plan  
The primary focus of evaluation is to determine the effectiveness of activities within the project in 
light of the attainment of pre-set purposes and goals. As evaluation is an ongoing activity it should be 
fully integrated into all stages of the project. In this document evaluation is defined as a process of 
systematically collecting data that informs designers about how to improve the use of a system for a 
particular user or group of users for a particular activity in a certain type of environment. Thereby, the 
evaluation process and the activities involved in undertaking evaluations are iterative in nature. An 
evaluation plan should be a living document, revised at each stage of planning. 

In the following table 52, an initial overview on the activities within WP7 for the whole duration of 
the Aniketos project is provided: 

As defined in the Aniketos Description of Work, there are four further tasks planned within WP7, 
including several iterations for the different test locations and test targets (e.g., objects, prototypes): 

1) Task 7.2: Develop and adapt methods and tools for end user evaluation of the Aniketos 
platform 

2) Task 7.3: Scenario-based evaluation  

3) Task 7.4: Validation and evaluation of the Aniketos platform  

4) Task 7.5: End user evaluation of the industrial case studies 

The activities for task 7.3, 7.4 and 7.5 comprise all activities related to the validation and evaluation of 
the identified targets (described in detail in chapter 3), developed in one or more R&D WPs. Within 
task 7.2, we will identify new methods for validation and evaluation within Aniketos and adapt 
existing methods (for instance those described in chapter 5) to the requirements of the Aniketos 
project. These methods will be applied in the evaluation activities in task 7.3, 7.4 and 7.5. 

Work for D7.2 will start at M11 and end at M24, and D7.3 in addition will end at M42. Table 52 
shows approximate start and end dates of evaluation activities for each target. These dates are 
aligned and dependent on the deliverables from other work packages. It has to be considered that for 
all activities in WP7, the responsible partners will present a precise validation and evaluation planning 
in D7.2 and D7.3, which will depend on future activities and decisions in the R&D WPs. 

Table 52: Plan of WP7 activities 

Target 
Nr. 

R&D 

WP Targets of activity Activities 

Approx. Start 
and End 
Month of 
evaluation 

 N/A Methods described in chapter 5 Task 7.2 M11 M33 

1 WP1 Socio-technical security modelling language 
and tool (within case study A, B and C, and 
case study independent) 

Task 7.3, 7.4 and 
7.5  

M14 M35 

2 WP1 Security & risk assessment methodologies 
and tool (within case study B) 

Task 7.4 and 7.5  M14 M35 

3a-d WP1, 2, 3, 
5,  (6) 

Aniketos results for architecting and design 
phases 

Task 7.4 M14 M42 

4a,b WP2, 5, (6) Community support module (within case 
study A and C, and case study independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

5 WP2 Trustworthiness prediction module (within 
case study A and C, and case study 
independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 
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Target 
Nr. 

R&D 

WP Targets of activity Activities 

Approx. Start 
and End 
Month of 
evaluation 

6 WP2 Monitor trustworthiness module (within case 
study A and C, and case study independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

7 WP2, 3 Contract negotiation module (within case 
study A and C, and case study independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

8 WP2 Security verification module (within case 
study A and C, and case study independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

9 WP3 Security property determination module 
(within case study A and C, and case study 
independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

10 WP3 Security policy monitoring module (within 
case study A and C, and case study 
independent) 

Task 7.3, 7.4 and 
7.5 

M16 M40 

11 WP4 Threat response recommendation module 
(within case study A and C, and case study 
independent) 

Task 7.3, 7.4 and 
7.5 

M18 M40 

12 WP4 Service threat monitoring module (within 
case study A and C, and case study 
independent) 

Task 7.3, 7.4 and 
7.5 

M18 M40 

13 WP4 Notification module  Task 7.4  M18 M40 

14 WP4 Threat repository module (within case study 
A and C, and case study independent) 

Task 7.3, 7.4 and 
7.5 

M18 M40 

15 WP5, (6) Aniketos platform concepts and user 
interface (within case study A and C, and 
case study independent) 

Task 7.3, 7.4 and 
7.5 

M20 M42 

16 WP3 Secure composition planner module  Task 7.3 M16 M40 
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