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1. Executive Summary 

 

The main aim of Sub Project 1 (SP1) is to study the world of frameworks, methodologies and tool 

boxes to provide the methodological and scientific foundations for the application of the service para-

digm to European manufacturing virtual factories and enterprises. As defined in the DOW, the aim of 

WP1.3 is to lay down the foundations for governance framework, providing methods to measure and 

defining performance measurements and service level agreements, so to create trust relations and meet 

customer needs and priorities, by sharing resources among potentially unknown parties. 

In order to accomplish this objective, in D13.1, Developed Unified Governance Framework   model 

(UGF) has been presented to focus on how IT-related components can help the service governance.  

The goal of D13.3 is to develop internal procedures to allow the enterprises achieve trust and         

reputation in order to enter the Ecosystem and align themselves for the interaction with others. 

Trust and reputation of MSE (i.e. Manufacturing Service Ecosystem) as a whole is also investigated, 

so to determine how such ecosystem is perceived by the market. 

After defining the complex nature of trust and the role of trust in VME (i.e. Virtual Manufacturing      

Enterprise), we propose a model for trust, a method to understand and describe the knowledge to be 

analyzed in the deliverable D 13.3. We found a methodology of research that is able to generate a 

model for organising and integrating the knowledge already been analyzed. 

We recommended to meet the goal of the deliverable starting from the study of the different configura-

tions of the Enterprises giving shape to VMEs inside the Ecosystem. 

In order to define trust models outside the Enterprise, among the Ecosystem partners, we propose to 

define and analyse the typology of relationships among the actors who take part in the relationship. 

We can refer to a VME in terms of a network of relationships. A relationship is made by specific knots 

and connections. Trust is defined as a quality which is expressed inside a relationship. So, in order to 

define the trust, we will need to specify the knots and the connections it will bring (i.e. the configura-

tion of the network). 

First we will define the field of action of this relationship (who or what is this relationship applying to) 

and then we will define its specific qualities (how, in which scale). As the configuration of the        

relationship is changing, the Trust will change accordingly.  

This deliverable proposes to create a model for configuration and propriety attribution of the VME   

which can help us understanding the relationships among the knots, i.e. the different enterprises. In 

this way we can study the proprieties of the governance for the different configurations.  

It should be emphasized at this point that trust has not been analyzed just on the basis of single        

enterprises and their various configurations. Trust has been taken into account in a wider environment 

like MSE.  

The proposed model will play a strategic role in supporting MSEE Project. In fact it will provide use-

ful information on the modality trust affects single enterprises and the system. Specifically the model 

will bring information on how the Ecosystem will assess its partners and on how enterprises will act 

with others in order to create new VMEs. 

 

The Trust model will be defined at two different levels: 

 

- The specific proprieties of the connections among knots at a monitoring level (specific KPIs); 

- The overall organisational model of the network at SLA level (normative and organisational 

governance). 

 

Finally we analyse and measure the assessment of trustworthiness. 

Trust parameters are analysed at two different stages: the entrance and the monitoring phase. 
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A distinction will be made among the characteristics necessary to an Enterprise to enter the Ecosystem 

and creating a VME, and the ones necessary to measure its performances in progress. 

General enabling conditions will be studied and identified in order to build relationships among knots. 

Then specific elements of the trust relationship will be developed too in order to help the monitoring, 

run in time phase.  

By adopting this method we met the deliverable task in fact this governance framework should be able 

to develop: 

 

- A coherent set of service driven KPIs to steer and regulate the value exchange in an enterprise       

network; 

- End to end SLAs dynamic monitoring and controlling procedures; 

- Governance, liability, trust and reputation recommendation models using advances IT tools. 
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2. Introduction 

 

Trust means the general act of believing and placing confidence in someone or something Trust is a 

key factor in the establishment of long-term relationships between service representatives and their 

customers. Prior research has documented that both “person-related” (e.g. empathy, politeness and 

customer/service representative similarity) and “offer-related” (customization, competence, reliability 

and promptness) service representative characteristics have an impact on trust. However, the relative 

importance of these characteristics, and in some cases the direction of their relationships with trust, 

has varied across studies. A complete definition of trust is provided in chapter three. 

 

In this deliverable we focus on: 

 

- Analyzing existing liability, trust and reputation models; 

- Proposing a conceptual model for trust; 

- Identify KPIs and SLAs related with trust relationship; 

- Measuring trustworthiness (the tools for measuring trust will then be fully developed in deliv-

erable 13.5). 

 

The basic idea behind of this deliverable is to study issues of reputation, liability and trust as they   

relate to the manufacturing service enterprises and development of service ecosystem. This study    

focuses on trust relationships according to different types of configuration. First of all trust inside the 

enterprise is considered, i.e. trust among the enterprise internal departments. Secondly we focus on 

trust outside the enterprise, i.e. trust among different partners and between the enterprise and the     

customer.  

 

This document proposes to generate a trust model depending on the following specific dimensions: 

- The configuration among the knots i.e. the relationships among the enterprises (we will      

recommend to study two configurations of the model, one hierarchical and one non hierar-

chical); 

- The attribution of the proprieties that define trust among the knots (i.e. social, economic,   

technological, organizational nature etc...); 

- The control and monitoring of the trust relationship. We are going to define it using categories 

that correspond to specific KPIs. Once identified the governance level and the functioning of 

the network, these KPIs will be transformed in SLAs, for example in prescriptive elements the 

enterprise has to follow to achieve in the relationship with another knot. 

 

The model will be able to define a certain configuration of trust relationships according to its          

characteristics and, depending on that, identify how it works on a governance level.  

This model can be useful for operational application as for abstract reference model. In fact we can 

imagine a performance and, on that, build the configuration of the network and its proprieties.       

Otherwise we can move the other way around, starting from the real model and identifying which   

proprieties the network has to compile in order to meet the configuration we need. 

Finally, the nature of a relationship helps us determining also proper mechanisms of observation and 

monitoring of trust (KPIs and SLAs). This point can be very useful because knowing the nature of the 

connection among knots we can study how to built a trustful relationship and translate this knowledge 

for other tasks, like founding proper mechanisms of observation and monitoring.  

In chapter three the concept of trust is analyzed starting from the definition of this complex issue and 

related elements. Then the role of trust in VMEs will be considered. 
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A model for trust is presented in chapter four; meanwhile the roles of trustor and trustee are explained 

regarding the model. Ontology of trust configuration is then proposed.  

In chapter five referring to trust attributes (i.e. who and how) a trust model is proposed in relation to 

hierarchical and non hierarchical configuration of the network. Finally in chapter six relevant KPIs are 

identified due to a first classification of trust criteria. Assessment methods are then proposed to    

measure trustworthiness (i.e. internal/external, hierarchical, non hierarchical, entering/run in time 

phase). 

This document will be extended and improved deeply within next deliverable due at M18. 
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3. Trust in VMEs 

 

At the beginning of this chapter we are going to define trust and liability according different           

researches and disciplines. Then the complexity of this topic is considered and some relevant key 

words are identified as reference pillars in order to understand better this issue. Finally the role of trust 

in VME (Virtual Manufacturing enterprise) is analysed to provide a framework for our trust model 

proposal inside MSEE project. 

 

 

3.1.  Defining trust and liability 

 

Trust is undoubtedly an important feature of our everyday lives. Without the background of trust, it 

has been suggested, we would suffer from a loss of efficiency and dynamisms (Golembiewski & 

McConkie, 1975). Perhaps worse, we would find it very difficult to get up in the morning, and would 

suffer the inevitable collapse of our society. 

 

It is generally accepted by various fields theorists like: psychologists, sociologists and managements 

that trust is an important element in the conduct of human affairs. Trust has important role and is    

essential for stable the social relationship among individuals, groups or organizations level or on a 

combination of them. 

 

In the field of relationships the issue of trust has been conceptualized as a feature of the relationship 

quality.  

Different writers have given different definitions of trust.  

Trust has been studied as an essential element to cooperation, credibility, a determinant for communi-

cation between parties (Andreson and Weitz, 1990; Mohr and Nevin, 1990). 

But the literature lacks a holistic point of view that can help understand which techniques or technolo-

gies are best in various contexts and circumstances. Trust is to be considered as an evolving,           

contextual and composite issue: the belief one actor (the trustor) has towards another actor (the       

trustee) he will perform certain actions with certain expected results, when not complete information 

about those actions are available. 

Elofson (2001) asserts “Trust is the outcome of observations leading to the belief that the actions of 

another may be relied upon, without explicit guarantee, to achieve a goal in a risky situation.” 

The definition for trust provided by Gambetta (1988) is often quoted and widely accepted in the      

literature: 

 “Trust (or, symetrically, distrust) is a particular level of the subjective probability with which an agent 

assesses that another agent or group of agents will perform a particular action, both before he can 

monitor such action (or independently of his capacity ever to be able to monitor it) and in a      context 

in which it affects his own action.”  

Trust is a subjective quantity calculated based on the two agents concerned in a present or future     

dyadic encounter. Dasgupta (2000) gave a similar definition for trust: the expectation of one person 

about the actions of others that affects the first person's choice, when an action must be taken before 

the actions of others are known. 

 

Castelfranchi and Falcone make a clear distinction between Trust as an evaluative belief in which a 

truster agent believes that the trustee is trustful; and Trust as a mental attitude, in which a truster agent 

relies on a trustee for a given behaviour. 
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So we can assume Trust needs both belief and behavioural intention components to exist.  

A service has been defined as, “any act or performance that one party can offer to another that is     

essentially intangible, and does not result in the ownership of anything…” (Kotler, 1997, p. 467). Un-

like physical products, service products cannot be seen, tasted, felt, heard, or smelled before they are 

bought (Parasuraman et al., 1985). Because of services inherent intangibility, consumers are often 

faced with not knowing what to expect of a service until they have consumed it, and hence perceive 

service as risky (Murray and Schlacter, 1990). Research has demonstrated that the need for trust arises 

in any situation characterized by a high degree of risk, uncertainty, and/or a lack of knowledge or   

information on the part of the interaction participants (Mayer et al., 1995).  

 

According to Dow, IBM and University of Cambridge (2007) defined service system as “a service 

system can be defined as a dynamic configuration of resources (people, technology, organisations and 

shared information) that creates and delivers value between the provider and the customer through 

collaboration. A service is therefore value co-creation.”
1
 

Thus, customers have an inherent need to trust in their service provider to deliver the desired service 

outcome.     

 

In industrial service relationships, Anderson and Narus (1990) have defined trust as the belief that 

another company will perform actions that will result in positive outcomes for the firm while not    

taking actions that would result in negative outcomes.  

Moorman et al. (1993) and McKnight et al. (1990) offered similar definitions and describe a state   

between two parties involved in a relationship. One of the parties is perceived by the other as          

possessing or controlling assets that the other party values while remaining convinced that the         

possessor of these assets will continue sharing them in a mutually beneficial way.  

This conviction drives to integrative behaviour that reinforces the relationship and helps sustaining it, 

sometimes prolonging the duration of the relationship (Morgan and Hunt, 1994). 

 

In this way, trust is regarded as a valuable component of any successful relationship (Morgan and 

Hunt, 1994) by functioning as a lever for reducing the risk associated with partnering, the                

development of long-term relationships and increasing the commitment in the relationship (Anderson 

and Weitz, 1992; Ganesan, 1994; Geyskens and Steenkamp, 1994). 

 

Trust, therefore, can be seen as a mental mechanism that helps reduce complexity and uncertainty in 

order to foster the development or the maintenance of relationships even under risky conditions (Luh-

mann, 1988). 

 

 

3.1.1. Reputation 

 

The most general form of transferrable trust is reputation. Trust is able to develop favourable reputa-

tions which then generate social and economic benefits. Reputation can be measure through    several 

valued attributes (content evaluation) or through an unexplained estimation (esteem level). We will 

explain better these values in the next chapters but we can say now they can divide into quantitative or 

qualitative. 
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Mui (2002) indicates two types of reputation:  

 

- Primary reputation: direct and observed type of reputation; 

- Secondary reputation: collective, propagated and stereotype reputation. 

 

In order to be trusted, individuals, as well as economic agents, strive to establish a favourable        rep-

utation (Good, 1988). Indeed, the reputation of a little known party can supplement and influence the 

first impression it makes on other parties. Although reputation does not necessarily imply direct            

interaction, it can nevertheless be used as data on which to base one’s judgment of trustworthiness (i.e. 

predictability and dependability). In addition: 

“Not only will the perceivers of a reputation usually have access to information which the reputation 

holder does not control, but also the manner in which [this] information is interpreted is not straight-

forward” (Good, 1988). 

 

 

3.1.2. Reliability 

 

Hart and Saunders (1997) maintain that reliability is an important dimension of trust. Referring to   

reliability as the consistency between what a party says and what it does, implying that the party is 

dependable and follows through on its promises.  Reliability helps develop cooperation, which is an 

antecedent of trust (Anderson and Narus, 1990). Carnevale et al (1982) earlier stated that trust        

involved ‘a concomitant expectation that the other in a dyad will reciprocate’ and had declared this 

expectation essential for ‘the goal of achieving mutual cooperation’ (Carnevale, Pruitt et al., 1982).  

Reliability has been previously included in IT-related models of trust (Hart and Saunders, 1997).  As a 

result, it is reasonable to expect that the influence of perceptions of reliability on trust will hold in       

e-commerce, leading to the following hypothesis: 

 

- Perceptions of predictability are positively related to trust; 

- Perceptions of technical competence are positively related to trust; 

- Perceptions of fiduciary responsibility are positively related to trust; 

- Perceptions of reliability are positively related to trust. 
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3.2. The complexity of the definition of trust 

 

Geography of trust 

 

The recent literature on trust shows a number of different approaches which trust can be dealt with. 

Trust is a multidimensional construct and this is the reason why it is not easy to define it. It is related 

to behaviours, handling of sensitive information, capacities, competencies, resources, financial, skills, 

etc.  

There are various perspectives trust can be looked at like organizational, social, financial/economical, 

technological, and behavioural/managerial. Or also emotional, operational, relational, personal,       

institutional. 

 

The contribution of different disciplines  

 

Many contributions that can help us defining trust come from different disciplines like psychology, 

economics, game theory, and sociology. 

 

In psychology trust is related to the issue of beliefs (Marsh, 1994): “Trust is a psychological state 

comprising the intention to accept vulnerability based upon positive expectations of the intentions or 

behavior of another” (Rousseau, Sitkin, Burt, and Camerer, 1998:395). 

Researchers take for granted that trust exists and they ask what leads to trust. Cognitive processes and 

affective reaction are seen to be such general antecedents. Other antecedents in dyadic trust can be the 

attitudes of the trustor (disposition, prior experiences, values, motivation) and the trustee (ability,    

benevolence, integrity). 

While the psychological approach gives us a basic understanding of human behavior with regard to 

trust, it often neglects the context of specific situations. 

In economics perspective, the notion of trust makes sense only if it is seen as a rational choice: actors 

behave in a rational way to maximize their gains. Two of the most influential theories are transaction 

cost economics and game theory. 

In economics and game theory, trust is considered the instrument for a transition from static rationality 

of non-cooperative behaviors to dynamics of cooperation (Berg, Dickhaut and McCabe, 1995). In 

transaction cost economics, two basic assumptions characterize actors: Human beings have a bounded 

rationality and they tend to behave in an opportunistic manner (self-interest seeking with guile). 

Moreover, the costs for any one transaction are the sum of production and transaction costs.          

Transaction costs arise ex-ante (information gathering, negotiation, and contract) and ex-post (supervi-

sion, conflict solution and re-negotiation). Under these conditions, institutions should be organized 

taking bounded rationality into account and safeguarding against opportunism (Williamson, 1985). 

Trust plays no role while mistrust does. 

 

Trust is an important element within organizations and in business transactions, as it facilitates risk 

taking (Luhmann, 1988). Trust has been found to be a remarkably efficient lubricant to economic   

exchange that reduces complex realities far more quickly and economically than prediction, authority, 

or bargaining (Powell, 1990). Also, the costs of acquiring new customers is significantly higher than 

retaining existing customers, which explains that relationships based on trust constitute a strong    

competitive advantage. 

 

Trust is also seen as a cultural phenomenon and so studied by sociologists. In sociology trust is related 

to reputation and previous interactions among individuals. According to Parsons (1962), we can only 

put our trust in people who share the same goals and values. 
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“From a sociological perspective, trust is defined as a set of expectations shared by all those involved 

in an exchange” (Zucker, 1986). 

A comprehensive early study within a framework of functional-structural system theory was published 

by Luhmann (1968) and Parsons (1962). While Parsons stresses the structural component in his     

normative system theory, Luhmann is more concerned with function. He describes it as: “Trust in the 

broadest sense of confidence in one’s own expectations is an elementary fact of social life. Man has 

admittedly in many situations a choice whether or not to put his trust forward in a certain way.     

Without any trust, however, he could not leave his bed in the morning”.
2
 

 

Finally in computer science researchers usually relate trust to security, reputation, and privacy. 

As we have seen, Trust has been studied extensively in a number of disciplines. For instance,         

personality psychology focuses on trust as an individual characteristic, while social psychology      

focuses on the dynamics of trust between individuals. Economics and marketing look at the trust in the 

context of commercial exchange and transaction. Despite the multidimensional character of trust, the 

different conception all share common elements. 

 

 

Research Keywords related to trust and VMEs are: 

 

As it has been analysed until now, trust is a complex issue to explore. In order understand better this 

topic so to be able to propose our trust model, we investigated meaningful concepts related to trust. 

 Several keywords have been extracted as reference elements to make it out clearly. 

These elements will be considered as pillars in our trust model proposal on next deliverable. Here be-

low the most significant ones are provided: 

 

- Reputation; 

- Reliability; 

- Trustworthiness; 

- Accessibility; 

- Security; 

- Privacy; 

- Credibility; 

- Empathy;  

- Social skills; 

- Expertise; 

- Complexity (to define and measure); 

- Uncertain phenomenon; 

- Relationship durability; 

- Acquiescence; 

- Participation- cooperation. 

 

Trust produces cooperation and support. Thought trust it is possible to gain ambient more open, more 

tolerant, less competitive. In this way you can have much more creative settings for collaboration and 

co- innovation. 

Participation generates innovation (Collaborative consumption, Peer to Peer Movement, Openness) 

therefore new social capital  can be brought by a community of trust. 

 

                                                      
2 Luhmann, N., Vertrauen, Lucius & Lucius, Stuttgart, 1968. 
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3.3. The role of trust in VMEs 

 

In the Ecosystem environment trust is fundamental to select Enterprises, help them deciding who to 

collaborate with in order to configure new and different VME (Virtual manufacturing enterprise). As 

mentioned in MSEE internal document
3
, VME is defined as virtual manufacturing system. VME is 

generated and managed in order to support new product services.  

We can refer to a VME in terms of a network of relationships. A relationship is made by specific knots 

and connections and trust is defined as a quality which is expressed inside this relationship. Reputation 

is considered a primary base for trustworthiness but trust refers also to many different factors that   

influence the level of trustworthiness of a firm. 

Trust in collaborative environments refers to so many values, concepts and actors to be considered a 

multi-criteria, multi-objective and multi-actor subject. 

Trust is first perceived among individuals and later influences the enhancement and establishment of 

trust relationships among organizations. So we can affirm trusts among organizations which           

participate in networks are important pre-conditions to collaboration and cooperation. Trust consists in 

a useful organizing element when different actors are depending on the decisions or action of others. 

The results of this study about trust will be then useful for the Enterprises that form the Ecosystem. 

Trust can be used as a pre-condition for the selection to decide which firms accept inside the          

Ecosystem, to identify which partner is the right one to select in a VME. Then trust will also be     

measured to verify the trust ability of the suggested partners. 

On an organizational level, many VMEs divide their responsibilities by functional separation and del-

egation of work. On a social level, delegation of work requires trust in the capability and           will-

ingness of others to perform their duties without supervision. Trust itself is mediated by          commu-

nication involving symbolic interaction.  

Especially during the start phase, when a VME is in construction, there are high-pressure                 

environments in which networks are to be established. Without trust there will not be delegation or 

collaboration. 

As we already said, in economics and game theory, trust is considered the instrument for a transition 

from a static rationality of non-cooperative behaviours to dynamics of cooperation (Berg, Dickhaut 

and McCabe, 1995). Then trust is the vehicle to build relationships. 

To limit the risk exposure of the participants, trust is built gradually, keeping the cost of an attack   

below a certain threshold of risk. Once the accumulated trust is above the required threshold, then it 

can be used as a basis for cooperation. Dusko (2008) propose to describe trust as a process in two 

phases, trust building and trust service, that alternate and produce outputs. 

Trust building is a process of incremental testing of another party’s honesty, i.e. the readiness to     

cooperate within the framework of a given protocol. The out- put of this process are the trust scores, 

which record whether the party behaved honestly in the past transactions. 

Trust service uses the trust scores to guide some further transactions: a higher trust score attracts more 

transactions. The feedback about their outcome can be used to update the trust scores.  

This distinction is useful to the definition and the measurement of our trust model proposed in chapter 

five. 

 

Establishing trust relationship leads to many advantages among members of a cooperation network 

(Norman, et al., 2004). Among these we can mention
4
:  

 

- Motivating cooperation network members to accept some responsibilities, even in case of un-

certain or incomplete information; 

                                                      
3
 Doumeingts Guy, Gusmeroli Sergio,  “Definition ME, MSE and VME” 27

th
 of August 2012 

4 Referring to Ecolead, “D21.4b, Creating and Supporting Trust Culture in VBEs”, 2006. 
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- Facilitating the achievement of objectives by encouraging information exchange, knowledge 

sharing, tools sharing, etc., among members in a network; 

- Encouraging members to avoid opportunistic behaviours within the network; 

- Easing the process of creating and launching virtual organizations; 

- Increasing the desired preparedness to participate in VOs; 

- Creating competitive advantage through reducing the governance costs (management costs), 

costs of internalization (acquisitions), transaction costs among organizations, and impacts cre-

ation; 

- Enabling open communication, and conflict management; 

- Helping to speed up the contract process. 

 

Some advantages gained if trust is well managed include:
5
 

 

- Enhancing the saving of transaction costs; 

- Reducing efforts for co-ordination; 

- Ensuring commitment of all partners to the common objectives; 

- Creating a pleasant collaboration atmosphere; 

- Increasing transparency, knowledge sharing, partners commitment and safeguarding. 

 

We all have an inherent need to interact with other individuals and institutions. These interactions can 

take the form of short- to long-term relationships in which exchanges take place. However, given the 

other party’s independence, we can never fully understand its actions, let alone control it. It is the   

social need for mutually beneficial relationships, coupled with the unpredictability of other parties, 

which creates the need for trust. Luhmann (1988) describes trust as a mental strategy that reduces the 

complexity of our environment and that allows us to take decisions even though their outcomes may 

potentially be harmful. 

 

 

Trust drives to loyalty 

Trust is necessary to start the process towards Loyalty. In fact we can assume that if I trust someone, I 

think this entity is trustworthy. The more the trustworthiness I have towards this entity consolidates, 

the more its reputation strengthens. Trust need also time to be consolidated. Therefore, once created a 

strong reputation during time the final step is the construction of loyal relationships between me and 

the entity. 

Sabel’s (1993) notion of trust centres on the mutual confidence that parties to an economic transaction 

will not exploit one another when one or both of the parties are vulnerable to opportunism. This      

mutual assurance directed towards economic behaviour develops over time through daily observations. 

A shared understanding develops to the point that short-term economic interests lose their absolute 

motivational authority in decision making. A sense of duty and mutual dependence grows stronger, 

thereby promoting a business environment of risk taking and entrepreneurship under uncertainty. In 

this way Trust then drives to loyalty. 

A review of the literature suggests the service loyalty construct consists of three separate dimensions: 

behavioural loyalty, attitudinal loyalty, and cognitive loyalty. 

Customer loyalty research has mainly centred on the loyalty consumers display towards tangible prod-

ucts and is often called brand loyalty.  

 

                                                      
5 Referring to thr results of the questionnaire about trust in Ecolead, “D21.4b, Creating and Supporting 

Trust Culture in VBEs”, 2006. 
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3.4.  Summary 

 

Refer to the above mentioned items trust has been conceptualized as a feature of the relationship    

quality. Trust is the subjective quality to assess the other's behavior. Trust is fundamental to create a 

relation with another agent. Therefore trust entails a pre-condition for relationships that needs to be 

continuously feed in order to exist. 

Trust is able to develop transferrable form of confidence that we can referred to as reputation. Relia-

bility and reputation are the main characteristics which affect the creation and development of trust. 

Within the MSEE environment it is of fundamental to create trust among partners in order to create 

competitive advantages as trust is a valuable component in economic perspective. 

Trust is an essential element to cooperation and credibility and it determinates the level of communi-

cation between parties. The members of the Ecosystem will take advantages on operating with part-

ners they trust so to maximize their gains. It facilitates risk taking and it is a lubricant to economic 

exchange. In the ecosystem environment trust is fundamental to select the enterprises when configure 

new VMEs. Reputation is primary base for trustworthiness and starting point for collaboration.  
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4. Proposing a Model for Trust 

 

In this section our proposal of a model for trust is provided. First of all the state of the art of trust and 

reputation models are considered. Secondly the configuration of relationship is    analyzed and ex-

plained: actors involved are described and the typology of configuration is     studied (this topic needs 

to be improved and updated in next deliverable).  

Finally the typology of trust has been investigated dividing this topic into trust inside the enterprise 

(Internal trust) and trust outside the enterprise (External trust). 

 

4.1. State of the art of Trust and Reputation models 

 

Trust models allow identifying and isolating untrustworthy agents, evaluating an interaction’s utility  

and deciding whether and which partner interact with.  

 

Following Fullam et al. (2005), a good trust model should be: 

 

- Accurate, should provide good previsions; 

- Adaptive evolve according to behaviour of others; 

- Quickly converging quickly compute accurate values; 

- Multi-dimensional Consider different agent characteristics; 

- Efficient Compute in reasonable time and cost. 

 

Several trust models have been proposed by researchers for different contexts, each one with its own 

characteristics and proposing its technical solution. We propose here a brief overview of some of the 

most relevant ones. 

 

 

Online reputation models  

We refer to eBay (eBay, 2002), Amazon Auctions (Amazon, 2002) and OnSale Exchange (OnSale, 

2002) as interesting examples of online marketplaces that use reputation and trust mechanisms. 

eBay is one of the largest online marketplace in the word; most items are sold by auctions following 

the reputation mechanism based on ratings that users perform after the  completion of a transaction. 

Buyers and sellers evaluate each other after transactions and the evaluation is not mandatory and will 

never be removed. eBay considers reputation as a global property and uses a single value that is not 

dependent on the context. The user can have three possibilities of value: positive, negative or neutral. 

Each eBay member has a “reputation” (feedback score) that is the summation of the numerical   evalu-

ations, i.e. the sum of the last six months rating that gives the reputation value (Sabatar et al, 2005). 

The eBay model is specifically oriented to scenarios with the following characteristics: human       

oriented a lot of users and few chances of repeating interaction with the same partner. 

In a similar way Amazon Auctions and OnSale Exchange use a mean to assign a reputation value. The 

value is not dependent on the context and the source for the reputation value is due to witness        

information. It directly comes from information’s given from others agents that have previously      

interacted with the target user. These models do not provide a specific way to deal with false users 

information. The only way to increase the reliability of a user is a great number of opinions that   miti-

gate false information. 
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SPORAS and HISTOS 

In 1999, Zacharia et al. proposed a trust evaluation model for loosely connected online communities 

based on a reputation mechanism and called SPORAS. In this system the trusting agent bases its opin-

ion of the reputation of its interaction partner on the feedback the latter gives on the trustworthiness of 

their latest transaction. In this model only the recent rating between two users is considered. Only the 

most recent ratings are scored for agents who have repeated interactions. A new user will have the 

minimum reputation that is gradually builton the agents interactions with others. Trusted agents with 

very high reputation values experience much smaller changes in reputation rating after an update than 

agents with low reputation. SPORAS incorporates a measure of the reliability of the reputation of the 

users based on standard deviation of reputation values. This model presents the same general charac-

teristics of online reputation models mechanisms and works even with few ratings but is more suitable 

to changes in the user’s behaviour and the reliability measure improves the usability of the reputation 

value (see Sabater and Sierra, 2003).  

The centralized approach is one of the main problems of this model because it makes it not suitable for 

open communities. Among other problems of the model we can find the assumption that all the users 

are considered untrustworthy at the beginning (even if it affects system performances) and the fact that 

occasional short-chargers could be undetected when they select less trusted users to cheat on. 

While SPORAS provides a global reputation value to each agent in the online community, HISTOS 

takes into consideration information about its peers when available. 

HISTOS is a decentralized model and has been designed to complement SPORAS by assuming    

abundance of ratings thanks to including witness information as a second source of reputation. It takes 

into consideration information about its peers when available. As agents in the system rely more on 

recommendations given by users they trust, HISTOS builds social network from the ratings it has   

previously obtained, represented as a directed graph with nodes representing the agents and the 

weighted edges representing the most recent reputation rating given by any agent to another. Thus 

transitive trust relationships are applied in case of directed paths between two agents. Anyway this 

model presents correlated and biased evidence problems. 

 

 

REGRET 

The REGRET model (Sabater and Sierra, 2001, 2002) is a modular trust and reputation system      

oriented to complex small/middle size e-commerce environments where social relations among      

individuals play an important role. The system takes into account three types of information sources: 

direct experiences, information from third party agents and social structures (i.e. system, neighbour-

hood and witness reputation). 

The Witness reputation is the reputation calculated from the information coming from witnesses. 

Neighbourhood reputation (social credibility) is calculated using the information extracted from the 

social relations between partners. And system reputation consists in a reputation value based on roles 

and general properties. Therefore REGRET includes the measurement of the social credibility of the 

agent and the information credibility in the computation of witness reputation.  

Another element in the REGRET system is the ontological structure that combines values linked to 

simple aspects in order to calculate values linked to complex attributes. Each individual can present a 

different ontological structure to combine trust and reputation values and then a different way to 

measure the importance of these values once combined. Therefore it investigates the notion of         

individual preference.  

In each trusting situation the outcome is defined by variables, expected values and real values. This 

model is able to calculate uncertainty but does not use this information in a useful way. This issue has 

been partially resolved in FIRE model that puts less importance to the social aspects of witness    
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statements. Neither FIRE nor REGRET considers the possibility one agent could be not willing to 

provide testimonies in order to protect his private information. 

Finally, refer to the above mentioned trust models it should be emphasized at this point that the      

mentioned models have their own advantages and disadvantages. Like eBay model is specifically   

oriented to scenarios with the human oriented characteristics or in SPORAS and HISTOS model    

because of centralizing the approaches community opening is not suitable.  

 

 

4.2. Trust Model based on the configuration of the relationship 

 

This document proposes to build a model based on the configurations of the Enterprises giving shape 

to VMEs inside the Ecosystem (a model for configuration and propriety attribution of the VME). 

We can refer to a VME in terms of a network of relationships. A relationship is a process of            

interaction which is supported by mutual trust and established by commitment. Relations are complex 

systems of many interrelated dimensions that have emerged together over time in an environment as a 

result of the experience and outcomes of the on-going interactions taking place (Hakansson, 1982; 

Ritter et al., 2004). 

A relationship is made by specific knots and connections while trust is defined as a quality which is 

expressed inside this relationship. Building and developing relationships is a process that demands 

time and managerial resources. Business relationships consist in exchange interdependent               

relationships between firms doing business with one another. Successful business networking creates a 

win-win situation among business partners through valuable trust, commitment and improved        

performance. Therefore entering a network and building the right connection have a strategic         

importance. It is also fundamental to monitor continuously and evaluate individual partners’           

performances inside the network.  

Morgan et al. (1994) affirm trust is one of the most salient factors for cooperation networks to achieve 

their business objectives. 

Organizations have often to create relationships with other stranger organizations in order to take    

advantages on opportunities the market suddenly offers. Therefore, the more one organization is     

confident about getting involved in a collaborative network, the more its trustworthiness level        

increases and the more it get used in estimating the level of trustworthiness of other organizations 

(Mukherjee, A. 2003). 

In the global economy, trust relationships are becoming more and more important in order to reduce 

the risk surrounding most of the businesses.  

First we will define the field of action of this relationship (who or what is this relationship applying to) 

and then we will define its specific qualities (how, in which scale). In order to define the trust model 

we will need to specify the knots and the connections that give shape to the configuration of the     

network. Talking about network, we focus on relationships configurations that are actually based on 

governance arrangements.  

We can define VMEs as multi-actor environments, in which each actor is an autonomous element 

characterized by certain interests and goals.  So, in order to create a stable and functional VME, a   

particular balance of trust relationships among its members needs to be established.  

Actor’s roles are dynamic in adaptive service systems. The Ecosystem should design configurations 

that are capable of adapting to changes induces by actors inside or outside the system. 

Trust plays a great role in how social interactions are modelled. It is a prerequisite for collaboration, 

delegation and the creation of a network (see Luhmann, 1979, 1988). Trust characterizes relationships 

and can be used as a mechanism to coordinate those relationships (Bradach and Eccles, 1989). A trust 

model based on the configuration of the relationships can offer a new way to forecast the              

trustworthiness of other VME members. Establishing ex ante trust relationships with partners is      

essential to the success of any VME. 
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4.2.1.  Actors involved: trustor and trustee (=who) 

 

A trust relationship as an action that builds a trust relation between an actor and another. Actors refer 

to the organization parties involved in a specific trust relationship. The trustor refers to the first       

organization that needs to assess the trustworthiness of another party. The second one, that needs to be 

trusted, and thus will need the trustworthiness of the first organization to be assessed, is called trustee. 

However, this is already a social relationship where the behaviour of both parties may influence the 

relationship (if I lend my friend money, which he or she does not repay, then I am not likely to do it 

again). Building trust can thus be an investment in social capital, which can facilitate later cooperation. 

Trust between teams (Brown et al., 2004; Jarvenpaa et al., 2004) and between organizations (Scott, 

2000) is also considered. These situations involve many interactions over time where a trust theory 

that is both socially oriented and processual may be preferred. The object of trust can also be a     

technology artifact or some form of abstract system, such as a market. 

 

Essentially, the trustor-trustee relationship is characterised by dependency, under conditions of      

uncertainty and risk (Luhmann, 1988; Curral & Judge, 1995). Some have also distinguished between 

trust as the willingness to accept risk and trusting behaviour as the actual assumption of risk (Meyer, 

Davies & Shoorman, 1995). The decision to trust or not can be affected both by cognitive and       

emotional elements (McAllister, 1995). The cognitive element refers to a rational assessment of risk, 

the other party’s reliability and competence, and is therefore more task-oriented. On the other hand, 

the emotional element refers to attraction, in the short term, and loyalty, in the long term. Its            

orientation is therefore more inter-personal. This view implies that trust can refer to several objects – 

in this case, the task (the transaction) and the trustee (the merchant). Although trust develops over time 

by ongoing interactions, the focus here is on initial trust, implying limited interactions and no earlier 

transaction with that merchant. 

 

The elements of a trust relationship to be considered can be divided in two different categories accord-

ing to the type of business relationship as mention here below: 

 

A) B2B level: 

 

- The internal departments of the Enterprise itself; 

- The Enterprises of the Ecosystem; 

- The Ecosystem; 

- The configuration of VMEs. 

 

B) B2C level: 

 

- The Customer; 

- The Enterprise; 

- The configuration of VMEs. 

 

These elements are going to be considered in the proposition of our trust model which is going to 

specified in the next sections. 

 

4.2.2.  Typology of configuration (=how, in which scale) 

 

In this section we are going to classify networks according to the typology of configuration. Different 

network structure and their structural priorities are going to be defined and explained. Interpretative 
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categories that specify network configuration (for example, scale, dimension, number of subjects in-

volved) will be described too. 

 

Some important elements take into consideration when speaking about properties are the following 

ones: 

 

- Connectedness (directly or indirectly); 

- Graph theoretic distance (usually short); 

- Density (usually great density of ties); 

- Core/periphery structure; 

- Coreness (level of participation-collaboration); 

- Time (duration of the network, short, long); 

- Dynamic/static structure: Flexibility, mobility. 

 

Among the different configurations a network could take, we are going to analyse the more famous 

ones, i.e. the centralized and distribute one. Their major characteristics are stated here below:  

 

1) The Centralized structure: 

 

- Power oriented; 

- Vertical, hierarchical;  

- Static. 

 

2) The Distributed structure: 

 

- Peer to Peer, distributed, decentralised control (there is no a centralised controller to control 

the decision process of all agents in the system); 

- Not hierarchical, horizontal; 

- Dynamic. 

 

In a hierarchical type of network, there is one dominating partner organization that controls the basic 

power and control of the complete network. In this network type, other partners usually follow the 

decisions and guidelines from the dominant partner who has the biggest capacity and capability within 

the network.  

In a non-hierarchical network type, the entire partner organizations enjoy equal power and control in 

the decision-making process within the network. All the partners usually have almost equal capacity 

and capability. 

This section needs to be expended and improved within next deliverable. 

 

4.2.3. Typology of Trust 

 

Collaborative business networks develop on the interaction among enterprises which are interested in 

cooperating with each other in order to achieve specific tasks. The network formation can be of longer 

or shorter term according to the market opportunities. Trust is essential for the commitment and the 

creation of a relationship with a network partner.  

Trust in inside and outside the enterprise are two of the central issues in VME, concisely formulated. 

Management of trust in both sides involves a continuous process of assessing the trustworthiness of 

VME members for different purpose and establishing/re-establishing trust relationships among VME 

members in VMEs. Trustworthiness assessment is on the basis of known information about members, 
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collected and stored within the VME environments. Modelling trust relationships and promoting 

trustworthiness among members are important aspects of trust management. 

Two main kinds of trust will be defined as needed to be established among different organizations 

within the service ecosystem. 

We propose to divide the general concept of trust into internal and external trust. 

 

 

Trust inside the enterprise (Internal Trust) 

 

Internal trust consists in the trustworthiness measured and perceived inside the Ecosystem. It means it 

concerns the single enterprises, the many configurations of VMEs, the internal departments of each 

enterprise and how they relate each other. 

 

The main aim of establishing/re-establishing trust relationship among VME members is to enhance the 

efficiency and success of both their cooperation within the VME as well as their potential               

collaboration in virtual enterprises that will be configured within the VME. Refer to the individual 

achievements of each organization, the main criteria that influence the trust level among VME     

members contain their roles, reputations, and membership level at the VME as well as their past     

performance on activities related to the VME. 

 

 

Trust outside the enterprise (External Trust) 

 

External trust is referred to the marketplace. In this case we can talk about B2B and B2C situations. 

External trust involves the Ecosystem, the many configurations of VMEs, the single enterprises inside 

the ecosystem and the costumer, that can be a private subject or another enterprise/system of enterpris-

es. 

 

In VME environment, trust must be addressed in relation to the VME members, the VME customers 

and the VME establishment itself, that constitute trust among “organizations” and not individuals. 

Accordingly, while we can benefit from the general past research on trust, we cannot directly apply 

theoretic approaches and/or results. Trust among organizations is a complex multi-criteria subject and 

relevant trust relationship establishment, trustworthiness level evaluation, trust promotion, and trust 

relationship modeling are different aspects covered under the general subject of trust management.  

The evidence of information validity about organizations, being witnessed or certified, is of primary 

importance to establish trust outside the enterprise. 

The methodology designed for trust management in a VME depends on the specific condition of the 

cooperation environment (i.e. size or organization structure/complexity). Sometimes the environment 

of cooperation faced to uncertainty which may result from changes in the market or global conditions 

that are not beyond its control and difficult to anticipate, such as volatility or unpredictability in     

markets. Research has shown that perceived environmental uncertainty exerts significant influence on 

organizational processes (Sutcliffe and Zaheer, 1998; Walker and Weber, 1987). 

Duncan (1972) suggested that external environmental influences can be divided into environmental 

complexity and environmental dynamism. Environmental complexity refers to different external forc-

es with which an organization interacts, whereas environmental dynamism refers to the rate of change 

in the environment and the unpredictability of environmental changes. Complexity is          associated 

with the uncertainty inherent in a situation at a given point in time, whereas dynamism   refers to un-

certainty over time. In the case of VMEs, environmental dynamism may be an even more important 

source of uncertainty than complexity.  

 At the same time, Enterprise may not have enough resources to understand and develop responses for 

the changes arising due to environmental dynamism. 
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In dynamic and uncertain cooperation environments, when faced with greater fear of opportunistic 

behaviour by partners, firms are more likely to rely on contract-based governance as compared to     

trust-based relational governance. 

The general arguments in favour of trust assert that it allows greater flexibility in responding to      

environmental changing conditions (outside the enterprise), facilitates investments in transaction or 

relation-specific assets that enhance productivity, and reduces transaction costs associated with costly 

monitoring and other formal safeguarding mechanisms (Ajia et al., 2011). 

 

 

Trust among different partners (B2B) 

 

Given that the concept of trust plays an important role in relationship marketing, and in particular in 

the context of business-to-business markets (Blois, 1999), it is no surprise that the construct of trust 

has received ample attention in the research literature. Trust plays an important part in maintaining  

profitable relationships (Svensson, 2004), thus understanding the nature of trust and the importance of 

its contribution to loyalty is of particular interest to managers and has a major impact on how         

business-to-business relationships are developed and managed. In the context of business-to-business 

marketing, trust is similarly viewed as a focal construct, for example in the context of industrial     

marketing and purchasing groups. In a buyer-seller relationship, both parties must trust one another in 

order to maintain the relationship. If trust exists in a relationship, trust can reduce the cost of           

negotiating an agreement and encourages the seller and the buyer to behave in a fair manner 

(Bendapudi and Berry, 1997). 

For example, one of the most critical elements in B2B markets, and particularly a service market such 

as the advertising industry, is the development of client relationships. The complexity of the products 

and services and the long-term nature of business relationships in the advertising industry mean that      

effective and satisfactory business relationships are of the greatest importance in the marketing of   

advertising services. It is useful to notice that 

 

- Higher levels of partner satisfaction with a relationship are associated with higher levels of 

commitment in the relationship. 

- Higher levels of partner satisfaction with a relationship are associated with higher levels of 

trust in the relationship. 

 

Trust and commitment are both very important elements in ensuring long-term implement               

relationship-marketing strategies. It is important that companies select their partners carefully, share 

common values, and maintain excellent communication at all times during the relationship continuum. 

To ensure a cooperative relationship that is mutually beneficial, companies must also ensure that they 

provide resources and benefits superior to the offerings of other companies, and that they avoid taking 

advantage of their partners in any way. 

 

 

 

Trust among the customers (B2C) 

 

Historically, Business-to-Consumer (B2C) focuses on direct transactions between businesses and end 

consumers (Dedhia, 2001; Lawrence, et al., 2000; Riggins and Rhee, 1998; Schneider and Perry, 2000; 

Ah-Wong, et al., 2001), that is, the trading and transactional relationship between an organizations and 

an end user (Dedhia, 2001; Lawrence, et al., 2000; Riggins and Rhee, 1998). Consumers are able to 

purchase goods and services such as books, computer products, music, at any time that is convenient 

to the consumer directly. 
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Much of the extant literature on assessment of service quality has focused on end-consumers, rather 

than on business customers. Moreover, there has been a lack of research into the evaluative criteria 

and processes used by firms in forming service-quality perceptions. 

It is good to point as an example: Adequate supply of Trust & Confidence solutions matching the de-

mands of all B2C parties is key to develop confidences. Development and deployment of these solu-

tions requires: 1) personal actions on the part of the consumer and the trader, and 2) collective actions 

on the part of the industry and the e-governance players.  

For making another clear example, we can mention that: The European Commission, the Federal 

Trade Commission, the OECD and business sectors have all identified the establishment of Trust & 

Confidence as being crucial for the future of B2C e-commerce (OECD, 1997, 2000, 2001). Although 

previous research has focused on the strategies deployed for the organizational growth of e-commerce 

as a whole (LYNCH, 2000), few efforts have been devoted to strategies for developing Trust &      

Confidence in e-commerce. Mass access to the Internet coupled with trends in globalization of      

products and services have given birth to new e-commerce markets in recent years. There have been 

several optimistic projections of rapid growth for e-commerce, but the business-to-consumer (B2C) 

sector has failed to achieve its expected growth potential (CommerceNet, 2000). One of the main     

reasons for these disappointing results is thought to be the lack of consumer trust and confidence in    

e-commerce (SCRIBBENS, 2001).  
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5. Definition of trust model outside the Enterprise 

 

We generate this model in order to define the proprieties of the governance inside the VMEs that    

actually depend on the following specific dimensions: 

 

- The configuration among the knots i.e. the relationships among the enterprises (we will pro-

pose to study two configurations of the model, one hierarchical and one not hierarchical); 

- The attribution of the proprieties that define trust among the knots (i.e. social, economic,                

technological, organizational nature etc… taking into account the keywords found in order to 

help defining trust);  

- The control and monitoring of the trust relationship. We are going to define it using categories 

that correspond to specific KPIs. Once identified the governance level and the functioning of 

the network, these KPIs will be transformed in SLAs i.e. in prescriptive elements the enter-

prise has to follow to achieve in the relationship with another knot. 

 

The trust model we propose is composed by three main elements: 

 

- The knot, i.e. the subject involved in the relationship; 

- The connection, i.e. the relationship; 

- The configuration, i.e. the way the relationship is structured. In this deliverable we are going 

to study two main configurations, the hierarchical and the not hierarchical one. 

 

 

5.1. Definition of SLA and KPIs levels related to Trust 

 

As mentioned in previous deliverables  like D13.1, Performance Indicator (PI) is a quantified data 

which measured the efficiency of decision variables in the achievement of objectives defined at a con-

sidered decision level and in coherence with the defined business strategy (Fitz-Gibbon, 1990). 

Meanwhile, a Service Level Agreement (SLA) is a technical contract between seller and buyer which 

is clarified service provider’s duties and roles by setting boundaries, conditions, penalties and         

expectations. SLA sets a clear customer relationship and bridge a gap between user and service       

provider (Wustenhoff, April 2002). 

 

In order to be able to perform meaningful analyses of trust in VME, various types of KPIs need to 

measure the trust performance during the process of building and measuring of networks. 

Reference is also made to SLAs, which represent contractual performance indicators, and to their    

interaction with KPIs in the Ecosystem, which should essentially control internal processes and be 

consistent with the customers’ requirements.  

 

The Trust model will be defined at two different levels: 

The overall organisational model of the network at SLA level (normative and organisational          

governance); 

The specific proprieties of the connections among knots at a monitoring level (specific KPIs); 

General enabling conditions will be studied and identified in order to build relationships among knots. 

Then specific elements of the relationship will be developed too in order to help the monitoring, run in 

time phase.  
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KPIs and SLAs will be developed as measurement systems in order to help: 

 

- Measure actors’ performances and create the conditions for sharing resources within the net-

work of enterprises; 

- Identify and measure trust among actors and players based on the value added exchanges into 

the different processes and enterprises; 

- Define end-to-end SLAs with dynamic monitoring and control procedures; 

- Manage enterprise’s interactions to grant adequate distributed governance. 

 

5.2. Trust roles in servitization process 

 

“There is clear evidence that manufacturing firms are servitizing–either adding Services to or           

integrating services in their core products” (Andy Neely). This concept called servitization where   

servitiziation level goes from “tangible product” as lowest level to “product as a service” as highest 

level. In particularly, the servitization process starts by adding a simple service to the product and the 

evolution shift from pure product toward Product+Service. Then by elaborating the servitization    

process and refer to change management criteria physical goods remain the property of the           

manufacturer and are considered as investment, while revenues come uniquely from the services. 

Manufacturing companies need to evaluate their current level of servitization and then, recognize the 

requirements for moving to the upper level. Change management practices are needed to implement 

promoting the process. Change management characteristics address how assessment can be handled. 

Because the rapidly changing market environment and business conditions often require a fast       

response by organizations to deliver new service or modify current one. 

Change management characteristics in servitization directly and positively influence trust, and trust 

directly and positively influences commitment. The anticipated change management plan ensure that 

the right processes, people and tools are in the place to enable the VMEs to stay on top of changes and 

ensure effective decision-making. Specifically, change management characteristics in servitization 

process help the VME build trust in the market by serving as repositories for knowledge about how to 

govern future cooperation. Change management characteristics can effectively foster trust between 

VMEs and customer to facilitate the development of relationship or prioritize changes and modify the 

volume, type or level of service to match involving user requirements for specifying anticipated 

changes in the course of future relationship.  

Change management specifies the rules and procedures which would lead the enterprise to desired 

level of servitization. Change management planning the procedure and methodologies for promoting 

from current level of servitization to upper level for coping with change and contingencies in a long 

term cooperation with customer.  

 

 

5.3. Possible configurations of the model 

 

We propose a model about trust based on the relationships/connections among the partners. This mod-

el can assume many different configurations according to the specific behaviour of the actors in-

volved. We will propose two different and opposite configurations of this model in order to present the 

two extremes of the range in which VMEs will operate. Configurations of VMEs can change a lot but 

will always lay inside the range of extreme structured and extreme unstructured behaviour. By speci-

fying the model using these two extremes, we can show how the model can assume different configu-

rations in the basis of the organisational dimension of the network. Later in the research this model 

will be enhanced with different configurations as we would be able to insert any other configuration 

among these two extremes just analysing its performance or the ecosystem. 
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KPIs and SLAs on the basis of trust for service oriented production systems 

 

In order to accomplish the related objectives of WP1 and make a link among trust models and the de-

composition of decisions, Model Driven Service Engineering Architecture (MDSEA) has been used to 

define the KPIs which affect trust. 

Two different methods on the basis of decomposition are proposed in order to be able to perform 

meaningful analyses of trust in service oriented production system: decomposition by level of decision 

and decomposition by abstraction level represented in D13.1: 

- The hierarchical decomposition of the GRAI (Graph with Results and Activities Interrelated) 

model with different (Strategic, Tactical and operational) levels explained. As mentioned in 

D13.1 The GRAI conceptual reference model is a recursive structure which allows represent-

ing with the same concepts, the global and the local models of a manufacturing system in an 

enterprise. In fact, this model defines the various concepts that will be represented in the 

GRAI graphical formalisms; 

- The Model Driven Service Engineering Architecture (MDSEA) method defines a framework 

for    service modelling around three abstraction levels (BSM, TIM and TSM) also 

see Deliverable D11.1. MDSEA developed in MSEE project, and attributes allow three level 

of abstraction to be defines. 

 

It should be emphasized at this point that the term MDSEA method is used deliberately for              

decomposing trust concept in various levels for service oriented production systems. In BSM       

(Business Service Modelling) level, related KPIs and SLAs of trust concept decomposed on top and 

bottom level of BSM for both global and detail functions of service system. In TIM (Technology    

Independent Modelling) level, relevant KPIs and SLAs of trust classified on the basis of service      

system operation and structure that do not propose technological details. Finally, in TSM (Technology 

Specific Modelling) level as far as the use of technology to develop service system concerned, specific 

KPIs and SLAs defined on the basis of particular type of technology, sufficient detail of models and 

specification for supporting the service system.     

 

 
Figure 1 – MDSE Architecture 

 

 



Project ID 284860 MSEE – Manufacturing SErvices Ecosystem  

 
Date: 08/10/2012 Deliverable D13.3 – M9-V1.0 

 

MSEE Consortium Dissemination: PU 28/49 

 

5.3.1. The Hierarchical configuration  

 

The hierarchical configuration is a structured, hyper hierarchical model in which we will find a cen-

tralized power enterprise that   establishes one to one relationships with different partners (knots). In 

this case just one actor owns the decisions for the whole network; the governance will be centralized 

in one subject (i.e. Apple case study). 

The elements of the relationship are static because the modality of connection has already been      

defined. Accordingly also monitoring mechanisms will follow particular flows without being dynamic. 

The governance will be centralized in one element. 

 

5.3.2.  The Non Hierarchical configuration 

 

The non hierarchical configuration can be composed by an indefinite number of enterprises in which 

none is the owner of the processes. The enterprises have to negotiate each transaction; they have to 

negotiate the connections of the knots and therefore different SLAs. Agreements will be dynamic, 

there will not be a vertical decision structure. This is a de-structured model with different KPIs and 

SLAs. Its governance consists on an emerging model and would depend on the structure of trust 

among knots. (i.e. Peer to Peer models like Free and Open Source Software, Arduino case study). 

Reffering to  Ingo Westphal (2012) definition of MSE: 

 

“A Manufacturing Service Ecosystem (MSE) is a non-hierarchical form of collaboration where vari-

ous different organizations and individuals work together with common or complementary objectives 

on new value added combinations of manufactured products and product-related services. This in-

cludes the promotion, the development and the provision of new ideas, new products, new processes 

or new markets. Inhabitants of such an MSE could be big OEMs, SMEs and networked organizations 

from various branches, ICT suppliers, universities and research centers, local public authorities, indi-

vidual consultants, customers and citizens”.  

 

This definition helps us defining better the non hierarchical structure and characteristics. Even if the 

structure is non vertical, it presents anyway a formalisation standard: partners recognise to be part of 

the same ecosystem, agree on the same common objective and adopt an appropriate structure. The 

type of relationships among partners, as we said, is decentralized.  One partner can play a more active 

role in one configuration and not in another (i.e. for example facilitation in decision making and coor-

dination) according to the common objective the configuration is following. 

 

 

5.4. Summary 

 

In the figure below all the elements that we considered to generate our trust model proposal, have been 

highlighted in three (Time, Type and network configuration) categories. Firstly our proposed trust 

model considered to monitor trust in two different phases on the basis of time: Entering (design) phase 

and run in time phase. This action will provide useful information about MSE partners performances. 

 Secondly the type of trust has been analysed in relation with the enterprise   environment. Internal and 

External have been defined according to enterprise relationship. As Trust outside the enterprise has a 

leading role in the MSEE Project, then it has been structured with more detail analysing specific net-

work configurations. Therefore finally our trust model has been categorised referring to the network 

configuration because partners inside the ecosystem can configure in different ways in order to create 

new VMEs. 
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Figure 2 – Trust model conceptual schema 
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6. Measurement and assessment of trustworthiness 

 

As far as the use of methods to develop Trust models concerned, there some useful and valid methods 

which is presented in some European projects. It will be good to point them and here below their re-

sults and notification is available. 

Trustworthiness can neither be measured based on a single criterion nor assessed based on a single 

perspective, and is “much more than a subjective probability”. Several criteria are used to measure 

trustworthiness and they are generated and selected based on various trust requirements, perspective, 

and objectives (ECOLEAD, 2005). 

 

Trust criteria have a major role to define the measurement. Trust criteria refer to the measurable     

elements in relation to the trust requirements that can establish a judgment (or suggestion) about a 

given trust requirement. For example for the requirement of ICT infrastructure, the measurable trust 

criteria can include the storage capacity, the computing capacity, frequency of the systems security 

violation, network speed, etc…every  trust criteria shall further be characterized by two attributes for 

its values, namely: the trust value constraint and the trust value metric. 

Trust value metrics: The metrics refer to the scales that identify the meaning of the measured values 

for the criterion. For example, in the criteria mentioned above, a metric for computing can be MB/s or 

GB/s. 

Trust value constraint: Constraint refer to the limits for values that separate the acceptable from   

unacceptable range of values. These constraints can sometimes include strict standards that must be 

compiled with for certain criteria. An example constraint for computing capacity with metric GB/s can 

be 300 (parallel processor).  

At the highest level trust relationship establishment process is characterized by a set of trust            

objectives. These objectives characterize the purposes of establishing trust relationship. Each of these 

trust objectives is characterized by a set of trust perspectives. Trust perspectives provide the point of 

views trough which a trustor might prefer to access trustworthiness of a trustee. As identify here     

below, trust perspectives (i.e. one VBE member to another member) can include organizational,     

social, financial/economical, technological, and managerial/behavioural perspectives.   

Based on the trust objective of the trustor and trust perspective preferred by the trustor, trust           

requirements are identified. Then, for each requirement, a set of criteria is identified to provide the 

quantification of the requirements. 

In addition to providing mechanisms for assessing the trustworthiness, information about every       

perspective based on generated/specified criteria must also be available in VBE(Virtual organization 

Breeding Enterprise) to be collected. Trust perspective pentagon Figure 2 defines the five trust per-

spective that a VBE member might prefer and select to assess the trustworthiness of another VBE 

member.  
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Figure 3 – Trust perspective pentagon sample from ECOLEAD (one VBE member to another member) 

In addition to providing mechanisms for assessing trustworthiness, the needed information for every 

trust perspective based on specified trust criteria must be also provided. When a customer needs to 

trust the VBE (Virtual organization Breeding Enterprise), support for acquiring the needed             

information in every preferred element as indicated in (below figure) must be provided. Trust          

perspective triangle defines the three trust perspectives that a customer might prefer and thus ask for 

support in terms of information and/or mechanisms in order to assess their trustworthiness. The VBE 

must keep as complete as possible and updated information on all the elements that a customer might 

need. 

 

Figure 4 – Trust perspective triangle sample from ECOLEAD (a VBE customer to the VBE) 

 

Traditionally, trust is used as an enabler for the cooperation. Therefore, trust is necessary as a         

facilitator for cooperation in VMEs; making the cooperation more faithful and cost effective.         

Considering the trust different aspects and the fact that VMEs present new ways of working,       

measuring trustworthiness for VMEs is very challengeable.   

 

This chapter will define how to value and measure trust in VMEs environment. 

Being a VME member requires cooperation with other members at different level (Internal/External, 

Hierarchical/Non Hierarchical).  

It should be emphasized at this point that the term trustworthiness is used deliberately for clarifying its 

related definition inside of trust different models. Trustworthiness is the trait of deserving trust and 

confidence. In this document we use the term trustworthiness to refer to the level (intensity) of trust 

for a given trust relationship between a trustor and trustee, based on the assessment of the necessary 

criteria. 

 

 

6.1. Towards a MSEE Trust Measurement method 

 

In this chapter we are going to propose a MSEE measurement and assessment method of              

trustworthiness. We are going to analyse how and specify how much trust affects a single Enterprise 

of the Ecosystem, the organisational departments of the Enterprise, the Ecosystem, and the customer. 

The specific tools for measuring trust will be then fully developed in deliverable 13.5. 

We have to specify Trust will be measured in two different phases: 

 

- Trust ex ante. It depends on past reputation, actions, performances and stable reputation; 

- Trust in run time. It depends on momentary trustworthiness and it can be investigated basing 

on the traceability and performances of the model of relationships among the enterprises form-

ing a VME. 
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Basic parameters for trust ex ante can be developed a-priori respect to the establishment of a VBE and 

can be used by the trustor in order to create a particular VME. 

Specific parameters for the run in time phase require to be dynamically defined and are used to    

measure trustworthiness in process. 

Thus a distinction is made between the level of entering the servitization process and the monitoring of 

servitization performances. Specific KPIs will be defined at each level. 

 

Trust Indictors will be divided into two main categories: 

 

- Static parameters that will measure the basic static quality of trust, the general trustworthiness 

of an enterprise in order to let it enter the Ecosystem and also to define which enterprise is 

suitable to create a specific VME among the partners of the network; 

- Dynamic parameters that will measure the trustworthiness of the VME configurations in run 

time phase. 

 

In case of malfunctioning configurations, by adopting this distinction it will be possible to identify and 

understand if the cause of the malfunctioning is the single elements that take part in the configuration 

or if the problem consists in the configuration itself. 

As we defined in the previous chapter, the trust model we propose is composed by three main         

elements: the knots, the connections and the configurations of the relationship. 

Each of these categories needs to be investigated in terms of trust indicators to define its               

trustworthiness.  

If a particular configuration produces negative performances, by adopting this trust model we can   

define which specific element is the problem. 

Sometimes the problem could lie on a wrong configuration as well as on a wrong connection or just on 

a wrong knot. Sometimes a bad performance is the results of multiple wrong elements, sometimes the 

problem lies in just one factor. 

Therefore we will understand how trust relationships lie not just on the evaluation of a configuration 

but go further deeper on single knots and connections. 

In the specifics, static KPIs will be used to define the trustworthiness of the knots, while dynamic 

KPIs will be adopted to understand the level of trust of the connections and the configurations (i.e. the 

elements which can change and reconfigure inside the network). 

On one hand will be presented basic, general trust indicators suitable for every configuration of 

VMEs; on the other hand, other indicators will be defined for specific tasks. 

In this way the model we propose will be useful to define the level of trust of the configurations (i.e. 

VMEs) we would like to create inside the network (i.e. the Ecosystem) starting from the evaluation of 

trust of the single knots and connections before creating the specific, requested configuration. 

Once evaluated the level of trust of configurations, will be possible to identify which configuration is 

optimal to realise a specific tanks. This aspect of the trust model results very useful in case the market 

requires specific services to be offered as well as in case the Ecosystem decide to impose a new      

service in the market (technology push or market pull theories). 

According to the different configurations of the trust model (hierarchical and non hierarchical),       

subjects involved, relationships and level of trust change accordingly. The various configurations, and 

so, the level of trust due their shapes, are completely depending on the goals of the configuration. 
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6.2. First classification 

 

We propose here a first classification of criteria that helped us define the family of parameters 

affecting trust.  

First of all we tryed to identify the core requirements an enterprise has to comply to  be considered 

trustworthy. Then we analised further aspects concerning the concept of trust in an enterprise 

environment. 

This classification has to be  meant as the first step towards the identification of specific KPIs and 

SLAs. 

As we said the parameters will be then divided in two main categories: the ones measuring the trust for 

the entrance of a member in the Ecosystem/ formation of VMEs, and the ones measuring trust in the 

run in time phase. 

As long as the research goes deeper, the classification will collect more elements, evaluate more     

details and classify more precisely the parameters involved. 

 

 

Core 

 

First of all we identify two core families of parameters that affect the level of trust of one partner to 

another. This classification includes the parameters that are at the very  base of construction of trust; 

without which it would not be possible to establish a generic relationship of trust.  

The classification is presented as follow: 

 

- Quality and reliability (technical/functional quality, price, health and safety issues, reliability, 

like for example guarantee, recall campaigns, reliability factor (e.g. 100000 km/car), com-

plaints and law breachs in the last 3 years); 

- On time delivery (SLAs, supply chain efficiency,  OTD internet based services). 

 

 

Additional classification 

 

In a second level of detail, after the minimum amount of trust is reached, trust starts to be affected by 

other, secondary parameters. We present here a list of families of parameters that can be useful to ex-

plain the concept: 

 

- ICT Technologies (Interoperability, Platform, Security standards)_ IT related field; 

 

- Technological facilities (raw material, physical product, machinery) _machine related field; 

 

- Number of resources and industry expertise  (human capabilities and knowledge, Skills, Sen-

iority,    Reusability of resources, R&D, Design Expertise ) _human related field; 

 

- Financial (P&L, Operational cash flow, turnover related to latest 3 years) To enter the ecosys-

tem and then the same parameter to measure run in time; 

 

- R&D (investments  in Technology, patents, awards, R&D departments); 

 

- Law and regulation (fully complied with laws, trials in the last 3 years ); 

 

- Social/Relational (reputation, brand identity, satisfaction level); 

 

- Information exchange (Interoperability, band with, communication channels, HW/SW facili-

ties, available protocols, accessibility); 
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- Organizational (size and competencies). 

 

In the below figure we can see a sample specification of a classification proposed by ECOLEAD to 

analyse the trust inside an enterprise. ECOLEAD proposes to analyse some perspectives in order to 

identify the requirements an enterprise has to reach. Furthermore they go deeper in the details of the 

specific quantity and quality parameters affecting trust. 

Some based trust criteria were identified as presented which is as a good example, the identification of 

base trust criteria was based on trust perspective defined in trust perspective pentagon (Figure 2). Data 

related to the five perspectives were obtained in two ways, a questionnaire sent to involved trustees on 

demand and using the existing data in VBEs (that is periodically) to calculate the values for the specif-

ic criteria (ECOLEAD, 2005).   

 

 

 

                

Figure 5 – Sample Specification 

(from Ecolead, “D21.4b, Creating and Supporting Trust Culture in VBEs”, 2006). 

 

 

6.3. Defining the KPIs (Table) 

 

In the below Table the MSDE Architecture has been used to classify quantity and quality KPIs inside 

one unique model. The MSDE Architecture has been used as a framework to define in detail which 

parameter is affecting trust and at which level within the enterprise environment. Related KPIs are 

presented in three levels, as following the decomposition of BSM level (i.e. Strategic, Tactical and 
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Operational). It can be stated that the remain KPIs which are collected in TIM and TSM levels specify 

the parameters which can be used as a supporting mean reffering to technology implementation. 

 

From the list of KPIs it will be possible to create a Questionnaire  that can be used as a tool in the de-

liverable 13.5. 
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Decompo-

sition 

 

 

BSM 

 

TIM 

 

TSM 
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G

A
N
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A

T
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N
 

 
STRATE

GICAL 

 

 

-Stable company mission 

-Long-term culture and value 

-Brand value  

-Enterprise capabilities (Tech-

nical/functional quality) 

-Product and service guarantee 

-Financial capital guarantee 

-P&L, turnover related to latest 

3 years 

-Organizational functionality 

(resources and industry exper-

tise, human capabilities and 

knowledge, Skills, Seniority, 

Reusability of resources, R&D, 

Design Expertise_ human relat-

ed field) 

-Innovation 

-Law and regulation (fully com-

plied with laws, trials in the last 

3 years, security ) 

-Standards ( internal controls 

and audit systems) and best 

practices 

-Responsibility (safety issues, 

reliability, guarantee, recall 

campaigns, reliability factor 

(e.g. 100000 km/car)), com-

plaints and law breaches) 

-Risk management framework  

-Cost 

-Control Management System 

-Productivity capabilities 

-Business performance goals 

and measurements 

-Support management 

-Relationship level with suppli-

ers/customers 

-Number of incentives 
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TACTICA
L 

 

-Customer satisfaction rating 

-Employee turnover 

-Employee satisfaction 

-Social/Relational (reputation, 

brand identity, satisfaction level) 

-Type of incentives  

-Retention bonds 

-Investments  in Technology, 

patents, awards 

-Price 

-ICT Technologies (Interopera-

bility, Platform, Security stand-

ards)_ IT related field 

-Information sharing tools 

-Resource Management (organi-

zational management-Human 

Resources, infrastructure) 

-Maintenance services 

-Investments/profit  

-Employing/profit 

-Control Management 

-Accessibility of  the results of 

risk strategy (acceptance, miti-

gation, transfer, elimination) 

-Process execution 

-Number of classifications for 

Productivity 

-Documentary system 

-Flexibility, disaster recovery, 

resources reconfigurability, etc 

-Quality Support Management 

-Involvment of people (internal 

department efficiency) 

-Delivery 
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OPERATI

ONAL 

 

 

-International/national  quality 

standards (i.e. ISO 14001, ISO 

9001, ISO 9000, DIN 159) 

-Operational cash flow 

-Technological facilities (raw 

material, physical product, ma-

chinery) _machine related field 

-Resources (Human Resources, 

Buildings, Finance, IP, IT, in-

ventory, classification) 

-Periodical time for mainte-

nance, person/hour maintenance 

employee 

-Number of checklist for evalu-

ating  (processes, employees, 

corresponding, relationships) 

-HW/SW for Controlling pro-

cesses 

-Documentation of Risk Strate-

gy results 

-Aftersale services (number of 

repair shops, number of  cus-

tomer services, etc) 

-Intangible factors (direct 

knowledge, long-term relation-

ship, shared values, direct expe-

rience) 

- On time delivery (Internet base 

services) 

 

  

 

S 

U 

P 

P 

O 

R 

T 

I 

N 

G 

  

M 

E 

A 

N 

  

 

 

-Enterprise capabilities 

(Technical/functional quali-

ty) 

-Product and service guar-

antee 

-Organizational functionali-

ty,Number of R&D mission 

(number of market analysis 

domestic and international, 

Customer focus, etc) 

 -Customer satisfaction 

rating 

-Employee satisfaction 

-

Communica-

tion/Information exchange 

(Interoperability, band 

width, communication 

channels, HW/SW facili-

ties, available protocols, 

accessibility) 

-Number of R&D mission 

(number of market analysis 

domestic and international, 

Customer focus, etc) 

-Subgoals for customer 
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satisfaction 

-Type of standard 

-Risk types, value at risk, 

loss event collection at the 

level of external audits 

-Number of collaboration 

activity (internal and exter-

nal) 

-Number of upgrades and 

skill improvement/year 

-Upgrading technolo-

gy/profit 

-Performance Management 

(number business goals 

attended/proposed, number 

business subgoals attend-

ed/proposed, positive feed-

backs, monitoring main 

outputs, evaluating perfor-

mances) 

-Periodical Control Pro-

cesses 

-Process execution 

-Collaboration level 

-Use and update of business 

information 

-Anthology of relationship 

with supplier/customers 

-Intangible factors (direct 

knowledge, long-term rela-

tionship, shared values, 

direct experience) 

-Order fulfillment time 

-Web ordering downtime 

-Number of checklist for 

evaluating  (processes, em-

ployees, corresponding, 

relationships) 

-Business operations (pro-

duction, customer type, 

costumer interaction, ship-

ping service delivery,etc.) 

-Monitoring performance 

(human/automated system 

monitor, analytic tools, 

anomaly detections) 

-IT architecture/ IT infra-

structure (Accessibility) 

-Number of relationship 

with customer- suppli-

ers/complaints 

 

 

S 

U 

P 

P 

O 

    

-Type of standards 

(i.e. . ISO 14001, ISO 

9001, ISO 9000, DIN 

159) 

-ICT Technologies 
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Table 1 – Table of KPIs

R 

T 

I 

N 

G 

   

M 

E 

A 

N 

 

(Interoperability, Plat-

form, Security stand-

ards)_ IT related field 

-Information sharing 

tools (i.e. network 

tools like Joinme, Fa-

cebook, etc..) 

-Performance Man-

agement (number 

business goals attend-

ed/proposed, number 

business subgoals at-

tended/proposed, posi-

tive feedbacks, moni-

toring main outputs, 

evaluating perfor-

mances like for exam-

ple Primavera) 

-HW/SW for Control-

ling processes 

-Test reports, record 

retentions, paper 

based/digital Drawing, 

technical specifica-

tions, cd, external 

hard/software, etc.. 

-Physical/IT facilities 

security, Workplace 

safety 

-IT architecture/ IT 

infrastructure (i.e. 

C++, Java, etc…) 
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6.4. First definition of SLAs 

 

It is interesting at this stage to consider that SLA is a key factor in the definition of trustworthiness as 

in internal as in external trust relationships within the MSE environments. 

A good SLA addresses five key aspects: 

 

- What the provider is promising; 

- How the provider will deliver on those promises; 

- Who will measure delivery, and how; 

- What happens if the provider fails to deliver as promised; 

- How the SLA will change over time. 

 

In the definition of an SLA, realistic and measurable commitments are important. Performing as prom-

ised is important, but swift and well communicated resolution of issues is even more important. The 

challenge for a new service and its associated SLA is that there is a direct relationship between the 

architecture and what the maximum levels of availability are. Thus, an SLA cannot be created in a 

vacuum. An SLA must be defined with the infrastructure in mind. 

The intent is to provide general framework of reference about contract and agreement that affect trust 

in MSE Internal and external relationships.  

This way, enterprises will be able to provide the required 

Information in the correct timing to enable the full usage of KPIs and SLAs during the relations with 

others, achieving trust and reputation within the system. 

Bring in mind the nature of WP13 objectives, the following example which is related to SLA can be 

observed and kept as sample for specific ICT field. 

Further research is needed to specify better these issues; therefore, we are going to provide a more   

detailed analysis of SLAs in the next deliverable. 
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Table  2 – From Interaction to Transaction 

 (from Egger, Florian, N., From Interactions to transactions. Designing the Trust Experience for Busi-

ness-to-Costumer Electronic Commerce, Thesis, p.57, 2003) 

 

 

6.5. Assessment proposition 

 

In this section a proposition of trustworthiness assessment is specified. Following the classification 

made in the typology of trust and the typology of configuration of VMEs, we are going to present var-

ious types of assessment. To measure the level of trustworthiness of the enterprise within the MSE 

environment we need to specify its level of trust during the entrance in the system and its performanc-
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es in run in time phase. 

Then internal and external trust has to be measured too in order to conform to the MSE goals and cus-

tomer requirements. 

Finally, Trust levels of Hierarchical and Non Hierarchical configurations have to be assessing to   

comply the VMEs goals.  

 

 

6.5.1.  Assessment of trustworthiness in Entering and Run in time phase 

 

We propose to divide the measurement of trustworthiness in two different phases. First of all we will 

need to measure the level of trust of a potential member in the moment the enterprise decides to join 

the Ecosystem. 

In order to enter the Ecosystem, an enterprise has to fit to a specific standard and complite with partic-

ular norms defined by the Ecosystem itself. Thise mean a minimum standard of trustworthiness is re-

quired by the ecosystem in order to accept or not a new partner inside the system. As we can see in 

Table of the KPIs, a set of parameters has been defined as quantity and quality KPIs an enterprise has 

to measure in order to assess its trustworthiness in BSM-TIM-TSM levels. 

The specific minimun level of trustworthiness will be defined then according to the goals the ecosys-

tem wants to reach. 

We have first started identifying the parameters defining the "first classification" presented in this 

chapter. 

We identify the most important level of trust an enterprise has to reach in order to be trustworthy: 

Quality and Reliability (technical/functional) have been identified to be the core issues together with 

the delivery on time capability.  

In a further specification we specified better other parameters affecting trust and we start analyzing 

different issues/departments/tasks of the enterprise. 

We have also aligned the identification of KPIs affecting trust with the MDSE Architecture in order to 

clarify better the process. 

For the entering phase we use the parameters taking into account the last three years of activity of one 

enterprise. This is useful to know the historical situation of the enterprise and to help defining its level 

of trustworthiness in the moment the ecosystem has not interacted yet with the partner and so has not 

any knowledge and data related to trust about this partner. 

Similarly to online reputation models (i.e. eBay) once a new member wants to enter the system, it will 

not present a level of trustworthiness defined by the ecosystem. 

To overcome this lack of information we propose the Ecosystem oblige the partners who want to join 

the alliance to measure their trustworthiness level according to MSEE trust measurement method. 

Therefore by defining, accepting and providing to the potential partner a structurated method to meas-

ure the level of trust of the enterprise, the ecosystem will manage to accept in just "certifi-

cated"partners. 

In this way it is possible to ensure the certain level of trust the ecosystem need to reach inside its struc-

ture. 

 

After accepting a member, the ecosystem will need to monitor his performances during the run in time 

phase. This is fundamental to monitor the Ecosystem performances. The parameters proposed in the 

Table of KPIs will be this time related to the run in time phase and not referred to the last three years. 

 

A classification of the level of trustworthiness will be proposed deriving from the measure of all the 

parameters presented in the Table of KPIs. We can use the eBay Reputation System as a reference. We 

can for istance assume an enterprise level of trust corresponding to a specific number of stars at the 
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moment of entrance in the Ecosystem. This doesn't mean the same enterprise level of trust could not 

change once entered the Ecosystem because of a particular performance held in a particular configura-

tion. 

 

Further research in this field is needed in order to specify better if some parameters and which refer 

best to the entering phase or the monitoring phase. 

 

 

6.5.2. Assessment of Internal and External Trust 

 

Then internal and external trust has to be measured too in order to conform to the MSE goals and cus-

tomer requirements. 

We propose to create an assessment method defined at two different levels of availability of           

informations and data’s: 

 

- The generic level. Specific for the external market; 

- The detail level. Specific for the Ecosystem partner. 

 

 

The customer (which can be a private subject or an enterprise) could access just the general infor-

mation    necessary to trust the Ecosystem and the particular VME. 

While all the infos in detail, useful to create strategic businesses, will be available just among the   

partners of the Ecosystem. 

 

We suggest introducing in the Ecosystem a mandatory evaluation on the performances of the         

configuration during the run in time phase and a posteriori. 

The assessment will include the measurement of every asset of the single enterprises. 

Each VME has to be in deep monitored during and after each performance. At the end of the          

performance the Ecosystem could analyse and monitor the use of specific assets (tangible and        

intangible).  

In this way the Ecosystem will collect clear information about the single performances of each asset 

for each enterprise and, depending on that, the trustworthiness of each single aspect. 

A classification of details will be at disposition of the Ecosystem to help it create new working       

configurations according to its specific goals. 

The monitoring of each asset of the enterprise will define its level of internal trust. Each enterprise of 

the Ecosystem will be classified by a detailed level of internal trust in order to share strategic          

information within the system. 

Depending on each enterprise level of trust it will be possible to define the specific level of trust of the 

single configuration (VME).  

The members of the Ecosystem will be able to choose which partner collaborates with inside the sys-

tem in order to create the specific configuration they need.  

The level of trust of the configuration depends on the very specific goal of the configuration. 

Therefore the Ecosystem will share a wide and exhaustive amount of knowledge and data among its 

members. This will facilitating the achievement of objectives thanks to information exchange, 

knowledge sharing, tools sharing, etc., among members of the network. It will also then enable open 

communication and conflict management. 

 

If a configuration produces negative performances, by using this two level classification we can     

identify and analyse the cause of the malfunctioning. For instance the configuration could be corrected 

in the next iteration directly knowing which parameter you can trust and which not. 
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Sometimes a bad performance is the results of multiple wrong elements, sometimes the problem lies in 

just one factor. The problem can be the single elements that take part in the configuration or the      

configuration itself. 

 

Concerning the Internal Trust assessment, we can refer to the the Table of KPIs that will help us to 

identify specific KPIs. About external trust assessment, for the market client we identify some some 

parameters. Apart from the Quality and Reliability (technical/functional) and the On time delivery 

which are elements already assumed to be the core of trust definition for an enterprise, we suggest: 

safety issues, health and ambient issues, number of complaints, and customer satisfaction. 

Further research in this field is needed to exend the usability of the model. 

 

 

6.5.3. Assessment of trustworthiness in Hierarchical and Non Hierarchical configurations 

 

According to the different configurations of the trust model (hierarchical and non hierarchical),       

subjects involved, relationships and level of trust change accordingly. 

 

At the moment of entrance in the Ecosystem, the enterprises enter in a non hierarchical manner. It 

means they have to fit with particular standards elaborated for the Ecosystem but they enter as peers 

into a peer system. 

The configuration of a VME (hierarchical or non hierarchical) will be defined by the specific goal of 

the configuration. The same happens for the level of trust of the enterprise taking part into the configu-

ration. 

In order to answer a particular goal (by for example answering the market request or optimizing the 

specific expertise of a member) the VME will assume a hierarchical or a non hierarchical configura-

tion. 

The number of members inside the Ecosystem are not infinite. Therefore the enterprises could be able 

to choose which"calculated risk"take. 

When the Ecosystem needs to create a specific new product oriented service in a determinated time, 

the Ecosystem will be free to choose which specific enterprises coinvolve in the VME relating to their 

level of trustworthiness. 

VMEs are configurations created in order to realize specific economies of scope. The ecosystem itself 

has born to give new possibilities to enterprises and help them change their business situation in order 

to answer better to the constant changing particular need in a particular market, in a particular time. 

If a certain configuration remains stable for a long period, it can start realize economies of scale. 

Therefore the configuration system is a tool towords strategic decisions, it can create new proper en-

terprises/spin offs etc... 

The measurement of trust in hierarchical and non hierarchical configuration is functional to the VME 

to decide how the enterprises collaborate in the configuration, i.e which level of trust to choose, ac-

cording to the goal the VME has to reach. 
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7. Conclusion and further steps 

This deliverable stressed out clearly that trust is an extremely complex issue in the development of 

service ecosystem.  Trust has long been a difficult concept to defines, measure or understand and is a 

significant hurdle for the proliferation of service structure. When being examined in terms of the    

Internal and external enterprise relationship its complexity and factors that influence its development 

grow.   

The proposed model will be able to define a certain configuration of trust relationships according to its 

characteristics and, depending on that, identify how it works on a governance level. This will hold 

strategic suggestions to the members of the Ecosystem in the moment they will be asked to create a 

new VME. 

 

Establishing trust relationship leads to many advantages among members of the Ecosystem, among 

these we can mention: 

 

- Facilitating the achievement of objectives by encouraging information exchange, knowledge 

sharing, tools sharing, etc… among members in a network;Easing the process of creating and 

launching virtual organizations; 

- Increasing the desired preparedness to participate in virtual organizations; 

- Creating competitive advantage through reducing the governance costs (management costs), 

costs of internalization (acquisitions), transaction costs among organizations, and impacts cre-

ation; 

- Enabling open communication, and conflict management; 

- Reducing efforts for co-ordination; 

- Ensuring commitment of all partners to the common objectives; 

- Creating a pleasant collaboration atmosphere; 

- Increasing transparency, knowledge sharing, partners commitment and safeguarding. 

 

Above mentioned advantages must be taken in to account whenever suitable trust relationship model 

generated. In next deliverable relevant elements of Trust configuration are going to be considered 

deeply. 

MSEE Trust model will be able to support the enterprise in order to provide required informations in 

the correct timing to enable the full usage of KPIs and SLAs during the relations with others, achiev-

ing trust and reputation within the system.   

Further research is needed in order to provide the trust model more concreteness. Some elements need 

to be investigated further as following: 

-  Define keywords functionalities inside the trust model; 

-  More specific definition of hierarchical and nonhierarchical configuration; 

-  More specific definition of design and run in time phase; 

-  More specific definition of internal and external trust. 

In the next deliverable we propose to validate the parameters elaborated in the table of KPIs through 

the implementation of real case study (i.e.Indesit). 
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