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Executive Summary 

 

This deliverable describes the final implementation and deployment of the CUMULUS framework 
components, as well as the user guide. 

The aim of the present document is to provide readers: 

 CUMULUS framework components implementation details: a fine-grained description of those 
components developed under WP5, namely: the Certification Manager, Certification 
Communicator, the Audit Manager and the Access Control functionality, is provided. This 
description includes, class diagrams, configuration files, dependencies and executables scripts for 
running the components.  

A more high level description is also provided for those components which are developed under 
WP3 and WP4 but integrated in the CUMULUS framework in the context of WP5, namely: Testing 
Manager, TC Manager, Monitoring Manager and the Security Repository. 

 Usage of CUMULUS framework: a chapter including sequence and activity diagrams related to 
some relevant CUMULUS use cases is provided. The goal of this chapter is to allow readers to 
understand how the different CUMULUS framework components interact. 

 User guide: it will allow end-users to learn how to operate with the framework. Users will be able 
to know how to access the CUMULUS framework and to request the generation of certificates, as 
well as to retrieve and explore the available certificates and certification models stored in the 
framework databases. Additionally, the auditors will be able to check the CUMULUS framework 
integrity analysing the auditing logs provided by each of the framework components during any 
request execution. 

 CUMULUS framework deployment: a revised chapter of the one included in the previous D5.2 
chapter 4 [4] is also added.  The main purpose is to give readers the global view about the 
components deployment, highlighting those which were not available during the second year of 
the project. The documentation includes necessary software and tools which were used to 
accomplish the deployment. 
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1. Introduction and scope  

 

This deliverable describes the implementation and deployment of the second CUMULUS prototype 
release. This implementation is based on the previous design documentation published in D5.3 [1] 

The structure of this document is as follows: 

 Chapter 1 “Introduction and scope”: The current chapter gives an overall overview of the main 
purpose of the present document and how it is structured for the sake of readability. 

 Chapter 2 ”Prototype Description”:  This chapter is oriented to describe in detail each CUMULUS 
framework component. 

 Chapter 3 “Framework components interactions”: It provides an idea about how CUMULUS 
framework components interact by means of several sequence and activity diagrams. 

 Chapter 4 “User guide”:  This section includes a CUMULUS framework user guide including 
screenshots of the main functionalities offered to the end-user through the Dashboard. 

 Chapter 5 “Final prototype deployment guide”:  This is a thoroughly description about the whole 
CUMULUS prototype deployment, from the VMs installation to the Web Services deployment, as 
well as a description of the necessary software for such deployment which was included in a 
separate chapter (Appendix  8.3.3) 

 Chapter 6 “Conclusions and next steps”: it includes the conclusions and the next steps. 

 Appendix 1: it includes Openfire server installation and configuration details, as well as the 

installation and configuration details of the CUMULUS framework. The latter describes how to 

install and start the VMs, along with the server tools which are needed to deploy the CUMULUS 

components. 

 Appendix 2: it describes the data structure and the API of the Security Models Repository. 

 Appendix 3: describes how to integrate the new Infineon TPM 2.0 on CUMULUS host platforms. 

 

 

1.1. Roadmap 

 D5.4 “CUMULUS Infrastructure v2” provides the final version of the CUMULUS infrastructure deployment. 
This document gives an overall overview of the infrastructure of the final prototype, which includes the 
CUMULUS Framework components, the Dashboard, and a brief summary of the scenarios. The document is 
a revised version of the previous submitted infrastructure deliverable D5.2 [4] and it is based on the final 
framework design document D5.3 [1]. 

This deliverable receives inputs from the following WPs: 

 WP3: it provides a high level description of the CUMULUS Managers (Monitoring, Testing and  
TC Managers). 

 WP4: it provides the security models repository documentation. 

 WP6: it feeds D5.4 with the industrial scenarios overview. 

  D5.4 will be the input for the evaluation of the final prototype to be carried out in WP6. 
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1.2. Acronyms 

 

AMPQ   Advanced Message Queueing Protocol 

API   Application Programming Interface 

ASF   Apache Software Foundation 

B2B   Business to Business 

CA   Certification Authority 

CET   CUMULUS Engineering Tool  

CM   Certification Model 

CORBA  Common Object Request Broker Architecture 

CSM   Core Security Metamodel 

DOM  Document Object Model 

DSM  Domain-Security-Metamodel 

EDI   Electronic Data Interchange 

EJB   Enterprise Java Bean 

GUI   Graphical User Interface 

HTML  Hypertext Markup Language 

HTTP  Hypertext Transfer Protocol 

HTTPS  Hypertext Transfer Protocol Secure 

IaaS   Infrastructure as a Service 

IT   Information Technology 

J2EE   Java Platform, Enterprise Edition 

JS   JavaScript 

JVM   Java Virtual Machine 

LAN   Local Area Network 

LCU   Light Control Unit 

LPC   Low Pin Count 

OS   Operating System 

OVF   Open Virtualization Format 

PaaS  Platform as a Service 

PCR   Platform Configuration Registers 

RBAC  Role Based Access Control 

REST  Representation State Transfer 

RPC   Remote Procedure Call 

SaaS   Software as a Service 

SAML    Security Assertion Markup Language 



Document name: D5.4 CUMULUS Infrastructure v2 
Version: 1.0 

Security: Public 
 

6/22/2015 
Page 10/109 

SAP   Service Assurance Profiles 

SOA   Service Oriented Architecture 

SOAP  Simple Object Access Protocol 

SQL   Structured Query Language 

SSL   Secure Sockets Layer 

SSO   Single Sign-On 

TC   Trusted Computing 

TCP   Transmission Control Protocol 

TLS   Transport Layer Security 

ToC   Target of Certification 

TPM   Trusted Platform Module 

ToTs   Target of Tests 

UDP   User Datagram Protocol 

URL   Uniform Resource Locator 

VM   Virtual Machine 

VPN   Virtual Private Network 

W3C  World Wide Web Consortium 

WAN  Wide Area Network 

WORA  Write Once Run Anywhere 

WS   Web Service 

XCAML   Extensible Access Control Markup Language 

XDAS   Distributed Audit Service Standard 

XHTML  Extensible Hypertext Markup Language 

XML   Extensible Markup Language 

XMPP  Extensible Messaging and Presence Protocol 
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2. Prototype Description  

 

The main goal of the CUMULUS framework prototype is to support the security certification at different 
levels of the cloud: at infrastructure (IaaS), platform (PaaS) and software services (SaaS) levels. This security 
certification is based on several Certification Models (CMs), and tools which enable to certify Security 
Properties for a selected Target of Certification (ToC). All the framework features will be available and 
exposed to the end-user through a graphical user interface (Dashboard). 

During the third year of the project a revised version of the Certification Models delivered in the second 
year was carried out, as well as new models for supporting the Hybrid, Incremental and Multi-Layer 
certification were introduced. A detailed description about these certification models can be found in D2.4 
[8]. On the other side, the tools and process which support the new certification mechanisms 
aforementioned were also revised, and new releases of those tools were provided. The interested reader 
can find the documentation of these tools in D3.3 [7]. 
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2.1. CUMULUS framework  overview 

The Figure 1 below depicts the components diagram of the final CUMULUS framework which was extended during the last year of the project. This diagram is a 
revised version of the one provided D5.3 [1]. 

 

 
Figure 1: CUMULUS framework components diagram
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2.1.1. Dashboard  

Dashboard is the main user interface that exposes the functionality of the glue components 
(Certification Manager and Certification Communicator) to the Cumulus users. The final version of the 
Dashboard (Described in detail in D5.3) implemented by using server side and client side technologies. 
Django framework and python language are used on the server side of the Dashboard. Additionally, 
HTML5, CSS3 and Javascript languages are used on the client side of the Dashboard. Below diagram shows 
the architecture of the final Dashboard project. 

 

 

 
Figure 2: Dashboard Architecture Diagram 

 

The initial version of the Dashboard (Described in D5.2) that was developed during the last two years 
was implemented by using client side software languages; there was no server side implementation during 
the last years. Final version of the Dashboard project is updated and server side implementation is 
integrated with Django framework. Also, during the last years the Dashboard was used for generating and 
retrieving certificates of Testing and Monitoring managers. Now, the TC Manager certification features are 
also integrated to Dashboard. In addition, the Dashboard now offers new features such Login and Auditing. 
Below diagram shows the final Dashboard project structure and the main components forming the 
Dashboard are explained.  
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Server Side Components 
 
View.py: Is the main method that handles authentication and security token creation features. 
 
Authentication feature is included on the final version of the Dashboard. In order to provide authentication 
Django framework is used. The framework comes with a user authentication system and handles user 
accounts, groups, permissions and cookie-based user sessions.  
 
Another feature added to the final version of the Cumulus Infrastructure is the access control based on the 
security token that is created on the Dashboard server side.  A python library named “mod_auth_library” is 
used for creating the security token.  After the token is created it is signed with a key that is produced by 
using the RSA asymmetric algorithm.  
 
Urls.py:  Is the python script that is responsible about page redirections. 
 
 

 

Client Side Components 
Index.html:  Is the main screen with no features. 
 
Login.html:  Is the screen for logging users with 
user    credentials. 
 
Generate.html: Is the screen that covers whole 
process of generating certificates which is 
described in detail in deliverable D5.3 section 
4.2.2.  
 
Retrieval.html: Is the screen that is used to show 
the certificates from all managers along with the 
information about their current status. (Described 
in detail in deliverable D5.3 section 4.2.3)  
 
Certmodels.html: Is the screen that covers 
operations on Certification models.  
 
Auditing.html: Is the screen that displays the 
auditing logs and evidences that were collected 
during the certification processes. (Described in 
detail in deliverable D5.3 section 4.2.4)  
 
Admin: Is the folder that includes screens for 
administration operations like user management 
that is described in detail in deliverable D5.3 
section 4.2.1 
 
Media: Is the folder that includes the styling files 
related with all Dashboard screens. 
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2.1.2. Authentication and Access Control  

The authentication and access control functionalities (see section 4.4 of D5.3 [1]) included  in the final 
release of the CUMULUS framework are not implemented as an independent module, but included in the 
Certification Manager, Certification Communicator, Audit Manager and Dashboard. All methods exported 
by the Certification Manager, Certification Communicator and Audit Manager modules (Web Services) 
require a “SecurityToken/ticket” parameter which includes the user’s profile information and must be 
released by the Dashboard.  

First, the Certification Manager/Certification Communicator/Audit Manager retrieves the security token 
and it checks the validity of the included signature. Afterwards, the timestamp is verified to guarantee that 
the security token has not expired. If so, then it checks the permissions for that user role to decide whether 
to grant or deny access to the method. 

 

2.1.3. Certification Manager  

The main goal of the Certification Manager as it was explained in section 4.5 of D5.3 [1] is to handle the 
certification process, receiving request from the Dashboard side and invoking the appropriate manager 
(Monitoring/Testing/TC) for issuing a certificate. Additionally it also handles the requests related to adding 
and deleting the Certification Models.  

This component is implemented in Java and it is exposed as a Web Service. The picture below depicts the 
class diagram. 

 
Figure 3: Certification Manager class diagram 
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The new features added to the previous release of the Certification Manager delivered in year two of 
the project are mainly three: 

1. Access Control: the private methods: validateTicket, getPublicKeyFromFile, CleanBase64Key and 
getAccess shown in Figure 3 refer to the authentication and authorization process. 

2. Auditing:  the Certification Manager implementation was extended to support the auditing 
functionality. This implies that every time the Dashboard invokes any Certification Manager 
method, an audit event will be created and sent to the Audit Manager. 

  The java code piece displayed below shows how to build and send an audit event 
“CumulusEventSerialized” from one client which triggers the auditing logs to the Openfire server. 

The “openfire.properties” configuration file includes Openfire server configuration details, such as:  the port 
where the server is listening and the channel name to which subscribe for sending and listening the audit 
events. 

 

 

3. TC Manager Integration: the last release of Certification Manager also includes the TC Manager 
integration, which enables to issue TC-based certificates. 

 

2.1.4. Certification  Communicator 

The main goal of the Certification Communicator (see D5.3 section 4.7 [1]) is to retrieve the available 
certificates in the CUMULUS framework databases. 

The implementation of this component is based on Java and it is also exposed as a Web Service to be 
accessible from the Dashboard.  

The picture below shows the main class of the Certification Communicator. 
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Figure 4: Certification Communicator class diagram 

 

The last release of the Certification Communicator includes the new features: 

 Access Control: the private methods: validateTicket, getPublicKeyFromFile, getAccess 
and CleanBase64Key refer to the authentication process. 

 Auditing: the Certification Communicator was also modified for supporting the auditing 
functionality. This is, for each invocation to any exposed method by the Certification 
Communicator WS, it produces an event which is sent to the Audit Manager to be 
supervised. 

 TC Manager Integration: the last release of the Certification Communicator also 
provides the TC Manager integration in order to get the available TC-based certificates 
stored in its database  and on the other hand to sign certificates by means of the TPM 
chip. 

 

2.1.5. Monitoring Manager  

An initial version of the Monitoring-based components was presented in the previous deliverables of WP5. 
The components presented here represent an updated and advanced version of the ones presented in D5.2 
[4] . The new version of these components is aimed to a better integration with other components, as in 
the case of hybrid certifications spanning across managers focusing on different type of evidence and as in 
providing information of what happens to the Audit Manager (see section 2.1.9 ).  
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Figure 5: Monitoring Manager architecture 

 

The new architecture of the Monitoring-based components is presented in Error! Reference source not 
found.. As shown in the figure, the involved components for the monitoring process are: 

 Monitoring Manager: This component is responsible for setting up the monitoring infrastructure 
following a request to start a certification process through the “Monitoring Manager API” made by 
the Certification Manager or by the Testing Manager (whenever the latter is in need of monitoring 
evidence for a hybrid certification).. 

 Monitor Translator: This component is responsible to translate the assertions for the security 
property given by the Certification Model, from XML to EC-Assertion language, which the Monitor 
module understands. 

 Monitor: This module is responsible to match the assertions for the security property against the 
events coming through the Event Bus from the ToC. Based on the events, an assertion may be 
satisfied or violated: these results are returned to the Monitoring Manager in order to use them as 
evidence for the certification of the ToC. 

o Evidence Broker Subsystem: This module is new and it has been introduced in order to 
collect the results of the checks on other type of evidence, supporting in this way 
(dependent) hybrid models driven by monitoring (for additional details, please refer to  
D2.4[8] and D3.3[7] ). 

 Database Manager: This component is responsible to manage all information concerning the 
monitoring-based certification process. A MySQL database stores all the data related to 
Certification Models, Certificates and Evidence. 

 Audit Client: It collects information about the different activities performed and notifies them to 
the Audit Manager. In particular the client sends information about Events that matched a 
monitoring assertion, the satisfaction or violation of an assertion and certificates status change. 

 Certificate Generator Attestation: This component is responsible to issue Certificates, after 
performing the necessary checks stated in the Certification Model and in the life cycle model. 
These checks could be about whether enough evidence is collected, or if a conflict or anomaly has 
occurred. When all checks have been done and are successful, it issues the certificate and stores it 
into the “Certificates DB”. To perform these checks, the following sub-components are used: 

o Anomalies Manager: This component is responsible to detect if any anomaly stated in the 
Certification Model has occurred. 

Monitoring	Manager	

Database	
Manager	

Cer ficate	Generator	
A esta on	

Anomalies	Manager	

Conflicts	Manager	

Sufficient	Condi on	
Manager	

Life	Cycle	Manager	
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o Conflict Manager: This component is responsible to detect if any conflict stated in the 
Certification Model has occurred. 

o Sufficient Condition Manager: This component is responsible to check if enough evidence is 
collected, according to the Certification Model.  

o LifeCycle Manager: This component is responsible to handle the life cycle model stated in the 
Certification Model and change the status of the certificate based on the conditions and states 
provided by the state-transition model of the life cycle.  

 

2.1.6. Testing Manager 

Testing Manager (TM) is the software module driving a test-based certification process. In this section, we 
describe the last version integrated in the CUMULUS framework, in terms of new components and 
features, with respect to the complete and detailed description of its working provided in D2.4, D3.3, and 
D5.3. In particular, while no refinements have been done in the communications between the Glue-
component and the Testing Manager (see D5.3 [1]), the last Testing Manager has added new components 
to retrieve information from the whole CUMULUS infrastructure and to provide audit information to the 
Audit Manager. 

 
Figure 6:Test Manager architecture 

TM consists of different components that can be grouped into 3 main families: i) communication 
components (i.e., Test Management Interface, Agent Broadcaster/Receiver, Agent Deployer, Monitor 
Broadcaster/Receiver and Certificate Requester, Audit Client), ii) data components (i.e., Data Manager), 
and iii) engine components (i.e., XML Parser, LifeCycle Manager, and Aggregator). 

 Test Management Interface: it is the front-end interface. It implements the API for interacting 
with the CUMULUS framework.   

 Data Manager: it manages persistent information. It uses a database to store all artifacts 
including CM Instances and related certificates for local use only.  

 XML Parser: it implements three main functionalities. First, it parses all documents, such as CM 
Instances and certificates, which are used by Test Management Interface. Second, it generates 
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certificates from scratch when requested by Test Management Interface. Third, it parses CM 
Instance and creates commands for Test Agent, Monitoring Manager and Cumulus Certificates 
Repository.  

 Agent Broadcaster/Receiver: it is responsible to send and collect messages from Test Agents. It 
is also responsible to dispatch the Test Agent messages to other TM components. 

 Monitor Broadcaster/Receiver: it is responsible to send/collect messages to/from Monitor 
Manager. It requires the execution of a monitoring activity or asks to retrieve evidence from a 
specific monitor.  

 Agent Deployer: it interacts with the cloud APIs to deploy a TA. We note that current solution 
considers OpenStack APIs, though it is general enough to support other frameworks. Agent 
Deployer then interacts with Queue Communication System for registering TA and making it 
able to authenticate with TM. TA, once deployed, can authenticate to Agent 
Broadcaster/Receiver through Queue Communication System. Agent Deployer also maintains a 
list of deployed and running TAs, and identifies them in terms of running collectors and test 
cases. 

 Aggregator: it evaluates the testing evidence (i.e., collector results) sent by TA via Agent 
Broadcaster/Receiver and notifies the LifeCycle Manager. We note that this evaluation is made 
by computing aggregation metrics, specified in element Aggregator of CM Instance, on the 
results of the testing activities. 

 LifeCycle Manager: it receives the Aggregator evaluation and, according to the LifeCycle 
conditions on transitions, sets the status of the certificate.  

 Certificate Requester: It connects to the CUMULUS Interface and asks for a specific certificate. 

 Audit Client. It collects all the different TM activities and notifies them to the Audit Manager. 

Component Audit Client is completely new and has been added to the Testing Manager Architecture (see 
Figure 6). This component sends messages to the Audit Manager to notify the following operations: 

 Start of a certification process 

 Start of each single test/monitor/certificate composition activities 

 End of each single test and corresponding results 

 Certificate state change 

 Anomalies on test agents 

Each message includes a link to the relevant Certification Model or Certificate, and the logs from the 
Testing Manager. As shown in Figure 6, the audit client i) receives information about a certificate state 
change from the Life Cycle Manager; ii) is notified when a certificate or single test is submitted to a Test 
Agent, and when a Test Agent returns results (evidence) of testing activities, by the Agent 
Receiver/Broadcaster; iii) similar to point ii), is notified of any hybrid activities, indeed of any interactions 
between the Testing Manager and the Monitor Manager, by the Monitor Broadcast receiver.  

Furthermore, connections between the Audit Client and the Certificate Requester will notify all the 
activities of retrieving certificates from the CUMULUS repositories. The Certificate Requester, as described 
in D3.3 [7], is the component that interacts with the CUMULUS Certificate Repositories. The Certificate 
Requester asks the glue component to look for the presence of specific certificates. In order to obtain the 
list of requested certificates, the Certificate Requester will authenticate on the glue-component and 
retrieve the information it needs. This feature is required to support Certificate Composition CMs described 
in D2.4[8]. In summary, Certificate Composition is aimed at re-using evidence in existing certificates to issue 
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a new certificate for a target of certification and a given property. Existing certificates could be test-based, 
monitoring-based, or TC-based.  

 

 

2.1.7. TC Manager  

The Trusted Computing (TC) Manager design was described in the previous CUMULUS architecture 
document, D5.3 section 4.10 [1]. The TC Manager focuses on getting the TC-Support for certification as well 
as supporting independent (standalone) certification models. The TC Manager also provides a way for its 
clients to create TPM-bound private keys and to use them to sign binary data with them. Finally, the TC 
Manager has the capability to provide audit information about all its activities to the Audit Manager. 

The Trusted Platform Module (TPM) is the very basic building block of Trusted Computing based 
certification in CUMULUS, and a fine-grained description of this module is provided in Appendix 3 

The latest Trusted Computing Manager architecture is divided into the following main components: 

 TC Manager API: This component is the web-service offered to the CUMULUS Dashboard; it 
includes both management and the retrieval APIs. It also offers clients the possibility to create 
protected private keys inside the TPM and use those keys to sign binary data. 

 Certification Model DB: This component manages the persistent information for the standalone 
TC-based Certification Models. 

 Certificate DB: This component manages the persistent information for the standalone TC-based 
Certificates. 

 TC Attestation Manager: The attestation is the presentation of verifiable evidence about a machine 
to a remote party. This component manages the attestation process, giving the possibility of 
verifying the state of the external platforms where the TC-Modules are running. 

 LifeCycle Manager: This component uses the TC Attestation Manager to periodically check the 
status of the certificates, updating them to different states (e.g. from ISSUED to EXPIRED if it 
expired, REVOKED if the attestation is no longer valid, etc.). 

 TC Module: This component simplifies the use of TPMs (creating keys, measuring system 
components...) abstracting the lower levels by means of the TC Module API. Therefore, this 
component supplies the TPM-support needed for certain operations such as the creation of TPM 
keys and the signature of data with it. It includes as sub-components: 

o TC Module API: Exposes the TPM-enhanced attestation functionality and the TPM-bound 
key management. 

o KeyInfo DB: This repository stores all the relevant information of the public keys, while the 
private part of those keys is kept inside the TPM itself. 

 Audit Client. This component collects all the different TC Manager activities and notifies them to 
the Audit Manager. It notifies the following operations: 

o A certification model is added / deleted 

o A certificate is requested and the result (issued, not issued) 

o A certificate validation process has been started and its result 

o A certificate is deleted 

o A TPM bound key is created / could not be created 

o Data is signed / could not be signed by the TPM 
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o The result of a signature validation  

 

As for the latest version of the TC Manager API, the following methods were added and/or modified: 
 

Method Name certificateExists 

Method 
Definition/Description 

This method returns if a certain Certificate exists. 

Method input attributes 

Name Type Description 

CertificateID Long Certificate ID 

Method output attributes 

Name Type Description 

 Bool 
True if it exsits, false 
otherwise 

Dependency with other 
components 

 

 

Method Name certificationModelExists 

Method 
Definition/Description 

This method returns if a certain Certification Model exists. 

Method input attributes 

Name Type Description 

CertificationModelID String CM Identifier 

Method output attributes 

Name Type Description 

 Bool 
True if it exsits, false 
otherwise 

Dependency with 
other components 

 

 

Method Name getAllCertificationModels_TC 

Method 
Definition/Description 

This method returns all Certification Models. 

Method input attributes 

Name Type Description 

   

Method output attributes 

Name Type Description 
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 List of Certification Models  

Dependency with 
other components 

 

 

Method Name getAllCertificates_TC 

Method 
Definition/Description 

This method returns all Certificates 

Method input attributes 

Name Type Description 

   

Method output attributes 

Name Type Description 

 List of Certificates  

Dependency with other 
components 

 

 

Method Name getCertificatesSummariesForCertificationModel_TC 

Method 
Definition/Description 

This method returns all the available certificates along with some 
summarized information for a given Certification Model 

Method input attributes 

Name Type Description 

CertificationModelID String The Certification Model ID 

Method output attributes 

Name Type Description 

 List of CertificateSumObject 

Each CertificateSumObject 
contains information about 
security property, TOC, 
certificate status and 
certificate identifier 

Dependency with other 
components 

 

 

Method Name deleteCertificate_TC  

Method 
Definition/Description 

This method deletes a Certificate Instance from the TC Certificate 
Database 

Method input attributes 

Name Type Description 

CertificatelID Long 
Identifier of a Certificate 
instance 
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Method output attributes 

Name Type Description 

 Boolean 
True if the Certificate was 
deleted, False otherwise  

 String 
Related message to the 
delete operation 

Dependency with other 
components 

 

 

Method Name requestCertificate_TC 

Method 
Definition/Description 

This method allows CA/Cloud Service Provider to ask TC Manager to 
issue a certificate from a specific Certification Model instance 

Method input attributes 

Name Type Description 

CertificationModelID String 
Certification Model instance 
identifier 

ExpirationDate Date 
The expiration date or null 
to set it to a year from now. 

Method output attributes 

Name Type Description 

 Boolean 

True if the certificate was 
issued correctly, false 
otherwise 

 String Error message 

 Long Certificate identifier 

Dependency with other 
components 

  

 
 

Method Name createBoundKey_TC 

Method 
Definition/Description 

Creates a key bound to certain PCRs. This bound key can later be used 
to sign data as long as the bound PCRs don't change. 

Method input attributes 

Name Type Description 

Pass String The key password. 

Pcrs Int Array 
an array with the PCRs [0-
23] this key should be bound 
to. 

Method output attributes 
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Name Type Description 

 String 
True key alias UUID of the 
generated key. 

Dependency with other 
components 

  

 
 

Method Name validateBinarySignature_TC 

Method 
Definition/Description 

Checks the validity of a binary signature. 

Method input attributes 

Name Type Description 

KeyAlias String Key alias, a UUID. 

DataToVerify Byte Array The binary data to be verified. 

SignatureData Byte Array The signature data. 

Method output attributes 

Name Type Description 

 Boolean 
True if the signature is valid, 
false otherwise. 

Dependency with other 
components 

  

 

 

2.1.8. Security Models Repository  

The Security Models Repository design was described in the previous CUMULUS architecture document, 
D5.3 section 3.1.1 [1]. The Security Model Repository is the central place where Security Models are stored. 
The main models of this Security Model Repository will be the CSM and the DSM, introduced in previous 
deliverables. These are the core artefacts driving the development of CUMULUS-aware applications. 

The Security Model Repository is therefore the central place where Security Models are stored and where 
CRUD operations can be made over them. With it a user can: 

 Upload a new Security Model 

 Modify an owned existing Security Model 

 Delete an owned existing Security Model 

 List (with or without filters) existing Security Models 

 Download an existing Security Model 

For the final prototype, this functionality has been extended and is now offered both through a webpage 
(https://cumulus-repository.eu) as well as through a public API implemented as a SOAP Web Service where 
some methods can be called in an anonymous way (for example listing Security Models) and others need 
authentication (for example uploading or modifying existing Security Models). All of these operations are 
protected using SSL over HTTP (also known as HTTPS). 
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While the main user of this API is the Engineering Tool, any kind of application can use it thanks to its 
implementation as a standard Web Service. 

Technically, the Web Service is implemented using the following technologies: 

 Web Server: Internet Information Services (IIS) 8. 

 Database Server: Microsoft SQL Server 2014. 

 Framework: ASP.NET MVC 5 

 Objet Relational Mapping: Entity Framework 6 (EF6) 

 Web-Services:  Windows Communication Foundation (WCF) 

 Front-end: JavaScript, AJAX, JQuery, AJAX, Bootstrap 

In order to make the repository as generic as possible, the data structure of each Security Model entry (also 
known as Repository Object) is defined by a corresponding Repository Object type, which includes a JSON 
Schema. The schemas for the current models are described in detail in the Security Models Repository – 
Data Structures section inside the Appendix 2. 

As for the latest API it is described in detail in the Security Models Repository – WebAPI section inside the 
Appendix 2  

 

 

2.1.9. Audit Manager  

The Audit Manager design was described in the previous CUMULUS architecture document, D5.3 section 
4.12 [1]. The main goal of this component is to provide auditors means for checking the CUMULUS 
framework integrity. 

The Audit Manager architecture is displayed in Figure 7 . 

 

 
Figure 7: Audit Manager architecture 
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The Audit Manager implementation is divided in tree modules: 

 AuditingClient: it is delivered as a jar (AuditingClient.jar). It allows developers to create and 
send audit events to the Auditing Module through an intermediate server (Openfire server). This 
is, the AuditingClient send the events to the Openfire server (see installation and configuration 
details in section 8.1 of the Appendix) and the Auditing Module receive them listening the 
appropriate Openfire port. 

The picture below shows the class diagram of this component. 

 
Figure 8: Audit Manager Client class diagram 

  
A properties file is needed to be configured for the execution of the auditing client. The 
“openfire.properties” file shown below is an example. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 AuditingModule: it is the receiver of the audit event, which is listening the openfire server port. 
Once the audit event is received it is analysed and stored in to the audit dabase (auditdb, which 
is described below). On the other hand this module also handles the requests coming from the 
AuditWS: auditUserSession, auditEvidence and auditCertifiedService. 

The picture bellow shows the class diagram for this module. 

channel=AuditingChannel 
#Messaging engine 
messaging=xmpp 
#PubSub engine 
pubsub=xmpp 
# XMPP 
xmpp_username=admin 
xmpp_password=cumulus 
xmpp_host=atos 
xmpp_port=5222 
xmpp_service=atos 
xmpp_resource=xmpp_resource 
xmpp_pubsubservice=pubsub.atos 
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Figure 9: Audit Manager class diagram 

 

A properties file is needed to be configured properly in order to execute correctly the Audit 
Manager. The “test-receiver-malaga.properties” file shown below (Figure 10) corresponds with the 
Openfire server configuration file for the Audit Manager deployment in Malaga VM. 

 

 

 

 

 

 

 

 

 

 

 
Figure 10: test-receiver-malaga.properties 

 

The Audit Manager DB is built on MySQL 5.6.17 and the “auditdb” database schema is shown 
below. 

channel=AuditingChannel 
#Messaging engine 
messaging=xmpp 
#PubSub engine 
pubsub=xmpp 
#pubsub=in_memory 
# XMPP 
xmpp_username= 
xmpp_password= 
xmpp_host=openfire-server.cumulus.net 
xmpp_port=5222 
xmpp_service=openfire-server 
xmpp_resource=xmpp_resource 
xmpp_pubsubservice=pubsub.openfire-server 
#xmpp_publish_echo_enabled=true 
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Table 1: “auditevents” table of auditdb database 

 

 
Table 2: “glueauditevents” table of the “auditdb” database 

 

 AuditWS: It is the exposed web service offering the main Auding Module functionality to the 
CUMULUS Dashboard. The CUMULUS Dashboard allows users/auditor to check the following 
sort of framework information invoking the published methods of the AuditWS: 

a. auditUserSession: it returns the auditing logs related to a specific user (userId) 

b. auditEvidence: it return the auditing logs related to the evidence collected by the 
Managers (Monitoring/Testing/TC). 

c. auditCertifiedService: It returns the auditing logs related to the certification process that 
is accomplished by the Managers (Monitoring/Testing/TC). 

The Figure 11 below shows the class diagram.  
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Figure 11: Audit WS class diagram 

The private methods: validateTicket, getPublicKeyFromFile , CleanBase64Key and getAccess refers to the 
authentication process. 
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3. Framework components interactions  

 

The aim of this chapter is to allow readers of this document to understand how the CUMULUS 
framework works. With this purpose we display several sequence and activity diagrams which are based on 
some well-known CUMULUS uses cases described deliverables D5.1 section 4.2 [3] and D5.2 chapter 3 [4]. 
We refer to: 

 Requesting certificates: it allows users to start the certification process. First of all the user 
must select the Target of Certification (ToC) and the Security Property to be certified. 
Afterwards user is asked to choose the Certification Model to be used, and finally the user is 
able to request the certificate. 

 Adding and Deleting Certification Models: it enables to add a new certification model in the 
CUMULUS framework, as well as to delete another one. 

 Retrieving certificates:  the user is able to retrieve all available certificates in the CUMULUS 
framework, this is, the certificates stored in Monitoring/Testing /TC Managers’ databases. 

 Anomalies and Conflicts Resolution: it allows users to be aware of the certificate anomalies and 
conflicts. The users uses the Dashboard to confirm or reject issuing the relevant certificate. 

 Auditing the CUMULUS framework integrity: it allows auditor to check how the CUMULUS 
framework works analysing auditing logs which are produced by each CUMULUS framework 
component. 

 

 

3.1. Sequence Diagrams 

 

The following sub-sections explain how the functionality of several use cases is implemented in the final 
version of CUMULUS framework using sequence diagrams. 

 

3.1.1. Requesting Certificates  

The main difference between the final sequence diagram shown below in section 3.2.1 and the one 
shown in the previous version of the infrastructure document D5.2 section 3.1 [4], is the inclusion of the 
“SecurityToken” parameter in all methods in order to check the authentication and authorization of the 
user who is invoking that method, and on the other hand the inclusion of a new Manager, this is the TC 
Manager. 
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Figure 12: Requesting certificates sequence diagram 

 

 

 

3.1.2. Adding and Deleting Certification Models  

The differences with regard to the sequence diagrams shown in D5.2 section 3.2 and 3.3 [4] are the 
“SecurityToken” parameter and the new TC Manager. 
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Figure 13: Adding a new certification model sequence diagram 

 
Figure 14: Deleting a certification model sequence diagram 

 
 
 
 
 
 
 
 



Document name: D5.4 CUMULUS Infrastructure v2 
Version: 1.0 

Security: Public 
 

6/22/2015 
Page 34/109 

3.1.3. Retrieving Certificates  

As in sections before, the differences with regard to the sequence diagrams shown in D5.2 section 3.4 
[4] are the “SecurityToken” parameter and the new TC Manager. 

 

 
Figure 15: Retrieving certificates sequence diagram 
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3.1.4. Anomalies and Conflicts Resolution  

 
 In this case the only difference with regard to the sequence diagram shown in D5.2 section 3.5 [4] 
is the inclusion of a new “SecurityToken” parameter for authentication and authorization purposes.  

 
Figure 16: Anomalies and Conflicts resolution sequence diagram 
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3.1.5. Auditing the CUMULUS framework integrity 
  
An initial version of this sequence diagram was introduced in D5.3 section 4.12 [1] and what we 
present here is the final version after the implementation has ended. 

 
Figure 17: Auditing sequence diagram 

 

 

3.2. Activity Diagrams 

 

Following the same approach than section 3.2.1 before, we will present next the Activity Diagram 
related to the beforehand mentioned use cases: 

 Requesting certificate 

 Adding and deleting certification models 

 Retrieving certificates 

 Anomalies and conflicts resolution 

 Auditing the CUMULUS framework integrity 

 

 

 

 

 



Document name: D5.4 CUMULUS Infrastructure v2 
Version: 1.0 

Security: Public 
 

6/22/2015 
Page 37/109 

 

3.2.1. Requesting Certificate  

 
 

Figure 18: Requesting certificates activity diagram 

 

The first step in the certification process is to select the Target of Certification (ToC) and the security 
property to be certified by the CUMULUS framework. The next is to select the certification model to be 
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used during the certification process, and finally the user requests the CUMULUS framework to issue a 
certificate.  

All these aforementioned actions will be available through the Dashboard. Each time the user performs 
any of them, the Dashboard invokes the Certification Manager which in turns calls the appropriate 
Manager (Monitoring, Testing or TC) in order to handle the certification process. 

 

3.2.2. Adding/deleting Certification Models  

 

 
Figure 19: Adding/Deleting certification models activity diagram 

 

 

The user is able to add a new certification model and it is stored in the appropriate famework database. 

In the same way the user is able to delete a stored Certification Model. 
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3.2.3. Retrieving Certificates  

 

 
Figure 20: Retrieving certificates activitiy diagram 

 

The Dashboard user is able to retrieve and explore all available CUMULUS certificates stored in the 
framework database. The Certification Communicator component invokes the appropriate Manager 
(Testing/Monitoring or TC) when it receives an invocation from the Dashboard in order to obtain the 
available certificates. 
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3.2.4. Anomalies and Conflicts Resolution  

 
Figure 21: Anomalies and conflicts resolution activity diagram 

 

The user using the Dashboard is notified about the anomalies and conflicts related to one certificate, 
and he will be requested to confirm or reject issuing that certificate. The Certification Communicator is  
framework component in charge of retrieving the anomalies from the Monitoring Manager and forward 
tem to the Dashboard to be shown  to the end-user. 
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3.2.5. Auditing the CUMULUS framework integrity  

 

 
Figure 22: Auditing activity diagram 

 

Each time any Dashboard user performs any action, the involved framework components in the flow 
sequence create and trigger an auditing event which will be sent to the Audit Manager. The Audit Manager 
sends to the Dashboard the auditing logs when it is required. 
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4. User guide  

 

The CUMULUS Dashboard is the main graphical user interface which allows end-users to benefit of the 
functionalities provided by CUMULUS framework. These functionalities cover: the retrieval of the available 
certificates stored in the framework databases, the issue of certificates based on the selected security 
property and certification model, the access control, the certification models management and the auditing 
functionality. Additionally the framework administration feature is also provided. 

This chapter is divided into several sub-sections where some screenshots are displayed in order to show 
end-users how to tackle the CUMULUS framework by means of the Dashboard. 

The Dashboard is available to be used on the following URL: 

http://cumulus-project.ddns.net:45080/ 

 

 

4.1. CUMULUS framework administration 

 
The Dashboard administration page allows CUMULUS framework administrator to manage the framework 
users along with their permissions. This page is available on the URL below. 
http://cumulus-project.ddns.net:45080/admin/ 

 

 
Figure 23: Dashboard administration page 

 

Clicking on “Users” all CUMULUS framework users is shown. 

http://cumulus-project.ddns.net:45080/
http://cumulus-project.ddns.net:45080/admin/
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Figure 24:CUMULUS framework users 

 

The CUMULUS administrator is able to change the user’s permissions by selecting one of them. 

 

 
 

Figure 25: Management of the CUMULUS user’s permissions. 

 

 

4.2. CUMULUS Certificates issue 

 

The steps that the end-user must carry out if he wants CUMULUS framework to certify a Security 
Property for a specific Target of Certification and based on a selected Certification Model are displayed 
below with four screenshots: 
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1. User selects the Target of Certification (ToC): ToC is the entity that will be certified and it can be 
the service under certification (SaaS), the platform deploying services (PaaS), the infrastructure 
hosting platforms and services (IaaS) or any combination of them. 

2. User selects the Security Property: there are several security properties that are susceptible of 
being certified for the previously selected ToC. User selects one of them (Figure 27). 

3. User selects the Certification Model: there are several certifications models that can be used for 
certifying the selected security property. User selects one of them Figure 28Figure 28. 

4. User performs “Generate certificate”:  User request CUMULUS framework to issue a certificate. 

When the gathered evidence is enough for verifying the security property as determined by the 

certification model, the CUMULUS framework is able to issue the certificate. 

 

 
Figure 26: Target Of Certification selection 

 

 

 
Figure 27: Security Property selection 
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Figure 28: Certification Model selection 

 

 

 

 
Figure 29: CUMULUS Certificate generation 
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4.3. Retrieval of the CUMULUS certificates 

 

The Dashboard retrieval tab allows end-users to retrieve all available CUMULUS certificates and to explore 
the certificates details clicking on the certificate link (Figure 31) 

 

 
Figure 30: Retrieval of  CUMULUS certificates 

 

 

 
Figure 31: CUMULUS Certificate details 

 

 

 

 

 



Document name: D5.4 CUMULUS Infrastructure v2 
Version: 1.0 

Security: Public 
 

6/22/2015 
Page 47/109 

 

 

4.4. Certification Models Management 

 

This Dashboard tab is oriented to handle the certification models. User is able to retrieve and display the 
available CMs stored in the framework databases, as well as to add a new one browsing from his folder 
structure, and to delete a selected one. 

The first option related to the retrieval and display of CMs is explained in section 4.2 before. 

 
Figure 32: Certification Models management 

 

If the user wants to upload a new certification model to the CUMULUS framework should click “Add 
certification model” button and select the xml file to be added. 

 

4.5. Auditing functionality 

 

The auditing functionality is one the new features supported in the third year of the project, which 
allows auditors to check if the CUMULUS framework works correctly. The auditors are able to analyse the 
auditing logs which were delivered by each component during any execution.  

The “Auditing” Dashboard tab shows auditors all stored audit traces in the audit database and they can 
search and filter by some keywords: User, Date, Certificate ID and also by Type and Message. 

The “Message” field shows the certification process logs, which are provided by the  Managers 
(Monitoring/Testing  and  TC). 

The “Type” field refers to audit event type. We handle two audit events types: evidence or certification 
process log. The first includes information related to the collected evidence and the second includes 
information about the whole certification process. See below one example of some auditing information 
provided by the Testing Manager. 

 “certifcate_statuschange” - this is the keywords that specifies a certificate status change. 

 “collector_start” - it specifies when a test-collector starts to collect information.  

 “collector_result” - it specifies that one test is done. A test is a part of a certification process. 

T 
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The picture below show the Auditing Tab included in the CUMULUS Dasboard. 

 

 
Figure 33: Auditing Tab of the CUMULUS Dashboard 

 

 

 
Figure 34: Filtering the Auditing  Logs 

 

 

5. Final prototype deployment guide  

 

The main goal of this chapter is to provide an overall overview of the final CUMULUS framework 
deployment. This chapter was already introduced in the previous infrastructure document (D5.2 chapter 4 
[4]), and what we will do in the present document is to highlight the new features, functionalities and 
modules that have been deployed in the final version of the CUMULUS prototype. 

 

5.1. Deployment description 
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The whole CUMULUS Framework is structured to run in an IaaS (Infrastructure as a Service) and therefore 
was made to run in a VMware [13] based virtualized environment with a single WAN entry point. While in 
the production environment we use an enterprise-level system such as VMware ESXI [14], it can really be 
deployed into any kind of VMware system such as the more standard VMware Workstation [20]. In the case 
of the prototype the WAN entry point can be reached via cumulus-project.ddns.net and cumulus-
project.sytes.net. 

More precisely it is divided in 5 separate VMware Virtual Machines as described below. 

 

 
Figure 35: Overview of the final CUMULUS framework deployment 

 

VM1 

Runs Ubuntu 14.04 LTS [18] as Operating System and contains the following components. 

 Networking (Routing, Firewall) 

Used to reroute the different ports to the other VMs by using UNIX iptables. 

iptables allows the system administrator to define tables containing chains of rules for the treatment of 
packets. Each table is associated with a different kind of packet processing. Packets are processed by 
sequentially traversing the rules in chains. A rule in a chain can cause a goto or jump to another chain, 
and this can be repeated to whatever level of nesting is desired. (A jump is like a “call”, i.e. the point 
that was jumped from is remembered.) Every network packet arriving at or leaving from the computer 
traverses at least one chain. 

The rerouting follows the following pattern: 

 WAN ports 0k+X are redirected to VM1 (192.168.43.25 : X) (Direct routing, no iptables entry 
needed). 
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 WAN ports 40k+X are redirected to VM2 (192.168.43.30 : X). 

 WAN ports 20k+X are redirected to VM3 (192.168.43.27: X). 

 WAN ports 30k+X are redirected to VM4 (192.168.43.28 : X). 

 WAN ports 50k+X are redirected to VM5 (192.168.43.31 : X). 

For example, following the previous pattern the WAN port 50080 (50k + X = 80) is redirected to the VM5 
local port 80 for HTTP access. 

 Security Model Repository 

The Security Model Repository component is defined in section 2.1.8 of this document. It is running as a 
Web Service created with Apache CXF [10] and running inside an Apache Tomcat 7 [11]host. 

 

VM2 

Runs Windows XP [19] as Operating System and contains the following components. 

 Monitoring Manager 

The Monitoring Manager component is defined in section 2.1.5 of this document. 

 

VM3 

Runs Ubuntu  14.04 LTS as Operating System and contains the following components. 

 Testing Manager 

It is defined in section 0 of this document. It is running as a Web Service created with Apache Axis 2[17]  
and running inside an Apache Tomcat 7 host. 

 Trusted Computing Manager 

The Trusted Computing Manager component is defined in section 2.2.7 of this document. 

 

VM4 

Runs Ubuntu 14.04 LTS as Operating System and contains the following components. 

 Certification Manager and Certification Communicator 

The glue Components as defined in sections 2.1.3 and 2.1.4 of the present document. They are running 
as Web Services created with Apache Axis 2 and running inside an Apache Tomcat 7 host and 
communicate with the other managers located in the other VMs, offering a public unified endpoint for 
the actors to use. 

 Audit Manager 

This is a new functionality that is provided in the final version of CUMULUS prototype (highlighted in 
pink colour in Figure 35), and which is described in detail in section 2.1.9 of the present document.  

The Audit Manager is delivered as a Web Service, and currently it is deployed and running on this VM. 
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Figure 36: Audit Manager deployed in Malaga VM 

 

Under the folder “/home/cumulus/AuditModule” user can find the scripts and files displayed in Figure 36. 

The commands for starting and stopping the Audit Manager are shown below: 

 

 

 

 

The file “whileisrunning” when it is visible it means that the Audit Manager is running and it stores the 
corresponding process Id. On the other hand  the logs file “auditing.log” stores auditing java application 
traces. 

 

VM5 

Runs Ubuntu 14.04 LTS as Operating System and contains the following components. 

 Dashboard 

The Dashboard is defined in section 2.1.1 of this document. It is a web based front-end user interface 
that is used for generating and retrieving certificates and therefore the main entry point for users of 
the system. 

 

Subsequently a step-by-step guide on how to deploy this whole system is provided 

 

 

cumulus@ubuntu:~/AuditModule$ nohup ./auditingStart.sh & 

cumulus@ubuntu:~/AuditModule$ nohup ./auditingStop.sh 
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5.2. Step by step deployment 

 

The needed steps for deploying the CUMULUS framework are explained in detail in section 8.2 of the 
Appendix. 

5.3. Prototype Supporting Technologies 

 

The technologies that have been used for deploying the CUMULUS framework are described in section 
8.3 of the Appendix. 
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6. Conclusions and next steps  

This deliverable describes the implementation and deployment of the CUMULUS framework 
components. The document provides development details such as, class diagrams, sequence diagrams, 
activity diagrams, and configuration files and executables scripts.  The software and tools documentation 
which are needed to carry out the components deployment is also provided. 

On the other side, the end-users willing to use the CUMULUS framework will be provided with a user 
guide where all framework features are documented in a friendly way including several screenshots. 
 

D5.4 “CUMULUS Infrastructure v2 will be the basis for the final CUMULUS framework evaluation. 
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8. Appendix 1 

 

 

8.1. Openfire installation and configuration guide 
 

Openfire server can be downloaded from this URL, “http://www.igniterealtime.org/downloads/” 

Once the server has been downloaded, the screenshots about how to install it and configure it are shown 
below 

 

 

 

 

 

 

http://www.igniterealtime.org/downloads/
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Add a user/password for the administrator user. 
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Once all these steps were completed you will be able to start the server. 
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Press “launch Admin” and the web console will be displayed. 

 

 

Enter the user/pwd for the admin user which was previously set and if the authentication is correct the 
Openfire server details will be shown. 
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Since there is not yet any active session, you will see only the admin user. 
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8.2. CUMULUS framework deployment step-by-step 

 

In order to deploy the CUMULUS Framework we need a program to run the 5 Virtual Machines. In this case 
we opted for the entry version of the VMware  family, VMware Workstation , which is a program that 
allows running these VMs inside another Operating System, also known as host OS. 

8.2.1. Installing VMware Workstation 

 

System Requirements 

First make sure your computer meets the system requirements. Because you will be running an operating 
system from within your own operating system, VMware Workstation has fairly high system requirements. 
If you don’t meet these, you may not be able to run VMware effectively. 

 You must have a 64-bit processor if the host is a Windows OS. 

 VMware supports Windows and Linux operating systems. 

 You must have enough memory to run your operating system, the virtual operating system, and 
any programs inside that operating system. In the case of the framework 3.5GB (5*0.5GB + 1GB for 
the host) is the bare minimum, while 7GB (1*0.5GB + 2GB for the host) or more is recommended. 

 You must have a 16-bit or 32-bit display adapter. 

 You need at least 1.5 GB of free space to install VMware Workstation, along with at least 100+ GB 
for all the CUMULUS VMs. 

 

Downloading the VMware software 

You can download the VMware installer from the Download Center on the VMware website. Select the 
newest version and click the link for the installer. You will need to login with your VMware username or 
download the Trial if you don’t have one. 
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You can only have one version of VMware Workstation [20] installed at a time. 

 

Installing VMware Workstation 

Once you have downloaded the file, right-click on the file and select “Run as administrator”. 

You will be asked to review the license. 

Most users can use the “Typical” installation option. 

At the end of the installation, you will be prompted for your license key. Enter it if you have one. 

Once the installation is finished, restart the computer. 

 

8.2.2. Downloading the Virtual Machine Images 

 

The Virtual Machines can be downloaded from the Internet. To get the link just direct your web browser of 
choice to https://dl.dropboxusercontent.com/u/573650/CUMULUS/D5.2/downloadvm.html . 
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There the latest versions of the Virtual Machines can be downloaded by clicking on the appropriate link. 

Once all the VMs have been downloaded proceed to the next section. 

8.2.3. Adding the Virtual Machines 

 

Now we will proceed to add all the VMs to the system. To do so follow these steps for each one of them: 

 Click on the File menu and then Open 

 
 

 Select the appropriate .vmx file 

 If it is done correctly the VM should be added and it should show on the application 
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8.2.4. Setting up the Networking Interfaces 

 

Now we need to set up the proper networking interfaces. 

To do this first click on the Edit menu then Virtual Network Editor 

 

 

Now do the following: 
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1. Select an existing NAT Network (recommended) or add a new one 

2. Make sure the network type is set to NAT 

3. Change the Subnet IP to be 192.168.43.0 

4. Click on Apply 

5. Click on NAT Settings 

 
 
On the new dialog that appears we need to add some ports so they become accessible to the exterior. 
To achieve this do: 

1. Click Add to forward the following ports: 
 

Host Port Type VM IP Address Description 

8080 TCP 192.168.43.25:8080 Security Model Repository WS 

50080 TCP 192.168.43.25:50080 Dashboard Web Interface 

38080 TCP 192.168.43.25:38080 Management and Retrieval WS 

 
2. Click OK 
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Finally click OK once you are back to the Virtual Network Editor. 

8.2.5. Starting up the Virtual Machines 

 

Starting up a virtual machine in VMware Workstation is really simple. Just click on the tab with the machine 
name and then on Power on this virtual machine. 

 

 

Do this now for all the Virtual Machines, the order is not important. 

Once all the Virtual Machines are up and running the CUMULUS Framework should be properly deployed. 
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To test it works connect to the Dashboard using http://127.0.0.1:50080 on the host machine or using 
http://xxx.xxx.xxx.xxx:50080 if accessing externally, where xxx.xxx.xxx.xxx is the IP of the host machine (this 
should work always assuming that the port is properly open). 

However, should the reader just wish to test an already deployed implementation of the system, he/she 
just needs to connect to the Dashboard at  http://cumulus-project.ddns.net:45080/ 

 

 

 

8.3. Prototype Supporting Technologies 

 

This section includes a very short overview for the main technologies that are part of the CUMULUS 
Framework. 

The technologies themselves are subdivided in: 

 Cloud Infrastructure 

These technologies are used to manage the Virtual Machines, this is, control the hardware 
infrastructure and provide it to the underlying operating systems. This is the lowest layer. 

 Operating Systems 

The Operating System, the middle layer between the virtual hardware controlled by the cloud 
infrastructure and the server technologies. 

 Server Technologies 

These are the technologies used to create the programs, services and applications of the 
framework work with other components of the framework and with the exterior. This is the 
highest layer. 

  

http://127.0.0.1:50080/
http://xxx.xxx.xxx.xxx:50080/
http://cumulus-project.ddns.net:45080/
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8.3.1. Cloud Infrastructure 

 

VMware vCenter [21]  

VMware vCenter provides a centralized and extensible platform for managing virtual infrastructure. 
vCenter Server manages VMware vSphere environments, giving IT administrators simple and automated 
control over the virtual environment to deliver infrastructure with confidence. 

VMware vSphere [15] 

VMware vSphere is one of the industry’s leading and most reliable virtualization platforms. vSphere 
simplifies IT by separating applications and operating systems (OSs) from the underlying hardware. Existing 
applications see dedicated resources, but servers can be managed as a pool of resources. The result is that 
computing runs on a simplified yet resilient environment. 

VMware ESXi [14] 

VMware ESXi provides the foundation for building a reliable and dynamic IT infrastructure. This hypervisor 
abstracts processor, memory, storage and networking resources into multiple virtual machines that each 
can run an unmodified operating system and applications. VMware ESXi is one of the most widely deployed 
hypervisors, delivering one of the highest levels of reliability and performance to companies of all sizes. 

VMware ESXi is the latest hypervisor architecture from VMware. It has an ultra-thin architecture with no 
reliance on a general- purpose OS. It has improved security and reliability because its smaller code base 
represents a smaller “attack surface” with less code to patch. This small footprint and hardware-like 
reliability also enable it to be built directly into industry standard x86 servers from leading server 
manufacturers. VMware ESXi was designed with simplicity in mind.  

OpenStack [22] 

OpenStack is a free and open-source software cloud-computing platform. It is primarily deployed as an 
infrastructure as a service (IaaS) solution. The technology consists of a series of interrelated projects that 
control pools of processing, storage, and networking resources throughout a data center, able to be 
managed or provisioned through a web-based dashboard, command-line tools, or a RESTful API. It is 
released under the terms of the Apache License. 

  

8.3.2. Operating Systems 

 

Ubuntu [18] 

Ubuntu is a complete desktop Linux operating system, freely available with both community and 
professional support. The Ubuntu community is built on the ideas enshrined in the Ubuntu Manifesto: that 
software should be available free of charge, that software tools should be usable by people in their local 
language and despite any disabilities, and that people should have the freedom to customize and alter their 
software in whatever way they see fit. 

Windows XP [19] 

Microsoft Windows XP was introduced in 2001 and was the most significant upgrade to the Windows 
operating system since Windows 95. Windows XP addressed many issues of its predecessor and added a 
number of other improvements as well. It is built on the Windows 2000 kernel, which is known for its 
reliability. XP also has a new, more modern look, and an interface that is easier to navigate than previous 
versions of Windows. While not written from the ground up, Windows XP is a substantial system update. 
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The letters "XP" stand for "eXPerience," meaning the operating system is meant to be a new type of user 
experience. 

 

8.3.3. Server Technologies 

 

Apache HTTP Server [23] 

The Apache HTTP Server (commonly referred to as Apache) is a web server application and an effort to 
develop and maintain an open-source HTTP server for modern operating systems including UNIX and 
Windows NT. The goal of this project is to provide a secure, efficient and extensible server that provides 
HTTP services in sync with the current HTTP standards. 

Apache Tomcat [11]  

Apache Tomcat is an open source web server and servlet container developed by the Apache Software 
Foundation (ASF). Tomcat implements the Java Servlet and the Java Server Pages (JSP) specifications from 
Sun Microsystems, and provides a "pure Java" HTTP web server environment for Java code to run in. In the 
simplest configuration Tomcat runs in a single operating system process. The process runs a Java virtual 
machine (JVM). Every single HTTP request from a browser to Tomcat is processed in the Tomcat process in 
a separate thread. 

Apache Axis2 [17] 

Apache Axis2 is a core engine for Web services. It is a complete re-design and re-write of the widely used 
Apache Axis SOAP stack. Implementations of Axis2 are available in Java and C. Axis2 provides the capability 
to add Web services interfaces to Web applications. It can also function as a standalone server application. 

Apache CXF [10] 

Apache CXF is an open source services framework. CXF helps you build and develop services using 
frontend-programming APIs, like JAX-WS and JAX-RS. These services can speak a variety of protocols such 
as SOAP, XML/HTTP, RESTful HTTP, or CORBA and work over a variety of transports such as HTTP, JMS or 
JBI. 

HTML5 [24]  

HTML5 is a core technology markup language of the Internet used for structuring and presenting content 
for the World Wide Web. It is the fifth revision of the HTML standard and is a candidate recommendation 
of the World Wide Web Consortium (W3C). Its core aims have been to improve the language with support 
for the latest multimedia while keeping it easily readable by humans and consistently understood by 
computers and devices (web browsers, parsers, etc.). HTML5 is intended to subsume not only HTML 4, but 
also XHTML 1 and DOM Level 2 HTML. 

Java [25] 

Java is a computer programming language that is concurrent, class-based, object-oriented, and specifically 
designed to have as few implementation dependencies as possible. It is intended to let application 
developers "write once, run anywhere" (WORA), meaning that code that runs on one platform does not 
need to be recompiled to run on another. Java applications are typically compiled to byte code (class file) 
that can run on any Java virtual machine (JVM) regardless of computer architecture. Java is, as of 2014, one 
of the most popular programming languages in use, particularly for client-server web applications, with a 
reported 9 million developers. The language derives much of its syntax from C and C++, but it has fewer 
low-level facilities than either of them. 

JavaScript  
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JavaScript (JS) is a dynamic computer programming language. It is most commonly used as part of web 
browsers, whose implementations allow client-side scripts to interact with the user, control the browser, 
communicate asynchronously, and alter the document content that is displayed. It is also being used in 
server-side network programming (with Node.js), game development and the creation of desktop and 
mobile applications. 

JavaScript is classified as a prototype-based scripting language with dynamic typing and has first-class 
functions. This mix of features makes it a multi-paradigm language, supporting object-oriented, imperative, 
and functional programming styles. 

jQuery [26] 

jQuery is a fast, small, and feature-rich JavaScript library. It makes things like HTML document traversal and 
manipulation, event handling, animation, and Ajax much simpler with an easy-to-use API that works across 
a multitude of browsers. 

MySQL Server [27] 

MySQL is a full-featured relational database management system (RDBMS) that competes with the likes of 
Oracle DB and Microsoft’s SQL Server. The Swedish company MySQL AB, which is owned by Oracle Corp, 
sponsors MySQL. However, the MySQL source code is freely available because it was originally developed 
as freeware. MySQL is written in C and C++ and is compatible with all major operating systems. 

Openfire [28] 

Openfire is a real time collaboration (RTC) server licensed under the Open Source Apache License. It uses 
the only widely adopted open protocol for instant messaging, XMPP (also called Jabber). Openfire is 
incredibly easy to setup and administer, but offers rock-solid security and performance. 

Python [29] 

Python is an interpreted, object-oriented, high-level programming language with dynamic semantics. Its 
high-level built in data structures, combined with dynamic typing and dynamic binding, make it very 
attractive for Rapid Application Development, as well as for use as a scripting or glue language to connect 
existing components together. Python's simple, easy to learn syntax emphasizes readability and therefore 
reduces the cost of program maintenance. Python supports modules and packages, which encourages 
program modularity and code reuse. The Python interpreter and the extensive standard library are 
available in source or binary form without charge for all major platforms, and can be freely distributed. 

RabbitMQ [30] 

RabbitMQ is open source message broker software (sometimes-called message-oriented middleware) that 
implements the Advanced Message Queuing Protocol (AMQP). The RabbitMQ server is written in the Erlang 
programming language and is built on the Open Telecom Platform framework for clustering and failover. 
Client libraries to interface with the broker are available for all major programming languages. 
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9. Appendix 2 

 

 

9.1. Security Models Repository – Data Structures 

 

DSM JSON Schema 

{ 

    "type": "object", 

    "properties": { 

        "version": { 

            "title": "Version", 

            "required": true, 

            "type": "string" 

        }, 

        "creator": { 

            "title": "Creator", 

            "required": true, 

            "type": "string" 

        }, 

        "description": { 

            "title": "Description", 

            "required": false, 

            "type": "string" 

        }, 

        "keywords": { 

            "title": "Keywords", 

            "required": true, 

            "type": "string" 

        }, 

        "domain": { 

            "title": "Domain", 

            "required": true, 

            "type": "object", 

            "properties": { 

                "name": { 

                    "title": "Name", 

                    "required": true, 

                    "type": "string" 
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                }, 

                "author": { 

                    "title": "Author", 

                    "required": false, 

                    "type": "string" 

                }, 

                "description": { 

                    "title": "Description", 

                    "required": false, 

                    "type": "string" 

                }, 

                "assetStereotypes": { 

                    "title": "Asset Stereotypes", 

                    "required": true, 

                    "minItems": 1, 

                    "type": "array", 

                    "items": { 

                        "type": "object", 

                        "properties": { 

                            "name": { 

                                "title": "Name", 

                                "required": true, 

                                "type": "string" 

                            }, 

                            "description": { 

                                "title": "Description", 

                                "required": false, 

                                "type": "string" 

                            } 

                        } 

                    } 

                } 

            } 

        }, 

        "securityRequirements": { 

            "title": "Security Requirements", 

            "required": true, 

            "minItems": 1, 

            "type": "array", 



Document name: D5.4 CUMULUS Infrastructure v2 
Version: 1.0 

Security: Public 
 

6/22/2015 
Page 72/109 

            "items": { 

                "type": "object", 

                "properties": { 

                    "name": { 

                        "title": "Name", 

                        "required": true, 

                        "type": "string" 

                    }, 

                    "description": { 

                        "title": "Description", 

                        "required": false, 

                        "type": "string" 

                    }, 

                    "securityPolicies": { 

                        "title": "Security Policies", 

                        "required": false, 

                        "type": "array", 

                        "items": { 

                            "type": "object", 

                            "properties": { 

                                "name": { 

                                    "title": "Name", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "description": { 

                                    "title": "Description", 

                                    "required": false, 

                                    "type": "string" 

                                } 

                            } 

                        } 

                    }, 

                    "assumptions": { 

                        "title": "Assumptions", 

                        "required": false, 

                        "type": "array", 

                        "items": { 

                            "type": "object", 
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                            "properties": { 

                                "name": { 

                                    "title": "Name", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "description": { 

                                    "title": "Description", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "type": { 

                                    "title": "Type", 

                                    "required": false, 

                                    "type": "string" 

                                } 

                            } 

                        } 

                    }, 

                    "threats": { 

                        "title": "Threats", 

                        "required": false, 

                        "type": "array", 

                        "items": { 

                            "type": "object", 

                            "properties": { 

                                "name": { 

                                    "title": "Name", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "description": { 

                                    "title": "Description", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "objective": { 

                                    "title": "Objective", 

                                    "required": false, 
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                                    "type": "string" 

                                }, 

                                "motivation": { 

                                    "title": "Motivation", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "impact": { 

                                    "title": "Impact", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "type": { 

                                    "title": "Type", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "attacks": { 

                                    "title": "Attacks", 

                                    "required": false, 

                                    "type": "array", 

                                    "items": { 

                                        "type": "object", 

                                        "properties": { 

                                            "name": { 

                                                "title": "Name", 

                                                "required": true, 

                                                "type": "string" 

                                            }, 

                                            "description": { 

                                                "title": "Description", 

                                                "required": false, 

                                                "type": "string" 

                                            }, 

                                            "assumptions": { 

                                                "title": "Assumptions", 

                                                "required": false, 

                                                "type": "string" 

                                            }, 
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                                            "type": { 

                                                "title": "Type", 

                                                "required": false, 

                                                "type": "string" 

                                            }, 

                                            "attackerTypes": { 

                                                "title": "Attacker Types", 

                                                "minItems": 1, 

                                                "required": true, 

                                                "type": "array", 

                                                "items": { 

                                                    "type": "object", 

                                                    "properties": { 

                                                        "name": { 

                                                            "title": "Name", 

                                                            "required": true, 

                                                            "type": "string" 

                                                        }, 

                                                        "information": { 

                                                            "title": "Information", 

                                                            "required": false, 

                                                            "type": "string" 

                                                        }, 

                                                        "resources": { 

                                                            "title": "Resources", 

                                                            "required": false, 

                                                            "type": "string" 

                                                        }, 

                                                        "type": { 

                                                            "title": "Type", 

                                                            "required": false, 

                                                            "type": "string" 

                                                        }, 

                                                        "capability": { 

                                                            "title": "Compatibility", 

                                                            "required": false, 

                                                            "type": "string" 

                                                        }, 

                                                        "ability": { 
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                                                            "title": "Ability", 

                                                            "required": false, 

                                                            "type": "string" 

                                                        } 

                                                    } 

                                                } 

                                            } 

                                        } 

                                    } 

                                } 

                            } 

                        } 

                    }, 

                    "securityProperties": { 

                        "title": "Security Properties", 

                        "minItems": 1, 

                        "required": true, 

                        "type": "array", 

                        "items": { 

                            "type": "object", 

                            "properties": { 

                                "name": { 

                                    "title": "Name", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "description": { 

                                    "title": "Description", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "abstractCategory": { 

                                    "title": "Abstract Category", 

                                    "required": false, 

                                    "type": "string" 

                                }, 

                                "attributes": { 

                                    "title": "Attributes", 

                                    "required": false, 
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                                    "type": "array", 

                                    "items": { 

                                        "type": "object", 

                                        "properties": { 

                                            "name": { 

                                                "title": "Name", 

                                                "required": true, 

                                                "type": "string" 

                                            }, 

                                            "description": { 

                                                "title": "Description", 

                                                "required": false, 

                                                "type": "string" 

                                            }, 

                                            "type": { 

                                                "title": "Type", 

                                                "required": false, 

                                                "type": "string" 

                                            }, 

                                            "value": { 

                                                "title": "Value", 

                                                "required": false, 

                                                "type": "string" 

                                            } 

                                        } 

                                    } 

                                }, 

                                "context": { 

                                    "title": "Context", 

                                    "required": false, 

                                    "type": "object", 

                                    "properties": { 

                                        "name": { 

                                            "title": "Name", 

                                            "required": true, 

                                            "type": "string" 

                                        }, 

                                        "nameId": { 

                                            "title": "Name ID", 
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                                            "required": false, 

                                            "type": "string" 

                                        }, 

                                        "description": { 

                                            "title": "Description", 

                                            "required": true, 

                                            "type": "string" 

                                        } 

                                    } 

                                } 

                            } 

                        } 

                    }, 

                    "securityPatternReferences": { 

                        "title": "Security Pattern References", 

                        "required": false, 

                        "type": "array", 

                        "items": { 

                            "type": "string", 

                            "format": "uri" 

                        } 

                    }, 

                    "certificationRequirements": { 

                        "title": "Certification Requirements", 

                        "required": false, 

                        "type": "array", 

                        "items": { 

                            "type": "object", 

                            "properties": { 

                                "name": { 

                                    "title": "Name", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "nameId": { 

                                    "title": "Name ID", 

                                    "required": false, 

                                    "type": "string" 

                                }, 
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                                "description": { 

                                    "title": "Description", 

                                    "required": true, 

                                    "type": "string" 

                                }, 

                                "sapReferences": { 

                                    "title": "SAP References", 

                                    "minItems": 1, 

                                    "required": true, 

                                    "type": "array", 

                                    "items": { 

                                        "type": "string", 

                                        "format": "uri" 

                                    } 

                                }, 

                                "securityPatternReferences": { 

                                    "title": "Security Pattern References", 

                                    "required": false, 

                                    "type": "array", 

                                    "items": { 

                                        "type": "string", 

                                        "format": "uri" 

                                    } 

                                } 

                            } 

                        } 

                    } 

                } 

            } 

        }, 

        "hash": { 

            "title": "Hash", 

            "required": true, 

            "type": "string" 

        }, 

        "csmHash": { 

            "title": "CSM Hash", 

            "required": true, 

            "type": "string" 
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        } 

    } 

} 

 

CSM JSON Schema 

{ 

    "type": "object", 

    "properties": { 

        "version": { 

            "title": "Version", 

            "required": true, 

            "type": "string" 

        }, 

        "creator": { 

            "title": "Creator", 

            "required": true, 

            "type": "string" 

        }, 

        "description": { 

            "title": "Description", 

            "required": false, 

            "type": "string" 

        }, 

        "keywords": { 

            "title": "Keywords", 

            "required": true, 

            "type": "string" 

        }, 

        "hash": { 

            "title": "Hash", 

            "required": true, 

            "type": "string" 

        } 

    } 

} 

 

Security Pattern JSON Schema 

{ 

    "type": "object", 
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    "properties": { 

        "nameId": { 

            "title": "Name ID", 

            "required": true, 

            "type": "string" 

        }, 

        "version": { 

            "title": "Version", 

            "required": true, 

            "type": "string" 

        }, 

        "description": { 

            "title": "Description", 

            "required": true, 

            "type": "string" 

        }, 

        "intent": { 

            "title": "Intent", 

            "required": true, 

            "type": "object", 

            "properties": { 

                "description": { 

                    "title": "Description", 

                    "required": true, 

                    "type": "string" 

                }, 

                "classification": { 

                    "title": "Classification", 

                    "required": true, 

                    "type": "string" 

                }, 

                "preconditions": { 

                    "title": "Preconditions", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 
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                "providedSecurityProperties": { 

                    "title": "ProvidedSecurityProperties", 

                    "required": true, 

                    "minItems": 1, 

                    "type": "array", 

                    "items": { 

                        "type": "object", 

                        "properties": { 

                            "name": { 

                                "title": "Name", 

                                "required": true, 

                                "type": "string" 

                            }, 

                            "description": { 

                                "title": "Description", 

                                "required": false, 

                                "type": "string" 

                            }, 

                            "assetRefs": { 

                                "title": "Asset References", 

                                "required": false, 

                                "type": "array", 

                                "items": { 

                                    "type": "string" 

                                } 

                            }, 

                            "restrictions": { 

                                "title": "Restrictions", 

                                "required": false, 

                                "type": "array", 

                                "items": { 

                                    "type": "string" 

                                } 

                            }, 

                            "metrics": { 

                                "title": "Metrics", 

                                "required": false, 

                                "type": "array", 

                                "items": { 
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                                    "type": "string" 

                                } 

                            } 

                        } 

                    } 

                } 

            } 

        }, 

        "example": { 

            "title": "Example", 

            "required": false, 

            "type": "object", 

            "properties": { 

                "description": { 

                    "title": "Description", 

                    "required": true, 

                    "type": "string" 

                }, 

                "scenarioKeywords": { 

                    "title": "Scenario Keywords", 

                    "required": false, 

                    "type": "string" 

                } 

            } 

        }, 

        "context": { 

            "title": "Context", 

            "required": false, 

            "type": "object", 

            "properties": { 

                "description": { 

                    "title": "Description", 

                    "required": false, 

                    "type": "string" 

                }, 

                "contextelementRefs": { 

                    "title": "Context Element References", 

                    "required": false, 

                    "type": "array", 
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                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "assumptions": { 

                    "title": "Assumptions", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                } 

            } 

        }, 

        "realization": { 

            "title": "Realization", 

            "required": true, 

            "type": "object", 

            "properties": { 

                "description": { 

                    "title": "Description", 

                    "required": false, 

                    "type": "string" 

                }, 

                "model": { 

                    "title": "Model", 

                    "required": true, 

                    "type": "string" 

                }, 

                "oclRules": { 

                    "title": "OCL Rules", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "assets": { 

                    "title": "Assets", 
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                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "contextElements": { 

                    "title": "Context Elements", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                } 

            } 

        }, 

        "consequences": { 

            "title": "Consequences", 

            "required": true, 

            "type": "object", 

            "properties": { 

                "postconditions": { 

                    "title": "Postconditions", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "benefits": { 

                    "title": "Benefits", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "liabilities": { 

                    "title": "Libabilities", 
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                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                }, 

                "scopes": { 

                    "title": "Scopes", 

                    "required": false, 

                    "type": "array", 

                    "items": { 

                        "type": "string" 

                    } 

                } 

            } 

        }, 

        "certificationRequirements": { 

            "title": "Certification Requirements", 

            "required": false, 

            "type": "array", 

            "items": { 

                "type": "object", 

                "properties": { 

                    "name": { 

                        "title": "Name", 

                        "required": true, 

                        "type": "string" 

                    }, 

                    "nameId": { 

                        "title": "Name ID", 

                        "required": false, 

                        "type": "string" 

                    }, 

                    "description": { 

                        "title": "Description", 

                        "required": true, 

                        "type": "string" 

                    } 

                } 
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            } 

        }, 

        "relatedPatterns": { 

            "title": "Related Patterns", 

            "required": false, 

            "type": "array", 

            "items": { 

                "type": "object", 

                "properties": { 

                    "relation": { 

                        "title": "Relation", 

                        "required": true, 

                        "type": "string", 

                        "enum": [ 

                            "uses", 

                            "requires", 

                            "includes", 

                            "extends", 

                            "excludes", 

                            "overlaps" 

                        ] 

                    }, 

                    "id": { 

                        "title": "ID", 

                        "required": true, 

                        "type": "string" 

                    }, 

                    "specificVersion": { 

                        "title": "Specific Version", 

                        "required": false, 

                        "type": "string" 

                    }, 

                    "validation": { 

                        "title": "Validation", 

                        "required": false, 

                        "type": "string" 

                    } 

                } 

            } 
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        }, 

        "trustMechanisms": { 

            "title": "Trust Mechanisms", 

            "required": false, 

            "type": "array", 

            "items": { 

                "type": "object", 

                "properties": { 

                    "type": { 

                        "title": "Type", 

                        "required": true, 

                        "type": "string" 

                    }, 

                    "value": { 

                        "title": "Value", 

                        "required": true, 

                        "type": "string" 

                    } 

                } 

            } 

        } 

    } 

} 

 

9.2. Security Models Repository – WebAPI 

 

Guid AddRepositoryObject(string username, string  password, RepositoryObject data, 
RepositoryObjectBlob[] blobs)  

Adds a new Repository Object. Only admins and uploaders are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object data. The ID is ignored, since it will be set to a new one. data.BlobIDs 
is a read-only property and therefore any changes to it will be ignored. 

blobs An array of blobs that will be attached to the object, cannot be null. Their IDs will be 
ignored, since it will be set to a new one. Their RepositoryObjectId must be set to empty 
(00000000-0000-0000-0000-000000000000), since it will be set to a new one. Their Data 
field must NOT be null. 

Returns 

The ID of the newly created object. 
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Guid AddRepositoryObjectBlob(string username, string  password, 
RepositoryObjectBlob data) 

Adds a new Repository Object Blob. Only admins and Repository Object owners are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object Blob data. The ID is ignored. For this operation, data.Data BLOB must 
NOT be null. 

Returns 

The ID of the newly created object. 

 

Guid AddRepositoryObjectType(string username, string  password, 
RepositoryObjectType data)   

Adds a new Repository Object Type. Only admins are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object Type data. The ID is ignored. 

Returns 

The ID of the newly created object. 

 

void DeleteRepositoryObject(string username, string password, Guid id) 

Deletes an existing Repository Object. Only admins and Repository Object owners are authorized. 

Parameters 

username The username. 

password The password. 

id  The ID of the Repository Object to delete. 

 

void DeleteRepositoryObjectBlob( string username, string password, Guid id )   

Deletes an existing Repository Object Blob. Only admins and Repository Object owners are authorized. 

Parameters 

username The username. 

password The password. 

id  The ID of the Repository Object Blob to delete. 

 

void DeleteRepositoryObjectType( string username, string password, Guid id)   
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Deletes an existing Repository Object Type. Only admins are authorized. 

Parameters 

username The username. 

password The password. 

id  The ID of the Repository Object Type to delete. 

 

RepositoryObject[] GetOwnedRepositoryObjects(string username, string password) 
  

Returns all Repository Objects owned by the user. 

Parameters 

username The username. 

password The password. 

Returns 

An array with data for all Repository Objects found. 

 

RepositoryObject GetRepositoryObject(Guid id)  

Returns a single Repository Object. 

Parameters 

id Repository Object ID. 

Returns 

The data for one Repository Object. 

 

RepositoryObjectBlob GetRepositoryObjectBlob(Guid id, bool includeDataBytes)   

Returns a single Repository Object Blob. 

Parameters 

id    Repository Object Blob ID. 

includeDataBytes True to populate the returned object with the actual BLOB data, false 
otherwise. 

Returns 

The data for one Repository Object Blob. 

 

RepositoryObject[] GetRepositoryObjectsWithTypeId(Guid typeId)  

Returns all Repository Object of a given type ID. 

Parameters 

typeId Type ID. 

Returns 

An array with data for all Repository Objects found. 
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RepositoryObject[] GetRepositoryObjectsWithTypeName(string  typeName)  

Returns all Repository Object of a given type name. 

Parameters 

typeName Type name. 

Returns 

An array with data for all Repository Objects found. 

 

RepositoryObjectType GetRepositoryObjectType(Guid id)  

Returns a single Repository Object Type. 

Parameters 

id Repository Object Type ID. 

Returns 

The data for one Repository Object Type. 

 

RepositoryObjectType[] GetRepositoryObjectTypes()  

Returns all Repository Object Types. 

Returns 

An array with data for all Repository Object Types. 

 

RepositoryObjectType GetRepositoryObjectTypeWithName(string name)  

Returns a single Repository Object Type with a given name. 

Parameters 

name Repository Object Type name. 

Returns 

The data for one Repository Object Type. 

 

bool IsRepositoryObjectOwned(string username, string password, Guid id) 

Returns if a given Repostiory Object is owned by the user. 

Parameters 

username The username. 

password The password. 

id  The Repository Object ID. 

Returns 

true if it is owned, false otherwise. 
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void ModifyRepositoryObject(string username, string password, RepositoryObject data)
   

Modify an existing Repository Object. Only admins and Repository Object owners are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object data. The ID is used to know which object to modify. data.BlobIDs is 
a read-only property and therefore any changes to it will be ignored. To change the Blobs 
use the Repository Object Blob related methods. 

 

void ModifyRepositoryObjectBlob( string username, string password, RepositoryObjectBlob 
 data)   

Modify an existing Repository Object Blob. Only admins and Repository Object owners are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object Blob data. The ID is used to know which object to modify. For this 
operation, if data.Data is set to null then the current BLOB data will NOT be changed. 

 

 

void ModifyRepositoryObjectType( string username, string password, RepositoryObjectType 
 data)   

Modify an existing Repository Object Type. Only admins are authorized. 

Parameters 

username The username. 

password The password. 

data The Repository Object Type data. The ID is used to know which object to modify. 

 

RepositoryObject Properties 

Guid  Id [get, set] 

Guid  RepositoryObjectTypeId [get, set] 

string  DisplayName [get, set] 

bool  Visible [get, set] 

bool  Obsolete [get, set] 

string  JsonData [get, set] 

DateTime  DateAdded [get] 

DateTime  DateModified [get] 

Guid[]  BlobIds [get, set] 
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string  Author [get] 

string  ViewUrl [get] 

 

RepositoryObjectType Properties 

Guid  Id [get, set] 

String  Name [get, set] 

String  DisplayName [get, set] 

String  SingleObjectName [get, set] 

bool  UseVisualEditor [get, set] 

bool  CanAddThroughApi [get, set] 

bool  CanModifyThroughApi [get, set] 

bool  CanDeleteThroughApi [get, set] 

RepositoryGroupPermission  SiteAddPermission [get, set] 

RepositoryUserPermission  SiteModifyPermission [get, set] 

RepositoryGroupPermission  SiteClonePermission [get, set] 

RepositoryUserPermission  SiteDeletePermission [get, set] 

RepositoryUserPermission  SiteSetObsoletePermission [get, set] 

String  JsonSchema [get, set] 

string  JsonFormOptions [get, set] 

string  JsonDisplayOptions [get, set] 

bool  AllowAdvancedSearch [get, set] 

string  JsonAdvancedSearchOptions [get, set] 

int  TabOrder [get, set] 

 

RepositoryObjectBlob Properties 

Guid  Id [get, set] 

Guid  RepositoryObjectId [get, set] 

string  Tag [get, set] 

string  Filename [get, set] 

bool  ShowOnWebsite [get, set] 

byte[]  Data [get, set] 

long  DataSize [get] 
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10. Appendix 3: TPM 2.0 Integration 

 

This appendix demonstrates how to integrate the new Infineon TPM 2.0 on PC platforms via the Low Pin 
Count (LPC) interface.  

Compared to version 1 of TPM 2.0 Integration as reported in deliverable 5.2 the following topics have been 
added or updated in in this version: 

 TPM 2.0 integration on Microsoft Windows systems (new, see section Error! Reference source not 
found.)  

 TPM 2.0 integration tests (new, see section 10.5) 

 Embedded Linux TPM Toolkit (new, see section 10.4.2) 

 Linux TPM 2.0 driver and software stack (updated, see section 10.4.2) 

 TPM 2.0 Host PCs (updated, see section 10.3.2) 

 

10.1. Motivation 

 

The Trusted Platform Module (TPM) is the very basic building block of Trusted Computing based 
certification in CUMULUS. It is becoming apparent, that new features in TPM 2.0 could lead to increased 
demand for TPM equipped cloud hardware, since the new TPM version provides enhancements to the 
availability of the TPM to applications, introduces a higher flexibility regarding cryptographic algorithms to 
be used and brings better usability for developers.  

With respect to potential TPM use case scenarios and the corresponding requirements to TPM functions, it 
appears obvious that discrete TPM 2.0 chips can meet enhanced trust and integrity requirements of critical 
cloud services the best. This way the market acceptance of cloud computing solutions and in particular the 
end users’ trust could be improved, especially in Europe where the security of cloud computing is critical.  

Regarding the hardware platforms to be supported, it is becoming apparent that Intel and ARM are the two 
most important platforms required to gain market shares, and that the demand of discrete TPM 2.0 chips is 
currently especially high for Intel-based platforms with LPC interface. 

And with respect to operating systems, Linux has a considerable market share in the public cloud. With the 
exception of Microsoft Azure, all of the other dominant public clouds run both computing and storage 
services on Linux. The Linux server demand continues to be positively impacted by cloud infrastructure 
deployments, and Linux servers represented in 2013 28.5% of all server revenue, up 4.6 points when 
compared with the fourth quarter of 2012 [27]. According to IDC, proprietary Unix and mainframe servers 
have been on the decline over the past several years, replaced by Linux server demand. Particularly, just for 
the CUMULUS case, both scenarios, as well as almost the whole framework, run using this OS. 

Apart from Linux, Microsoft Windows™ is also very relevant for secure cloud computing and for CUMULUS 
in particular, especially Windows 8 and 8.1 which support TPM 2.0 via an integrated software stack.  

In summary, the integration of discrete TPM 2.0 chips on Intel-based platforms with Linux and Windows 
operating systems is a necessary and critical prerequisite to cover potential future target platforms for TC-
based certification – additionally to TPM 1.2 chips and embedded TPM platforms which have been in the 
focus within CUMULUS so far. 

Infineon has developed a new TPM security IC which supports the new TPM 2.0 specification (see section 
3.1.1). While this security IC itself was not developed within CUMULUS, the integration of the new TPM 
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chip on host platforms and the components required for this integration are in the focus of CUMULUS WP5. 
Without this integration the CUMULUS project partners could neither utilize TPM 2.0 in the CUMULUS 
infrastructure nor in the CUMULUS industrial scenarios. 

The required components are: 

 Hardware 

− Infineon TPM 2.0 Chip 

− Infineon TPM 2.0 Evaluation Board 

− Host PC 

 Software 

− Unified Extensible Firmware Interface (UEFI) supporting TPM 2.0 

− Linux or Windows Operating System with TPM 2.0 Driver 

− TPM 2.0 Stack and/or TPM 2.0 Application Software 

 

Section 10.4 describes the CUMULUS TPM 2.0 Reference Platform which is based on a Linux operating 
system.  

 

10.2. Scope 

 

This document is intended for developers who want to use the new TPM 2.0 security ICs on a PC platform 
via the Low Pin Count (LPC) interface. It supports Infineon’s project partners within CUMULUS to utilize 
new TPM 2.0 features, while the previous TPM 1.2 version, has been widely used in CUMULUS so far. 

Outside of CUMULUS, Infineon will use this document to support also business partners and customers 
concerning the integration of TPM 2.0 chips. 

 

10.3. TPM 2.0 Overview 

 

The Infineon PC TPM 2.0 chip is compliant to the TPM 2.0 library specification released by the Trusted 
Computing Group (TCG), [23]. TPM 2.0 is intended to be usable for a very broad range of platforms from 
embedded systems to mobile devices to PCs to servers. In the context of CUMULUS, both server-side and 
client-side platforms can be secured with TPM. 

 

10.3.1. New Features 

 

The enhanced flexibility of TPM 2.0 (e.g. with respect to cryptographic algorithms) facilitates the 
implementation of enhanced security requirements in different cloud nodes. The following list recaps the 
most fundamental innovations in TPM 2.0, [26] [24]: 

 Support for additional cryptographic algorithms (e.g. SHA-2, ECC). 

 Agility of cryptographic algorithms for use by geographies or markets that require specific-use 
algorithms. 

 Enhancements to the availability of the TPM to applications. 

 Enhanced Authorization for improved TPM management (allows associating authorization policies with 
TPM objects). 

 Additional cryptographic services to enhance the security of platform services. 
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 Support for more than one “bank” of Platform Configuration Registers (PCRs) for different hash 
algorithms. 

 By default, the owner/user receives the TPM already initialized, and cannot (completely) disable the 
TPM. 

 New keys ("seeds") and key hierarchy: Persistent, randomly generated seed value from which 
Endorsement Keys (EK) are derived. The derivation process lets the TPM generate a different EK for 
each set of key parameters. 

 

10.3.2. Host Platforms 

It becomes apparent that TPM 2.0 will be first utilized on PC platforms. Discrete TPM chips are usually 
integrated on PCs via the LPC interface. The complete TPM 2.0 functionality can only be used on PCs with a 
UEFI which supports this new TPM version. As of today there are only few PC platforms publicly available 
which allow a straight-forward integration of TPM 2.0 under Linux. A widely-used Windows PC with 
Infineon TPM 2.0 is the Microsoft Surface Pro 3.  

Infineon has evaluated various platforms and developed the hardware and software components required 
to integrate the TPM. The result of this work, the CUMULUS TPM 2.0 Reference Platform, is presented in 
this section. 

 

10.4. CUMULUS TPM 2.0 Linux Reference Platform  

 

The components of the CUMULUS TPM 2.0 Reference Platform include TPM hardware and software 
developed by Infineon, integrated in a PC platform supporting TPM 2.0 with a Linux operating system.   

Note: The integration of the new Infineon TPM 2.0 chip on Linux PC platforms via the LPC interface has been 
tested with the hardware and software components described in this section. Other configurations with 
other versions of the same components or other components (e.g. Linux distribution or Linux kernel 
version) have not been tested. They might work, but may need some additional or different steps. 

 

10.4.1. Hardware 

 

This chapter gives an overview on the hardware components used in this document. 

Infineon TPM 2.0 Chip 
The following figure depicts the Infineon OPTIGATM TPM 2.0 chip (SLB 9665 TT 2.0), see 
http://www.infineon.com/cms/en/product/security-ic/trusted-
computing/channel.html?channel=db3a30433efacd9a013f10d2a7264daa).  
 

 

http://www.infineon.com/cms/en/product/security-ic/trusted-computing/channel.html?channel=db3a30433efacd9a013f10d2a7264daa
http://www.infineon.com/cms/en/product/security-ic/trusted-computing/channel.html?channel=db3a30433efacd9a013f10d2a7264daa
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Figure 37 - OPTIGA TPM 2.0 Chips 

 

This TPM chip is already integrated in some publicly available PC platforms (see section10.3.2). For research 
purposes (such as in CUMULUS) it can be obtained under special conditions directly from Infineon.  

Infineon TPM 2.0 Evaluation Board 

The following figure depicts the Infineon TPM 2.0 Evaluation Board. 

 
Figure 38 - Infineon TPM 2.0 Evaluation Board 

 

This board connects the TPM chip to the host PC via the LPC socket on the host PC’s motherboard.  

Note that this evaluation board can only be obtained directly from Infineon.  

 

Host PC 

Infineon has investigated the integration of its new TPM 2.0 chip (see section 3.1.1) with several PC 
platforms. 

The following requirements to the CUMULUS TPM 2.0 Reference Platform were set: 

 PC has UEFI which supports TPM 2.0. 

 UEFI allows installing and booting Linux. 

 Motherboard has an LPC socket. 

 PC is freely available. 
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The investigation showed that only few PC platforms meet all these requirements. On the one hand, most 
of the PCs suitable for TPM 2.0 are not publicly available yet. And on the other hand, there are platforms 
which support Microsoft Windows 8 out-of-the-box, but are not designed to run Linux. 

The conclusion was to choose the Intel Server Board S2600CP4 UEFI 2.3.1 Development Kit as reference 
system (see http://uefidk.com/develop/server-development-kit#accordions_server_development_kit-
page-1 ). 

The following three figures illustrate how to connect the TPM2.0 chip via LPC socket and evaluation board. 
 

 
Figure 39 - Host PC with Intel Server Board S2600CP4 UEFI 2.3.1 

 

 
Figure 40 - Intel Server Board S2600CP4 UEFI 2.3.1 - LPC Socket 

 

http://uefidk.com/develop/server-development-kit#accordions_server_development_kit-page-1
http://uefidk.com/develop/server-development-kit#accordions_server_development_kit-page-1
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Figure 41 - Intel Server Board S2600CP4 UEFI 2.3.1 with Infineon TPM 2.0 Evaluation Board 

Note: It is expected that in the near future more PCs with discrete TPM 2.0 chips will be available in the public. 
For details, contact your local Infineon contact person. 

 

10.4.2. Software 

 

The software of the CUMULUS TPM2.0 Reference Platform consists of the following components: 

 Unified Extensible Firmware Interface (UEFI):  

The UEFI must support TPM 2.0. You need to enable the TPM in the UEFI.  

 Linux Operating System with TPM 2.0 Driver: 

Ubuntu 14.04 LTS with Linux kernel 3.16 and Infineon TPM 2.0 driver have been tested. You need to 
install Ubuntu first, and then compile and patch a Linux kernel 3.16 with TPM 2.0 driver.  

 TPM 2.0 Stack and Application Software: 

Stack and application software are needed additionally for high-level TPM programming.  

All required setup steps are explained in detail in this section. 

 

Note: With Linux kernel 4.0, the TPM 2.0 driver has been integrated in the Linux kernel.  

Unified Extensible Firmware Interface (UEFI) 

TPM 2.0 must be explicitly enabled in the UEFI. This can be done by entering UEFI and selecting the 
following settings:  

EDKII Menu -> TrEE Configuration -> Current TPM Device = <TPM 2.0 

(DTPM)> 

EDKII Menu -> TrEE Configuration -> TPM2 Operation = <No Action> 
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Figure 42 - Enable TPM in UEFI 

Linux Operating System and TPM 2.0 Driver 

Linux Command Conventions 

Since some Linux commands are directly interacting with hardware or accessing protected system files, 
these commands have to be executed with administrative privileges (also known as root privileges).The 
convention in this document will be that whenever a command requires root privileges, the actual 
command is preceded by “#”, as for commands requiring only normal user privileges are preceded by “$”: 

# [command to be executed as root] 

and 

$ [command to be executed as user] 

Ubuntu 14.04 LTS 

The host PC should be a native machine and will be used to communicate to the TPM. 

It is recommended to use a Linux Distribution such as Ubuntu®, Debian®, or similar on the host PC. This 
document refers to the usage of a native machine running Ubuntu 14.04 LTS, which can be downloaded at 
http://www.ubuntu.com/download/desktop.  

Note: All commands and troubleshooting hints in this document have only been tested on this exact same 
Ubuntu version. Other versions can be used on your own risk. 

To install Ubuntu, just follow the installation instructions at http://www.ubuntu.com/download/desktop. 

The basic installation of Ubuntu comes by default with many packages installed depending on the 
selections made during the installation. Beyond that, the following list shows all additional software 
packages required. Depending on your Linux distribution, the list might include some packages which are 
already installed: 

 git 

 libncurses5-dev 

 ncurses-dev 

 build-essential 

Further information on these packages can be found at http://packages.ubuntu.com/.  

http://www.ubuntu.com/download/desktop
http://www.ubuntu.com/download/desktop
http://packages.ubuntu.com/
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The easiest way to make sure that all packages and their dependencies are installed is to call the 
installation routine for all of them from a command terminal via the following command:  

# apt-get install [package name]  

Note that root privileges are required (marked by the ‘#’ in front of the command) and an active Internet 
connection).  

Packages already installed before will not be reinstalled, so you can simply do it with a single command in 
the command terminal on the host PC for all packages at once: 

# apt-get install git libncurses5-dev ncurses-dev build-essential 

Patch and compile Linux Kernel 3.16 with TPM 2.0 Driver 

The next step is to compile and patch Linux kernel 3.16. You can either download the kernel as an archive 
or you can clone a new kernel via github. 

 

Download Linux kernel as an archive: 

Download Linux-kernel version 3.16 as an archive from here:  

https://www.kernel.org/  . 

Extract the archive. 

 

Clone new Linux kernel via github: 

Instead of downloading the kernel as an archive, you can alternatively clone a new kernel with the 
following command: 

$ git clone git://github.com/torvalds/linux.git 

Note: Behind a proxy you might need to use the slower HTTPS protocol instead of the faster GIT protocol. To 
do so, replace “git://...” in the URL above with “https://...” and check the documentation of git for the 
configuration of a proxy. 

Switch to the new folder and get the files for kernel version 3.16: 

$ cd linux 

$ git checkout origin/3.16 -b 3.16 

 

Patch TPM 2.0 Driver: 

Note: With Linux kernel 4.0, the TPM 2.0 driver has been integrated in the Linux kernel. Thus you do not 
need to patch the TPM 2.0 driver and compile a new kernel, if your operating system has Linux kernel 
4.0 or higher. The following steps explain how to integrate the TPM2.0 driver on operating systems 
with Linux kernel versions older than 4.0.  

For using the Infineon TPM 2.0 on a system running Linux you have to build a kernel with a device-driver 
supporting TPM 2.0. Note that as of now no such TPM driver is currently available to the public, but an 
early driver version can be obtained directly from Infineon.  

First, extract the TPM 2.0 driver patch archive switch to the Linux folder:  

$ cd linux 

The next step is to patch the TPM driver by using the patch command: 

$ patch -p1 < /path/to/patch/0001-Use-devm_ioremap_resource.patch 

$ patch -p1 < /path/to/patch/0002-TPM-Add-support-for-TPM2.0-

userspace.patch 

https://www.kernel.org/
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Note: In case of patching errors, revert the changes by repeating the same command (enter “yes” when asked 
“Assume –R?” and apply them manually via opening the patch file and copying the failed patch lines 
with a text editor into the corresponding source file line. 

After that, the new TPM driver needs to be added to the kernel. Execute the following two commands to 
bring up the kernel configuration: 

$ make oldconfig 

Note: For advanced settings you can use the default. 

$ make menuconfig 

In the upcoming menu, select the following: 

Device Drivers → Character devices → TPM Hardware Support = * → TPM 

Interface Specification 1.2 Interface = * 
 

 
Figure 43 - Device Drivers Configuration Menu 

 

Then exit the menu and save the configuration when asked to. 

 

Compile new kernel: 

After that, use the following commands to compile the kernel: 

$ make -jX 

Note: X is the number of parallel threads created and used for compiling. You will get the fastest result when 
using the number of logical processor cores +1 (for example “5” in case of a processor with 4 logical 
cores) of your host PC here. 
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Now compile the modules: 

$ make modules –jX 

Finally, install the new kernel 3.16 including TPM 2.0 driver: 

# make modules_install 

# make install 

 

Make sure that TPM driver is loaded: 

Once the new kernel has been installed and started, make sure that the TPM 2.0 driver has been loaded:   

$ ls –l /dev/ | grep tpm 

The TPM device file will be listed then as illustrated in the following figure. 

 
Figure 44 - TPM Device File 

 

Integration of TPM 2.0 Driver in Linux Kernel 4.0 

The TPM 2.0 driver is integrated in Linux kernel 4.0 which was released in April 2015. The new driver 
infrastructure for TPM2.0 was developed by Intel in a joint effort with the Linux Kernel TPM Subsystem 
Maintainer from Infineon. Infineon also did the integration testing for its new OPTIGA TPM 2.0 chip. 

TPM 2.0 Stack and Application Software 

Recent Linux kernel versions have included both TPM driver and TCG Software Stack (TSS) for TPM version 
1.2, [25]. The high-level TPM application-programming interface (API) of this stack has been used so far in 
all CUMULUS work related to TC-based certification. 

Unlike with TPM version 1.2, there is no stable and fully functional Linux TSS stack for TPM 2.0 available 
yet. 

Therefore, today TPM 2.0 can only be used by low-level programming which results in considerable 
additional effort.  

 

TPM 2.0 Stack 

Currently, TSS 2.0 (the Trusted Computing Software Stack for TPM 2.0) is in development by the TSS 2.0 
Working Group. So far, no release of TSS 2.0 has been done, thus a developer version is only available for 
TSS 2.0 WG members. 

Furthermore, the current developer version of TSS 2.0 does only support the Microsoft TPM 2.0 
Simulator to be used from Linux PCs via a network interface. The simulator has to be run on a Microsoft 
Windows system. 

For testing purposes, Infineon has developed a small proxy written in Python that routes TPM 
commands from the simulator interface to a dedicated TPM 2.0 chip on any Linux PC. This allows testing of 
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current implementations of TSS 2.0 with an actual TPM 2.0 chip instead of the Microsoft TPM 2.0 
Simulator. 

 

Embedded Linux TPM ToolBox (ELTT) 

Due to the fact that Linux still has no released high-level API for application developers (e.g. other 
CUMULUS project partners) who want to use TPM 2.0, Infineon decided to design and develop an 
Embedded Linux TPM ToolBox (ELTT) which demonstrates how to use basic TPM 2.0 functions on a Linux 
platform with the new Infineon OPTIGA TPM 2.0 chip. This effort was made in the STANCE research project. 
Infineon can now provide enhanced TPM 2.0 support for CUMULUS application developers. ELTT is a single-
file executable program intended for testing, performing diagnosis and basic state changes of the Infineon 
TPM 2.0. ELTT comprises source code for low-level TPM 2.0 access (e.g. on Linux platforms with TPM 2.0 
driver, but without TPM 2.0 stack). ELTT can be obtained directly from Infineon. 

Typical TPM 2.0 functions relevant for CUMULUS which are demonstrated by ELLT are related to the 
handling of Platform Configuration Registers (PCRs), since PCRs are used to protect the integrity of 
hardware and software. The new TPM 2.0 support for more than one PCR banks for different hash 
algorithms is also implemented in ELTT. 

The syntax of the ELTT version for TPM 2.0 (ELTT2) is: 
./eltt2 <option(s)> 

In order to work with the TPM, you need to send the TPM2_Startup command first: 
./eltt2 -u 

Command line help is displayed with: 
./eltt2 -h 

Note: Due to hardware (and thus TPM) access restrictions for normal users, ELTT requires root (aka superuser 
or administrator) privileges. These can be obtained e.g. by using the 'sudo' command on Debian Linux 
derivates. 

The following table lists ELTT command line options for PCR handling: 

ELTT Command Line Option Explanation 

-r <PCR index> 

 

Read data from the specified SHA-1 PCR. 

For example, use the following command to read data from PCR 23 
(0x17): 
./eltt2 -r 17 

-R <PCR index> Read data from the specified SHA-256 PCR. 

For example, use the following command to read data from PCR 23 
(0x17): 
./eltt2 -R 17 
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ELTT Command Line Option Explanation 

-e <PCR index> <PCR digest> Extend bytes in the specified PCR with SHA-1. 

To do so, enter the index of the PCR to be extended in hexadecimal 
notation and the digest the PCR shall be extended with. Note that 
you can only extend PCRs with index 0 to 16 and PCR 23, and that 
the digest must have a length of 20 bytes (will be padded with 0 if 
necessary). 

The TPM then builds a SHA-1 hash over the PCR data in the selected 
PCR plus the provided digest and writes the result back to the 
selected PCR. 

For example, use the following command to extend PCR 23 (0x17) 
with the byte sequence {0x41, 0x62, 0x43, 0x64, 0x00, ... (will be 
filled with 0x00)}: 
./eltt2 -e 17 41624364 

-E <PCR index> <PCR digest> Extend bytes in the specified PCR with SHA-256. 

To do so, enter the index of the PCR to be extended in hexadecimal 
notation and the digest the PCR shall be extended with. Note that 
you can only extend PCRs with index 0 to 16 and PCR 23, and that 
the digest must have a length of 32 bytes (will be padded with 0 if 
necessary). 

The TPM then builds a SHA-256 hash over the PCR data in the 
selected PCR plus the provided digest and writes the result back to 
the selected PCR. 

For example, use the following command to extend PCR 23 (0x17) 
with the byte sequence {0x41, 0x62, 0x43, 0x64, 0x00, ... (will be 
filled with 0x00)}: 
./eltt2 -E 17 41624364 

-z <PCR index>  Reset the specified PCR in both PCR banks (for SHA-1 and for SHA-
256)w. Note that you can only reset PCRs 16 and 23. 

For example, use the following command to reset PCR 23 (0x17): 
./eltt2 -z 17 

Table 3: ELTT Command Line Options for PCR Handling  

 

Figure 44 shows how to use the ELLT functions concerning SHA-256 PCRs and the corresponding program 
output. Here the following steps are executed: 

1. Read PCR 23. 

2. Extend PCR 23. 

3. Read PCR 23. 

4. Reset PCR 23. 

5. Read PCR 23. 
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Figure 45 – Usage of ELTT 

 
 
 
 

10.5. TPM 2.0 Integration Tests 

The integration of the new Infineon TPM 2.0 on PC platforms via the LPC) interface has involved extensive 
integration testing. New tests specific for TPM 2.0 have been designed and implemented. Several types of 
automated and manual test runs have been executed. An overview of TPM 2.0 integration tests is 
presented here. 

 

10.5.1. Overall Test Concept 

A dedicated TPM 2.0 integration test concept has been designed which considers the following aspects. 

 Test Automation: Both automated and manual tests are applied. On the one hand the percentage of 
automated tests is maximized in order to be able to deploy continuous integration and testing over the 
whole agile development cycle. On the other hand some few manual tests are executed in critical 
phases to complement the test coverage. 

 Test Targets: As common with ICs, the tests are executed not only the real hardware chips, but also on 
simulators. 

 Test Categories: Several different Test Categories which comprise dedicated Test Topics are specified.  

 The frequency of test execution depends on Test Category and Test Topics and is aligned with Infineon’s 
Agile Development Process and the Continuous Integration Test Concept. 

Figure 46 Error! Reference source not found. depicts the overall TPM 2.0 test concept. 
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Figure 46 – TPM 2.0 Test Concept 

 

10.5.2. Test Categories 

The following table lists the test categories involved in TPM 2.0 integration testing which are defined with 
respect to type, purpose and subject of the test cases. As shown in Error! Reference source not found., 
these test categories are mapped to the particular phases of Infineon’s agile development process. For 
TPM2.0, numerous new test cases have been designed and implemented, and also many existing test cased 
have been refined.  
 

Test Category Explanation 

Smoke Tests A subset of automated functional application tests concerning the core 
functions of the application which is executed after each check-in into 
source code management database. 
Executed during Gerrit test run (i.e. after formal commitment of new or 
modified code). 

Developer Tests Concentrate on a single method or function of the software under test. 
These tests are designed, implemented and executed by developers during 
the implementation of new functionality.  

Developer tests are executed prior to commits. Only successfully tested 
commits are allowed to proceed to the SCM master branch. 

These tests can be executed quickly with each build created to make sure 
any code modifications did not break other code. 

Also called “Unit Tests”. 

Executed during Gerrit and Build test runs. 
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Test Category Explanation 

Build Tests A subset of the most critical automated functional application tests which 
are executed at each build. 

Executed during Build test run. 

TCG Compliance Tests Functional testing performed by Trusted Computing Group (TCG) members 
using TCG-developed automated Compliance Test Suites, according to a 
test plan documented by the TCG. TCG Compliance Tests are used to 
validate the TPM 2.0 chip against the TCG Specifications. The TCG verifies 
that the test suite results indicate that the product passed the tests. 

Executed during Nightly test run. 

Fuzz Tests Test patterns created from random values outside of the functional 
patterns (a particular type of Reliability Tests). 

Executed during Nightly test run. 

Stress Tests Used to verify robustness of the test target during high load and prolonged 
use (another particular type of Reliability Tests). Therefore, test cases 
selected from the system tests are executed in a continuous loop, without 
resetting the device in between.  

Executed during Nightly test run. 

System Tests Consist of both positive and negative tests for individual commands as well 
as sequences of commands, representing the typical usage of the target 
application.  

Executed during Nightly test run. 

WHCK Tests Test suite predetermined by Microsoft (Microsoft Windows Hardware 
Certification Kit) which must be passed by TPM chips to be integrated in 
Microsoft Windows. WHCK comprises general TPM tests and specific new 
tests for TPM 2.0. For each new Windows version there is an own version 
of the WHCK (e.g. Windows 8.1). While most of the WHCK tests are 
automated, some are run manually. 

Executed during Weekly test run if the test target is a Windows platform. 

MMC Tests Manual tests on Windows platforms where the TPM status is checked and 
modified in the Microsoft Management Console (MMC). Internally, the 
Windows Management Instrumentation (WMI) provider functionality for 
TPM is being called.  

Executed during Sprint test run if the test target is a Windows platform. 

Power Tests All tests related to the power management requirements and specification 
of the TPM 2.0 chip. 

Executed during Release test run. 
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Test Category Explanation 

TxT Tests Trusted Execution Technology (TxT) tests defined by Intel which are used 
to validate that defined TPM chip configurations behave as expected. 

Executed during Release test run. 

Timing Tests Tests for profiling the TPM performance. Timing tests are used to validate 
that the TPM fulfils timing requirements defined by TCG and Infineon 
customers. 

Executed during Release test run. 

Manual Tests All tests which need interaction from a test engineer and thus cannot be 
automated.  

Executed during Release test run. 

Table 4: Infineon TPM 2.0 Integration Test Categories 

 

10.5.3. Test Execution and Results 

The automated and manual test runs described above have been continuously refined and executed during 
the development of the TPM 2.0 firmware and embedded software and during the integration of the TPM 
chip on host PC platforms. 

The testing has been performed mainly on Intel host PCs, such as the PC hardware used for the CUMULUS 
TPM 2.0 Reference Platform (see10.4). 

Test results of automatic tests have been monitored, processed and exported into reports. The results of 
manual tests have been reported within the quality management software. Both types of test reports are 
managed in a central database. 

 As a result, numerous TPM 2.0 integration test runs of types Gerrit, Build, Nightly, Weekly, Sprint and 
Release with the according test categories and test cases have been executed in the third CUMULUS 
project year (e.g. almost 100 Weekly test runs for three different host PC configurations). 

 

10.6. Outlook 

 

The integration of the new Infineon TPM 2.0 chip on Linux and Windows PC platforms via the Low Pin 
Count (LPC) interface has been demonstrated and extensive integration tests on these platforms have been 
designed, developed and executed. This helps CUMULUS project partners to integrate also new TPM 2.0 
chips on the CUMULUS platform and in the industrial scenarios. 

Apart from that, it seems likely that TPM 1.2 will remain the main foundation of TC-based certification in 
CUMULUS, since TPM 2.0 functions still can be used under Linux only by low-level programming as long as 
no full Linux TPM 2.0 stack is available. 

 

 

 

 


