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1. Conclusions 
 
During 36 project months, the 12 MOSARIM participants performed a broad range of 
investigations on automotive radar interference effects, documented in about 25 mostly 
public deliverables: 
 
On boundary conditions and background information: 
 
Since the introduction of the first vehicular radar function “Adaptive cruise control” in 
1999, several new radar functions have been launched (forward and sideward/backward 
looking radars). Here, a list of four current forward looking and four current 
sideward/backward looking radar applications were compiled as a basis for the definition 
of relevant scenarios and safety discussions (see Table 1). 
 

Adaptive cruise control Blind spot detection 
Collision warning system Lane change assist 

Collision mitigation system Rear cross-traffic alert 
Vulnerable road user detection Back-up parking assist 

 
Table 1: Overview of the eight radar functions considered in MOSARIM. 

 
 
From the list of relevant radar applications, a selection of five forward looking and four 
side and backward looking road scenario’s was defined with detailed parameters for use in 
simulation and measurements. 
 
From the current 24GHz and 77GHz radar sensors of the MOSARIM partners, seven 
different radar transmitter modulation schemes were identified (see overview in Table 2). 
Modulation details were compiled and structured. 

 

 
24GHz UWB 24GHz NB (ISM) 77GHz 

21.65 GHz – 26.65GHz 24.05GHz – 24.25GHz 76.00GHz – 77.00GHz 

CW    
FSK    
FMCW    
FSK+FMCW    
Chirp sequence    
Pulse    
Pulse+FMCW    

 
Table 2: Available modulation schemes and working frequencies of sensors for measurements. 

 
 
 
Three independent market studies were analysed with regard to future radar sensor 
penetration, showing a mixture of 24GHz, 77GHz and 79GHz systems with several 
millions of radar sensors newly produced every year. Especially regulatory influences can 
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have a strong influence on the production numbers. The production numbers as stated are 
not necessarily in agreement with the opinion of the individual project participants. 

 
 

On interference effects: 
 
Radar systems consist of a chain of analogue and digital signal processing. The three most 
important interference mechanisms identified are: receiver compression, receiver noise 
increase and receiver ghost target generation before tracking. 
 
Theoretical analysis showed the probability of interference occurrence for different 
modulation schemes. Most likely increased noise floor effect occurs. 
 
For more detailed analysis, a comprehensive simulation tool-chain was developed and 
verified, covering scenario editing, ray-tracing simulation, Matlab victim receiver 
modelling and also inclusion of statistical traffic data. Figure 1 shows one exemple of a 
deterministic, dynamic traffic scenario, which was created and simulated by this tool-chain.  
 

 
 
Figure 1: Example of a simulated road scenario with victim car in magenta, interfering cars in red and 

a motor bike as neutral target. 
 
 
Modelling of traffic participants was supported by extensive 360° RCS measurements of 
children, grown-up pedestrians, bikes, motor bikes, compact cars and a small lorry. 
 
In addition to the theoretical and simulative investigations, extensive practical interference 
measurements were performed for the defined scenarios in different environments: starting 
from an anechoic chamber, over an empty road (airport runway), over a tunnel, up to a 
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complex parking garage. Each radar supplier has collected relevant data for increasing the 
robustness of their radar sensors. Because of confidentiality reasons among commercially 
competing suppliers, the recorded measurement results were only documented in 
MOSARIM on a rather qualitative non-public level. 
 
In addition to mutual interference, also possible interference from incumbent frequency 
users like police radar speed meters or surveillance radars was compiled, structured and 
simulated. Measurements were performed regarding the interference from 77GHz fixed 
roadside surveillance radar. Since incumbent applications come along with different 
boundary conditions than automotive radars, their transmit signals can be considerably 
different and thus interference mitigation need to be more extensive. 
 
For generating reproducible interference signals for the selected seven modulation 
waveforms at 24GHz, 77GHz and 79GHz, a special instrument (Norm Interferer) was 
developed and realized in a standard 19 inch format. This instrument was checked using 
spectrum and frequency versus time measurements. A Normalised Interferer will become 
important when standardized interference robustness tests will be defined. 
 
Finally, interference was also considered in the context of functional-safety (ASIL). 
Conventional functional-safety literature does consider failures due to hardware 
component, software and communication failures, but does not consider failures due to 
interference. A proposal was made for an extension, but due to the complexity of the 
functional-safety topic, only rudimentary results were achieved. 
 
 
On countermeasures: 
 
The topic of interference and search for countermeasures is not new.  Comparable research 
has been done for non-automotive radar and communication applications. Therefore the 
respective available patent and paper literature was examined and the idea’s for 
countermeasures were extracted and structured into six basic categories (see overview in 
Table 3). 
 

 
 

Table 3: Overview of structured countermeasures. 
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From the six basic categories, a list of 22 variants was compiled, evaluated and ranked 
with respect to various criteria like the implementation effort, required power and 
computational resources, cost, requirement for harmonisation etc. The top 9 
countermeasures were selected for further evaluation, in order to derive  guidelines. Their 
mitigation performance ranges from a few dB up to (theoretically) infinite dB. 
 
Some countermeasures were newly implemented in real radar sensors and their mitigation 
performance was measured during practical tests. 
 
If we start our analysis from the operational needs for the car with regard to lower and 
higher safety functions, we come to the conclusion that the radar sensors involved should 
be specified in a different manner. A radar sensor that is supporting a high safety function 
should have a high reliability and availability. The consequence is that its mitigation 
margin should be high enough to realize this reliability and availability. For lower safety 
functions the mitigation margin could be lower. 
Other design elements are also the reaction time and the cost for implementation. 
  
This discussion is completely new and needs further exploration. Cooperation with the car-
industry is needed to develop an accepted methodology that can derive the needs for a 
radar sensor, starting from its functionality in the car. 
 
On guidelines: 
 

• In the context of radio regulation, a hierarchy of various different document types 
exists, ranging from guidelines over recommendations over standards up to laws. 
Since the MOSARIM project is a non-regulatory group, it can only give guidelines. 
The possible transfer from guidelines to higher document categories is up to official 
Standardization groups like ETSI. It should be noted that many of the MOSARIM 
participants are also an ETSI member. 
 

The following overall conclusions are drawn / guidelines given: 
 

• Noticeable interference is only visible at closer distances. 
• Environments with wave guiding characteristics, like tunnels or parking garages 

slightly increase this relevant distance. 
• The most likely interference effect is the increase of victim receiver noise, meaning 

that true targets could be masked if it is combined with a low receive power. 
• Further increase of radar sensor penetration will hardly increase the maximum 

intensity of interference but the occurrences will increase (see also example result 
in Figure 2). 

• Several countermeasures exist which can reduce noise increase and which are 
feasible for the boundary conditions of vehicular radar sensors. 

• The MOSARIM guidelines are giving a detailed description of these 
countermeasures. 
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Figure 2: Example for simulated interference power  

 
In Figure 2 an example for simulated interference power level at Rx antenna port of 
24GHz ACC victim radar (0dBi antenna gain assumed, ±10° 3dB Rx azimuth angle) 
versus radar penetration rate is shown. All other cars in statistical traffic are equipped with 
24GHz LCA/BSD (20 dBm EIRP , ±42.5° 3dB Tx azimuth opening angle), and 24GHz 
ACC (20 dBm EIRP , ±11.5° 3dB Tx azimuth angle). No beam-scanning is used. The 
straight road consists of 2x2 lanes and the average speed is 50 km/h.  
While the max. received interference power (red curve) hardly changes with increasing 
penetration rate, the distribution (brown and green curves) shows a noticable increase.
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2. Outlook 
 
Radar sensors have to fulfil the regulatory requirements range for  radio and EMC and pass 
respective tests [ETSI1-4], [EMC1-2], for example: 
 

• Tx-sided limitation on permitted range of emission frequencies 
• Tx-sided limitation on maximum emission power / power density 
• Tx-sided limitation on out-of-band and spurious emissions 
• Rx-sided immunity against out-of-band irradiation (for example GSM pulses) 

 
No requirements are currently avaialble for immunity against in-band frequencies. But the 
current trend in radio regulation with the goal to achieve better and more efficient spectrum 
usage could change this: 
 
In [CEPT44] it is stated: “… If we improve the receivers’ capabilities… more devices may 
utilise the medium …The result would be a regime of certifiable receiver performance 
standards and associated regulations that protect the rights of compliant receivers, …” 
 
In [RTTE] it is stated: “Although receivers do not themselves cause harmful interference, 
reception capabilities are an increasingly important factor in ensuring the efficient use of 
radio spectrum by way of an increased resilience of receivers against interference and 
unwanted signals on the basis of the essential requirements of Directive 2004/108/EC.” 
 
This means that the MOSARIM guidelines of using Rx-sided countermeasures against 
mutual interference is in-line with that trend. 
 
 
Aside of governmental agencies, also non-governmental organisations are active in 
fostering more robust products. One example is the EuroNCAP organisation which defines 
and undertakes vehicular safety tests and publishes ranking results. Therefore car 
manufacturers are implicitly forced to improve their products. It is conceivable that 
robustness of radar sensors against interference could also be tested on such a basis. 
 
 
The standardisation of a test on interference robustness would require a defined selection 
of various details and parameters: 
 

• Geometric setup (distance between victim and interferer, size of neutral targets, …, 
see simple example in Figure 3) 

• Interference signals (modulation waveforms, amplitude, …). Here, a signal source 
like the norm interferer realized in MOSARIM would be a possible choice. 

• Strategy for evaluation of victim behaviour (degree of noise increase, target loss, 
ghost target generation before tracking, …) 

• Definition of limit values separating sensors for lower safety requirements and 
sensors for higher safety requirements. But this especially requires a more in-depth 
treatment of the functional-safety topic. 

• Implementation in governmental or non-governmental organisations 
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Figure 3: Example of a first very simple interference test setup 

 
 
 
Furthermore, radar development does not stand still. New radar functions come up in the 
vision of 360° coverage like “side impact warning”, also involving close distances. With 
higher integrating RF-CMOS technology, new modulation schemes like OFDM might 
come up, and also countermeasures like “communicate and avoid” might become more 
feasible than currently assessed. 
 
 
Finally, if looking beyond the European situation, differences in typical road scenarios (for 
example very high-density traffic in Asian megacities or long-term parallel driving in the 
United States), differences in incumbent frequency applications, differences in radio 
regulation, … could require an update / extension / further development of the MOSARIM 
results. 
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4. Abbreviations 
 
ASIL Automotive Safety Integrity Level 
CEPT Conference of European Postal and Telecommunications 

administrations 
ECC European Communication Council 
EMC Electro-Magnetic Compatibility 
ETSI European Telecommunication Standardisation Institute 
EuroNCAP European New Car Assessment Programme 
GSM Global System for Mobile communication 
ISO International Standardization Organization 
OFDM Orthogonal Frequency Division Multiple access 
RF-CMOS Radio Frequency Complementary Metal Oxide Semiconductor 
SRD Short Range Device 
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