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Final publishable summary report  
 

 

1 Executive summary 
 

The main objective of the INTER-TRUST project has been to develop a framework to support 

trustworthy applications in heterogeneous networks and devices, based on the enforcement of 

interoperable and changing security policies. It addresses a need, identified by developers, integrators, 

operators and the end-users of the INTER-TRUST framework, for systems that have to comply with 

strong security requirements. 

To achieve its objective the project has addressed several challenges including the adoption of 

methodologies and tools for the management of authentication, authorisation and access control, the 

development of software modules to support security negotiation, security audit and monitoring, and 

the use of secure and efficient software development methodologies. 

The final project result is a software framework, dynamic and scalable, which allows secure 

interoperation between different parties or systems, and is able to dynamically adapt the security rules 

that drive this interaction according to changes in the run-time environment.  

The framework, designed, developed and tested within the project, supports all the steps required to 

design develop and deploy the software security layer within software applications, namely:  

• security policy specification;  

• security policy deployment and configuration;  

• pre-release testing, operation-time enforcement and vulnerability detection; 

• reaction, including policy redeployment in case of changes in the environment, in particular 

when an intrusion is detected. 

It provides formal models, methods, techniques and tools for developers, testers and integrators to 

produce more secure applications that are able to adapt their behaviour, both to the security policies 

that are provided to them and to the context in which these applications operate. Moreover, it provides 

run-time components that monitor the application during operation and react, in the case of security 

policy violations, and testing tools to perform conformance and robustness testing. 

The INTER-TRUST framework has been validated within two completely different case studies with 

complex, high-demanding critical services: e-voting and Vehicle to Vehicle/Vehicle to Infrastructure 

(V2x) communications for Intelligent Transport Systems (ITS); moreover, the two case studies 

allowed to gather concrete requirements and define the research priorities and to develop and test 

concrete demonstrators of the technology developed. 
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2 Summary description 
 

INTER-TRUST is addressing a crucial problem of today’s world, where pervasive networks of 

computer and services have become a crucial infrastructure element for the organisation of modern 

society. These networks are required to be more and more open and new technologies facilitate the 

interoperation between services composed of heterogeneous, communicating devices. Guaranteeing 

that they interoperate securely has become a major concern for individuals, enterprises and 

governments. This has given rise to the need to constantly maintain and protect these networks to 

achieve the high level of trust necessary so that they become an asset and not an added risk for society. 

Since the environment may be hostile and contain malicious opponents, the availability of frameworks 

to enforce secure interoperability is crucial. 

In this context, the goal of the INTER-TRUST framework is to allow managing, enforcing and 

negotiating changing security policies and to support the verification that the required security level is 

maintained, activating enforcement actions when needed.  

INTER-TRUST aims at finding an answer to the need of today ICT systems to interoperate within 

their environment, which, in general, has two main characteristics: it may contain hostile elements and 

it evolves dynamically. It is therefore necessary to design mechanisms to negotiate security policies so 

that the different parties involved may interact securely. However, since the environment may possibly 

change dynamically, these security policies cannot be deployed statically, particularly if the model of 

the environment is incomplete or contains errors. Instead, they must be dynamically adapted to the 

changes of the environment, especially when these changes reveal potentially hostile behaviours. 

Furthermore, the adaptability will make it harder to “crack” the system as compared to fixed never-

changing security mechanisms. 

The project has developed and prototyped a software framework (described in section 3.4 The INTER-

TRUST framework) composed of complementary modules and tools that interact in a transparent way 

to ensure dynamic negotiation and secure deployment of security policies in the context of 

interoperating systems.  

As mentioned, e-voting and Vehicle to Vehicle/Vehicle to Infrastructure (V2x) communications for 

Intelligent Transport Systems (ITS), are the two case studies which have been used to validate The 

INTER-TRUST framework. These are completely different cases with complex, critical services with 

demanding security constrains and their analysis allowed gathering concrete requirements for the 

INTER-TRUST framework, to define the research priorities and to develop test and evaluate concrete 

demonstrators of the technology developed. These case studies clearly demonstrate the importance of 

the objectives of INTER-TRUST. 

The first case study concerns remote multi-channel e-voting and requires the support of heterogeneous 

and highly distributed devices with strict security and privacy concerns. It is a natural evolution of 

Internet voting that adds support to mobile phones, land-line phones, e-mails, etc. for casting votes. 

The second use case scenario deals with a V2x/ITS context, with a focus on V2V (peer-to-peer 

communications) and on V2I (centralised communications). The security needs of V2x/ITS use case 

scenarios are of paramount importance to their successful implementation, particularly when dealing 

with safety-related services. In the V2I and V2V context there is a set of services, accessed by remote 

nomad devices or OBU (On-Board Unit) terminals using, sometimes patchy, wireless communications 

(UMTS, Wi-Fi, etc.). These services are often deployed on a common architecture and must be 

completely interoperable to make multi-provider deployment possible on the same infrastructure. As 

such, the V2x/ITS use case scenarios require highly adaptable, distributed security that can operate 

intermittently. 
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3 Main S&T results/foregrounds 
 

3.2 Project main objective  
 

The main objective of the INTER-TRUST project has been to develop a dynamic and scalable 

framework to support security mechanisms that allow secure interoperation between different parties 

or systems, and dynamically adapt the security rules that drive this interaction according to changes in 

the run-time environment.  

This framework aims to provide formal models, methods, techniques and tools for developers, testers 

and integrators to produce more secure applications that are able to adapt their behaviour, both to the 

security policies that are provided to them, and to the context in which these applications operate. It 

also aims to provide run-time components that monitor the application during operation and react, in 

case of security policy violations, by injecting ad-hoc code, using AOP mechanisms to protect the 

inter-operating system from attacks. Active and fuzz testing will complete the approach by performing 

conformance and robustness testing. Active testing is used to verify that the implementation of 

security policies with respects to the interoperability requirements. Fuzz testing is used to check the 

robustness of the implementation against malicious input. 

 

 

3.3 INTER-TRUST framework and approach specifications 
 

The detailed specifications of the INTER-TRUST framework with its main functionalities and 

characteristics have been defined, after an in depth analysis of the requirements. Most of the 

requirements identified are focused on functionalities; however, some requirements address technical 

constrains or features concerning the integration with the final applications. These specifications are 

listed and detailed in the following list: 

 

Functionalities addressed by the INTER-TRUST framework: 

1. Privacy negotiation: negotiation process which aims at establish the level of privacy that must 

be respected in a subsequent communication(s) or provision of service. It may be considered 

as part of the security negotiation, described below. 

2. Security negotiation: negotiation process which aims at establish the security policy that must 

be enforced in a subsequent communication(s) or provision of service. 

3. Trust negotiation: negotiation process which aims at establish trust between parties 

participating in a subsequent communication(s) or provision of service. 

4. Management of security functionalities, i.e. modelling, interpretation, dynamic deployment, of 

the following security functionalities: 

a. Access control: requires the identification and the authentication of users when needed, 

and enforces access rules to these users. 

b. Confidentiality: prevents information disclosure to unauthorized or unintended 

individuals or systems. This is achieved through the encryption of the communication 

channels, and is necessary for maintaining privacy. 

c. Integrity: provides mechanisms to avoid or detect modifications of sensible data by 

unauthorized individuals or systems. Required feature: Reliability, to address Non 

repudiation. 
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d. Authenticity:  provides mechanisms to ensure that data, transactions and communications 

are genuine. Required feature: Reliability, to address Non repudiation. 

e. Privacy: controls or prevents disclosure of private information to unauthorized 

individuals. Assures honest usage of private information by service providers. 

f. Delegation: provides secure mechanisms to delegate the execution of tasks to another part 

of the software or to a remote system. 

5. Management of security policies at run-time: allows changing, deploying, disabling and 

enforcing policies at run-time. 

6. Context awareness: monitoring of the environment (context) in which the applications operate 

and detection of any change in this environment. 

7. Dynamic adaptation to context: changing the behaviour of the application depending on 

changes in context. 

8. Monitoring and testing: testing of the individual framework components and of concrete 

applications implemented using the INTER-TRUST framework, as well as monitoring the 

behaviour of the system to assess conformance with the required security properties. 

9. Reaction: activation of dynamic aspects that implement protection and mitigation strategies in 

case of detection of vulnerabilities or changes in the environment. 

10. Interaction with the application User Interface: the framework and the application UI should 

collaborate to show to the user the possible security and privacy options and to trigger the 

corresponding changes in the application according to the selected options. 

Further specifications for the INTER-TRUST framework: 

11. Secure and privacy preserving communications: communications, including the negotiation 

processes and other kind of data exchange among the INTER-TRUST components, must be 

secure and must respect the privacy preferences of the user. 

12. Scalability: the INTER-TRUST framework must be scalable by minimizing its impact on 

performance of the studied applications. 

13. Interoperability of the INTER-TRUST framework: the INTER-TRUST framework must be 

designed in order to minimize dependence on platform, (programming) language and protocol. 

Further specifications for the final applications, after the integration with INTER-TRUST: 

14. Low impact on affected communications: communications related to security issues must not 

be slowed or lost when their security properties are handled by INTER-TRUST. 

15. Avoid impact on non-affected functionalities: INTER-TRUST should not affect the 

performance of the functionalities not influenced by policies. 

 

A detailed description of the specifications of the INTER-TRUST framework in provided in the 

deliverable D2.3.3. 
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3.4 The INTER-TRUST framework 
 

According to the specifications defined, the overall architecture of the framework has been designed 

and the different components, modules and external tools, have been developed. The framework allow 

addressing all the required steps to design, develop and deploy the software security layer within 

software applications:  

• Security policy specification;  

• Security policy deployment and configuration;  

• Pre-release testing, operation-time enforcement and vulnerability detection; 

• Reaction, including policy redeployment in case of changes in the environment, in particular 

when an intrusion is detected. 

 

Figure 1 presents the global architecture of the INTER-TRUST framework, including a set of modules 

and external tools: 

 

 
Figure 1. The INTER-TRUST framework global architecture 

 

In the following, the role of each module is presented. The modules are grouped in four categories: 

1. Dynamic security policy specification 

2. Dynamic deployment of security policies 

3. Testing techniques for vulnerabilities detection 

4. Monitoring, Context Awareness, reaction and privacy enhancement 
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1 -Dynamic security policy specification 

 

Security Policy Editor: In INTER-TRUST the consortium relies on the OrBAC model to formally 

specify security policies, interoperability constraints, negotiations models and contracts. An existing 

editor tool, MotOrBAC, has been adapted and used according to the results of WP3. This security 

policy supporting interoperability generally includes: access control requirements, permissions and 

prohibitions, usage control requirements, obligations to respect, and delegation rules. It may also 

correspond to complex requirements or comprise temporal deadline conditions that specify what 

happens in the case of violation of any of the contracts, e.g. sanctions that are triggered when a 

violation is detected (c.f. context awareness). 

Policy Engine: This module acts as policy decision point with a public API in order to manage 

security policies. It allows taking a decision (allow/deny) according to specific actions to be applied 

within the application and also triggering obligations; for example in the case of any security flaw 

detection (c.f. context awareness). 

Negotiation module: Two types of negotiations are considered in this module. The first one builds 

security policies supporting interoperability. It can be viewed as a set of negotiated contracts between 

two (or more) different entities that are applied to control and regulate their interoperation. The second 

involves trust negotiation, an approach for gradually establishing trust between interacting parties who 

are strangers to each other. It is based on a bilateral disclosure of information by the negotiating 

parties, called digital credentials, used to prove their trustworthiness. The essential elements of a trust 

negotiation process are digital credentials, disclosure policies and negotiation strategies.  

 

2 - Dynamic deployment of security policies 

 

Policy Interpreter: This module is in charge of analysing and interpreting the concrete security policy 

that has been inferred by the policy engine based on the abstract specifications defined by users and 

negotiated between entities. Thus, the policy interpreter is notified with the conclusions inferred as 

result of policy reasoning processes carried out by the security policy engine and generates the 

corresponding deployment information. 

Aspect Generation module: This module allows dynamically deciding the aspects to be woven, 

based on the negotiated policy and the deployment information generated by the policy interpreter. 

This includes code to achieve context awareness. It is divided into two parts: generic aspect 

generation, which is independent of a particular AOP weaver, and concrete aspect generation, which 

completes the generic information with the particularities of each AOP weaver used by the framework. 

Aspect Weaver module: This dynamic module allows weaving and un-weaving aspects. The policies 

are contextualised depending on the situation where they are to be used (e.g. the specific parties that 

need to interact, time limits when they are valid, etc.). In deliverable D4.1 it is described how AOP 

can be used to dynamically weave and un-weave security requirements on the fly into applications and 

protocols used by parties that need to interoperate. 

 

3 - Testing techniques for vulnerabilities detection 

 

Fuzz testing tool: The security and robustness of the systems integrating INTER-TRUST 

functionality can be tested with a fuzz testing approach. Fuzz testing is used to algorithmically 

generate a vast number of test cases (input test vectors) and execute them in order to detect potential 

vulnerabilities in the system under test. 

Active testing tool: TestGen-IF extends classical functional model-based testing techniques to 

generate security-oriented test cases. TestGen-IF allows generating abstract test cases from two inputs: 

a formal description of the system under test in IF language, and a set of test objectives derived from 

the security policy weaved into the system under test. 
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Test init module: The role of the Test init module is to accept control messages from the testing tools 

during quality assurance and testing, and to configure or prepare the target system to accept new test 

vectors. Additionally, it provides a direct link for logging between the testing tools and the Monitoring 

tool for more usable description of test verdicts. 

 

4- Monitoring, Context Awareness, reaction and privacy enhancement 

 

Notification module: The role of the notification module is to deliver information about the internal 

events of the target system to the monitoring tool both during testing and normal operation. These 

notifications target application events that are relevant for the analysis of the runtime security of the 

system. 

Monitoring tool: This tool allows correlating notified events with previously specified security 

properties in order to detect security vulnerabilities as well as the non-compliance of security 

requirements during the testing and operation phases, and generating warnings or alarms that will 

provoke the reaction countermeasures by enforcing secure interoperability and weaving contextual 

obligations during the operation phase.  

Context awareness module: The Context Awareness module allows capturing application context 

changes that are notified to the Policy Engine and the Monitoring tool. This functionality allows 

dynamic adaptation of secure interoperability according to the application context, which is one of the 

main objectives of the project. 

Privacy preserving tool: The objective of this tool is to protect the privacy of the users by controlling 

the communication of the local application with external components or services. The main 

functionalities are the perturbation of output data and the privacy control to empower the user against 

external monitoring. 

 

A detailed description of the INTER-TRUST framework architecture is provided in the deliverable 

D2.3.3. 

 

 

3.5 Messaging system 
 

The INTER-TRUST framework utilises an Apache ActiveMQ message broker as the means for 

connecting the different modules and components that may be distributed over the network within one 

instantiation of the framework. Modules that produce output publish these to topics and/or queues on 

the message broker. Modules consuming data subscribe to these queues/topics and are automatically 

notified of any new data. While there are some subtle differences between topics and queues, the most 

noticeable distinction is the persistence of the messages on the topics, while the queues do not have 

this trait and will disappear after being consumed once, until a new one is published. In INTER-

TRUST, the use of topics has been generally recommended due to the fact that it allows for external 

monitoring of the messages without interrupting the workflow established by these, but some queues 

are also in use. 

The broker is used as a means for dynamic and versatile integration. Instead of providing hard-coded 

interfaces between two modules, the ActiveMQ message broker allows for the definition of the data to 

be exchanged, and any module wishing to utilise the data can subscribe to the relevant queue or topic. 

The choice of the Apache ActiveMQ broker has been based on the fact that it supports multiple 

languages and protocols, has a particularly robust and well supported Java implementation and thus 

lends itself to the diverse development environments as used in INTER-TRUST. (In case of 

distributed deployment, a VPN channel is recommended to ensure secure communication between). 
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The message broker can be seen as an easy to use integration platform to support distributed 

development and deployment. The current installation of the message broker within the INTER-

TRUST framework was based on release 5.9.12. 

 

3.6 The INTER-TRUST software development cycle 
 

As shown in Figure 2, INTER-TRUST proposes a development cycle, to support the development of 

software security, based on the INTER-TRUST framework developed in the project and the different 

steps identified in the development of the security software layers: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 – INTER-TRUST software security development cycle 

 

The first step in the approach proposed involve the modelling of the security. INTER-TRUST 

framework adopts a powerful conceptual model, Organisation Based Access Control Model (OrBAC 

), to describe the security policies. With INTER-TRUST security policies (access, usage, negotiation) 

can be defined and maintained through an easy-to-use OrBAC modelling tool (MotOrBAC), and can 

be later adapted and modified. 

After modelling security, software development and integration need to be addressed. Security and 

privacy requirements evolve extremely fast and are often revised and modified; INTER-TRUST 

Aspect Oriented Programming approach enable a clear separation of the software security layers 

(Aspects), which can be added and maintained separately from the other software layers. The software 

development cycle is faster and the software quality and security higher. 

                                                      
2 http://activemq.apache.org/activemq-591-release.html 
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In order to test and validate the software developed, INTER-TRUST provides state-of-the-art testing 

tools that allow for system security audits before the actual deployment of INTER-TRUST in the 

applications. 

Once the software has been released and deployed in the different applications, at run time, INTER-

TRUST negotiates the security policies, allowing for interoperability between services and enabling 

establishment of negotiated trust and privacy. Each request of access is evaluated according to the 

security policies of the two entities and the available credentials which are exchanged. If an agreement 

is not reached, INTER-TRUST negotiates the access proposing an alternative set of resources and 

adapts the security policies in order to satisfy the requestor 

Lastly, INTER-TRUST detects intrusions and threats through the Monitoring module. If a threat is 

detected the INTER-TRUST reacts to mitigate the threat. AOP software approach enables dynamic 

reconfiguration and deployment of new policies at run-time.  

In general, the INTER-TRUST approach offers several advantages in the security management during 

the whole lifecycle of a software system by addressing all the main involved stakeholders.  

For the security administrators, INTER-TRUST offers a high level approach to the specification of the 

desired security properties: the security rules which determine the behaviour of the system can be 

modelled at an abstract level, verified and finally translated into concrete rules. 

For system developers, the Aspect Oriented Programming (AOP) approach allows to separate the 

security concerns from the core functionalities, and to change, enrich and maintain the security 

functionalities without changing the existing application code. 

For security experts, developers, and service managers, the Testing and Monitoring tools allow to 

verify the security of the final system. Moreover, the Monitoring tool provides run-time vulnerability 

detection and triggers dynamic adaptation of the systems to mitigate the detected security threat. 

Lastly, the end-users of the systems will experiment more secure and interoperable services, and the 

overall quality of experience will be improved. 

 

 

3.7 Test Cases 
 

To test the INTER-TRUST framework, as well as to demonstrate it, and to check the feasibility of the 

approach proposed, two Test Cases have been defined within the two project Case Studies. These Test 

Cases involve the application of INTER-TRUST to concrete scenarios of use, and allow to access and 

evaluate the project achievements, by providing a proof of concept of the project approach. Moreover 

the Test Cases constitute a first phase in the concrete application of the INTER-TRUST framework in 

the ITS and e-voting applications and can be considered the initial step of the exploitation of the 

project outcomes in these fields. 

3.7.1 ITS Test Case 
The ITS Test Case has been developed by taking into account the Contextual Speed Advisory (CSA) 

service.  

The CSA service is intended to provide drivers with advisable contextual speeds by allowing road 

operators to maximize the mobility of vehicles in the road, i.e. to minimize stop-and-go situations and 

the “accordion” effect. The service operation consists of two different phases: 

• Vehicle tracking. The accurate prediction of an advisable speed limit is based on an algorithm 

that uses as input information about the presence of vehicles on the road. For this reason, the 

CSA service integrates a gathering information system that is able to collect the position of 

vehicles. This system is mainly based on the use of Cooperative Awareness Messages (CAM) 

periodically sent by the vehicles containing information about their status (e.g. vehicle 

identifier, vehicle position, heading, etc.). 
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• Speed notification dissemination. The advisable speed determined by the algorithm executed 

in the central server is delivered to the vehicles located within the affected area by using a 

dissemination system. This dissemination system sends geo-localized speed notifications to 

vehicles located in certain road segments. 

The deployment of the CSA service implies the installation of application software on the in-vehicle 

host, on the vehicle On Board Unit (OBU), and on the road operator infrastructure, Road Side Unit 

(RSU) and central server; different technologies are adopted to allow communication and 

interoperation between these different entities. The final service is a result of this collaboration. 

A detailed description of the CSA service is included in deliverable D2.3.2.  
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The original application 
 

The original CSA consists of two different parts: 

• Information gathering coming from CAM messages 

• Speed notification dissemination 

The information collection part is needed to obtain information from the road: density of traffic, 

vehicle speed, etc. The server process the information received from the vehicles to figure out the 

status of the road. 

Once the server has the whole picture of the status of the road, it starts the dissemination of speed 

notifications in order to allow vehicles to modify their behaviour to avoid traffic jams, and to get a 

more fluid traffic flow. Speed notification messages were originally designed to be delivered to the 

Infrastructure, and the delivery to vehicles was not considered. Once the service was expanded to 

cover delivery to vehicles, the issue of security (namely integrity for secure operation) and privacy 

became paramount to the success of the service. 

Currently, CAM messages and Speed Notification Messages (SNM) are encoded in plain ASN1 

format. These messages are not protected against undesired disclosure or modifications. Moreover, no 

privacy is currently considered by the original application. Vehicles always include their OBU real 

identifier and the exact GPS position within the CAMs being sent. Furthermore, no real-time attack 

detection is employed and the authentication of the vehicles, managed by the ITS server, is carried out 

through an ad-hoc solution. 

 

Desired security properties and desired behaviour 
 

Privacy, confidentiality and integrity 

It is essential that the application provides integrity to the messages exchanged between the vehicles 

and the road operator. That is, both CAMs and Speed Notification Messages should be signed by the 

certificates of the corresponding sending entity to enable the verification of its authenticity and 

integrity upon reception. It is also envisaged that confidentiality is enabled to Speed Notification 

Messages, for them to be protected against undesired access and only be available to authorized 

vehicles. 

Privacy is also a desirable feature to endow users of the application with a level of protection 

regarding their sensitive data. Concretely, the GPS location of the vehicle, which is sent within CAMs, 

could be hidden or obfuscated if chosen by the user. Another sensitive data included in CAMs is the 

Station Id of the vehicle’s OBU. This should be changed with a pseudonym if requested by the user. 

Similarly, the certificates used to sign CAMs should also be based on a pseudonym identifier 

(corresponding to the one used as Station Id) generated by a trusted CA. This would enable the Central 

ITS-S to verify its integrity, though still not knowing the real Id of the vehicle. 

 

Reduced linkability 

Although the usage of pseudonyms for Station Id and certificates avoids the Central ITS to know the 

real identity of the vehicle, it still can track some behaviour of the vehicle if it always uses the same 

pseudonym identifier. To avoid being tracked among different journeys, it is desirable that 

pseudonyms could be changed, for instance, each time the vehicle engine is started or every time the 

user logs into the CSA service. 

 

Increased confidentiality in emergency contexts 

In case of an emergency situation, certain special vehicles could need an increased level of 

confidentiality for their messages. For instance, a police car that is following another vehicle would 

need to protect its CAMs against disclosure by the pursued car to avoid it to know its location and 



INTER-TRUST – ICT FP7 – G.A. 317731 Inter-Trust-T1.1-SOF-MGMT-D1.6-Final-Public-Report-V0.01 

14 

 

heading. Encryption of CAMs would be worth in these situations for the information to be received by 

the Central ITS, while being protected against undesired disclosure. 
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Privacy requirements and service provision requirements 

The final service delivery should take into account both the requirements for the service provision, 

which consist in gathering information about the presence of vehicles on the road, and the user privacy 

requirements, which may require obscuring some information. In particular, in order to obtain services 

from the road operator, the user should disable the ‘NO GPS’ option and choose another privacy 

protecting solution , such as reduced linkability (temporary pseudonyms and certificates), or GPS 

obfuscation. 

 

Advantages of the INTER-TRUST methodologies pointed out in the Test 

Case 
 

The scenario of the ITS Test Case has been designed mainly to point out the features of flexible and 

dynamic security provided by INTER-TRUST. 

The scenario takes into account the security and privacy preferences which can be chosen by a user of 

the ITS system, allowing the user to define his security profile; on the other hand, the security 

requirements and operational preference of the service provider are taken into account. The possible 

conflicts between the user preferences and the system requirements are composed through  

negotiation; the resulting common security policies are deployed dynamically and control the 

exchange of information during the provision of the CSA service. During the negotiation process, the 

INTER-TRUST framework actively collaborates with the application in order to ask the user consent 

for every proposed adaptation of the user security profile. 

The second part of the scenario focuses on the dynamic adaptation to changes in contexts. A change in 

the environment context is signaled for the vehicle, which is a police vehicle, when it starts to pursuit 

another vehicle. In this context, the police vehicle requires special confidentiality for the CAMs sent to 

the Central ITS, which should be encrypted. The emergency context is signaled directly by the police 

driver, is detected by the framework, and new security policies are deployed for the vehicle and for the 

Central-ITS in order to protect CAMs.  

Besides, the scenario shows in general how all the desired security properties can be modelled and 

deployed in the ITS system, with the use of the INTER-TRUST framework, addressing security issues 

independently from the rest of the system functionalities. 

The integration procedures, which follow the scenario, include the high-level definition of the security 

policies, the corresponding implementation as aspects, the integration of monitoring and the 

notification of application-triggered contextual changes. These constitute an example of how the 

security can be managed during the lifecycle of the system.   

 

Scenario description 
 

The Test Case scenario describes the delivery of the CSA service to a vehicle, taking into account the 

security concerns during the different phases of the interoperation. 

The description of the complete scenario for the Contextual Speed Advisory service is provided in 

deliverable D2.1.2. 

The following scenario describes the Test Case developed for the second evaluation; it takes into 

account the request from the user to access the CSA service and the following negotiation and the final 

service provision. It is focusing on the local security policies of the user, on the local security policies 

of the service, and on the possible common security policies resulting from the negotiation, which are 

deployed to assure privacy and security during the interoperation between the vehicle and the ITS 

infrastructure. 

The use of the CSA service, taking into account access control, privacy and security, is described in 

the use case in Figure 3 and in the following scenario description. 



INTER-TRUST – ICT FP7 – G.A. 317731 Inter-Trust-T1.1-SOF-MGMT-D1.6-Final-Public-Report-V0.01 

16 

 

 
Figure 3  CSA service  
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ITS Test Case scenario description. Contextual Speed Advisory, service access and service 
delivery 

Actors: 1. Central ITS station (service provider) + Roadside Unit (RSU)  – with INTER-
TRUST enabled.  

2. Road Operator offering the ITS infrastructure and the CSA service. 

3. Vehicle A On-Board Unit (OBU) - with INTER-TRUST enabled (will also act as 
Police vehicle). 

4. Vehicle A on board User Interface. 

5. User (vehicle A driver). 

6. Certification Authority. 

Description: Access control, privacy, confidentiality, integrity are secured when a vehicle, through 
its on-board units, requests and negotiates access to the Context Speed Advisory 
(CSA) service with the service provider, the Central ITS station (passing through the 
Roadside Unit). 

Triggers: 1.   The user logs onto the service. 

2.   The vehicle enters an area covered by a Road Operator that offers the CSA 
service. 

Preconditions: 1. The service is available with user management working. 

2. Communication Infrastructure is available. 

3. Vehicle’s on board ITS station is active. 

4. The vehicle is generating data. 

Postconditions: Vehicle’s on board unit provides the suggested speed to the driver. Confidentiality and 
integrity are applied to speed notification messages. 

Vehicle CAM messages fulfil user privacy requirements while providing info to Central 
ITS. 

Integrity and context-dependent confidentiality are applied to CAMs. 

Normal Flow: Initialization phase 

1. The Central-ITS station is configured with the initial set of policies. Among others, 
these may include the following: 

a. Channel protection: Vehicles connections to CSA should be protected 
through SSL (i.e. using HTTPS). 

This is part of the application itself that is configured to use HTTPS instead of a 
policy enforced by Inter-Trust. 

b. Access Control: Authorization should be used for the CSA service. 

c. Access control: vehicles accessing CSA service should provide their GPS 
location. 

d. Message security: Message Signature for speed notification messages. 

e. Message security: Message Encryption for speed notification messages. 

f. Message security: Verify signature of vehicle status messages. 

g. Context-dependent message Security: Message decryption for vehicle 
status messages when a police vehicle is in pursuit. 

Roles, privileges and other authorization issues are also defined to be able to 
authorize vehicles to access to the CSA service. 

2. The Inter-Trust framework at the Central ITS-S will deploy these policies, resulting 
in the weaving of  authorization, message signature, message signature 
verification and message encryption aspects in the Central ITS-S application. 

3. Vehicle A is configured with the initial set of policies. Among others, these include 
the following: 

a. Privacy: don’t send location in CAMs. 

b. Message Security: Message Signature for vehicle status messages (CAM 
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messages). 

c. Message security: Verify signature of speed notification messages. 

d. Message decryption for speed notification messages. 

e. Context-dependent message Security: Message Encryption for vehicle 
status messages when vehicle is in pursuit. 

4. The Inter-Trust framework of Vehicle A will deploy these policies, resulting in the 
weaving of a privacy aspect that removes the location data from CAMs in the 
Vehicle A OBU application; message signature, message signature verification and 
message decryption aspects are also woven. 

Operations before accessing CSA 

5. The vehicle broadcasts CAMs without including location (according to their privacy 
policy. 

6. The Central ITS station broadcasts advertisement messages through the Roadside 
Units to identify the Road Operator area. 

7. The Central ITS station broadcasts through the Roadside Units in the 
corresponding areas the signed and encrypted messages with the recommended 
speed for each area. 

Vehicle requests access to CSA service  

8. Vehicle A enters an area covered by the Road Operator and starts receiving 
advertisement messages. 

9. Vehicle A requests the Central ITS station to provide the list of offered services. 

10. The Central ITS station provides the list of offered services, including CSA, 
together with the URLs to authenticate for using those services. 

11. Vehicle A On Board Unit (OBU) has been configured by the user to connect to 
CSA service when available. 

Negotiation 

12. The Inter-Trust framework performs Policy and Trust negotiation between the 
Central ITS-S and Vehicle A OBU. This results in the services that the Vehicle can 
access, and whether location data should be provided. 

a. To grant access to CSA, the server requires the vehicle GPS location and 
vehicle credentials digital certificate or user password. 

b. The vehicle can provide a valid digital certificate if the Central ITS / the 
CSA service can provide a valid digital certificate. 

c. The Central ITS can provide a valid digital certificate. 

Privacy negotiation 

d. The vehicle should provide the GPS location but, according to the current 
privacy settings, the GPS location is not provided => the user is required to 
change the privacy options. There are 3 possible options: 

i. NO GPS ( => no access) 

ii. GPS 

ii.a. Privacy protection using Broad GPS 

ii.b. Privacy protection using pseudonyms 

 

Alternative 1 – The user selects Broad GPS 

13. As a result of the negotiation, the following policies are applied for the Central ITS-
S: 

a.  Vehicle A should authenticate by using username and password. 

b. Vehicle A can access the CSA service. 

14. The Inter-Trust framework of the Central ITS-S will deploy these policies resulting 
in the weaving of a Certificate authentication aspect in the Central ITS-S 
application.  

15. As result of the negotiation, the following policies are generated and deployed by 
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Inter-Trust framework in the Vehicle A OBU: 

a. User authentication should be used. 

b. Broad GPS location, provided by privacy protection techniques, is included 
in CAMs. 

16. The Inter-Trust framework of Vehicle A OBU will deploy the policies, resulting in 
the in the weaving of a Certificate authentication aspect, in the weaving of a CAM 
privacy aspect that includes perturbed locations in the Vehicle A CAM messages, 
and in the un-weaving of the privacy aspect that removes the location data from 
CAMs. 

17. A secure connection is needed for this session to secure privacy and 
confidentiality. The Central ITS station establishes a TCP connection.  

18. The Central ITS-S checks whether the vehicle has access to the service and 
provides the session key to access speed notification messages. 

Operation after accessing CSA 

19. The vehicle is broadcasting CAMs including perturbed location. 

20. Through the RSU, the CAMs containing perturbed location data are delivered to 
the server. 

21.  The Central ITS station broadcasts through the RSU in the corresponding areas 
the signed and encrypted messages with the recommended speed for each area. 

22. The OBU receives, decrypts, and verifies signature of speed notification messages 
and displays in the on board UI the suggested speed. 

 

Generation of perturbed location 

22.i The privacy-preserving aspect distorts the actual location  of the vehicle. 

22.ii The CAM message is built according to the new position. 

22.iii The vehicle broadcasts CAMs including location. 

 

The following may continue from Alternative 1 or 2: 

 

Vehicle A (police) starts pursuing another vehicle 

23. Vehicle A receives an emergency call and starts pursuing another vehicle. It has to 
encrypt CAMs to avoid the pursued vehicle to know its location, while still informing 
the Central ITS-S about its location for this to regulate traffic and facilitate the 
pursuit. This ‘pursuing context’ is enabled in vehicle A and is automatically notified 
to the Central ITS-S and the relevant INTER-TRUST modules, thanks to the 
integration of the Monitoring Module. 

24. As a result of the change of context, the following policies are applied for the 
Central ITS-S: 

a. Vehicle A CAMs should be decrypted. 

25. The Inter-Trust framework of the Central ITS-S will deploy this policy, resulting in 
the weaving of a CAM confidentiality aspect in the Central ITS-S application that 
will decrypt CAMs. 

26. As result of the change of context, the following policies are generated and 
deployed by Inter-Trust framework in the Vehicle A OBU: 

a. CAMs should be encrypted. 

27. The Inter-Trust framework of Vehicle A OBU will deploy this policy, resulting in the 
weaving of a CAM confidentiality aspect in the Vehicle A OBU application that will 
encrypt CAMs.  

End Alternative 1 

Alternative 

Flows: 

 

Alternative 2 – The user selects full GPS and pseudonyms  

13. As a result of the negotiation, the following policies are applied for the Central ITS-
S: 
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a. Vehicle A should authenticate by using its username and password. 

b. Vehicle A can access the CSA service. 

14. The Inter-Trust framework of the Central ITS-S will deploy these policies.  

15. As result of the negotiation, the following policies are generated and deployed by 
Inter-Trust framework in the Vehicle A OBU: 

a. Full GPS location should be provided in CAMs. 

b. Temporary pseudonyms should be used to identify the vehicle. 

16. The Inter-Trust framework of Vehicle A OBU will deploy the policies, resulting in 
the un-weaving of the privacy aspect that removes the location data from CAMs, in 
the weaving of a privacy preserving aspect which generates a new pseudonym, 
asks and stores a temporary certificate to perform message signature under this 
new pseudonym, a privacy preserving aspect that includes pseudonyms in the 
Vehicle A CAM messages, and in a authenticity signature aspect that applies 
signature to CAM messages using the pseudonym certificate. 

17. A secure connection is needed for this session to secure privacy and 
confidentiality. The Central ITS station establishes a TCP connection. 

18. The Central ITS-S checks whether the vehicle has access to the service. 

Operation after accessing CSA. 

19. The vehicle is broadcasting CAMs including location, and using pseudonyms. 

20. Through the RSU, the CAMs containing location data are delivered to the server. 

21.  The Central ITS station broadcasts through the RSU in the corresponding areas 
the signed messages with the recommended speed for each area. 

22. The OBU receives, decrypts and verifies signature of speed notification messages 
and displays in the on board UI the suggested speed: 

Pseudonym refresh 

22.a The vehicle generates a new pseudonym 

22.b The vehicle requests a certificate for the new pseudonym 

22.c The Certification Authority issues a certificate associated to the 
pseudonym. 

22.d The vehicle receives the certificate, and stores it for later use.  

Communication using Pseudonyms 

22.e The OBU application generates a CAM: the pseudonymity aspect 
modifies the identification field of the CAM message according to the new 
pseudonym. 

22.f The CAM message is signed using the pseudonym certificate. 

22.g The OBU sends the CAM message to Central-ITS-S 

 

End Alternative 2 

Alternative 

Flows 

Alternative 3 – NO GPS  

The user confirms (step 12.d.i) NO GPS  

13. As a result of the negotiation, the following policies are applied for the Central ITS-
S: 

a. Vehicle A is denied the CSA service. 

14. The Central ITS-S denies the access to Vehicle A and returns a warning message 
to be displayed to the user. 

15. As result of the negotiation, the following policies are generated and deployed by 
Inter-Trust framework in the Vehicle A OBU: 

b. CAM messages will not include GPS data. 

End Alternative 3 

 

A detailed description of the Test Cases is provided in the deliverable D5.1.2. 
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3.7.2 E-voting Test Case 
 

The e-voting Test Case has been developed taking into account the e-voting system used in Corporate 

Elections.  

Inside a company’s, the e-voting system can be used for multiple purposes, from labour union 

elections to the collection of opinions and preferences from the staff. Therefore, the e-voting system 

can be used for different kinds of elections, like a poll, a survey, or an internal election. 

Unlike national elections, corporate elections may require different level of security, depending on the 

kind of election and on the sensitivity of the information processed during the voting operation. 

Moreover, during corporate elections, the privacy and security preferences of the users can be taken 

into account. Depending on the kind of election taken into account,  the users may be allowed to 

define their own security profiles and thus determine, for example, to vote with their real identity, with 

pseudonyms or anonymously. 

A detailed description of the e-voting system is included in deliverable D2.3.2. 

To describe the integration process, this section provides the description of the original application, the 

description of the final purpose of the integration, i.e. the new security properties and the 

corresponding desired behaviour for the application, the motivation of the INTER-TRUST approach, 

the detailed description of the implemented Test Case, the analysis and the implementation phases of 

the integration.  

 

The original application 
 

The e-voting platform ensures privacy of all the actions taken by the voter through the voting process. 

However, the electoral board, previously to the voting period, needs to choose the available privacy 

options that the voter will be forced to use in order to cast a vote. This fact does not allow the voter to 

decide how, in terms of security, he/she wants to cast the vote. Thus, the negotiation of privacy 

parameters is practically non-existent.  

The e-voting application allows the voter to cast a vote, as far as he/she has a valid credential, he/she is 

in a valid voting period, and he/she uses the proper hardware with the necessary software installed.  

In order to be able to vote, the electoral board defines the following concepts, that the voter should 

mandatory accept if he/she wants to cast his/her vote correctly: 

• Authentication: using personal credentials is mandatory. The system forces the voter to enter 

recognized or advanced (user + password) certificates in order to access to the platform.  

o Recognized certificates: this type of certificate can be any certificate installed in a 

smartcard, like electronic voter ID card, company’s personal smartcard, etc. 

o Advanced certificates: the system creates a PKCS#12 certificate composed of a 

username and a password that can be used as a pseudonymous authentication 

mechanism.  

• Encryption: it is always mandatory and must be performed at client or server-side depending 

on the allowed client devices for casting votes and the chosen authentication mechanisms. 

o Limited resources voting terminals allowed: encryption is always done in server-side, 

no matter if the vote is casted from a desktop or kiosk voting terminal or from a 

limited resources voting terminal (i.e. Smartphone). 

o Recognized certificates allowed: encryption is always done in client-side. Therefore, 

limited resources voting terminals are not allowed since they have not enough 

capabilities for casting the vote. 

• Signature: always mandatory in order to cast a vote. 
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If there is someone that tries to cast a vote with different security options than the ones defined by the 

electoral board, the vote will not be counted as valid. The server will not be able to modify its security 

options by itself in order to accept votes from a voter with slightly different security options than the 

ones defined by the electoral board.  

 

Desired security properties and desired behaviour 
 

INTER-TRUST framework will allow the user choosing between different privacy preferences before 

casting a vote by incorporating the concept of individual voter’s context. 

Before being able to access to an election, the user will need to pass through a view showing the 

available security options. In this page, the user will select the security properties that he/she wants to 

apply in order to cast the votes. Once the voter has decided the level of privacy that he wants to use for 

voting, the system will display the list of the available elections in that moment, no matter which 

options the user chose.  

Then, the negotiation will take place, and the server will decide if the user can access to the whole set 

of elections he/she wanted to. Indeed, the server could allow the user to vote, but under some 

conditions (i.e. accessing only to a subset of questions). This fact makes that using this framework the 

user will not be as much restricted as in the scenario described in the previous section.  

The following list shows the security options that the user is able to select in order to cast his/her 

votes. 

Three voter authentication mechanisms, chosen by the voter: 

• Anonymous manner 

• Recognized certificate 

• Advanced certificate or Pseudonymous manner 

Three encryption of the message carrying the vote mechanisms: 

• Vote is cast without encrypting it 

• Vote is cast with encryption 

Three vote signature mechanisms: 

• Vote is cast without being signed 

• Vote is cast being signed 

The delegation of the encryption and the signature will only take place if the context awareness tool 

gets notified that the device used to vote has not enough computing capabilities.  

In this case, the voter has more flexibility to select its preferred security options, and with guarantees 

that its vote won’t be rejected every time, even though the security options do not exactly match with 

the expected ones by the server. 

 

Advantages of the INTER-TRUST methodologies pointed out in the Test 

Case 
 

The scenario provided for the e-voting Test Case shows how INTER-TRUST can be used to make 

security more flexible; in particular, a system which has a built-in rigid security can be made adaptable 

to different security requirements. The scenario takes into account different possible security 

requirements for the running elections, and different possible security preferences for the voters. Also 

in this case, the negotiation is used to compose conflicts between the security requirements and the 

user preferences. 

The scenario includes three different sessions of vote; at the beginning of each session, the voter 

chooses a different set of security preferences and the corresponding security policies are dynamically 
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deployed; then the scenario shows the behaviour of the system during the following negotiation and 

voting phase.  

The scenario also includes the demonstration of a testing phase, in which the system is attacked; the 

attack is detected and the consequent reaction deployed. The attack is simulated using the TestGen-IF 

tool (active testing), is detected by the MMT, and causes the activation of a ‘threat context’, followed 

by the activation and deployment of the corresponding reaction strategies. 

This is an example of how INTER-TRUST can be used to adapt the security of a system to different 

requirements, allowing to use the system in different application contexts or legislative contexts. 

 

 

Scenario description 
 

The use of an e-voting system which provides flexible security and delegation in corporate elections is 

described in the use case in Figure 4 and in the following scenario description: 

 

 
Figure 4. e-voting in Corporate elections 
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e-voting Test Case scenario description: e-voting system within a company’s premises 

Actors: 1. e-voting server – with INTER-TRUST enabled. 

2. Electoral board. 

3. Voter device - with INTER-TRUST enabled 

4. Voter 

Description: The e-voting system is used within a company’s premises for different kinds of elections, 
like a poll, a survey, or an internal election. The voter has the possibility to configure 
different privacy, integrity and confidentiality options like authenticating in the platform 
with his personal credentials, digitally signing the vote, encrypting the vote, etc. A server-
side service is provided to be able to delegate time-consuming tasks to a server. 
Depending on the level of privacy chosen by the voter, he is able to access to a different 
set of privacy-related elections. In case the voter wants to access to a different election, 
there will be a negotiation between the e-voting server and the voter. Then the voter can 
access to the desired election, cast the vote according to his configured, and possibly 
negotiated, privacy options. 

Trigger: The user connects to the e-voting server. 

Preconditions: 1. The service is available with user management working. 

2. The company is running several types of elections and surveys. For each running 
election, the electoral board has established the voting options required for the user 
in order to cast a vote. 

3. The election has a public key for encrypting the votes. 

4. A device with a web browser is available to the voter.  

5. (Optional) The voter has a valid digital certificate. 

6. Intranet or internet connection is available. 

Postconditions: The voter cast his vote for the desired and compatible election; this vote may be 
encrypted and digitally signed (using a voter digital certificate), depending on the voter 
options; the vote is valid and is stored in a ballot box.  

Normal Flow: Initialization phase 

1. The e-voting platform has been configured according to the security requirements 
defined by the electoral board: for every election running on the e-voting platform, 
there is a set of security requirements that must be provided by the server and by the 
voter. 

2. The voter connects to the e-voting server using a desktop or a mobile device. The 
connection may be through the intranet or the internet. The voter provides login and 
password, is recognized as user of the I-T enabled platform, and the system loads 
the user's security preferences. If it is the first connection, the default security 
preferences are provided. 

3. The e-voting platform will show a webpage containing a set of security options, 
initialized according to the retrieved user’s preferences: 

o Authentication mechanisms: 

• Anonymous manner: the voter does not provide any credentials in order to 
access to the election. 

• Recognized certificate: the voter access to the election by providing his/her valid 
personal credentials. It allows the voting terminal to sign the vote with the voter 
digital certificate.  

• Advanced certificate or Pseudonymous manner: the voter access to the election 
by providing a User/Password credential. The Username, in this case, can be a 
Pseudonym used by the voter. 

o Encryption mechanisms: 

• Vote is encrypted: depending on the computing capacity of the device used by 
the user to cast their votes, the vote will be encrypted locally or the encryption 
will be delegated to an external server.   
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• Vote is cast without encrypting it: the vote is casted in clear, without encrypting 

its information. 

o Signature mechanisms: 

• Vote is signed: depending on the computing capacity of the device used by the 
user to cast their votes, the vote will be signed locally or the signature will be 
delegated to an external server. 

• Vote is cast without signing it: the vote is casted without a signature. 

4. The voter confirms or selects the level of privacy, confidentiality and integrity that he 
wants to use for voting, among the ones supported by the e-voting platform. 

5. The server shows the list of elections running on the e-voting platform. 

Negotiation phase 

6. The voter selects the set of elections that he wants to access. 

7. Depending on the level of security chosen by the voter, he is able to access to a 
different set of security-related elections. If the accessible set doesn’t cover the 
desired set, then a negotiation takes place. 

8. At the end of the negotiation, the voter may have decided to change his security 
options and/or may have access to a subset of the initially desired elections. 

9. At the end of the negotiation, the server has granted access control to a set of 
elections, and may have received delegations for encryption or signature. 

Voting phase 

10. The voter access one of the available election . 

11. (Optional) If a secure connection is needed for this session to secure privacy, the 
client establishes a TCP connection through HTTPS to the server. 

12. (Optional) A SSL Handshake between client and server is carried on. 

13. (Optional) Check if voter belongs to the eligible roll by authenticating himself with a 
proper certificate mechanism. 

14. Show to the voter the voting ballot. 

15. The voter cast his vote, according to the selected security options: 

16. (Optional) Encrypt the vote. 

17. (Optional) Sign the vote. 

18. The vote complies with the security requirements established by the electoral board 
and is stored in the ballot box. 

19. Show the voting receipt to the voter. 

Alternative 

Flows: 

 

ALTERNATIVE 1 – Voting anonymously on an authentication requested election 

4. The voter selects to vote anonymously. 

5. The server shows de list of elections running on the platform. 

6. The voter selects an election that requires authentication. 

7. The server will respond asking the voter if he wants to modify his authentication 
in order to have access to the whole set of questions. 

8. The voter selects to continue in an anonymous manner. 

9. The server responds with a subset of questions from the original election. 

10. Return to step 10. 

End of alternative 1. 

 

 

A detailed description of the Test Cases is provided in the deliverable D5.1.2. 
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3.8 Evaluation of the project achievements 
 

The prototypes developed to demonstrate the project approach and its software framework have been 

tested in the detailed scenarios described in the previous section, within the two project Use Cases, and 

provided concrete feedback about their applicability to two relevant and very different areas. 

Cybersecurity is an extremely important aspect to be addressed both within ITS and e-voting software 

applications and services, and the lessons learned allowed to confirm the feasibility of the INTER-

TRUST approach and to measure its effectiveness.  

The final evaluation has been performed by 39 testers with different backgrounds and experience, 

including some people outside the project teams, without prior knowledge of INTER-TRUST, and 

with different roles and skills. The evaluation of the demonstrators was organised mainly through the 

filling in, the collection and the analysis of questionnaires addressing the main metrics defined in the 

evaluation methodology. 

According to the results of the final evaluation, the policy modelling and negotiation features and 

Aspect Oriented Programming have proved to be applicable and assured proper system behaviour and 

good performance, but the tests performed allowed also to point out the difficulties to be addressed 

and to measure the real advantage provided by this approach, compared with traditional techniques. 

Figure 5 presents a perspective overview of the evaluation of the INTER-TRUST approach and of the 

framework developed. Starting from the proposed security development cycle, the main features are 

taken into consideration and advantages and disadvantages are listed to support a top-level view and 

evaluation of the proposed technology. 
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Figure 5 - overview perspective of the main INTER-TRUST features and their evaluation 

 

The detailed results of the final evaluation are included in the deliverable D5.4.2. 
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3.9 Project partners and contacts 
 

The consortium has been formed in order to better address the objectives of the INTER-TRUST 

project. It includes 5 industrial partners (with 4 SMEs), with deep, first-hand knowledge of the 

industrial problems to be addressed and 5 academic research institutions, each providing renowned 

experience in the different research domains required by the project: 

 

1. Softeco Sismat s.r.l. (IT) - Coordinator 

2. Montimage eurl (FR) 

3. Institut Mines-Telecom (FR) 

4. Universitat Rovira i Virgili (ES) 

5. Search Lab (HU) 

6. Universidad de Malaga (ES) 

7. The University of Reading (UK) 

8. Universidad de Murcia (ES) 

9. Scytl Secure Electronic Voting s.a.(ES) 

10. Indra Sistemas s.a. (ES) 

 

More information about the project and all the public deliverables are available in the project website 

www.inter-trust.eu or through the following contacts: 

 

Project Coordinator  

 

Enrico Morten 

Softeco Sismat 

Via De Marini 1 

16149 Genova 

Italy 

http://www.softeco.it/ 

 

tel. +39 010 6026 328 

e-mail: enrico.morten@softeco.it 

 

 

Project Technical Manager 

 

Edgardo Montes de Oca 

Montimage 

39 rue Bobillot  

75013 Paris  

France 

http://www.montimage.com 

  

tel. +33 (0) 1 53 80 35 77 

e-mail: edmo@wanadoo.fr  

 

 

Project Exploitation and Dissemination Manager 
 

Dr. Antonio F. Skarmeta Gómez 

Dept. Ingeniería de la Información y las Comunicaciones 
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Facultad de Informática, Universidad de Murcia 

30100 Murcia 

Spain 

http://www.um.es 

  

tel: +34-868-884607 

e-mail: skarmeta@um.es 

 

 

 

4 Potential impact 

 

Addressing security within today web based software architectures and with emerging technologies 

such as IoT and Mobile Computing is a challenging task which requires new methods and tools. There 

is not a clear boundary between different software systems; the security paradigm has changed and 

new technologies and tools are needed. 

INTER-TRUST (Interoperable Trust Assurance) aims at providing the developers of software systems 

innovative technology and tools to address these needs, and the expected impact is relevant in key 

areas of the cyber-security: 

• Management of Authentication, Authorisation and Access Control.  

Widespread use of Internet and web based services, allows sharing and access to private data 

everywhere and anytime, but at the risk of compromising privacy and confidentiality, and 

often without assuring an adequate Service Level. 

INTER-TRUST framework addresses this challenge adopting a new conceptual model, 

Organisation Based Access Control Model (OrBAC ), to describe the security policies. With 

INTER-TRUST security policies can be defined and maintained though an easy-to-use 

OrBAC modelling tool, and can be later adapted and modified. 

The INTER-TRUST framework will support the enforcement of these policies assuring the 

required confidentiality, integrity, and availability of the shared information. 

• Negotiated approach to security 

INTER-TRUST framework allows negotiating the security policies among the communicating 

entities, supporting interoperability between services and enabling establishment of negotiated 

trust. With INTER-TRUST each request of access is negotiated according to the security 

policies of the two entities and the available credentials which are exchanged. Moreover, if an 

agreement is not reached, INTER-TRUST negotiate the access proposing an alternative set of 

resources in order to satisfy the requestor and support interoperability of security policies.  

• Support of security Audit and Monitoring.  

Intrusion monitoring and detection systems are quite effective in revealing intrusions and 

threats. INTER-TRUST relays on state-of-the art monitoring and detection tools, integrated in 

the INTER-TUST framework. Moreover, testing tools allow for system security audits before 

the system deployment. 

• Resilient software services though dynamic configuration. 

INTER-TRUST supports dynamic configuration of security to enable system reaction and 

mitigate detected threats. Software Aspect Oriented Programming (AOP) paradigm is 

proposed  to enable the systems adaptation to changing conditions, detected by monitoring the 

context, with the deployment of new policies and the run-time reconfiguration of the systems. 

• Secure and efficient software development.  



INTER-TRUST – ICT FP7 – G.A. 317731 Inter-Trust-T1.1-SOF-MGMT-D1.6-Final-Public-Report-V0.01 

30 

 

Security and privacy requirements evolve extremely fast and today´s ICS systems are designed 

and developed without prior security specification. Security and privacy is often revised and 

modified as a consequence of the detection of security and privacy problems. INTER-TRUST 

AOP approach enable a clear separation of the software security layers (Aspects), which can 

be added and maintained separately from the other software layers. The software development 

cycle is faster and the software quality and security higher.  

Details about the planned exploitation of the project results in the defined areas are provided in the 

deliverable D1.7 Final EC Report. 

 


