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Abstract 

 

The BiobankCloud platform will store and analyze the massive biological 
datasets from omics experiments on biobanked samples. Within the 

BiobankCloud, no data will be processed that can be linked to any 
individual person. Nevertheless, this deliverable acknowledges concerns 

about integrity, privacy and confidentiality by defining the legal and 
ethical framework and the analysis of the ethical viability of the project. 

Policies, regulations and specifications in this deliverable will be inputs for 
the other work packages.  
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1 Introduction 
 

The protection of personal data in the European Union has been 
harmonized by the EU Data Protection Directive (95/46/EC, the Directive).  

The Directive sets common standards for the protection of individuals with 
regard to the processing of personal data and the free movement of such 

data. The standards set the principles of data minimization and legitimacy, 

impose technical and regulatory measures and provide for a number of 
data subject rights. By setting harmonized common standards, the 

Directive enables the free flow of personal data between the Member 
States of the European Union, including the free flow of personal data, 

also health data, for research purposes.  
 

Within the BiobankCloud, no data will be processed that can be linked to 
any individual person. Part of the data will be aggregated to a level that it 

cannot be connected to an individual person, and part of the data will be 
coded data in such a way that renders it in anonymous within the cloud. 

However, even if the data could be considered anonymous, all handling of 
the data will meet the common standards of the EU Data Protection 

Directive. All samples collected will have to be consented in order to be 
handled in the BiobankCloud.   However, data on anonymized cell lines 

may also be processed, as well as samples that may be used without 

consent according to the law applicable, for example data regarding 
diseased data subjects. The same requirements will have to be met by 

any researcher wanting to benefit from the BiobankCloud services.  
 

The BiobankCloud, as proof of concept project is delimited to the members 
of the consortium: 

 
 Kungliga Tekniska Högskolan 

 Charité – Universitätsmedizin Berlin 
 Karolinska Institutet 

 Humboldt – Universität Zu Berlin  
 Fundação da Faculdade de Ciências da Universidade de Lisboa 

 
The data for store and analysis will be provided by Charité Hospital, 

Germany. This document is intended to define the ethics framework and 

policies in accordance with the EU law and the national laws of the 
countries involved. Nevertheless, generalizations are made for future uses 

of the platform.    
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2 The EU legal framework for data protection 

2.1 Introduction 

The point of departure for the BiobankCloud is that no data containing 

personal information related to identifiable persons will be processed. The 

Cloud will handle two types of data, descriptive meta-data and omics-
data. All data used will be either at an aggregated level, anonymized or 

coded in order to prevent any identification. In this section, these 
concepts will be analysed in relation to the general principles of the Data 

Protection Directive, from a European perspective.  

2.2 Aggregated, anonymized or coded data 

The Data Protection Directive is applicable on personal data, data that can 

be traced back to an individual person. In article 2.1.a of the Directive, 
personal is defined as ‘any information relating to an identified or 

identifiable natural person ('data subject'); an identifiable person is one 
who can be identified, directly or indirectly, in particular by reference to 

an identification number or to one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity’. Data that 
cannot be connected to an individual person therefore falls outside the 

scope of the Directive (Article 3 of the Directive).  Further, paragraph 26 
of the preamble to the Directive states the following: 

 
“Whereas the principles of protection must apply to any information 

concerning an identified or identifiable person; whereas, to determine 
whether a person is identifiable, account should be taken of all the means 

likely reasonably to be used either by the controller or by any other 
person to identify the said person; whereas the principles of protection 

shall not apply to data rendered anonymous in such a way that the data 
subject is no longer identifiable.” 

 
In order for data not to be considered personal data, the key factor to 

take into account is thus whether (re-)identification can occur by any 

means that are likely reasonably to be used, by the controller or by any 
other person. In order to process the data in the BiobankCloud without 

enabling the data to be re-identified, several preventative steps will be 
taken. In designing these steps, the opinion of the Article 29 Working 

Party Group on the concept of personal data from 2007 will be used for 
guidance.1 What will be mostly relevant to investigate, is under what 

circumstances the data can be considered to be non-identifiable within the 
BiobankCloud, even though the identification key remains with the 

                                    
1 Article 29 Working Party Group, Opinion 4/2007 on the concept of personal data Adopted on 20th June 2007. 
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controller, the biobank holding the samples (see further section 2.3). In 

connection to this, the Article 29 Working Party Group has stated the 
following:2   

  
“Putting in place the appropriate state-of-the-art technical and 

organizational measures to protect the data against identification may 
make the difference to consider that the persons are not identifiable, 

taking account of all the means likely reasonably to be used by the 
controller or by any other person to identify the individuals. In this case, 

the implementation of those measures are not the consequence of a legal 
obligation arising from Article 17 of the Directive (which only applies if the 

information is personal data in the first place), but rather a condition for 
the information precisely not to be considered to be personal data and its 

processing not to be subject to the Directive.” 
 

Whether retraceable de-identified data can be considered anonymous in 

the meaning of the Data Protection Directive, has also been analysed in 
legal doctrine.  Kuan Hon et al has summarised the law as it stands as 

following:3 
 Retraceable pseudonymized data, such as key-coded data, may 

remain personal data. 
However: 

 aggregating pseudonymized data, for example through non-unique 
codes, may render data ‘anonymous’, with dataset size being one 

relevant factor, enabling cloud processing of anonymous data free of 
the Data Protection Directive, and  

 even retraceable pseudonymized data may be anonymous data in 
the hands of another person operating within a scheme where re-

identification is explicitly excluded and appropriate measures are 
taken to prevent re-identification by them, even if, theoretically, 

others could ‘accidentally’ re-identify individuals. 

 Critically, whether information is ‘personal data’ depends on the 
circumstances, considering all means likely reasonably to be used to 

identify individuals, including, for anonymized or pseudonymized 
data, the strength of ‘anti-identification’ measures used.  

 Anonymization/pseudonymization procedures may themselves be 
‘processing’. 

 
In the following subsections, the two categories of data used in the 

BiobankCloud, descriptive meta-data and omics-data, will be addressed 
separately. 

                                    
2 Ibid, p. 17.  
3 Kuan Hon, W, Millard, C. Walden, I, The Problems of ‘Personal Data’ in Cloud Computing – What Information is Regulated? The Cloud 
of Unknowing, Part 1, International Data Privacy Law, 2011, Vol. 1, No. 4, p. 217.  
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2.2.1 Descriptive Metadata and Aggregated Data 

As set out in section 4.1, descriptive metadata describes the study in 

terms of general information about the study, contact persons, sample 
description, storage locations, diagnoses, donors at the aggregated level, 

etc. This data will thus be represented at a metadata and aggregated 
level. Assessment of whether the data allows identification of an 

individual, and whether the information can be considered as anonymous 
or not depends on the circumstances, to which end the Working Party 

Group has held that a case-by-case analysis should be carried out with 
particular reference to the extent that the means are reasonably likely to 

be used for identification, as described in recital 26 of the Data Protection 
Directive.4  Within the BiobankCloud, an individual is never precisely 

described but only as part of a group. For example, an individual’s age is 
described as belonging to group X, between 18 and 50.  Given enough 

individuals within a particular group, and enough diversity within the 

group’s individuals, the data cannot possibly be attributed to an identified 
person. Each dataset will be assessed from the principles set out above 

before being uploaded. However, the aim of the project is to be able to 
present this category of data in such way that it can be considered to fall 

outside the scope of the Data Protection Directive. 

2.2.2 Omics Data 

Omics refers to the high-throughput experiments carried out in biomedical 
research for a comprehensive analysis of biological systems.  There is a 

variety of omics subdisciplines (genomics, transcriptomics, proteomics, 
metabolomics, etc.) each with their own instruments and techniques and 

also with specific ways to express the experimental data and the analysis 
results.  Specific bioinformatics analysis methods are required depending 

on the omics. 

  
The omics data in the platform consists of descriptive metadata associated 

to the datasets, the datasets and the analysis results after being 
processed by the analysis workflows in the BiobankCloud. A dataset could, 

for example, consist of sequenced genomes, that is, descriptive 
information on the genetic code of the donor. These data are, thus, 

related to individual persons.  
 

The techniques developed within the BiobankCloud will follow two 
procedures to suitably anonymize the data:  

                                    
4 Article 29 Working Party Group, Opinion 4/2007 on the concept of personal data Adopted on 20th June 2007, p. 21. 
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 first, all data uploaded will be double coded5, so that no information 

will be included that could make possible an identification of the 
data. State-of-the-art technical and organizational measures will be 

used to ensure the strongest possible authentication.  
 second, the technique of sharding will be used, meaning ‘splitting of 

data into smaller fragments (shards) and distributing them across a 
large number of machines’.6  

In combination, these tools should, for practical purposes, render the data 
equivalent to anonymous data. However, as stated above, whenever 

legally required all data processed in the BiobankCloud should be 
consented by the donor to be used for research purposes (section 2.4). 

2.3 Controller and processor 

In Article 2.d of the Data Protection Directive, the controller is defined as 

‘the natural or legal person, public authority, agency or any other body 
which alone or jointly with others determines the purposes and means of 

the processing of personal data’. A processor is ‘the natural or legal 
person, public authority, agency or any other body which processes 

personal data on behalf of the controller’ (Article 2.e).  
 

The key element in deciding who the controller is, therefore, becomes who 
‘determines the purposes and means of the processing of personal data’. 

The person able to take these decisions will also be responsible for 
ensuring that the processing of the data is in compliance with the 

Directive, Article 17.2 of the Data Protection Directive. According to Article 
17.1 of the Data Protection Directive, the Member States are to provide 

that the controller must implement appropriate technical and 
organizational measures to protect personal data. In many cases, there 

will be more than one controller, and the requirements will have to be 

upheld by each of them individually. If the controller does not conduct the 
processing him/herself but leaves this to a processor, Article 17.3 

stipulates that the processing of data must be governed by a contract or 
legal act binding the processor to the controller and stipulating, that the 

processor shall act only on instructions from the controller and in 
conformity with the measure set out by the Member States in accordance 

to Article 17.1. If the processor uses sub-contractors to carry out the 
tasks set out by the controller, these same conditions apply to the sub-

contractor.  
 

                                    
5 The terminology for different forms of ways to de-identify personal data follows the nomenclature suggested by EMA 2002, Position paper 

on terminology in pharmacogenetics. Committee for Proprietary Medicinal Products (CPMP), EMEA/CPMP/ 

3070/01. 
6 Kuan Hon, W, Millard, C. Walden, I, The Problems of ‘Personal Data’ in Cloud Computing – What Information is Regulated? The Cloud 
of Unknowing, Part 1, International Data Privacy Law, 2011, Vol. 1, No. 4, p. 221 with further references.  
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The question that needs to be addressed within the BiobankCloud is to 

determine who the controller is and who the processor is. Two issues are 
relevant here: who determines the purposes of the data and who 

determines the means of processing the data. The BiobankCloud users 
who want to upload and analyse its data in the BiobankCloud decide the 

purpose of the processing. According to the Article 29 Working Party 
Group, being a controller is primarily the consequence of the factual 

circumstance that an entity has chosen to process personal data for its 
own purpose.7  This implies we should consider the user as the controller, 

since it is only the user who can decide on the purpose of the biobank 
samples and the data connected to it, and further, who is able to collect 

the necessary consents from the donors. In regards to the criteria ‘means 
of the processing’, the BiobankCloud will provide the resources and tools 

for data store and analysis, from which the user can choose when 
uploading and analysing his/her data.  The ‘means of processing’ is 

therefore decided by the user. The Article 29 Working Party Group has 

stated that the Directive allows a certain margin of manoeuvre for a data 
processor:8 

 
“A pragmatic approach is needed, placing greater emphasis on discretion 

in determining purposes and on the latitude in making decisions. In these 
cases, the question is why the processing is happening and what is the 

role of possible connected actors like outsourcing companies: would the 
outsourced company have processed data if it were not asked by the 

controller, and at what conditions? A processor could operate further to 
general guidance provided mainly on purposes and not going very deep in 

details with regard to means.” 
 

Further, the Article 29 Working Party Group has explained that the most 
important part in defining whether an actor is a processor or a controller, 

is the element “on the behalf of the controller”, in the definition in Article 

2 e of the Data Protection Directive, cited above. Acting on behalf means 
serving someone else’s interest. A processor that goes beyond the 

mandate set out by the controller and requires a relevant role in 
determining the purposes or the essential means of processing is a joint 

controller, rather than a processor.9 This can result in that a processor can 
become a controller in certain aspects of the providing of a service.10  

 

                                    
7 Article 29 Working Party Group, Opinion 1/2010 on the concept of “controller” and “processor”, adopted on 16th February 2010, p. 8 and 

Article 29 Working Party Group, Opinion 5/2012 on Cloud Computing, adopted on 1st of July 2012, pp. 7.  
8 Ibid, p. 13.  
9 Ibid, p. 25. 
10 Kuan Hon, W, Millard, C. Walden, I, Who is responsible for ‘personal data’ in cloud computing?—The cloud of unknowing, Part 2, 
International Data Privacy Law, 2012, Vol. 2, No. 1, pp. 7.   
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For the sake of establishing a transparent and reliable chain of command 

between controller and processors, the BiobankCloud should take care to 
allocate all responsibilities stemming from the Data Protection Directive in 

a clear and concise manner.11 The agreements entered into by the 
BiobankCloud with the users wishing to upload and analyse data, at this 

stage Charité in Germany, should therefore state the division of labour 
between the parties, making clear that it is the user, Charité, that 

continues to be the controller of the data, and that the BiobankCloud 
platform is the processor. If, in the future, any sub-contractors will be 

involved, these must also be bound by the same division of labour, by 
means of contracts. 

2.4 Applicable law 

As stated in the previous section, the controller for the data processed in 

the BiobankCloud is the biobank uploading the data in the cloud, at this 
stage only Charité in Germany. According to Article 4.1.a of the Data 

Protection Directive, it is the place of establishment of the controller that 
is decisive for pointing out the law applicable on the processing of the 

data.  The principles set out above regarding aggregated, anonymized and 
coded data must therefore be applied within the context of German law. 

This will be the responsibility of the controller.  
 

German law will be applicable to the processor, who is bound to uphold 
the measures set out by the Germany according to Article 17.1 of the 

Data Protection Directive. The Article 29 Working Party Group has 
concluded that this requires coordinated supervision by the competent 

Data Protection Authorities.12 From the part of the BiobankCloud project, 
this also means that all members of the consortium running the 

BiobankCloud platform will have to adhere to the supervision not only 

from the competent authority in their respective Member State, but also 
the German Data Protection Authority.  

 

2.5 Informed consent 

Even though all data processed in the BiobankCloud platform will be de-

identified and all necessary steps will be taken to enable the data to be 
considered anonymous also in the meaning of the Data Protection 

Directive, as implemented in German law, it will be a principle of the 
BiobankCloud platform not to process any data where the data subject has 

not given his/her informed consent when so required (Article 8 of the Data 
Protection Directive).  

                                    
11 See further Article 29 Working Party Group, Opinion 5/2012 on Cloud Computing, adopted on 1st of July 2012, p. 8 and 12.  
12 Article 29 Working Party Group, Opinion 8/2010 on Applicable law, adopted on 16th December 2010, p. 10. 
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In the case where data has been collected a long time ago, where the 
data subject is diseased, or in the case of data on anonymous cell lines, 

even non-consented use of data may occur, if it conforms with the law 
applicable to the controller.  

 
It is the responsibility of the controller, Charité in Germany, to secure that 

all data subjects whose data is uploaded to the BiobankCloud platform 
have given their consent, or that an exemption is applicable, all according 

to German law. 
 

However, in the future other organizations and researchers from other 
European countries may be interested in using the BiobankCloud platform. 

In this case, specific national laws should apply to the controller. New 
regulations regarding consent should be added to the BiobankCloud 

ethical framework with the help of the BiobankCloud Ethical Board. 
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3 BiobankCloud Model Data Management Policy (MDMP) 

3.1 Introduction 

This Model Data Management Policy (MDMP) is based on the BiobankCloud 

legal framework and will provide a set of formal rules, criteria and 

priorities that should guarantee a consistent ascertainment of all 
requirements that should be fulfilled by the platform and by the users of 

the BiobankCloud platform. This policy will be used by the members of the 
consortium and clearly communicated to the users.  

 

3.2 Policy Principles 

 

 Based on the Directive’s Common Standards 
 Compatible with the stated purpose of the BiobankCloud platform  

 Aims to ensure that the platform meets its obligations towards its 
stakeholders  

 Facilitate and ensure secure and high quality services for data storage 

and analysis 
 Clearly specify what data can be stored, analysed and accessed 

 Clearly specify what data will NOT be stored, analysed or accessed 
 

3.3 Service Access Procedure 

An access committee should be created in order to evaluate 
BiobankCloud service access requests. 

The procedure for evaluating the service access requests will provide the 
access committee with evaluation criteria to be considered when granting 

access to the services provided by the BiobankCloud. The work packages 

involved in the implementation of the system will use this procedure as a 
guideline for the design of the data model and the implementation of the 

access control. 
A controlled data submission will guarantee that only allowed information 

and data will be managed by the platform. In principle, all the member 
organizations of the consortium are entitled to be a BiobankCloud trusted 

organization. Nevertheless, this policy will pave the way to future uses of 
the BiobankCloud platform bringing services to other European medical-

research institutions. 
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3.3.1 Organization Application 

A request for BiobankCloud Organization membership will be submitted in 
a standardized application form in which the requester provides the 

following information: 
 Name of the organization 

 Organization number 
 Organization website 

 Organization contact person: 
o Contact information (name, e-mail, telephone, address) 

o Position 
o Affiliation (Organization, Department) 

 The aim and purpose of the organization. If the organization pursues 
any aim other than biomedical research, this must be explicitly 

documented.  
 Forms of organisation (public or private) 

 Means of funding of the organization 
 All public bodies exercising supervision over the organization (Data 

Protection Authority, Health Boards, Boards for Higher Education, 

etc.) 
The requester may be asked to submit further information, if needed. 

3.3.2 Individual Membership Application 

A request for BiobankCloud individual membership will be submitted in a 

standardized application form in which the requester provides the 

following information: 
 Contact information (name, e-mail, telephone, address) 

 Position  
 Affiliation (Organization, Department) 

 Purpose of the use of the platform (storage, analysis, both) 
 Scientific aims of the investigation 

3.3.3 Storage Service Request 

A platform’s member that requests the storage service will provide the 

following information: 
 Required approvals by ethics committee or institute research boards 

for the research project 
 Aim of the research project  

 Purpose of the storage (long term storage (archival), storage for 
analysis) 

 If all the donors whose sample data is included in the data to be stored 

have consented on the use of their data for the research project, if 
required 

 If no consent is required, the reason (cell line, old samples, others) 
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 Authorization for use of non-consented sample data, if required 

 Type of omics data 
 Anonymization procedure used, if needed 

 

3.3.4 Analysis Service Request 

A platform’s member that requests the use of the bioinformatics analysis 
service will provide the following information: 

 Purpose of the analysis 

3.4 Evaluation of Requests 

The access committee is in charge of the evaluation of the access 

requests. 

The requests for BiobankCloud membership are processed differently 
depending on whether the requester is an organization or an individual 

person. The storage and analysis services can only be requested by an 
already accepted member. 

3.4.1 Selection criteria for organization acceptance 

The access committee will evaluate the required information as specified 

in section 3.3.1 and may ask the requester to submit further information if 
found necessary. The access committee may also collect further 

information on its own motion, such as information regarding the 
requester from a public authority exercising supervision over the 

organisation.  
 

The access committee can deny membership to organizations that are not 
deemed as trustworthy or that pursues an aim that is not found to be 

compatible with the aims of the BiobankCloud platform, for example, 

military research. The requester will be given opportunity to state their 
view on the information collected, before a negative decision is taken on 

behalf of the application.  

3.4.2 Selection criteria for individual membership 

 The requester is affiliated to a trusted organization. 
 If the affiliation of the requester is not already trusted, an 

organization application is required as in section 3.3.1. The 
requester will have to apply via his/her organization. 

 The access committee may collect further information on its own 
motion. 

 If the aims or purpose of the requester is found not to be compatible 
the BiobankCloud platform, the application might be denied. The 

requester will be given opportunity to state their view on the 
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information collected, before a negative decision is taken on behalf 

of the application. 

3.4.3 Selection criteria for data store and analysis 

Only accepted members of the BiobankCloud platform can request store 
and analysis services. 

A member of the BiobankCloud platform is entitled to use the platform 
services for data store and analysis. The authorization of a member to 

store or analyse data requires that the member request meets the 
requirements in sections 3.3.3 and 3.3.4. If more specifications are 

needed, the BiobankCloud access committee can contact the member in 
question. If the requirements are not met, then access can be denied. 

 
The evaluation criteria for the use of the BiobankCloud services for data 

storage and analysis are: 
 

 A standardized document containing the approvals by ethics 

committee or institute research boards for the research 
project, has to be provided according to the national law of the 

country of the requester (SRPA: Standard Research Project 
Approval) 

 A standardized document containing the consent information from 
sample donors whose samples have generated the data, has to be 

provided (SIAC: Standard Information About Consent) 
 Based on the SIAC a standardized document for authorization of use 

of non-consented data will be requested in case of non-consented 
sample data (SINC: Standard Information on Non-Consented data) 

 Anonymization method used for aggregated data about sample 
donors  

 For each omics dataset an specification of anonymization method 
should be provided (if needed) 

 

3.4.4 Standard forms to be designed by the platform 

Six standard electronic forms for request and data submission will be 

designed: 
 Organization application 

 Individual membership application 
 SRPA: Standard Research Project Approval 

 SIAC: Standard Information About Consent 
 SINC: Standard Information on Non-Consented data 

 Agreement between the controller & processor 
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The information regarding these forms should always be available for 

downloading and printing. 
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4 Applying the Model Data Management Policy:  
User scenarios 

4.1 Introduction 

 
A controlled data submission process will guarantee that only allowed 

information and data will be managed by the platform.  
A general view of the data structure in the platform can be useful to get a 

better understanding of the user’s scenarios. 
Based on the main functionalities of the platform a data model for biobank 

data sharing will be implemented based on the BBMRI [1] data model 

MIABIS [2]. The model includes meta-data associated to the research 
study and omics data. 

 
Fig. 1 Hierarchical representation of the data in the BiobankCloud 

 
As shown in the figure above, a research study has descriptive metadata 

and omics data associated to it. The study descriptive metadata describes 
the study in terms of general information about the study, contact 

persons, sample description, storage locations, diagnoses, donors at the 
aggregated level, etc. The omics data consists of descriptive metadata 

associated to the datasets, the datasets and the analysis results after 
being processed by the analysis workflows in the BiobankCloud. 

A BiobankCloud platform user can be, for instance, a researcher or a 
biobank data manager. They can upload data to the platform for storage 

and also for bioinformatics analysis. The results of the analyses can also 
be stored in the platform or downloaded from the platform.  

 

Study 

information 

Study 
Descriptive 
metadata 

Study Donors Samples 
Omics 

experiment 

Omics  

Data 

Omics 
Descriptive 
metadata 

Datasets 
Analysis 
results 
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4.2 Methodology 

To identify ethical issues triggered by the processes in the platform we will 

present typical user scenarios for the use of the BiobankCloud. Each 
element of the user scenarios was reviewed for compliance with the EU 

Data Protection Directive and the BiobankCloud Model Data Management 
Policy (MDMP). 

 

4.3 User scenarios 

Authorized BiobankCloud members will use the infrastructure for 

uploading, downloading and analysing data. The following use case 

scenarios are derived from the platform main functionalities and reflect 
the main services provided by the BiobankCloud.  

 

4.3.1 Use case scenario 1: Store study descriptive metadata 

 
Note: Study descriptive metadata can only be uploaded to the platform 

once the user that has applied for BiobankCloud membership, has been 
approved and holds his login credentials. The descriptive metadata is 

verified by the system and approved as a user’s project. Omics data can 
be related to the study descriptive metadata through the project ID. 

 
Actors:  

 Member of the BiobankCloud with researcher role 

 System role 
 
User scenario 1: Store study descriptive 

metadata  

Associated Data Protection Issues under EU 

Data Protection Directive  

1. Researcher logs into the 

BiobankCloud and selects the 

store function.  

No data protection or ethical issue  

2. System presents storing options: 

descriptive metadata, omics data 

2.1 Researcher selects study 

descriptive metadata 

2.2 Researcher provides: 

1. SRPA Document (Approvals for 

the research project): 

“approval-0001.pdf” 

2. Aim of the research project 

3. Purpose of the storage: 

storage for analysis 

4. Number of donors whose 

sample data is involved in the 

data to be stored: 30 

2.2, 1-7 uses MDMP 3.4.3 
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5. Number of donors who have 

consented to the use of data 

derived from their samples: 28 

6. Number of donors who have 

not consented to the use of 

data derived from their 

samples: 2 

7. Cause of non-consent: old 

samples 

8. SINC Document (Authorization 

for use of non-consented 

sample data): “authorization-

0001.pdf” 

3. Researcher uploads study 

descriptive metadata: 

“descriptive-metadata-

0001.xml” 

No data protection or ethical issue 

4. System sends by email to the 

researcher a notification of 

pending evaluation and processes: 

1. approval document 

2. authorization document 

3. Anonymization of aggregated 

sample donors 

 

1,2,3 MDMP 3.4.3 

5. System evaluates: 

 SRPA document “approval-

0001.pdf” 

 SINC document “authorization-

0001.pdf” 

MDMP 3.4.3 

6. System sends by email to the 

member a notification of 

permission granted to upload data 

to the BiobankCloud with the 

project identifier for the uploaded 

metadata: BBC0001 

No data protection or ethical issue 

 

4.3.2 Use case scenario 2: Store omics data 

 

Note: Omics data can only be uploaded to the platform once the study 
descriptive metadata has been approved and given a project ID. The 

omics data is related to the study descriptive metadata through this ID. 
Several omics data can be related to a same project ID. 

 
Actors:  

 Member of the BiobankCloud with researcher role 
 System role 
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User scenario 2: Store omics data  Associated Data Protection Issues under EU 

Data Protection Directive  

1. Researcher logs onto the 

BiobankCloud and selects the 

store function.  

 

No data protection or ethical issue 

2. System presents storing options: 

descriptive metadata, omics data 

2.1 Researcher selects omics data 

2.2 Researcher provides: 

 Type of omics data: 

expression data 

No data protection or ethical issue 

3. System checks for need of 

anonymization method for the 

selected omics: No need of 

anonymization  

4. Access granted for omics 

datasets uploading 

3,4 uses MDMP 3.4.3 

5. Researcher searches for his/her 

projects and select project ID 

BBC0001 

No data protection or ethical issue 

6. System presents the study 

descriptive metadata for project 

BBC0001 

No data protection or ethical issue 

7. Researcher accepts the project and 

uploads the omics descriptive 

metadata and the datasets for 

the project BBC0001 

No data protection or ethical issue 

 

4.3.3 Use case scenario 3: Analysis of omics data 

 

Note: Once the omics data associated to a project have been uploaded it 
can be analysed using one or more analysis pipelines provided by the 

platform. The data used by the analysis pipelines are already accepted by 
the platform and no privacy protection issue is related to the analysis 

processes. Several analysis results can be related to the same omics data.  
 

Actors:  
 Member of the BiobankCloud with researcher role 

 System role 

 
User scenario 3: Store omics data  Associated Data Protection Issues under EU 

Data Protection Directive  

1. Researcher logs onto the 

BiobankCloud and selects the 

analysis function.  

2. Researcher provides purpose of the 

analysis 

2 uses MDMP 3.4.3 
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3. System presents analysis options:  

a. Researcher selects workflow 

3 

4. System presents the user’s suitable 

projects for the workflow 3 

a. Researcher selects the project 

BBC0001: 

 Select the datasets to be 

included in the analysis 

 Provide some parameters 

needed for the analysis 

 Provide aim of the analysis 

No data protection or ethical issue 

5. System checks the parameters and 

datasets  

No data protection or ethical issue 

6. System  presents estimated time for 

the analysis and starts processing 

No data protection or ethical issue 

7. System finishes the processing and 

present options “download”, “save 

results”, “re-process”, “exit” 

No data protection or ethical issue 

8. Researcher selects “download” and 

downloads the results to his local 

computer 

No data protection or ethical issue 
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5 Viability analysis report 

5.1 Overview 

In the BiobankCloud platform all the data managed is in principle, 

anonymized or de-identified. There will be no personal data uploaded to 

the platform neither a key to the personal information of the sample 
donors. Nevertheless, the platform will ensure that the data uploaded 

follows the established regulations related to consent and ethical approval. 
On other hand, some omics can compromise study participant privacy 

(analyses as regression coefficients for many SNPs, summary results from 
allele frequencies in case-control studies). It implies that the omics 

datasets and omics analysis results should be adequately managed by the 
platform.    

5.2 Operational Feasibility 

Following the above described policy for data management (section 3) will 
guarantee that the data managed by the platform is properly validated 

before being authorized for storing and analysis.  

The BiobankCloud access committee will use these policies to authorize 
organizations and researchers to use its services.  

A controlled data submission process will implement a pre-defined data 
model based on MIABIS [2]. It implies that no explicit personal data can 

be uploaded to the platform.  
The standardized forms for membership application and for validation of 

consent and ethical approval as well as the Agreement between controller 
and processor will make possible a systematic verification of the required 

information related to the proper use of sample data. 
The accepted members of the BiobankCloud platform will automatically 

follow the policy in order to get access to the platform services.  
  

5.3 Technical Feasibility 

The practical way to follow this ethical and legal framework is through the 

implementation of the Model Data Management Policy in the BiobankCloud 
data model.  

The validation of the requirements of the policy can be automated by the 
informatics system to be implemented. Nevertheless, some validations 

have to be carried out with the intervention of the access committee.  
The anonymization of the descriptive data about the samples will be a 

straightforward process.  The structured data submission based on 
MIABIS [2] data model will provide only metadata and aggregated data 

related to the research study, samples and donors. 



 
 

 

BiobankCloud D1.5  page 25/27 

   

317871 

 

 

The major challenge for the platform is the anonymization of some omics 

datasets and analysis results. The use of coding and sharding techniques 
combined with a robust security system for access control will render the 

omics-data equivalent to anonymous. These issues need to be studied and 
documented by the project.  

5.4 Recommendation  

 This legal and ethical framework is focused on the fact that the 
BiobankCloud is a proof of concept project that will in principle, use 

sample data provided by one of the members of the consortium, 
Charité Hospital. Nevertheless, the data management policy has 

been designed as an abstract model applicable to any organization 
and individual user. On other hand, the EU law is changing as well 

national laws related to privacy protection and research. Keeping 

this in mind, it is recommendable to see the design of this legal and 
ethical framework as a dynamic process. Significant changes can be 

made in the context of personal data privacy protection that will 
demand the modification of the BiobankCloud platform’s legal and 

ethical framework. 
 New methods related to data anonymization can arise. A systematic 

updating about this matter in order to help BiobankCloud users to 
anonymize their datasets and also to improve anonymization of the 

datasets stored in the platform is recommended. 
 With the development of new high-throughput experiments in 

biomedical research, new questions about re-identification of sample 
donors can arise. Before integrating new technologies to the 

platform, it is recommended to carefully study and test them. 
Questions regarding consent and privacy protection related to new 

technology should be investigated with the help of the BiobankCloud 

Ethics Board.   
 The BiobankCloud platform will provide the scientific community 

with a valuable infrastructure for storage and analysis of genomic 
data derived from biobank samples. Another major contribution 

from this platform could be the implementation of functionalities 
towards data sharing. It will imply ethical issues that require to be 

studied for further improvements of this platform. 
 Any question regarding ethics and regulations should be tackled with 

the help of the BiobankCloud Ethics Board.  
 

5.5 Evaluation  

Implementing this legal and ethical framework will make the BiobankCloud 

ethically viable. No major informatics challenges are involved in the 
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implementation of this framework, however following the 

recommendations in 5.4 will make possible a systematic improvement of 
the BiobankCloud services and simultaneously, a consistent adaptation to 

new changes in ethics and regulations about privacy protection. 
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