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Executive Summary 

 

A core deliverable of the Miraculous-Life project is the overall system architecture and 
security and privacy infrastructure. The deliverable gives an overview of the overall system 
architecture, the different modules, the communication interfaces as well as the software 
distribution. The deliverable also discusses the infrastructure integrated which provides a 
secure communication and a safe data as well as user handling. This involves also basic 
functionality for the data protection. 

The main components of the Miraculous-Life system are: 

 User Recognition Modules 

 Speech Recognition Modules 

 Environment Context Analysis 

 VSP Multimodal Dialogue Management Framework and Avatar 

 Knowledge Base 

 Home Daily Activity and Safety Services 

 Sensor and Sensor connection modules 

 Audio Emotion Recognition 

 

The service categories of the Miraculous-Life system are: 

 Safety Services (High level environment context analysis, fall detection, dangerous 
object adviser, obstacle avoidance, emergency situation guidance, risk avoidance, 
low level  safety service) 

 Education & Leisure Services (appointment reminder, event creator) 

 Guidance Services (motivation for physical activity, object locating) 

 Care & Wellness Services (object location reminder, medication reminder) 

 General Services (reminder service, alert service, notification service, update 
WebUI) 
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1 About this Document 

 

1.1 Role of the deliverable 

The purpose of this document is to specify the Miraculous-Life overall architecture. This 
architecture describes all architectural aspects of the Miraculous-Life -based information 
system. A clear structure of the architecture as well as the use of standard interfaces are 
important, because they provide the possibility to reuse parts of the system or extend the 
architecture later on. 

The document should enable architects and developers to  

 Understand which type of system the Miraculous-Life is 

 Define which actors are involved in the interaction with the Miraculous-Life system 

 Document the rationale for the system building blocks based on the user scenarios, 

use cases and features  

 Understand Miraculous-Life Reference Architecture 

 Understand how to deploy and run Miraculous-Life services 

To accomplish the defined purposes, the document describes not only the proposed 
architecture but also briefly the process of applying it in the design and development 
processes. 

The primary audience for this document is system architects and developers that 

 Deploy the Miraculous-Life system in the elderly homes and residential houses 

 Will apply the Miraculous-Life system in the design and / or development of a 

software system 

 Will specify or update the Miraculous-Life system 

 Need to understand the architecture of a Miraculous-Life system 

 

1.2 Relationship to other Miraculous-Life deliverables 

The deliverable is related to the following Miraculous-Life deliverables: 

Deliv:  Relation 

D4.1 Design and specification of ICT-based services and safety services 

D5.3 Specification of the Miraculous-Life system integration 

D5.4 System integration validation 

D1.1 Specification of user needs analysis and design of VSP model 

D2.1 Specification of the user emotion recognition component 

 

1.3 Structure of this document 

 



 

 

D5.1a Specification of overall system architecture and security and privacy infrastructure 

 

Public 
 

Miraculous-Life 3 

The document first describes all involved stakeholders in the Miraculous-Life environment, 
focusing on which stakeholders have to be addressed by the Miraculous-Life system and 
therefore are relevant for the architecture design. 

Based on these findings, the Miraculous-Life concrete architecture is introduced. Its shows 
all involved and developed modules, their physical deployment as well as their 
communication protocols.  

The following chapters describe the core technology components of the overall 
architecture, which form the basis of the Miraculous-Life framework. These core 
technologies are the HOMER OSGi framework for the service deployments and 
standardized sensor and hardware connection.  

The final chapter discusses the security and privacy infrastructure design. This chapter will 
be worked out in later versions of this deliverable. 
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2 Miraculous-Life Actors and Artefacts 

 

To be filled in version B 
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3 Miraculous-Life Technological Overview 

3.1 Introduction to this chapter 

This chapter describes the technologies (hardware and software) employed in the 
Miraculous-Life project and provides a motivation for their use and an explanation on how 
they were used. Much care was taken to use technologies that are easy to use, reusable, 
and where possible are free of charge. 

3.2 Hardware 

3.2.1 Workstation 

As workstation we refer to the computer on which the Miraculous-Life core system runs on. 
All interactions and communications, from the sensor input to the tablet output are 
processed on the workstation. The modules of the workstation are described in this 
deliverable. The setup of the workstation is described in deliverable D5.3. The 
specifications were chosen by incorporating different aspects like: 

 User acceptance (unobtrusive, small, silent …) 

 Current and possible future system requirements 

Due to the fact that the needed system requirements for using (multiple) Kinect v2 are 
officially unknown, it is for the moment not possible to have a final decision in that regard. 
The workstation used in the pre-trials is used as a first reference point (regarding the 
processing power) where further developments can be tested on. If needed, the hardware 
requirements will be adjusted accordingly and presented in the upcoming versions of this 
Deliverable. 

3.2.2 Tablet 

As main interaction device, handheld and/or wall mounted tablets where chosen. On these 
tablets, the Virtual Support Partner (VSP) is displayed next to detailed information from the 
provided Services. The end-users will interact with the Miraculous-Life system by speech 
recognition and by direct (manual) user input if needed. 

The tablet specification used for the pre-trials can be found in Deliverable D5.3. 

3.2.3 Sensors 

Miraculous-Life intends to offer the end-users support by assisting in their everyday lives. 
In order for the system to interact with the user, it also needs to get information from the 
user to determine the current status and what shall be done next. Therefore, different 
types of sensors are needed which collect the necessary data in a mostly passive way. 
Great care must be taken at this past in order to avoid too much intrusion and/or 
interference with the end-users daily life activities and their privacy. The elderly must not 
feel observed or monitored by the system, which would decrease the acceptance of the 
system and therefore undermines the benefit of using it. During the project no new sensors 
will be developed, instead already available, established and used sensors will be used to 
accomplish the project goals. 

Microsoft Kinect v2 

Microsoft Kinect is a sensor input device, which provides an innovative way of interacting 
with a game console or computer via gesture and spoken commands. Microsoft provides 
an SDK for using the raw data collected by the Kinect for further gesture and skeleton 



 

 

D5.1a Specification of overall system architecture and security and privacy infrastructure 

 

Public 
 

Miraculous-Life 6 

analysis. Miraculous-Life will use version 2 of the Kinect, which has superior hardware 
integrated compared to version 1. 

To avoid blowing up this document with technical specifications of Kinect that is available 
online, please visit the official website:  

http://www.microsoft.com/en-us/kinectforwindows/meetkinect/features.aspx 

Microphone 

A built-in (Computer or Kinect), USB or analog microphone can be used for audio data 
capturing. Miraculous-Life will use this data as user input for speech commands as well as 
deriving the users’ emotional state. Microsoft speech recognition engine, which is also 
used with the Kinect, will be used for the speech recognition part while Zoobe provides the 
emotion analysis at their own server infrastructure. 

PIR Sensors 

Passive Infrared Sensors will be connected through the HOMER platform to the 
Miraculous-Life System. The gathered data will be used for low level safety service 
purposes. 

Contact Sensors 

As for the PIR sensor, contact sensors will also be used through HOMER and for low level 
safety services. 

Other Sensors 

Up until now the list of possible sensors which can or need to be used is not yet finished, 
so this point leaves room for any additional sensors. 

 

3.2.4 External Servers 

One of the project partners, Zoobe, is using their own Server for specific tasks, which are 
the emotion recognition from audio data as well as the Avatar generation. 

 

3.3 Software 

3.3.1 Operating Systems 
 
Workstation 

As operating system, Miraculous-Life workstation will use Windows 7 Professional 32 or 
64Bit edition. As the new Kinect 2 required a Windows 8 operating system it is forseen that 
we switch to that system after the pre-trials have been completed. Since the complete 
system requirements (also regarding the hardware) are not yet known (image / video 
processing, skeleton data analysis etc.) it is unclear if there is a need for more than 4GB of 
RAM and therefore a 64Bit operating system. For the pre-trials, a 32Bit System is 
sufficient, since the chosen scenarios don’t require complex computations. 

Windows as itself is needed due to some software components provided by the project 
partners, which are only runnable on computers that run a Windows operating system, 
such as the Microsoft Kinect Speech Recognition engine or the Microsoft SQL Server. 

Tablet 

The tablet which are used for the pre-trials will be using Android 4.x(2). 
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3.3.2 Java 
 
OSGi 

The Java driven software components in the Miraculous-Life system will be development 
by complying with the OSGi specification, release 4.3. This approach allows for a highly 
dynamic and flexible development of software modules so that new functionalities, 
enhancements and modifications are easy to integrate. 

Modularity is realized by using an OSGi framework in Java. Java based applications are 
platform independent. They are executed on the Java Runtime Environment (JRE), which 
can be installed on various operating systems. This fact is another aspect of hardware 
independence. The usage of an OSGi framework provides remote maintenance and 
individual adaptability of the system. The components, coming in the form of bundles for 
deployment, can be remotely installed, started, stopped, updated and uninstalled without 
requiring rebooting the system. Thus, the framework is flexible in terms of expanding its 
functionality and updating single modules during runtime. The interactions and 
dependencies between bundles are handled by the framework itself. It manages searching 
and binding of required services, which are exposed functionalities within OSGi bundles, 
even when the service is activated at later time. Fine grained configuration options allow 
detailed access to functionalities in each OSGi bundle. 

Apache Karaf 
The Apache Karaf Framework1 sits on top of the OSGi container. Karaf adds additional 
functionality to OSGi via add-on features. You can control the container directly through 
direct shell, SSH or a web console. It supports provisioning and deployment via file 
system, Maven repository, archive, OBR (OSGi Bundle Repository) and configuration via 
file system, web console and JMX. Dependency injection using Blueprint is also available 
in Apache Karaf. Additionally, you can deploy bundles and features at runtime very easily 
by putting them in the “%HOMERframework%\deploy\” folder. 
 
For further information, please have a look at: 

 Apache Karaf Manual: http://karaf.apache.org/manual/latest-2.3.x 

 Learning Apache Karaf [2] 

 

Apache Karaf is a small OSGi based runtime which provides a lightweight container onto 
which various components and applications can be deployed. 

 

This list shows some features supported by the Karaf: 

 Hot deployment: Karaf supports hot deployment of OSGi bundles by monitoring jar 
files inside the [home]/deploy directory. Each time a jar is copied in this folder, it will 
be installed inside the runtime. You can then update or delete it and changes will be 
handled automatically. In addition, the Karaf also supports exploded bundles and 
custom deployers (blueprint and spring ones are included by default). 

 Dynamic configuration: Services are usually configured through the 
ConfigurationAdmin OSGi service. Such configuration can be defined in Karaf using 

                                            
1
 http://karaf.apache.org 

http://karaf.apache.org/manual/latest-2.3.x
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property files inside the [home]/etc directory. These configurations are monitored 
and changes on the properties files will be propagated to the services. 

 Logging System: using a centralized logging back end supported by Log4J, Karaf 
supports a number of different APIs (JDK 1.4, JCL, SLF4J, Avalon, Tomcat, OSGi) 

 Provisioning: Provisioning of libraries or applications can be done through a 
number of different ways, by which they will be downloaded locally, installed and 
started. 

 Native OS integration: Karaf can be integrated into your own Operating System as 
a service so that the lifecycle will be bound to your Operating System. 

 Extensible Shell console: Karaf features a nice text console where you can 
manage the services, install new applications or libraries and manage their state. 
This shell is easily extensible by deploying new commands dynamically along with 
new features or applications. 

 Remote access: use any SSH client to connect to Karaf and issue commands in 
the console 

 Security framework based on JAAS 

 Managing instances: Karaf provides simple commands for managing multiple 
instances. You can easily create, delete, start and stop instances of Karaf through 
the console. 

 
Apache Maven 

Apache Maven (http://maven.apache.org) is a software project management and 
comprehension tool. Based on the concept of a project object model (POM) Maven can 
manage the compilation of source code, the project's building process, reporting and 
documentation from a central configuration file. The maven-eclipse plug-in facilitates 
creation of Eclipse projects to import source code packages in Eclipse easily.  

Java projects can be automatically built in a way to meet OSGi requirements due to the 
maven-bundle plug-in.  

Furthermore, Maven supports dependency management by downloading external 
artefacts from private or public repositories on demand during the build process and can 
also publish the generated applications on remote sites. 

3.3.3 Microsoft SQL Server 2008 R2 

The Microsoft SQL Server 2008 R2 (Developer Edition) is a relational database 
management system, which will be used for storing all essential data regarding the 
functionality of the Miraculous-Life System. The KnowledgeBase component, which is 
developed by UCY, enables the insertion, selection, update and deletion of database 
entries to the other system components via a specified API. For further information about 
the KnowledgeBase, please refer to the corresponding Deliverable. 
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3.3.4 WebSocket 

The WebSocket protocol2 enables a full-duplex communication channel over a single TCP 
connection. The communication is initiated by the client and established via an HTTP 
handshake with an appropriate update request. When the update request is acknowledged 
by the webserver, the bi-directional communication channel can be used until one of the 
partners closes the connection. In contrast to a HTTP connection, the server can send a 
message to a client without being polled by the client beforehand, which is used in the 
Miraculous-Life project to update the tablets’ user interface. 

3.3.5 JSON 

JavaScript Object Notion (JSON)3 is a data format used to transmit data objects consisting 
of „key“  “value” pairs, which will be used to exchange messages over the NCF as well 
as for the WebSocket connections. Example message structures will be shown in the 
appropriate Deliverable sections where the data exchange is further explained.  

3.3.6 HTML5 

The HyperText Markup Language v5 (HTML5)4 is used for displaying data in a browser. 
The Miraculous-Life System will use HTML5 primarily on the tablets, since the newest 
version of the HTML standard has certain functionalities that are highly beneficial for 
achieving the project goals. For example, HTML5 introduces a WebSocket protocol 
implementation as well as an already integrated video tag for displaying videos without the 
need of additional browser plugins. 

3.3.7 CSS 

Cascading Style Sheets (CSS)5 are used to describe the look and format of a markup 
language, like HTML. In Miraculous-Life, CSS3 (Level 3) will be used to design the User 
Interface (UI) on the tablet. 

3.3.8 JavaScript 

To enable a dynamic interaction for the otherwise static (HTML presented) UI, JavaSript 
(JS)6 will be used. JS is a scripting language that enables web browsers to execute client-
side scripts which give users dynamic interaction possibilities with the UI. JS provides the 
functionality to initiate a WebSocket connection, therefore acting as a WebSocket client, 
which is used to present new information to the end-user without the need of reloading the 
whole UI but only updating distinct parts of it. 

 

 

 

 

 

                                            
2
 http://tools.ietf.org/html/rfc6455 

3
 http://json.org/ 

4
 http://www.w3.org/TR/html5/ 

5
 http://www.w3.org/TR/CSS/ 

6
 http://www.ecma-international.org/publications/standards/Ecma-262.htm 
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4  Miraculous-Life architecture 

4.1 Introduction to this chapter 

This chapter explains the overall concrete architecture of the Miraculous-Life setup. The 
chapter explains all the modules and the functionalities as well as the overall structure. 

4.2 Miraculous-Life SOA architecture 

Figure 1 shows the different layers of the Miraculous-Life architecture and basic 
components. This architecture view follows the services oriented architecture (SOA) 
approach. The basic layer shows all hardware connections. This includes sensors like the 
home automation sensors, cameras, microphones, Kinect etc.. The HOMER OSGi 
framework in the Middleware layer contains components which abstract the hardware and 
provide them to all the upper layers and services. The abstraction is based on the ISO 
/IEEE 11073 standard. The advantages are that the sensors can be easily integrated via 
plug and play and that the overall system is independent from the sensor vendor as long 
as the used sensors follow this standard. 

The Knowledge Base contains all the user profiles as well as the environments and 
conversation models. These are central information which is also provided by the system 
middleware layers.  

The next layer presents all the services as web services to the higher levels. All the 
services can use the components and infrastructure provided by the lower layers. 

The high-level services or business services are service processes which use the service 
components for higher scenarios based on different single services. 

The overall application and the VSP use different scenarios to provide the full functionality. 

The security and privacy infrastructure is independent form the layers and integrated as 
general mechanisms. 

 

 

Figure 1: The Miraculous-Life module architecture following the SOA approach of IBM 
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4.3 Miraculous-Life concrete architecture 

 

The following section shows the Miraculous-Life modules and the communication 
protocols as well as physical deployment. In general the Miraculous-Life components are 
distributed in internal and external devices. The internal devices and modules are 
deployed and installed inside the elderly’s flat or living compartment. The internal deployed 
modules and devices are visualized in Figure 2. The external modules and components 
are deployed externally in a central workstation inside the residential house or even 
outside the internal network as external services. The external deployed modules and 
devices are visualized in Figure 3.  

In the elderly home the setup consists of a small PC, a tablet as well as several sensors 
(Kinect, microphone, home automation sensors). The PC (workstation, OS windows 7 – 
later versions windows 8) runs the user recognition modules as well as an OSGi Apache 
Karaf environment to connect the sensors in a smart and standardized way (ISO/IEEE 
11073). Moreover, the speech recognition module, the human behaviour analysis as well 
as the environment context analysis is running on the PC as well. The PC also hosts the 
VSP Multimodal Dialogue Management Framework as well as a utility module (both 
running in the OSGi environment). The tablet handles the displays of the avatar (VSP) as 
well as manual button interaction or text presentation if needed. This information is 
presented as an HTML5 webpage to the user. 

The inner module communication is based on the NCF (Noldus communication 
framework), which uses the AMQP implementation RabbitMQ as its core component. The 
tablet is connected to the workstation by a wireless TCP/IP connection. 

The external devices and modules combine the following. The server provided by the 
project partner Zoobe. This server is responsible for the Avatar generation as well as the 
emotion recognition based on the audio signal. A central Miraculous-Life server is 
providing all the services (deployed in OSGi Karaf) as well as a central database. This 
central server can be placed for example aa residential care service facility and serve 
many clients (living units of the older adults). This provides the advantage of a central 
service management (updates, etc.) as well as a central database for all information (also 
connected information of the end-users and their relatives in the residential care 
organization). As all the services are require a client ID, the central services can serve 
multiple clients. 

Table 1: Information to the architecture figuresTable 1 shows some information for the 
following architecture and module concepts. 

 

Table 1: Information to the architecture figures 

Blue dotted lines Specifies distinct devices 

<...>  
This notation indicates the communication protocol used by the 
connection  

<px> Communication protocol is not defined yet 

<TCP/IP> Communication protocol will be based on TCP/IP but is not yet 
further defined 
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Black connections Represent connections from Sensors to capture components 

Green connections WP2 outputs; Communication to other components is established 
by using the NCF or, if the components are written in Java, via 
OSGi EventAdmin Service or the ServiceRegistry. If the output 
goes directly to the KnowledgeBase, a database connector like 
ODBC or JDBC can be used 

Red connections WP3 outputs; 

Light Blue 
connections 

WP4 outputs; Services will be OSGi based services and will 
utilize the OSGi Service registry for providing their service 

Magenta 
connections 

related WP unknown; Communication used for the User Interface 

Orange connections Communication used by the Co-Net 

General information 
 The speech recognition will be done using Microsoft 

speech recognition engine.  
 The emotion recognition from audio will be done on Zoobe 

Servers  
 Zoobe uses their own Server to render and generate the 

Avatar and its video file, respectively.  
 System conclusion with the two previously mentioned 

developments:  
o An Internet connection is mandatory for the 

system:  
 to display an (not default) Avatar that is 

interacting with the end user  
 to have a working emotion recognition from 

audio  
 UCY will provide an API for the Knowledge Base  
 The KnowledgeBase will be located on a server (located at 

the user-organizations) later on in project, but is locally for 
the pre-trials  

 The "Display" Element is not related to a specific WP yet. 
It is used to display and interact with the end user.  

 The "Utility" Element provides general modules, like e.g. a 
WebSocket Server (which is included in the HOMER 
runtime) and a local video storage  

 The Service column "General Services" includes the three 
defined more generic services:  

o Reminder Service  
o Alert Service  
o Notification Service  
o as well as other more general services like  

 UpdateWebUI  
 The more specific reminder, alert and notification services 

are therefore utilizing the "General Services"  
 Elements within the distinct "Apache Karaf OSGi 
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environment" Blocks can communicate with each other via 
the  

o OSGi EventAdmin Service (also in a distributed 
environment (DOSGi))  

o OSGi ServiceRegistry (also in a distributed 
environment (DOSGi))  
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Figure 2: The Miraculous-Life modules running internal in the elderly person home / flat environment 



 

 

D5.1a Specification of overall system architecture and security and privacy infrastructure 

 

Public 
 

Miraculous-Life 15 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3: The Miraculous-Life modules running external which means outside the elderly person home / 

flat environment 



 

 

D5.1a Specification of overall system architecture and security and privacy infrastructure 

 

Public Miraculous-Life 16 

 
4.3.1 The internal setup modules 

The user recognition modules are developed by the 
work packages WP2 and WP3. They retrieve the input 
from the sensors such as camera, microphone or the 
Kinect sensor. This module block contains a lot of 
modules which perform a first recognition of persons 
and objects as well as gestures, facial expression and 
emotions. Normally the modules are connected to the 
external sensors (Kinect, camera and microphone) by 
USB. 

This module block also contains the HOMER7 (home 
recognition bundles) components, which are running 
on the OSGi environment. The HOMER bundles are 
modules developed as an open source project by AIT 
and allow a vendor independent integration of home 
automation sensors (abstraction to the ISO/IEEE 
11073 standard) as well as a pre-processing of 
behaviors of the user  

The VSP Multimodal Dialogue Management 
Framework is the artificial intelligence behind the 
avatar. Its builds up the dialogue management as well 
as the decision making. It comprises also the 
modules, which simulates an emotional  avatar. This 
module block is connected via the NCF (Noldus 
communication framework) to other modules and 

sends the requests for the Avatar generation directly 
to the Zoobe server, which generates the Avatar. 
Further, this module integrates the services into the 
interaction scenario by implementing a Java reflector 

                                            
7
 http://homer.aaloa.org/ 
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mechanism than enables dialogue scripts to dynamically load services and execute their 
methods. 

 

 

The Speech Recognition Module generates the speech input from the user and 
interprets the input signal. For this 
complex module we use a third party 

engine from Microsoft. The speech recognition module is connected via the NCF with the 
speech recognition handler in the User Recognition Modules. 

 

Based on low level object location information, coming from the object recognition module 
in the User Recognition Modules, the Environment context analysis module gives 
concrete information about the object and the place (high level information). The Human 
behaviour analysis module takes the low level information from the User Recognition 
Module (skeleton data, object information etc.) to at the one hand abstract user behaviour 
as well as high level activity (logical information combination of object information as well 
as human behaviour information). 

The Utility Module is coordinating the display to the end user (tablet). It loads the Avatar 
video generated by the external Zoobe server, which generates the Avatar, and generates 
an HTML5 page combined with the graphical UI (displaying things like Agenda, input 
buttons etc. on demand). The combined display is visualized on the tablet or multiple 
tablets depending on the demand. 
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The user interface for the elderly is a tablet. As all the UI interface is provided by a web 
socket the system can easily be extended by multiple tablets. For later versions of 
Miraculous-Life, it is planned to have a second (or more) bigger touch screen mounted on 
the wall in the kitchen or the living room (or any other place). With this setup, the Avatar 
would be more present in the environment of the elderly and would come closer to a more 
omnipresent virtual living companion. 

Sensors are connected directly to the respective driver modules in the User recogniton 
modules or via the HOMER OSGi modules. 

 

 

 

 

 

 

 

 

 

 

4.3.2 The external setup components 

External (not in the living units of the elderly) installed modules are basically three 
components. The central Miraculous-Life server is for the project setups running on a 
central place in the internal network of the end user residential complexes. This server 
serves all the Miraculous-Life clients inside the elderly living compartment and host all the 
general services. An additional web server outside the internal network is running the Co-
Net services and the database. This functionality will be in later iterations be integrated in 
the central server. A third server, provided by the project partner Zoobe, is performing the 
Avatar generation as well as the emotion recognition based on speech input. 
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The Zoobe Server is directly connected, via HTTP / Web socket, to the emotion 
recognition from audio handler in the User Recognition Modules. The VSP synthesis is 
connected via HTTP / Web socket to the VSP modules as well as the Utility module (TCP 
/IP) which uses the rendered Avatar and does embed it in the UI for the end user.  

The Co-Net access is provided by an external web server. The Co-Net is providing all 
information to the formal and informal caregivers about the elderly. The Co-Net is also 
providing and running the web services which the caregivers can use to insert information 
about the elderly and the elderly network. We plan to separate the interfaces for the 
elderly from the interfaces for the caregivers as the caregivers will not interact with an 
Avatar and have different preferences regarding the look and feel as well as the demand 
on input as well as output information. 

 

 

The Miraculous- Life server is running the central database as well as all services in the 
different service categories: 

 Safety Service 

 Education & Leisure Services 

 Guidance Services 

 Care & Wellness Services 

 General Services 
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All services will be deployed on top of the Apache Karaf OSGi environment and will serve 
all Miraculous-Life clients in the different elderly compartments (connection is TCP/IP web 
sockets or REST). 
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5 HOMe Event Recognition System (HOMER) 

5.1 Introduction to this chapter 

The following chapter explains the HOMER OSGi framework. This framework is an open 
source project and can be used to integrate sensors and devices from different vendors 
and with different communication protocols via an international standard. This technology 
allows the setup of and home platform already provides basic rules for pattern recognition. 

5.2 Description of HOMER 

The HOMe Event Recognition System (HOMER) integrates the local (off-the-shelf) 
sensors and performs pre-processing. This open source platform is based on an Apache 
Karaf OSGi framework and encapsulates its functionalities in terms of OSGi bundles, 
which enables modularity. The bundles are executed on the Java Runtime Environment 
(JRE), which can be installed on various operating systems, what offers hardware 
independency. The usage of an OSGi framework provides remote maintenance and 
individual adaptability of the system. The components, coming in the form of bundles for 
deployment, can be remotely installed, started, stopped, updated and uninstalled without 
requiring a reboot of the system. Thus, the framework is flexible in terms of expanding its 
functionality and updating single modules during runtime. The interactions and 
dependencies between bundles are handled by the framework itself. It manages searching 
and binding of required services, which are exposed functionalities within OSGi bundles, 
even when the service is activated at later time. Fine grained configuration options allow 
detailed access to 
functionalities in each OSGi bundle. Along with OSGi several supporting technologies, like 
Apache Maven8 and Eclipse Gemini Blueprint9 (formerly known as Spring Dynamic 
Modules10, which was migrated to the Eclipse foundation) are used. Standards for medical 
device communication and home automation networks are integrated to enable 
communication to appropriate devices. All of these technologies are used to realize 
important aspects for an AAL service platform, namely security, modularity, extendibility 
and interoperability. Furthermore HOMER makes use of several standards, 
namely: 

 Independent Living Activity Hub specialization ISO/IEEE 11073-10471. 

 ISO/IEC 14543-3: KNX is a standardized OSI-based network communications 
protocol for intelligent buildings11 . 

 
Applied to all connected sensor technologies is a mapping within HOMER components to 
one central, standardized data model. This is essential for further data processing in terms 
of event recognition and reasoning. Here are a few examples of scenarios you can use 
HOMER for: 

 Changing status of devices (on/off) 

 Energy consumption monitoring 

 Warnings on open doors or running devices when leaving home 

 Calendar and reminders 

 Person tracking 

                                            
8
 http://maven.apache.org/ 

9
 http://www.eclipse.org/gemini/blueprint/ 

10
 http://docs.spring.io/spring-osgi/docs/current/reference/html/ 

11
 http://en.wikipedia.org/wiki/KNX_(standard) 
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 Activity index 

 ...and many more! 
 
 

 

Figure 4: Example flat used with sensor locations 
 

5.3 License 

HOMER Core is an Open Source project, licensed under the GNU LESSER GENERAL 
PUBLIC LICENSE V2.1. The Homer OSGi framework can only be used in compliance with 
the License. A copy of the license can be obtained at http://www.gnu.org/licenses/lgpl-
2.1.txt. Unless required by applicable law or agreed to in writing, software distributed under 
the License is distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR 
CONDITIONS OF ANY KIND, either express or implied. See the License for the specific 
language governing permissions and limitations under the License. 
 

5.4 HOMER architecture 

 
HOMER is developed in Java and follows the OSGi (Open Services Gateway initiative) 
specification [1]. Also HOMER is based on Apache Karaf. The advantage of OSGi is the 
modularization of the whole application into a number of smaller bundles, which can 
provide services to each other. You actually can start/stop/update/exchange modules 
during runtime. 
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Figure 5: HOMER system architecture 

 
The HOMER binary distribution is able to run on any platform that supports Java SE and 
was tested on the following platforms: 

• Windows: 
– Windows 7 (Windows 8 is currently evaluated) 
– Windows Vista 
– Windows XP SP2 

• Unix: 
– Ubuntu Linux 
– Debian Linux 

 
 

In order to run HOMER the Java SE Development Kit (Version 7) has to be installed. 
Furthermore the JAVA_HOME environment variable must be set to the directory where the 
Java runtime is installed. 
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6 NCF 

6.1 Introduction  

This chapter explains what the Noldus Communication Framework (NCF) is, gives an 
overview of the components used and shows how it can be used. 

6.2 Description 

The Noldus Communication Framework (NCF) consists of two parts; A service to handle 
communication and a client library (available in C/C++, C# and Java) that implements the 
communication functionality. The idea behind the NCF is to deliver a platform and 
language independent way of communication between multiple processes (running either 
on the same machine or on multiple machines).  

6.3 Architecture 

NCF uses a RabbitMQ service (https://www.rabbitmq.com/), which is a message broker, to 
host the communication between NCF clients. The server uses AMQP (Advanced 
Message Queuing Protocol), which is a wire level protocol and is built on top of TCP/IP, to 
communicate with other AMQP enabled applications. AMQP is an open standard for 
passing messages between applications. It is implemented by RabbitMQ, which is the 
distributed message broker of choice for the NCF, since it is open source, fast, scalable, 
highly configurable (e.g. guarantee message delivery) and platform independent. For a 
client to be able to communicate with other NCF enabled clients, it has to use the NCF 
client library. The library includes the functionality to send and receive data. The client 
library implements the NCF protocol on top of AMQP. 

6.4 Usage scenarios 

NCF supports two different types of messaging: 

- Publish-Subscribe. In this type of message pattern there is a publisher that 
creates messages and there are zero, one or more listeners that subscribe to those 
messages. The publisher is not aware of whom is listening. Note that it can be set 
up in such a way that only one listener will receive the messages. 

- Request-Reply.  Publish-Subscribe is a one way messaging approach. In a 
Request-Reply scenario. A publisher creates a request and waits for a response on 
this request. On the other side of there is a listener that receives this request and 
will reply with a response. 
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7 Miraculous-Life services 

 

The different Miraculous-Life services will be explained here with reference to the WP4 
deliverables. This section will be updated in version B of this deliverable. 
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8 Security and privacy infrastructure and considerations 

To be filled in version B 

 

8.1 Introduction to this chapter 

8.2 Security Model 

8.2.1 Security Principles 
8.2.2 Stakeholder Roles 
8.2.3 Security Requirements 

 

8.3 Security in Miraculous-Life 

8.3.1 Platform layers and security 
8.3.2 Security functionality 
8.3.3 Roadmap 

 

8.4 Co-Net privacy and security component 

Personal data, related only to the socialization and profile aspect of the elderly, is the core 
resource that the Co-Net’s services are built on. For this reason, security and privacy is 
important for Co-Net, as it is crucial for the users to feel that the system does not allow 
unwanted privacy intrusions and to ensure that their data privacy is respected.  

The most prominent aspect is that only authorized users (i.e., users that will be 
authenticated by the Miraculous-Life platform) may access and use sensitive data of the 
users. Based on this concept, Co-Net security services will allow access to data never 
directly but only through a strict API. Additionally, only members of the Virtual Care Team 
with specific roles, responsibilities and access rights can have predefined limited access to 
the user’s data. 

A more detailed description of this component as well as the methods that this service will 
support will be provided in the second version of deliverable D4.2b (“Specification of Co-
Net”). 

8.5 Privacy considerations 

8.6 Security considerations 
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9 Conclusion / Further Work 

To be filled in version B 

 

9.1 Conclusion 

 

9.2 Lessons Learned 

 

9.3 Recommendations for further work 
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