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Executive Summary 
This document describes BASTION prototype tools aiming at 

demonstrating the full spectrum of RTD activities in the project, i.e. work 

packages WP1, WP2, WP3 and WP4. This report inherits from D6.1, which 

listed demonstration plans and indicated experiments to be demonstrated at 

the end of the project. First, individual prototype tools are presented, then 

the common demonstration platform is described, which is built around a 

complex board that represents the common test case (system under test) 

used throughout the whole demonstration process. This deliverable 

concludes WP6. 
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IBIS - Input Output Buffer Information Specification 

IC - Integrated Circuit 

ICL - Instrument Connectivity Language 
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1 Introduction 
 

The main target of the demonstration work package WP6 is twofold: to demonstrate 

key achievements in BASTION project and to allow combined usage of tools and 

complementary techniques. More specifically, the WP aims at: 

• Identify a test case to be used throughout the whole project, combining the 

activities at core, IC and PCBA level and thus demonstrate the achievements 

that can be reached by the partners; 

• Collect and report all the output data gathered by different partners in the final 

experiments performed within the WPs according to the plan in the previous 

item; 

• Develop a plan for allowing the combined usage of tools developed within the 

project, so that they can be used in an integrated manner (see D6.1 and Section 

3 of this deliverable); 

• Put together a set of demonstrations with corresponding data that can be 

exploited by WP5 in order to better disseminate the results and achievements 

produced by the project. 

 

A tremendous effort has been spent by the BASTION consortium on defining a 

common vision towards the demonstration platform and studying technical feasibility 

of this target as well as actual development work, which eventually has been 

successfully achieved. 

 

BASTION project has resulted in an impressive number of prototype tools (13 items 

reported in Section 2 of this document) with at least half of them developed by industrial 

partners or in a direct collaboration with them. Many tools are prototypes at high tech-

nology readiness level: ready to be converted into commercial tools, which promises a 

successful exploitation and commercialization of BASTION project results while the 

demand for embedded instrumentation on the market and expectations are high [2]. 

 

The main experimental outcome of the joint collaboration of all BASTION partners in 

frames of WP6 is the ability to demonstrate by calculations how close we have 

approached our target of reducing test escapes and impact of NFF [1] by a factor of 2 

(KPI5). Other experimental results have been reported within respective workpackages. 

 

This document describes BASTION prototype tools aiming at demonstrating the full 

spectrum of RTD activities in the project, i.e. work packages WP1, WP2, WP3 and 

WP4. This report inherits from D6.1, which listed demonstration plans and indicated 

experiments to be demonstrated at the end of the project. First, individual prototype 

tools are presented, then the common demonstration platform is described, which is 

built around a complex board that represents the common test case (system under test 

and monitoring) used throughout the whole demonstration process. 

 

1.1 Structure of the document 

Individual prototype tools are described in Section 2. The common demonstration 

platform and respective storyline is presented in Section 3, which also summarizes the 

progress achieved on KPI5. Section 4 concludes the report. 
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2 Individual Prototype Tools 
 

This section lists individual prototype tools while Section 3 will demonstrate the way 

they interact with each other (apart from several tools, which could not be integrated). 

 

2.1 NBTI aging analysis and rejuvenation stimuli generation 
tool (zamiaCAD framework with uGP tool) 

 

Related WP: WP1, WP3, WP4 

Partners: TUT, PDT 

 

This prototype tool demonstrates feasibility and efficiency of a novel approach 

proposed in BASTION to mitigate NBTI in processor circuits and stand-alone cores 

using rejuvenation of pMOS transistors along NBTI-critical paths with dedicated 

programs or binary stimuli. The flow is integrated into an open-source framework 

zamiaCAD (see Figure 1).  

 

 
Figure 1. User interface of the open-source framework zamiaCAD  

 

The method incorporates hierarchical fast, yet accurate identification of NBTI-critical 

paths at gate level and the rejuvenation Assembler programs generation using an 

Evolutionary Algorithm. In this flow (see Figure 2) we exploit a general-purpose 

evolutionary toolkit called µGP [4] and find a suitable fitness function using an open 

source hardware analysis framework called zamiaCAD [5]. The advantage of such flow 

lies in its flexibility for solving the dependencies of impacts by individual gates to the 

most critical NBTI-induced path delay by using evolutionary optimization 

processesThe generated rejuvenation programs are applied at predefined periods in 

order to drive transistors to the recovery phase and thus to extend the reliable lifetime 
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of any processor implemented in nanoelectronic technology. More details on the 

method are provided in deliverable D3.3 

 

 

 
Figure 2. General flow of the evolutionary generation of rejuvenation programs  

 

The open-source zamiaCAD framework is being developed and maintained at TUT. Its 

front-end includes a parser and an elaboration engine that both support full VHDL-2002 

standard specification and a set of VHDL-2008 extensions. On the back-end side, the 

framework allows design simulation, static analysis and other applications for scalable 

hardware design and analysis. zamiaCAD has an Eclipse IDE plug-in based graphical 

user interface for advanced design entry and navigation. The BASTION NBTI analysis 

and rejuvenation flow is automated and configured by Python scripts. These also the 

µGP tool for evolutionary stimuli generation. µGP is a general-purpose evolutionary 

toolkit developed at PDT. It allows a high degree of customization of evolutionary 

operators, stop criteria, and algorithm parameters. Internally it represents candidate 

solutions as multi-graphs, where each node roughly corresponds to a locus of the 

genome. These approach has high efficiency for generating rejuvenation binary stimuli 

for stand-alone cores [13] and rejuvenation programs for processor circuits [14].  
 

The NBTI ageing analysis and rejuvenation stimuli generation tool is publically 

available at the zamiaCAD website.  
 

2.2 Architectures and Instrumentation for Hierarchical In-
Field Test 

 

Related WP: WP2, WP3, WP4 

Partners: IFAG 

 

Within the BASTION project IFAG contributed a multitude of implementation 

concepts for hierarchical in-field test. These concepts will also be made available in 

IFAG’s in-house design flow. Typically there is a close interaction between an 

implementation concept and the EDA tools used in various phases of the development 

process of complex SoCs. Hence, in some cases modifications to the design flow will 

be required to enable realization of the concepts developed in BASTION. Usually this 

means updating templates and scripts controlling the different EDA tools. In case a 

dedicated IP is required to implement a certain concept, this is made available in 

IFAG’s in-house database.  

 

In the following we give a brief overview of the main implementation concepts 

elaborated in detail in several deliverables of the BASTION project. In D3.1, IFAG 

proposed a design measure to improve the localization of errors using LBIST. The 

µGP core 
Candidate 
program  

Population 

zamiaCAD 

EVALUATOR OPTIMIZER 

Selected 
rejuvenation 

program 

Circuit 
under 

analysis 

fitness value 
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approach was validated experimentally on a small test-case design using a commercial 

EDA tool. The LBIST exploits an implementation concept for a module test isolation 

developed in D3.2. In that deliverable, the isolation concept is adapted to several 

applications scenarios, and experimental results obtained for two industrial cores are 

reported. In D3.3 implementation guidelines for hierarchical test were defined. 

Following these guidelines helps to make optimal use of module test isolation. Results 

were again validated for an open source quad‐core processor using commercial EDA 

tools. In D4.2 we presented the concept of a BIST for SAR-ADCs. This concept, based 

on capacitance measurements, was realized in a circuitry that was implemented on a 

test-chip. Measurement results from experiments with this silicon implementation were 

reported in D2.2. In D2.1, IFAG presented an experimental case study for an IJTAG 

network that controls three of the aforementioned BIST instruments for SAR-ADCs. 

The target of that study was to specifically optimize this IJTAG network for in-field 

test. Focusing on re-using IJTAG for in-field test, D2.3 describes a concept to ensure 

safety and security of such networks. Again results were validated for a test-case design 

based on the open source quad core processor using commercial EDA tools. 

 

2.3 IEEE 1687 IJTAG Network Testing Tool 

 

Related WP: WP3 

Partners: PDT, ULUND, TL 

 

The tool deals with the test of permanent faults affecting an IJTAG network. In 

particular, the focus is given to the reconfigurable elements, such as SIBs and 

ScanMuxes. The test checks whether the network can be properly configured and 

whether it works as expected in that configuration (i.e., when a certain set of 

instruments can be accessed). 

 

The tool, written in Java, is able to read an IJTAG network topology described in 

different formats including ICL. The ICL Tools Software library provided by Testonica 

has been included in the tool for this purpose. The IJTAG network is parsed and 

transformed into an internal format corresponding to a directed graph. The elements of 

the scan infrastructure (scan input/output, TDRs, SIBs, ScanMuxes) are associated to 

vertices, while the connections between elements are represented by edges. Edges are 

labeled with the configuration values of reconfigurable modules. For example, a SIB 

vertex has two outgoing edges, labeled asserted and de-asserted, respectively. Every 

possible path in the scan network is represented by a path in the graph from scan input 

to scan output vertices. 

 

Several algorithms are used to traverse the graph and to produce test patterns [9][10]. 

The tool maintains a list of possible faults, that are associated to the elements of the 

scan infrastructure. Test algorithms move the network into certain configurations, in 

which test vectors are shifted in from the scan input, and the expected responses are 

observed on the scan output. Each time a test vector is applied, the fault list is updated. 

By carefully identifying target edges on the graph, the tool is able to generate test 

vectors until the full test coverage is reached. The generated patterns are exported to 

SVF. 

 

In details, the tool performs the following operations: 
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 Reading the IJTAG network from ICL and checking for errors 

 Traversing the network and building the internal data structure 

 Identification of the fault list 

 Test pattern generation by traversing the graph 

 Generation of the test patterns in SVF. 

 

2.4 IEEE 1687 IJTAG Infrastructure Validation Tool 

 

Related WP: WP2 

Partners: TL, TUT 

 

 
Figure 3. Screenshot of IEEE1687 validation tool 

 

IEEE1687/IJTAG infrastructure validator is a prototype tool that is capable to analyze 

specification of IJTAG network (in IEEE1687 ICL format) and check whether the 

actual implementation of the network in hardware matches to this specification.  

 

The validation begins with simple syntax and semantics checks of source ICL 

description and is followed by the examination of its compliance to the rules of IEEE 

1687 standard. For hardware validation, the tool generates a set of diagnostic test 

patterns. These patterns used to ensure that all the segments of on-chip IEEE1687 

network and all instruments in this network can be accessed in the way described in the 

specification. More details on the algorithm of IJTAG validation are provided in 

deliverable D2.3. 

The prototype tool is capable to perform the validation on real hardware and also 

provide end-user with diagnostic information in case if mismatches between 

specification and implementation are detected. 
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Figure 4. Experimental setup for IEEE 1687 IJTAG validator prototype 

 

To verify the prototype tool we have implemented an IJTAG network in FPGA (8 

instruments, 10 scan registers, 7 scan multiplexers). We also provided fault injection 

mechanism to emulate design errors (e.g. unconnected input of multiplexer, erroneously 

swapped network segments, wrong control condition of an multiplexer). The 

demonstrator was able to detect all injected faults and report diagnostic results. 

 

2.5 Optimal PDL-Retargeting in IEEE 1687 IJTAG Networks 
 

Related WP: WP2, WP3 

Partners: HSHL, ULUND 

 

This SW-demonstrator provides a solution for the important task of retargeting PDL-

instructions on a given IJTAG network. In particular the tool (if required) is able to 

retarget a set of PDL-instructions within a single iApply-group such that number of 

shift cycles required to apply/execute the retargeted PDL instructions is proven to be 

minimal. Hence the actual application time of the test vectors is minimal too. Besides 

retargeting the tool can be applied to perform verification tasks on the IJTAG network 

such as reachability analysis, deadlock analysis as well as property checking tasks. 

 

The tool reads the description of an IJTAG network provided in SMV-format. The 

instructions are described in PDL Level-0. Depending on a given option the tool 

generates test vectors in SVF-format or computes the upper-bound of the IJTAG 

network.  

 

The upper-bound computation discussed in [12] derives an FSM-representation of the 

IJTAG network in order to analyse the longest possible path between two reachable 

states and, based on that result, derive the required number of time frames for the 

JTAG 
port 

FPGA with 
IJTAG 

network 
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sequential (0,1)-ILP problem. As mentioned in the paper the network is modified and 

decomposed to reduce the complexity of the FSM and hence increase the robustness of 

the tool to deal with a wide range of complex and large IJTAG networks. 

 

As described in [11] the actual retargeting of the PDL-instructions is accomplished by 

firstly modeling a sequential (0,1)-ILP optimization problem from the internal 

representation of the IJTAG network, next computing an optimal solution by using 

Minisat+, and finally deriving the resulting test vectors from solution provided by the 

reasoning engine.  

 

In detail, the tool performs the following operations: 

 Reading the IJTAG network from SMV file 

 Reading PDL-0 instructions from a PDL file 

 Generating an internal data structure of the IJTAG network 

 Computing the generalized upper-bound of the IJTAG network 

 Computing test vectors to execute PDL-0 instructions on the IJTAG network 

 Generation of the test patterns in SVF. 

 

2.6 Fault Management Toolset 

 

Related WP: WP3 

Partners: TL, TUT, IFAG 

 

This prototype toolset demonstrates capabilities of in-situ instrument-assisted fault 

management technique developed in WP3. More information about fault management 

is presented in deliverables D3.1, D3.2 and D3.3. 

 

The developed fault manager prototype is targeted to run on embedded Linux platform 

(PetaLinux) hosted on two-core ARM Cortex A9 processor of the Zynq ZC706 

Evaluation Kit [8] (see Section 3). The tool-set consist of several parts: 

 

1) Kernel module that implements fault management features (reaction on faults 

detected by instruments, maintaining system health map, scheduling tasks 

according to health map information); 

 

2) Client-side software (starting/stopping fault managed processes, reporting 

overall system health information); 

 

3) IEEE 1687 instrumentation network with asynchronous signaling based on FCX 

status flags; 

 

4) Concurrent checkers [3] embedded into NoC routers on FPGA and aging 

monitor (on the RELY IC [6]); 

 

5) Instrument Manager component implemented on FPGA. 
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 Figure 5. Fault management console integrated into embedded Linux OS 

 

In the developed demonstrator it is possible to emulate faults in hardware by pressing 

an on-board switch on the ZC706 kit. When a “fault” occurs, fault manager is able to 

detect the fault event, localize the source of the fault, update health map and re-schedule 

the running processes in accordance with the updated health status of the system. 

 

2.7 Power-on Board Self-Test (Board BIST) 

 

Related WP: WP4 

Partners: TL 

 

This prototype tool demonstrates abilities of power-on Board BIST methods developed 

in Task 4.1. Board BIST technique helps to identify defects that can emerge or manifest 

themselves during in-field operation (for example, intermittent faults, marginal defects, 

damaged parts, wear-out, etc). The method is described in detail in deliverable D4.1 

 

The prototype tool consists of a number of Phyton scripts. The script takes as an input 

a set of Boundary Scan (BS) interconnection test patterns generated by traditional BS 

test development software. Then, the tool automatically generates a HDL design that 

can be synthesized into BBIST firmware and put on target board. 

 

The capabilities of BBIST are demonstrated on Zynq ZC706 FPGA development board 

(see Section 3). First, the interconnect test was generated for the board using BS 

software and exported into SVF format. In total, 41 test patterns have been generated. 

Then, based on the generated patterns BBIST IP has been synthesized and FPGA 

configuration bit-stream has been produced. 
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We have validated BBIST demonstrator by injecting different types of faults (opens 

and shorts) into various places of board interconnect. In case of injected fault, BBIST 

IP reported failure by flashing an on-board LED halting board booting process. 

 

2.8 Embedded Instrument for Testing High-Speed Serial 
Communication Links 

 

Related WP: WP4, WP3 

Partners: TL 

 

This prototype demonstrates ability of the developed embedded instruments to assess 

quality of a gigabit serial links and detect delays, marginal delay faults and other 

possible defects on the link.  

 

 
Figure 6. Screenshot of high-speed serial link tester prototype 

 

The prototype tool is capable to run at-speed test sequences over gigabit serial link, 

detect errors occurred during test transmission and calculate bit-error rate (BER). But 

the most important feature of the instrument prototype is construction of so-called BER 

eye diagrams for assessing the quality of serial link.  

 

By analyzing BER eye diagrams, it is possible to detect marginal faults, i.e. defects that 

do not lead to immediate failures in data transfer but still can exhibit themselves under 

certain circumstances. In case of such defect, the measured BER eye diagram becomes 

smaller (shrunk) in comparison with diagram of defect-free PCBA link. 

The prototype has been implemented on Zynq ZC706 Evaluation Kit (see Section 3). 
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2.9 Marginal delay fault tester (prototype for DDR3 memories) 

 

Related WP: WP4 

Partners: TL 

 

This prototype instrument is developed to test DDR3 interconnection lines for possible 

marginal delay faults. The prototype performs tests of memory interconnect with 

various types of test patterns and constructs so-called “bath-tub BER” diagrams for 

each data line. For this purpose, the instrument uses a special calibration mode of DDR 

memories (normally intended to fine-tune bus timings with respect to particular PCBA) 

for shifting sampling point on particular data line during data transfer. More details on 

the method are provided in deliverable D4.3 

 

 
Figure 7. Test for marginal faults. Results for correct (left) and defective (right) DDR modules 

 

The prototype has been validated in the following experimental environment. We have 

selected five SODIMM DDR3 memories of the same part-name (KVR16S11S6/2). 

Also, we injected a “defect” into one of the SODIMMs by isolating (taping) two ground 

pins on SODIMM module. It is important to stress, that even with the injected “defect”, 

the memory module is still operational and passes functional tests. By analyzing BER 

bath-tub diagrams measured with the developed prototype, it is possible to clearly see 

that signal quality has been significantly degraded on the corresponded data lines of 

“defected” module. 
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2.10 Intermittent Resistive Fault injector 

 

Related WP: WP1, WP2, WP4 

Partners: UT 

 

An automated hardware/software platform for emulation-based IRF injection has been 

developed. The proposed emulation-based platform is composed of a host computer, an 

FPGA and an in-house PCB board which is shown in Figure 8. 

 

 
Figure 8. Actual implementation of the IRF generator. The FPGA houses the digital control, and 

the right-hand board the switches and resistors. 

  

The host computer executes a Matlab script which generates a burst of random 

resistance values based on the model was described in deliverable D1.1. The 

communication screen on the computer, together with the essential parameters can be 

seen in Figure 9. The generated burst sequence can be transferred to the FPGA board 

by a serial communication link.  

 

 
Figure 9. The communication window on a PC (USB-based) to set the IRF generator parameters. 

Compare this to the simulation model in D1.1. 
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 The FPGA is responsible to synchronize and generate the control signals for the on-

board programmable switches and potentiometers on the PCB board. The desired 

resistance range is provided by a combination of fast digital potentiometers and fixed 

range resistors. The IRF generator has been explained in deep in deliverable D1.2. Also 

a software equivalent for the IRF generator for IRF simulation purposes in Cadence is 

available, and has a similar GUI as tits hardware equivalent. 

 

2.11 Intermittent Resistive Fault monitor 

 

Related WP: WP3 and WP4 

Partners: UT 

 

In order to demonstrate IRF detection at board level a Universal Asynchronous 

Receiver Transmitter (UART) has been used as an example. A UART transmitter and 

a receiver were designed at logic gate level and implemented on the FPGA on Zynq-

board. IRFs can be injected in the transmission line between the transmitter and the 

receiver by our hardware IRF generator (see Figure 10). 

 

 

 

a) schematic b) board setup 

 

Figure 10. Demonstration set-up of the IRF generator and IRF monitor a) schematic b) board setup 

 

The IJTAG 1687 standard has been used for fault management and fault localization. 

Our IRF monitor has been wrapped by an IJTAG wrapper, and an IJTAG network has 

been developed and implemented on the FPGA of the Zynq ZC706 Evaluation Kit (see 

Section 3) to transmit information from the IRF monitor. When the IRF monitor detects 

an IRF, it raises a warning signal. This signal and the amplitude of violation will be 

transmitted  through the IJTAG network to a PC and will be shown on a screen. This 

platform is shown in Figure 11. 
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Figure 11. IRF monitor demonstration platform 

 

2.12 QuadDPMO – Understand defect occurrences 
 

Related WP: WP1 

Partners: ASTER 

 
 

Figure 12. QuadDPMO synopsis. 

 

Within the scope of the BASTION research program, a new concept is being developed 

by ASTER, to analyze the NFF phenomenon using a software tool. The QuadDPMO 

algorithm application is under development to: 

 

 Collect & understand, in-real time, the DPMO,  

 Group defect labels and root causes, by defect class, 

 Compute long term, medium term and short term DPMO metrics, 

 Investigate common areas of occurrence for each defect class. 
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QuadDPMO produces many reports where test data can be analyzed by site, period of 

time, test station, batch ID and product ID. It gives access to detailed reports where the 

defect family, defect code or defect label, can be sorted by various attributes, such as: 

pin count, pitch, mounting technology, mounting side, JEDEC shape, manufacturer, 

component function, board complexity, board type, etc. 

 

The chart (pie or bar graph) color code is automatically transferred to the layout, or 

schematic views, in order to verify that the defect occurrence is linked with a physical 

or logical location (functional block). 

 

ASTER has designed an innovative test coverage matrix, to classify defect occurrences 

against test coverage. A typical managerial report is created, where in one page, all 

critical information is presented: “Convert data to information” since information is 

used to make decisions. 

 

There are 4 cases detailed in Figure 13: 

• Faults which have been detected and are subject to be covered: This number 

shows the effective test coverage which is used. The difference between this 

number and total test coverage highlights the test coverage which has been 

produced but never used due to “no defect” occurrence. It opens the opportunity 

for cost savings with a test development driven by defects that really occur. 

• Faults which have not been detected and are not covered. It is the typical 

definition of Insufficient Coverage. 

• Faults which are detected in contradiction with the coverage: the test coverage 

is clearly under estimated. The coverage report generated by the test equipment 

must be updated to reflect the true test efficiency. 

• Faults are not detected and are supposed to be covered: the test coverage is over 

estimated. It contributes to increase escape rates and NFF. 

 

 
 

Figure 13. Innovative TestWay Coverage Matrix 
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2.13 Test Coverage Analysis in TestWay Express 
 

Related WP: WP1 

Partners: ASTER, TL, TUT, PDT  

 

The test coverage tool from ASTER has been updated to support new classes of board-

level faults as defined in D1.1. It includes: Aging defects, Intermittent Resistive Faults 

and At-Speed defects as shown in Figure 14 (see BASTION test phase). 

 

 
Figure 14. Graphical test coverage representation for the BASTION demo platform 

 

As the result, this tool is used in the BASTION demonstration set up to estimate the test 

escape rate improvement achieved after inclusion of the novel BASTION methods and 

tools into the board test strategy. Figure 14 graphically shows test coverage for the Zynq 

ZC706 Evaluation Kit (see Section 3), while it is also possible to evaluate detailed fault 

tables and compare the BASTION-driven fault coverage improvement against the 

original typical state-of-the-art test coverage. This functionality was used to 

demonstrate the progress on KPI5 (see Section 3 for details). 

 

In addition, a DPM table is produced by QuadDPMO which highlights the amount of 

PPM per defect category. The real extracted PPM information can be imported by the 

test coverage tools in order to measure the deviation between the theoretical defect rates 

(used in Figure 15) and the real defects, extracted from the traceability & repair database 

rates (used in Figure 16).  
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Figure 15. Test Coverage with standard DPM 

 

 
Figure 16. Test Coverage with real DPM 

 

There are two strategic benefits for the end customer/user: 

1. If the theoretical defect rate is higher than the real DPM, test coverage has been 

developed to detect defects that do not occur, or occur rarely. This provides an 

opportunity to optimize the test strategy, by focusing only on the most probable 

defects. This optimization could be static (done one time for the overall board 

production), or dynamic (adjusted in real time by disabling some tests when the 

DPM is decreasing). The dynamic mode can facilitate an increased throughput, 

when a test becomes a bottleneck of the production line. Alternatively, specific test 

lines could be selected based on their capability to detect certain defects, thereby 

tuning the test line to the product being manufactured. This capability could be 

expanded to allow OEM companies to select an EMS company, based on their 

process’s DPM figures. 

2. If the real DPM is higher than the theoretical defect rate, it means better test 

coverage is required on this component, in order to prevent a higher escape rate, 

which, in turn, contributes to the NFF phenomenon. 
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3 The BASTION Common Demonstration Platform 
The main target of the demonstration work package is twofold: to demonstrate key 

achievements and to allow combined usage of tools and complementary techniques. 

Therefore a due effort has been spent by the BASTION consortium on defining a 

common vision towards the demonstration platform and studying technical feasibility 

of this target, which eventually has been successfully achieved. 

3.1 HW Modules of the Demonstrator 

Figure 17 shows a photograph of the demonstration hardware, which consists of the 

following modules: 

 Xilinx Zynq-7000 All Programmable SoC ZC706 Development Board [8]; 

 RELY daughter board hosting RELY IC [6] with aging monitor; 

 FMC adapter board (green) hosting RELY daughter board and JTAG loopback 

for Board BIST; 

 FMC adapter board (brown) hosting extra JTAG devices for the BBIST demo; 

 IRF generator board plus adapter shown in Figure 8 in Section 2.10, where 

Figure 9b shows also the complete setting (not shown in Figure 17 below). 

 

 
 

Figure 17. Test strategy (flow), BASTION contributions and respective demonstration phases 

 

ZC706 development board plays the role of the main carrier hosting all other HW 

modules. The reasons for selecting this particular board have been explained in D6.1. 

The key aspects are: 

 Double-core ARM Cortex A9 processor capable of Linux OS and Fault 

Management functions; 

 FPGA logic large enough to accommodate  

o four processor cores and 4xNoC routers; 

o IEEE 1687 IJTAG network; 

o monitors, checkers, instruments; 

o Board BIST. 

 DDR3 memory module and gigabit channels for marginal defect test demo; 
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 FMC connectors and UART for extension cards; 

 Switches and LEDs used for fault injection and status indication; 

 Availability of CAD data, including the full netlist used for fault modeling, test 

coverage calculation and test escape rate estimation in TestWay Express. 

The ZC706 board represents an example of a modern complex high-performance 

system under test, suitable for such applications as e.g. high-definition video streaming 

for HDMI-based display applications and for development of networking applications 

with Gigabit Ethernet. For more details, see deliverable D6.1. 

 

3.2 Overall Structure of the Demonstration Platform 

Figure 18 shows the overall composition of the common demonstration platform and 

its main components detailed in D6.1. Software tools, their interaction, and data 

interfaces are shown on the left hand side, while the right hand side presents the HW 

and firmware implemented inside the FPGA. These components are described in 

Section 2 of this deliverable.  

 

 
 

Figure 18: Structure of the Common Demonstration Platform 

 

3.3 FPGA Configuration (firmware) 

The firmware synthesized onto the FPGA has become rather complex. It includes: 

 four processor cores and 4xNoC routers with checkers (see Figure 19); 

 re-configurable IJTAG network (see Figure 20) for various experiments 

including fault injection, test and validation of the IJTAG itself as well as fault 

management; 

 embedded instrumentation, monitors and checkers for implementing fault-

management and on-line test scenarios incl. SBST/POST, IRF monitoring, etc.; 

 connection with microprocessor for instrument-assisted functional test 

scenarios (SBST); 

 high-performance instruments for advanced board test for TRFs and marginal 

defects as well as for implementing Board BIST/POST scenarios. 
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Figure 19: System Under Monitoring in fault management scenario (inside FPGA) 

 

Figure 20 shows TreeBalanced IJTAG network benchmark from the ITC’2016 set [15] 

that was extended to support the asynchronous emergency signaling network (based on 

FCX registers) and mapped to the system under monitoring by connecting NoC data 

integrity checkers and RELY aging monitor to suitable test data registers. 

 

 
 

Figure 20: ITC’2016 IJTAG Network Benchmark Mapped to the System Under Monitoring 
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In addition to the firmware the FPGA device is hosting Linux operating system with 

fault management software running on CPU cores. 

 

3.4 Demonstration Storyline 

A selection of BASTION contributions related to the demonstrator is shown on the 

upper part of Figure 21, while the bottom part presents the demonstration flow. Both 

parts are mapped on the system test planning, test development, test application and in-

field monitoring flow (a simplified version).  

 

 
 

Figure 21. Test strategy (flow), BASTION contributions and respective demonstration phases 

 

This flow has become an outline of the BASTION demonstration scenario that consists 

of the following main phases: 

1. Instrument-assisted board test for TRFs and marginal defects; 

2. Board BIST IP is loaded and the board is self-tested; 

3. SBST IP is loaded and CPU is self-tested; 

4. IRF fault injection and monitoring demonstration; 

5. Monitoring IP including IEEE1687 infrastructure is loaded for: 

– IEEE1687 infrastructure validation and test demo; 

– Optimized retargeting demonstration on TreeBalanced network; 

– Fault management demonstration including checkers and RELY chip; 

6. Test coverage comparison and evaluation and test escape rate calculation. 

 

3.5 Achieving Progress on KPI5 

The joint effort of all partners in bringing up the demonstrator that required connecting 

all respective tools, exchanging description formats, and reporting the fault coverage 

resulted in our ability to address KPI5: Reducing test escapes and impact of NFF by, 

at least a factor of 2. 

All individual coverage reports from BASTION tools have been collected and imported 

by TestWay Express (see Section 2.13), which in its turn was extended to support new 

coverage metrics proposed by BASTION (WP1) such as TRFs, IRFs and marginal 

defects as well as specific types of faults and wear-out effects targeted by checkers and 
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monitors. As a result, the extended fault universe required the combined usage of both 

the traditional board test methods (not capable of covering the new fault types) and the 

new BASTION test methods (having a limited coverage of traditional fault types). 

 

Figure 22: Test strategies with and without BASTION tools: coverage and escape rate 

 

Based on incoming DPM values and the actual test coverage, TestWay can calculate 

estimated resulting test escape rate. We have calculated test escape rates for two 

different scenarios: 
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1. Classical board test methods without BASTION tools produced test coverage 

of 91.11% of the extended defect universe. With a realistic incoming DPM, this 

resulted in expected test escape rate of 1.044% 

2. BASTION tools together with classical methods improved the coverage up to 

95.53%, which resulted in test escape rate of 0.525% 

 

This experiment is illustrated in Figure 22, where the upper screenshot shows the first 

scenario and the other one corresponds to the second case. As the result, the test escape 

rate improvement reached the value of 1.99, which is very close to the initial target 

factor of 2. However, we must admit that it is just a calculated estimation. The reality 

may be either better or worth depending on the real DPM related to marginal defects or 

TRFs. If their impact is less than expected, then the gain might be smaller, or otherwise 

– bigger. Getting real numbers requires, however, long learning loop that involves data 

from actual production where the new BASTION technologies would have been 

implemented and their real impact measured.  
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4 Conclusions 
 

BASTION project has resulted in an impressive number of prototype tools. We have 

presented 13 individual items whereas 8 of them were developed by industrial partners 

or in a direct collaboration with them. Many tools are prototypes at high technology 

readiness level, which promises a successful exploitation and commercialization of 

BASTION project results. 

 

A tremendous effort has been spent by the BASTION consortium on defining a 

common vision towards the demonstration platform as well as on actual development 

work, which eventually has led to a successful outcome. 

 

The ZC706 board that was selected as the main HW carrier represents an example of a 

modern complex high-performance system under test, suitable for such applications as 

e.g. high-definition video streaming for HDMI-based display applications and for 

development of networking applications with Gigabit Ethernet. The Xilinx Zynq-7000 

All Programmable SoC ZC706 Evaluation Kit is distributed together with CAD data, 

including netlist, which made it possible to calculate fault coverage and perform 

testability analysis. 

 

The main experimental result of the joint collaboration of all BASTION partners in 

frames of WP6 was the ability to demonstrate our progress on KPI5: Reducing test 

escapes and impact of NFF by, at least a factor of 2. This was further facilitated by 

the necessity of bringing up the demonstrator that required connecting all respective 

tools, exchanging description formats, and reporting the fault coverage from individual 

tools. All these coverage reports from BASTION tools have been collected and 

imported by TestWay Express (see Section 2.13), which in its turn was extended to 

support new coverage metrics proposed by BASTION (WP1) such as TRFs, IRFs and 

marginal defects as well as specific types of faults and wear-out effects targeted by 

checkers and monitors. 

 

As the result, the estimated test escape rate improvement reached the value of 1.99, 

which is very close to the initial target factor of 2. However, we must admit that it is 

just a calculated estimation. The reality may be either better or worth depending on the 

real DPM related to marginal defects or TRFs. Getting real numbers requires, however, 

long learning loop that involves data from actual production where the new BASTION 

technologies would have been implemented and their real impact measured. 
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