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Executive Summary 
 
In line with the conclusions from the first two years of SECCORD project, we use “practice” to 
cover a whole ecosystem of supply and demand, both public and private, representing entities 
from the many sectors involved, and with different sizes. In the context of this WP and 
especially this deliverable, it has slightly different connotation than the term “market”: it does concern the state of market uptake, but also other issues such as strategy, legal issues, and 
technology acceptance; it also concerns matters such as sovereignty and culture that are 
independent of market trends or economic drivers.  The objective of this deliverable is therefore 
to find the gaps, having taken into account the previous work, and to define  potential strategies for the future directions in “research to practice” that include exploitation, marketing, 
commercialization, technology transfer, IPR management, and many other tasks and areas. 
This deliverable combines the analysis of top down issues, from business objectives at CEO 
level, through to market trends or industry priorities, to the more detailed update of technology 
solutions that have appeared on the market, with a bottom up approach coming from WP3, 
namely information gathering from EU projects (e.g., results from research projects, cluster 
meeting, face to face interviews, etc.).   
In cloud security, at VM and storage layer, the major trends are focused on increased use of 
trusted hardware (see section on secure elements such as TPM), and ubiquitous encrypted storage and transmission, both related to demand that grew after Snowden revelations and 
requirements of more control by end user. In PaaS and SaaS, demand-side requirements 
address the reduction of application development time (for PaaS) and use of organization 
approved (or certified-only) services. In addition, the advances in cloud monitoring are enabling 
a whole new range of applications and multi-cloud business models, although more technology 
push than demand-side pull is slowly entering and impacting the cloud market. 
After being available for 10 years, secure elements or trusted hardware (such as trusted 
platform module (TPM)) are  finally starting to be adopted on a large scale, not exclusively for 
protected storage (like in Windows 8) or shielded execution.  The main reasons are growing need to secure mobile devices, new threats targeting BIOS, and above all, lower acquisition 
and operations cost. Attestation capability is being adopted by auditors, sometimes in 
combination with TNC (trusted network connect) protocol by its use in mobile devices and especially for mobile payment applications that might bring important improvements for mobile 
device security.  
The current focus of cybersecurity on detective and reactive technologies is now shifting toward proactive and even predictive technologies. Two rising trends in cybersecurity are 1) 
use of big data technologies in order to incorporate “predictive” aspects of the cybersecurity 
cycle, and 2) integration of previously separated tools. 
One of the conclusions of the “research to practice” mapping exercise, is the difficulty of finding 
matches for vaguely understood concepts such as “framework”. A pragmatic, market-oriented 
and focused approach is therefore recommended with several specific examples and best 
practice approaches. 
Finally, this deliverable also addresses some SME specific issues, such as access to finance, 
innovation process, cross-border access to market, as well as incentives for the wider adoption, such as cyber insurance, and enablers for further improvements from collaboration 
and cooperation. 
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1 Introduction 
 
This deliverable retains the major objectives outlined in D5.3 and D5.4, while taking into 
account the 2014 project review comments, such as the more attention to SME stakeholders, 
both from the cybersecurity supply market and from demand-sides. Furthermore, we have 
strengthened the collaboration between WP3 and WP5, as well as with WP6.  
The overall goal of WP5 is to map research results of FP7 security research projects to the 
ongoing ICT security industry (supply-side) priorities and offerings, market trends and demand-
side needs and user priorities.  In this final year 3 of the SecCord project, some conclusions 
from the previous deliverables have been reviewed; for example we use “research-to-practice” 
(R2P) instead of “research-to-industry” (R2I) as our focus. One of the main reasons is the gap 
described in D5.4 when it comes to the alignment of research to demand-side needs, besides 
supply-side priorities (often expressed in industrial research agendas) or market trends (found 
in different market analyst reports,  hype curves, emerging technology radars etc). Moreover, 
as the cybersecurity market blends with cyberdefence, where the main demand from the 
government arises, the limitation of demand-side of “cybersecurity practice” to private-sector-
only, would be a big mistake. 
1.1 Link to previous deliverables 
In line with the conclusions from the first two years of SECCORD project, we use “practice” to 
cover a whole ecosystem of supply and demand, both public and private, representing entities from the many sectors involved, and with different sizes. In the context of this WP and 
especially this deliverable, it has slightly different connotation than the term “market”: it does 
concern the state of market uptake, but also other issues such as strategy, legal issues, and 
technology acceptance; it also concerns matters such as sovereignty and culture that are 
independent of market trends or economic drivers.  The objective of this deliverable is therefore 
to find the gaps, having taken into account the previous work, and to define  potential strategies for the future directions in “research to practice” that include exploitation, marketing, 
commercialization, technology transfer, IPR management, and many other tasks and areas. 
This deliverable combines the analysis of top down issues, from business objectives at CEO level, through to market trends or industry priorities, to the more detailed update of technology 
solutions that have appeared on the market, with a bottom up approach coming from WP3, 
namely information gathering from EU projects (e.g., results from research projects, cluster meeting, face to face interviews, etc.).   
In order to complete a gap analysis and make conclusions, we examined success stories 
coming from WP3, as well as some failures. It has been already widely debated that many promising security and privacy research results make no impact on the market, despite offering 
a superior technology in many cases. This has been illustrated in the previous WP5 
deliverables, for example:  

- Secure delete technology risks might include seamless integration and conflict with 
data some retention policies, and other legal constraints - Anomaly-based detection using low level performance events has a limitation that operational systems need to be modified - Security policy interoperability would allow automated end-to-end assessment of policy 
compliance, but has a risk of leveling-down security, by providing compliance with the 
less demanding policy - Homomorphic encryption (HE) in its current status comes with questions about cost 
effectiveness - Ultra light-weight and high-speed cryptography has issues similar to HE, related to cost 
when it comes to the device constraints. - Identity based encryption (IBE) may meet societal rejection barriers 
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- Big Data applied to security analytics, suffers from poor understanding of benefits - Machine learning for runtime behavioral profiling may pose privacy risks 
1.2 Links to other Workpackages 
Activities within WP5, related to elaboration of this deliverable, built on the previous work and 
Year Catalogues, but differ in the level of interaction with WP3. This interaction has been 
structured in several iterations at different levels of “mapping” abstractions where top-down 
breakdown of objectives meets bottom-up packaging and clustering of research results. 
Among “megatrends” detected in the D5.4, which were used as the starting point, Big Data 
was one of the prominent examples in gap analysis, there from the start of iterative mapping. 
In WP3 there are almost no projects identified (at least in the first WP3-WP5 joint analysis - 
see also table in D5.1 and D5.2) in this area, and the dedicated event organized in February 
2015 by Trust in Digital life confirmed this gap in R2P mapping.  We take a closer more in-
depth look into this confirmed gap and trend in this deliverable.  
Another issue that has been taken into account is input from WP6 regarding innovation-driven 
research. Here we extended the previous approach that looks at innovation governance trends 
(including issues such as the format of EU projects e.g. innovation action) in ICT and the 
subsequent mapping of cybersecurity and privacy to these trends.  This innovation is 
characterized by common drivers and constraints for any ICT R2P transition, therefore also 
applicable to cybersecurity. However, as jointly discussed with WP6, as well as within “Business case” part of WG3 of NIS (Working Group 3 of Network and Information Security) 
platform, there are specific situations where research to practice transition has much larger 
constraints in the case of cybersecurity (e.g. window of opportunity, access to cross-border market) than in the other ICT areas.  Demand-side perspective and perception is very different 
for cybersecurity than for more “functional” software. This has been raised during the industrial 
meetings of the Advisory Focus Group, with the suggestion to reflect it in “innovation governance” as well as “research to practice” analysis. 
Results of survey done in WP6, where seven cross-cutting topics related to innovation 
management were identified (see figure below), are used in shaping WP5 methodology and the development of further recommendations. The seven topics identified in WP6 were 
mapped into three groups:  technology-transfer; readiness & maturity; and market & policy, all 
of these issues being relevant for research to practice (R2P). However, in order to align them 
with the previous activities in WP5 on drivers and barriers for R2P, we slightly modified the  
“data sharing” topic in order to reflect specific feedback received from WP3 and WP5 surveys.  
The seven main barriers to R2P are therefore identified as: 

- Demand-side assumptions  
– in research projects user requirements are often made to fit the solution or contain  inadequate demand-side assumptions  - Business case  
– use case from the project is not sufficient for transformation into business case  - Entrepreneurship  
– cybersecurity talented researchers that come from university often lack business 
and entrepreneurial skills in order to start their own business - Performance  
– cybersecurity degrading other features - Standardization  
– lack of comparability, labels and procurement - R&D competitiveness 
- intellectual property rights are often fragmented or unclear, while some results 
remain at purely theoretical level without implementation or deployment - Financial  
– lack of funding for follow up actions, such as commercialization or marketing  
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Figure 1: An integrated framework for innovation management (taken from [32]) 

In relation to the collaborations and links with the other WPs, attention is drawn to the cluster 
workshop organized by WP2 and described in detail in deliverable D2.2. The industrial 
challenge of secure software development (in this deliverable relevant for market trend on security by design) was mapped during WP2 workshop into “developer-centric security 
engineering tools”, with the remaining challenges. This mapping shows a smaller scale attempt 
to match R2P within the work package WP2, following similar approach to WP5 and WP3 
described here. 
From WP3, as shown in the next chapter, the bottom-up approach to R2P mapping was taken. The result was clustering of projects according to the target user (demand-side). System 
administrators, for example, were the main targets of projects such as PRISM or AWISSENET. 
Software developers were identified as the main users of CACE, SECURESCM, ECRYPT II, TECOM and WSAN4CIP projects, while ICT specialist’s category, such as testers or 
assurance professionals, was the main target of AVANTSSAR or GEMOM.  A special category 
was introduced identifying and listing projects with no well-defined market target, but capable 
of contributing to strategies or models.  
This deliverable also addresses SME specific issues, including access to finance, innovation 
processes, and cross-border access to markets. WP5 organized a dedicated session (track 
16) within CSP Forum 2015, and invited four diverse SMEs to tell their experience. In addition, 
testimonies of other SMEs, such as SEDICII (winner of IPACSO innovation award, [1] ) or 
AlientVault (participant in MASSIF FP7 project and winner of SC innovation award [4]) are also taken into account.  
1.3 Document structure 
Chapter 2 describes the developments that have been adopted relating to the methodology 
applied here and in WP5. Recommendations from previous reviews, as well as the feedback 
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received from external stakeholders (such as Advisory Focus Group, and NIS platform 
participants), were used to structure the breakdown of such top-down “practice” issues. The 
focus was on business objectives, such as efficiency, effectiveness and transformation, applied or linked to cybersecurity and privacy challenges.  
In Chapter 3, which is an update of market trends, we trace and track these challenges as we 
go through market analyst reports and their ways to structure emerging and future cybersecurity trends. These can also be considered as market trend “clusters” since various 
market analysts use different terminology for the same or similar technology. This is also the 
reason why we decided in the previous deliverable to drill down further into some solutions 
and technology and to separate technology trends from the market trends, usually described 
at the higher abstraction level. This relation between market and technology trends is 
explained in Chapter 4.  
In some cases market terminology and technology terminology will coincide, but more often 
than not, these will be described at the different level of abstraction. Chapter 5 is focused on 
analysis of SME, as the part of “practice” ecosystem, both on demand and supply-side  
Chapter 6 describes specific cybersecurity incentives and enablers, with cyber insurance as the prominent example. Collaboration and cooperation, rather than more restricted “data 
sharing” topic, is also included and analysed.   
The results from the bottom up research results analysis, that had focused on successful 
projects and clustering of the main topics from the research point of view, are then compared 
with market and technology trends in the Chapter 7.  
Gap analysis as the main result is presented in Chapter 8, which includes conclusions and 
recommendations for a way forward. 
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2 Methodology Update   
One of the objectives of methodology update is to improve links and collaboration between 
WP3 and WP5, and more specifically establish links between yearbook 3 (D3.3) from WP3 
and emerging and future trends defined in the subsequent chapters of this deliverable. This 
has been already depicted in the previous deliverables and in Figure 2 we give more simple 
representation of this mapping.  

 
Figure 2: Mapping of research results and technical trajectories in practice 

In previous deliverables we have developed the notion of “practice” in order to distinguish and 
order different priorities expressed by different industrial or user stakeholders. This makes it possible to include both demand and supply-sides and to broaden our perspectives. The 
further segmentation and characterization of demand and supply-sides is given in D5.4, as 
well as in NIS WG3 reports.  
Table 1: Example of decomposition of trends on market side 
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In line with these observations, in D5.4 we have used alignment and mapping between: 

– Demand-side objectives and priorities: these are divided into effectiveness (better 
security, higher assurance level…), efficiency (faster or cheaper detection of 
breaches….) and transformation (securing new ways to do business) 

– Challenges: these can be defined either by a demand-side that knows exactly in which 
area effectiveness, efficiency or transformation could be achieved or, in a lesser 
proportion, by expertise on the side that is able to provide “as is” and “to be” kind of 
analysis 

– Security market trends: these are usually proposed either by large solution providers or suggested by market analysists and reflect so called “hypes”. Sometimes, different 
names are used for the same market trend, but the main focus is on detecting trends, 
patterns or clusters of upcoming solutions. 

– Solutions: these are products or services with a focus on implementation, with a 
specific technology and/or specific business case. Unlike market trends, which often use marketing terminology (see comments on “digital security” elsewhere), here we 
adopt technology trends terminology. 

– Underlying technology or components: usually solutions will contain several references to underlying technologies, tools, techniques, component re-use etc.  
We present an example from D5.4 in Table 1. Among challenges for effectiveness we can 
think of target hardening by encryption, high assurance access control, early warning intrusion detection etc. In efficiency challenges there are topics such as cost-effective auditing, data 
sharing for improved vulnerability patching etc. For example encryption or user education is 
not efficient (usually) but it is effective, so the priority should be defined by the demand-side.  
In D5.3 three major trends have been identified: trusted identity, trusted infrastructures, tools 
and technologies. These were further mapped into demand-side objectives (and expectations) 
and were retro-feeding D5.4 where higher level of granularity was achieved (see table 2). 
Table 2: Example of mapping from D5.3 to D5.4 topics 
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When it comes to the market trends, in this deliverable we only cover the updates from 2014 
to 2015, so the starting point was D5.4 

 
 
 
 
 
 
 
 
 
 
 

Figure 3: R2P and P2R loop 
The main input for business objectives, priorities or cybersecurity challenges can come from demand-side, but given the low responsiveness and rather short term predictions that the 
demand-side (also called end users) has in cybersecurity, large organizations on supply-side, especially consultants or market analysts, often act as “proxy” for demand-side and define 
situation “to be” as well as transition from “as is” scenario.  In Figure 3, an attempt to depict an 
“ideal” loop between research and practice is made. The input for research (P2R stream or 
“pull” mode) should combine the real demand and need for cybersecurity solutions, the 
capacity, ability and commitment, as well as commercial expertise, which can be found on the 
supply-side, as well as elements of cybersecurity innovation (see figure 5).  However, as 
explained before, research projects often suffer from lack of relevant use cases with well-defined and realistic requirements, designed to “fit the solution”, rather than solving an emerging problem or challenge. The other part of this loop is R2P, or “push” mode, where 
research results are mapped into “practice”, as seen by technology and market analysts. We 
argue that streams (or modes) have to be considered and aligned. The main constraint for this, 
at least in the scope of EU research projects, is the poor ability of the demand-side to predict 
their needs sufficiently in advance, as well as the inflexibility of research when it comes to adaptation to market-induced innovations.  
Table 3: Example of mapping from specific technology (SIEM) to business objective and 
market trend 

 
Above in Table 3 there is an example for trend of “incident management tools” that was in D5.4 mapped into specific solutions and technologies. This was done in a similar way for cloud 
security (see table 4) and other trends mapped from D5.3 to D5.4 

D5.3 - major trends Demand side business objectives Challenges/trends D5.4 - trends
Trusted identity Effectiveness

Privacy-aware combine with high 
assurance Privacy aware ABAC

Efficiency
Scalable, interoperable and low 
operational cost

Identity brokers, IDaaS and universal 
APIs

Transformation Mobile payments, BYOD etc Mobile secure elements

Incident management tools (incl SIEM) Effectiveness Zero trust (inspect all traffic)
Efficiency

Policy based management (software 
defined networking)

Transformation Use of intelligence (big data)
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Table 4: Example of mapping from cloud security to business objectives and market trends 

 
The analysis of D5.3 and D5.4 resulted in filtering of six “megatrends” and related market and 
technology sub-trends, solutions and even individual technologies.  A joint meeting with WP3 
was organized in order to define iterations and “mapping points”, as depicted in figure 2. 
With respect to the work of WP6, as noted in the Introduction, the market forces are not the 
only influences on innovation governance or Research-to-Practice (R2P).  Based on received 
impact from innovation-oriented projects and H2020 about the role of innovation, we worked on a model that would also include issues such as “societal acceptance” or “EU policy” in R2P 
drivers and barriers. Based on the notion of “innovation governance” [22], we propose in the 
future to align it with  “R2P governance for cybersecurity” that faces some specific issues and 
problems, for example the role of trust in “usage” box (see figure 5) 

 
Figure 4: typical innovation governance model for ICT 

 
Figure 5: cybersecurity R2P alignment with innovation governance 

In summary, the methodology deployed in WP5 was updated and finetuned each year, 
conforming to the feedback received from external (reviewers, advisory board), but also arising 
from the observations internally, namely 

 better understanding of cybersecurity “practice” and its dynamics  nature of EU research projects and the strive toward an improvement in R2P 

Cloud security Effectiveness Evidence based trust, E2E encryption
Efficiency

Automation through continous 
monitoring

Transformation
Best-of-breed service through multi-
cloud scenarios
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 analysis of best practice in innovation management and innovation governance in ICT 
and in cybersecurity,   improved collaboration between work packages.   

Many parts of this “fuzzy” methodology have been taken up by the other initiatives, such as 
NIS platform, validating its usefulness.  
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3 Market Trends Update 
As already mentioned, our starting point in D5.4 was the so called megatrends or global ICT 
trends (e.g. big data or IoT), which can be mapped to cybersecurity trends and underlying 
technologies, as well as business objectives and related challenges. As a matter of fact, the 
majority of market trends that appear in the press are a mix of technology, business or other 
issues. In addition, dynamic nature and convergence should be taken into account as these issues often cause difficulty in market segmentation and its analysis. 
3.1 Market global trends 
While government, finance, healthcare or other sectors also started their transformation 
process years ago (digital transformation was the fourth stage of e-government strategy in 
many countries), the more traditional sectors are only facing this now. The main issue here is 
the difference between value creation and value capturing. The physical world is changing 
(e.g. from dumb to smart), as well as that of the customer or consumer (personalization, 
prosumers etc.). On the economic side, there are changes relating to :  

– Production (e.g. additive value in API economy, reuse of open source) 
– Barriers (e.g. entry barrier for many businesses that are only present online is now 

very low; marketplaces reduce commercialization barrier; feedback loops reduce learning barrier) 
– Balance global/local (e.g. collaborative teleworking) 
– Time (e.g. agile, on-demand, built-to-order - JIT) 
– Value chains (e.g. brokers, intermediators) 
– Flexibility (e.g. composable multi-PaaS) 

Therefore, “going digital” is not only about having smart city, smart factory or smart whatever, 
but also about a shift in business thinking and adopting new models exemplified by the above 
economic changes. Gartner, for example, introduced a new role in its market analysis 
predictions: digital risk officer (DRO) that requires a deep level of understanding of the Internet-
of-Things (IoT), operational technology (OT), physical security, information security, privacy, business continuity management and risk. This makes it a little bit clearer where “digital 
security” centre of gravity is: integration of previously separated silos, safety with security, 
operational with informational.  It also shows growth of demand in specific sectors: not every 
user has operational technology (hardware and software that detects or causes a change 
through the direct monitoring and/or control of physical devices, processes and events in the enterprise). The fusion or convergence of OT and IT is one of the most discussed topics in the 
last year (e.g. [26] and [27]) and is a good example of “digital security” trend that will be driven 
by a specific market segment.   
The market for cyber security is a varied one, and the market structure and supply chain 
depend on the nature of the business being protected and the extent of exposure to potential 
threats. PAC market analysis, that was replicated in NIS WG3 report, has identified four 
separate and distinct submarkets, each of which has a different constituency of end-user 
organizations and supply chain players. The four submarkets are:  

– Defence and intelligence: this submarket is focused on securing the nation's secrets, 
and involves the security and intelligence agencies as well as the Ministry of Defence. 
It incorporates the most advanced (and most secret) cyber security technologies 
available. It is, however, a niche market and is relatively constrained in size.  

– Government, other than Defence & Intelligence: this submarket incorporates all the 
other government funded cyber security tasks other than its defence and intelligence 
obligations. It includes security of health and education data, crime and criminal justice information, as well as more run-of- the- mill (but essential) government 
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operations. Although the requirements of this segment are varied and not as 
sophisticated as defence and intelligence, the segment is substantially larger in 
volume and spend. 

– Enterprises: the bulk of the cyber security market is orientated around large 
commercial enterprises securing their day-to-day business. This would include banks, 
telecom companies, utility & energy firms, manufacturers and retailers, and its constituency comprises the largest firms. Some of these firms have a role to play in 
the nation’s critical national infrastructure, but the nature of the threat is considerably 
less than that for intelligence and defence organisations. 

– SME and consumers: most small and medium-sized businesses have cyber security 
needs, but these are substantially less in sophistication and scale to those 
experienced by larger organisations in government and business. Similarly, 
consumers do have cyber security requirements but again these are at the low end of 
the sophistication spectrum.  

Clearly, selling into the defence and intelligence submarket is entirely different to doing business with SMEs and consumers. The sophistication and scale of the cybersecurity 
requirements, the credentials, classification, and clearance requirements, and the way in which 
each submarket procures cyber security capability are all substantially different in each one. Suppliers to the cyber security market, therefore, need to understand the dynamics of their 
particular target market, and to adjust their go-to-market approaches accordingly.  The most 
mature segment is the defence and intelligence segment. It has been using cybersecurity technologies for many decades and is by far the most sophisticated user of such technologies. 
However, despite a common perception to the contrary, this submarket is not large, the market 
costs of entry (such as Commercial Product Assurance certification) are high, and the rewards 
are uncertain. Given these factors, this segment is likely to be the least attractive for suppliers.  
It is also the least attractive market for new suppliers wishing to enter the cybersecurity space. 
It remains, of course, attractive to niche suppliers with modest growth aspirations and a pre-
existing track record in the segment.  At the same time the national security market seeks 
commercial-off-the-shelf (COTS) products to keep costs down. 
There are differences in the maturity of elements within the bulk of the cybersecurity market in the “enterprise” segment. Banking is particularly advanced due to its long history of security 
and more recent regulatory requirements. But, importantly, the skill-set requirements for cyber 
security expertise migrate easily between these two submarkets. The submarket with the lowest level of maturity in cyber security is the SME and consumer segment. This is 
significantly under-served by the cyber security industry, although this is largely driven by the 
low levels of demand from buyers. In fact, a major issue for the enterprises is the low level of 
awareness, education and understanding of the threat to business and personal information 
from inadequate cyber security measures.  
When it comes to supply-side segmentation and solution structuring, we have already 
presented a few examples from leading market analysts in D5.4. Cybersecurity, for example, 
is still primarily linked to infrastructure solutions, dealing with the access/entrance points to the 
systems, to offer a secure perimeter to the company IT. It includes network and device/end-point security. However, definition and scope of cybersecurity is heavily debated (see D5.4) 
and shifts continuously. Market segments such as identity management can sometimes be 
seen as part of the cybersecurity market but are sometimes left outside.  
One of the recent examples attempting to classify and segment the cybersecurity market 
comes from Gartner that uses cybersecurity “styles” (figure 8) to depict detective and reactive 
approaches (see [28]). The actual style and technology behind technologies should be driven by risk/cost. 
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Figure 6: Gartner segmentation according to the “style” 

In addition to “detect” and “react”, technologies related to “predict” (e.g. big data for security 
intelligence) and “prevent” (e.g. identity and access control) will be described in the subsequent 
chapters. It should be noted that some technologies are cross-cutting four “acting areas”, such 
as cryptography, while the others are important for their integration (e.g. event monitoring) and 
governance (e.g. end to end policy management). 
3.2 Analysing the analysts 
Most of the market investigation topics summarized here are based on extracts from IDC, 
Gartner, PAC and Kuppinger Cole analysis reports, that we could summarize as follows: 

- Although still in development phase, quantum computing remains on the most market 
analysis radars, for its promise – or threat - of solving of traditional mathematical algorithms much faster. When it comes to cryptography it should be said that a lot of 
attention has also been given to bitcoin. Currently, neither bitcoin nor blockchain 
concept have a monopoly in the trend that resolves business challenges related to avoidance of duplication of recording of same transaction.  - User behaviour anomaly detection is increasingly using AI and machine learning to 
signal cyber security attacks or fraudulent activity and threats. It is a good example of the application of the general IT trends of big data and analytics to specific security 
issues. Behavioural Analytics is one of the hottest topics in cyber security. It has two 
aspects:  a) Network Behaviour Analysis is an inside-security-perimeter analysis that flags new, 

unknown or unusual networks patterns that might indicate a threat – so-called 
anomaly detection. It helps to lower the human analytical intervention by automating certain human duties.  

b) Human Behaviour Analytics is focused on analysis of human-to-machine 
interactions, including what users are doing and saying. It can identify malicious 
intent using, for example, social networks.  

Identity Management is increasingly relying on smart devices (smartcards, tokens, etc.) in 
multi-factor authentication, combined with claims-based identity (from Microsoft) and 
biometrics. Cloud IAM (Identity and Access Management) finally is becoming a well-defined 
market segment, with large vendors entering the market. Cloud IAM solutions will quickly 
complement premise  
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- IAM. - Risk Management is strongly linked to the financial approach to cyber security, which is quite new.  It requires a cross-functional view: business, IT, cyber security and 
financial implications, in order to optimize investment or use alternative mitigation 
choice such as cyber insurance. - Security intelligence systems are being applied on Vulnerability Management as well 
as Asset Discovery and Management. Wider use of big data is also making “security 
intelligence” scope broader, sometimes also encompassing situational awareness 
technologies. Vulnerability Management is delivered by three types of providers:  - Cyber security auditing companies that conduct whole cyber security audits with 

several sets of software tools  - Cyber security suite vendors that include this feature in their software  - SaaS providers, providing VM via the cloud. SaaS providers are on the increase 
and are overtaking other players. But strict attitudes to data localisation are 
challenging this, since those players normally store vulnerability registers offshore 
in their datacentres. Providers are moving to a hybrid model that more closely reflects that used in security intelligence: data stays local, but systems are updated 
online. - Mobile device management (MDM) software players are currently leading the way in 

mobile security. IT security software vendors are also targeting this market with new 
solutions. Defence contractors are also well positioned in this market with high level 
solutions, featuring deep encryption levels for critical industries and governments. New 
features in MDM include: content protection and erasing, sandboxing, patch 
management, encryption, and localisation. A simple way to secure a device is the 
adoption of a Universal Cloud Client, whereby minimal data is stored on the device, and computing is most often done remotely.  - IDC also acknowledges rise of “security by design” market. This market is closely 
related to software testing, with software development platform vendors leading this 
market along with Open Source software. Application hardening is a rather generic 
category that includes techniques such as code obfuscation or code self-repair, as well 
as technology such as software application firewall. Drivers are becoming clear: global 
distribution of software and fear of losing intellectual property are two examples, but 
the category seems to map into several trends that can be seen in EU projects, both in 
software engineering, as well as network community.  - Security Governance builds upon SIEM, but SIEMs need to be fed with event and 
incidents to analyse, so they rely on an already existing and mature IT and cyber 
security architecture. Integrated Real-time Network Security Analytics has a variety of 
approaches ranging from “improved SIEM” to integrated solutions, based on big data 
technologies, consuming real-time security analytics information, and integrating with 
IT GRC tools. - Software Defined Networking (SDN) market will grow massively in 2014, with many 
organizations starting SDN investments from a network security perspective - API Economy and lightweight APIs (primarily RESTful APIs) are changing the market 
and are the foundation for many evolutions. Massive growth of use will continue, but 
API Security growth will remain relatively slow. 

In addition to the above trends, some market analysts also have generic categories, such as 
data centric audit, which is actually a mix of monitoring and protection mechanisms, with the 
difference that security policy has now data at its core.  When it comes to analysis of yearly 
threat & vulnerability trends, there is a decreasing trend in Web server vulnerabilities, which 
some market reports attribute to the use of advanced anti-threat sandboxes. However, new 
threat vectors appear, such as ShadowIT, mobile and IoT. 
In megatrends described in D5.4 such as Cloud technologies, most market analysts 
recognized that Cloud Access Security Brokerage Services are moving mainstream with 
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increasing number of functions, sometimes combined with monitoring or optimization features. 
Cloud computing has evolved and we are, for example facing new challenges related to the 
use of brokers or hybrid clouds. In another “megatrend” category, identity management and 
IoT identity are now recognized as the future challenges, while context and adaptive IdM is 
depicted on most radars as an urgent need.  In line with our observations from D5.3 and D5.4, 
Gartner, for example, now observes the trend of “bimodal IAM” linked to two technology trends: one related to “fluid, agile IAM” for digital business that has lower risk and lifespan, and the 
second related to “rock solid, stable IAM” for legacy and high assurance needs. 
The importance of societal issues is also recognized in visions and predictions related to future 
cybersecurity challenges, as well as topics of convergence of security and safety. Mobile 
devices are changing the notion of hardware endpoint security and are becoming number one 
security challenge for many companies. When it comes to software engineering and 
application development, cloud demands are driving changes in application development, 
integration and infrastructures. The move from static to real-time security analytics has also 
had an impact on new applications, as well as redefining "endpoint" with the mobile acting now as the hardware “trust anchor”.  
The idea that an organization’s core assets can be reused, shared, and monetized, has also 
led to emergence of so called “API economy” (though, unlike cloud computing which is globally used term, many other names are used for this trend e.g. “third party platform”, WebOS etc). 
The idea that a piece of software such as atomic software service or API should be managed 
like a (micro)system, has also led to the renewal of interest in system of the systems, complexity theory etc. Reuse of unstructured data, legacy and third-party data, in a similar 
way, is posing security and privacy research challenges. Typical issues such as access control, 
protocols, message integrity etc., and static security assurance techniques, are now commonly mixed with so called “runtime” or monitoring based mechanisms.  Here, cybersecurity 
experience coming from monitoring networking events (SIEM, intrusion detection…) is 
becoming crucial in moving up in the stack toward the application layer events. 
In summary, in this chapter we continued the practice from the previous year catalogues to 
look at the emerging and future trends, as seen by the leading market analysts. In this way, 
we are somehow somehow simulating the typical end user.  One of the workshop participants (from a national cybersecurity institute) said:  “If we want to change end-user decision process 
in cybersecurity acquisition, then we have to change Gartner magic quadrant with something 
European”.  We claim therefore, that while demand-side (end user segments such as 
government, enterprise, SME…) do have their voice in EU research, their choice is often 
reflecting market analyst predictions, even more than in the other ICT fields. While these 
predictions are often far from being accurate, we do acknowledge their power when it comes 
to market take-up of specific trends or technology clusters. 
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4 Technology trends and solutions 
In this chapter we move from demand-side business objectives and market trends, as defined 
by market analysts and industry, into more specific technology trends or trajectories that 
exemplify specific technologies. 
It should be noted that the main technological trends have been nicknamed “megatrends” (or 
clusters) in D5.2 and during iterative meetings with WP3, with the idea to refine them over time and to provide more fine-grained levels of abstraction in the Year Catalogues. The following 
areas were identified, during the meeting with WP3 in April 2015 in Trento, to be relevant for 
further inclusion or refinement: 

– Big data and security 
– Cloud security 
– Secure IoT 
– Identity and privacy 
– Secure infrastructure 
– Secure software engineering 

The starting point for megatrends are not mutually exclusive and this is also exemplified in this 
chapter, where a more drill-down explanation is provided for each trend/cluster.  On the other 
side, applications scenarios, such as Smart City or Industry 4.0, are usually combining various 
technology megatrends, so these are not considered in detail here. 
Before moving to the more specific topics that match emerging cybersecurity practice, we 
should also notice that several technological reports appeared in the last year, some produced 
by industry, some by innovation experts and some by researchers.  In [23] for example, EIT 
digital presented innovation topics for privacy and security. Enterprise mobility and taking 
control of BYOD, for example, was considered as a topic of high impact to society and 
economy, with very strong link to security research.  In [24] IEEE reporttakes into account 
theresearchers point of view regarding cybersecurity challenges towards year 2022. This 
report, for example, concludes that seamless reliance on federated identity is one of the key 
enablers of 2022 vision. Security issues that are discussed in this report are organized around 4 main driving forces: 

– Exponential growth of large data repositories 
– Enhanced capability to analyses this data 
– Ability to collect this data through a variety of channels 
– Ability and determination of malevolent actors 

Finally, European projects have also produced new reports that contain relations with emerging and future market or technology trends, such as research agenda in CAPITAL [25], 
that was presented in September 2015. Another important document analysed for this chapter 
is NIS platform strategic research agenda, drafted during the period 2014-2015 with inputs 
from various EU research projects.   
4.1 Secure cloud 
We could probably argue that it makes more sense to talk separately about infrastructure-as-
a-service (IaaS) security trends versus platform-as-a-service (PaaS) or software-as-a-service 
(SaaS) security trends, since cloud technology advances so fast that it becomes difficult to 
describe all the different directions and trends. In principle, at VM and storage layer, the major 
trends are  

1) increased use of trusted hardware (see section 4.2 on secure elements such as TPM),   
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2) ubiquitous encrypted storage. 
Both relate to demand that grew after the Snowden revelations, and requirements for more 
control by the end-user.  
In PaaS and SaaS, demand-side requirement are the reduction of application development 
time (for PaaS) and use of organization approved (or certified-only) services. In addition, the 
advances in cloud monitoring are enabling a whole new range of applications and multi-cloud business models, which is, more a technology push than demand-side pull and is slowly 
entering and impacting the cloud market. 
In the last year, following the previously reported trend of secure cloud storage (see D5.4 
comments on impact of Snowden revelations on cloud security market), market players also 
invested in research related to practical verifiable computation schemes. The challenge of 
outsourcing the computation to an untrusted cloud and then verifying the correctness of the 
returned results has been there for a few years already, and some research projects have tried 
to tackle this challenge. However, there was always a lack of efficient market-ready verification 
procedures and related solutions. The advances in computing have also caused new wave of research in verifiable computing.. It is enabling a computer to offload the computation of some 
function, to other perhaps untrusted clients, while maintaining verifiable results.  
Another topic mentioned previously was certification and here again several EU projects started in 2014 and 2015 addressing mainly certification based on continuous monitoring of 
machine readable agreements, although test-based and hardware-based certifications are also investigated in a few projects.  Some “ecosystems” have tiered security protocols that 
require different levels of certification depending on the system’s usage patterns. An 
application developed for internal offline operations (therefore not considered “cyber”) may not 
need to pass the same assurance process that public-facing digital service solutions are put 
through. This is something also in debate, in the scope of the digital single market (DSM) and 
future cybersecurity labels (in some countries these are also being discussed). The problem 
of information asymmetries between demand- and supply-side is well known and makes it 
difficult for EU citizens to compare security features of products and services. Supply-side 
security experts and independent labs are able to perform assurance tests, or have other 
means to determine trustworthiness of a solution, which end-user usually lacks. Google Play or App Store marketplaces theoretically have very tight security review procedures, which 
makes enduser trust apps that are purchased through these channels. Despite that, the 
problem of rogue apps, already described in D5.4, illustrates limitations of reputation-based “trust labels”. In that particular case, an anti-virus app, that had passed marketplace security 
checks, was rated as “excellent” by many users, especially due to its speed, although in reality, 
it was actually not doing anything it claimed to do. The labelling or certification scheme should 
therefore combine functional checklists with the others such as correctness, effectiveness, 
coverage, efficiency, but also data protection and privacy checklists.  
Security countermeasure have to be correct, efficient and effective, but the assurance 
techniques might not be suitable for the dynamic internet environment. Market sustainability, 
highly dynamic and innovative solutions that scale, should be accompanied in this particular 
case, not only with appropriate research, but also with the policy measures, e.g. recognition of seals, regulation of accreditation/certification schemes etc. Certification and assurance in 
cloud are increasingly brought in connection with machine readable representation of 
agreements and certifications, as well as, continuous monitoring and automated enforcement.   
Movements on cloud monitoring market are also influencing other cloud security applications 
and services.  Google acquired the cloud monitoring service Stackdriver and in 2015, and 
opened it up to the public1.  CloudWatch and Azure’s built-in monitoring services are Amazon and Microsoft  tools for the developers on their platforms, while Ceilometer is a metering 
                                                
1 http://techcrunch.com/2015/01/13/google-opens-its-cloud-monitoring-service-to-all-developers/   
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component of Open Stack, but there are also many other third-party cloud monitoring services 
out there.  
Automated enforcement based on continuous monitoring has been investigated in many EU projects and has appeared under many names on the market. “Actionable framework”, for 
example, is offered now by eSentire to mid-sized enterprises with advanced cybersecurity 
capabilities. This technology has been included in Gartner cool vendor report for cloud security [5], next to proactive fraud detection (Nudata security), zero trust network traffic analysis in the 
cloud (Protectwise) or software defined perimeters (Vidder). 
One of the recent concerns regarding cloud and cybersecurity is the monitoring of outbound 
traffic. There have been several cases where the IP address of a cloud tenant is put on the 
real time blacklist because of some malware coming from the cloud. In this way, cloud service 
providers (CSP ) are adopting a path already followed by internet service providers (ISP), 
where ISPs were obliged to monitor traffic in both direction for any misuse and in order to 
prevent reputation damage.  This trend is related to a threat from compromised, but reputable 
clouds, where tenants are abusing acceptable use policy to perpetrate attacks such as DDOS. This requires that CSP also monitor outbound traffic, similar to what some ISPs have done in 
the past.  Specialized security monitoring services for cloud also made their appearance, such 
as CloudWatcher. The trend is to exploit SDN technology to configure fine-grain monitoring and response actions, such as packet drop.  
Monitoring is also impacting related areas, such as secure managing and orchestration of 
cloud services across different cloud platforms.  Business case scenarios include multi-cloud, cloud burst, brokerage or others. Security issues here are usually related to resilience, 
interoperability or migration. A specific challenge of trust and reputation is tackled in overlay 
approaches. This approach is attractive since it abstracts underlying services e.g. cloud 
storage overlay abstracts sharing in generic (e.g. Dropbox) or data specific cloud storage (e.g., 
Google Picasa). As opposed to P2P file sharing, where data and indices are stored on peers, 
cloud overlay systems are maintaining a distributed index.   
The increased ability to monitor multiple clouds is also opening up space for the trusted-
intermediary model, where the use of cloud brokers for security enforcement is not bounded 
to specific technology. It is also gaining momentum, as the number of cloud providers, and therefore interactions, grows. Trusted third parties such as Cloud security brokers manage 
interactions between an individual’s devices and external entities. They can protect personal 
data while making that data even more useful, for example by matching goals of service providers against the interests, intents and circumstances of individuals, without having to 
reveal personal data. However, the issue of “who controls the controller” remain.  
In the area of PaaS, there is a further progress in flexibility and provision of “everything as a 
service” aiming at decreasing development time and convergence with paradigms of “API 
economy” where re-use of the third party platforms and components is more the rule than 
exception. As we can see in the figure below, the first generation of PaaS was focused 
exclusively on setting virtual machines and complete system applications like database or web 
servers. The second generation was providing more detailed web services and functionalities 
that can be combined, monitored or even orchestrated across different clouds, optimizing the quality, as well as development options. The latest trend was going even further in providing 
backend services (e.g. mobile backend as a service or application platform as a service) to 
developers, including secure messaging or data protection services. 
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Figure 7: evolution of PaaS 

Many PaaS offerings, including IBM, HP or Atos, are based on Cloud Foundry, an open PaaS 
(platform as a service) to provide customers a choice of clouds. This PaaS model allows 
developers to focus almost exclusively on writing code since all infrastructures including the application servers are provided.  While Cloud Foundry is becoming de facto standard for new 
PaaS generation, use of containers (OS-based virtualization) in cloud is more contested.  The most popular are Docker containers, which are similar to virtual machines (VMs) and have 
similar advantages like the fast creation of new instances.  However, containers virtualize the 
operating system instead of hardware (in case of VM) and are more lightweight than VMs, so many application developers are actually prefer these options.  Unlike the Cloud Foundry 
model, developers here also provide and manage the application servers and runtime system 
which are both included in the containers. The downside of the container approach is a little more work for developers so it is often preferred by professional developers with some system 
administration know-how. Linux containers, which are predecessors of containers, weren’t 
made for security, so the security concerns are not taken into account.  
In the area of virtualization, most of servers today, at least in a corporate environment already 
contain trusted hardware (see section on secure execution environment later) and support 
some sort of hardware virtualization. This is increasingly being complemented by microviser approach (isolated CPU micro virtual machine) that is, for example, being incorporated into 
windows 10.  
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Figure 8: security in Windows 10 (source: Bromium blog) 

In the area of cloud identity, besides the growth of interest in dedicated cloud identity brokers 
and identity protection (see Figure 10 for windows 10 approach), the major news in the past 
year was an advance in keystone-to-keystone (K2K) sort of federation which was released in June 2015 version of Open Stack and has been recently improved in Kilo version. 
In regard to open source secure cloud extensions, Open Stack is entering the main stream 
with the strong support from industry players. Security has been improved in each of its 6-month releases of Open Stack. Further areas of concern were, e.g., the handling of 
cryptographic credentials in an Open Stack cloud or the verification of isolation and security 
policy enforcement.  An Identity Based Encryption (IBE) system is a public key encryption 
system in which a user’s public key may be an arbitrary string, such as an email address or 
other identifier. The user’s private key is generated by a trusted authority, called a Private Key 
Generator (PKG), which applies its master key to the user’s identity after the user authenticates 
itself.  Although IBE was mentioned already in 1984 as a way to simplify public key and 
certificate management, the first secure and truly practical IBE system has appeared only 
recently.  
Open source (mini) cloud is also a field of interest for SMEs. French SME Cozy Cloud, for 
example, is a Free Libre Open Source piece of Software that runs on a personal server such 
as a Raspberry PI 2 and its goal is to offer a personal Cloud so that user can enjoy the benefits of the Cloud while retaining control of their data. Another system is ownCloud, a software 
system for what is commonly termed "file hosting". As such, ownCloud is functionally very 
similar to the widely used Dropbox, with the primary functional difference being that ownCloud 
is free and open-source, and thereby allowing anyone to install and operate it without charge 
on a private server, with no limits on storage space (except for disk capacity or account quota) 
or the number of connected clients. Despite the name, the software system does not use cloud 
computing unless it is manually configured (such as using Swift storage with load balancing, 
for example). 
Large corporations or governments are increasingly demanding so called cloud service catalogues, that resemble enterprise app store or marketplaces.  It is usually a web portal 
through which end users can access, download and install corporate-approved software 
applications. Corporate internal app stores are increasingly used to distribute the tools staff need, but they can also control who uses what and shore up data security. Many employees 
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use their personal smartphones and tablets for work to access a variety of mobile applications 
and some companies are deploying mobile applications to interact with clouds, which brings 
emphasis on security and especially data governance policies. For example, the IT organization can block certain applications such as enterprise file-sharing for particular 
employees to avoid legal and security issues resulting from sending data to other devices 
through the synchronisation feature. Security and risk professionals can remove corporate apps from an employee’s device if he or she changes jobs or loses the device. However, use 
of multiple clouds as the backend can make this very complicated. Sector-specific 
marketplaces and app stores are also flourishing. E2open Business Network offers solutions 
for companies that manage or participate in distributed supply chains. IBM Smart Market, a 
marketplace for customers to download enterprise applications was initially (in 2009) targeting 
mid-size business, but it proved not to be success.  The other business service marketplaces 
(e.g. AXIOM) and SaaS-type marketplaces (e.g. force.com) are more successful and more 
recently there are also e-government marketplaces. In all of them there is a similar security 
concerns, which is how to combine business description of services (and related discovery etc) with security or performance descriptions.  The other issues, which affect even the widely-used 
common purpose (citizen oriented) marketplaces such as google play or appstore, are periodic 
security review, code assessments or policy enforcement (such as application removal).  
Security for purpose built cloud, such as big data clouds (data analytics as a service, 
business analytics as a service etc.), should also pay attention to in-memory computing (IMC) 
that has now many implementations, SAP HANA probably being the most important one. In general the data is partitioned among the different server to ensure horizontal scalability. There 
are now hybrid architectures that combine the extreme speed of an In-Memory database with 
the storage capacity of on-disk data management in a single unified engine. They claim to 
enable encryption that is fortified by real-time “abnormal activity” detection capabilities.  When 
it comes to security4IMC, organizations should know that In-memory tools expose huge 
amounts of data to end users. Care should be taken as to who has access to the data, how 
and where data is stored. 
4.2 Secure execution environments 
One of the technologies that we consider separately from “megatrend” of cloud computing, 
although it is closely related to it (and the resulting convergence of both will likely shape the new wave of ICT services), is Secure Execution Environments (SEE). This is not a 
standardized or widely used term, such as cloud computing, for example. In a matter of fact, 
there is sometimes confusion between competing, overlapping or complementary technologies.  Secure execution environments are considered as a cross-analysis area in NIS 
platform strategic research agenda and has also been described in D5.4. However, sometimes 
the term is confused with trusted execution environment (TEE) which is the term used by 
Industry associations like GlobalPlatform (working to standardize specifications for the TEE) 
and Trusted Computing Group (working to align GlobalPlatform TEE specification with 
its Trusted Platform Module (TPM) technology). For other authors, SEE is encompassing TEE, 
but also Rich OS (that offers lower level of security) and secure elements (SE) that has much 
less functionality.  These definitions and segmentations are sometimes inconsistent with 
industry guidelines e.g. [14] where it is explained how rich OS, trusted execution environment and secure element work together (see figure 11). 
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Figure 9: segments of secure execution environments 

It should be also noted that TEE is sometimes also regarded as a “generic” or broad category, 
containing everything from TPM (secure element, hardware) to software like Intel TXTor even 
trusted hypervisors. Global Platform definition, on the other side, defines TEE as a standard isolation environment for systems on chip. 
But more important than these terminology discussions are actual trends and applications of 
these technologies. In the previous chapter we have mentioned storage encryption, one of the 
first uses of TPM, as well as use of this technology to provide monitoring data, such as integrity 
attestation.  
In this section we focus on its use in mobile devices and especially for mobile payment 
applications. As we can see two main trends are related to the integration with the other 
security technologies (similar to monitoring in the cloud) and identification/privacy challenges 
in the mobile payment. 
After 10 years of hype, TPM is finally starting to be adopted on a large scale, not exclusively 
for protected storage (like in Windows 8) or shielded execution.  Besides support from 
Windows, the main reasons are the growing need to secure mobile devices, new threats targeting BIOS, and mainly lower acquisition and operations cost. Attestation capability of TPM 
(of encryption or system state) is finally starting to be used by auditors, sometimes in 
combination with TNC (trusted network connect) protocol that is included e.g. in Juniper 
networking equipment. One of the future applications for TPM might be data deletion, by using 
techniques such as crypto-erase. This would meet market trend and business needs for e.g. 
deletion of credit card numbers from e-commerce provider systems, which is one of the PCI 
DSS compliance requirements. 
(EG Subhead) – Security for Mobile Payment – see comment below 
One of the most important problems to be solved in the mass deployment of mobile payment 
solutions is where the "secure element" should be stored.  So far the Secure Element (SE) 
could be stored in places like memory card that can be inserted in a phone, external device 
attached to the phone or on the SIM card. Over the past year, the trend in mobile payments 
(see D5.4 on Apple pay effect) and advances in NFC also shed some lights on Host card emulation (HCE) which is now supported by major financial players.  Visa and mastercard have 
both created HCE Apps which will replace the secure element based card emulation apps. SE 
based applications (like a door key, or healthcare card) will likely coexist with HCE, but the 
consequences to EU cybersecurity industry (which is strong in secure elements) are difficult 
to predict.  Core elements to NFC (Radio, Controller, Secure Element) had been all residing 
on dedicated silicon from companies like NXP.  With Android 4.4 Google has now made payments part of the OS by enabling an application to bypass the SE and use the radio as 
directed by an OS.  Research should also look at assurance levels of both technologies, as 
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well as granularity of policies since a much finer-grain control will be needed than exists today. 
Technologies including tokenization, security and privacy enhancements, fraud detection 
services, forensics, etc are just some of research topics linked to the future mobile authentication and payments. A special attention should be paid to contactless purchases 
through e.g. NFC. Today these are limited to €25 in most euro area countries as no 
identification occurs before payment. However, additional features e.g. block transactions, could be implemented.  In payments that yield identification, TEE is proposed as an area within 
a mobile device to house the match engine and the associated processes required to 
authenticate the user. Industry associations like GlobalPlatform and Trusted Computing 
Group  are working to align GlobalPlatform TEE specification with Trusted Platform 
Module (TPM) technology for enhanced mobile security. The above mentioned TEE (see [14]) 
has been described in D5.4 and still represents many research challenges such as isolated 
execution, integrity of composed-trust applications etc. In the meantime, TPM became 
widespread technology and is used in a number of ways: Google is using it for chromebooks 
to prevent firmware rollbacks (downgrading security), Windows 8 is using it for BitLocker full disk encryption (that author of this deliverable also use), while others are using it for virtual 
smart cards or trusted mobile services. Both Intel TXT and AMD SEM are using extensibility 
mechanisms to extend further TPM functionality. While ARM TrustZone has been described in previous SecCord deliverable as an alternative to TPM, there is now also possibility to combine 
these two by running TPM software stack inside of TrustZone.  This ARM concept contains 
concept of isolated runtime environment which is actually similar to Intel SGX concept called “enclave”. 
Mobile devices present several challenges including less advanced security mechanisms, old 
and vulnerable software with no frequent updates, bugs in stack etc. One of the largest threats, 
however, is physical theft, which raised a wave of innovative solutions for secure 
authentication, tracking etc. An increasing trend are privacy concerns, especially after it has 
been discovered that some applications, even those approved by Apple store or google play, 
tried to upload all users contacts, with excuse e.g. to play game with the other players. 
Geolocation and tracking of users (e.g. in the airport) is another privacy concern. In regard to 
exploits and cybersecurity threats, the distinctive feature of mobile devices is the way these devices are used: for example increased use for mp3 file playing which increases danger of 
crafted attack and execution of an arbitrary code.  On a positive side, the always on features 
and ubiquitous connectivity are not always seen as a threat. The patches are now much more frequent and tools like online enforcement and on demand sandboxing are now increasingly 
being adopted.  
When it comes to integration with different technologies, not necessarily in mobile 
environment, SEE technologies such as Intel TXT are now also being combined with security 
management tools (e.g. Trust control suit TCS) in order to integrate formerly separated 
functions such as monitoring and enforcement.  Intel SGX, for example, has been launched in 
2013, but is now starting to be used by applications to set aside private regions of code and 
data. SGX is the basis for shielded execution, which protects the confidentiality and integrity 
of a program and its data from the platform on which it runs (i.e., the cloud operator's OS, VM and firmware). Microsoft project that is making a prototype called Haven is focused on 
executing legacy in the cloud (and therefore cost savings), instead of reducing trusted 
codebase. 
Another way to look at the emergence and proliferation of “security by isolation” is presented 
by Gartner in [29], where three concepts, security by management, by isolation and by abstraction, are brought in relation to the anchor of trust. Gartner calls this concept “spectrum of trust” where two extremes are represented by enterprise mobility management (EMM) and 
virtual desktop. 
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Figure 10: Gartner concept of “spectrum of trust” (from [29]) 

 The concept could possibly be extended by researchers to include non-digital trust values 
(values that are not “trusted” or “untrusted”), as well as compositional effects of trust. This 
could prove to be especially important when we deal with unknown traffic or situations where “potentially trusted” values are used for so called tailored trustworthy spaces (TTS). Trapezoid 
TDI (trust data intelligence) for example, tries to compute trust values by reusing TXT and 
McAfee (part of Intel) security management platform and VMware vSphere ESX for monitoring 
events in trusted cloud. Trust values (e.g. potentially good, untrusted etc) are taking into 
account attestation, identity values, proof of life etc. In a sense this is very similar to Cumulus project outcome, except that the “trust value” is less ambitious objective, as compared to 
machine readable certificates in CUMULUS.   
 
The umbrella of Software-Defined Everything (SDE) technologies includes, among other terms, software-defined networking (SDN), software-defined computing, software-defined 
data centers(SDDC), software-defined storage (SDS) and software-defined storage networks. 
Both software defined everything and secure execution environment are relevant for TTS which is the acronym used by USA Homeland security projects. Tailored Trustworthy Spaces 
(TTS) comprises five separate efforts that investigate various approaches towards ensuring 
the trustworthiness of networks, rather than their security. These efforts, in case of their research efforts, are grouped into two complementary areas: Digital Provenance and Nature-
inspired Cyber Health. Besides software defined security, topics such as security content 
separated from delivery mechanisms, management of multiple trust and classification levels 
or moving target defence (dynamic networking and computing under uncertainty) are 
interesting research topics. Most solutions on the market that tackle the challenge of internal 
threats or threats that already penetrated internal network, are based on micro-segmentation approach or are using behaviour analysis technologies. A new approach sometimes called 
software defined perimeter is basically an agent technology that creates zero -trust network 
stack, similar to introduction based routing (IBR) and zero-trust concept (see previous D5.4 deliverable) 
The data centre of the future represents the potential for not only lowering costs, but also 
dramatically improving speeds and reducing the complexity of provisioning, deploying, and maintaining technology footprints. Key security concepts are now reassessed, and, if 
necessary, enhanced if they are to be relevant, but also there are new risks including federated 
ownership or trust zones with automated policy enforcement.  One opportunity for the future 
research that this market trend is offering is in the area of requirements and testing-automation 
including (re) alignment with cyber security strategies.  
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4.3 Security information and event management 
In the previous deliverables we have already discussed the definition and scope of 
cybersecurity and whether it should include more preventive technologies (such as secure 
software engineering) in addition to its current scope, often limited to detective and reactive technologies, such as SIEM (security information and event management) tools. Here, we are 
presenting two rising trends in cybersecurity: use of big data technologies in order to 
incorporate “predictive” part of cybersecurity cycle; and integration of previously separated 
tools belonging to the domains of prevention, detection and reaction. 
For better detection, cybersecurity events and information need to be connected across space 
and time. Data sharing among stakeholders and correlation of events coming from different layers, can help to identify patterns and to achieve proactive management. In recent years, 
SIEM emerged as an overarching platform that integrated many lower level component 
outputs, including intrusion detection, prevention, database activity monitoring and data 
leakage prevention.  
The evolution of cybersecurity management includes SIEM or IDS tools, management of 
patches that fix vulnerabilities, and patches that fix previous patches, that unfortunately increase the probability of a malicious attacker exploiting a specific security management 
function. Resilient security management, therefore, is one of the topics that draws attention 
from the demand-side.  There is however a series of unresolved challenges in the detection domain such as performance or cross-layer correlation, some of them being addressed by 
research projects described in the previous SecCord deliverables. 
The recent market trends confirm convergence of different tools from GRC (governance risk compliance) and different detection, monitoring or management areas.  The addition of 
intelligence and search capabilities, application level monitoring, SIEM as a service etc. are all 
established features now. In a matter of fact, we could say that SIEM is being absorbed now 
into a larger picture, sometimes seen as Cybersecurity Command and Control Centre (CCCC), 
that also integrates monitoring, management or auditing strategy. In summary, while the 
current generation of SIEM is mainly focused on compliance and threat management, the next 
generation (incl MASSIF project) is also integrating application or service level events, use 
case monitoring and operational events. A hierarchy of event and information processing, 
including workflow of activities (e.g. pre-processing correlation, anomaly detection, cloud events filtering etc) is also becoming an increasing need in heterogeneous and hybrid  IT 
systems.  
New tools are marketed as identifiers of unknown malware, zero day exploits etc., that are actually in line with trend and concern around “zero trust” described in the previous version of 
this deliverable D5.4. All traffic, regardless of port or encryption is analysed and classified.  
Integrated tool approach, such as for example Wildfire cloud-based malware analysis with Palo 
Alto enterprise security platform, are combining a number of approaches and technologies, such as sandboxing or segmentation, in order to perform “actionable intelligence” or 
enforcement actions such as quarantine traffic and re-route update if needed. Threat discovery 
inside sandbox is often using behaviour based algorithms. The other solutions such as CWS 
(Cloud web service) also relies on file reputation and cognitive threat analytics (CTA) 
technology basically based on machine learning. Another way to improve detection of these threats is collaboration: when a malware file is retained for being suspicious, a process of 
contacting other clients that received same file can be automatically started. 
For reaction (enforcement) domain, the next big challenge is integration with automated mitigation (e.g. real time reconfiguration) which in its turn also relies on advances in 
interoperability (automated data sharing, machine readable formats etc), performance (e.g. 
scalable pre-processing) and reliability (e.g. resilient event driven middleware). Hybrid solutions are often combining network and application layer solutions, such as Juniper DDOS 
mechanisms for network equipment, with Verisign cloud-based DDOS protection. Joint 
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solution detects also “low and slow” attacks, that have been investigated in MASSIF project. 
Verisgn cloud is used to migrate traffic data when the thresholds are reached.  
One of the most relevant approaches to integrate automated reaction is risk based approach with the automated risk reasoning.  Risk management has been frequently discussed in 
relation to cybersecurity and it can hardly be linked to a single trend. More recently, integration 
with, or adaptation of, privacy risk assessment or critical infrastructure risk assessment, has also appeared. Risk management is a topic of particular interest to SME, especially online 
service providers such as e-commerce sites. Another problem related to SMEs are the limited 
resources for extensive testing. In this direction, research to link threat modelling with guided 
security testing (e.g. RASEN project) might provide good results. There are few other projects 
addressing similar industry problems: SecFutur delivered tools and process to capture security 
knowledge, as well as applying it to a functional system specification in a defined domain. The 
project uses model-based engineering technique SPACE and the toolset called ARCTIS. The 
other model-based approaches include UMLSec or SecureUML, both more than 10 years old, 
and together with techniques such as patterns or problem frames, have been extensively studied in NESSoS Network of Excellence.  However, the key issue in bridging a gap between 
capture of security knowledge and application of this knowledge seems to be assistance to 
non-expert “generic” developers. Despite the effort around modelling security, the industry adoption of modelling approaches for security is yet patchy. 
In the domain of prevention, early threat modelling tools and methodologies were often 
requiring a lot of security expertise and were not targeting “generic” developer. Today, threat modelling or some form of software development for early risk assessment, are still seen as 
an optional activity in many organizations, especially in SMEs that develop software. Some 
larger industry actors have developed specific methodologies and frameworks that adapt to 
their needs or context. For example, developer-driven threat modelling process, initially 
developed in 2007 by EMC, has evolved to address scarce security expertise (e.g. by including 
threat libraries, annotated dataflow diagrams etc.). These diagrams and annotations, 
developed in the EMC, were meant to rapidly and visually help developers in the process of, 
e.g., distinguishing processes that run with different privilege levels. STRIDE is used to identify 
threat and analyses interaction, for example.  Threat library is frequently based on CWE (common weakness enumeration) and either Common Vulnerability Scoring System (CVSS) 
or Common Weakness Scoring System (CWSS) are used for scoring. The majority of industry 
experts concur that threat library is better in guiding developers, especially those that have weak security background, as opposed to some methodologies contained in e.g. STRIDE. In 
addition, it raises, over time, overall knowledge regarding threats. In the case of SME users, it 
should be relatively easy to scale down or adapt this threat library.  The finding of new attacks 
and the further population of the library will likely be a task for security specialists, but a 
consistent use of the threat library could become a part of every software development 
processes, including those done by SMEs and those for SMEs. 
Another challenge is related to adaptation of detection and reaction mechanisms to new 
threats, such as in situations when actual attack surface changes (e.g. introduction of remote 
smart things in ICT infrastructure) or where there are new attack vectors.  An example of new attack vectors is proof-of-concept malware developed by researchers at the Ben Gurion 
University [30] in Israel that shows that an attacker can transmit sensitive information from 
isolated computers to nearby mobile phones by using radio signals. It was already well known that getting a piece of malware onto isolated computers could be done in various ways, 
including the use of removable drives, such as in the case of Stuxnet, or outsourced software 
or hardware components. Transmission through radio waves is bringing new threat that is especially affecting smart things e.g. cars that have integrated infotainment systems. Two 
issues here are: (1) hijacking/piggybacking of existing channels; (2) eaves-dropping of 
channels – or side-channels. 
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Particular types of attack that received a considerable amount of attention in 2014-2015 are 
ransomware attacks and downgrade attacks. The last ones are a form of attack on a computer 
system or communications protocol that changes a high-quality mode of operation in favour of an old, lower-quality mode of operation that is there for backward compatibility with older 
systems. This type of attacks also reveals importance of proper security configuration 
(including automation) and continuous checks, which were two issues tackled by research. An important question for security management is speed of patching, and also preventing exploits 
to find sizable populations of vulnerable hosts.  
It is recognized by now that botnets are one of the most important problems in cybersecurity. 
The mere possibility that one computer can perform automated tasks over the Internet, without the owner  knowing it, is still largely underestimated, partially due to the effect of “not my 
problem” attitude. Many computers, and their owners, do not have assets of value, but their 
infection poses a threat to the others.  In service oriented world, where ICT systems are 
composed of different software components, this threat is magnified. The chain effect works 
also in another direction: end users are often reluctant to be the early adopters of security solutions because the perceived benefit in a network of unsecured users is low. A good 
example of reaction to this type of problems is German anti-bot centre that subsidize advice 
and cleaning. 
Finally, regarding prevention domain in cybersecurity, security intelligence, including big data 
for security, also attracted attention in 2014 and 2015. Companies are applying machine 
learning and predictive modelling to increasingly massive and complex data sets. Machine learning is used in EU projects such as NECOMA, MASSIF or POSECCO. In POSECCO, it is 
used in process mining that tries to find operational context on how security systems are 
operated in the real operational environment, and to adapt configurations based on that. In 
MASSIF projects, PSA component also observes the operation of a managed system by 
analysing events and computes pre-planned process behaviour that is later used for expected 
behaviour. Any deviations from this behaviour, in the uncertainty management, can trigger 
possible alteration (e.g. in anomaly based intrusion detection) which shifts the problem to the 
possible abundance of “false positives”. There is, however, much more research needed in 
this area as the mapping of FP7 projects from D5.1 and D5.2 shows. Dramatic increase in the processing power of a low-power chip and a significant shift in the architecture that can support 
artificial intelligence is offering new opportunities, such as the IBM True North project launched 
in 2014. 
Data and information is increasingly consumed in the field via mobile, potentially providing 
context information about who, when and what.  This wealth of data is also enabling a fusion 
of information from different sources to enable e.g. context based authentication. But raw 
context data, as well as, e.g., extracted data from unstructured sources, could be used to enhance “traditional” security data in ways to augment an individual’s ability to take action. 
Machine learning and predictive analytics have been used to detect deviations from the norm, 
but are likely also to appear in automated responses or enforcements. The Deep Learning 
algorithm is an example of a powerful general-purpose form of machine learning that is moving 
into the mainstream market. It uses a variant of neural networks to perform high-level abstractions such as voice or image pattern recognition. Although there are no commercial 
deep learning cybersecurity applications, this will be only a matter of time. Deep learning (DL) 
is part of machine learning methods based on learning representations of data. DL can augment humans in complex work requiring creativity and judgment, and likely will increasingly 
substitute for some routine security management labour, as well as for prediction of future 
risks. 
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4.4 Other trends  
In this chapter we try to briefly address some links between emerging trends and ongoing EU 
policies and strategies, as well as the other news that was attracting the attention of security 
“practice” during the last year.  
Commercial use of quantum computing is also looking as an eternal candidate for emerging 
trend, especially when it comes to security, where QC is both a threat and an opportunity. In 
2015 there have been claims of a final breakthrough. Although no one has created a practical version of a quantum computer, there is some commercial exploitation of an alternate model 
of quantum computing called quantum annealing. 
Geofencing is enabled on the latest generation of phones and it allows users to configure actions when he/she enters a particular perimeter. Related technologies are beacons and NFC 
tagging, which also can give position of user, based on location of beacon or tag. Of course, 
privacy is here the main concern, but the advocates of geolocation say that users will be willing to trade privacy for more or free services, thereby transforming “big brother” into “big mother” 
that actually takes care of the user’s needs. When it comes to privacy, an interesting case will 
be provided by monitoring Apple Pay (there is still lack of data about the actual usage).  Apple devices wirelessly communicate with point of sale systems using a near field 
communication (NFC) antenna, keeping customer payment information private from the 
retailer. This happens through "dynamic security code” and Apple said that they would not 
track usage, which would stay between the customers, the vendors, and the banks. Users can 
also remotely halt the service on a lost phone via the Find My iPhone service. 
European regulation and more specifically payment service directive revision (PSD2) is extending regulation to third party or payment initiation service providers (PISP).  This new 
type of stakeholder will be, besides banks and payment service provider (PSP), obliged to 
have security controls in place, such as separation of duties, secure configurations, strong 
authentications and others. This could make things more complicated if PISP is actually a 
smart thing and not an organizational entity. PISPs operate at the heart of online banking 
transactions, providing the interface through which customers access their online account and 
transmitting the requisite data to effect a payment [17]. Examples include Sofort and Trustly 
[18]. Another category of third party provider is Account Information Service Provider (AISP) 
that acts as an aggregator of data relating to user accounts held across one or many different banks.  AISPs must register under PSD2 as a Payment Institution and examples include Mint 
and moneydashboard. Access to the account (XS2A) is another important term. Under XS2A 
rules, banks have to facilitate access via API to their customer accounts and provide account information to third party apps if the account holder wishes to do so.  
In secure software engineering, dynamic program slicing has attracted attention by being 
used in many applications. Microsoft used dynamic slicing to debug evolving programs. Google 
built a system for debugging via online tracing and dynamic slicing. IBM Research has worked 
on fault localization for data-centric programs, by applying dynamic slicing. However, there is 
a lack of industrial examples in Europe, although many research institutes (e.g. IMDEA) work 
in this area. 
Wider use of bitcoin-like protocols have already been mentioned before. A term related to wider 
use of bitcoin protocol is “trust web” and companies such as Etherium, mastercoin, Factom, Codius and many others are trying to build on decentralized protocols similar to bitcoins and applications that involve any kind of “smart property”. Links between identity, reputation, a 
digital file and its meta-data seems like a new opportunity to create digital assets that use blockchain as the proof of ownership. Decentralized P2P marketplaces, such as Lazooz for 
transportation, or OpenBazaar for trading, are related to this innovations, while openname is 
working on decentralized identity. 
IoT is another area reported previously where we saw a growth of interest among researchers 
and which is also experiencing media hype, although demand, with the exception of few 
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sectors, is lower in reality than expected (for example in healthcare). Enabling the IoT requires 
integration, orchestration, analytics, event processing, rules engines, micro services and a 
bunch of other software which also needs protection. Architectural choices (e.g. where to put “intelligence”) will drive selection of a particular cybersecurity solution, so there is no one size 
fits all approach here. What all experts agree on, however, is the likely explosion of potential 
vulnerabilities, due to the increased connectivity and distribution of embedded intelligence. A specific case will occur in sectors such as manufacturing (industry 4.0) where operation 
technology (OT) security and potentially disruptive retrofitting of security mechanism 
becomes a trend.  
In the area of secure identities, the FIDO Alliance, one of the fastest growing non-profit 
organisations in cybersecurity, has been already described in D5.3 and D5.4.  The alliance 
addresses the lack of interoperability among strong authentication devices, and their standards 
will support a full range of authentication technologies, including biometrics, such as 
fingerprint and iris scanners, voice and facial recognition, as well as further enabling existing 
solutions and communications standards, such as Trusted Platform Modules (TPM), USB Security Tokens, embedded Secure Elements (eSE), Smart Cards, Bluetooth Low Energy 
(BLE), and Near Field Communication (NFC).  In October 2014 Google Chrome became the 
first web browser to implement support for FIDO Alliance authentication standards, by offering support for Security Key, a FIDO compliant physical USB second factor device.   
In a secure identity domain we can also add an innovative idea, namely division of identity into “shares” and managing these “shares” through various intermediaries with the different level 
of trust (under assumption that there is no 100% trusted identity provider online). 
Finally, related to the traditional smart card manufacturers, one of the leaders, Franch 
Gemalto, was also in the news in 2015, but for a different reason. Newspapers reported that 
intelligence services compromised Gemalto's system to harvest and store the encryption keys 
that protect SIM cards. Once successful, the program would have allowed intelligence 
agencies to implant malware remotely into any phone with a Gemalto SIM card. 
Gemalto presented the findings of its investigations saying that an operation by NSA and GCHQ "probably happened” but the company claimed that the attacks only breached its office 
networks, and "could not have resulted in a massive theft of SIM encryption keys."  Eventually, or at least in theory, these keys (see “trust the platform” in Gartner figure) would enable not 
only to intercept or decrypt phone calls and messages, but also to impersonate any mobile 
device with a copy of its card. Interestingly enough, the financial results of Gemalto in H1 2015 (see [21]) did not suffer, but rather made surprising improvements.  
In summary, in this chapter we drill down into some of the major technology trends that at the higher level of abstraction are nicknamed “megatrends” and elsewhere (WP6) are also 
addressed as technological trajectories. The main objective behind it was to observe dynamic 
of trends that appear already for the third time in this yearbook series of report, as well as to 
enable finer grained mapping of some research results. A large part of this is already done 
within the each project exploitation work package and we have no doubt that each research 
project has defined their market segment, audience, as well as initial value proposition, 
sometimes with the help of SECCORD. Our objective was forward looking, in the hope of discovering gaps, such as big data or IoT, which might help to draw recommendations for all 
stakeholders.  
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5 SME analysis  
Feedback and comments received regarding previous R2P reports and deliverables, was that the most of the time “practice” was focused on large enterprises or public administration and 
that only rarely had SME demand and supply been examined to check specific drivers and constraints for this “practice” segment. Similar to large organizations SMEs are present at both 
demand and supply side of cybersecurity “practice”. Although some sustain that supply side SME have limited access to large organizations and contractors, especially in defense and 
cross-EU markets, we will address both “niche” and “generalists” among supply side SMEs. 
On demand side the most important categorization would be according to the asset exposure: 
there are SMEs, such as e-commerce Company,that has 100% exposure to cyber threats, 
while the local butcher or haircuts are likely to have close to zero risk.  
 
5.1 Demand side 
 
In September 2014, the UK Government has appointed the first ever so-called “cyber-czar” 
exclusively for SMEs, and allocated £4 million into a competition for small firms looking to 
develop new security technology. This news illustrates the importance and increasing awareness when it comes to the role of the SME, both on demand- and supply-side, in 
cybersecurity ecosystem. 
On the demand-side, more and more data is published about fragility of SMEs in different sectors. There are many reports and estimates, such as those used in [6] where 93% of large 
corporations (>250 staff) and 87% of small businesses (<50 staff) in the UK reported 
cybersecurity breaches. However, while large enterprises are investing in cybersecurity at 
strategic, tactical and operational levels, SMEs are often considering only operational levels of an organisation, and cybersecurity decisions focus on the cost-effective solutions that “patch” 
or address some risks in a non-systematic manner, sometimes even without proper risk 
assessment done first.  This also makes large contractors anxious, since SMEs are essential 
components of the supply-chain for some sectors such as automotive and defense, and that 
supply-chain depends critically on integrated and interoperable IT systems.  
This means that there is “cascading effect” in supply chains which should take into account 
business relations among SMEs when assessing cyber-risk. It has been recognised that a key 
factor for achieving optimal security levels within a group of cooperating firms is the management and sharing of information.  This was also acknowledged with the creation of NIS 
platform WG2 on information exchange and incident coordination, including incident reporting 
and risks metrics for the purpose of information exchange. The sharing of cyber threat information for an SME in WG2 also addresses the concept of early adopters and mentor 
status. This is where WG2 considers the approach of more mature and experienced public 
and private organisations becoming early adopters of the recommendations of NIS Platform 
WG2 and working within their supply-chain, industry vertical or geographical to identify SME 
organisations that they can assist and mentor in the development and adoption of Cyber 
Security good practices. 
On the demand-side, one of the major issues for data and information sharing among SMEs, 
however, is incentives. Even in Digital Agenda [7], incentives have been mentioned in the 
cybersecurity related initiative: “By setting incentives to foster investments, transparency and user awareness, the strategy will boost competitiveness, growth and jobs in the EU”. 
Elsewhere, in USA, Cybersecurity Executive Order has also focused on key areas one of them 
being (cybersecurity) information sharing (the other two are privacy, and adoption of cybersecurity practices). The Departments of Homeland Security, Commerce, 
and Treasury have identified eight areas where the agencies recommend action to establish 
incentives, such as cyber insurance, grants or public recognition.  
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ENISA report [33] provides guidance for small and medium size enterprises (SMEs) about 
network information security risks and opportunities, when procuring and consuming cloud 
services. The objective is to give SMEs a short list of the risks and opportunities to take into account when performing in their own risk assessments and includes 11 specific security risks 
SMEs should take into account when adopting cloud computing.  This report for SME is based 
on the 2009 ENISA Cloud Computing Risk Assessment, the 2009 ENISA Assurance Framework, and the ENISA Procure Secure guide on SLAs; consolidating this work into a 
Security Guide specific for SMEs.  
When it comes to cybersecurity, the fact that threats to cyber-security come from 2 main 
sources: namely, direct cyber-attacks and the indirect due to interconnected network-of-
networks (cyberspace), the impact of cyber-security policy and regulation on SMEs might be 
increased in some cases, e.g. when dependency on a larger organization (such as in the case 
of manufacturing industry SME, for example). 
Much cyber-related loss suffered by SMEs comes from within, for example, when employees 
deliberately misuse data or unintentional damage, due to the fact that SME employees usually do not get security training or there are no security policies in place. Misunderstandings and 
underestimations are another frequent problem for demand side SMEs. When it comes to 
compliance SMEs are mainly affected by national Data Protection legislation and PCI-DSS payment card regulations. Anyway, compliance is always criticised by SMEs as time-
consuming and expensive, and many SMEs think that insisting on compliance is giving an 
advantage to large originations. Dynamicity and sophistication of malware, which is the most common cyber threat, is another factor that increases cost of cybersecurity and makes many 
SMEs turn to highly professionalized specialist or even to contract cloud-based security 
services that automate many protection mechanisms.  
  
5.2 Supply side 
 
Analysis on supply side is focused on innovation process within SME, as well as research to 
practice transition inside of SMEs, regardless whether theyr participate in EU projects or not. 
The objective is to assess validity of previously identified main barriers to R2P. These are 
identified as: 

- Demand-side assumptions – in research projects, user requirements are often made 
to fit the solution or contain inadequate demand-side analysis  - Business case – use case from the project is not sufficient for transformation into 
business case  - Entrepreneurship – cybersecurity-talented researchers that come from university 
often lack business skills in order to start their own business - Performance – cybersecurity may be seen as degrading other features - Standardization – lack of comparability, labels and procurement - R&D competitiveness- intellectual property rights are often fragmented or unclear, 
while some results remain at purely theoretical level without implementation or 
deployment - Financial – lack of funding for follow-up actions, such as commercialization and 
marketing  

For many years cybersecurity SMEs suppliers have complained about obstacles due to take 
overs and high market entry barriers. The other barriers mentioned include insufficient 
branding, lack of international presence, risk appetite that leans towards large companies, 
users not willing to be early adopters, national interests and fragmentation etc. However, for this deliverable and for WP5 we have been especially interested in the experiences of SME 
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when it comes to research to practice (R2P), both if SME is on supply-, as well as on demand-side of “practice”.  
Mapping of industry trends and research topics has already been done in several initiatives or projects that run in parallel to SecCord, for example, CAPITAL, where the approach is based on “list of promising concepts” and a table also contains “commercial risk factors” which look 
at the potential market take up. However, there is no special attention to SME research to industry specifics, including issues such as access to finance or prioritization. SMEs are, as a 
matter of fact, usually not driven by hype or trends and have a different ways to assess 
promising research results.  
EIT Digital (formerly  ICT Labs) in its Innovation Radar report promotes SME participation through “idea challenges”, with links to industry trends matched to their action lines.  The 
previously mentioned innovation awards, such as IPACSO, are also meant to stimulate SME 
cybersecurity market.  
A sort of mentorship is also possible on supply-side. Cooperation between large enterprise 
and SMEs is done in Atos, for example, through SME Harbour programme [8], and already has resulted in partnerships between Atos and cybersecurity SMEs such as Becrypt. The other 
related trends are internal startups [9], cybersecurity accelerators [11] and introduction of role 
of entrepreneur in residence (EIR) in large enterprises [10]. 
Incentives are also needed for cybersecurity innovation, including SMEs innovation. Recently, 
during CSP forum, IPACSO project presented some initial observations on incentives in the 
EU cybersecurity situation.  Individual financial incentives have little effects on performance in different types of tasks, it has been said, while group-level rewards can lead to free-riding, 
blocking and fear of external evaluation. The conclusion was that different incentives can and 
should be established at different stages of innovation process. Next step in IPACSO is to 
create potential guidelines on incentive schemes that can actually work and schemes that are 
potentially counter-productive for innovation. 
At CSP Forum 2015, WP5 organized a session dedicated to SME and cybersecurity . This session Research, innovation and technology transfer in European cybersecurity SMEs took 
place  in Brussels on 29th April 2015 and was attended by more than 35 participants (terms of 
reference and agenda are presented in the annex to this deliverable). Barriers for SMEs are numerous, although the highest percentage of participants agreed on issues such as lack of 
budget sources within SME, followed by the lack of external financing sources for transition 
from research to practice.  The other barriers mentioned are lack of skilled workers or technological and market knowledge, which is sometimes combined with partnership 
challenges. Today, only half of the EU’s internationally active SMEs in cybersecurity operate 
outside the EU market. Finally, the figures related to opportunities are mentioned, based on 
Forrester techno graphics from 2014 [12] and percentages of budget spent in each category.  
Network security and end point security are mentioned as attractive segments while in some 
areas such as identity management, users seem to prefer larger organizations so innovative 
SMEs are often searching for partnerships.  
The first speaker Luigi Romano addressed links between university and SME and has stressed 
importance of collaborative research. SME link to university should be systematic, based on mutual knowledge exchange.  He agreed that the cybersecurity market should be more 
demand driven versus solution driven and this is where universities could benefit from industry 
knowledge of market demand. Trust, and not incentives, leads to reliable cooperation, he underlines, as there is always someone who will give more money to act in the opposite 
direction. Mr Romano also presented SDD sentinel fraud detection developed in LeanBigData 
FP7 project and mentioned synergies between structural funds ESIF and H2020, as one of the opportunities for SMEs. 
The next speaker Graham Steele focused on the process of how to get a spin off company 
and make it sustainable. He was completing research on finding weaknesses in crypto systems 
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(in INRIA), topic that got a coverage in popular press and the attention of a wide audience, 
including potential customers. A contract was signed with alarge bank in 2010, which was 
interested in partnering, but he decided to go for spin off. After finishing a speed course on business and management topics, he took the CEO role and started to negotiate transfer of IP 
rights. Division of capital between founders caused tensions, as the startup was looking for 
funds. These funds started with regional funding of 40K euros, followed by national competition 250K award, and then private investment from venture capital of 700K. Now his company is 
looking at EU research projects, but H2020 seems to have large application and a slow 
decision process. The main take-ups from his talk are that IP transfer is slow (in Silicon Valley 
it takes 2 weeks for transfer, in France 1 year to finish this process). For this reason current IP 
of their solution is now only loosely related to the original IP. 
Klaus Michael Koch presented Technikon, his company was originally playing the role of 
business angel funding to other SMEs. Unlike the previous two presenter cases, his company 
did not come from an academia spin off, but rather came from a  research project they 
managed. They are based in Villach, small Austrian city, and face a location problem to obtain talented and experienced people. Another barrier are differences in EC programs, as well 
limitation of funding, also imposed by large players in the consortium. Role and motivation to 
include SME in research project varies, but his opinion is that flexibility pays off, since his organization is able to address many “forgotten” items in a large project and in this way get 
extra funding. Consortium agreement in H2020 is a major issue, with a dominant position of 
large players. He also thinks that open access to project data is a threat of revealing selling proposition. Long reporting period in EU research projects, sometimes up to 18 months, affects 
cash flow of the SME more than large organizations while reporting burden, especially if you 
have national co-funding, is too high.  
Miguel Angel Juan Bell was presenting his company S2 that is middle size company, originally 
based in Spain but currently going international by exporting to Latin America and Romania. 
His observations were useful for export oriented SMEs as he, in the contrast to the previous 
speaker that pledged for flexibility and adaptation for EU research projects, said that keeping 
the right (and niche) focus is helping in cross-border business. He also has experience in EU 
projects as the coordinator of Fastfix projects, as well as in SME instrument phase 2 projects. Side benefits from EU projects, besides technical results, should not be forgotten: research projects brings international contacts, improves team technical “vitality” (stay up to date, ability 
to execute in international environment etc), and also attracts talent (travels and research are attractive especially for recent graduates etc). He also addressed reputation, as the business 
factor for SMEs. In regard to administrative burden around research projects he said that EU 
project burden is actually lighter than Spanish research project administrative burden. Problem 
comes with the post-project financing, so they focus on integration with the existing line of 
products in order to optimize go-to-market strategy. SMEs have no isolated research unit, like 
it is the case of research labs in large organizations, which he sees as an advantage. Projects 
compete for resources with production projects, but the transfer into production is much more 
smooth and seamless. Membership in platforms like NIS is giving an SME visibility and there 
is certainly no lack of information regarding cybersecurity for SME. In a matter of fact, there is a difficulty to identify the best initiative or information source among so many parallel things 
happening at EU level.  
As a conclusion, we can say that speakers covered a wide range of topics from link to academic and technology transfer and IPR, all the way to cross-border business, access to 
finance or need for focus/flexibility.  
This session, as well as the other feedback received from SME organisations, both from demand and supply-side, show that there is currently a gap when it comes to participation of 
medium size companies. While many clusters or national associations (e.g. project FIRE) as 
well as initiatives (e.g. EIT Digital)  target small cybersecurity organization needs and offerings, 
and large organizations have their opinion represented either directly or through organisations 
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such as EOS, TDL etc, the medium size companies are often in between, and frequently 
underrepresented in discussions related to EU cybersecurity market.  
Coming back to the main barriers to R2P we could conclude that demand-side assumptions for SME users are even more accentuated, in few cases SME is selected as the use case for 
research project. Lack of knowledge and expertise among SME demand-side organizations is 
making it difficult to articulate real needs and calibrate risks, so often research results are unsuitable for “killing mosquito with a gun”, as one project reviewer expressed it. However, 
high flexibility these organization show, both on demand and supply-side, give them advantage 
when it comes to elaboration of business case.  Many SME are started as spin-offs from 
universities, although the percentage is likely very different across EU.  Entrepreneurship risk 
appetite, in cybersecurity as a percentage of overall ICT, should be measured before taking 
any conclusions on this topic. Intellectual property rights are an important asset for supply-side 
SME, but it also makes them an attractive target for non-EU take overs.  Finally, a common 
problem is the lack of funding for follow up actions, such as commercialization or marketing.   
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6 Cybersecurity incentives and enablers 
Projects like IPACSO [1] or market intelligence originations such as Cybersecurity Ventures 
[2] try to identify the most innovative cybersecurity companies and also address incentives 
both on supply and on demand-side. Sometimes these companies follow trends e.g. following 
the disclosure of Heartbleed in April 2014, a vulnerability that gained global attention, several 
startups appeared addressing this issue. Codenomicon, for example, was ranked the 5th security company in Europe and among the top 25 globally. Both large and small companies 
are listed among the innovation leaders, but the understanding and description of “innovation” 
is very different from one to another company.  BT, for example is listed for its “Security & Risk 
Management Solutions” in [2], but one has to look at more detailed info e.g. innovation award 
for “Assure analytics” [3], to find what was innovation about.  
6.1 Cyber insurance 
In the previous chapter we have mentioned cyberinsurance as one of the cybersecurity 
incentives listed by the Department of Homeland Security in USA, which has engaged many 
stakeholders to address this emerging cyber risk area. From 2012 through 2014, DHS hosted 
working sessions where cybersecurity professionals examined the existing cybersecurity 
insurance marketplace, and identified three key ideas for overcoming obstacles, namely information sharing, consequence analysis and fusing cyber risk into traditional ERM 
(enterprise risk management) programs. Several reports, such as “The Value Proposition for 
a Cyber Incident Data Repository” (issued in June 2015, see [13]) are available. However, the 
Cyber Insurance Market is very small in Europe  (less than 200 M euros in premiums in 2014, 
and almost exclusively in UK) and this was also the reason why SECCORD identified this topic 
as a strategic trend and dedicated specific workshop to it, one day before CSP forum, the main 
SECCORD event.  An extensive analysis of cyber insurance incentives and enablers can also 
be found in WP6 deliverables.  
Cyber insurance drives adoption of core Cyber Security Services to reduce premiums. It is also 
stated that cyber Insurance provides (rare) quantitative benefit and ROI for security services 
(by reducing premiums and/or tangibly reducing risk exposure), helping to drive further sales. 
Caveats are that market is still small and may not grow so offering overly optimistic guarantees or warrantees about results of risk improvement programs might have unexpected effects.  
USA market driven by requirement of breach notification, and it is expected that EU NIS 
directive could have a similar effect. EU also has Data Protection legislation and GDPR (general data protection regulation) might introduce privacy breach notification. It seems likely 
the awareness situation will also improve due to the number of high profile breaches in the 
news. Cyber insurance offerings vary by company but may include legal advice, crisis management, PR/communication experts, 24x7 support, IT services and forensics. Premiums 
are still high compared to typical insurance so that insurance products and services are 
considered lucrative with less than 10% of policies being paid out despite high premiums.The 
new generation of cyber insurance standalone offering is coming to the market, especially in 
the UK where insurance market is pretending to lead the way. The prices of these new 
offerings, however, are still very high, as compared to e.g. property or general liability 
insurance products. This reflects several problems and it is likely that research and innovation 
could improve situation regarding the standalone cyber insurance take up. 
One of the open issues is risk pooling and aggregation of different scenarios in order to calculate possible maximum loss (PML) which is a term used in insurance industry.  Although 
there is a wide body of knowledge in threat analysis and similar IT or cybersecurity engineering 
techniques, the modelling of the aggregated effects of cybersecurity attacks is still more an art than science. The current estimations of PML are often based on historical data, and reusable 
foundations and prediction models are needed in order to improve and customize these 
estimations in the context of dependency, interconnectedness or exposure (e.g. is it an SME 
with only seasonal business?) . 
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Cyber insurance is always related to cyber assurance, one of the main research topics in FP7 
and also one of the highlights of the new NIS platform strategic research agenda. A statement 
of cyber assurance for the purpose of insurance refers to the report or statement that acknowledges efficiency and effectiveness of (relevant) security controls, but also identifies 
remaining risks and eventually risk economic indicators, such as total cost of risk. Assurance 
in this context is based on schemes similar to already well established auditing schemes, from ISO 27000 to COBIT and others. In UK, Cyber Essentials scheme is proposed as the minimum 
security control set to be audited. NIS directive is proposing also basic security schemes, while 
industry often relies on SANS, NIST or more specific control frameworks e.g. CSA cloud control 
matrix (CCM) for cloud security. There is a danger of overlapping or saturation of scheme 
compliance efforts, so the research into optimization could be welcome, especially for SMEs. 
Banks might have their own assessment for lending credits to SME, large company could have 
a cybersecurity assurance scheme for subcontracting SME etc, so a modular and reusable 
building blocks, as well as template or similar help, could be useful in multi-assurance 
situations.  

 
Figure 11: cyber insurance market 

 
In Europe, cyber insurance is far beyond USA adoption figures (see figure). Offerings vary by 
company but may include legal advice, crisis management, PR/communication experts, 24x7 
support, IT services and forensics.  Finally, there is an issue of what exactly can be insured. 
The current standalone solutions focus on privacy breach, network security or fraud, while some categories such as IP theft are considered as “insurable”. This problem is related to the 
above mentioned problem of PML and quantification of effects, but also to “provability” and 
digital forensics. With the emergence of cloud the issue of forensics is becoming even more 
difficult, as the Green paper of CIRRUS project highlights [31].  
 
6.2 Collaboration and cooperation  
 
NIS platform, as well as many other ongoing data sharing initiatives in cybersecurity, confirmed 
what was already well known fact even from the time of EP3R partnership: many users are not 
willing to share their data due to the privacy and confidentiality reasons. While several FP7 
research projects are already looking at this issue from different angles (e.g. information rights 
management, sticky policies, usage control etc), there is also a need to review security 
engineering tools and techniques. Several issues need to be considered, such as 
multistakeholder environments, resolution of conflicting non-functional requirements, and 
overall integration of software development lifecycle phases.   
Human factors and NFR (non-functional requirements) like privacy, usability, performance are already widely addressed by research community (e.g. network of excellence NESSoS, 
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PRIPARE support and coordination action), but the wide adoption by industry is still missing. 
Collaborative settings with potentially conflicting goals (such as in cybersecurity data sharing) 
are even more challenging, since the degree of collaboration (e.g. degree of users data disclosure) are changing dynamically in several dimensions (other partner in the data sharing 
network, current situation awareness context etc). Solutions such as policy-driven sharing or 
closed rooms (or workspaces) are proposed, but the comprehensive modelling and engineering approach is missing.  
If we look at software processes as complex collaborative social processes, there is an 
absence of support tools, infrastructure etc that can be easily adopted by industry. Overall, we 
see two tendencies in the secure software engineering collaboration and cooperation, 
exemplified by RASEN project: test-driven risk assessment and risk-driven testing.  
Another form of collaboration and cooperation is plausible between research and industry in 
the form of cybersecurity tool and technique marketplace where industry would place their 
requirements and research could offer assurance services. The Software Assurance 
Marketplace (SWAMP) in USA is, for example, leveraging technologies, tools and techniques to protect critical infrastructures against attacks while offering a marketplace approach and a 
collaborative research environment.  SWAMP is a part of research infrastructure which also 
includes Experimental Research Testbed (DETER) and Research Data Repository (PREDICT), a repository of network data for use by cyber security research community with 
more than 200 users and over 5TB of network data. Europe is still missing such an 
infrastructure.    
Making cybersecurity data public and open to everyone is also done by large vendors such as 
IBM. They have X-Force Exchange, basically massive 700-terabyte (and growing) database 
of raw cyber-threat data and intelligence to companies who want it. The database includes 
malware threat data from 270 million computers and devices, as well as from 25 billion web 
pages and images, and spam and phishing attack emails. The aim is to help those companies 
mobilize against ongoing threats to their systems. IBM's argument is that there isn't a single port of call for this information. 
There are several recent initiatives aimed at solving problem of cybersecurity collaboration. 
Some initiatives focus on issues of consistent and interoperable vocabulary, formats etc, while 
the other on availability of data. ThreatData was launched by Facebook in 2014 with the 
framework focus on three parts: feeds, data storage and real-time response.  Facebook also 
provides processor to examine THreatDatum at the time of logging and capabilities to add 
more metadata or context data at logging time (e.g. geocoding on every malicious or victimized 
IP address)  
In summary, this chapter was dedicated to what could be considered as the future opportunities to improve R2P. Two topics have been selected for their link to the other work packages (cyber 
insurance) and initiatives (data and information sharing, which has a dedicated working group 
in NIS platform).  Both are representing an opportunity to launch innovative cybersecurity products and services, such as pre-insurance audit tools, controlled data sharing etc. While 
cyber insurance is relatively new trend and there are no research projects related to it (the new 
project Wiser is touching upon it), the topic of data and information sharing has been there for 
a while with project results that had a relatively low market uptake, illustrating the importance 
of non-technical factors, such as trust. One of the participants in the project that developed data sharing platform stated:  “We developed very innovative, secure and user-friendly 
platform, but nevertheless they decided to continue to use excel files for data sharing”.  It is a 
good example that illustrates importance of innovation governance (figure 5), as well as 
change management.  
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7 Mapping research results to trends 
 
In the appendix of D5.2 we have presented the initial mapping for the year 3, where bottom-
up project descriptions and extracted keywords were clustered and matched into megatrends 
that approach in 3 year catalogues.  
The focus was on call 8 and call 10 projects that are still ongoing and that did not have results published yet. The first iteration revealed that there is e.g. lack of projects in big data, while 
descriptions of e.g. cloud security projects revealed lack of focus and use of too vague terms 
such as framework or objectives such as “filling the gap” or “making progress”. It was clear 
that the most of projects did not yet think of, or did not want to explicitly mention, specific user 
category on demand-side.  Few projects, such as TRESCCA (IoT and cloud) were addressing 
more than one trend similar to what is also shown here in the chapter 4 (where secure 
execution environments can be applied to cloud, for example for delivering certified monitoring 
data). Some projects are making assumptions that such advanced environments already exist 
(e.g. CUMULUS is assuming clouds are using TPM for delivering attested or certified data) 
while the others declare it should compatible with the project technology (e.g. certification in 
MILS), in other words that user should adapt its infrastructure in order to be able to use project 
results. In the last call of FP7 and the first call of H2020, there have been plenty proposals 
related to the practical privacy-preserving computation in cloud, with projects such as PRACTICE, WITDOM etc. Other market ready results are produced in PRACTICE software 
development kit such as Sharemind or tools within the Developer Zone of Cybernetica, e.g. 
tools for creating privacy-preserving apps. However, although it is an important research topic, 
market adoption seems to be still on mid-long term.  
Cloud and SOA monitoring is addressed in projects such as OPTET, A4Cloud and CUMULUS, 
although monitoring data comes from different sources and is used for different purposes. 
Monitoring is also implicitly used (although it is not the subject of research) in projects that 
focus on machine readable representation of agreements, such as Coco Cloud (data sharing 
agreements in cloud) and SPECS (security level agreements in cloud), while Inter-Trust is more focused on SOA security policy representation and management.  A secure end-to-end 
data sharing, which is mentioned in the chapter dedicated to collaboration, could also profit 
from cloud enabled infrastructure for controlled data sharing developed in Coco Cloud, with policy enforcement from data repository to user device (mobile or fixed) and vice-versa.  
On the intersection between cloud and mobile, there are currently many interesting results that 
focus either on BYOD scenarios, such as Coco Cloud and Muses, or trust distribution between edge device (mobile) and cloud. Integration of biometric authentication into the cloud with 
module developed in PCAS will allow the user to authenticate on a smartphone using 
biometrics.  TRESSCA framework and runtime environment are enabling the migration of 
lightweight Virtual Machines between cloud servers and client devices. The basic idea behind this approach is to “move the application to the data”, instead of moving data to the application.  
The idea could is complementary to the other approaches and could be useful for highly 
sensitive data that should never leave device.  
Mobile device security and enterprise mobility management are addressed by projects such 
as PCAS, MUSES or MATTHEW. While MATTHEW is more focused on NFC, Coco Cloud project, for example, has a use case with focus on BYOD and data sharing between mobile 
and cloud. SECURED project is offloading security applications from the mobile device to a 
trusted node at the edge of the network by exploiting new generation of network devices (see chapter 4.4 on policy-driven security in software defined everything).  Policies are also at the 
heart of Inter-Trust that besides SOA integrates use cases such as e-voting and vehicle to 
vehicle communications. Integration of biometric authentication into the cloud with module 
developed in PCAS will allow the user to authenticate on a smartphone using biometrics.   
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Intersection of mobile security and identity related technologies are also being mapped to 
many projects results. HINT project has designed a novel PUF technology for chip 
authentication. This new technology, which is currently being fabricated, could also be used for unclonable ID card. Unlike HINT, ASPIRE project opts for software-based protection 
mechanisms, with the claim that these will be more user-acceptable than hardware- based 
protections. ASPIRE assume that each software copy distributed to a customer may be different and is also presenting an innovative business model. 
While identity and privacy research projects seems to be well represented (FutureID is fully in 
line  with emerging trends that as described in chapter 4.4 are now focusing on convergence and combination of id technologies), there is also a lack of “pure” cybersecurity projects that 
have their focus on improvement of detection and reaction mechanisms. PAOPTESEC and 
NEMESYS are examples of these projects, while STANCE and ASPIRE focus on prevention 
domain (with ASPIRE having strict focus on mobile devices).  A good example of integration 
of different prevention techniques is ASPIRE with five lines of defence, namely data 
obfuscation, algorithm obfuscation, anti-tampering, remote attestation and code renewability. This makes ASPIRE a perfect match to category “application hardening” or automation of 
software protection.  
More recently in CIP-PSP program, SWEPT project covered integration of prevention, detection and mitigation mechanisms, and clearly identified who are the main beneficiaries of 
the projects results (web administrators, service providers, software developers etc). Among 
other threat detection and mitigation we could mention results of NECOMA where issues such as DDOS mitigation is addressed, and MASSIF with its new generation SIEM that integrates 
high performance, scalability and predictive analytics. NEMESYS is focusing on detection and 
mitigation in mobile environment, together with related cybersecurity topics , such as 
vulnerability identification.   
Finally RASEN is cross-cutting project that uses risk management as a glue to integrate 
different phases of preventive cybersecurity (secure software engineering). Risk management 
is also addressed in MUSES, although in relation to the use of real time data (e.g. observations 
and context info) for access control decisions. Risk based approach is also basis for automated 
cybersecurity in PANOPTESEC. On the other hand TRESPASS is using assessment of socio-technical security (intuitive attack navigators and advanced visualization) to help with risk 
estimations.  
We could conclude, in comparison to the previous mapping exercise, that more projects can be found at the intersection of trends, which is also corresponding to convergence of so called 
“digital revolution” of “soclomo” (social, cloud, mobile). It is also notable that big data and 
internet of things are not so visible among the projects that have visible and publishable results.  
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8 Gaps and Recommendations  
We have seen from previous sections that some security trends are logically linked to shift in “general” ICT trends, and in order to assess these gaps we have to understand also the 
economic motivation behind the adoption of ICT trends. For example, if the main motivation or 
incentives for cloud adoption is cost saving, then cloud security should also have this in mind 
and should be as “lean” and cost effective as possible. On the other hand if the motivation for 
new ICT paradigm is “business transformation”, such as the case of IoT (with the smart city or 
smart grid ICT trends), and creation of new previously non-available services, then security 
has to have it into account.  User will likely change its way of interacting with the ICT in this 
situation. 
The second part of gaps is considering improvement of existing security and privacy 
technology, simply because the existing mechanisms are obsolete, because the advances in 
the supporting technology (e.g. speed of computing) are enabling improvements or because 
there have been major breakthroughs. 
The final part of gaps and recommendations are related to security trends linked to policies, 
such as eIDAS or cybersecurity policies.    
In table 5, we present result of mapping exercise that took place in several iterations between 
WP3 and WP5. Some public information available from the project makes it difficult to position 
or to target market segment.  In few other cases, the use of future tense and certain vagueness when it comes to the concrete project results, is also posing a difficulty for the mapping 
process. For this reason, we present a selection of projects that are mapped into business 
objectives, market trends and technology solutions. 

Table 5: mapping of trends and projects between WP3 and WP5 

 
In the table above we have tried to map megatrends co-defined with WP3 (see also D5.1 and D5.2) to business objectives  (defined in D5.4) and exemplifying challenges, to market analysis 

Challenge Megatrend Market analyst trend Technology trend

Detect hidden vulnerabilities
Secure software 
engineering

Security intelligence
NEMESYS

Integration of 
external sources 
(data sharing)

Early cyberattack detection Big data
Security intelligence
TRESPASS

User behaviour 
analystics

Avoid identity fraud Identity and privacy

Adaptive access 
control
ABC4TRUST
HINT
TABULA RASA
MATTHEW
FUTUREID

Hardware card 
emulation

Make systems with less 
vulnerabilities

Secure software 
engineering

Security by design
SPACIOS

Integrated early and 
late assurance

Optimise cybersecurity investments Cross-cutting

Integrated risk 
management
RASEN Risk driven testing

Optimise cybersecurity 
management Secure infrastructures

Cross-layer 
cybersecurity
MASSIF

Next generation 
SIEM

More flexible and faster network 
security Secure infrastructures

Software defined 
security
INTER-TRUST

Trust segmentation 
policies

Reuse 3rd party resources
Secure software 
engineering

API economy
PCAS Secure APIs

New customers (e.g. by accepting 
digital money) Cross-cutting

Advanced 
Cryptography
PRACTICE
CACE

Bitchain-like 
protocols, quantum 
crypto

Enable new ways of working Cloud security

Mobile device 
management
COCO CLOUD
PCAS
TRESCCA
MATTHEW

Universal cloud 
client

Effectiveness

Efficiency

Transformation
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trends (section 3) and technology trends (chapter 4) in order to detect gaps. Previously, in 
D5.1 and D5.2 we have already noticed the lack of big data projects, whether it is about 
application of secure software engineering to big data stack (e.g. secure mapreduce) or the more common trend of application of big data to security intelligence. On the other hand  there 
are now many project from call 8 and call 10 in FP7 that target cloud computing security. This 
megatrend was in the previous deliverables considered mainly from cost efficiency point of view (reducing capital expenditure and moving budget into operational cost), but now cloud is 
also increasingly used (cloud first policy) as default computing and storage for mobile phone, 
where the primary impact is on business transformation (enabling workforce ubiquitous 
connectivity with unlimited storage and computing capacity). In this direction challenges are 
being more oriented towards data (e.g. BYOD scenario in Coco Cloud, secure storage in 
Escudo Cloud and TREDISEC projects) that securing cloud itself (which was focus of T-Clouds 
or Cumulus). 
There is also an interesting lack of specific topics in internet of things. While many market 
analysis acknowledge importance of IoT (or internet of everything or IoE, as some market analysts call it), they do not mention any specific application or solution related to securing IoT, 
so we assume they take it for granted that it will take some years before secure IoT (and 
security for IoT) really hits the market. On the other hand, secure infrastructures is a rather wide category that spans both network and software infrastructure (which on the other hand 
are converging in the software defined security trend).  This convergence, addressed for 
example in NECOMA project, is likely to become the next big thing for security research. 
Finally, another conclusion from mapping exercise, in the bottom up part (from research results 
to market trends and business objectives) is the difficulty to find a match for vaguely described results such as “framework”. In this part of mapping, we also encounter frequent sub-topics 
mentioned by EU projects, such as usability or risk management (which is sometimes research 
topic in itself, but more often mentioned as side-result).   
 
8.1 Security for emerging ICT trends 
The growth of the future internet technologies, including cloud, IoT, mobile etc is making users 
become more situational-security aware, that is, users are increasing the knowledge on the 
risks they are exposed to within this paradigm. Services are today also more security-aware, i.e., services are chosen sometimes according to the “security level” they provide. However, 
as the convergence between different ICT areas speeds up, dynamic changes in security 
concerns should also be covered, as well as security context representations.  In an ideal situation, security and privacy research should not have to be reinvented or starting from the 
scratch. In the same way that different areas and communities mingle (e.g. IOT and clouds), 
the security research should adapt  to the ICT market trends and focus on integration of the 
optimal mechanisms while retaining original advantages of ICT technology (e.g. efficiency of 
clouds, pervasiveness of IOT etc). 
In order to overcome these gaps some research is currently being carried out related to the 
development of a contextual security, cyber-physical security etc. In a longer term, verified 
components could be re-used for certain contexts, while combination or composition of 
components with variable degrees of trustworthiness also has to be considered as the market reality. Good security usability for end-users; privacy controls and, in general, service 
interfaces should be always service and context-aware with more attention to quality of 
experience. 
 
8.2 Evolution of security and privacy technologies 
Users are very well informed about the existence of typical threats such as computer viruses. 
Virtually every Internet user confirmed to be aware of this potential danger (97% on EU-27 
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level). However, many other threats and vulnerabilities are largely unknown. The increment of 
devices connected to the Internet is also increasing spam and viruses that find more options 
for spreading, either by moving physically (e.g. USB sticks, car-car, mobile devices) or by exploiting social links (spread is much faster thanks to social networks).  This threat vector 
increase is combined with the availability of more computing power, storage etc that can be 
used by attackers to compromise resources. Therefore evolution of existing security mechanisms (faster, better, wider…) is a continuous trend.  
Security management on the user side is more complex because of this increased knowledge 
on the threats and risks they need.  A number of security-related decisions, that user is 
exposed to, is also increasing. So called user empowerment is an important trends in several 
security area, such as for example identity management or transparency enhancing. “Security 
for non-experts” is an important gap that has been addressed for many years by a mix of 
awareness campaign, specific support organizations, fiscal incentives etc.  In regard to SME, 
besides already mentioned risk assessment, more focus is also needed on security 
requirements analysis, where attention should be paid on understanding functional and non-functional requirements and their interaction or tradeoff. 
 
8.3 Policy trends 
The concept of the cost of non-Europe dates from the 1980s and it has been used regularly in EU studies. The same concept has been a basis for facts and a basis for figures on the Digital 
single Market strategy, presented in [16].  On the other side, in 2009 report called “Confidence 
in the Information Society”  , coordinated and executed by Eurobarometer, DG INFSO and 
Gallup, revealed that 30% of users have significant doubts about the security of online 
transactions.  This brings clear connection between the potential economic benefits of security 
and privacy in terms of digital service market (DSM) growth as well as: 
- additional gross domestic product (GDP) generated (e.g. multiplier effect) 
- savings in public or other expenditure,  
- more efficient allocation of resources in the economy (e.g. avoid duplications).  
In a matter of fact, the economic benefit presented in [16] would build up to some 990 billion 
euro - or currently about 7.5 per cent of EU GDP, and it is not impossible to attribute a part of 
this benefits also to uptake of security and privacy technologies that generate more trust in digital services and society.  
Internet users seem already to be well aware of the various hazards their online activity 
especially when it comes to access to internet. Issues such as children accessing inappropriate web-sites or connecting with potentially dangerous persons or privacy violations like leakage 
or abuse of personal information sent on the internet were mentioned like top priorities. 
However, EU policy efforts are targeting to strengthen further legal or interoperability 
environments that underpin the digital single market. 
Identity, privacy and trust building solutions have been already widely addressed by many FP7 
projects as well as cross- border recognition and authentication. The work in EU projects was 
also used in policy making such as in the case of eIDAS directive.  The legislation underpinning 
the protection of personal data in the European Union is currently undergoing a review in which 
a more explicit role for “privacy by design” is being considered.  Similar policy inputs and impacts have been widely discussed in the previous SecCord deliverables in relation to so 
called proposal for NIS or cybersecurity directive.  
The recent DSM strategy is already contemplating that data will travel through multiple domains and country boundaries (free flow of data initiative). There are already new business 
models and research on the links and integration possibilities amongst different approaches 
and technologies, such as cloud computing with the Internet of things and big data. Security 
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incidents and events are also considered types of data and could be the subject of policy 
making, including e.g. obligatory incident reporting and data sharing.  In addition, lack of 
interoperability is a gap to solve in many areas and current EU practice is focused on frameworks or mutual recognition. 
Usable and practical solutions for the policy making in the area of smart “things” is turning to 
be crucial for the future, as drones, self-driving cars and other things are  getting closer to the widespread use and there is a need for new security mind-set and approaches that can  fuel 
this future policy debates. New kinds of services such as for example, those related to location-
based or context-aware services, are related to the above mentioned IoT, but also mobile 
technologies, as well as a number of other policy making areas (e.g. payment service 
directive).  
In addition online reputation becomes increasingly more important, together with assurance 
and certification related EU policies. EU wide criteria and metrics to compare different solutions 
and make decisions easier for the user, are therefore potential focus for policy making.    
More and more applications or services, that can be considered critical, are relying on internet access and availability, as well as trustworthiness of underlying (sometimes composed) data and services.  The lack of control and assignment of liability in case of these “composed” and 
complex scenarios ( see for example trend on multi-cloud service execution and next generation of PaaS) is presenting yet another challenge and gap in policy making. The debate 
is, so far, limited to data storage or processing location, but compliance, enforcement and 
many other issues in multi-stakeholder ICT, is something that has to be considered in the future policy making. 
Finally, cyber physical environments and policy making across physical and virtual boundaries 
(e.g. safety and security) will become of paramount importance in order to gain a coherent 
policy frameworks.  
  



Project Nº 316622 – SecCord 

 Deliverable 5.5 Catalogue Year 3 
 Page 51 of 57 

8.4 Conclusions and way forward 
Over the last three years we have been monitoring and restructuring research to practice 
relationship. Instead of cybersecurity market or cybersecurity industry we refer now to 
“practice” in order to describe the ecosystem as a whole, from demand and supply-side, public 
and private. The needs and trends in cybersecurity practice are not typical for ICT practice and in the consequence ICT markets, since shifts can be extremely fast, when a “tsunami” effect 
occurs (e.g. Snowden revelations or several breaches that have been published in the last 3 years).  
The gap between research “push” and demand-side “pull” can only be bridged with technical 
expertise and efforts to establish a bridge between operational requirements; selection and packaging of relevant technologies; and execution of innovation driven research that matches 
specification of these technologies. Supply-side role, therefore, also includes provisioning of advice and “bridging” services to strengthen R2P transition.  
On demand-side, users should be incentivised to adopt new technologies, as well as to 
strengthen relationships with research in order to better understand and address the transition 
from use case to business case.  Demand-side workshops, for example, could be used to collect realistic requirements or even to select the most suitable use cases. 
On supply-side, industry, especially SMEs, have been complaining for a long time about the 
lack of resources to bring research results to the market. In large organizations, the problem has its own version: budget is divided between different departments or legal entities and the 
research team often has no access to these additional budgets. So called follow-up financing, 
together with continuity of resources (acquired know-how in a research projects is difficult to replace), represents therefore the challenge to both SME and larger organizations, although 
solution is probably different. In the case of SMEs, follow up funding should be secured by 
subsidiaries and venture capital, while the large organizations have capacity to do this by themselves. In order to do so, organizational strategy (e.g. support and sponsorships to “first 
reference” pilots) has to change. EU wide labels, reference implementations for pre-
commercial procurement and similar joint policy-technology initiatives could also help in 
achieving better transition from prototype to product portfolio. 
On research side, further advance in competitiveness, as well as introduction of 
entrepreneurship attitudes and skills, is the main recommendation. Sustainability should be considered equally important as technological maturity or performance.  
As a conclusion to this, we can also refer to a comment by one participant of CSP forum that 
demand driven research will make more fit-to-market results, but less breakthroughs. 
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10 Annex 
 
 

Panel session on 
“Research, innovation and technology transfer in European 

cybersecurity SMEs” 
 

Agenda, Terms of Reference and Background 
Agenda 
11:30-11:35  Aljosa Pasic, Atos, Introduction to session  
11:35-11:50 “Unleashing the power of cooperation between Research Centers and 
SMEs”Luigi Romano, Sync Lab 
11:50- 12:05 “Cryptosense: from cyber security research project to spin-o” Graham Steel, 
CryptoSense 
12:05- 12:20 “Collaborative Security Research within European Programs: Heaven or Hell for 
SMEs? Klaus Michael Koch, Technikon 
12:20- 12:35  “The importance of a killer product in the success of a cyber security SME” Miguel Angel Juan Bell, S2 Group 
12:35- 13:00 Q & A session 
Context 
SecCord project (www.seccord.eu) is organizing various sessions during the Cybersecurity & 
Privacy (CSP) Innovation Forum 2015. One of these sessions is focused on links between 
research and industry. Participation in this session, as a speaker or panelist, is on invitation, 
and is targeting European cybersecurity SMEs that have an interesting experience and 
successful products or services on the market.  The session will take place on 29th April 2015, 
between 11 and 12:30. Venue is MCE , Brussels, Belgium.  
The CSP Innovation Forum 2015 is organised by the European Commission, DG CNECT (Unit 
H4 Trust & Security) and the CSP Forum. This event will include DG CNECT H2020 
informational sessions relating to 'Digital Security:Cybersecurity,Privacy & Trust' calls in 2015 (DS-03-2015,DS-04-2015,DS-05-2015, DS-07-2015) which might be interesting to European 
SMEs as the source of financing research. 
Notice that for this session no position paper is needed, but we do expect to receive speaker’s bio and a short abstract in advance. Presentation will have between 15 and 20 min and should 
focus on issues such as differences between large and small cybersecurity suppliers, access 
to funding, links to academic research, internationalisation etc. 
The European Commission DG CNECT (Unit H4 Trust & Security) & CSP Innovation Forum 
will also run dedicated sessions on the following topics 
      * EC H2020 Info Sessions (Relating to Upcoming Digital Security Opens Calls 2015) 
      * Unique Opportunities for networking with Industry, policy makers, researchers, investors. 
      * Proposal brokerage sessions ( new collaborative ideas for H2020 Digital Security 2015 
Open calls) 
      * Gain an overview of EC Trust & Security Research portfolio/Success Stories. 
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      * Attend technical and hot topical track sessions in the Cyber Security and Privacy domain. 
      * See real live demonstrators at the Exhibition area - talk directly with the researchers. 
      * Find out more about current Policies in the making (NIS Initiative) 
CSP Innovation Forum 2015 Link: https://www.cspforum.eu/2015  
 
Background 
The term SME covers a wide range of entities in terms of size2, nature of business and security 
needs. On demand-side, they might require tailored security solutions; however, they cannot 
afford to pay for them. They are also unlikely to attract staff with a high level of security 
expertise, aptitude and interest, not only because of salary, but also technical interest and 
career progression. On the supply-side, SME have to compete with large cybersecurity players 
which have easier access to large clients in e.g. defence or banking sector.  
Mapping between demand and supply has been reiteratively mentioned as the key problem in 
SecCord “research to industry” deliverables, as the ideas for projects come from academia 
and thus projects start already with solutions in mind, not from demand-side or draft business case.  In the case of cybersecurity SME, however, this is not that frequent, as an SME usually 
has very narrow focus and knows from the start what they want to achieve from the project 
and focuses on applied research that can be transferred in their products/services. 
In large organisations, participants in research projects might be members of research units 
isolated from their business unit, with a tendency to adapt to EU projects style instead of 
company’s business unit products or services. In small companies situation in this regard is better, but they face other problems, such as post-project financing.  SecCord WP5 
deliverables, as well as NIS platform report on “Business cases and innovation paths” already 
mentioned some of these issues, including vulnerability of SME due to take overs and high 
market entry barriers, insufficient branding and international presence, difficulties in access to 
clients with large cybersecurity budget, risk appetite, national interests and fragmentation of 
cybersecurity market, lack of trust in SME as a cybersecurity provider etc. 
Different ICT and cybersecurity Cluster organisations have been established throughout 
Europe in order to overcome these barriers and help SME in achieving wider impact. They are 
providing a number of business services to their SME members to facilitate access to markets, access to finance, technology transfer etc. and increasingly positioning itself as key agent for 
promoting re-industrialisation of its region and single point of contact for the ICT security 
industry. In this session we will also touch upon the role and results of these clusters, as well as the perception of their usefulness versus the other support channels.  
On the policy side, the European Commission and ENISA are calling upon new members for 
NIS platform, in particular Small and Medium-sized Enterprises (SMEs), who have a great role 
to play for raising the level of cybersecurity over the value chain. The Commission 
recommendations on good cybersecurity practices will serve as a reference document to help 
to comply with obligations contained in the future NIS Directive (currently under negotiation). 
The work of NISP, through the Commission recommendations, is therefore also relevant in the 
sphere of EU-legislation. The recommendations also help organisations that are not directly 
within the scope of the Directive. In the case of SMEs some of them would be in the scope of the NIS Directive, while micro-enterprises would be excluded. The Commission 
recommendations, however, would help micro-enterprises to raise their level of security as 
well. Policy issues for SME – demand-side – also include specific documents such as 

                                                
2 In the BIS report, SMEs have 250 employees or less, but other sources may use different definitions. 
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guidelines, e.g. ENISA “Cloud security guidance for SMEs”3 that address specific  network 
information security risks and  opportunities for SMEs.   
On the supply-side, the Small Business Act for Europe (SBA)4, namely principle 10, is saying that “The EU and Member States should support and encourage SMEs to benefit from the 
growth of markets outside the EU, in particular through market-specific support and business 
training activities”. Only half of EU’s internationally active SMEs operate outside the single market and internationalization (selling outside EU) is therefore high on agenda and also 
relevant to this session.  
Finally, the most relevant topics for the session are links to academia and access to finance. 
Type of collaboration with academia differs from spin-offs to a systematic or punctual joint 
research and we expect that speakers will highlight their experiences, both positive and 
negative. In regard to the access to finance, not only for research but also for e.g. technology 
transfers activities, there are a number of instruments both national and EU-level, such as the 
programme for the competitiveness of enterprises and SMEs.  Here we expect speakers to 
address some barriers and recommendations, such as reducing administrative burden, supporting smart and SME-friendly regulation, support for entrepreneurship, mentorship, etc 
 

 

                                                
3 http://www.enisa.europa.eu/media/news-items/cloud-computing-speech 
4 http://ec.europa.eu/enterprise/policies/sme/small-business-act/index_en.htm 


