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Executive Summary 

The new EU General Data Protection Regulation (GDPR) is due to come into effect in May 

2018 and applies to any information that could lead to the identification of a natural person. 

This deliverable focuses on the privacy threats that are arise, when retail organisations collect 

and store data from RFID information systems and related data sources.  

In this setting, we investigate relevant data sources in isolation as well as in combination in 

order to assess the risk of the data leading to identifiability of natural persons. Only, if this is 

not the case, can an organisation treat the data as anonymous thus falling outside the remit of 

the GDPR. The focus of this analysis is on the extraction of personal features and on the pos-

sibility of correlating anonymised data sources with each other.  

The findings are that organisations need to be careful when collecting location data for analy-

sis purposes. Data sources that on their own can be considered anonymous, when linked with 

other data sources, could be used to enrich personal profiles with potentially privacy relevant 

data. For each data source (combination) that we analyse, we recommend controls to mini-

mise the risk of identifiability of natural persons. 

We explicitly disclaim that it is beyond the scope of this deliverable to grant the attribute 

“anonymous data” to any specific data source or combination thereof. A residual risk remains 

even for the seemingly harmless data in some extreme cases. We cannot exclude the possibil-

ity that someone could develop (or already has developed) mechanisms to extract additional 

features from these data sources that could potentially lead to the identification of natural per-

sons.  

Nevertheless, we show already existing and verified threats for personal identifiability and 

linkability of different data sets. 

In the end, organisations need to find a balance between the protection of privacy of their cus-

tomers and employees and the type of data that is necessary to support business processes 

including targeted marketing. Consequently as a general rule of thumb, organisations should 

obtain consent from their customers for the collection and the analysis of their personal data. 
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1 Introduction 

In the big data era the possibility to create, store and analyse information increases exponen-

tially over time [1]. At the same time, organisations in fashion retail adopt novel technologies 

like radio frequency identification (RFID) to improve their processes. RFID technology en-

ables novel usage scenarios and generates large amounts of potentially privacy sensitive data.  

In this work, we analyse criteria that allow organisations to personally identify individuals 

based on RFID data. To this end, we analyse different data sources and combinations of data 

sources for their potential to uniquely single out or identify individuals.  

We explicitly stress that whenever we find that a data source (or a combination of data 

sources) does not offer enough information for personal identification, we do not claim that it 

is impossible. It might be that we merely lack the appropriate technique to extract more iden-

tifying features from the data sources, or that the data quality of the data samples we analysed 

is too low. 

This document is not meant to supersede laws or directives. It is rather a feasibility study that 

investigates the potential of current technologies for identification purposes. Moreover, even 

if we fail to personally identify individuals, the document does not serve as proof that RFID 

technology is harmless from a privacy perspective. 

That said, we identify cases, which need special attention from a privacy perspective and sug-

gest control mechanisms to minimise the risk that the collected data becomes personal identi-

fiable data, consequently falling under the European Union’s Privacy Directive.  
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2 Background: European Union’s Privacy Directive 

As discussed in the previous deliverable D5.2, the current EU Data Protection Directive 

95/46/EC has been superseded by the upcoming EU General Data Protection Regulation 

(GDPR) 2016/679. The regulation came into force on the 24
th

 of May 2016 and shall apply 

from the 25
th

 of May 2018
1
. 

According to the GDPR, the principles of data protection apply to any information that con-

cerns an identified or identifiable person. An indefinable person is defined as follows: 

“an identifiable natural person is one who can be identified, directly or indirectly, in particu-

lar by reference to an identifier such as a name, an identification number, location data, an 

online identifier or to one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural person” (GDPR Art.4 para 1) 

Even an indirect way of identification, for example - assigning a unique number to a customer 

without relating it with their real identity would also be considered as personally identifiable 

information. Thus, it is not required for an identifier to directly relate to the real identity of the 

customers.  

Based on the list of the identifiers, the following are relevant for the industry partners: 

- Name: Customers can register for the loyalty cards with their names (which is in some 

cases an optional field). 

- Identification number: Customers are assigned a unique number for the loyalty 

cards. Also, this deliverable would explore if the unique identifiers that are associated 

with RFID tags could lead to identification in Section 4 and Section 5.  

- Online identifier: Customers can register online with their email addresses for an ac-

count on the web shop. 

- Location identifier: Possible if the customers are triangulated in the stores using 

RTLS or Wi-Fi tracking.  

The new requirements of the GDPR that apply also to retailing organisations, as discussed in 

deliverable 5.2, are not applicable when it comes to anonymous data. The GDPR describes 

anonymous information as any information where the data subject (customer) is not or no 

longer identifiable. However, pseudonymisation, where data can be attributed to a natural 

person by the use of additional information must be considered as identifiable information. In 

                                                 

 

1
 http://ec.europa.eu/justice/data-protection/reform/index_en.htm 
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this case the article “Processing which does not require identification” (GDPR Art.11) ap-

plies, which relaxes several requirements. Generally, however, the GDPR is applicable to this 

kind of data. 

Therefore, for this deliverable, we not only analyse the identifiers individually for identifiabil-

ity but also check if certain combinations of identifiers could potentially lead to the identifica-

tion of customers.   

 

 



 

 

 8 

 

  

3 Sensor-based data and related data sources 

In this section, we discuss various data sets that can be collected in organisations. We first 

discuss RFID-related data sources and then Non-RFID data sources. 

3.1 RFID sensor data 

The most common use of RFID technology is to identify items, not natural persons. Still, as 

natural persons can carry identifiable items, they themselves can be identified indirectly, if we 

have reason to believe that a certain person carries the item. Along this line of reasoning, if 

we know who bought an item, it is likely that the buyer also carries the item out of the shop. 

In this section, we first briefly introduce RFID technology, and then discuss common data 

sources in retail stores. 

Regarding RFID technology, we distinguish between active and passive RFID tags. Active 

tags have a power source (e.g., battery) attached and can actively send information. Passive 

tags are equipped with an antenna that, when receiving a signal, can use the induced energy to 

return information of the tag. Typically in the retail industry the tag is used to store the unique 

electronic product code (EPC) of an item, which is used to identify individual items by manu-

facturer, article type, colour, size, and a serial number. The main difference between active 

and passive RFID technology is in accuracy and read range. As passive tags cannot be pow-

ered by antennas that are far away, active RFID tags emit more regular signals and can be 

read over longer distances. Also, active tags can perform more computation operations such 

as those required for encrypted communication. Therefore encrypted communication is eco-

nomically not feasible in the retail industry. 

The retail industry mostly relies on passive tags without encryption [2]. Triggered by the suc-

cessful application of passive RFID tags in supply chain management, the retail industry is 

increasingly relying on RFID technology in the sales floor as well. At the sales floor, how-

ever, customers interact with RFID items, potentially leaving traces in the Information Sys-

tems of the organisation.  

There are different types of RFID tag detection systems. Some readers are confined to local 

areas, e.g., the cashier’s desk only reads tags put on the desk. With an appropriate sensing 

infrastructure, however, also known as RFID Real-time Locating Systems, it becomes possi-

ble to triangulate passive tags over the entire shop floor, thus knowing their (rough) position.  
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If the tags are detected to be moving through the store, there can be multiple explanations. 

Sensing inaccuracies aside, either customers or employees move the items in the shop. For 

example, a customer can pick up items and carry them to the fitting room. If a moving item is 

ultimately checked out at the point of sale (POS), it can be assumed that the buying customer 

was moving the item through the shop before.  

Next, we will discuss different data sources that we investigated in the SERAMIS project for 

potential privacy threats. 

3.1.1 Traditional position-based data sources based on RFID 

When it comes to the deployment of RFID technology in the retail sector, the basic set-up is 

to install RFID-readers at strategic points in order to monitor the most important transitions of 

goods through the store. Figure 1 shows such a setting, where the gates monitor goods arriv-

ing (typically directly into the back store), goods switching between back store and sales floor 

(replenishment gate in the middle), the check-out at the cashier’s desk, and the electrical arti-

cle surveillance (EAS) gate at the exit. The detection of goods travelling through the replen-

ishment gate between back store and sales floor allows for a higher inventory accuracy of the 

items on the sales floor. Without RFID technology, it was not economically feasible to elicit 

the knowledge whether an item is on the sales floor or on the back store.  

To further improve accuracy, RFID-based inventory scans can be conducted with mobile 

handheld scanners to detect retail shrinking and to react accordingly. A more advanced setup 

includes RFID-enabled fitting rooms – typically with smart screens displaying additional in-

formation about the items brought into the fitting room, or also offering assistance. 

 

Figure 1: Traditional retail layout with strategic points covered with stationery readers. (cf. Deliverable 

1.3) 

This system offers a limited number of snapshots of an item’s life cycle in the store. Ulti-

mately, the information collected mainly consists of: 
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- Reader id (gate, fitting room), 

- Timestamp (can be aggregated to time intervals in case of the fitting room), 

- EPC of the article. 

 

It is however possible to extract more information from certain readers, by accessing the raw 

data stream, e.g., the received signal strength indication (RSSI), or the Doppler-shift that 

measures the change in the frequency of the received signal that is caused by a velocity of the 

tag with respect to the RFID reader [3]. 

The number of static readers in this setting is usually sparse, as readers are economically in-

stalled at strategically important locations. However, it is possible to add more and more 

RFID readers and create a bigger network of readers that enable to record tags movements on 

a finer level [4]. We will discuss the case next, where the entire shop is covered by RFID an-

tennas resulting in total visibility of each item in the store area. 

3.1.2 RFID Real-time Locating System (RTLS) data sources  

To better serve customers, retailers might set up an RFID Real Lime Locating System (RTLS) 

as sketched in Figure 2. Such a system allows for periodic scans usually from antennas and 

readers mounted on the ceiling to locate RFID tag positions by means of triangulation based 

on signal strength. More sophisticated positioning methods are discussed in the review by 

Zhou and Shi [5]. The idea is to be able to quickly localise the region, where a requested item 

is located. The assumption is that the time it takes to find a potentially misplaced item can be 

reduced if the system knows where the item was recently detected.  

 

Figure 2: RFID Real Time Locating System layout. In addition to the stationary gates, this setup enables 

periodic localisation of tags (cf Deliverable 1.3). 
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This setup is also interesting from a privacy point of view. Can we gather information about 

the customers by indirectly tracking the movements of the items? Han et al. [6] demonstrate 

that it is possible to extract customer interactions with tags by looking at the Doppler-

frequency changes that indicate movements along the reader-tag axis. For example, the 

movement of picking up an item would yield a spike in the Doppler-frequency, while a steady 

item lying in a shelf would emit a flat signal. 

 

The gathered data in the given scenario is: 

- Reader id(s) (gate, fitting room, real-time location reader) 

- Timestamp (can be aggregated to time intervals in case of the fitting room) 

- EPC of the article 

- Estimated location of the item (e.g., by triangulation) 

- Velocity of tag (by Doppler-shifts, if supported by the readers) 

3.1.3 Device-Free Mobile Target Tracking (DeviceFree) 

Although device-free mobile tracking is out of scope of the SERAMIS project, but for com-

pleteness, we discuss recent technologies that have been used to track customers with RFID 

technology, by interpreting disturbances in the readings between stationary tags and readers. 

The idea is to monitor a field that is created by arranging passive tags in a pattern and reading 

continuous raw sensor information from the RFID readers. Figure 3 shows a sketch of the 

setup for detecting movement patterns.  

 

Figure 3: Sketch of setup for device free tracking with RFID technology. 

By using machine learning techniques to calibrate the system, high accuracies were achieved 

for activity recognition [7]. Yao et al. achieve an accuracy of 96% in distinguishing 23 differ-

ent activities in elderly care setting with device-free RFID technology [7].  For more informa-

tion on device-free tracking see also the work by Ding et al. [8] that differentiates different 
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motion patterns (walking forward, backward, and sideways) and the work by Shangguan et al. 

[9] that distinguishes between picking up items from turning them around for inspection.   

These recent research results show how fast the technology around RFID is evolving, and 

more and more insights can be extracted from the raw sensor data streams. It is likely that 

with more accurate readers, more powerful computers analysing these signals, it will be pos-

sible in the near future to track person movements and actions with RFID technology in a 

very similar way, as cameras are currently able to do.  

3.2 Non-RFID sensor data 

Next, we discuss further sensor data that can serve to provide location information about cus-

tomers. 

3.2.1 Wi-Fi location tracking (Wi-Fi) 

Retailers are interested in finding out hot and cold locations in their store and want to get in-

sights into the effectiveness of their shop layouts [10], and to assess marketing campaign effi-

ciency [11]. In online stores, customer behaviour tracking is very common and offers detailed 

insights about customer preferences. The spread of third party web tracking and analysis 

techniques has even led to initiatives like “Do Not Track” [12].  

In the retail industry, managers and marketing experts also try to get comparable insights into 

customer interests and shopping behaviour in their physical stores, cf. the survey on recent 

technologies used for this purpose by Quintana et al. [11]. Thus, there is an interest to see 

which areas of the store are frequently visited. For example, it is valuable information to 

know that there are shop locations that are well-frequented by customers, but the local turn-

over is relatively low. A better store layout could place better selling products at the higher 

frequented areas, thus making these insights into customer behaviour relevant for marketing 

and decision making in the organisation. 

Many companies offer location tracking technologies (e.g., RetailNext, Euclid Analytics, 

infsoft, ShopperTrak, MiNODES). Such companies offer capabilities to tap into different data 

sources (e.g., Wi-Fi data, BlueTooth data, camera data, online and mobile customer data) and 

even external sources like weather data. Typically, these companies offer dashboards that 

integrate these data sources with retailer data (e.g., customer relation management data, cash-

ier data, marketing campaign data, warehousing data). Thereby, they provide decision support 

by for example offering insights into effectiveness of campaigns. Effectiveness can be meas-
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ured by increased customer densities and conversion rates, that is, number of buying custom-

ers with respect to entering customers.  

In this deliverable, we focus on Wi-Fi data as a representative for different kinds of customer 

positioning data sources. This choice is motivated by data availability and practical considera-

tions.  

In the Wi-Fi tracking scenario, a number of wireless antennas are installed at known positions 

and the smart devices of customers that send periodic polling requests can be located. With 

these polling requests, devices send their Media-Access-Control (MAC) address, and often a 

list of previously connected networks. Techniques for determining the position of the devices 

range from associating the polling device to the position of the antenna with the strongest sig-

nal, over simple triangulation to more complex techniques that require calibration of the area 

by associating real measured signal strengths to known positions [13]. Latter techniques yield 

the location accuracies with error rates of mostly less than two meters in the experimental 

setup of Smailagic and Kogan [13].  

Typically the following data can be gathered in the Wi-Fi scenario: 

- antenna id(s) (to identify the reading antenna) 

- timestamp  
- MAC address of the device (that also allows to infer the brand of the device) 

- Estimated location of the item (e.g., by triangulation, or fingerprinting [13]) 

- List of network names of previously accessed networks  

 

Note that in this scenario, the MAC address serves as the identifier of the device, which in 

case of a smart phone is closely tied to an identifiable person. An in-depth analysis of privacy 

implications of Wi-Fi tracking are out of scope of this deliverable. We refer the interested 

reader to the article by Cunche [14] that inspects privacy risks of Wi-Fi enabled devices. In 

this deliverable we focus on the location and path information that is available in this setting. 

3.2.2 Further location tracking technologies 

Wireless communication technologies are evolving, and new means of communications and 

protocols are being rapidly developed making tracking more accurate and cheaper. In the fol-

lowing, we briefly mention a number of technologies to get a broader overview of existing 

technologies. 

Besides WiFi location tracking, Bluetooth technology can be used for location tracking [15]. 

Global Positioning System (GPS) can be used mostly outdoors, as it requires line-of-sight to 
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the positioning satellites [16]. However, there are also indoor GPS solutions [17][18] using 

laser-based measuring to achieve low positioning errors in the range of 1-2 meters [17]. Fur-

thermore, there is infrared (IR) tracking that uses infrared badges that emit signals that are 

read by sensors installed in known positions [19]. Furthermore, there are techniques using 

ultrasonic technology to position objects in space [20]. Also Zigbee, a protocol designed to 

have low latency and low power consumption, can be used for location tracking [21]. For fur-

ther details on wireless protocols we refer to the survey by Liu et al. [22], and to the survey by 

Deak et al. [23]. 

Note that the rapid evolution of sensor technologies leads to higher precision and more accu-

mulated data sources. Especially combinations of different positioning systems allow organi-

sations to extract increasingly accurate positioning data [24]. We expect that location accu-

racy technologies will further develop and allow us to extract richer movement profiles than 

what is current state-of the art in the retail fashion industry. 

3.3 Further data sources 

Next, we discuss traditionally maintained data of retail companies. This data can contain pri-

vacy sensitive data (point of sale data), or also not contain personal data (store layouts). We 

will investigate in how far the combination of these different types of information can lead to 

privacy threats, when linked to (RFID) sensor data in Section 5. 

3.3.1 Point of sale data (POS) 

After a successful shopping trip, customers go to the cashier’s desk and buy the selected 

items. At the checkout customers can be identified if they either pay with a credit card, or 

show their loyalty card. The selected items are then checked out in the system and marked as 

free to pass the EAS gate, as the customer has paid for them. 

Here, the following data is collected: 

- Timestamp of the purchase 

- bought articles with article information 

- Customer ID, which is available if a loyalty card is used at purchase, or customer 

pays with a credit card 

 

If the customers supplied additional personal information (name, gender, birthday, address, 

etc.) the sales data can be linked by the Customer ID to create a shopper profile and enrich it 
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with derived information like, among others, purchasing power, frequency of visits, style in-

terest. These profiles are typically used to tailor marketing campaigns to customer groups or 

individual customers [25]. Note that this customer information is obviously personal informa-

tion and can only be collected with the consent of the customers. Latter is usually asked for in 

form of loyalty card schemes. 

3.3.2 Store layout (SL) data 

Typically, a retail company has accurate maps of the layout of their stores. See for example 

the example store layout depicted in Figure 4. The store layout and map contains interesting 

information, as it allows us to compute distances between areas that people visit in the store. 

As we will see later, this information could potentially be used to derive additional customer 

features that might be privacy relevant.  

 

Figure 4: Example store layout that contains scale information and locations of readers. 
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4 Privacy concerns with data sources in isolation 

This section considers the case of data sources in isolation. This consideration is important, as 

it reflects the scenario where the data sources are kept strictly separate by the retail organisa-

tions without the possibility to link them.  

4.1 Analysis of RFID data 

Here, we only consider RFID data with statically installed gates and handheld readers. Note 

that this section does not deal with the novel DeviceFree technology (Section 3.1.3) that pro-

vides feature rich information that is subject to future research from a privacy point of view. 

We distinguish the following cases with or without sewn in tags and RFID enabled fitting 

rooms.  

RFID without sewn in tags without RFID-enabled fitting rooms 

The data that a customer creates in such a system is limited. When customers remove the tags 

after purchase and before wearing the items, re-identification by RFID readers is impossible 

in this setting. The interaction is limited to the checkout at the cashier’s desk and potential 

reading at the exit gate. Sometimes, a customer brings back an item for returns at the cus-

tomer centre. In such instances, there are additionally two data reads (at the EAS gate, and at 

the POS). This setting, however, does not offer personal information from the privacy per-

spective. The data does not contain identifying patterns and only shows that there were items 

bought and perhaps returned. We consider this data as anonymous data. 

RFID with sewn in tags 

When RFID tags are sewn into items for an increased theft protection level, they remain in the 

sold garments (bags, shoes, shirts, etc.) without removal by the customer. In fact, the idea of 

sewn in tags is to prevent removal without damaging the item. In this scenario, the retail com-

panies should take measures to deactivate (destroy, or send to sleep) the sewn in tags after 

purchase [26]. Otherwise the tags can be used to identify customers at later points in time or 

track them at other places where RFID technology is used. It is worth noting that other stores, 

but also any other organisation employing RFID-readers can track people wearing garments 

with enabled sewn in tags [27]. 
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RFID with RFID-enabled fitting rooms 

When fitting rooms are equipped with RFID readers, customers can benefit from more infor-

mation about the items of their choice. Further, they can be offered fitting recommendations, 

as discussed in Deliverables D1.2 and D4.5, see also [28]. 

From a privacy perspective, novel information can be gathered from customers. Due to over-

laps in the sets of items that are brought into the fitting room and the items that are finally 

bought by the customer, it is possible to collect the information about items that a person was 

interested in, but decided to leave behind. Additionally, the number of visits to the fitting 

room can be inferred, provided that each subsequent visit to the fitting room has a certain 

overlap in items
2
.  

4.1.1 Privacy threats 

The following privacy threats by RFID technology have been identified by Garfinkel et al. 

[27]: 

- action threat (e.g., the disappearance of items from sensors could yield in an action of 

a photograph taken). 

- association threat (e.g., customers are associated with an individual item as opposed 

to an item type). 

- location threat (e.g., individuals carrying unique tags can be monitored and their lo-

cation be revealed, if the monitoring agency knows the identity of the individual). 

- preference threat (e.g., exploiting the information stored on the EPC, manufacturer, 

product type and item’s identity can be extracted. This is also a value threat, if the 

item’s monetary value can be determined. A thief can target victims based on their 

preferences, e.g., high value garments). 

- constellation threat (e.g., with a set of RFID enabled items, the constellation be-

comes unique, as has also been demonstrated in successful attacks [29]). 

- transaction threat (e.g., when tagged objects move between constellations, a transac-

tion can be inferred). 

- breadcrumb threat due to association (e.g., when a discarded item is picked up by 

someone with malicious intent, it can be used to impersonate the associated individ-

ual). 

                                                 

 

2
 Note that the information on fitting room visits is subject to uncertainty, as it could be that the next customer 

picks up an item that was returned from a fitting room. Nevertheless, the chances of these overlaps are small, 

when assuming independence between customers’ choices of items, as fashion retailers offer a high variety of 

items [32].  
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In this deliverable, we primarily focus on the location threats and preference threats ac-

cording to the taxonomy in [27], because we consider the interactions of customers within the 

retail shops.  

Thus, we conclude that in this setting, the following novel information about the customers 

can be gathered: 

- The number of visits to the fitting room 

- Time statistics of visits in fitting room (potentially per item level) 

- Items picked up and tried on in the fitting room, but not bought 

 

Nevertheless, this information alone is not specific enough to single out customers from a 

crowd. Only, if this information is combined with the customer profile at the point of sale, 

does it become privacy relevant. 

On the contrary, sewn-in RFID tags are a privacy threat, especially as they are usually inse-

cure and can be read by anyone with compatible devices. When customers carry sewn in tags 

of the fashion retailer, or other organisations, their traces in the system are personally identifi-

able. In this case, the collected data falls under the GDPR. 

4.1.2 Proposed privacy controls 

Organisations using RFID enabled fitting rooms need to inform their customers about the na-

ture of the collected data and need to offer them a chance to opt-out of the collection scheme.  

When organizations store RFID location data and the POS data in a physically disconnected 

system from the RFID data, the RFID data alone is considered pseudonymised data and falls 

under the GDPR with the exceptions mentioned in Article 11.  

To avoid linkability and make the RFID data anonymous, we propose to discard time infor-

mation on the on the read RFID enabled items. Related temporal cloaking methods are sug-

gested by Gruteser and Grunwald [30]. Instead, the system should merely count how often a 

given article type (identified by the International Article Number (EAN)) was brought there 

on a day. This measure hides the information of the number and times of visits to the fitting 

room of individuals in the anonymity of the number of visitors per day. The association of the 

items that a customer brought to a fitting room but did not buy is lost.  At the same time, mar-

keting insights about the ratio of fitting room visits and effective sales can still be collected on 

an item level.  
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However, in settings with a high variety of article types, it might be that the assignment of the 

fact whether a customer was in the fitting room can still be reconstructed. In that case, it is 

possible to increase time censoring to weekly, monthly, or even coarser granularity [30].  

As for sewn in tags, we refer to existing guidelines, which ask for deactivation at the point of 

sale. See also the proposed technical solutions (kill command, faraday cage approach, blocker 

tag, rewritable memory, symmetric key encryption, public-key encryption, authentication 

processing framework) discussed by Ayoade [31]. In this regard, the Ontario RFID Privacy 

Guidelines [26] state that: 

“Automatic deactivation of RFID tags, at the point of sale, with the capability to re-activate, 

should be the ultimate goal. Consumers should be able to choose to re-activate them at a later 

date, re-purpose them, or otherwise exercise control over the manner in which the tags be-

have and interact with RFID readers.” 

Most importantly, a whitelist that captures the EPCs that are supposed to be in the shop ac-

cording to the inventory system should be used to filter out any unknown or unexpected EPCs 

that were not deactivated by other organisations and could potentially identify individuals.  

 

4.2 Analysis of RFID RTLS data 

RFID Real-time locating systems (RTLS) enable full visibility of inventory at all times. If a 

retailer runs an RTLS, it becomes possible to track customers indirectly by tracking moving 

items that are finally checked out. With some knowledge (e.g., that customers are less in-

clined to move groups of similar items around) it is theoretically possible to classify item 

movements into customer movements (e.g., smaller groups of items travelling through the 

shop and eventually ending at the checkout counter) and employee inventory actions (e.g., 

replenishing items from the stockroom). 

We collaborate with a fashion retailer that uses an RTLS and were offered a data set for 

analysis purposes. Here, the following data quality issues challenge the validity of our conclu-

sions for the general case, where data quality might be higher and more insights are extract-

able: 

Tag quantity. The data that we analysed is from a store from a realistic environment with 

over fifteen thousand tagged items on the sales floor and even more in the back store. This 

fact leads to shadowing effects of tags. The reader hardware reads well-exposed tags very 
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often, but will not be able to read some tags that are hidden behind obstacles like other tags or 

otherwise not well exposed to the readers. 

Sparse reads. The data is collected in a round-robin fashion to maximise visibility of indi-

vidual tags. This means that the readers in the store area are partitioned in e.g. three parts and 

only one of them reads tags for a time window of 5 minutes. To further limit traffic and allow 

weak signals to enter the reader pipeline, repeated reads of individual items read by a reader 

group are discarded.  

Signal strength. Given that the technology should not interfere with the customer experience, 

RTLSs are installed and consequently hidden behind the ceiling. Hence, the quality of the 

data for tracking purposes is limited.  

No historical data. The partner that offered the data for analysis is not interested in tracking 

functionalities of tags and does not record historical data about the location. All historical 

positions are discarded and only the most recent location information per tag is stored.  

We can say that extracting locations of items or indirectly of persons is difficult without 

knowing where the readers physically are on the map. There exist methods to estimate relative 

positions without calibration and map knowledge [32], but the semantics of these positions 

only becomes clear when the store layout (SL) is known.  

With the additional store layout knowledge, we can use algorithms like signal strength based 

triangulation to reconstruct the positions of items from raw reads [5]. More sophisticated posi-

tioning techniques require calibration by recording the received signal strength profiles at 

known locations, also known as fingerprinting techniques [5]. Storing consecutive item posi-

tions yields a path of these items and these item paths indirectly reflect the customer move-

ments. 

4.2.1 Privacy threats 

When only the RFID data is available the following anonymous information can be extracted 

from the data:  

- browsing patterns of customers  

- frequency and duration of visits to sales areas including the fitting room  

- time and duration of stay  

 

This information can be traced back to the point of the first picked up item, if customers al-

ways carried at least one item with them on their path that serves as correlation anchor.  
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Furthermore, if the customer carries a sewn in RFID tag that is technically compatible with 

the RFID RTLS information system, the entire path of the customer (even before picking up 

the first item) can be traced. In latter case, this data is identifiable and falls under the GDPR. 

Note that even the RFID RTLS data of a store that does not offer any items with sewn in 

RFID tags itself, falls under the GDPR, as customers might carry sewn-in tags from other 

organisations that provide personal identifiability of these persons. 

4.2.2 Proposed privacy controls 

By only storing the latest position of tags, customer behaviour cannot be reconstructed. Fur-

thermore, the RTLS information system should not store information about EPC tags that 

have been sold, or EPCs of other stores. This can be easily implemented with a whitelist 

mechanism. This way, only the whereabouts of items currently available for sale in the shop 

should be recorded. 

If an organisation is storing the location history of tags in an RTLS system, the location data 

is to be treated as pseudonymised data. In this case, the GDPR applies to the data with the 

relaxations of Article 11. Here, it is required to store the RTLS data and POS data in strictly 

separate physically disconnected systems and protect the data from potential attacks.  

To make this data anonymous, an organization would need to destroy the linkability between 

the RTLS and POS data sets. That is, it would need to disable the connection by the EPCs, as 

well as the correlation of space and time at checkout. Latter is possible without losing too 

much valuable information, and temporal and spatial cloaking can be applied. The former is 

non-trivial, however, if one refrains from discarding the EPCs altogether in the RFID data, 

and is left for future work. 

4.3 Analysis of Wi-Fi positioning data 

While RFID systems focus on the identification of (passive) tags, Wi-Fi positioning systems 

allow identification of communication devices, such as smart phones. If customers use the 

wireless network of an organisation, they leave traces with the MAC address of their device, 

which constitutes a unique identifier to track the owner [14]. Even, when they do not actively 

use a wireless network, the communication devices often send polling requests for currently 

available networks, when the devices are in a sleep mode. 

To avoid the possibility to being tracked this way, recent device operating systems feature a 

random assignment of MAC addresses for every new connection of a device to wireless net-
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works. However, a recent study has shown that these mechanisms are not fully functional yet, 

and it is possible to track devices at least over a visit [33]. 

In this context we analysed a data set containing Wi-Fi positioning data from a retail com-

pany. Here, the positioning frequency is determined by the device and operating system. A 

comparison of different frequencies of Wi-Fi probe requests is given in Table 1 in [34]. In 

summary, the probe request intervals range from 10 seconds, when the device is active, to 500 

seconds when the device was already inactive for a given duration and only rarely sends probe 

requests for available networks. 

 

4.3.1 Privacy threats 

In contrast to the privacy threats in the case of RFID RTLS data mentioned in Section 4.2.1, 

we cannot infer the browsing behaviour and items of interest. But it is possible to infer the 

following information: 

- length of stay  

- detailed path information 

 

Examples for derivable features are:  

- clockwise or anti-clockwise visiting pattern 

- intensity of visits in selected store locations  (e.g., fitting room, areas addressing op-

posite sex) 

- shopping partners through matching trajectories [35]  

 

Due to the unique MAC addresses of the devices, personal identifiability in this setting is a 

given fact. Thus, the GDPR is applicable unless data is anonymised, as we discuss next. 

4.3.2 Proposed privacy controls 

MAC addresses should be discarded and replaced with anonymous randomly generated visit 

ids that are assigned to individual visits.  

To reduce linkability with other data sources, the time values of records of individual visits 

should be censored.  For a reference, consider the work on privacy-preserving aggregates of 

trajectory data by Fanaeepour et al. [36], or earlier works that obfuscate location and time 

information to provide k-anonymity [30]. 
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From our viewpoint, the durations spent at individual places can be left intact in the data for 

analysis purposes at aggregate level. 

The durations of visits and the order of visited areas allow a large number of combinations, 

but unless customers always follow a very strict repeated pattern of browsing the store, it can 

be expected that every visit of a returning customer is rather unique and the probability to 

correctly link the point of sales data with customer paths can be reduced to a random choice 

between all customers for a given day. 
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5 Investigation of combinations of data sources 

By itself, RFID data without sewn in tags is not enough to identify customers. By combining 

different data sources, however, RFID data can be linked to personal data, and can be used to 

enrich the profiles of customers. Next, we present several cases that lead to personally identi-

fiable data. 

5.1 RFID data + POS data 

It is easy to join the RFID tag history with the point-of-sales data, as the electronic product 

code (EPC) offers a trivial link to join the two data sets. Therefore, if fitting rooms are 

equipped with RFID readers, it is possible to gather privacy sensitive information as discussed 

in Section 4.1 and attach it to the existing customer profiles.  

5.1.1 Privacy threats 

By measuring the time interval between paying and leaving the store, additional information 

can potentially be inferred. If for example, the time exceeds a couple of minutes, it is possible 

to infer that the customer did not immediately leave the shop after the purchase. Therefore, we 

can infer a feature like the individual probability to remain in the store after purchase, 

which could be used for marketing initiatives to target customers with more time at their 

hands. 

5.1.2 Proposed privacy controls 

To avoid personal information in this setting (e.g. the probability to remain in the store after 

purchase) of customers, the RFID-enabled EAS gates should not retain information on exit of 

items that were bought, but only monitor for unpaid goods passing. Furthermore item related 

information should be stored per item type (EAN) on an aggregate level for coarse grained 

time windows, and the RFID information from a bought EPC should be discarded after sales. 

One interesting piece of information is the internal quality control of the EAS gate. By meas-

uring the percentage of items registered after checkout in comparison with the number of sold 

items, the reading accuracy can be estimated. One way to erase the information of the prob-

ability of customers to remain in the store after purchase is to overwrite the read time with the 

checkout time + X, where X is a fixed value that is equal for all customers. This simple con-
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trol protects the customer’s privacy while making sure that the fraction of read items at the 

EAS gate can be computed. 

5.2 RFID data + POS data + SL 

By combining store layout (SL) information with RFID data, we are able to establish lower 

bounds on walking speed by looking at physical distances between measurement points and 

the time that passed between successive records. For example, we can take the time difference 

between cashier’s desk checkout and passing the EAS gate. Given the SL information, we can 

measure the distance between the cashier’s desk and the EAS gate. By dividing the distance 

by the time, we get lower bounds on the walking speed of customers. 

Figure 5 shows the extracted minimum speed of customers between the two interaction points 

cashier’s desk and EAS gate at the exit of the shop. In the analysed shop, the distance is ap-

proximately 10 meters. Note that typically the payment process is also included in the time 

that it takes a customer to reach the exit. Furthermore, we can see that in many cases, there are 

positive outliers, which can be explained by customers that continue shopping/browsing in the 

store, or perhaps visiting the restaurant after their purchase and before leaving the shop.  

Note that without further data it is not possible to distinguish these cases by only looking at 

the time stamps, and there is also a further possibility that customers actually leave the store 

and pass the EAS gate without positive reading, and come back later to e.g. return an item.  
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Figure 5: Boxplots showing statistics of a) the minimum walking speed of customers, b) the time it takes 

customers to go from the cashier’s desk to the EAS gate derived from RFID data. Outliers are hidden for 

readability, c) the same measure as in b) but with outliers included.  

As can be seen in Figure 5, the information content of the minimum speed is minimal in this 

case. In the examined sample of 4685 visits over five months of collected data, the fastest 

customer leaving the store has a lower bound on their speed in the region of 2.5 km/h. With 

an average walking speed of 5km/h of humans, this information is practically useless. This 

insight is mostly transferable to other walking speed estimations in the RFID setting where 

only sparse interaction points exist.  



 

 

 27 

 

  

For comparison, let us consider the case that a customer tries on an item in the fitting room 

and decides to buy it. The customer then directly walks to the point of sales desk. Even in that 

case the queuing time at the checkout would be included and therefore the information gained 

would be limited. 

5.2.1 Privacy threats 

As discussed above, adding the store layout information to the stationary RFID and POS data 

does not present a privacy threat in the analysed stores. However, if the information system 

would record the end of the sales transaction, instead of the start (or under the assumption of 

an existing queue, we measure the time between the start of the next sales transaction and the 

exit of the previous customer), it becomes possible to infer bounds on the minimum walking 

speed of the customers.  

5.2.2 Proposed privacy control 

To be on a safe side, organisations should erase RFID information on bought items at time of 

purchase.  

If the organization wants to use information from RFID sensors for marketing purposes, the 

necessary information should be converted to counts of item-type (EAN) based features on 

sufficient aggregate levels to ensure anonymity of the customers. For example, storing the 

weekly counts of a certain type of trouser in the fitting room would prevent singling out the 

number of visits of a customer to the fitting room and cloak this information in the number of 

total customers that brought the same item type to the fitting room. The choice on granularity 

depends on the use case, as for very rarely sold items, the aggregation window would be 

large. However, this measure would allow to extract marketing relevant information, by com-

paring the count of an item type at the fitting room with the count at the POS. 

If a company wants to do more sophisticated analyses on the RFID data that require the order-

ing of events (e.g., the accuracy of the EAS gate), timeless event data can be stored by assign-

ing an automatically increasing event id to read RFID events. This measure alone, however, 

only prevents inferences on time and speed of customers. It would still enable the company to 

infer the frequency that a customer visited the fitting room before purchase and thus the RFID 

data falls under the GDPR. The organisation should make sure to store the RFID and POS 

data in separately protected systems in this case to be able to treat the data as pseudonymised, 

for which Article 11 of the GDPR relaxes several requirements. 
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5.3 RFID RTLS data + POS data 

The linkage of RFID RTLS data and POS data is trivial, as the EPC is uniquely identifying 

each item in the retail store and exists in both data sets. Furthermore, sewn-in RFID tags pose 

an additional privacy issue as they can be mapped to an identifiable customer through tempo-

ral and spatial correlation with the checkout. See the experiment in Section 5.4, which demon-

strates successful mapping of anonymised Wi-Fi devices to point of sales interactions. The 

same technique can be applied for correlating sewn in tags to checkouts at the POS. 

5.3.1 Privacy threats 

Through the correlation of RFID and POS data, the RFID location data becomes personally 

identifiable. This means that all the privacy threats mentioned in Section 4.2.1 apply for this 

case: 

- length of stay of the customer 

- frequency, duration and order of visited locations 

 

This includes also the statistics for the fitting room usage: 

- number of visits to the fitting room 

- time statistics of visits in fitting room (potentially per item level) 

- items picked up and tried on in the fitting room, but not bought 

 

If a retailing organisation wants to make use of these insights to improve their marketing ini-

tiatives, they require explicit consent of the customers before they collect the data, as the 

GDPR is applicable here. 

5.3.2 Proposed privacy controls 

Anonymisation of this combination of data sets is difficult, as the link is naturally given by 

the EPC. To only anonymise the EPC in the RTLS data is not enough, as spatial and temporal 

overlap of customers at the POS checkout allows to link the two data sets. Discarding histori-

cal information on the RTLS side reduces the information to a single last known position, 

which is the preferred choice for organisations that only use the RTLS for finding misplaced 

items. The whitelist control, as introduced in Section 4.2.2 for RTLS data, to only record 

EPCs that are supposed to be in the shop is also necessary to avoid monitoring identifying 

sewn in tags. 
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5.4 Wi-Fi data + POS data 

Through the correlation of spatial and temporal Wi-Fi data with point of sales data, the MAC 

addresses of customers could be linked to their sales profiles.  

This is not as easy as it sounds, as Wi-Fi location data suffers from sparsity issues and accu-

rately pinpointing customer positions is difficult in this setting. Furthermore there is no 1:1 

relation between customers detected at the POS and customers detected by the Wi-Fi position-

ing system. The data that we analyse for this purpose shows significant data inaccuracies and 

positioning accuracy is only within a radius of 10 meters.  

Nevertheless, we tried to combine and link the two data sources for research purposes. For 

this experiment, we received the collected Wi-Fi data of a store with anonymised MAC ad-

dresses for a time period of 3.5 months from January 2016 – mid April 2016. We also re-

ceived the POS data for the same store including for the aforementioned timeframe. 

We need to explicitly mention that the store in question does not try to connect these two data 

sources, as it does not want to intrude privacy of customers. In fact, they only analyse Wi-Fi 

data on an aggregated level, where no individuals are distinguishable. 

Experiment Setup 

We conducted the following experiment. To link the two data sources, we divided the Wi-Fi 

data into training data (3 months) and test set data (0.5 month). Each time a customer was 

detected in the region of the point of sale, we made a lookup query for the purchases made in 

the shop at that time. This yields a set of potential customers that are associated with the pur-

chases. Note that due to inaccuracies in the time and location resolution of Wi-Fi positioning 

data, and due to a limited sample of customers that are trackable in the first place, there is an 

ambiguity in this mapping. 

By doing this for all the customers in the training data, we established potential links between 

anonymised MAC addresses and customer profiles. When a returning customer is detected at 

a later date and time at the POS, we repeat this process and receive a second set of potential 

customers.  

In this way, we create a bipartite graph between customers on the one hand and Wi-Fi identi-

fiers on the other hand. The weighted edges between these two sets represent the frequency of 

co-occurrence of a Wi-Fi signal and a purchase. We then applied a maximum weight match-

ing algorithm to find the optimal matching between customers and Wi-Fi-signals. This results 

in a mapping from Wi-Fi signal identifiers to customer identifiers. 
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We evaluated the matching that we learned from the 3 months training data against the test set 

of two weeks in April. For each Wi-Fi signal identifier encountered in the test set at the 

checkout, we assign the customer of the matching. We consider our assignment to be correct, 

if the customer assigned this way also appears in the lookup query of the POS data of the test 

day at the time. 

Results 

The results show that from the 282 Wi-Fi signals detected in the test set at the POS area, we 

have no association for 247 (87.6%) of the identifiers, we have 29 misses (10.3%), and we 

have 6 hits (2.1%).  

We interpret these unmatched Wi-Fi records with no association as customers that did not 

visit the store before in the training data. For the remaining 35 cases, we have a mapping, i.e., 

they had previously visited the store. In the case of these customers, we were able to map 6 

cases (17.1%) where the predicted customer ids actually made a purchase at that point in time. 

5.4.1 Privacy threats 

The above experiment demonstrates that even with a relatively simple temporal and spatial 

collocation matching, linkage of Wi-Fi data to customer profiles can be achieved. Regarding 

the accuracy of the mapping, we are sure that it can be improved by making better use of the 

positioning infrastructure, and additionally by also considering the basket contents and the 

areas visited. 

Given this link, all features that we can derive from the Wi-Fi positioning data (cf. Section 

4.3.1) can be attached to the customer profiles. Thus, the known identities are linked to this 

information that includes shopping patterns and shopping partners. 

Customers should be protected from these threats to their privacy. 

5.4.2 Proposed privacy controls 

The correlation of Wi-Fi path information to customer profiles is possible via the spatial and 

temporal proximity of the joined data sets. Simply censoring the time information in the Wi-
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Fi traces is not enough. We conducted the same experiment with a bigger time window of 16 

hours and we were still able to identify some returning customers
3
.  

We propose that each visit needs to be stripped of its MAC address, or any anonymised ver-

sion of it. Instead a new random identifier should be assigned to every Wi-Fi visit. This en-

sures that a returning customer gets a fresh identifier at each visit. Additionally, the time of 

day of the Wi-Fi visit data should be censored by a random shift. This shuffles the visits to 

minimise linkability to the POS data to a random guess between all visitors of a day. 

 

                                                 

 

3
 The reason is that the potential set of customers buying items on the same days, as a returning customer with a 

Wi-Fi device, drastically reduces when the customer returns for a second or third purchase at other days. The 

intersection of the potential customers only includes those customers that also bought items at the same days.  
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5.5 Resulting Privacy Risk Matrix 

Combinations - with POS data 

all features on the left plus: 

with POS data + SL 

all features on the left plus: 

RFID data Potentially identifiable4 

+ time of visit 

+ frequency of visit 

Identifiable 

+ fitting room usage 

+ after purchase lingering 

probability 

Identifiable 

+ min. walking speed 

RFID RTLS data Potentially identifiable4 

+ fitting room usage 

+ items of interest 

+ walking speed5 

Identifiable 

+ linkage to customer 

profile 

 

 

Identifiable 

+ detailed path informa-

tion 

+ walking speed 

+ distance covered 

Wi-Fi  

positioning 

data 

Identifiable 

+ detailed path informa-

tion 

+shopping partners 

Identifiable 

+ linkage to customer 

profile 

+ shopping partner iden-

tities 

Identifiable 

+ min. walking speed 

+ distance covered 

RFID  

RTLS data + 

WiFi 

Identifiable 

+ detailed item interac-

tions 

+all features in this column 

Identifiable 

all features in this column 

and to the left of it 

Identifiable 

all features in this matrix 

Table 1: Privacy risk matrix. 

The matrix in Table 1 summarises the combinations of data with their associated privacy 

risks. Note that without applying controls to the data, RFID data of any sort can lead to identi-

fiable data, the threats to privacy are rising with the degree of information that can be col-

                                                 

 

4
 Sewn-in RFID tags from the retailer (or other organisations) that are carried allow for identifiability of persons. 

With DeviceFree data, the obtained information can be used to extract activities [5]. These activities and their 

features might allow us to single out individuals who have certain traits (e.g., a person suffering from Parkin-

son’s disease would emit a shaking pattern when holding RFID tags). 

5
 Walking speed can be extracted when devices support the extraction of Doppler-shifts that hint at the speed of 

tags. 
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lected, which increases from top left to bottom right posing the largest threat to customer pri-

vacy. 

5.6 General Recommendations 

We recommend organisations to store only as much information as needed. The aggregation 

level of stored data should be on the same level as the analysis requires. For example, if an 

organisation was only interested in the frequency and duration of visits at certain store loca-

tions, then any identifiers and path orders should be discarded from the data. In this way, it is 

no longer possible to extract personally identifiable information from the aggregate data, and 

also linking this aggregated data with other data sources to identify individuals is no longer 

possible. However, interesting marketing questions can still be correctly answered. For exam-

ple the question of how many more visits were detected after a marketing initiative for an 

item group at a store location can be answered on an aggregate level, while ensuring that the 

data is anonymous falling outside of the remit of the GDPR.  

If an organization does not obfuscate and aggregate gathered location data, but stores the en-

tire location data (even if it is strictly separated from the POS data), the data needs to be 

treated as pseudonymised data, as joining the location data with POS data leads to personal 

identifiability through temporal and spatial correlation, as was demonstrated in Section 5.4. In 

this case, the data falls under the GDPR, but the exceptions in Article 11 “Processing which 

does not require identification” apply in this case. Article 11 relaxes some provisions of the 

GDPR on the use of such data.  
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6 Conclusions 

Considering the new EU General Data Protection Regulation (GDPR) that regulates data that 

could potentially be used to identify natural persons, we analysed different RFID-related data 

sources and their combinations for risk of identifiability.  

We found that RFID data sets, even in their simplest form (stationary readers reporting de-

tected EPC tags) can be considered identifiable, as it cannot be made sure that individuals 

carry identifying tags with them in form of sewn in tags. However, a simple control for this 

case is to discard any unexpected EPC reads that are not stored in the inventory system ren-

ders the data pseudonymous. When connecting these data to the point of sale (POS) data, 

however, the information can be associated with customers and thus is personally identifiable. 

For all other data sources and combinations, we found that they are indentifiable and therefore 

fall under the GDPR. We consequently proposed privacy controls that reduce the risk of iden-

tifiability by discarding relevant correlation information, while still being able to answer mar-

keting relevant queries on aggregate levels. 

To be on the safe side, customers should be notified about data collection schemes and asked 

for their consent in sharing the information that positioning and sensing infrastructure capture 

about them. 
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