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Executive Summary i 

 

Executive Summary 

This deliverable presents the GDPR (General Data Protection Regulation) compliance tool 

which was developed during this project. The tool can be used for self-assessment of the 

compliance with the new data protection regulation. For the tool, a machine-readable model for 

the GDPR obligations has also been developed which can be reused for applications like – 

translating the compliance tool in other languages, information retrieval from the GDPR and 

automated summarizing of the relevant portion of the regulation. 
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1 Introduction 

Legislations like the General Data Protection Regulation (GDPR) are quite important for 

engineers/developers who are involved with the development of IT systems processing personal 

data. However, the interpretation of the legislations involve subjectivity and ambiguity [1], 

especially for readers with non-legal background. Also, legal texts include a lot of cross-

references to other legislations which complicate it further. Thus, it is challenging for the 

engineers/developers to ensure compliance with such legal requirements. To overcome this 

challenge, some companies prepare a simplified version of the legislation for easy 

understandability. Also, there exists a number of software tools which help in understanding 

legislations. In the field of data protection, Privacy Impact Tools are used to check the 

compliance as well as the privacy risks associated with an IT system in consideration. Such 

tools, in general, rely on a fixed list of obligations that is presented in a simplified way. While, 

this is not a major issue because the legislations do not change frequently, it becomes an issue 

with the GDPR replacing the old directive. For the new legislation, applicable from 25th May 

2018, new checklists and tools would be required. However, as GDPR is a new regulation, its 

interpretation would change over time based on the case law. Thus, tools based on the GDPR 

have to be dynamic to incorporate the future changes in interpretation. If the GDPR is translated 

to a dynamic machine-readable model and the tools rely on this model then the problem of 

changing interpretations would automatically be reflected. Based on this idea, in this deliverable 

we first propose a framework for translating the GDPR in a machine-readable model and then 

use the model to develop a compliance tool. 

In section 2, we start with discussing the work on a Privacy Impact Assessment (PIA) tool 

which started in 2014 before the new GDPR was released. We then describe the challenges 

faced for the tool along with the change of plans after the GDPR release. Then, is section 3, we 

analyse the complexity of the GDPR along with the filtering of parts defining obligations. In 

section 4 we describe the modelling of obligations in a machine-readable format. Later, in 

section 5, we present the newly developed GDPR Compliance tool. In the end, we conclude 

with the current limitations of the tool along with the plans for future work.  
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2 Background 

2.1 Initial work on the Privacy Impact Assessment tool 

Work on a PIA tool started back in November 2014. The initial plan was to come up with an 

impact assessment tool for the industry partners that would guide them through the privacy 

related requirements.  

2.1.1 Other existing tools 

In the literature, there existed two broad categories for assessment tools – 1) with objective 

questions and high-level, 2) with subjective questions and elaborate. In the following we 

describe one tool for each category (GS1 tool and iPIA tool) which focusses on RFID related 

applications.  

2.1.1.1 GS1 RFID PIA Tool 

 

Figure 1: A screenshot of the level 3 assessment screen for the GS1 PIA Tool 
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This tool is an example of the first category with objective questions. To begin with the analysis, 

the user is presented an initial assessment where 4 questions are asked to measure the level of 

assessment required (no assessment, level 1, level 2 and level 3). For the highest level (level 3), 

a list of 25 objective questions are presented which are categorised into 5 sections, shown in 

Figure 1. An example of a question from the tool - “Is the presence of RFID reader clearly 

indicated?” The question can simply be answered by a Yes or No. Although, the objective 

questions are convenient to answer, the assessment suffers with an overconfidence bias. This 

happens due to the oversimplification of the questions. There exists no objective benchmarks 

for constraints like “clear indication”.  

For example, the user’s perspective of clarity could possibly be not that clear for the end 

customer of the service. Also, as the set of questions is limited the report generated does not 

cover all the major aspects.  

2.1.1.2 iPIA Tool 

 

Figure 2: A screenshot from the iPIA tool for evaluating the privacy targets 

Like the GS1 tool, iPIA tool also presents an initial assessment to analyse the level of 

assessment required (no PIA, small scale, full scale). The full-scale assessment is divided into 

4 main parts: 1) Definition of Privacy Targets, 2) Evaluation of Degree of Protection Demand 

for each Privacy Target, 3) Identification of Threats for each Privacy Target and 4) 

Consolidated view of the controls. In the first part, a total of 16 targets are presented for which 

the user should provide the contextual explanation for all the relevant targets. After that, in the 

second part, the user is asked to rate 5 different aspects for protection demand as shown in 

Figure 2 (1. impact on reputation and brand value, 2. financial loss, 3. social standing or 

reputation 4. financial well-being 5. personal freedom) of the relevant targets identified in the 
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previous part. Also for each privacy target, the reasons should be described. Thus, for the 

second part, a max of 80 (16 targets each in 5 categories) reasons need to be stated. For the third 

part, a set of privacy threats are generated based on the relevant targets. A max of 60 threats are 

generated for which the user must answer if the generated are likely or not along with an 

explanation for each. Based on the likely threats, a list of controls is computed which should be 

analysed to estimate the privacy impact of the service under consideration. Hence, along with 

objective yes/no questions or rating related questions, the tool also consists of up to 140 

descriptive questions (80 for privacy targets + 60 for privacy threats). Answering 100+ 

descriptive questions becomes time consuming but leads to a very elaborate report in the end. 

However, as the answers are all descriptive, those are not analysed by the tool which makes it 

difficult to quantify the results. 

2.1.2 Developed prototype of the tool 

 

Figure 3: A screenshot from the prototype for the PIA tool 

After analysing the pros and cons of the available tools, we referred to a paper by Wright et al. 

[2] where they summarised the views of different Data Protection Authorities (DPAs) in the 
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EU on the specifics of a PIA policy. DPAs want PIAs to be simple yet comprehensive, cost 

effective, risk based and based on objective criteria. To meet these expectations, we wanted to 

retain the objectivity of the questions along with ensuring the elaborate nature of the analysis. 

To overcome the overconfidence bias discussed for GS1 PIA tool, we prepared questions at a 

higher level of granularity to attain higher objectivity. For instance, instead of asking if all 

information was provided or not we ask separate questions for different fields of information 

that should ideally be provided. Initial mock-ups of the tool were presented during the first 

review meeting in June 2015. Figure 3 shows a screenshot of the initial prototype.  

2.2 Major challenges faced 

2.2.1 Open-textured nature of legal texts 

Open-textured nature of a concept refers to the vagueness such that there exists a possibility 

that the definition for parts of the concept may change, may be left out or may be added in 

future from which point the new modified concept would be applicable [3]. Valente further 

describes two different types of open-textured nature:[4]: 1) incomplete definitions - where not 

all conditions are mentioned for the application and 2) primitive concepts - where the 

application is not defined. For instance, from the 2012 EU proposal for the GDPR [5] consider 

Article 5 para 1(d) “every reasonable step must be taken to ensure that personal data that are 

inaccurate”. Here the description is incomplete and the term “reasonable” has been left open 

for interpretation. Similarly consider Article 11 para 1 “The controller shall have transparent 

and easily accessible policies”. In this case, the definition of transparency is primitive and not 

defined. This open-textured nature of the legal text hinders the objectivity of the questions for 

the tool.   

The law is not only defined by regulations but also by case law which is basically the 

interpretation of text from the regulations by the courts [6]. These interpretations can be helpful 

to seek clarity for an open-textured concept. For example, Judgment of the EU Court 2003 for 

Case C-101/01 dated 6 November1 provided better clarity for the concept - processing by 

automated means. Similarly, Judgement of the EU Court for Case C‑131/12 dated 13th May 

                                                 

 

1 http://curia.europa.eu/juris/celex.jsf?celex=62001CJ0101&lang1=en&type=TXT&ancre= 
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20142 clarified the definition for an establishment and explained that display of results by any 

search engine online can also be considered as processing of personal data in the following 

case: “if search made on the basis of a person’s name, the list of results displays a link to a web 

page which contains information on the person in question”. Also, specific for data protection 

related laws in EU, the Article 29 Working Party also releases Opinions3 to help with the 

interpretations. For instance, Opinion 06/2014 (WP217)4 elaborates on the concept of legitimate 

interests.  

To find relevant judgements of the courts was a big challenge as the directive and the 

recommendation for the GDPR are full of open-textured concepts and all the judgements are 

not objective enough to use directly for our application.    

2.2.2 Changes in the legislation related to data protection 

25/01/2012 - 27/04/2016

AMENDMENTS PHASE

25/01/2012 - 27/04/2016

AMENDMENTS PHASE

25/01/2012

THE EU COMMISSION
PUBLISHED A PROPOSAL 

FOR THE GPPR

25/01/2012

THE EU COMMISSION
PUBLISHED A PROPOSAL 

FOR THE GPPR

12/03/2014

EU PARLIAMENT S
OPINION ON THE FIRST READING

12/03/2014

EU PARLIAMENT S
OPINION ON THE FIRST READING

27/04/2016 - 25/05/2018

IMPLEMENTATION PHASE

27/04/2016 - 25/05/2018

IMPLEMENTATION PHASE

27/04/2016

THE GDPR IS ADOPTED

25/05/2018

THE GDPR COMES
INTO FORCE

01/01/2012 25/05/2018
01/01/201301/01/2013 01/01/201401/01/2014 01/01/201501/01/2015 01/01/201601/01/2016 01/01/201701/01/2017 01/01/201801/01/2018

 

Figure 4: Timeline for the GDPR, from the proposal in 2012 till the date it comes into force in 2018 

The proposal for the GDPR was presented the EU Commission in January 2012. We used this 

document instead of the old directive of 1995 for the tool. However, till 2014 a total of 3,999 

amendments were made in the document5. The unofficial version of the final draft was released 

in December 2015 and the final regulation document was finally published in April 2016. It 

would repeal the directive and would be applicable from 25th May 2018, the timeline has been 

                                                 

 

2 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62012CJ0131 

3 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/index_en.htm 

4ec.europa.eu/justice/data-protection/article-29/documentation/opinion-ecommendation/files/2014/wp217_en.pdf 

5 www.janalbrecht.eu/fileadmin/material/Dokumente/Data_protection_state_of_play_10_points_010715.pdf 
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illustrated in Figure 4. The official GDPR due to the substantial number of amendments was 

quite different from the proposal that we considered as a basis for our tool. These changes posed 

a challenge for the tool as it required considerable changes not only for the questions but also 

for the software code of the tool as the structure as well as dependencies were changed in the 

final text. For all the new additions and changes in the GDPR refer to the Deliverable D5.2. 

2.3 From a PIA tool to a GDPR Compliance tool 

As discussed, the GDPR was published in April 2016 and the companies now have time only 

till May 2018 to ensure compliance with the regulation. In case of non-compliance, companies 

can be subject to financial fines up to €20 Million or in the case of an undertaking, up to 4 % 

of the total worldwide annual turnover of the preceding financial year, whichever is higher. 

Hence, compliance is crucial to avoid the hefty fines. Though PIA enables a company to 

demonstrate its compliance with the legislation, it is much more than a compliance check. 

However, due to the limited time window to ensure compliance, our industry partners showed 

more interest for a tool which assists them in ensuring compliance. As a result, during the 

second review meeting in June 2016, it was decided that we emphasise more on GDPR 

compliance. However, PIA was still conducted and elaborately documented in D5.3. 

Learning from the challenges faced, we decided to take a step back and redefine the objectives 

for the compliance tool. Firstly, as the GDPR text is full of open-textured text, it is important 

to reflect that in the tool and not solely focus on objectivity. Trying to convert such parts into 

objective rules introduces subjectivity in the analysis which may or may not be the right 

interpretation. For instance, attempting to design objective questions to check terms like 

conciseness when it is not explained elaborately in the GDPR text would introduce subjectivity. 

Secondly, the tool should also be dynamic enough to incorporate the changes that would take 

place in future through courts’ interpretation of the text. As the GDPR comes into force only in 

2018, there is no court cases dealing with it. For ensuring the dynamic nature, we would have 

to make the regulation machine readable or in other words model it in a machine-readable 

format. 

Meeting the first objective requires extra caution while designing the questions to avoid any 

subjective interpretations. But, ensuring the dynamic nature for meeting the second objective 

requires a lot of efforts. Specially because, to best of our knowledge, in the literature there is 

no such standardised framework defined to systematically model the GDPR text in a machine-

readable format. In the following section, we thus focus on legislations in general to analyse 

the existing options for the modelling. 
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2.4 Related work on legislation modelling 

In the literature, different techniques and vocabularies have been proposed to model the legal 

texts. Some researchers have used Unified Modelling Language (UML) for modelling 

legislations [7, 8].  UML diagrams visually describe the legal text and in general lead to 

enhanced human readability, and include a declarative language called Object Constraint 

Language (OCL) for translating legal text as machine readable rules. However, due to the lack 

of standards for the vocabulary used, UML is not used widely as compared to formats using 

XML.  

 

Figure 5: A screenshot from the GDPR document in XML format available on EUR-Lex6 

XML, eXensible Markup Language is a markup language that can be used to represent a 

document in a format that is both human and machine readable. Boer et al. have proposed an 

open standard which can be used to represent legal texts [9]. XML is used extensively for 

providing legal texts on the web. For instance, EU web application – EUR-Lex which provides 

access to different EU legislations also uses XML for encoding the different documents7, an 

example shown in Figure 5 for the XML version of the GDPR.  Though XML is a good option 

for representing the legal data, and it easily defines hierarchical relations (like parent-child 

relation), it does not provide adequate options for modelling all the relationships which are 

loosely defined. For instance, it is simple to define directive or regulation tag for a document 

but it is not straightforward to define the relation between these tags. 

RDF, Resource Description Framework overcomes the above-mentioned shortcoming of XML 

and is a standard model for data interchange on the web. RDF describes statements in the form 

of subject-object-predicate, known as triples. Here, subject and object refers to the resource 

                                                 

 

6 http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679 

7 http://eur-lex.europa.eu/content/help/faq/linking.html 
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under consideration, while predicate denotes the traits of the resource and expresses the 

relationship between the subject and the object. Addition of relationship element in the 

description extends the concept of Web and gives rise to Web 3.0 or Semantic Web where 

ideally all the defined entities have some relations defined for sharing / reusing data across 

different applications, organisations etc. EU Council acknowledges the emergence of Semantic 

Web and promotes the initiative called European Legislation Identifier (ELI) which aims to 

represent all EU legislative documents using RDF. Following is an excerpt from the Council’s 

conclusions for ELI: 

“Benefiting from the emerging architecture of the semantic web, which enables 

information to be directly processed by computers and humans alike, ELI would 

allow a greater and faster exchange of data by enabling an automatic and efficient 

exchange of information.” OJ C 325, 26.10.2012, p. 3–118 

 

Figure 6: ELI ontology to model the metadata of the legislations 

ELI describes a framework to define standardised identifiers based on HTTP (Hyper Text 

Transfer Protocol) URIs (Uniform Resource Identifier). For the relationships between the URIs, 

it also defines a common ontology for metadata of the legislation text, as shown in Figure 6 

which enables information to be directly processed by computers and humans in an analogous 

way. For instance, it defines aspects like type of legal resource, administrative area where the 

legislation is applicable, its language, when does it come in force etc. 

                                                 

 

8 http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1493638576536&uri=CELEX:52012XG1026(01) 
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For our GDPR compliance tool, we also follow EU Council’s recommendation and build the 

application making use of RDF. In the next section, we first start with the GDPR analysis in 

order to represent it using RDF in the subsequent part.  
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3 Analysing the GDPR 

3.1 Complexity of the GDPR 

The new EU General Data Protection Regulation (GDPR) has more than 80 pages of legal text. 

The text is categorised in 11 chapters and has 99 articles with 414 paragraphs. Along with 

relations with other legal documents, the legal text also defines a lot of interdependencies within 

the text. For instance, consider the following text from Article 12 para 1: 

The controller shall take appropriate measures to provide any information referred 

to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34 

relating to processing to the data subject in a concise, transparent, intelligible and 

easily accessible form, using clear and plain language, in particular for any 

information addressed specifically to a child. 

 

Figure 7: Relations defined in the GDPR for Article 12 para 1.  

So, Article 12 para 1 is related to articles 13 to 22 and 34 (a total of 11 relations), illustrated in 

Figure 7. For this case, the obligation to ensure that information given to data subjects is 

transparent as defined here cannot be checked in isolation as it is related to other obligations 

defined in Article 13-22 and 34. Thus, transparency cannot be analysed in isolation and it is 

important to consider all the related articles. Similarly, by considering all the 11 chapters, 99 

articles and 414 paragraphs we identified a total of 733 (653 unique) relations. Figure 8 

illustrates all such relations. In the figure, the yellow balls represent the Chapters, the blue balls 

represent the Articles and the pink balls represent the Paragraphs 
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Figure 8: A visualisation of all the 733 relations defined in the GDPR 

3.2 Focusing on Obligations 

The major goal for the modelling is to enable software based compliance checking. Hence, it is 

important to model all the obligations for the controllers and processors. Fortunately, not all of 

the 99 articles define such obligations. For instance, there are articles which define other aspects 

like the objectives of the document, definitions, info about GDPR’s entry into force etc. Such 

articles can therefore be ignored for the modelling. We analysed the text and filtered 30 such 

articles comprising of 135 paragraphs which define and discuss obligations for controllers and 

processors.  
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Figure 9: Visualisation of the filtered set of Chapter, Articles and Paragraphs that are related to 

obligations for the controllers and the processors 

Thus, we reduce our scope based on the requirements for the compliance tool. Figure 9 shows 

the filtered articles and paragraphs. An example of such an obligation: Article 13 para 1 “…the 

controller shall provide the data subject with the following information…”. Here, the defined 

obligation is to provide a list of information to the data-subjects.   

However, not all the obligations are at the same level due to the relations/interconnections 

discussed in the previous subsection. For the example referred in Figure 10, the obligation of 

providing information, defined in Article 13 para 1, is related to Article 12 para 1 as that refers 

to Article 13 and defines that all information provided in Article 13 should be “concise, 

transparent, intelligible and easily accessible form, using clear and plain language”. Thus, in 

this case, the obligation of transparency can be considered as a dependent obligation which is 

required for the obligation of providing information to the data subject. We refer to all such 

dependent obligations as sub-obligations, which are defined in conjugation with the main 

Provide information

(Article 13 para 1)
Requires

Concise, transparent, inteligible... 

(Article 12 para 1)

Figure 10: Relation between Article 13 para 1 and Article 12 para 1 
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obligations. The concept of sub-obligation is analogous to the concept of secondary rule as 

defined by Hart et al. [10] where secondary rules are simply rules for the primary rules.  

Further, there are some obligations defined which are not mandatory but recommended to fulfil. 

For instance, Article 12 para 7 states “The information to be provided to data subjects pursuant 

to Articles 13 and 14 may be provided in combination with standardised icons”. The 

requirement to use privacy icons is therefore an optional obligation.  

In addition, the legal text also defines some exceptions where the defined obligations are not 

applicable. For example, Article 30 para 5 states “The obligations referred to in paragraphs 1 

and 2 shall not apply to an enterprise or an organisation employing fewer than 250 persons…”. 

In this case, the paragraph defines an exception and the obligations defined in para 1 and 2 are 

dispensed (no longer applicable) if the defined condition is met.   

After identifying the major categories for obligations, in the next subsection we discuss the 

modelling of the obligations in a machine readable form. 
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4 Modelling Obligations using RDF 

4.1 Limitations of the ELI ontology 

The focus of ELI has been to promote publishing legal documents with relevant metadata on 

the web. Due to simplified model, it has been adopted by several member states. For instance, 

Ireland has implemented ELI for all legislation on the Statute Book, Italy has used it for 

government Gazette, Portugal has recently started with the implementation of ELI for the 

legislations etc.  The strength of simplified model, however, leads to some shortcomings. The 

metadata model focuses on the high-level attributes and relations between the different 

documents, but do not define the relations among different paragraphs within the regulation. 

For example, using ELI, we can model that the GDPR repeals the older directive but cannot 

model the relations between their articles or paragraphs.  

 

Figure 11: Relations which can be mapped using the ELI ontology 
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Thus, ELI can enable the compliance tools to link the different legislative documents, such that 

users of tool can be redirected to the documents in other languages as well as to all the 

documents related to the concerned document. For instance, if a tool is based on the GDPR, 

ELI can enable links to GDPR in other languages along with the related regulations and national 

acts to get a clearer picture of all the legislative documents related to it. Figure 11 illustrates 

relations of the GDPR text with other legal documents (a total of 18 relations). However, 

linkages at the article level is not currently possible. This reduces the benefits as compliance 

tools would generally focus on legislative text of one document which is not modelled using 

ELI. In other words, ELI would add dynamic links between the different documents but still 

information within a document would have to be “hard-coded” and would not be dynamic.  

To fill this gap, it is required to extend ELI such that entities within a document can be defined 

along with their relationships. Thus, in the next part we explore ontologies which can be used 

for the purpose.  

4.2 Other RDF Ontologies 

Hoekstra et al. have proposed a general ontology for the legal domain called the LKIF core 

which is quite popular [11]. It attempts to create a high-level model which would fit all the legal 

texts. Similar to LKIF, there also exist other high-level ontologies like LRI [12]. However, these 

are even more generic than the ELI ontology. Thus, these do not fit our requirements.  

Regarding data protection and privacy, W3C has developed an ontology Open Digital Rights 

Language (ODRL) which can model privacy expressions, though the main purpose is 

“publishing, distribution, and consumption of digital media" [13]. This ontology has been used 

by Korba et al. in their paper and they show the modelling of data protection directive of 1995 

using ODRL [14]. The ODRL ontology has been developed to model rules for sharing of digital 

media which is can be considered analogous to sharing of personal data in the case of GDPR. 

Thus, we decided to proceed with ODRL for our GDPR related modelling. In the next part, we 

first summaries the core model for ODRL and then define GDPR specific vocabulary in order 

to attain better clarity.   

4.3 ODRL 

4.3.1 The ODRL core ontology 

The ODRL model has the following components – a Policy is the central entity which 

describes the policy expression. The Policy defines a Rule. Rule is classified into 3 
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subclasses. First, Permission specifies that the Policy expresses an Action that may be 

performed. Second, Prohibition specifies that the Policy expresses an Action that 

must not be performed. Third, Duty represents the requirement which should be fulfilled for 

getting the Permission. Actions are operations that can be either allowed by 

Permissions or disallowed by Prohibitions. A Party is an entity which participates 

in policy related transactions. Also, an Asset is anything which can be subject to a policy. The 

Rule class can have Constraints that is associated with restricting or limiting the scope. 

 

Figure 12: The core ODRL model9  

4.3.2 Proposed profile for the GDPR 

The GDPR is represented as an instance for Policy, while personal data is an instance of the 

Asset class. Similarly, the controllers, processors, data subjects, supervisory authorities can be 

expressed as instances of the Party class and data processing as an instance of the Action class 

whereas GDPR obligations are defined as instances of the Duty class. Using the existing ODRL 

model, it is difficult to express: 1) the discretional (optional) duties, 2) dispensation scenarios, 

3) Sub-obligations which are not independent and 4) constraints related to Action, Asset and 

Party.  

                                                 

 

9 Source: https://www.w3.org/TR/2017/WD-odrl-model-20170223/, extracted on 16th April 2017 

https://www.w3.org/TR/2017/WD-odrl-model-20170223/
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Figure 13: The modified ODRL model for the GDPR 

As such, we propose minor modifications in the core model, as shown in Figure 13 (highlighted 

in yellow). Addition of the following subclasses for the Constraint class would tackle the first 

three issues – 1) Discretional for the duties which are recommended but not obligatory, 2) 

Dispensation for modelling the exception scenarios, and Feature for the sub-obligations. For 

the fourth issue, we define additional relations between Asset-Constraint, Party-Constraint and 

Action-Constraint. For the ODRL vocabulary, if all duties are fulfilled then a Permission is 

granted. For our scenario, if duties are fulfilled then compliance is attained, thus, we define the 

Compliance class equivalent to the Permission class. Also, for clarity reasons we add Article 

and Paragraph subclasses to the Policy class. 

4.3.3 Modelling using the proposed profile 

Based on the GDPR instance as described in the previous section, we analysed the filtered 30 

articles and 135 paragraphs which defines obligations for controllers and processors (illustrated 

in Figure 9). The text was coded as duty, feature, dispensation or discretional based on the 

classes defined as shown in Figure 13. Based on the coding the resulting model is shown in 

Figure 14. In the figure, the blue balls refer to the Articles, pink balls to the Paragraphs, 

red balls to Dispensation, green balls to Duty and orange balls to the Feature class. 
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72 duties, 105 features and 25 dispensation constraints were identified. It is important to note 

that, not all paragraphs could be modelled using the GDPR instance as described in the previous 

section.  

 

Figure 14: The GDPR model with the underlying relations, consisting of 72 duties (in green), 105 features 

(in orange) and 25 dispensation scenarios (in red) 

Text from 95 out of 135 paragraphs (~70%) could be represented and rest of the paragraphs due 

to the underlying complexity could not be modelled using the ODRL ontology. An example of 

such a paragraph with complex conditions: 

Article 34 para 4: If the controller has not already communicated the personal data 

breach to the data subject, the supervisory authority, having considered the 

likelihood of the personal data breach resulting in a high risk, may require it to do 

so or may decide that any of the conditions referred to in paragraph 3 are met.……. 



 

 

24 

 

Protégé10, an open source ontology editor, has been used to design the model and to feed all the 

instances for duties, features etc. A Web Ontology Language (OWL) file is generated which is 

then used by the tool.   

 

                                                 

 

10 http://protege.stanford.edu/ 
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5 The GDPR compliance tool 

The developed tool is a web application which can be accessed via a web browser. This results 

in platform independence and high flexibility in terms of its usage as no installation is required 

at the user’s end for using the application. In this following part, we explain these different 

components of the tool. Figure 15 presents the different components of the tool along with their 

relations. 

GDPR

Parser for the 
model

Assessment 
engine

Report engine

Preliminary 
assessment

interface

Main assessment 
dashboard

Report interface

 

Figure 15: Different components of the Compliance tool 

5.1 Overview 

The green box represents the GDPR model and the compliance tool is shown as the blue box in 

Figure 15. We categorise the different components of the tool as parts of backend or frontend. 

Backend consists of a parser which reads from the GDPR model. An assessment engine 

processes the model and generates questions for a preliminary assessment. The preliminary 

assessment involves analysing the applicable rules (obligations) for the data processing which 

is to be assessed for compliance. For instance, processing sensitive data involves more 

obligations as compared to processing data which is anonymised. The preliminary assessment 

is shown to the user of the tool where they have to answer some objective Yes/No questions. 

The assessment engine then analyses the answers provided by the user and computes a set of 

applicable duties/features. This set of applicable duties is used for the main assessment. In the 
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frontend, there exists a dashboard to guide the user with different parts of the assessment. Like 

the preliminary assessment, the user is provided with Yes/No questions for the main assessment 

as well. Once all the questions are answered, the assessment engine sends all the answers to the 

report engine. The report engine processes all the responses and prepares a compliance report 

which is then displayed to the user in the report interface. Thus, the assessment for compliance 

can be completed by just answering the given objective questions.  

5.2 Technical aspects 

5.2.1 Frontend 

The frontend is built upon “Bootstrap”, one of the leading frameworks for building web 

applications. The framework is well supported on all the modern internet browsers including 

desktop based as well as mobile browsers. For user interaction, JavaScript has been used to 

provide information in a dynamic way. JavaScript also provides a gateway to the backend where 

the user data is processed, analysed and sent back to the front end. Hence, Bootstrap and 

JavaScript are the two major technologies used for the front end.  

5.2.2 Backend 

The backend as discussed before consists of a parser, an assessment engine and a report engine. 

The parser dynamically reads the GDPR model and stores it a RDF store (database) and reflects 

changes whenever the model is modified. The assessment engine then executes SPARQL 

queries on the RDF store to first prepare the questions for the preliminary analysis and then 

based on the user input, the set of obligations that would be applicable. Assessment engine 

stores the result of the queries in a relational database. Also, the user data is stored in a relational 

database as well. Thus, one RDF store and two relational databases are used by the tool.  The 

relational databases are mapped to the MySQL database management system.  

All the code for the processing and interaction with the databased is written in PHP 7.1 along 

with the framework called Laravel.  
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5.3 User Interface 

5.3.1 Preliminary assessment 

The preliminary assessment analyses the type of data processing under consideration to 

generate the set of obligations which would be applicable. These questions are generated based 

on the constraints related to Asset, Party and Action. The assessment consists of 11 

questions which should be answered before proceeding to the main assessment. Figure 16 

shows the screen with questions for this part. For the questions, an i button is provided to display 

relevant additional information. 

 

Figure 16: A screenshot from the Preliminary Assessment screen, box in blue shows the additional 

information relevant to the related question 

5.3.2 Dashboard overview 

After the preliminary assessment, the tool shows the dashboard. Questions related to obligations 

are not shown as a flat list. Instead, they are categorised based on the GDPR chapters, shown 
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in Figure 17. The user can start the assessment from any chapter and the dashboard enables 

them to track their progress in terms of the total number of questions answered as shown in 

Figure 18.  

 

Figure 17: Screenshot of the dashboard before the user starts the main analysis  

 

Figure 18: Screenshot of the dashboard displaying the progress 

5.3.3 Interface for user input 

The basic interface provided for the user input for questions related to obligations is similar to 

the preliminary analysis. The main difference here is that not all questions are displayed at once. 

The Features (sub-obligations) are only shown when a user selects the option Yes for the 

obligation in consideration. For instance, consider the following examples shown in Figure 19 
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and Figure 20: The obligation deals with providing a right to object for the data processing to 

the data subjects. If the user selects No, then no further questions are asked, see Figure 19. 

While, if Yes is selected as shown in Figure 20, then all the sub-obligations/features are 

displayed. For instance, whether the information about right to object is provided during the 

first communication or is the information provided about this right is well separated from the 

other pieces of information etc. Thus, instead of asking questions separately, we couple the 

related questions together such that all aspects related to an obligation are checked at one place.  

 

Figure 19: Screenshot showing the interface when user clicks No 

 

Figure 20: Screenshot showing the interface when user clicks Yes 

5.3.4 Report 

After the user answers all the questions, the user is presented with the report interface which 

provides an overview of all the obligations which have been fulfilled or not. The fulfilled parts 

are shown in green and unfulfilled parts are shown in red. Figure 21 shows a snapshot related 

to the obligation illustrated in Figure 20. 
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Figure 21: A screenshot showing part of the report 

5.4 Key features 

After describing the functionality of the tool and the user interface, in this part we discuss the 

major features of the tool which distinguish it from the available options currently available, 

discussed in Section 2.1.1. 

Decoupled GDPR model from the tool 

We have discussed the challenge of changing interpretation of the legal text in section 2.2.1. 

This issue affected our initial version where the questions were prepared manually and fed in 

the software. However, this was not efficient as every change in the interpretation would have 

required analysing the changes it would bring to the set of obligations to be fulfilled for 

compliance. The GS1 tool and iPIA tool discussed in Section 2.1.1 also use a hard-coded set of 

questions. For the current version, we have been successful in ensuring that GDPR model is 

kept separate from the compliance tool, as illustrated in Figure 15 in Section 5.1, where 

compliance tool is relying on this model for generating a set of applicable obligations. 

Whenever there is any change in the interpretation we just have to change the connections in 

the GDPR model that would be then read dynamically to generate an updated set of obligations.  
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Context based categorisation of questions 

In the GDPR tool, the questions are arranged not only by the chapters but also based on the 

defined relationships among them. We have discussed in 2.1.1 that questions from GS1 tool 

lead to an overconfidence bias because the questions are too broad but still objective. For 

instance, “Is all information provided to the data subjects related to the processing?”. In this 

question, the exact description for what is considered as all the information is missing. Thus, 

even if say 70-80% of the information is provided, the user would be inclined towards 

answering a Yes for this question. Thus, due to lack of clarity, the results would suffer from a 

bias and would not show the real compliance. For our tool, the modelling improves this 

scenario. All the sub-obligations / features are questioned repeatedly for all the applicable 

duties. Let us consider the following GDPR text: 

Article 12 para 1: “The controller shall take appropriate measures to provide any 

information referred to in Articles 13 and 14 and any communication under 

Articles 15 to 22 and 34 relating to processing to the data subject in a concise, 

transparent…” 

Article 13   para 1: “1.   Where personal data relating to a data subject are collected 

from the data subject, the controller shall, at the time when personal data are 

obtained, provide the data subject with all of the following information: 

(a) the identity and the contact details of the controller and, where applicable, of   the     

controller's representative…” 

Article 14   para 1: “Where personal data have not been obtained from the data 

subject…” 

 

For the text related to Article 12, 13, 14, the different approaches can be illustrated by 

Table 1. Is the user answers a Yes for the question about information provided, then the 

three questions related to sub-obligations/features is displayed. Though, the questions 

could appear to be repetitive, they provide better objectivity and clarity to the broad 

questions like all the information considered in this example.  
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Table 1: An illustration for the differences in questions based on the different approaches 

GS1 PIA Tool Approach Our Approach 

1) Is it ensured that the provided 

information is concise 

2) Is it ensured that the provided 

information is transparent 

3) Is all the data processing 

information provided for any 

direct data collection? 

4) Is all the data processing 

information provided for any 

indirect data collection? 

1) Is all the data processing 

information provided for any direct 

data collection? 

a) Is it ensured that the provided 

information is concise 

b) Is it ensured that the provided 

information is transparent 

c) Is information about the identity 

and the contact details of the 

controller included? 

2) Is all the data processing 

information provided for any 

indirect data collection? 

a) Is it ensured that the provided 

information is concise 

b) Is it ensured that the provided 

information is transparent 

c) Is information about the identity 

and the contact details of the 

controller included? 
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6 Conclusions, Limitations and Potential 

The GDPR would repeal the directive and would be applicable from 25th May 2018. Ensuring 

compliance with the regulation would be crucial in the coming year. The dynamic tool 

developed for this deliverable can assist the industry partners in assessing their compliance. To 

achieve the dynamic nature, we have described a framework based on semantic web 

architecture that can model legal texts in a machine-readable format. The GDPR machine 

readable model is the foundation of the tool which is also be a valuable resource for the industry 

partners. The model can be reused for other applications like information retrieval in other 

languages, automated summarising of the regulation etc.  

However, as this is one of the early attempts to make the GDPR machine readable, it is not 

perfect in the current form. Using the model described in Section 4.3.2 we were successful in 

translating a total of 95 out of 135 paragraphs (~70%) as machine readable rules for the tool. 

The text with complex conditions is currently difficult to translate using the model. Thus, to 

achieve a higher percentage than 70%, we would need to make modifications in the current 

model. Additionally, we need to make modifications in the model to achieve better clarity 

specifically for the sub-obligations and features which are currently represented using the same 

Feature class in the model. We plan to address these complex conditions to extend the model 

in the future such that all the paragraphs could be represented using the model which would 

further increase the value of the tool.  
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