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EXECUTIVE SUMMARY 

This deliverable is the second version of D3.2 v1 -  Policy and regulation taxonomy. In the first 

version regions to investigate and criteria for the tasonomy were defined. This second version gives 

insights in the regions (grouped by country) on how they fare with respect to each criteria. The criteria 

chosen were seen to be the ones most pertinent to the adoption of Future Internet (FI) technologies, 

specifically in the case of FIWARE. For ease of reading, the set of criteria described in the first 

version of this deliverable is also here included. 

The EU regions involved in this task were selected among those with which the FI-LINKS project got 

in touch since the beginning, therefore representing the regional ecosystems that showed greater 

interest in the adoption of FIWARE technologies (the identification of these regions is detailed in the 

FI-LINKS deliverables “D3.1.1 - Updated version of the ICT region taxonomy focusing on FI-PPP”1, 

plus the following updated version, D3.1.2).  

As for the policy and regulation taxonomy, the first step – identification of criteria – was implemented 

in the first version of this deliverable, the second one – position and classification of regions upon 

those criteria – is exposed in the current final version. Many policies and laws that regulate those 

aspects related to the adoption of FI technologies are not at regional level but, in most cases, at 

national or European-level. To simplify and provide a useful analysis, information was gathered for 

each country represented, as most information was found only at a national or European level. As 

reported in the first version of this deliverable, wide documentation was consulted for data gathering2, 

going from the reports of the S3 Platform3 to National lows and legislations4, the FIWARE project 

itself5, and other sources including material published by the European commission6 and global 

studies.  

A dedicated section of this deliverable is for the survey exercise launched by FIWARE Mundus to get 

info on possible issues affecting the FIWARE adoption addressed at regional level. This questionnaire 

is linked to the taxonomy and was modeled upon its criteria. It was initially proposed to main regional 

representatives in order to have complementary info to complete the positioning of regions with 

respect to criteria and thus the taxonomy itself.  The Questionnaire was circulated to all regional 

representatives that FIWARE Mundus team had previously contacted, unfortunately only few replies 

arrived and the consortium had to agree to completely change the addressees of the survey, asking to 

two different kind of users that have been dealing with the FIWARE adoption: Infrastructure Owners, 

namely FIWARE Lab nodes, and FIWARE application developers (SMEs/WEs from the FIWARE 

Accelerate programme). The results are presented in aggregated form to guarantee the anonymity to 

those who responded. 

                                                      

 

1 http://fi-links.eu/public-deliverables/  

2 D3.2.1: Policy and regulation taxonomy v1, paragraph 3.3 - Gathering data for regions positioning. The deliverable will be 

available in the public deliverable section of FI-LINKS website, at http://fi-links.eu/public-deliverables/  

3 http://s3platform.jrc.ec.europa.eu/ 

4 http://eur-lex.europa.eu, http://www.legislationline.org/ 

5 https://www.fiware.org/, https://www.fiware.org/foundation/ 

6 https://ec.europa.eu/digital-single-market/ 

http://fi-links.eu/public-deliverables/
http://eur-lex.europa.eu/
https://www.fiware.org/
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1 INTRODUCTION 

Goal of this deliverable is to give a drawing of the regional EU policies that could someway affect the 

adoption of FI technologies, with a focus on FIWARE. This overview is captured through the policy 

and regulation taxonomy, a classification of European Regions with respect to main aspects that 

influence the creation of a favorable environment for the deployment and adoption of those 

technologies.  

Those aspects were translated in a number of criteria according to which to implement this 

classification, and this was done in the first version of this deliverable. This first phase started from the 

analysis of inputs coming from the Smart Specialization Strategy and the Coalition for Action, the 

CONCORD PRG Working Group, and from the FIWARE project itself7. The identified criteria, as 

described and explained in D3.2.1: Policy and regulation taxonomy v1, are reported again in this 

second version of the deliverable for convenience and an easier reading, since this version gives 

insights into how the identified regions (grouped by country) fare against those defined criteria.  

As reported since the beginning, the identified regions to consider for the taxonomy were those with 

which the FI-LINKS project got in touch thanks to activities done within the work package for a wider 

Evangelization to European non FI-PPP Participants, namely those EU region mature for and 

interested in the adoption of FIWARE technologies (the activities performed to identify these regions 

is reported in the FI-LINKS deliverables of Task 3.1: “D3.1.1 and the updated version, D3.1.2). 

Final section of this deliverable concerns the outcomes of the survey on issues and challenges 

concerning the adoption of the FIWARE technologies, intended as both as the set-up of FIWARE 

node and as the usage of FIWARE services (GEs) for developing new FI-applications. The 

questionnaire circulated, was published in the D3.2.1 as a first version and improved before being 

submitted to political regional representatives at the beginning of year 2016. The aim of the survey 

was to highlight existing or possible barriers that, especially from a legislative point of view, could 

prevent regions in adopting FI technologies. Those barriers could be due to specific laws or 

regulations/policies in force at national/regional level, which FIWARE should be aware of, since – 

maybe in some cases - those barriers could be removed through specific actions taken by FIWARE. 

The survey was intended also as a complementary source for gathering directly from regional 

representatives, additional data useful to the taxonomy about policy and regulations in force in 

different regions. This was to fill possible gaps within and enrich the taxonomy (namely the exercise 

of positioning regions with respect to criteria), since in many cases information was found in local 

language or not available or too detailed. Unfortunately, after many attempts, only very few regional 

representatives contacted were available to cooperate, thus, the FIWARE Mundus team agreed on a 

different solution and decided to involve in the survey two different groups of FIWARE adopters: the 

Infrastructure Owners and the FI-developers. The outcomes reported here concern 20 replies received 

from users dealing with FIWARE nodes/infrastructures and SMEs/WEs sub-granted under the A16. 

                                                      

 

7 For background to the building of the taxonomy and the methodology that was implemented, please see D3.2.1: Policy and 

regulation taxonomy v1, paragraph 2.1 S3 and ICTRegio CfA: the background and paragraph 3.1 Identifying criteria for 

positioning regions (methodology). The deliverable D3.2.1 will be available in the section dedicated to public deliverables of 

FI-LINKS website http://fi-links.eu/public-deliverables/. A summary of the methodology implemented is also reported in this 

deliverable, in chapter 2 TAXONOMY BACKGROUND.   

http://fi-links.eu/public-deliverables/
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2 TAXONOMY BACKGROUND  

This chapter proposes, the for convenience and ease of reading, content already presented in 

deliverable D3.2.1: a summary of the methodology, to recall the pathway followed to implement the 

first phase of the taxonomy, and the description of identified criteria for positioning regions.   

2.1 Taxonomy Methodology 

The taxonomy to classify the different regions orientations concerning FI adoption started with the 

selection of a set of criteria that could best fit to understand the position of each region and compare 

regional policies and regulations with regards to the FIWARE adoption.  

The identification of these criteria is the first fundamental part of the methodology followed for the 

purpose of this classification. Without this, the following methodology steps - data gathering and 

regions positioning - would simply not be possible. 

The starting grid was the studies already done at FI-PPP level: work programme, outcomes of the 

CONCORD Policy Regulation and Governance Working Group, the FIWARE project as well.  The 

CFA ICT Regio and the Smart Specialization Strategy (S3 platform) could be considered as the 

guidelines for the criteria selection; all these inputs were taken into account to come up with the most 

comprehensive list of criteria. To this, it should be added as well the preliminary inputs coming from 

the many interactions occurred between FI-LINKS and identified regions.  

How to choose criteria that could specifically relate to the Future Internet?  

“ICT innovation”, “internet enabled markets”, “distributed internet platforms”, “Open Innovation” and 

other paradigms to create conditions for a competitive European growth (at business and social level) 

are not only the focus of the FI-PPP. Other landmark initiatives must be mentioned thanks to which, in 

the different European regions, the ideas of internet innovation, digital market, and technology for 

social benefit are echoing: Digital Agenda for Europe (DAE) and Horizon 2020.  

All these initiatives stress the importance to act at local level, fostering the progress by inspiring, 

supporting, when not discovering, local (regional) centers of excellence. The bet of Europe is to 

become more and more competitive leveraging on its specific regional ecosystems.  

In order to set up of criteria useful to understand the orientation of regional ecosystems towards the FI 

technologies, it was necessary to step back and have a deeper understanding of what can be considered 

a “regional ecosystem”, by detailing its boundaries from a political, economic, social point of view.  

The “regional approach” to European innovation started a couple of decades ago, when it became clear 

that the actions and strategies needed to be competitive could not be applied only at a national level, 

since they could not work the same way in all regions. There were huge differences among European 

countries concerning their economic structure, their approach to R&D, their institutional organization, 

their ability to innovate. The peculiarities of regional ecosystems emphasized the importance of a local 

detailed approach to foster innovation. The new vision, though keeping the importance of national 

(and international) factors, claimed that the regional dimension was (and is) of key importance. 

Regions differ with respect to their industrial specialization and their innovation offering. Also the 

bursting of knowledge and its flow – having a key role in the innovation processes – has often fertile 

soil bounded by spatial limits (regional ecosystems).  Moreover, policy makers having the power to 

bound or foster competences, research and innovation, do exist at different institutional levels: 

European, national and regional.  

Certainly, to better understand what are the best parameters that help describing and understanding the 

attitude of regional ecosystems towards innovation and Future Internet adoption, a single region 

cannot be considered as a standalone entity, separated by the rest of the world. 

A system of regional policies is made up and influenced by external factors: national and European 

policies and rules; international organizations; other regional ecosystems (R&D and technology 
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clusters, centers of excellence and knowledge); economic interests of big industrial companies. 

Between the regional ecosystem and those external factors there can be a bidirectional flow 

influencing policies inside and outside the region, due to a continuous activity of integration, dynamic 

relationship, and interaction among them. 

A regional ecosystem is neither a static entity per se, also internal factors do play their role in the 

definition of policies and regulation that could bring and foster innovation: the regional socioeconomic 

and cultural setting; the system that generate and disseminate knowledge and skills (research 

institutions, R&D and technology centers, innovation centers, technology licensing offices, etc.) as 

well as educational  institutions  (universities, training and research institutions, etc.); industrial 

clusters of the region (including the whole chain of  clients, suppliers and competitors as well). 

Bearing in mind this overall viewpoint, it is easy to understand how some criteria are actually linked 

and subject to regional willpower and potentiality, since policy makers can have a crucial role in 

influencing and implementing regional innovation processes, if there is a certain level of regional legal 

and financial autonomy. On the other hand, some criteria are constrained by national (or European) 

bundles or influenced by relationship with other entities and organizations, and cannot easily be 

controlled at regional level. No doubt, many criteria are actually influenced by both internal and 

external factors to the regional ecosystem and depend also on synergies put in place among the many 

different levels of governance (European, National, and Regional). 

Within this context, what is the specific frame of the FI-PPP (especially during this last Phase 3) that 

has to be considered in building up taxonomy of regional policies towards FI adoption?  

The FI-PPP generates some specific contributions to resolving [these] challenges e.g. 

with respect to SMEs and web entrepreneurs. The FI-PPP works on technologies and 

solutions that respond to the issues and bottlenecks identified in the Digital Agenda, in 

particular those addressing fragmented digital markets, lack of interoperability, and 

missed opportunities in addressing societal challenges8 

Actually, the challenges of the Future Internet in Europe are both included in and include those of 

Horizon 2020 and the Digital Agenda for Europe (DAE): they run on the same track towards a 

sustainable European innovation. The over-all aim of the DAE initiative is to “deliver sustainable and 

social benefits from a digital single market based on fast and ultra-fast internet and interoperable 

applications”. The Digital Agenda recognizes seven major challenges to be addressed: 

1. Fragmented digital markets; 

2. Lack of interoperability; 

3. Rising cybercrime and low trust; 

4. Lack of investment in networks; 

5. Insufficient R&D; 

6. Lack of skills; 

7. Fragmented answers to societal questions.  

The Digital Agenda initiative is highly relevant for the FI-PPP as it deals with multiple policy aspects 

that are transversal to the ecosystems of FI-PPP projects. The different pillars address cross-cutting 

issues of key importance for FI-PPP, such as e-business, standardization, trust, interoperability, 

                                                      

 

8 
CONCORD DELIVERABLE - D3.4.1 Policy, Regulatory and Governance Recommendations and Roadmaps – issue 1
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security, privacy and other.9 

Thus, a number of criteria selected are related to policies that increase the innovation capacity of 

regions, which means the increase of both private and public sector investment in innovation activity 

and to the policies for integrating technology and industrial sectors. At the same time, the adoption of 

technologies developed within FIWARE requires some additional specific policies to ease or allow 

their adoption (for example for regulating access to data, data privacy, or open data licenses). 

Specifically, for what regards infrastructure connected to the FI-PPP, the two main challenges to 

address are concerning integration and interoperability and future sustainability10.  

The final list of criteria has to take into account the well known scope for policies and investments for 

promoting an internet based innovation, plus new areas of interest, more strictly related to the 

challenges deriving from the spreading of the FIWARE technologies.  

 

2.2 Taxonomy Criteria  

The criteria below are presented through 6 sections and grouped by theme. When regions will be 

mapped to the criteria, information regarding any regulation, legislation, law and policies should be 

noted for each theme, summarizing from a qualitative point of view the actual situation of the region 

within it.  

1. Open Innovation Practices – includes different types of policies that support open innovation 

and remove possible barriers to collaboration and cooperation across Europe. This criterion is 

particularly oriented to fostering entrepreneurship; it observes the presence of those mechanisms 

(policies and regulations) that facilitate SMEs and (Web) entrepreneurs to enter the market and 

participate to the Open Innovation at large. 

o ICT smart specialisation strategy affecting Open innovation. 

o Collaborative innovation networks (open distributed knowledge network) - such as Open 

Innovation agencies, involvement of cluster management units and supporting the sharing of 

facilities. This includes policies promote innovation in new broadband networks, 

applications and services, also through support to R&D. 

o Legal conditions for SME engagement/Web entrepreneurs; avoidance of market dominance 

to facilitate competition. Regional policies addressing the European Commission Action 

Plan on “European company law and corporate governance - a modern legal framework for 

more engaged shareholders and sustainable companies”11. 

o Legislation regulating new forms of (online) legal identity to meet the needed by dynamic 

and diverse Future Internet businesses. 

2. Content/Assets protection – this criterion concerns policies, laws and regulations affecting the 

creation, the access to and the use of digital content. It includes policies providing incentives for 

                                                      

 

9 Communication From The Commission To The European Parliament, The Council, The European Economic And Social 

Committee And The Committee Of The Regions: A Digital Agenda for Europe. http://eur-lex.europa.eu/legal-

content/EN/ALL/?uri=CELEX:52010DC0245R%2801%29 

Internet, Digital Agenda and economic development of European regions. European Parliament Committees, Regional 

Development (REGI) http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/513970/IPOL-

REGI_ET%282013%29513970_EN.pdf 

 

10 INFINITY Project deliverable D5.3: Set of catalogued infrastructures; analysis of technological and operational 

constraints (v2). http://www.fi-infinity.eu/sites/default/files/resources/deliverable/53/5.3%20-%205.3%20-%20D%205.3.pdf 

11 Communication From The Commission To The European Parliament, The Council, The European Economic And Social 

Committee And The Committee Of The Regions. COM(2012) 740 final, http://eur-lex.europa.eu/legal-

content/EN/ALL/?uri=CELEX:52012DC0740 

http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52010DC0245R%2801%29
http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52010DC0245R%2801%29
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the dissemination and preservation of digital content, or facilitating global access to content and 

recognizing rights and interests of both creators and users.  

o IP rights - Regulation of ownership and property rights concerning both (reusable) content 

and (exploitable) assets. 

o  Digital Rights Management (DRM) - different DRM technologies are likely incompatible 

with each other, increasing their damage to the ability of citizens to use legally purchased 

content. 

3. Privacy and data protection – this criterion is intended to address the concerns related to the 

invisibility of data collection and the ability to trace and profile individuals. It includes the legal 

framework and policies for regulation and management of data on the basis of the current EU 

Directive12. It also concerns those policies and regulations that aim at maximizing the availability 

of public sector information for use, which should be based upon the presumption of openness. 

This criterion is mainly affecting: 

o Collecting personal data;  

o Informed consent; 

o Data storage; 

o Transfer of data to third parties; 

o Deletion of personal data; 

o Legislation regulating access to public data; 

o Open data licences. 

4. Open Internet platform – Concerns the regulation (legal framework and policies) to support the 

workability of distributed internet platform across Europe. This criterion concerns the 

development and adoption of open global standards (both within and across different sectors). It 

also regards policies encouraging, mainly through the combination of public and private efforts, 

the building of a multi-platform environment and the developing of broadband infrastructures to 

deliver high quality services at competitive prices. Policies encouraging the development of 

technology neutral regulation will be included here as well (namely interoperability and 

interconnection): “In an increasingly networked environment, differences between technological 

measures could lead to an incompatibility of systems within the Community. Compatibility and 

interoperability of the different systems should be encouraged. It would be highly desirable to 

encourage the development of global systems”13 

o (Openness of) standards, policy and regulation concerning standards, defining and dealing 

with open standards, above all on taxation (fee-free?). As is often the case with new and 

emerging technologies, there could be different standards for their integration and 

interoperability that could overlap or possibly be incompatible. This will include also 

policies foreseeing implementation (at national/regional level) of the “against Lock-in” EC 

communication14 concerning standards in ICT public procurement.  

                                                      

 

12 On March 2014 the European Parliament voted and approved the European Commission's data protection reform <<The 

data protection reform will ensure more effective control of people over their personal data, and make it easier for businesses 

to operate and innovate in the EU's Single Market>>. European General Data Protection Regulation will supersede the 

Directive 95/46/EC and is expected enforcement from 2017/2018. 
13 Recital 54 of the Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the 

harmonisation of certain aspects of copyright and related rights in the information society. 

14  Communication from the Commission to the European Parliament, the Council, the European Economic and Social 

Committee and the Committee of the Regions: Against lock-in: building open ICT systems by making better use of standards 

in public procurement, EC, 2013, https://ec.europa.eu/digital-agenda/news/against-lock-building-open-ict-systems-making-

https://ec.europa.eu/digital-agenda/news/against-lock-building-open-ict-systems-making-better-use-standards-public


D3.2.2: Policy and regulation taxonomy v2 

© FI-Links Consortium 2014-2016  Page 11 of 38 

o Broadband infrastructure, namely public/private regional investments for adequate 

broadband infrastructure. 

o Net neutrality and broadband/infrastructure open access regulation: transparency, non-

discrimination, compelling to provide access, price controls, etc. “96% of Europeans are 

without legal protection for their right to access the full open internet with uneven levels of 

protection and a variety of diverging rules in different Member States. This hinders the 

provision of services across borders and negatively impacts end-users' willingness to 

consume them.” 15 

5. Cyber security – This criterion concerns stresses the importance that the reliance and the 

confidence of the end user have to the further development of the Internet. It includes those 

policies and legal framework that affect the process of creating trust towards the Internet and ICT 

networks. It includes measures that increase the security of networks, deal with reliable digital 

identities, aim at protecting end users and their personal information, foster transparency and 

neutrality. This criterion does also involve privacy issues in some ways, since addressing security 

risks has to take into account respect of privacy concerns, by implementing technical security 

and, contemporarily, privacy protection measures. This criterion concerns the legal framework in 

force affecting all the aspects of Internet security. 

o Laws for judgement/punishment of cyber crimes. 

o Trust and trust management. Trust and inter-dependency between organisations. 

o Secure micropayment regulation. 

6. Adoption and Promoting adoption of FIWARE technologies 

o Regional directives for adopting E-government based on tools and services realized through 

FIWARE technologies (G2C; G2B; G2G). 

o Promoting research on FIWARE technologies (participation to FI-PPP): actions to facilitate 

SMEs, web entrepreneurs, companies in approaching and adopting the FIWARE 

technologies. Direct support to stakeholders interested in participating to the FI-PPP 

initiatives by giving information on Phase III (A16 and FI-Core) Open Calls, through 

regional committees or centres for studies and research; regional control/monitoring bodies; 

consulting centres. 

o Economic instruments, include FIWARE among selection criteria for the regional Open 

Calls using European Structural and Investment Funds (ESIF) 2014-202016. 

                                                                                                                                                                      

 

better-use-standards-public. This communication implements Action 23 of the Europe 2020 strategy: “Provide guidance on 

ICT standardization and public procurement” (part of Pillar II - Interoperability & Standards). 

15 EU Action on Net Neutrality. https://ec.europa.eu/digital-agenda/en/eu-actions 
16 http://ec.europa.eu/regional_policy/it/funding/financial-instruments/ 

https://ec.europa.eu/digital-agenda/news/against-lock-building-open-ict-systems-making-better-use-standards-public
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3 POSITIONING REGIONS/COUNTRIES TO CRITERIA  

3.1 Involved Regions 

The policy and regulation taxonomy task works in parallel with the two tasks for regions involvement 

and the fostering for FI-PPP adoption in Europe, having the same objective of evangelizing FIWARE 

to non FI-PPP participants. Consequently, the regions explored for the taxonomy were the same 

identified as strongly interested in FIWARE for building the updated version of the ICT region 

taxonomy focusing on FI-PPP17. The criteria and the process followed by the FIWARE Mundus team 

to select those EU regions interested in the adoption of FIWARE (the “FIWARE” regions) are 

described in D3.1.1 and D3.1.2 - Updated version of the ICT region taxonomy focusing on FI-PPP18. 

The implementation of the policy and regulation taxonomy applied to the 23 regions – belonging to 13 

countries – initially selected19, which were identified as the most active regions to FIWARE Mundus:  

 

Region Country 

Helsinki (Uusimaa) Finland 

Brittany France 

PACA France 

Picardie France 

Berlin Germany 

Lombardy Italy 

Luxembourg Luxembourg 

Norte Portugal 

South Moravia Czech Republic  

Copenhagen Denmark 

Tallinn Estonia 

Paris Ile de France France 

Baden-Wurttemberg  Germany 

South East Ireland 

Emilia-Romagna Italy 

Valle d'Aosta Italy 

Greater Poland Poland 

Basque region Spain 

Canary Islands Spain 

Catalunia Spain 

Malaga Spain 

Navarra Spain 

Stockholm Sweden 

                                                      

 

17 FI-LINKS Work Package 3, T3.1 and T3.2 deliverables: D3.1.1 - Updated version of the ICT region taxonomy focusing on 

FI-PPP, V1 and V2 will be available in the dedicated section of FI-LINKS website at http://fi-links.eu/public-deliverables/  

18 Ibidem. 

19 D3.1.1 - Updated version of the ICT region taxonomy focusing on FI-PPP, paragraph 2.2 - Selected regions. 

http://fi-links.eu/public-deliverables/
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3.2 Taxonomy: positioning regions 

The steps of the methodology implemented, aiming at classifying regions on the basis of their 

orientations towards the Future Internet, are: 

1) Definition of criteria related to main aspects that affect the adoption of FI technologies; 

2) The gathering of data for each identified region/country; 

3) The positioning of identified regions/country with respect of the identified criteria. 

 

This chapter deals with this the third step, namely the classification of regions, giving insight into the 

performance of the identified regions/countries.  

  

3.2.1 Open Innovation Practices 

Policies that work on supporting open innovation and removing barriers for collaboration across 

the EU are at the frontline as useful knowledge is widespread throughout society. Organizations 

of all types are recognizing that it is essential to engage to some degree with external   knowledge 

networks and communities, allowing for exchanges in both directions.  

The invitation to new perspectives, also with respect to policy, including dissemination of data, 

protection of IP and public repositories of information has been captured and led by the European 

Commission through the Open Innovation 2.0 Initiative20.  Stimulating the creation of open 

functional platforms is understood to be paramount.  Living Labs21, being public-private-people 

partnership (PPPP), encompasses just this.  

Looking at the distribution and number of Living Labs in the regions/countries under review can 

give insight into the acceptance and performance with respect to open innovation practices. 

Overall, on the top-end and considering absolute numbers, France, Spain and Italy have notably 

more Labs than the others. Portugal, Finland, Germany and Sweden have nearly half of the Labs 

of the top three, but triple of the amount of Labs in Poland and Ireland. The last four countries, 

being Luxembourg, Czech Republic, Denmark and Estonia each have one. 

Below a highlight of how some of Spain’s regions are working to support open innovation 

practices. 

The regions from Spain which participated or hosted events for FIWARE, or where nodes of 

FIWARE lab operate (namely Basque country region, Canary Islands, Catalonia, Malaga, 

Navarra) are supporters of the open innovation practices. 

For example, in the two most developed regions of those mentioned, Catalonia and Basque, 

open innovation support is included in the regional strategy presented to the RIS3 programme. 

In Catalonia as defined in the RIS3CAT strategy 22 open innovation is key “to improve the 

overall Catalan innovation system, increasing the competitiveness of companies and steering 

public policies towards promotion of innovation, internationalisation and entrepreneurship” 

(especially in the eco-innovation). A similar case can be found in the Basque country with 

                                                      

 

20 https://ec.europa.eu/digital-single-market/en/open-innovation-20 

21 http://www.openlivinglabs.eu/livinglabs 

22 http://catalunya2020.gencat.cat/web/.content/85_catalunya_2020/documents/angles/arxius/07_ris3cat_2014_en.pdf 
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open innovation in the centre of the competitiveness measures23 

Considering open innovation schemes such as Living Labs and pilots with participation from 

public and private partners, the example of Malaga as part of iHubs24 or Canary Islands with a 

real support of open innovation based on FIWARE, where pilots are being deployed, 

demonstrate that the open innovation practices should be a support of FIWARE adoption. 

 

Below another example of how France is working to support open innovation 

In France, the government has is providing tax reducing (CIR) for organisation making 

innovation. The research tax credit (CIR) is a generic measure to support research and 

development (R & D) companies without restriction sector or size. Companies that incur 

expenses for basic research and experimental development may benefit from the CIR by 

deducting their tax under certain conditions. CIR rate varies according to the amount of tax 

investments. Brittany, PACA, Ile De France, Picardie organisations could take advantage of 

this credit to decrease the cost of their research and FIWARE research and development is 

considered to be part of that advantage. 

 

3.2.2 Content/Asset Protection 

This criterion concerns policies, laws and regulations affecting the creation, the access to and the 

use of digital content. It includes policies providing incentives for the dissemination and 

preservation of digital content, or facilitating global access to content and recognizing rights and 

interests of both creators and users.  

When considering the creation, the access to the use of digital content, rights and interests of both 

creators and users is at the heart. Measuring Intellectual Property Rights (IPR) includes the 

measurement of the protection of IPR, Patent Protection and Copyright Protection.  The 

International Property Rights Index25 measures IPR by country, taking into account the general 

legal and political environment, including economic data. This indicator can give insights into 

how countries are for example facilitating access to content through policies and regulations. The 

13 countries are best represented in three groups. The top performers are Finland, Luxembourg, 

Sweden, and Denmark with ranks ranging from 1 to 11. The following countries: Germany, 

Ireland, France, Estonia, Portugal, and Czech Republic ranked between 13 and 31. The last group, 

being Poland, Spain, and Italy ranked from 41 to 51. 

The current Digital Single Market Strategy for Europe26 looks to modernize the enforcement of 

intellectual property rights, focusing on commercial-scale infringements (the 'follow the money' 

approach) as well as cross-border applicability. This should reduce the differences between 

national copyright regimes and allow wider online access to works by users across the EU.27 

For example, in France, regions should follow the national copyright law which is mainly in line 

with the European Directive28. So regarding FIWARE data sets provided by organizations (open 

                                                      

 

23 

http://s3platform.jrc.ec.europa.eu/documents/20182/141136/Smart_Specialisation_Strategies_The_Case_Basque_Country.pd

f 

24 www.ihub.eu 

25 http://internationalpropertyrightsindex.org/ 

26 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52015DC0192 

27 https://ec.europa.eu/growth/industry/intellectual-property/enforcement_en 

28 https://en.wikipedia.org/wiki/Copyright_law_of_France 
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data) or by users (UGC), the European law should be used and the Digital Single Market should 

be also applicable when transferred to the French law. 

 

3.2.3 Privacy and Data Protection 

The European Commission intends to strengthen and unify data protection for individuals by 

replace the patchwork of national rules, this through streamlining legislation between the 28 

member states pushing a Digital Single Market and boosting police and security cooperation. The 

overall objective is to give citizens back control over of their personal data, and to simplify the 

regulatory environment for business.  The new European General Data Protection Regulation 

(GDPR) which governs the use and privacy of EU citizens’ data entered into force on May 24, 

2016 and will apply from May 25, 2018.  The Data Protection Directive which governs the use of 

EU citizens’ data by law enforcement enters into force on May 5, 2016 and EU Member States 

have to transpose it into their national law by May 6, 2018. 

The data protection reform29 strengthens citizens’ rights. Positive changes include:   

-Citizen’s will have the “right to be forgotten.” When a citizen no longer wants his/her data to 

be processed and there are no legitimate grounds for retaining it, the data will be deleted.  

-The right to transfer personal data from one service provider to another.  

-Better enforcement of data protection rights through improved administrative and judicial 

remedies in cases of violations 

Moreover, the reform will adapt data protection rules to new technological developments. This 

also by: ensuring a single set of rules applicable across the EU, providing clear rules on when EU 

law applies to data controllers outside the EU. 

The countries here under review are in a transitory state, where they have until May 6, 2018 to 

transpose the Data Protection Directive into national law.  

 

3.2.4 Open Internet Platform 

As mentioned above, this criterion concerns the regulation to support the workability of 

distributed internet platform across Europe. One of the main aspects which can be considered an 

indicator of how well a country is capable to support Open Internet Platform: broadband 

infrastructures to deliver high quality services through public and private efforts to build a multi-

platform environment, and development and adoption of open global standards. 

Coverage of broadband networks30 is measured by coverage in regards to Fixed networks and 

Next Generation Access (NGA) coverage. As of 2015, the countries here examined are 

performing as follows. The chart below ranks the countries from the lowest percentage to the 

highest, separately for Fixed and NGA coverage. 

 

 Fixed (%)  NGA (%) 

Poland 86.2 Italy 43.9 

Estonia 89.3 France 44.8 

                                                      

 

29 http://ec.europa.eu/justice/data-protection/reform/index_en.htm 

30 https://ec.europa.eu/digital-single-market/en/broadband-member-states 
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Spain 95.1 Poland 60.7 

Ireland 96.3 Czech Republic 72.9 

Finland 97 Finland 75.1 

Germany 98.3 Sweden 76.4 

Czech Republic 98.5 Spain 76.6 

Sweden 99 Ireland 79.7 

Denmark 99 Germany 81.4 

Italy 99.3 Estonia 86.4 

France 99.8 Portugal  90.9 

Portugal  99.8 Denmark 91.7 

Luxembourg 100 Luxembourg 94.4 

 

Fixed coverage is lowest in Poland at 86.2% and highest in Luxembourg at 100%. Top 

performing countries at 99% or more include Sweden, Denmark, Italy, France and Portugal. 

Countries are not in the rank for NGA, although Luxembourg maintains the highest coverage at 

94.4%, and Denmark and Portugal maintain a similar rank, other countries differ quite 

substantially. For example Italy and France who have high rank in Fixed coverage occupy the last 

two slots with notable low coverage at 43.9 and 44.8 respectively.  

Of the other important aspects, Net Neutrality is important to foster transparency. EU rules on Net 

neutrality (open internet) have applied as of 30 April 2016.31  The regulation is part of the Digital 

Single Market and ensures that the same provisions apply across Europe. It creates the individual 

and enforceable right for End Users to access and distribute internet content and services of their 

choice. Common EU rules on net neutrality ensure that the same provisions apply across Europe.  

To highlight a practical example, of the regions in Spain which showed interest in FIWARE, 

there is a tendency to choose open Internet platforms, although at policy or regulatory level. 

However, there is less commitment (at the time of this deliverable editing) towards the promotion 

of its use. A good case can be found in the Canary Islands where there is a willingness and 

political support to the FIWARE node and the developments backed by working teams in the 

University. 

Beyond regions, cities including capitals of such regions, leveraging open Internet platforms for 

their strategy of provision of Smart City services is key. This is a commitment which is growing 

in the case of Spanish cities, and also in other regions under study. 

A good example in Spain are the capitals of some regions as Valencia, which showed interest in 

open Internet platforms and have chosen FIWARE to develop their strategy.32 

Moreover, in France, Brittany, PACA, Picardie but also Rhone Alpes, Aquitaine regions are all 

together very interested by Open Internet Platform as they can offer to SMEs the possibility to 

accelerate innovation. In each of these regions, there are competitively clusters addressing 

different vertical domains which have the objective to help innovation development and Open 

Internet Platforms are one of the most powerful tool.  

                                                      

 

31 https://ec.europa.eu/digital-single-market/en/open-internet-net-neutrality 

32 https://www.fiware.org/tag/valencia/ 
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FIWARE is one of them, 2 labs are already working (Brittany and PACA) but SMEs from other 

French regions are also working on these 2 nodes. 

In France, there is no strong liaison between the region council and the cities, cities are really 

independent and it is more or less impossible for the Region council to force cities to use one or 

another technology. 

 

3.2.5 Cyber Security 

This criterion refers to policies and legal frameworks that work towards creating trust in regards to the 

Internet and ICT networks for end users. The 2015 report BSA EU Cybersecurity Dashboard33 

examines five key areas of the cybersecurity policy environment of the countries here discussed. The 

five areas are: legal foundations for cybersecurity, operational capabilities, public-private partnerships, 

sector-specific cybersecurity plans, and Education. The Dashboard consists of questions asked in these 

five areas, where the country either received a Yes, No or Partial. Below is a summary giving an 

overview of the cybersecurity landscape for each country. 

Denmark  

-Does not have a national cybersecurity strategy or a law dedicated to the subject.  

-Recently passed a law that establishes the Centre for Cyber Security, which both takes control 

of and supersedes its current government Computer Emergency Response Teams (CERT). 

The scope and powers of the new center are still to be confirmed.  

-The Danish private sector has established a formal framework for cooperation on 

cybersecurity issues through the Council for Digital Security. 

Estonia  

-One of the first countries to develop a national cybersecurity strategy in 2008, followed by 

the release of an updated strategy in 2014.  

-Has a wide range of legislation that covers information security and cybersecurity.  

-Has a well-established CERT, under the control of the Information System Authority. Further 

to national bodies, also notable is the fact that NATO’s Cyber Security Centre of Excellence is 

based in Estonia.  

-No formalized public-private partnerships exist; public entities do work closely with relevant 

private sector organizations. 

Czech Republic 

-The Cyber Security Strategy for the period 2011-2015 was published in 2011.  

-In January 2015, the Act on Cyber Security came into force. This law includes 

comprehensive provisions on most aspects of cybersecurity and is complemented by several 

important regulations.  

-Has established a national CERT, CSIRT.CZ, as well as a CERT dedicated to government 

agencies: GOVCERT.CZ. The National Cyber Security Centre was launched in January 2015 

to promote public-private partnerships.  

-Is conducting a sector-based security risk assessment in cooperation with the academic and 

private sectors. The project is the first such assessment that addresses cybersecurity. 

                                                      

 

33 http://cybersecurity.bsa.org/assets/PDFs/study_eucybersecurity_en.pdf 
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Finland  

-Published a comprehensive cybersecurity strategy. It is complemented by a strong overall 

legal framework encompassing a range of important cybersecurity issues. The national 

authority responsible for cybersecurity in Finland is in transition, involving the amalgamation 

of two government CERTs and the creation of the Cyber Security Centre. 

France  

-Has had a national cybersecurity strategy in place since 2011, although it has a strong focus 

on defense and national security issues. The National Agency for the Security of Information 

Systems (ANSSI) is a well-established authority dedicated to information security and is 

integrated with the country’s computer emergency response team, CERT-FR.  

-The cybersecurity strategy contains recommendations for closer cooperation with the private 

sector. ANSSI has published sector-specific security measures, making France one of the few 

EU countries to adopt such a targeted approach to managing cybersecurity. 

- A specific research program has been recently launched (Pôle excellence Cybersecurity).  An 

example of Cyber Defense initiative is: the "Pact Cyber Defense 2016, with the objective to 

secure vital information systems of France, such as armaments, industry or finance, and 

develop a capacity of effective response to cyber-attacks. A need even more urgent now that 

these attacks are increasing. The center of excellence for cyber opened in Britain will be 

dedicated to training and research but also in training in the management of cyber-attacks. It 

will draw on local expertise in telecommunications and computer security, and develop 

training facilities and civil and military research. 

 

Germany  

-Has a comprehensive cybersecurity strategy, adopted in 2011 and complemented by a strong 

cybersecurity legal framework. The existence of the Federal Office for Information Security 

(BSI), in charge of managing computer and communication security for the German 

government, is a clear demonstration that cybersecurity is elevated to a high government level.  

-Has a network of CERTs, with the national CERT, CERT-BUND, working closely with both 

state-level and non-governmental CERTs.  

-Has well-developed public private partnerships, such as the Alliance for Cyber Security and 

the UP KRITIS partnership, and its national policies and legal framework reflect this focus on 

cooperation. 

Italy  

-Updated its security laws in 2007 and adopted cybersecurity plans in 2013 and 2014, 

resulting in a strong legal framework supporting cybersecurity.  

-The cybersecurity strategy also calls out public private partnerships as the intended direction 

for cybersecurity, but no formalised cooperation yet exists.  

-CERT-PA was established in 2014. It is responsible for cybersecurity warning systems and 

the coordination of incident response measures for Italian government institutions. 

Luxembourg  

-Has a fairly limited cybersecurity strategy, published in 2013, which contains some key 

guiding principles but has little detail on their implementation.  

-The legal framework for supporting cybersecurity is also yet to be fully developed. The need 

to encourage public private cooperation is a principle mentioned in the cybersecurity strategy, 

but no formal cooperation is known.  
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-Has two CERTs. CIRCL is a response coordinating body that covers all organisations 

operating in Luxembourg, while GOVCERT.LU is dedicated to public authorities.  

-CASES, a government information security agency, engages in awareness raising activities 

and the promotion of best practices. 

Ireland 

 -National legal and policy framework is very limited when it comes to cybersecurity.  

-A cybersecurity strategy is being developed, but there is no clear timeframe for its release or 

adoption.  

-Has no operational CERT, although it is in the process of establishing one.  

-While there is no formalised public-private partnership set up for cybersecurity, Irish private 

sector entities, including Infosecurity Ireland, appear to be quite active in this field. In 

addition, Ireland organised a number of successful individual cybersecurity education 

campaigns, such as the “Make IT Secure”, which included releasing online resources 

alongside a television advertising campaign. 

Portugal  

-Has not developed a comprehensive legal and policy framework for cybersecurity, and its 

cybersecurity strategy has not been elaborated.  

-There is no formalised public-private cooperation in place.  

-Has a national CERT, CERT-PT, and the National Centre for Cybersecurity. The latter was 

established by the National Security Authority and is tasked with liaising with the private 

sector on cybersecurity incidents. 

Poland  

-Has a comprehensive cybersecurity strategy with clear goals. It was adopted in 2013, thus 

most of the recommendations are still being implemented.  

-The legal framework for cybersecurity is still not fully developed.  

-Poland has several CERTs, including CERT.GOV.PL, which covers government and critical 

infrastructure entities. It also acts as the cybersecurity authority. CERT Polska is an academic 

CERT covering the entire network in a semi-official capacity. 

Spain  

-Adopted the National Cyber Security Strategy in 2013. It is a comprehensive document, 

which sets objectives and targeted lines of actions. It is compatible with, and references, both 

the National Security Plan and existing security laws; and these plans and laws work together 

as a package.  

-Spain has established two CERTs, INTECO-CERT and CCN-CERT, and the National Centre 

for Critical Infrastructure Protection (CNPIC). The latter appears to be the premier agency for 

information security and cybersecurity, while the role of the CERTs is limited to dealing with 

cybersecurity incidents.  

-CNPIC is responsible for ensuring coordination and cooperation between the public and 

private sector. It also runs sartorial working groups and is working toward the development of 

sector-specific cybersecurity plans.  

-Cooperation with the private sector is formalised through the National Advisory Council on 

Cybersecurity, established in 2009, whose members are private sector representatives. The 

council is tasked with providing policy advice to the government, although its current status is 

somewhat unclear. Private sector associations are also active, with two prominent bodies 

dedicated specifically to cybersecurity and information security 
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To note: Regions have in Spain cyber-security as a main topic to protect against external 

attacks. Some regions in Spain, such as Basque Country, Catalonia and Madrid, have their 

own agencies for cyber security with the competences of operation, analysis and incident 

response. Nevertheless some studies show that there is a need to reinforce cyber security in the 

Spanish regional and national ecosystem (e.g. absence of a framework that would facilitate the 

sharing of information on cyber security, non-unified Management of the National Cyber 

Security due to a departmental approach or absence of policies encouraging public and private 

sector collaboration on cyber security)34  

 

Sweden  

-Does not have a national cybersecurity strategy, but one is being developed.  

-There are no laws in Sweden that specifically deal with cybersecurity.  

-Has a functioning CERT, CERT-SE, which has jurisdiction over all Swedish networks. The 

Swedish Civil Contingencies Agency (MSB), which is the national authority in charge of 

information security, has helped Sweden establish a good reputation on cybersecurity. MSG is 

the centralized information security entity and has a prominent public presence. 

Overall, discrepancies exist between the cybersecurity policies, legal frameworks and operational 

capabilities. The countries performing better are: Estonia, Spain, Germany, France, Czech Republic, 

Italy and Finland. Whereas, those countries lagging behind are: Poland, Sweden, Portugal, Ireland, 

Luxembourg and Demark.  

 

3.2.6 Adoption and Promoting of FIWARE Technologies 

This criterion is actually strictly related to regions and to their local initiatives performed to foster the 

adoption of FIWARE technologies. It concerns the regional directives for the adoption of tools and 

services FIWARE-based, or actions taken to facilitate SMEs and entrepreneurs wanting to use 

FIWARE technologies, or the promotion of research on FIWARE, by including, for example, 

FIWARE usage among selection criteria for the regional Open Calls.  

The gathering of information on regions and regional ecosystems that are actually intended to perform 

concrete actions for FIWARE adoption is inextricably linked to the work done to select the “FIWARE 

regions” in the two tasks for regions involvement for fostering FIWARE adoption in Europe. Not an 

easy work to classify regions with respect to this criterion and provide insights distinguishing what is 

“research funded” and what is not. 

Here is proposed only a summary, to give a partial overview so not to be redundant, of the actual 

situation of selected regions with respect to FIWARE adoption, which is reported with detailed 

information in the specific deliverable D3.1.2: Updated version of the ICT region taxonomy focusing 

on FI-PPP35. Actually, not all the regions initially identified as possible FIWARE Regions (23 regions 

originally selected among those not directly involved in funded FI-PPP projects) by FIWARE Mundus 

have turned out to be really interested in FIWARE so to put in place concrete steps towards its 

adoption, at least not at this stage of the FI-LINKS project and of FIWARE (FI-PPP) programme36. 

                                                      

 

34 https://www.ismsforum.es/ficheros/descargas/a-national-cyber-security-strategy-.pdf 

35 D3.1.2: Updated version of the ICT region taxonomy focusing on FI-PPP will be available in the dedicated section for 

public deliverable of FI-LINKS website, http://fi-links.eu/public-deliverables/.  

36 See the detailed table in D3.1.2: Updated version of the ICT region taxonomy focusing on FI-PPP, chapter 6 - REGIONAL 

ACTIVITIES FOLLOW-UP. 
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More active regions during this second year of the project are:  

 Brittany and PACA (France), where the FIWARE usage was recommend in setting up a 

program on smart energy (SMILE) and where some universities are exploring the use of 

FIWARE to educate students in specific sectors.   

 Luxembourg region still interested in setting up a commercial FIWARE platform. 

 Emilia-Romagna (Italy), where a feasibility study for setting up a new regional system 

foresees a deep usage of FIWARE technologies.  

 Hauts de France (France, corresponding to the former Picardie region, plus Nord and Pas de 

Calais), where several cities are looking at the OASC37 initiative, thus stimulating the uptake 

of FIWARE. 

Is almost evident that, at this point, the challenge both for regions directly involved in FI-PPP projects 

and for those who are not, is to look at the sustainability of FIWARE after the “funded research”. For 

this reason is key the birth and growth of the FIWARE Foundation, having the main purpose to 

empower and coordinate the resources of the FIWARE Community effectively, providing leadership 

in key areas that are required to fulfil FIWARE’s mission such as Brand management, Event 

management, Legal affairs, Budget Management, FIWARE Lab strategy/sustainability or the support 

of augmenting projects.38 

 

                                                      

 

37 Open and Agile Smart Cities, http://oascities.org/ 

38 https://www.fiware.org/foundation/ 
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4 ISSUES AND CHALLENGES TOWARDS FIWARE ADOPTION 

4.1 The questionnaire (methodology) 

The survey launched within this task was intended as a means through which gathering information on 

problems affecting the adoption of the FIWARE technologies in regions investigated for the policy 

and regulation taxonomy. Thus, helping to complement the position of regions built and exposed in 

this report, particularly highlighting those cases in which policies and regulations could act as barriers 

to the evolution of FI and the adoption of FIWARE.  

For this reason the questionnaire was modeled following different tracks in parallel: the criteria 

identified for positioning regions and the initial framework of issues defined for first by the PRG WG 

and the FI-PPP itself. 

For convenience, below is reported an extract from the first version of this deliverable, D3.2.1 Policy 

and regulation taxonomy v1, on the methodology followed to build this Questionnaire. 

The methodology adopted to build the questionnaire implemented these following steps: 

1) Starting grid - The framework proposed by the PRG WG (updated to 2013 as far as concerns 

Phase II projects) was analysed and updated having in mind not only the latest updates from 

the PRG (2014 “privacy and data protection” workshop outcomes, a topic particularly 

relevant among issues to be addressed by FI-PPP), but also real cases experiences gathered 

thanks to the many meetings held with regional contact persons during the process of 

selecting regions for FI-LINKS. 

2) Project vs regions - It was necessary to switch from a “project” perspective to a “region” 

perspective. The list of issues and challenges set up by the PRG WG was built and structured 

following a project (Phase II) perspective. Starting from that list, issues were extrapolated, 

classified and grouped into main areas, so to be submitted as a questionnaire to regional 

contacts in a structured and more easily comprehensible shape. This stage was performed 

bearing in mind the first outcomes and inputs coming from the meetings and interconnections 

already held during the first period with regional representatives.  

3)  Phase III validation - The questionnaire was then submitted and validated by three 

Accelerators, namely by the FIWARE coachers appointed for FINODEX, FABulous and 

INCENSe. The underlying idea - in building a questionnaire dealing with issues related to the 

FIWARE adoption - was to have the valuable contribution of main actors of the last Phase 3 

of FI-PPP, namely the SMEs and web entrepreneurs that start using FIWARE technologies 

thanks to the A16 Open Calls.  Being not feasible to contact them one by one, the best way 

was to directly involve the FIWARE coachers that are currently gathering (and addressing) 

most of the problems that SMEs selected by the A16 Open Calls are facing now as well all the 

issues and concerns they had since they were applicants. The FIWARE coachers are the 

proper persons to give an overview of the most common issues related to the uptake and usage 

of the FIWARE technologies and helped in verifying whether the questionnaire, namely the list 

of issues it contains, was actual and adhering to the current situation concerning the FIWARE 

usage. The proposed questionnaire was thus validated by the three Accelerators and the 

feedback was positive, it resulted to be consistent.  

Thanks to the feedback gained by the FIWARE coachers, the following item issues were 

modelled and added to the questionnaire:  

 Trust (inter-dependency between organisations). 

 Platform and technology sustainability beyond FI-PPP. 

 Technical support of GEs and roadmap in terms of new developments. 

 New forms of Legal Identity Needed for FI business. 
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It is worth to note here that SMEs and web entrepreneurs that are now approaching FIWARE 

technologies thanks to the A16 Open Calls, seems to particularly concern about the platform 

sustainability, the online legal identities, the security issues in general.  

4) Simple - The idea was to realize a questionnaire as easy as possible, and that could be quickly 

compiled by regional contact persons, by just “flagging” the correspondent issues or the 

related areas. The compilation of the questionnaire just requires a flag to point out whether a 

given issue was spotted or not. In addition, the questionnaire suggests a possible reason why a 

given issue was encountered, by presenting three fields (to be just flagged as well) “Due to”: 

 Lack of regulation; 

 Limiting / impeding regulation; 

 FIWARE terms & conditions. 

The field “Note” is a free text area for specifying details and additional information on that 

given issue or for suggesting possible further issues within that specific area.   

 

After the submission of D3.2.1 Policy and regulation taxonomy v1, the questionnaire was further 

reviewed and slightly modified. The final document produced, presenting also an introduction to 

explain the scope and the setting of the survey, is reported in ANNEX I  

 

4.2 Outcomes 

The questionnaire was sent to all those regional representatives with whom FIWARE Mundus team 

already got in touch in the first year and half of the project lifetime. In particular, it was sent to fifty 

different contacts, representing the following 24 regions39, belonging to 13 countries. 

 

Region Country 

South Moravia Czech Republic 

Copenhagen Denmark 

Tallin Estonia 

Helsinki (Uusimaa) Finland 

Brittany France 

PACA France 

Paris Ile de France France 

Picardie France 

Rhône-Alpes France 

Berlin Germany 

Baden-Wurttemberg Germany 

Hamburg Germany 

South East Ireland 

                                                      

 

39 Please note that the questionnaire was sent to ALL main contact names available, meaning representatives of all regions 

that had been contacted by the FIWARE Mundus team. For this reason the list slightly differs from the one of the involved 

regions in the previous paragraphs, because it includes also those regions contacted/selected at a first stage and that later on 

were not cooperating anymore or regions contacted during the second half of Year 2015.  
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Emilia-Romagna Italy 

Lombardy Italy 

Luxembourg Luxembourg 

Greater Poland Poland 

Norte Portugal 

Basque Region Spain 

Canary Islands Spain 

Catalunia Spain 

Navarra Spain 

Andalusia Spain 

Stockholm Sweden 

 

After three different reminds sent, asking to participate to this survey exercise (in January, February 

and May 2016), the FIWARE Mundus team got replies only from three of them40 and simply had to 

register that, unfortunately, those representatives contacted were not available anymore to cooperate 

with this project, and the idea to have also the policy and regulation taxonomy validated by 

representatives of those regions classified ad involved in the taxonomy was to be abandoned.  

Therefore the original plan was changed in June and finally agreed a new strategy among partners 

involved in this Task, namely identifying two different categories that could help as well to having an 

overview concerning the possible issues that different kind of stakeholders, in Europe, might 

encounter in adopting FIWARE technologies. The two identified groups are: the Infrastructure 

Owners, represented by the four main partners of the FIWARE Foundation41 plus two out of three 

HUBs42 that initially responded to the survey, and the FI Application Developers, represented by the 

SMEs/WEs involved in the third phase of FIWARE through the Accelerate Programme.  

Due to time constraint43 it was decided to contact directly one to one the SMEs selected, thanks to a 

personal involvement of the coaches of the Accelerators44. Since SMEs could – possibly – not be 

aware of FIWARE Mundus, the Coach was needed as a reference and known person thanks to whom 

the SMEs/WEs would for sure read the email. Effort was spent to reply to the many questions received  

and to explain that the survey was no way linked to the accelerator projects (though the Project 

coordinators of the involved A16 were, of course, informed in advance of this initiative), nor linked to 

the FIWARE usage survey that all A16 sub-grantees underwent to be evaluated with their projects. 

Forty SMEs/WEs were carefully selected45 and contacted from the following countries and thirteen 

                                                      

 

40 Czech Republic (CESNET, HUB/Infrastructure node), Estonia (Tallinn Science Park Tehnopol, HUB), Poland (Poznan 

Innovation Hub, HUB/Infrastructure node). 

41 Telefonica, Engineering, Atos, Orange. 

42 CESNET, Tehnopol, Poznan. 

43 The new plan was finally agreed and started at the end of July 2016, having to take into account the on-going summer 

holydays, the ending of some accelerator projects, the ending of FI-LINKS as well, the plan was to gather by end August all 

the questionnaire compiled.  

44 Coaches of four Accelerators were contacted and asked for an immediate availability to cooperate initially at least for a 

couple of days, to perform a selection of SMEs and send them one by one the emails inviting to take part of the survey, and 

then, during all August 2016, to help in redirecting to FIWARE Mundus replies or requests for more information eventually 

coming from SMEs.  

45 It was asked to the coaches to choose for the more responsive, so to be sure to get a reply within one month, and trying to 

cover the countries involved for the taxonomy. 
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replied46: 

 Spain 

 Germany 

 Italy 

 Netherlands 

 Luxembourg 

 Greece 

 France 

 Poland 

 Denmark 

 Finland 

 Ireland 

 Estonia 

 Portugal 

 Spain 

 

Finally 20 questionnaires were compiled (seven IO and HUBs, and thirteen SMEs/WEs), covering the 

following 11 countries:  

 Spain (2 IO, 1 SME);  

 Italy (1 IO, 2 SMEs);  

 France (1 IO);  

 Greece (3 SMEs); 

 Germany (3 SMEs); 

 Netherlands (2 SMEs); 

 Denmark (1 SME); 

 Czech Republic (1 HUB/IO); 

 Estonia (1 HUB); 

 Poland (1 HUB/IO); 

 Belgium (1 SME). 

 

Thus, comparing to the initial list of countries, it was not possible to have feedback only from Sweden, 

but, on the contrary, replies were received from two additional countries: Netherlands and Greece.  

Here follows a first snapshot of the aggregated results highlighting replies with respect to 

area/domains that got more “yes”, meaning those areas presenting more issues to address according to 

the involved subjects. 

 

                                                      

 

46 Have to bear in mind that for A16 ending in August/September 2016, months of July and August were the two final 

months for many of them. Many others read the email after their return from summer vacation, too late for the deadline we 

gave for compiling the questionnaire, which was mid August. 
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Figure 1 - Overall results 

 

In detail: 25 replies for the issues listed in Trustworthiness domain, 64 for StartUp engagement, 15 for 

Content protection, 19 for Open Access regulation and 20 for Privacy and Data Protection. Easily 

understood, at a fist reading, that the main issues encountered are related to the engagement of the 

SMEs and WEs in the adoption of FIWARE. We get the same result even after splitting the SMEs 

replies from the IO. Indeed, considering only the IO replies, that Domain is at the first place as well 

with 28 “yes”: 

 

 

 

Figure 2 - overall results only IO 

 

It is of interest to see singularly which are the main problems addressed by the two groups of 

FIWARE adopters, starting from the graphic below: 
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Figure 3 - Overall results for each issue 
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Going deeper in the four more evident issues, they are all related to the area/domain “Conditions for 

SMEs,WEs, and StartUp engagement”, in detail: 

 “Technical support to SMEs, WEs, and StartUp on GEs” got 14 replies: 

o 5 from IO and 9 from SMEs. 

o 3 from Spain, 2 from Netherlands, Greece, and Italy, 1 from Denmark, France, 

Germany, Poland, Estonia.  

 “Platform and technology sustainability beyond FIWARE Programme” got 12 replies: 

o 3 from IO and 9 from SMEs. 

o 3 from Spain, 2 from Netherlands, and Greece, 1 from Denmark, Germany, Poland, 

Italy. 

 “FIWARE Technologies evolutions (GEs roadmap), in terms of new developments” got 11 

replies: 

o 4 from IO and 7 from SMEs 

o 3 from Spain, 2 from Netherlands, and Greece, 1 from Belgium, France, Germany, 

Estonia. 

 “Exploitation of content and technological assets for commercial usage” got 7 replies: 

o 3 from IO and 4 from SMEs 

o 1 from Netherlands, Greece, France, Germany, Estonia, Poland, Italy. 

 

It seems clear that main issues are related to technical difficulties addressed during the implementation 

phase and great concerns are related to the future and the sustainability; this is true for both an SME 

and an Infrastructure Owner point of view. Obviously, since these issues are perceived as strictly 

related to the evolution of FIWARE, were ascribed almost by all to FIWARE in the questionnaire 

received, (expressed in the columns “FIWARE terms & conditions” or “FIWARE Technology” in the 

“Due To” section of the questionnaire). 

It’s worth to note that many questionnaires present also an explanation for these votes in the related 

section “note”, that could be summarized as follows (grouping the main comments got from the 

questionnaires). 

Concerning the technical support to SMEs, WEs, and StartUp on GEs, main comments are related to a 

not sufficient documentation for most Enablers and the instability of some FIWARE Lab nodes. Some 

FIWARE GEs were perceived as not ready for production due to lack of proper technical tutorials as 

well as good documentation, and not so “easy to use”, reasons why it was reported as a potential issue 

related to a future adoption by a broader community of companies. 

A kind of alert was reported with respect to the Platform and technology sustainability beyond  

FIWARE Programme by those that “voted” for this issue, namely related to the worries that the 

FIWARE stack has (and will have) to compete with a number of cloud platforms and should be 

prepared to address this challenge. 

On the same way, considering the Exploitation of content and technological assets for commercial 

usage, some SMEs perceived FIWARE tools still at “university level”, meaning not considering the 

(real) problems of the companies that, sometimes, had to be resolved by themselves. 

Doubts were reported also with respect to the FIWARE Technologies evolutions (GEs roadmap), in 

terms of new developments, in particular, for sure many registered that is still missing a strong Open 

Source community around FIWARE, and is still unclear how to possibly contribute to this Community 

in the present and the future. 

Though with less impact, also the Tax policies were reported as a problem, which, of course, is not 

directly related to FIWARE, but as a general issue for all those wanting to develop an application. 8 

questionnaires reported this issue as relevant, (4 replies coming from SMEs and 4 from Infrastructure 

Owners). Reading the comments, it‘s easy understood that this problem is felt and faced as an actual 

discouraging problem for FIWARE adopters. Especially for StartUps, it seems that the “multi-VAT 

payment law is confusing” since tax policies among Europe “are not uniform enough, creating an 
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uneven playing field”, and does not help in making things simpler for entrepreneurs. 

In general, within this domain, some countries (namely Greece and Czech Republic) expressed also 

concerns on FIWARE Lab and the difficulties encountered in experimenting in that environment. 

Especially for users having High Quality standard to be met for developing applications.  

 

The second area/domain with more “yes” votes is the Trustworthiness, which got 25 replies. In this 

area we find also the three issues following in the general “classification”, most frequently addressed: 

 Risk management, with 5 replies (2 from SMEs) 

 Trust (inter-dependency between organisations), with 5 replies (1 from SMEs)   

 Computer security certification , with 5 replies (2 from SMEs) 

 

Also in this case, majority of Companies that replied ascribed the issues as due to “FIWARE 

technologies” in most cases. Especially for what concerns the Computer certification, it was in some 

cases is perceived as a lack of attention given from FIWARE to security risks. Few comments here 

reported on the issue deriving from “regulatory restrictions on the usage of cloud infrastructure” while 

facing financial intermediaries. 

 

The other issues and domains were deemed less relevant compared with these first two. It’s worth to 

report here just some additional comments related to main remaining issues. As it is the case for the 

issues listed in the area/domain “Open access regulation”, which got in total 19 replies (11 from 

SMEs and 8 from IO). “ 

 Access to public data, which got 6 replies (3 from SMEs) 

 Multiple (overlapping) Standards, got 4 replies (3 from SMEs) 

 

In this domain most issues are essentially ascribed to “Lack of regulation” or a “Limiting / impeding 

regulation” all over Europe. Relevant concerns expressed here are related to the “many standards 

competing over the same subjects”, which compel StartUps “into mutually incompatible walled-

gardens”. This is a very significant image that makes clear how this is discouraging for entrepreneurs. 

As for the Access to public data, most SMEs report that actually, all those laws that require European 

“public administrations to release all datasets”, that should be “open by default”, are actually not 

implemented or not “well enforced”, which means, in some cases, only a good intention or theory. 

 

The domain related to the Privacy and data protection got 20 replies to the issues listed (10 from IO 

and 10 from SMEs). Most “voted” issue here is the Identity Management, got 5 “yes” (3 from IO). 

Among SMEs, the issues linked to this domain are particularly felt with respect to personal data 

(storage and deletion) of clients, often reported as a problem. For example, some SMEs state that the 

regulation on the deletion of personal information, and on how long it can be kept in storage 

information like IP, emails, etc, which in some cases is needed, “to avoid users trying to perform 

multiple 14-day free trials” is unclear. Also in this area/domain, issues are reported as due to “Lack of 

regulation” or “Limiting / impeding regulation” in Europe. 

It is worth to report that, from an Infrastructure point of view, data protection seems to be a good 

point, since “users’ data are protected quite well”, the data protection is “well defined and it is 

indicated clearly that the use of the data for third parties will be notified in order to be accepted”.  

The only possible problem reported, is one already spotted by the FIWARE Mundus team and well 

reported to the FIWARE technical coordination as well, namely that is an impediment for some 

countries (as it is for Germany) that the regulation of personal data is subjected to the Spanish law. 
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5 CONCLUSIONS 

The work carried forward to implement this deliverable, for both the versions, was indeed ambitious, 

and it encountered some constraints that were addressed thanks to the involved team that discussed 

and agreed on different solutions, thus giving the deliverable a modified rationale to arrive to useful 

conclusion. 

Main concern was the impossibility to have the involved regions validating the policy and regulation 

taxonomy, and giving feedback on actual barriers that could affect the deployment and adoption of 

FIWARE, since the regional representatives, met by the FIWARE Mundus, were unfortunately less 

interested than expected. The solution agreed to go beyond this obstacle was to contact other 

stakeholders that could immediately cooperate (with a very strict deadline) by participating to the 

survey, thus giving the point of view of the Infrastructure Owners and SMEs/WEs. Those stakeholders 

were selected trying to cover, from a geographical perspective, all the countries involved in the 

taxonomy, and that was true for all countries except Sweden, and, at the same time, two additional 

countries were involved: Netherlands and Greece. 

The information concerning regions with respect to the identified criteria of the taxonomy was 

originally to be collected on a regional-level. Both the difficulties in retrieving information, and the 

evidence that laws, and economic regulations that facilitate (or slow down) the FI adoption, are mostly 

issued at a national or European level, led to the decision of studying the regions at the national level. 

Therefore, the taxonomy was built considering the countries which regions belong to, and represents 

an overview of how the private and public sector fare in regards to the criteria identified, giving 

insights both on: best practices, challenges, and outlook. 

Even if it was not possible to use the questionnaire as a means to have an insight from representatives 

of indentified regions, nor to have their validation on the positioning of regions with respect to criteria, 

having the point of view of  SMEs/WEs and Infrastructure Owners, finally involved in the survey, 

provided insightful feedback as well.  

Merging the survey outcomes of the two target groups, it seems that one of the main challenges is the 

actual conditions for using this infrastructure distributed in many regions, due also to the fact that 

there are still few commercial nodes and many different regulations among countries, negatively 

influencing cooperation. Many concerns registered are clearly related to the future of FIWARE, strong 

concerns especially to those that may want to use FIWARE assets from now on, and that could have 

some doubts about the future support they may get. It’s also understood that the scope of the 

Foundation is not so clear, or at least still perceived with some uncertainty. Users have not clear in 

mind what kind of support form the Open Source community will have for the GEs they want to 

exploit or what possibility there will be to influence over the roadmap and future evolution.  

Finally, by carefully interpreting comments and replies, main worries seem due more to sustainability 

and exploitation for commercial solutions, and to lack of awareness (incertitude) on the Foundation 

and its mechanisms, rather than to technology itself. 
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ANNEX - QUESTIONNAIRE 

 

 

 

 

QUESTIONNAIRE  

ISSUES AND CHALLENGES AFFECTING FIWARE ADOPTION 

 

The promotion of the FIWARE technologies throughout Europe and all over the world cannot be split by the detection of any kind of problems 
and issues related to its adoption. The following questionnaire is intended for regions interested in FIWARE, in order to bring to light barriers 
that could prevent, or are currently preventing, from the adoption of FIWARE technologies. Some of them could depend on the policy system 

and legal framework in force in the different regions, some other could be more related to technological choices done within the FI-PPP.  

 

Compiling the questionnaire. 

Type “Yes” into the given column for each record, if – in you experience - issues preventing FIWARE adoption are related to that specific 
Area/Domain. Each Area/Domain lists a number o fields (sub-domains) that help in defining and detailing the issue. For each Area/domain 
can be selected the field “Other” if the issue(s) encountered cannot be related to any of the listed sub-domains. In this case, it would be worth 
to compile the “Due To” or “Notes” column and give details on this additional field. 

However, It’s recommended to give further information and fill-in the column “due To” in order to better understand the reason(s) why behind 
those issues. This column can be easily filled-in by flagging with an “X” one or more of the four listed factors: (1) Lack of regulation; (2) 
Limiting or impeding regulation; (3) FIWARE terms & conditions; (4) FIWARE Technology. 
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For each sub-domain a free text area (“Notes”) allows to write down any details, comments, feedback. 

 

This questionnaire already lists a number of hypothetical issues within given Area/Domain. 

Trustworthiness concerns the confidence of the end user and it is related to the legal framework that affects the creation of trust towards the 
Internet and ICT networks, thus including measures of the security of networks, reliable digital identities, protection of personal information, 
transparency, and so on. The sub-domains included within this Area are: Computer security certification; Trust - trust management; Trust - 
inter-dependency between organisations; Secure micropayment; Risk management; Secure Internet transactions. 

Conditions for SMEs, WEs, and StartUp engagement concerns policies that support Open Innovation and those mechanisms that facilitate 
SMEs and (Web) entrepreneurs to enter the market and participate to the Open Innovation, such as: Liability cross border; Tax policies; 
Online Legal Identity; Platform and technology sustainability beyond  FIWARE Programme; Exploitation of content and technological assets 
for commercial usage; Technical support to SMEs, WEs, and StartUp on GEs;  New forms of Legal Identity needed for FI business;  FIWARE 
Technologies evolutions (GEs roadmap), in terms of new developments; Connectivity. 

Content protection concerns all policies affecting the creation, the access to and the use of digital content, it includes: Access to content; 
IPR - ownership and Intellectual property rights; Digital Rights Management; Ownership and property rights of technological assets; Open 
data licences. 

Open access regulation includes issues related to transparency, non discrimination, access provided, price controls and any other key 
factor to fulfil the right to access a full open internet. Sub-domain included in this field are: Open access to interfaces; Open access to 
platform; Multiple Standards; Open access to standards;  Open access to Broadband / Infrastructure;  Access to public data. 

Privacy and data protection is related to issues concerning the data collection, tracing of individual profiles. Management of data, 
availability of public sector. Main sub-domains identified within this Area are: Informed consent; Data storage; Deletion of personal data; 
Transfer of data within the Programme and to third parties; Identity Management. 
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Area/ domain Issues related to… 

 
Yes 
/No 

 

Due to… 

Notes Lack of 
regulation 

Limiting / 
impeding 
regulation 

FIWARE 
terms & 

conditions 

 
FIWARE 

Technolog
y 

Trustworthiness Computer security certification           
 

 
Trust (trust management)         

Trust (inter-dependency between organisations)         

Secure micropayment         

Risk management         

Secure Internet transactions      

Other        

Conditions for 
SMEs,WEs, and 
StartUp 
engagement 
 

Liability cross border           

Tax policies         

Online Legal Identity         

Platform and technology sustainability beyond  
FIWARE Programme 

        

Exploitation of content and technological assets 
for commercial usage 

        

Technical support to SMEs, WEs, and StartUp 
on GEs  

        

New forms of Legal Identity needed for FI 
business 

     

FIWARE Technologies evolutions (GEs 
roadmap), in terms of new developments 

     

Connectivity      
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Other      

Content 
protection 

Access to content         

 

IPR (ownership and Intellectual property rights)         

Digital Rights Management (DRM)         

Ownership and property rights of technological 
assets 

     

Open data licences      

Other         

Open access 
regulation 

Open access to interfaces           

Open access to platform      

Multiple (overlapping) Standards         

Open access to standards      

Open access to Broadband / Infrastructure         

 Access to public data      

Other         

Privacy and 
data protection 

Informed consent           

Data storage         

Deletion of personal data         

Transfer of data within the Programme and to 
third parties 

     

Identity Management      

Other      
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