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Chapter

| ntroduction

This document presents the implementation and ratieq results obtained in the context of
Work Package 5.3. The main goal of the deliverableo develop the final release of the PPL
(PrimeLife Policy Language) policy engine proofamincept . The concept and the specifications
of this language are defined in the final publidivdgable D5.3.4 [1]. The PPL language is
specified as an extension of the XACML (eXtensiBlecess Control Markup Language) [2]
language, then the PPL engine is designed to mgethier with the HERAS-XACML engine [3]
(that only handles XACML access control rules). Hnehitecture chosen for the deployment of
the PPL engine is symmetric because Data Subjenis Rata Controllers (have similar
requirements: deciding whether a given personatifigble information (PIl) can be shared with
a data controller (resp. third party); handlingigédiions associated with data; storing data and
associated preferences (resp. sticky policies)agJ#he same architecture everywhere to handle
scenarios where one party can have multiple ra@as €ollecting data and next disclosing it to
third parties). The PPL engine executes multiptegtdn an automated way like: enforcing access
control policies, generating and verifying cryptagic proofs related to credential requirements,
matching between data handling preferences andhdadiing policies, generating and enforcing
sticky policies, checking authorization, contrajiinhe downstream usage of data, handling
obligations. Compared to the second release ofPtRe engine, the final one addresses the
performance problems and adds a new functionadityted to preference group management
described in [1] Section 7.6. This document is aua&explaining to the reader how to install the
system environment, launch the PPL engine andttestigh a web based scenario.

This deliverable is organized as follows. In thstfchapter we describe the use case scenario that
will be the framework of the demonstrator. In clea® we describe the installation steps of the
execution environment and the PPL engine. Finallghapter 3 we explain how to use the engine
according to the use case.
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Chapter

Use Case Scenario

PPL Engine

PPL Engine

Figure 1: Use case scenario: connection to a soetalork website

To explain in a more easy way how the PPL engingksyave present a scenario that describes a
subscription to social network shopping website. piesent in Figurel the different information
exchanged between the different parties using thitiess format presented in the domain class
diagram above (Figure 1).

 The Data Subject Alice is a privacy-aware user dhauite active in the Web 2.0
websites, but who is concerned about what happetiset data that she provides about
herself. Before starting her social networking\astj she has to create an account at an
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online social network https://clique.primelife.bgétep 1). Clique is playing the role of
Data Controller.

* In order to validate her subscription, the websii# need to collect some personal
information, like her name, her birth date, hera&traddress and her street address... This
information is contained in an access control gotia the website side (ie. In order to
create an account the user has to provide a listafentials). In order to explain the
conditions of usage of such collected informatibe twebsite sends a privacy policy
(written in PPL language) (Step 2).

» Initially Alice created privacy preferences relatecher personal data using the PrimeLife
Privacy Tuner shown in Figure 2 (Step 3). This tuisea graphical tool used to edit
Privacy preferences in PPL language defined ird#tizerable [4].

» After receiving the website’s privacy policy, thePIP privacy engine of Alice
automatically check if the private data requestethle server is stored on Alice machine.
If it is the case, the engine will enforce the asceontrol rules related to the requested
data (ex. does the domain primelife.eu can accegss-mail address?). If the domain is
allowed to access this data the engine match tlvagyr policy of the website with the
preferences of Alice. This matching will compare thata handling conditions expressed
by the two parties (Step 4).

» Alice has the possibility to decide if she acceptsefuses to send her data. This decision
is supported by a graphical representation of tteching result implemented as a
browser plug-in (See Figure 2). The result of thaching is contained in a sticky policy
that will be sent to the server of the website tbgewith the private data of Alice (Step
5).

» There the server will store and use the data apuprh the obligations stated in the
sticky policy (Step 6).

* The online travel agenayww.travel.example.con(third party Data Controller) decided
to start an e-mail advertising campaign. In ordetarget a wide scope of persons, the
www.travel.example.com admin asked his partnewueligrimelife.eu (Step 7) to provide
him with valid e-mail addresses for marketing atatistics purposes. The request will
contain a resource query for e-mail and a privaicy.

« The policy engine of clique.primelife.eu will matclthe privacy policy of
travel.example.com with the sticky policy relatedthe e-mail of Alice (step 8), and will
check if the sticky policy allows to forward forettpurpose of statistics for example. In
general, the full matching occurs between travahgple.com’s policy and Alice sticky

policy.
* The travel.example.com website receives (Step 8)ettmail address of Alice with a

sticky policy and configures the actions and tliggers related to the obligations, after
storing the e-mail and the sticky policy in a secomanner (Step 10).

! Clique fttps://clique.primelife.ell/is an experimental social network developed i@ tontext of
PrimeLife. In this Demo we are using only the lo@iinctionality of this social network.
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PolicySet id=“Frivacy Settings Profiles”
|_ PolicySet id=“RequestedData”

R I Pcl;lllcySet id=“Shoping”
Mapping tothe GUI ™ | rasget - 0
|_ Policy id="Shoping#sensitive”

. . |  Target = {}
n Prwacy Tuner - g )
b |_ Rule id = “Shoping#sensitive#l” Effect = “Permit”
File Edit |_ Target = {resources=[SSN]; action=[read]}
Y | _ DataHandlingPreferences ..

|_ Policy id=“sShoping#persconal”
A ﬁ‘ Privacy Seftings Profiles |

> © Requested Dat — Target — {}
equested Data
|_ Rale id = “shoping#personal4l” Effect = “Permit”
v ] sensitive |_ Target = {rescurces=[familyName, givenName]; action=[read]}

gso:iaISe:uﬂWNumber |_ DataHandlingPreferences ..
v (V)¢ personal -

[MIFamily Name |_ Policy id="Shoping#contact”
M Given Name |_ Target 11
'MEE‘;‘[TI |  Rule id = “Shoping#contact#l” Effect = “Permit”
-Mail —
V)zip Code |_ Target = {resources=[email]; action=[read]}
[V street |_ DataHandlingPreferences .
» (@i sns |

- Rule id = “shoping#contact#2” Effect = “Permit”
> 7 Minirmal Data -

» € Nearly Anonymous |_ Target = {resources=[zip code]; action=[read]}
> (& Twitter |_ DataHandlingPreferences ..
|_ Rule id = “Shoping#contact#3” Effect = “Permit”
|_ Target = {resources=[street]; action=[read]}

| DataHandlingPreferences

|_ PolicySet 1d="3SNS” combining-algorithm="permit-overrides”
Primel_]fe |_ PolicySet id="MinimalData” combining-algorithm="permit-overrides”
|_ PolicySet id=“NearlyAnonymous” combining-algorithm="permit-overrides”

|_ PolicySet id=“Twitter” combining-algorithm="permit-overrides”

Figure 2: Privacy Tuner Snapshot

In the chapter 3 we will guide you through the eliéint steps described before in order to test the
PPL engine capabilities.
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Chapter

|nstallation of the Engine

In this section we explain how to install the systenvironment of the PLL engine. We decided to
add a web interface in the scenario in order toemabkre user friendly the interaction with the

engine. For this version of the engine, the tdsasrto change manually the XML policies that are
used by the engine in order to perform some t@$ts.idea here is to deploy the PPL engine on
the Data Controller and the Data Subject sidesexedute a simple scenario of a registration to
the clique website. The scenario is quite simplg, the idea here is to play with this tool by

verifying the generated policies, sticky policieglaclaims. The user of this demo can modify the
policies and the preferences and observe the hmirani the engine.

3.1 System Requirements

First of all copy the zip file , extract the archign your local folder that we will call $root. Ale
install files of these software are copied in $waftwares

3.1.1 Database

We used the MySQL 5.1.43 database. In order to geatisis database we used the EasyPHP
5.3.5 package that includes the Apache HTTP welegsePHP, MySQL and phpMyAdmin. The
install including MySQL and PHP can be found hen@$softwares\EasyPHP-5.3.5.0-setup.exe

3.1.2 .Net Framework

The obligation handler and the obligation matchengine are launched as Web Services running
over the .Net  framework. You can find the instadlat  file in
$root\softwares\dotNetFx40_Full_setup.exe

3.1.3 Java VM

The executable for the PPL engine requires Javaorefl.6. In order to install it you can use the
JDK file in $root\softwares\jdk-6u25-windows-i58gee 6. In order to configure correctly
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your calsspath you can add a new variable PATH thighfollowing value: \Program_Files\Java\
jdk1.6.0_21\bin as shown in Figure 3

-

Envircnment Variables | &3

& B ]
Edit System Variable e e

Variable name: PATH

‘ariable value: \Program Files (x86)}Javaljdk1.6.0_15%biny

[ ok || cancel |

System variables

Variable Value =
0s Windows_NT T |
PATH \\zap.corpisysvolisap. corpiPolides\{90. ..
PATHEXT .COM;.EXE;.BAT; .CMD;.VES;.VEE;.JS:.....
PL_OBL_Samples  C:‘Program Files {(x86)\EMIC\PrimeLifel,.. =

I Mew... || Edit... JI Delete |

[ ok || concel |

Figure 3: Configuring the PATH variable of the syst

3.1.4 Mozilla Firefox

The demo is web-based and the user interface sheutlisplayed in a browser. The user interface
is a Firefox Plug-in that is compatible with thedfox 4 Beta 3 version. For this reason this

version of the browser must be installed and thepsie can be found in: $root\softwares\Firefox
Setup 4.0 RC 1l.exe

3.1.5 PrimeLife PolicyUl: Firefox Plug-in

This plug-in is only available in the Install ditery under the name PrimeLifePolicyUl.xpi.
the file can be found ifiroot\partner_software\firefox_plugins\PrimeLifelgUl.xpi. In order

to install the plug-in you just have to drag andpdthis file into the Firefox browser. In order
to configure it please set Set the PPL Engine URlhttp://localhost:9477/apdnd make
sure that the suffix is empty. The default is .psshown in th€igure 4
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Bockmarks (Taz] Help || L

= o =3
Downloads Ctri+J
Add- +Shift+A
“ https//ww Add-ons Ctrl+Shift
| Feedback 4
suter avec Fire| Set Up Sync...
s Maps A @& HitpFox ’
Error Console Ctri+Shift+)
& Primelife Policy Ul (H)
Web Console @ Ctri+Shift+K
Page Info
Start Private Browsing Ctrl+Shift+P
Clear Recent History... Ctri+Shift+Del
Options
Toogle Inline Code Finder for Firebug  Ctrl+Alt+5Shift+]
Poster Ctri+Alt+P

( Options @ﬁ

Preferences Test

PPL Engine URL:
http:/flocalhost9477 fapi/

API call suffix (like .php or .py]:

OK l ’ Cancel

Figure 4: Configuring the PolicyUl

3.1.6 Obligation Enforcement and Matching Engine

Before starting to use this engine it has to btallesl as a Windows service.The istall file can be
found in $root\partner_software\EMIC\PrimeLife Qjation Matching Engine.msi

3.2 Configuring the PPL Engine
3.2.1 Initialize the Database

Launch your MySQLAdmin session from you're my SQipbcation (Figure 5 shows the admin
interface  of the EasyPHP application). Open phpMwkd in your browser:
http://127.0.0.1/home/mysqlCreate 3 databases with the names ‘ppl'(Dataest)bj ‘ppl-dc’
(Data Controller), 'ppl-3p’ (third Party). Run tiseript $root\database-reset\reset-productive.bat.
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This may take some minutes. It resets the dataleseted for production mode. If you only need
the ppl-dc database for example, §java —jar database-reset.jar dc

ﬂlpf-ﬂ;}/fidﬂijﬂ &3 Server: 127.0.0.1
@I [BiDatahases J3SOL ¥FStatus (=]Variables [H|Charsets ZiEngines &3 Privileges [ Binary log %% Processes & Export  Falmport
ol Actions MySQL
* ppl3p .
* ppl-dc MySQL 127.0.01 B Server 127.0.0.1 via TCRAP
& atak 5 Server version: 5.1.43-community-log
Please select a database & Create new database R o e
!CU”E\“DH ;! _Er_zia_t_e_] b User: rooti@localhost
MySCQL connection collation: | utfd_general_ci i MySAL charset: UTF-8 Unicode (utf3)
Interface Web server
&« Language @ |Eng|ish LI b Apache2.2.14 (Win32) PHP/AE.3.2
» MWiySAL client version: mysglnd 5.0.7-dev - 021210 -
@ Theme / Style Origginal - $Revision: 294543 §
» Custom colar: (_; Eeset ¥ PHP extension: mysqgl
» Font size: | 82% x phpMyAdmin

b Yersion information: 3.2.5
B Documentation
B wiki
&} offcial Haormepage
b [Changelog] [Subwersion] [Lists]

php

Figure 5:MySQL interface

3.2.2 Start the PPL Engine

First make sure EasyPHP is running and all requil@dbases have the 228 tables. Launch the
Firefox 4 browser. Run the Data Controller: $ropiengine\dc.bat (may take ~70sec). Run the
Data Subject: $root \ppl-engine\ds.bat (may takese). Run the Third Party demo: $root\ppl-
engine\3p.bat.

B C\Windows\system32omd exe i) ulﬁ

.r.-Il.H ntimeMode 1

life.dc
- a

welife.dc.

1i

Figure 6: Launching the PPL engine
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Chapter

Using the PPL Engine Demo

In this section we explain step by step how to U PPL engine according to the scenario
described in Chapter 2.

4.1 Data Subject: Configuring Pllsand Preferences

The Data Subject has to store his Plls and théegkRreferences in to the engine Database. This
configuration will permit to the engine to autonsatly deal with the Data Controller requests.

4.1.1 Creating PlIs

Browse tohttp://localhost:9477You should create the three PII entries for eafcthe required
Pl type as shown in Figure 7. You can create fangle an e-mail address preset these values:

Attribute Name= http://www.w3.0rg/2006/vcard/ns#dma
Attribute Value=test@example.org

In order to be aligned with our scenario you havereate two other Plls (display_name and
user_name) as shown in Figure 8.

At any time the user can list all his PlIs by clitdk on the PII Store menu.
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- e A [ epiocabostisiry
[ dila subj

@PrimeLife

Data Subject admir

SRSk gPrimeLife

PII store

b Creats new PIT

Data Subject admin console
PI Store is empty. PII Store Data Handling Preferences

— ateibute Mt hittp: e w3 0rg/ 2008 fvcard/ns email

attributs Valus iohn®example com

create Pii

PIL - Examples for attribute names

ktpS W cample crg/names #user_name
hitpr/Ywwer e xample crp/names #display_nams
hitpfwww vl orgf2006 vcard/ns# email

Figure 7: Creating Plls

(€ - C || [ repiocaost 9477 €ir-|

ata subjiect

g Primelife

Data Subject admin console

PII Stere Data Handling Preferences
PII store
b Create new PII
PIIs list
1. attribute name: http:/ fwww . w3.org /2006 fvcard fns# email (2 (@

attribute value: john@example.com

2. attribute name: http:/ fwww.example.org/names#display_name L.{} @
attribute value: John

3. attribute narme: http:f fuww.example.ora/namesfuser_name L,.,'} @
attribute value: john_doe

Figure 8: PII list
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4.1.2 Associating Preferences to PlIs

The user can edit the preferences related to €duis 1. We use the Privacy Tuner to edit such
preferences. To simplify the task we pre-definesl pheferences for the selected Plls. To affect
this preferences to the PlIs click on the “Data tHeng Preferences” menu, then browse to select
a Preference. We recommend you to use the one dstoi@ $root
\samples\datahandling_preferences.xml as showigurd-9.

E i - L [ esdocaton T or-]
-I—'H'-J"lil-uluru_--lr BT o [ ——— 1 e W0 T CILELF SUILTIEC]
T S
%’ Primelife
= A A T . []
- W AR AL B TR
Diata Subject admin consoke = PrimELle
PIi Stare Data Mandling Preferences
it
Biown. | -

| \ppl-engine\samples\datahandling_preferences.xml

upload prefersnces

Figure 9: Adding Preferences

4.2 Data Controller: Configuring the Privacy Policy

The Data Controller has also to configure the accestrol rules related to his resources, and also
the data handling policy related to the usage ¢mmdi of the collected data. All these rules are
contained in a single policy that we call privaofigy.

The Data controller admin console is running iis thil: http://localhost:8082/

In order to affect the resources pages to a priyaicy click on the “Resource Policy Store”
menu or browse to the uHttp://localhost:8082/resource/index

Select type the name of the resource to protentlih@vse the sample repository in order to select
the privacy policy that should be affected (as sihawFigure 10). We recommend you to use the
policy contained in $root \samples\datahandlingicgotml
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gPrimeLife

\ppl-engine\samples\datahandling_policy.xml

Admin Console

Resource Policy Store
Policy Upload Form

resoUrce name:  register policy file: [CA\Documents and Setta|_Browse. |
wbmit,
Resources list: g Pl'imELIfE

2gsource Folicy Stors is empty. - -

aldadbad COTHITHIET

Resource name : register

Admin Console

Pl Sare Ressurce Policy Sore
Hesouroe Policy Store
Policy upload Form

amssurEe nare by Bime Lh-ﬂ. |

uliginlt,

Resources sl

reginter shisey iy b

- After uploading data handling policy, you must restart your browser

Figure 10: Configuring Privacy Policy

4.3 Registering to the Clique Website

At this point of the demo everything must be fuotl. Pleasee-start your browser and go to
the Cliqgue website ohttp://localhost:8082/clique/index

Lag in Welcome to Cligque

LA PR L i DO DO 8Ty O,

1 ) Mew This Chackiene aresatin amplaass some of Chaua's
Braws CoreCafrie, The mowves Op-sE @B e s,

m [ [ —— Geling Shorbed 1o cinrianan]
e L e
L 3 e e SRS Iy DR e T B B R P SV el
| Regeurss [ Loen passsord B e 0 e W S D S e DA TITL M e fei
4 DAVHBOARD Fra mein snieg b o g profies e fo sl page fiogs e
TOUDE FAGE (o DALHBOANTTH Crog S5m farasy poss wak be dldriey ooyl
W T P S Nl v Ve The Sedde 1 DrOees & g
Moveest membars G T W Pl il TN Vet QN OO [ DN AT
B COMBACTE fo dhememy yieur Soeminois BN v b
£ TYWEETE B, il b oot el S Qs o s o
-- l. e s CEHRNG WO Y| g e S b TOCHRE & SO LIE IO,
Dbt CORMERCON T Ve § g 8 T COMERC IO e
el FEEMDOR SO poos BAIRBOARD, go o BDME = COiebALTE
Fiaom DONIACTE in M COUICROAMT you meaede: TS = DO PO 08

TEr]

el ]

Figure 11: Clique welcome page
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In the Welcome page (Figure 11) the user can ceeatecount by clicking on the register button.

Automatically the browser will recognize that thehsite is compliant with the PPL engine and
launch the matching plug-in (PolicyUl) as showrfigure 12. This dialog box shows to the user
the result of the matching between the his prefaerand clique’s privacy policy. The result of
the matching is then used as a sticky policy. kegaerfect matching the use has just to send his
data with the sticky policy.

q] g i1
Send Data? |
Your data will be sent and used Tor the following purposes &
Purposaes
Attributes o e Mmbrivy
Display_name:
o - OE a H>E !
User_mame:
johe_doe - >3 >3 >=
E-Mail:
‘ @ johni@example.ong - }E )E }E
B Dists wall be sent o B Data will be fenwarded to others
‘ E Example.com's store subsenption (storesumple com, contactDemple.com) Frivasy Policy == Data will not be sent
Privacy policy matching @
1M Your Prgecy Sethings do not match with E-: Prrvacy Pobicy because, My current privacy settings:
| ﬂ'l your setlings 5y that you wani yous € Downatreambsage -
- Display_name not to be uted for Marketang purpeses
= User_name not to be used for Marketing purposes Accept misratch
- E-Mall net 1o be used for Marketing purposes
| ‘ - pmatchies) for this transacteon only -
Cancel Send
L

Figure 12: Matching dialog box

If there is any mismatch, the dialog box will deplthe list of mismatching elements in order to
inform the user. Then the Data subject has to éewitether he accepts to send the data or not as
shown in Figure 13.

P‘rhrlc':puﬁq'rruh;hhg
.0 Your Privacy Settings do not match with E's Privagy Policy because, My current privacy settings
"i"-f' your settings say that you wand your 'E' DewnstreamlUisage -
- Display_name net to be used for Marketing purposes
- Llser_pame not ta be uted for Marketing purposes Accept mismatch
- E-Mail not to be used for Marketing purporses
- srmatehies) Tor ths transaction only -

| Cancet | Send

Figure 13: mismatching result

If the registration is successful the Data Subgact click on the list of Plls he sent to the weabsit
and check the sticky policies that are affectetthéodata. See Figure 14.
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Congratulations!
You are now a member of clique.

Your data and corresponding sticky policies:

& VLR £ wont W B ONgY Namas Sms phay’ nama

1 john

& http o fwww  axamgle. org/namas Susar_namas
: john_dos

* httprf/wens w 3org 2006/ voard/ ns #email
i johndexample.crg

Reqtart

Figure 14: Registration to Clique

An admin console is also available on the Data @tlat side in order to access the list of
collected PlIs (PIl Store menu). If you click oneoof these Plls you can access to a human
readable version of the sticky policy as shownigufe 15.

R P S M Y BTSSR DR ST S SRCERE A TR ST ST ST S TR S SR ST ORI S

aataaena o atan

%Primetife

Admin Console

PII Store Resource Policy Store HAELEsTIIEERE LA

P1I details for http://www.example.org/names#display_name

john

Sticky policy details
Authorizations

Purposes:

& bekpfwarww 3.0rp/ 200270 LR 3R Lindividuat-analyss
= Bitpfeaww 3L 0rgf 200270 1P 3F 1L admin

® B wwiwd, org 2008701 /BIPUL 1 markating
Cownstream usage 5 nat allowed

Obligations

* Trigders
o artime
= start:
B oax, delay: 6 deye
Action: del=te personal data
* Trigoers
O personal dats accessed for purpose
" purposes:
= g w3oorgd 20020 1/PI3Pv L pseudo- analysis (trigger)
= max. defay: 30 seconds
Action: log
* Triggers
o personasl date accesssd for purpose
B purposas:
W hiipleses . w3.orgd 200601 PEPE Lidelivery (Lrigger)
B o, dalay: 15 munutes

Action: log

Figure 15: Admin Console
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At any time for testing purpose, using the adminsode, we can force the execution of a trigger
by clicking on the (trigger) button. For exampleFigure 16 we forced the logging obligation by
simulating an access for “marketing” purpose. Husess will then be logged in the bottom of the
page on the “Logs” table.

¢ Triggers
O personal data accessed for purpose
B purposes:
B http://www.w3.0rg/2002/01/P3Pv1/pseudo-analysis (trigger)
B max. delay: 5 minutes
Action: log
* Triggers
@ personal data accessed for purpose
® purposes:
B http://www.w3.0rg/2006/01/P3Pv11/marketing (trigger)

B max. delay: 40 seconds @
Action: log

* Triggers

O at time
B start:
B max. delay: 7 days

Action: delete perzonal data

Logs

Time Message

2011-05-03 14:14:38.0 Trigger for PII access for purpose(s) http://www.w3.0rg/2002/01/P3Pv1/pseudo-analysis will trigger action within 300 seconds
display raw XML

Figure 16: Forcing a trigger

4.4 Third Party Access

The third party Data Controller is running undes tdRL.: http://localhost:8083/

When a third party Data Controller wants to colleatme data from the Clique website, a request
containing the required PlIs and their related dsadling policy is sent to the initial Data
Controller. In order to load this request, you hawee browse your directory, select the
correspondent XML request and send it as shownignr& 17. We recommend you to use the
request contained in $root \samples\request_ thindy pml.

The result is displayed as a list of Plls like lie Data Controller console (see Figure 18). When
you click on a PII to see the related sticky poloy will notice that this one is corresponding to
thedownstreamusaggolicy contained in the Data Subject’s preference.

On the Data Controller admin console you can alstica that the access of the third party
triggered and obligation. This obligation loggee ticcess of the third party as shown in Figure
19.
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§PrimeLife

3P Console

Downstream Usage

request policy file: p:mumz?m . Browsa_ | Send request

Figure 17: Third party request

q €3 C M @ biplocanostsisypimponuplosd
B Les plus visitds |_| Débuter avec Firefox 3 Ala une 4, 127.0.01:8888 /12700... ® PPL Engine Pl Store @ Primelife PPL Engine & PPL|

gawnstredn usage downstreani Uusage gdownstredarn Usage gownstreann Usdae

Received PIIs
PIIs list

1. asttnbute name: hitp:/ fwww.w3.org/ 2006/ veard / ns2email Delete PIT
attribute value: john@example.com

Figure 18: Third party PII list
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* Triggers

O personal dats accessed for purpose

B purposes:
B hittpzf{fwwwow 2. org 2006/ 01/PIPv1 Limackebng (trigger)

" max, delay: 40 szconds

Action: log

+ Triggers

9 atme
" start;
5 max, delay: 7 days

Action: galete personal data
Logs
Jime, Hessape

2011-05-03 10:12:35.0 Tngger for P11 access for purpase(s) hitp:/fwww, wi.ong! 2008/ 01/ PIPvLL/marketing will tngger action within 40 seconds

dimplay raw XML

Figure 19: Obligation execution on the DC side

4.5 Preference Groups

As defined in [1] preference groups is a functidigathat offers the possibility to maintain
multiple browsing profiles with a different privacsettings. For example the "secure" profile
which is not allowing any PIl to be revealed owudtied" profile which contains a list of trusted
websites that are allowed to collect user's daiffiefent preferences can then be added through
the interface described in Figure 9. Each of thpeséerences has to use different names. When the
matching dialog box we can at any time change tineent navigation preference group as shown
in Figure 20. The matching result will automatigathange with the selected preference groups.

Send Data?
Your data will be sent and used for the following purposes
Purposes
3 A ation  ndhidual y M g
Attributes
Display_name:
- @ B >E
User_name:
jehn_doe - > > > m
E-Mail:
@ john@example.org ¥ } ) )E
> Data will be sent to: 2B Data will be forwarded to others
E Example.com's store subscription (store example com, contact@example.com) Privacy Policy == Data will not be sent

Privacy policy matchina

% Your Privacy Settings do not match with E‘; Privacy Policy because, My current privacy settings:
] 4 5

your settings say that you want your: g‘ Downstreambsage -
- Display_name not to be used for Marketing purposes
- User_name not to be used for Marketing purposes
- E-Mail not to be used for Marketing purposes ¢ DownstreamUsage?

1 i - sratchies) Edit privacy settings =

Cancel | Send

Figure 20: Preference groups
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4.6 Configuring the e-mail Notification Obligation

In the list of supported obligation actions we pe@ the e-mail notification. For example
whenever a Pll is accessed for any purpose a caitifin e-mail is sent to the Data Subject. In
order to enable such obligation you have to confighe SMTP e-mail server that will send the
mail.

For this open the $root\server.jar with WinRAR aveh, open the file systemconfig.txt, and fill
the parameters (as explained in Figure 21):

mail.smtp.host : Set SMTP server address
mail.smtp.port : set SMTP port :
from : Set the FROM address

Mame Saze Packed Type Modded CRC32 =

ey Folder 240372011 13:28
LB Feslder OL/06/2010 14:20
L, cam Folder 24372011 13:59
antlr Foilder 24/03/2011 14:36
10 Feolder 2406/ 2000 05:10
[ smldsig-cone-rebemansd 1053 2086 File xed 2403/2011 13:40  M49EC2C
um:-s:h:maz:d 32 1225 Filexd 24/03/2011 13:49  F1E3°3CC
@ucmlblndlnpml 6193 73 MWL Document 22002010 16:58  TFIIE052
Wlsyuemcontigan 106 # TetDocument /370U 1452 FICHAI |
unﬂ-uh:mu-asumn-i.ﬂ-:sd 13180 2001 Filexgd 240372011 1340  FEOFIBFE L.Jl
== Primelife_Logo_zmalljpg 13847
= Primelife_Logejpg 40 B0 . ’ y
[R P olicyBinding xmi ;s # Email configuration
[#) PiistoreSenace.properties )
aF‘[[.ﬁ.chnnHandltﬁmx:c.prnp:rhes 118

mail.smtp. host=mail.sap.corp

3 LagoSap gif 13 A i
[Ritogtipioperties o (mail.smtp.port=25

(B ContextBindingarnl 2w from= s1im.trabelsi@sap. com
R accrce contrnbuncmbe? lenolicicchamasnswed 15877

Figure 21: e-mail Obligation configuration

This notification e-mail can then be added to trefgrence as shown in the example Figure 22
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<ob:0bligation>

<ob:TriggersSet:
<ob:TriggerPersonalDatakhccessedForPurpose xmlns="http://www.primelife.en/PPL/obligation">
<ppl:Purpose>http: //www.w3.0rg/2002/01/P3Pvl/contact</ppl: Purpose>
<ob:MaxDelay>
<ob:Duration>POYOMODTOHSMOS</ob: Duration>
</ob:HMaxDelay>
</ob:TriggerPersonallatalccessedForPurpose»
<ob:TriggerPersonallDatalkccessedForPurpose xmlns="http://www.primelife.eun/PPL/obligation">
<ppl:Purpose>http: //www.w3.0org/2006/01/P3Pvil/delivery</ppl: Purpose>
<ob:iMaxDelay>
<ob:Duration>POYOMODTOH15M0S </ ob: Duration>
</ob:MaxDelay>
</ob:TriggerPersonallatalccessedForPurpose>
<ob:TriggerPersonalDatakhccessedForPurpogse xmlns="http://www.primelife.eun/PPL/obligation">
<ppl:Purposerhttp: //www.w3.org/2002/01/P3Pvl /psendo-analysis</ppl: Purpose>
<ob:MaxDelay>
<ob:Duration>POYOMODTOHOM305</ ok Duracion>
</ob:MaxDelay>
</ob:TriggerPersonalDatafccessedForPurpose>
</ob:TriggersSetc>

<ob:RActionMotifyDataSubject>
<ob:Media>Fmail</ob:Media>
<ob:hddress>john@example. com</ob:Address>

</ob:hetionNotifyDataSubject

</ob:0bligation>

Figure 22: Adding the e-mail notification in thesference
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