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2 Summary of Deliverable 3.3 

In this report a comprehensive method for the 
assessment of costs and consequences 
caused by disturbances in the critical and 
vital infrastructure of a society is presented. 

The assessment is based on a virtual society 
named Viking Country. This society is a 
simplified but still functioning virtual 
society. It has static as well as dynamic 
properties. It has the vital features of a 
society.  

 
The scope of this report can be summarized in this fictitious telegram: 

 

 
Telegram from VBC (Viking Country Broad Casting): 

 

“A  local outage, with the Impact Magnitude 6.8,  has occurred in part of the Viking Capital. 
About 380.000 inhabitants had an outage this afternoon . 

  
The societal cost to the Viking Country is estimated to 8.2 million Euro  

 
VPT, The Viking Power Transmission company, reported that power was restored to 

everyone at eight o’clock . However VPT does not want to comment on the reason for the 
outage. One of the employees says that there was some kind of unknown intrusion into the 

VPT computer system and the protection system was disabled. This has not been confirmed by 
VPT.” 

 

The content of this report is how the figures in the telegram is assessed. 

Overview of the virtual society  

A society is heavily dependent of a resilient infrastructure. Among those infrastructures some 
are critical, the most critical are the electrical grid, the information networks and the financial 
services. They have a special position – the society can’t  operate without them. If the power 
disappears nearly all activities will halt immediately. If the information networks or the 
financial services don’t work it will cause a break down in most society activities after a 
shorter or longer while. 

The virtual society presented in this report is a simplified society, with only the vital features 
of a society. It has static as well as dynamic properties: 
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- Necessary infrastructure like blocks, apartments, streets, electricity grids etc. 
- Companies, public and private service operations producing welfare 
- People living in the city, having a comfortable life and consuming welfare. 

The virtual society is a virtual dynamic society reflecting: 

- Societal and business activities 
- Critical infrastructure 
- Individual objects 

The virtual society relates: 

- Power demand to an economic life; business activities to consumption of welfare  
- All activities to the production and consumption of Gross Domestic Product (GDP) 

The virtual society has Activity Profiles: 

- Individual Power Demand Profiles for objects in the city 
- Individual Business Activity Profiles for objects in the city 

The virtual society has  dynamics, the life in the city is managed by setting and incrementing 
a system time 

The virtual society will be disturbed by simulation of outages in the power supply 
The virtual society can: 

- Measure the lost power production and lost consumption of welfare 
- Measure the economic activity in the society by measuring the production and 

consumption of welfare 
The virtual society is created by a software, ViCiSi, the Virtual City Simulator, that has been 
developed within the Viking-project. In the Viking-project the focus is on the electrical grid 
and the dependencies of a reliable power supply. In the next step – outside the Viking-project 
– the aim is to implement all critical infrastructure, such as water and wastewater distribution, 
telecommunications and transportation. 

After ViCiSi has created the virtual society the society “lives” and: 

- Has its own system time 
- Responds to commands from the environment 
- Sends information about its internal values, depending on the system time 

The final goal is to use ViCiSi as a test bed for the dependencies of all vital infrastructure. 
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Power Load Profiles 

In Viking Country all power consumers has there own individual Power Load Profile, pi(t).  
The 24 h evolution of the created Power Load Profiles can be seen in the following picture: 

 

 
To make the individual Power Load Profiles consistent the sum of the profiles equals the 
Power Load Profile from ENTSO-E, both at each moment in the time frame and summed for 
one year. 
Thus, the following is valid for the individual Power Load Profiles pi(t): 

∑All consumers∫one year pi(t) dt = E 
where E is the total energy consumption of the specific country for one year, read from the 
Eurostat database. 
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Business Activity Profiles 

The dynamic features in the society are described by  business processes and implemented as 
Business Activity Profiles, bj(t), which gives a momentarily value of the economic activity of 
each object.  

 
 

 
The individual Business Activity Profiles are compliant with the annual GDP of the specific 
country, such as: 
∑Economic entities∫one year bj(t) dt = GDP 

where GDP is the value from the national accounts at Eurostat. 
If those activities are summed for one year for all objects the corresponding GDP of the 
society is assessed. 
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Outage and Restoration 

The evolution of an outage in a society is very simple for the power as well as for the business 
activity. Everything gets black and more or less all production halts. And this continues as 
long as the outage lasts. No production or consumption of welfare. In reality the evolution is a 
bit more complex but this is the simplification made in the virtual society in this report. 

But when the power comes back the evolution is considerably more complex. The society 
gradually starts by consuming power. And some of the not delivered energy will now be 
restored. For example a refrigerator will run intensively for a while and restore some of the 
not delivered energy. But a lamp will not restore any of the not delivered energy. It is not 
possible to recover lost light.  
The virtual society has its own model of restoration, including open loop as well as closed 
loop properties. Thus it is possible to model long as well as short outages. This function is 
used to model the restoration of the power as well as the business, but with a different time 
constant: 

 

Template countries 

Viking Country is implemented from template files. There are templates for all EU countries.  

The template files are created by importing country demography and economic statistics from 
Eurostat and power statistics from the national Transmission System Operator. 
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The assessment of Impact Costs 

The Impact Cost in a society occurring after an outage is assessed as the difference in the 
Gross Domestic Production (GDP) in a society with and without outage and is thus assessed 
as the lost GDP. The cost assessment is normally the most important way of describing the 
consequences from an outage. 

The way Impact Costs are measured in the virtual society is by comparing the economic 
activity in a non disturbed society (B) and the economic activity in a disturbed society 
(BRestoration). The cost is the difference between those measures (BImpactCost). The cost is thus 
the value of the foregone production. 

 
 

Impact Magnitude is a new non-monetary dimension 

However, the cost assessment is one and the most important way of describing the 
consequences of an outage. But it does not give an exhaustive description. In the monetary 
assessment information are lost in the simplifications and assumptions. The costs are one side 
of the double-sided outage coin. Hidden behind the Impact Cost 6.683,667 MEUR might be 
the proliferation of the cryptosporidium parasite into the fresh water distribution, caused by 
wastewater leakage into a freshwater pipe without pressure. Or the same figure might hide the 
bankruptcy of a couple of industry companies that suffered hard from a one month outage. 
In this report a new non-monetary approach to assess the consequences is defined as a 
complement to the cost assessment. In this new approach the society is viewed and assessed 
from a micro perspective and a macro perspective. 

From the micro perspective, i.e. from the individual standpoint, the length of an outage is the 
most interesting dimension. In the micro perspective an outage means the loss of welfare, 
inconvenience, problems with transportation, no fuel at the gas station, problems with 
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emergency calls etc.  

The number of affected people are not assessed in the micro perspective. From a societal 
standpoint - or the macro perspective -  the consequences are dependent of the number of 
affected people. In the macro perspective societal risks are assessed, for example disease 
proliferation, riot and other crimes, antagonist attacks etc. The magnitude of those risks are 
related to both the number of affected persons and the length of the outage.  
The micro dimension is covered by the so called Disturbance Length Order. In this dimension 
the length of the outage is the important information.  
The number of influenced people is covered by the Impact Incidence.  

Finally, in the macro perspective the Disturbance Length Order and the Impact Incidence is 
unified to the Impact Magnitude dimension. In this dimension both the number of persons 
and the length of the outage is important. 
The Impact Magnitude is defined in such a way that  

Impact Magnitude = Disturbance Length Order + Impact Incidence 
The range of Impact Magnitude is [0, ≈ 10+[ 

The range of Disturbance Length Order is [0, ≈ 5+[ 
The range of Impact Incidence is [0, ≈ 5+[ 

The definition of  Impact Magnitude has similarities with the Richter Magnitude Scale, used 
for assessing earthquakes. 

One obvious advantage of this non-monetary dimension is that it is very easy to calculate. 
The only information that is required is the outage length and the number of inhabitants 
affected by the outage. This can be compared to the cost assessment, which is quite complex 
and time consuming. 
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The Impact Magnitude, Disturbance Length Order and Impact Incidence are unified into a 
single diagram. 
 

 
Thus, the assessment of cost and consequences in this report is comprised of  

- an extensive Impact Cost calculation, based on GDP and Business Activity Profiles,  
- The macro and micro perspective of the consequences in a society, assessed by the 

Impact Magnitude, Disturbance Length Order and Impact Incidence.  
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Impact Magnitude of historic outages 

Historic outages can be assessed in terms of Impact Magnitude: 

 
 

The relationship between the Impact Magnitude  dimension and the consequences 

The consequences from outages is thus dependent of both the length of the outage and the 
number of affected inhabitants. he Impact Magnitude and the consequences from to a 
1.000.000 inhabitant society can be summarized in the following table: 
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Impact 
Magnitude 

Outage 
length  Operation Consequence 

3 
 

1 second or 
shorter (or  
shorter) 

Process industry The process might stop, with a long 
restoration time 

   Computer system The system might stop, information losses 
   Air traffic control Air security threatened  
4.8 
 1 minute Intensive care 

surgical Lights stops, respirators and dialyze 
won’t work, ventilators and dialysis won’t 
work 

5.8-6.0 
 

10-15 
minutes 

Computers with battery 
backup Stops but no information losses 

6.0-6.3 15-30 
minutes Poultry breeding Animals in big farms will die 

6.3 30 minutes Process industry Ovens and pipes get clogged, restoration can 
last for a couple of days  

6.9 2 hours Big pig houses Lack of ventilation can cause the animals die 
   Water supply Consumers in high-altitude areas are left 

without water 
7.3 6 hours Melting industry Melts solidified in the pots (many weeks of 

downtime) 
   Greenhouses Damage by drought or freezing 
7.5 8 hours Water supply Risk of contaminated water leaking into the 

pipes 
   Heat supply Problem particularly in hospitals and the 

elderly in their own homes 
   Dairy cows Risk of mastitis and sustained reduction in 

yield 
7.6 

10 hours 
Telecommunications 
exchanges with battery 
backup 

Disruption of telecommunications traffic 

7.6-7.9 12-24 hours Humans and animals Lack of water and suitable food 
   Food Chilled and frozen foods are destroyed 
    Retail Retail distribution will have difficulty 
   Commercial and 

residential Freezing, risk of frost damage to water pipes 

   Waste Water Treatment 
Plant Raw sewage flows out through the overflow 

> 7.9 Couple of 
days Everyday life Workplaces and service facilities must be 

kept closed 

 

A society with 100.000 inhabitants will have 1 unit less Impact Magnitude with the same 
consequences. A 10.000 inhabitant society will have 2 units less Impact Magnitude. 
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Assessment of story boards 

The methods developed for the cost and consequences analysis is applied on eleven so called 
story boards in Viking Country. This has been performed to four of the template countries; 
Germany, Hungary, Spain and Sweden.  The result from the Germany template are shown 
below:  
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Viking Test Bed 

Viking Country is created by a software, ViCiSi – the Virtual City Simulator. This software is 
also used in the Viking Test Bed, described briefly in this report and in detail in deliverable 
WP 5. 

Future development 

ViCiSi  and the assessment of Impact Cost and Impact Magnitude, is not restricted to outages 
in the electricity supply. It is a generic method that can be applied to various  areas and 
different kinds of vital infrastructure, such as: 

- telecommunication,  
- water and wastewater 
- transportation 
- garbage removal 
- and other infrastructure 

More over the method can be used to analyze the effects from large scale threats to the society 
– such as proliferation of diseases – by analyzing the effects to normal life and the wellbeing. 
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3 Introduction 

The VIKING project is an EU financed Framework 7 Collaborative STREP Project and is 
part of themes 4, ICT, and 10, Security. VIKING stands for Vital Infrastructure, NetworKs, 
INformation and Control Systems ManaGement and will be executed between November 1, 
2008 and October 31, 2011 by a consortium of industrial and academic partners.  

3.1 Overview of the VIKING project 

The main objectives of VIKING are: 

- To investigate the vulnerability of SCADA systems and the cost of cyber attacks on 
society 

- To propose and test strategies and technologies to mitigate these weaknesses 
- To increase the awareness for the importance of critical infrastructures and the need to 

protect them 
 

Society is increasingly dependent on the proper functioning of the electric power system, 
which in turn supports most other critical infrastructures: water and sewage systems; 
telecommunications, internet and computing services; air traffic, railroads and other 
transportation. Many of these other infrastructures are able to operate without power for 
shorter periods of time, but larger power outages may be difficult and time consuming to 
restore. Such outages might thus lead to situations of non-functioning societies with 
devastating economical and humanitarian consequences. For this reason, this consortium has 
decided to concentrate its research to the systems for transmission and distribution of electric 
power. We anticipate that most of the results will be applicable to the protection of other 
critical infrastructures. 
The operation and management of the electric power system depend on computerized 
industrial control systems. Keeping these systems secure and resilient to external attacks as 
well as to internal operational errors is thus vital for uninterrupted service. However, this is 
challenging since the control systems are extremely complex. Yet, the systems are operating 
under stringent requirements on availability and performance: If control and supervision are 
not done in real-time, the power network may come to a collapse. 
These computerized control system, normally called SCADA standing for System for Control 
And Data Acquisition, includes functions for remote collection of vast amounts of data from 
measurements placed in strategic points, e.g. power stations, in the geographically widely 
spread processes and for the remote control of process devices. Many SCADA systems 
include computerized models of the process which enables simulation of alternatives process 
states and of optimization. Due to legal and environmental constraints, e.g. for building of 
new high voltage power lines or power stations, the primary process itself is difficult to 
expand which in its turn leads to higher and higher utilization of the existing transmission and 
generation resources. The process is, in other words, operated closer to its physical limits. 
Those the SCADA systems are becoming increasingly critical for the operation of the process 
and therefore are becoming a critical component for the availability and security of the 
supervised infrastructure. 
The objective of the VIKING project is to develop, test and evaluate methodologies for the 
analysis, design and operation of resilient and secure industrial control systems for critical 
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infrastructures. Methodologies will be developed with a particular focus on increased 
robustness of the control system. As mentioned, the focus is on power transmission and 
distribution networks. The project combines a holistic management perspective—in order to 
counteract sub-optimization in the design—with in-depth analysis and development of 
security solutions adapted to the specific requirements of networked control systems. 

The traditional approach to verify the security of SCADA systems has been ad-hoc testing of 
existing commercial SCADA system in laboratory environments. The systems to be examined 
have been installed in different labs, e.g. Idaho National Labs, and tested by skillful people 
searching for cyber attacks vulnerabilities. The focus in these tests has been on the protection 
of the central computer system of the SCADA system, since the central computer system has 
most connections to the external environment through office networks and Internet.  

In the VIKING project we will take an alternative and complementary approach to SCADA 
system security. Firstly we will study the whole control system from the measurement points 
in the process itself over the communication network to the central computer system as 
illustrated in the following picture with the yellow exclamation marks indicating potential 
targets for cyber attacks. 

 
Fig 1  Examples of SCADA System vulnerabilities 

Secondly, and more importantly, we take a model-based approach to investigating SCADA 
system vulnerability. Models are defined for the SCADA system, for the electrical process as 
well as of for the society that is dependent on the electricity supply. The society models are 
used to evaluate the economic consequences coming from disturbances in the electricity 
supply. The power system models are in turn used to evaluate the effects on the electricity 
supply by SCADA system misbehavior. Finally, SCADA system models are employed to 
assess the effect on SCADA system behavior by cyber attacks. Based on analysis performed 
on these models, VIKING will propose mitigation actions to be taken to decrease or to 
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eliminate these risks. The results of the project will be evaluated on a test-bed that can be 
configured to simulate the critical infrastructure of a power network and a range of attacks. 

The modeling approach is indicated in the following picture. 

 
Fig 2  Models used in VIKING, this report focus on the SCADA system. 

With this approach the project hopes to achieve the following research results. 

- Estimates of the security risk and consequences (in terms of monetary loss for the 
society) based on threats trees, graphical system architecture and society models 

- Comparable, quantitative results for IT security for different control system solutions and 
implementations 

- Use of existing model based application as application level Intrusion Detection Systems 
to detect manipulation of data 

- Use of innovative and existing communication solutions to secure power system 
communication 

- Help with identifying ”weak spots” and how to mitigate them 
- An environment for performing what-if analyses of the security risk impact of different 

architecture solutions.  

 This report, D3.3 of the VIKING project, address the cost and consequences of a cyber 
intrusion. 
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Fig 3  Modeling approach 

The scope of WP 3.3 is – starting in the results from WP 3.2 – to give a picture of the costs 
and consequences of an outage. 
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3.2 Document overview 

In Chapter 4 a model for defining a society is outlined. This is based on so called business 
processes. Then the need for redundancy in a society is discussed. This is joined in the 
conclusion that electricity is one cornerstone for all kinds of activities in a society. 
In Chapter 5  various aspects of Impact Cost assessment is discussed. This ends up in the 
conclusion that a so called analytical approach is the most feasible model in the Viking 
project. This method is based on the Gross Domestic Product. 

Chapter 6 covers the problems with the scenario when the power has returned after an outage, 
the restoration of the society. 

In Chapter 7 the creation of Business Activity Profiles and the relation between economic 
activity and power demand in a society is described. This ends up in the definition of how the 
Impact Cost is assessed. 
The consequences in non-monetary dimensions, seen both from the micro and the macro 
perspective, is discussed in Chapter 8. The Impact Magnitude, Disturbance Length Order and 
Impact Incidence is defined. Some well known outages are assessed with the new dimension 
Impact Magnitude. Finally the Impact Magnitude, Disturbance Length Order and Impact 
Incidence are joined into a single diagram. 

In Chapter 9 the rationale for choosing a virtual society is discussed and the virtual society is 
outlined. ViCiSi – the Virtual City Simulator is described. 

The implementation of the virtual society in the Viking Project is Viking Country, which is 
described in Chapter 10. 

The problems with validating an Impact Cost model is discussed in Chapter 11. 
In Chapter 12 the methods developed in this report are combined with so called story boards, 
developed in another part of the Viking project. Results from assessment of Impact Costs, 
Impact Magnitude and not delivered energy is presented for four template countries; 
Germany, Hungary, Spain and Sweden. 
In Chapter 13 a short description of ViCiSi in the test bed is presented. 

In Chapter 14 ideas for future work are presented. 
In Appendix some input and output to and from ViCiSi is described.  
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4 A society is a complex machine 

Electricity has been ranked as the no 1 
invention by the National Academy of 
Engineering1.  
Nearly everything is dependent of a 
reliable transmission and distribution 
electricity system. Almost all dynamics in a 
society has processes that needs electricity. 
An outage will cause damage to the society 
to a degree that depends of the length and 
magnitude of the outage. A society without 
electricity is hard to imagine. The lack of 
electricity would after some time transform 

our society many years back in the evolution.  
To the normal citizen a reliable electricity supply is one corner stone of a normal life.  

And that’s why it is so tempting for antagonists to in some way destroy or inhibit the normal 
electricity supply. 

In our model a basic assumption is that after an outage the society will be black and without 
dynamics. Obvious this is not quite correct. But nearly! 

4.1 A society has static and dynamic features 

What is a society? How can it be defined? 
A society is a very complex machine. To describe and define a society is not a trivial task. 
Even a small society will be a very complex definition, depending of the ambition. And even 
if the ambition is high it is questionable if it possible to make a comprehensive definition. The 
society can be defined by its inhabitants, its companies, its houses, blocks and streets. It can 
be defined by all its relations and events. The complexity increases fast with the ambition. 

Anyway, it is not the ambition in this report to give a comprehensive definition of a society. 
Our ambition is to define the most important objects in a society and how they together create 
the dynamics. In our definition we have static objects, as houses, blocks and agriculture 
farms. The static objects are tied to a map. Then there are flexible objects, such as inhabitants 
and companies. The life of the flexible objects are described by activity profiles. Finally there 
are processes to describe the dynamics in the society. 

4.2 The dynamics in a society comes from its business processes 

In our society we assume that all objects that interact with other objects are the flexible 
objects. They are either a producer or a consumer. The producers creates a supply of goods 
and services. The consumers creates a demand of goods and services. 

                                                
1 http://www.greatachievements.org/ 
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It’s all about Pizza 

The dynamics between the flexible objects are where the demand meets the supply. Those 
meetings can be described in a more or less structured way. 

One example of this is to order a pizza: 

- First the pizza is ordered 
- Then the pizza is delivered 
- And finally the pizza is paid, either cash or by card. 

This series of events can be described in process terms. To order a pizza can be refined to a 
process with three process parts or flows: 

- An information flow (to order a pizza) 
- A flow of goods or services (the delivery of the pizza) 
- A payment flow (cash or card payment) 

This simple process is valid to many of the processes in a society; demand and supply meets 
in a business process. And this will only work if all the three flows works properly. If you 
don’t get any pizza you wont pay or if you don’t pay you wont get any pizza. If you don’t 
order a pizza you will normally not get a pizza. If you get a pizza anyway that you have not 
ordered you won’t pay and then you will probably not get the pizza.  
Thus, all three flows are necessary to enable the business process. 

In principal the order of the flows can differ, in sequence or parallel. But they must work. A 
short interruption don’t necessary means that the business process don’t work. If the delivery 
of the pizza is delayed you will still pay the pizza. And a card payment is delayed compared 
to cash. 

A Business Process is a generalized pizza process 

Much of the dynamics in a society can be defined, described, explained and simulated in 
pizza processes, with three flows. Even a normal night sleep is a business process as you must 
have electricity to your alarm clock. 

Thus, the Pizza process can be generalized to a Business process.  
A Business process is a three-flow model that ties the demand to the supply2. This is done by 
the three flows Goods and Service flow, Information flow and Payment Flow. The Goods and 
Service flow is from the producer to the consumer, The Payment flow is the reversed way and 
the Information flow is in both directions. All three flows rely on the other flows. If one of 
them is interrupted the other will interrupt, at least after a while. 

                                                
2 Mats B-O Larsson, Omvärldsanalys Tullen Gränsskyddet (Business intelligence in Swedish Customs, in 
Swedish) (MML/Swedish Customs (Internal report), 2000). 
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Fig 4  A business process in general terms 

Thus, by using the above defined Business Process a great part of the dynamics in a society 
can be described and defined with a single process, but of course in many different shapes. 

Outside the scope of this report it can be noted that the Business Process model is developed 
for a quite different area, the black market. It has been developed to create more efficient 
measures against smuggling of drugs3. Even the black market can be defined and described as 
business processes. The smuggling of drugs covers 1) to order the drug and plan the 
smuggling (Information flow), 2) to perform the smuggling (Goods and Service flow) and 3) 
to pay the drugs, either in advance or at delivery (Payment flow). The traditional way to stop 
the smuggling is by the boarder control. But a boarder control is an expensive and in most 
cases quite ineffective operation. The hit rate is mostly one or a couple of percent of the 
inspected objects. By defining the smuggling process as a Business Process and analyzing the 
three flows it is easy to see how the measures against drug smuggling can be more effective. 
To stop the smuggling does not necessary means to intervene in the Goods and Service Flow 
by an expensive boarder control. It is only necessary to break one of the three flows, it doesn’t 
matter which flow. As a result much more focus were allocated towards the Payment and 
Information flows. Ordering of drugs and planning the smuggling normally leaves a lot of 
footprints in the Information Flow. By new measures for intelligence and by for example 
blocking the money at bank accounts the smuggling will halt. This will decrease the cost of 
the societal actions and increase the result. Often this is much more effective than to perform 
the normal – and costly – boarder control.  

Primary and secondary processes 

Some of the processes in a society have a special position. Those are the process that all other 
processes depends on. In the Business Process model they are called primary processes. All 
other processes are called secondary processes. The primary processes are for example 
electricity, electronic communication, payment and some transportation. An interruption in 
one of those flows will influence all the other processes. 

                                                
3 Larsson, M. B.-O. (1999). One boarder One Agency (In Swedish, "En Gräns En Myndighet" (Vol. SOU 
1998:18). Swedish Government. 
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4.3 Redundancy in the process flows 

One important way to avoid outages and create a resilient society is to have redundancy in the 
process flows. If one operation stops another operation can replace the malfunctioning 
operation. There are lots of such redundant operations and services in a society. If one road is 
blocked there are normally several other roads that can be used. More important bridges have 
normally some other backup bridge if there for example is an accident. Since a reliable 
electricity transmission and distribution is a primary business process in a society the 
redundancy in a power system is crucial to get a satisfactory delivery of electricity. 
There are several ways to perform redundancy in a power system. The system itself can have 
some redundancy by parallel independent equipments. The consumer can have backup 
systems for outages. The guidelines for the designing of complex power systems4 is that they 
should be resilient and be able to handle errors in the equipment. This is normally maintained 
by building redundant systems. If there is redundancy enough to handle one malfunctioning 
equipment it is called N-1 redundancy. If the system has redundancy enough to handle two 
simultaneous malfunctioning equipments it is called N-2 redundancy. In a transmission 
system there are normally at least N-1 redundancy to all equipment. For some equipments 
there are higher redundancy. The N-1 
criteria means that a single error will 
not cause an outage, i.e. if the system 
has N equipments it is fully operable if 
it has N-1 functioning components. In 
the same way the N-2 criteria means 
that the system is fully operable if it 
has N-2 functioning components. Fully 
operable does normally mean to keep 
the voltage and frequency within 
acceptable limits. A single error 
normally means a failure in some of the main components, such as line, transformer, bus bar 
etc. 

But it is not possible to prevent the power system from all disturbances. It is neither technical 
possible or economical feasible. The most important disturbance in a power system comes 
from the normal maintenance. For safety reasons some of the maintenance requires 
unenergized equipment. Then there are errors in the equipment and finally there are sabotage 
and antagonist threats. 
Maintenance and errors can in many ways be predicted and thus the measures to minimize the 
damage can be planned. But sabotage and antagonist threats are much more difficult. They 
can’t be either presumed or planned and a clever antagonist can knock the equipment as well 
as the redundant equipment. 

4.4 Backup power systems 

There are operations with there own diesel backup power. In a complex power system there 
are many backup power stations to enable the control system to work by ensuring power to 

                                                
4 Svenska Kraftnät (Swedish Transmission System operator). (2009). Stamnätets tekniskt-ekonomiska 
dimensionering (In swedish, The technical/economical design of the transmission power grid) (Vol. 113). 
Stockholm, Sweden: Svenska kraftnät. 
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the computers and for restoring the grid at an outage. 

There are also many consumer power backup system. But the experiences show that even if 
there is a backup power system the operation sooner or later will get into trouble anyway. The 

backup power maybe won’t start or it will run out 
of gas after while, maybe at the same time as 
other backup power stations, and then the 
delivery of fuel will be delayed. The gas station 
may not be supplied with a backup power and 
then the fuel delivery cars can’t refill there tanks. 
And if the outage last for a long time there will be 
problems with steeling of the backup power. 
Guards will be needed to protect the backup 
power. There are many problems with backup 

power systems and they are no guarantee against an outage. 
As a general rule the assessment of cost and consequences in this report consider diesel 
backup in the power system – to the control system - but not at the consumers. One reason for 
this is that the ambition differs a lot within the EU member states. But a more important 
reason is that the scope of our model is to assess the cost of an outage, among other things to 
get a value in the investment calculation to design the redundancy and mitigation in the 
system. Then it would be wrong to assume a certain amount of backup power at the consumer 
level since the ambition differs and is unknown. 

4.5 Dependency chains 

The whole society is dependent of the business processes. In real life there are – more or less 
– an indefinite number of processes, depending how careful the society is described.  
To analyze the society there is a possibility to put the processes together into chains and 
networks. Some functions in the society are redundant and than there will be several chains 
and networks solving the same task, for example mobile and fixed telephony, cash and card 
payment, etc. 
 

 
Fig 5  Dependency chain 

Dependency chains gives the opportunity to analyze parts of the society. By analyzing the 
weakest chain links the critical parts in a society can be found. 
However it turns out that when the Dependency chains are built the model quite fast will turn 
to a complex model and the complexity increases fast with the ambition. The challenge is to 
do the correct simplifications without loosing the validity of the model. 
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The conclusion from a Dependency chain analysis performed by the Swedish Civil 
Contingencies Agency5 was among other things: 

! The expected dependencies are verified, electricity and electronic 
communications are critical 

! Backup system, such as mobile power stations, are no guarantee against 
outages 

! Beside electricity and electronics communication a disturbance in the 
transport sector gives the most critical impact of the society 

! The supply of fuel all the way to the end consumer is important. 
The target from a hostile attack to a society is to find the weak chains in the different business 
processes. Since it normally is enough to knock out one of the flows in the business process to 
stop the whole process the mission for the antagonist is to find the weakest part in the weakest 
business flow. 
One ambition in WP 3.3 was to use Dependency chains to analyze the society. The simulation 
model was built for this. But since the ambition is to cover a whole society the complexity led 
to excessive computation times. The dependency chain method are good for small and 
midsized complexity – to analyze the effects on the micro and medium level - but is hard to 
implement on a whole society- the macro level. With thanks to the above dependency chain 
analyze it is a reasonable simplification to assume that everything is dependent of a reliable 
electricity supply and then it is not necessary to build all the dependencies in a macro analyze. 

One possible way to seriously damage the electricity system in the Goods and Service flow is 
by blowing a 400 kV transformer or a 400 kV line. This will cause an interruption in the 
physical flow of electricity. But since there normally is at least N-1 redundancy in the 
transmission system the intruder has to blow more than one transformer or line or find the 
transformer or line that will cause a cascading error.  
But actually the antagonist don’t need to physically destroy anything. The weakest flow in the 
power system is probably not the Goods and Service flow, it is the Information flow. All 
power systems presumes a control system. And those systems are ruled by a SCADA system.  
An antagonist intrusion into a transmission grid SCADA system targets the information flow 
in the electricity distribution business process. If the SCADA system is knocked out the 
information flow will interrupt or at least malfunction and this will cause an interruption in 
the physical flow of electricity. But since also the SCADA systems has at least N-1 
redundancy, at least at the transmission level, a knock out of a SCADA-system is not enough. 
The intruder needs to knock out the redundant SCADA system as well. Then it is tempting for 
the intruder to try to fool the SCADA system. Then the redundancy doesn’t matter. This is 
one matter focused in the Viking project, to fool the system and how to mitigate this! 

In a distribution grid company the redundancy of the SCADA might not be N-1. In many 
cases there are no redundancy for the SCADA system. On the other hand the consequences to 
the society are smaller from an intrusion into a distribution grid SCADA system. 
From this it is easy to see the most important ways for the society to prevent the effects of an 
attack; to create redundancy in the weakest and most critical links, to shorten the chains and 
to hide and secure the weakest links. The redundancy is normally created by different and as 
far as possible independent systems; mobile power stations replaces the ordinary electricity 

                                                
5 Fylkner, M. (2008). Faller en – faller då alla? (If One falls - will everyone fall?, In Swedish). Swedish Civil 
Contingencies Agency. 
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feed, mobile telephone replaces the fixed telephone, cash replaces card payment and so on. 

In the electricity system four strategies to decrease the effects to the society of an outage can 
be identified6: 

- More backup power  
- More possibilities to prioritize the consumers 
- A more resilient power system 
- A faster restoration after an outage. 

None of the above strategies replaces another.  

From a mathematical view it is interesting to note that there is no optimal mix of the 
strategies. The mix depends of the complexity in the system. It turns out that given a fixed 
amount of money for prevention, an increasing complexity in the system tends to favor 
measures to get a faster restoration before to build a resilient power system7.  

4.6 The critical infrastructure in a society 

Security within the European Union as well as within the member states has been a hot issue 
for the last decade. However there has been difficulties to establish a common policy. The 
Commission of the European Union has proposed a definition of critical infrastructure8 9: 

Critical infrastructures consist of those physical and information technology 
facilities, networks, services and assets which, if disrupted or destroyed, would 
have a serious impact on the health, safety, security or economic well-being of 
citizens or the effective functioning of governments in the Member States.  

And thereafter a list of tentative infrastructures has been presented10: 

- Energy installations and networks (e.g. electrical power, oil and gas production, storage 
facilities and refineries, transmission and distribution system). 

- Communications and Information Technology (e.g. telecommunications, broadcasting 
systems, software, hardware and networks including the Internet) 

- Finance (e.g. banking, securities and investment) 
- Health Care (e.g. hospitals, health care and blood supply facilities, laboratories and 

pharmaceuticals, search and rescue, emergency services) 
- Food (e.g. safety, production means, wholesale distribution and food industry) 
- Water (e.g. dams, storage, treatment and networks) 

                                                
6 Frost, C., Barck-Holst, S., & Ånäs, P. (2004). Acceptabla elavbrott? Fyra strategier för säker elförsörjning 
(Unacceptable outages? Four stratgies for resilant power supply, In Swedish) (Vols. FOI-R--1163--SE). 
Swedish Defence Research Agency. 
7 Holmgren, Å. J., & m.fl. (2007). Perspektiv på energisäkerhet (Perspectives on energy security, In Swedish). 
Swedish Defence Research Agency. 
8 Per Eriksson och Svante Barck-Holst, Politik för skydd av kritisk infrastruktur i EU och Sverige - en 
jämförande analys (Swedish only) (FOI, 2005). 
9 Commission of the European Union: Green paper on a European Programme for critical infrastructure 
protection, , 2005-11-17, page 24., Vol. COM(2005)576 (Brussel: European Commission, 2005). 
10 Commission of the European Union: Communication from the Commission to the Council and the European 
Parliament: Critical Infrastructure Protection in the fight against terrorism,, Vol. COM (2004) 702,. (Brussel: 
European Commisssion, 2004). 
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- Transport (e.g. airports, ports, intermodal facilities, railway and mass transit networks, 
traffic control systems) 

- Production, storage and transport of dangerous goods (e.g. chemical, biological, 
radiological and nuclear materials) 

- Government (e.g. critical services, facilities, information networks, assets and key 
national sites and monuments) 

Some of the member states, Sweden for example, has argued that the definition of what 
becomes a critical infrastructure is a national affair. 
The Swedish national goal for the security is11: 

- protect the inhabitants life and health 
- the societies functionality 
- the ability to maintain basic democratic values as legal certainty and human rights and 

freedoms  
What is important might vary, depending of the circumstances and depending of the societies 
development. The Swedish government don’t find it possible to present a list with critical 
infrastructures and critical operations which always are critical, independent of time and the 
circumstances. Instead the government consider it important to regularly analyze the 
importance of different infrastructures. 

Thus, the perspective varies. But all in all no one seems to underestimate the importance of 
electricity. It is quite obvious that the society is heavily dependent of a reliable electricity 
supply. A long outage, which can occur after some of the cyber intrusions scenarios in the 
Viking Project story boards, will seriously damage the society and cause great individual pain 
as well as enormous societal costs. 

                                                
11 Regeringens proposition(Government Bill) 2005/06:133 Samverkan vid kris – för ett säkrare samhälle. 
(2005). 
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5 Aspects on Impact Cost assessment 

It is widely accepted that it is neither technically nor 
economically feasible for a power system to ensure that 
electricity is continuously available on demand12. Instead, 
the basic function of a power system is to supply power 
that satisfies the system load and energy requirement 
economically and also acceptable levels of continuity and 
quality. 
The four main features of continuity of supply can be 

summarized as follows: 

- The type of interruption, planned or unplanned interruptions 
- The duration of each interruption, transient, short or long interruptions. 
- The voltage levels of faults and other causes of interruptions 
- The type of continuity indicators, number or duration of outages. 

Thus, an electricity system has to be redundant enough to handle most, but not all, errors. 

The big question is how to do this dimensioning. The common approach is to start with the 
cost caused by an outage. It can be the cost to the grid company, to the society or to the 
subscriber.  
The threat from an antagonist cyber intrusion adds a new component to the calculation. But it 
doesn’t change the way cost and consequences has to be assessed. 
In the science literature this topic is well documented. In an article database search at the 
KTH-library13 the phrase  “outage” yields 50.245 articles, the phrase ”electricity interruption” 
yields 1.396 articles and  “Impact Cost” yields 4.442 articles. Only in the IEEE digital 
database14 the phrase “outage” yields 798 articles, the phrase ”electricity interruption” yields 
443 articles and  “Impact Cost” yields 305 articles. And finally, a Google search of the phrase 
”Impact Cost” yields approximately 22.500 hits and the single word ”outage” yields 
approximately 19.6 million hits. 

The topic is covered in the technical area as well as in the economic area. In the Technical 
area the most important challenge is to optimize an electricity system to avoid outages. In the 
Economics area it is a challenge to find models that in some proper way reflects the costs to 
the society and to the consumer from an outage. And in the mixed Technical/Economic area 
the goal is to find models that will give the maximum redundancy at the lowest cost to the 
society. 

From an economic standpoint the models often covers the consumers welfare and losses in 
welfare. The welfare loss is defined as15 “A situation where marginal social benefit is not 
equal to marginal social cost and society does not achieve maximum utility”. An outage is 
described and valued as a deficit or loss in the consumers welfare consumption. In a free 

                                                
12 Council of European Energy Regulators. (2005). Third benchmarking report on quality of electricity supply.  
13 http://www.lib.kth.se 
14 IEEE. http://ieeexplore.ieee.org.  
15 http://www.bized.co.uk/reference/glossary/Welfare-loss 
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market, with full competition, the value of the welfare is easy to measure; the welfare value 
equals the price since the price exactly reflects the customer preferences. 
If, for example, the electricity was delivered in full competition it would be easier to measure 
the Impact Cost since the Impact Cost is more related to the actual price. 
However, the delivery of electricity is never performed in competition. The electricity grids 
are so called natural monopolies16. In many electricity regimes the production of the 
electricity is a competitive market, but never the electricity grids. In a monopoly market the 
price is set either by the monopolist or by an official authority, the Regulator. 
When the monopolist is designing the price system he need to know the welfare cost. He need 
to know the cost to the consumer of an outage. Moreover the monopolist need to have the 
same opinion about the welfare cost as the Regulator since the Impact Cost will guide the 
investments in redundancy and thus will affect the price. 
This is the trickiest part in the regulation of the electricity grid companies. There are so many 
ways to assess the Impact Costs and all assessments are surrounded by many simplifications. 
All simplifications and different models gives a great flexibility in the assessment and the 
purpose of the assessment will almost always influence the assessment. It differs if the 
perspective is from the grid company or the consumer. The monopolist prefers a method that 
maximizes the profit. The regulator prefer methods that gives maximum welfare at lowest 
price. Thus it is hard to unify the grid companies and the regulator into a common approach. 

5.1 Three ways to assess Impact Costs 

Basically there are three ways to asses Impact Costs17, 18 : 

- Blackout case studies 
- Customer surveys 
- Analytical methods 

Blackout case studies implies a case study of a particular interruption, often a major blackout. 
The Customer survey methods focus on the customer assessment of the interruption, normally 
in monetary terms. In Analytical methods a common approach is to assess the value of 
foregone production in the society by taking the ratio of the annual gross national product to 
the total electrical consumption to estimate the value of each kWh of electrical power.  

5.2 The Blackout Approach 

In the literature there are a number of blackout studies. None have been found that can be 
used as raw data in our investigations. However, some of them are interesting for the study of 
special issues. For example the impact of very short outages and voltage drops and the Impact 
Costs during the restoration of an industry. 

A  rough estimate of the Impact Costs caused by short outages and voltage drops has been 

                                                
16 http://en.wikipedia.org/wiki/Natural_monopoly 
17 Kjolle, G. H., Samdahl, K., & Kvitastein, O. A. (2008). Customer Costs Related to Interruptions and Voltage 
Problems: Methodology and Results (Vol. 23). IEEE Transactions on Power Systems. 
18 Alvehag, K. (2008). Impact of Dependencies in Risk Assessments of Power Distribution Systems. Stockholm, 
Sweden: KTH, Royal Institute of Technology. 
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performed for the Swedish market19. In this report the conclusion is that those outages are 
essential in the first place to the industry. The rest of the society is not that much affected, 
although there are some costs. The Impact Costs to the industry are shown in the following 
table and are the sum of downtime costs, quality costs, material costs, equipment costs  and 
cost against third parties: 

 
Sector Estimated Impact 

Cost (EUR/kW) 
Average power 
(MW) 

Mining 6 200 
Steel, arc furnace ≈3 50 
Steel, blast furnace plan ≈ 8 180 
Chemical ≈  0.4 80 
Plastics ≈ 0.4-16 30-50 
Refinery ≈ 2.5 - 33 15-25 
Medical ≈ 0-2600 4-15 
Engineering ≈ 0.5 -100 10-55 
Glass ≈ 2 10 
Sawmill ≈ 0.2 8 

Table 1. Estimated cost short outages and voltage drops (EUR/ kW) 

From the table follows that in some special cases the Impact Costs from a short outage or 
voltage drop are very high, especially in the medical industry. A short outage might cause a 
damage to a whole batch and sometimes all clean rooms have to be restored. 

5.3 The Customer Survey Approach 

Normally the grid companies have quite accurate measurements of the frequency and duration 
of the outages. There is also well established practice for this: 

The System Average Interruption Duration Index (SAIDI)20 is commonly used as a 
reliability indicator by electric power utilities. SAIDI is the average outage duration for each 
customer served. 
The System Average Interruption Frequency Index (SAIFI)21 is commonly used as a 
reliability indicator by electric power utilities. SAIFI is the average number of interruptions 
that a customer would experience 

The customer surveys will normally give the customers assessment of their cost, related to 
SAIDI and SAIFI , by the questions: 

 
“What is your cost of an outage” (EUR/interruption ) (SAIFI) and  

“What is Your cost of not delivered energy”  (EUR/not delivered kWh ) (SAIDI) 
The selection of respondents is normally done by some relevant statistical method. 

                                                
19 Thunberg, E., Johnson, T., & pringfeldt, P. E. (2003). Elkunders störningskostnader (Impact Costs, In 
Swedish) (Vol. rapport 04:42). Elforsk. 
20 Wikipedia. SAIDI.  
21 Wikipedia. SAIFI.  
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With data from the grid companies and the customer surveys it is very easy to assess the cost 
of an outage: 
Customer surveys => cost/kwh non delivered   … (1) 
Non delivered energy for the whole company (SAIDI) … (2) 
Customer surveys => cost/kW per break (SAIFI)  … (3) 
No of breaks for the whole company   … (4) 
=> Impact Cost = (1) * (2) + (3) * (4) 
 
However there are some serious drawbacks and pitfalls of this survey method: 

- It is hard to put the correct question: 
o “What is Your cost from an outage that will last for one hour?” or “How much are 
You willing to pay to avoid an outage of one hour?” will give very different answers. 
The customers might report to high costs but have only a small will to pay any extra to 
avoid the outages. 

- Marginal Impact Costs are hard to asses in customer surveys? 
o For example what happens to the Impact Cost if the outage will increase from 10 
min to 11 min? 10 % up%?  

- No real costs are valued, they are only a measure of inconvenience. It could as well be 
measured in a dimension-less index.  
o If a customer can’t watch the TV due to an outage this is not a cost. No one is 
paying anything to anyone and then it is no real cost.  

- The costs does not correspond to real costs in a society. 
o The poor connection to real costs give the surveyor a great flexibility in the 
interpretation of the answers to assessed costs, depending of the purpose of the 
customer survey.  

- It is difficult to interpret an assessment of Impact Costs from one country to another 
country.  

- Inconsistence in measurement of cost such as measurement of welfare production as well 
as welfare consumption, might give double counting! 

Many attempts can be found in the literature to minimize the shortcomings, for example: 

- by introducing a seasonal component,  
- by introducing components that will vary during the day, 
- by taking care of the type of customer, for example by reflecting if the outage occurs in 

an empty holiday home. 

Some reviews of different methods of using customer surveys can be found in22, 23. 
The arguments for choosing the survey approach is among others24 ; the need for comparison 
with previous (survey based) National studies, the assumption that the end-user is the best 
qualified for estimation of his/her losses, and finally the fact that the results were incorporated 

                                                
22 Larsson, M. B.-O. (2005). The Network Performance Assessment Model A new framework of regulating the 
Electricity Network Companies. Stockholm, Sweden: KTH, Royal Institute of Technology. 
23 Alvehag, K. (2008). Impact of Dependencies in Risk Assessments of Power Distribution Systems. Stockholm, 
Sweden: KTH, Royal Institute of Technology. 
24 Kjolle, G. H., Samdahl, K., & Kvitastein, O. A. (2008). Customer Costs Related to Interruptions and Voltage 
Problems: Methodology and Results (Vol. 23). IEEE Transactions on Power Systems.  
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in a power network planning scheme.  

Customer survey costs for longer outages 

There are a number of surveys that can be found in the literature. In Sweden an extensive 
survey of outages with variable length has been performed25. The survey is based on the 
question ”How much are you prepared to pay to avoid an outage”. The study covers notified 
as well as un-notified outages. The result can be seen in the following table: 

Outage time  
(minutes) 

House-hold 
(EUR/kW) 

Industry 
(EUR/kW) 

Retail and 
private service 
(EUR/kW) 

Agra-
culture 
(EUR/kW) 

Public service 
(EUR/kW) 

1 0.2 6.1 17.0 0.8 22.8 
2 0.4 9.7 28.4 1.2 25.6 
3 0.6 13.4 40.5 1.6 28.5 
4 0.8 17.3 53.5 2.1 31.6 
5 1.1 19.4 60.5 2.4 32.7 
6 1.5 21.3 66.8 2.7 33.9 
7 1.9 23.1 72.6 3.0 35.1 
8 2.5 24.8 77.9 3.4 36.1 
9 2.7 26.4 82.8 3.7 37.2 
10 3.0 28.0 89.4 4.1 38.4 
11 3.3 29.5 91.6 4.4 39.4 
12 3.5 31.0 95.5 4.8 40.5 
13 3.8 32.5 99.2 5.2 41.6 
14 4.0 33.9 102.5 5.6 42.7 
15 4.3 35.3 105.7 6.0 43.8 
16 4.5 36.7 108.6 6.4 44.9 
17 4.7 38.1 111.2 6.8 45.9 
18 4.8 39.4 113.6 7.2 47.1 
19 5.0 40.7 115.9 7.7 48.2 
20 5.1 42.1 117.9 8.1 49.3 
21 5.1 43.4 119.7 8.6 50.4 
22 5.2 44.7 121.3 9.0 51.6 
23 5.2 45.9 122.7 9.5 52.6 
24 5.2 47.2 124.0 10.0 53.8 

Table 2. Estimated cost un-notified outages (EUR/ kW) 

Other customer surveys can be found in26. 

5.4 The Analytical Approach:  Asses the outage influence on the economic 
activity in the society 

The third main approach to measure Impact Cost is based on a measurement of the value of 

                                                
25 Carlsson, F., & Martinsson, P. (2006). Kostnader av elavbrott, en studie av svenska elkunder (Impact Costs, a 
study of swedish electricity cutomers, In Swedish) (Vol. Rapport 06:15). Elforsk. 
26 Svenska Kraftnät (Swedish Transmission System operator). (2009). Stamnätets tekniskt-ekonomiska 
dimensionering (In swedish, The technical/economical design of the transmission power grid) (Vol. 113). 
Stockholm, Sweden: Svenska kraftnät. 
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lost economic production in a society. One common way is to base the assessment of the 
Gross Domestic Product. 
The GDP is one of the cornerstones in the EU statistics and a cornerstone for the politicians in 
planning the European future27: 

Gross domestic product (GDP) is a summary measure for economic 
production. It is generally considered to be an overall indicator of the 
development of the economy. 
GDP measures the final result of the production activity of resident producer 
units. It is the value of all goods and services created during the accounting 
period, less the value of the goods and services consumed as inputs in 
production processes. This difference between value of output and value of 
input is also called gross value added. 

 
Fig 6  Definition of The Gross Domestic Product, GDP 

 

Despite being a concept based on production, GDP can also be presented in 
two other ways: 
End-use: the value added by an economy can be used for consumption, for 
investment or it can be exported. GDP is hence the sum of all final uses by 

                                                
27 Eurostat Statistical Books. (2009). Principal European Economic Indicators A statistical guide. Eurostat, 
European Commission. 
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domestic units (final consumption expenditure and gross capital formation), 
plus exports and minus imports of goods and services. 
Distribution: the value added by an economy is distributed among economic 
actors according to their participation in the production process. GDP is 
hence the sum of employee remuneration, gross operating surplus (the income 
which production units obtain from their own use of their production facilities) 
and mixed income (the remuneration of work carried out by the self-employed 
which cannot be distinguished from their profits as entrepreneurs), and taxes 
less subsidies on production and imports. 
All three approaches lead to the same total value of GDP. 
The term ‘gross’ in GDP means that the consumption of fixed capital (i.e. 
depreciation of capital stock such as machinery and buildings) is not 
accounted for. The term ‘domestic’ in GDP means that it includes all 
production that takes place in the country’s territory, regardless of the 
producer’s nationality. 
GDP is one of the best-known and most-used economic statistical figures. Its 
importance lies in the fact that it combines several desirable properties: 

! It merges all economic production into one measure that is easily understood 
and assessed. 

! It is based on a consistent framework of detailed accounts in which all 
activities are naturally translated into monetary values. This means that 
merging the information into a single figure does not involve arbitrarily 
combining incommensurable quantities. This also means that several levels of 
consistent additional detail beyond the summary measure of GDP are 
available to assess economic performance. 

! It is based on a well-established, consistent international methodology, which 
makes it a credible statistic with few pitfalls in international comparison. 

GDP — often in conjunction with other statistics — is regularly used in a wide 
variety of analyses. For example, it serves as the primary indicator of the stage 
of the business cycle. As a widely accepted measure, it is often the basis for 
calculating derived indicators (such as the output gap) and is used in setting 
interest rates, deciding on tax rates, setting demands in wage negotiations or 
fixing the government budget. 
GDP is also used beyond the confines of pure economic and monetary policy. 
One example is its use as a benchmark in indicators such as energy intensity, 
which is calculated as the ratio of gross inland energy consumption to GDP. 
Note, however, that national accounts work with a ‘production boundary’ to 
determine which activities are to be recorded in the accounts and which are 
not. Own-account production of certain services — a haircut for example — 
inside households do not show up in GDP, while the same services would be 
included in GDP were they are produced by a provider outside the household 
— a hairdresser rather than a family member. In addition, attributing 
monetary values to outputs will not necessarily coincide with the amount of 
‘utility’ actually derived from consuming them. 
Hence, GDP is an important but not an exhaustive measure of a society’s well-
being. 
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Regional GDP 

If the GDP is used as a base for an Impact Cost calculation of all countries in EU it is 
important to reflect the different conditions for the member states. The GDP differs a lot 
between the countries in EU28: 

  
Fig 7  GDP per inhabitant, in PPS 

As a consequence of the different GDP per inhabitant the same outage applied into different 
countries will differ a lot in the costs.  

Average GDP and Average Individual Consumption (AIC) differs  

The differences in the regional GDP can also be seen when looking at the GDP per capita29: 

                                                
28 Eurostat. (2009). European Economic Statistics. Eurostat. (2009).  
29 Eurostat. (2008). GDP per capita, consumption per capita and comparative price levels in Europé (Vol. 
Statistics in focus, no 112). 
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Fig 8  Gross Domestic Product (GDP) and Average Individual Consumption 

(AIC) per Capita 2007 

5.5 The analytical approach is the best way for Viking 

In the Viking-project only either a Customer survey method or an Analytical method is 
possible. Our ambition in the project is to assess Impact Costs in any country in EU. If we 
would base our efforts on the Blackout case approach we would need a great number of 
blackout cases from several EU countries and infinite time to convert those cases into a 
common model. And this is not feasible. Moreover outages from a cyber intrusion does not 
always give total blackouts. They can as well be partly blackouts, repeated blackouts and 
blackouts moving around in the system. 
In practice we have two approaches to chose between, the Customer survey approach or the 
Analytical approach. 
Both those methods have their advantages and disadvantages.   

None of the methods are completely reliable. Both methods needs simplifications to be 
applicable. And the simplifications gives less reliability. None of the methods are simple to 
set up. Or to be more precise, the Survey approach presumes a customer survey. The method 
is easy to set up but it is hard to get valid customer surveys covering all EU.  

The customer surveys approach has the obvious weakness that the result in one country can’t 
be easily translated to another country. It is not enough to translate with the help from some 
monetary figures, for example GDP. Customer surveys are based on customer valuations and 
those valuation don’t necessarily conform with and follow the monetary figures. It is more 
likely that they don’t.  Customer valuations depends on so many things, economics is one of 
those. The outdoor temperature is another and the dependency of electricity a third. And the 
frequency of outages are an important part of the valuation. Customers who have many 
outages value the cost lower than customers that seldom have outages. There are some 
attempts to set up customer surveys for all member states in EU. But as far as we know there 
are none yet that covers the whole EU.  
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Another disadvantage of the customer survey method is that the surveys are dependent of the 
way the questions are put to the respondents. The answer to “what is your cost” differs to 
“how much are you willing to pay to avoid”. And one additional question is how to deal with 
the marginal costs. How should an outage that last for 60 min be valued to one that lasts for 
61 minutes? And how should such an outage be valued if the outage last for one month or one 
year? There are no obvious way. 
From our perspective the most important disadvantage of the survey approach is the problems 
with the marginal costs. In our test scenarios we will have everything from short outages to 
outages that will last for maybe one or two month and then we will get problems with the 
Survey approach. An Impact Cost model based on the Analytical Approach have those 
possibilities. We know the answer to the cost for one year, i.e. the annual GDP. From this we 
can construct a consistent model that always will show the correct GDP over the year and 
thus a consistent assessment of the GDP-loss at an outage. 

In order to use the Customer survey approach we probably have to perform a number of 
identical customer surveys in a number of the member countries, and “translate” those 
surveys to other countries with similar conditions. And this is not possible within the WP 3.3. 
The disadvantage of the Analytical approach is that we need knowledge of economics and 
demography on a quite detailed level. We need to know the influence of outages on different 
sectors in the society. 

Another important disadvantage with the Analytical approach is the way the value of 
production is measured. For example the value of the production at a hospital is measured as 
the value of the costs to run the hospital. Thus the Impact Cost from a hospital will equal the 
cost to run the hospital during the same time, but without outage. But to the society the cost of 
the lack of an hospital service might be much higher. Another example is water and 
wastewater. To run a this service is quite inexpensive. But the lack of this service that last for 
a week or month might cause diseases and sickness in a society. The value to the society of 
water and wastewater service is much higher than the cost. 

Another aspect is the black market. The black market is left aside in GDP and moreover the 
GDP doesn’t cover  own-account market.  

Thus the GDP doesn’t cover all important value-add in a society. The most obvious is the 
value of publicly financed services’, which might be much higher then the GDP. 

None of the approaches are perfect. Both have pros and cons! 
But for the scope of the Viking-project and for WP 3.3 the analytical approach seems much 
more feasible, despite the disadvantages and despite the amount of work to design the model. 
It is important to note that GDP can be measured in three perspectives; the Production 
perspective, the End-use perspective and the Distribution perspective. When the outage 
assessment method is designed to use GDP one have to decide in which perspective the 
methods is applied. The scope of WP 3.3. is to assess the social costs. The perspective that is 
most related to social costs are the End-use perspective. But unfortunately this perspective 
doesn’t have the same amount of useable statistics as the production perspective. But 
fortunately the total value of the End-use perspective is by definition the same as the total 
value of the production perspective and this perspective has a break down of data into sectors 
that fits well into our ambition.  

One another import issue to take care of when designing an assessment method from this 
analytical approach is to reflect when the costs occur in the society. It is obvious that there are 
social costs during the outage. But what happens after the outage? It takes time to restart a 
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society. Some industries have very long start-up times. For example a paper industry. An 
outage for a couple of minutes might take a couple of hours or days to restore.  In the Survey 
Approach this is taken care of by having a cost component related to the outage itself  (SAIFI, 
cost/kW) and another to the not delivered energy (SAIDI, cost/kWh). But in the Analytical 
Approach this has to be designed into the model. 

The conclusion is that none of the Survey approach and Analytical approach is perfect. There 
will be lots of work to implement any of them and many problems to solve. However, all in 
all the analytical approach is preferred. As a general statement the drawback of measuring 
Impact Costs is that such an assessment needs a lots of simplifications and assumptions. And 
after all those simplifications and assumptions only one figure is presented. What happens 
during the process that ends up in this single figure is that a lot of information is lost. An 
outage might lead to proliferation of diseases in the society or to bankruptcy to some 
companies. And this information is either hidden in the cost assessment or more probable 
neglected. 
Thus, to give a comprehensive description of the effects to the society of an outage an cost 
assessment is not enough. This is not a question of which model – the Survey or Analytical 
approach – that is chosen. The cost calculation will give some but not all necessary 
information to describe the effects of the outage. 
In our work we have decided to use the Analytical approach. But this approach will not be 
enough. We will add other measures and dimensions to give a more comprehensive picture of 
the consequences. 
The Analytical approach and a framework for the assessment of the consequences will be 
presented in the following chapters. 
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6 Outage and Restoration 

The evolution of an outage in a society is very 
simple as well for the power as for the business 
activity. Everything gets black and more or less 
all production halts. And this continues as long as 
the outage lasts. No production or consumption of 
welfare. Anyway this is the simplification made 
in the virtual society. In reality there are some 
production as well as consumption. Backup 
power keeps some essential functions up’n 
running. At least for a while. 

 
But when the power comes back the evolution is more complex: 

 
 
Fig 9  Outage and Restoration 

When the power comes back the society gradually starts by consuming power. And some of 
the not delivered energy will now be restored. For example a refrigerator will run intensively 
for a while and restore some of the not delivered energy. But a lamp will not restore any of 
the not delivered energy. It is not possible to recover lost light.  
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6.1 Open and closed loop properties of electrical equipments - It takes time to 
power up  

In mathematical terms a refrigerator is a closed loop device and the lamp is an open loop 
device. There are significant differences in the restoration for open and closed loop 
equipment, which can be seen from the following step responses30: 

 
Fig 10  Open loop step response 

 
Fig 11  Closed loop step response 

                                                
30 Agneholm, E. (1999). Cold Load Pick-up, PhD thesis (Vols. ISBN 91-7197-756-2 ISSN 0346-718X). 
Gothenburg: Chalmers University of Technology, School of Electrical and Computer Engineering. 
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Fig 12  Step response of an industry 

The time to resume the heavy industry can be very long. A short outage might cause a long 
restoration process. It takes time to get a paper machine up’n running. A medical industry 
might have to stop all production and clean the whole process after a 2 minute outage, which 
can take 12 hours. 

6.2 It takes even more time to start the business 

The restoration of the society is even more complicated due to dynamics in the Business 
Processes. Those processes require three flows to be present and working; the Goods and 
Service flow, the Information flow and the Payment flow. Depending of the type of business 
this takes a certain time. After an outage for example a department store have to turn on the 
light, check the refrigerators, start the computer system etc. And moreover the business won’t 
start before the payment system is working. Only after this the department store can open 
there doors and the business can start.  

The same scenario is valid for many other business activities in the society. Thus, it takes 
time to start the business. 

6.3 A simple restoration model 

The restoration of the power system after an outage is normally called cold-load pickup. 

A straight forward way to model a cold load pickup is by the following function31: 

                                                
31 Agneholm, E. (1999). Cold Load Pick-Up., PhD-thesis. Gothenburg: Chalmers university of Technology. 



Grant Agreement Number 225643 Report number: D3.3 Issue: 1.3 
 

Viking Consortium www.vikingproject.eu   50 

 
Fig 13  Basic function and definition if a cold load pick-up 

This function is easy to set up in a model. However it has one important drawback; the value 
are not defined in all points because of the sharp corners at the start and end of the outage and 
when the recovery is completed. To be useful in a simulation model the corners need to be 
smoothed in order to have all values defined. 
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6.4 The virtual society restoration model 

The virtual society has its own model of restoration, including open loop as well as closed 
loop properties. Thus it is possible to model long as well as short outages. This function is 
used to model the restoration of the power as well as the business, but with a different time 
constant: 

 
Fig 14  Restoration after an outage comprises different kinds of restoration; for 

example Power Restoration and Society Restoration 
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7 Impact Cost assessment by Activity profiles 

So far, the conclusion is that the cost and 
consequences analyze will be based on a virtual 
society, applicable to all EU member states, and on the 
Analytical approach to assess the Impact Costs. This 
Analytical approach will be based on the Gross 
Domestic Product. 

The GDP reported in the National Accounts is a 
summary of one year economic activity in a country. 
The first problem to solve is how to get a GDP value 
for each time of the year, based on the GDP. 

 

7.1 GDP is linked to the energy demand 

It is not without problem to use the GDP as a base for the cost assessment. A number of 
problems has to be solved. One problem is to get a temporal distribution of the GDP. GDP is 
a monthly, quarterly or annual sum of economic activities. The production varies throughout 
the day, week and year. 

- The GDP figure in the Eurostat database is aggregated for one year. To be used in a 
simulation model a value of the economic activity at an arbitrarily time in the time frame 
is required. 

- The value of the economic activity must be consistent, i.e. when all economic values 
throughout a year is summed in the model it must equal the GDP from the National 
Accounts in the Eurostat database. 

- To be able to model the temporal evolution of the economic activity the economic 
activity must be related to something else which provides the dynamics in the society.  

There is a close, but complex, relationship between GDP and electricity demand32. One 
tempting way to get the temporal evolution of the GDP over a year is therefore to use this 
close relationship. 

 
 

                                                
32 The Outlook for Energy A View to 2030. (2007). Exxon Mobil. 
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Fig 15  GDP is linked to the electricity demand 

But one has to be careful when the statistics is evaluated. A high GDP requires a high 
electricity consumption. But this does not necessarily mean that the GDP will increase if the 
electricity consumption is increased. More effective energy usage normally only influence the 
GDP marginally. Energy-saving requires smarter production technology and this might even 
increase the GDP. There are also demographic and geographic issues which influences the 
electricity demand, such as the high amount of electricity for heating dwellings in the 
northern countries in Europe. The high temperature changes in those countries has to be 
considered. 

The relationship between GDP and power demand has been reported in the literature33 34. 
Both articles indicates that electricity demand and economic growth are tied in the long-run 
for all countries analyzed but there is no evidence for a short-run causal relationship. Thus, 
one has to be careful when the electric energy is used for predicting GDP in the short-run. 

However, in our model we don’t use the electricity consumption as a direct indicator of GDP 
production or the growth in GDP. The electricity consumption is rather used as an indicator of 
the activity in the society. The GDP is given by data and is not predicted. 

                                                
33 Ciarreta, A., & Zarraga, A. (2009). Economic Growth and Electricity Consumption in 12 European Countries: 
A Causality Analysis Using Panel Data. Spain: IEEE, Energy Market, 2009. EEM 2009. 6th International 
Conference on the European . 
34 Böhm, D. C. (2008). Electricity Consumption and Economic Growth in the European Union: A Causality 
Study using Panel Unit Root and Cointegration Analysis. Germany: IEEE, Electricity Market, 2008. EEM 2008. 
5th International Conference on European . 
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7.2 The creation of the Activity Profiles 

The way the economic activity is implemented in the virtual society is by so called Business 
Activity Profiles, which gives the momentarily value of the economic activity at an arbitrarily 
time within a time frame.  
All producers (j) in the virtual society has there own Business Activity Profile bj(t). The 
profile thus shows the evolution of the economic activity of the producer j. 
In short, the Business Activity Profiles bj(t) are created as follows: 

1) Import Power profiles from Transmission System Operator (TSO) (hour values) 
2) Distribute TSO hour values to consumers (Households, Industries, Public and Private 
services, farms etc)  

=> individual Power Load Profiles pj(t), which thus shows the evolution of the power 
load for the consumer i. 

3) Import GDP from the Eurostat National Accounts 

4) Create the Business Activity Profile  bj(t) from the Power Load profile pj(t)  and GDP such 
as the sum of all Business Activity profiles equals the GDP. 

7.3 The European electricity consumption 

The structure of the electricity consumption in EU differs a lot35: 

 
Fig 16  Electricity consumption by country, share by sector of activity , 2005 (%) 

 
Since the structure of consumption differs a lot between the countries this structure has to be 
reflected in the creation of power load profiles for the producers. An industry consumer has a 
different power demand profile than a household. The peak values will be at different time of 

                                                
35 Eurostat. (2007). Gas and electricity market statistics.  
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the day and the load factor (max value / mean value) will be different. 

 

 
Fig 17  Total final electricity consumption (in GWh) per 1000 inhabitants, 2005 

A consumer in Romania will have a completely different annual consumption than a 
consumer in Belgium.  

 
Fig 18  Final electricity consumption of households / services: consumption 

(GWh) per 1000 inhabitants, 2005 
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Fig 19  Electricity for households: average price of one kWh, all taxes included, 

as of 1 January 2006 - in Purchasing Power Standards (PPS) 

In theory the price for electricity should be quite equal within the countries in Europe since 
the price should be based on the marginal costs. But from many reasons the pricing differs a 
lot. Taxes differs, the regulation differs and the wages differs.  

7.4 Power Load Profiles bottom up 

The way of creating Business Activity profiles is to create the Power Load Profiles. 
A simulated power load profile for an individual customer can be built in two ways, top down 
or bottom up. Top down starts from a country power load profile which is distributed to each 
individual customer. Bottom up starts at the individual consumer, reflecting the unique 
features at each consumer.  
There are examples of the bottom-up approach36. The result seems to be quite good: 

                                                
36 Widén, J. (2008). Modelling load curves for domestic electricity on the basis of time-use data (Vol. Rapport 
08:54). Elforsk. 
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Fig 20  Modeled average load curves from total household electricity per 

household, compared with measured load curves derived from the Swedish 
Energy Agency measurement study, private houses on weekdays 

7.5 Power Load Profiles top down 

However, there are problems with the bottom up approach. In order to make the individual 
virtual load profiles consistent with a real power load profiles, for example an aggregated 
country load profile, the sum of all virtual individual power load profiles must equal the real 
power load profile. And then some adjustments need to be applied to the virtual load profile. 
Another problems is the many sectors that has to be modeled. Then it seems easier to start the 
other way, top down, and distribute the power to the individual customer. A bottom up 
approach seems to be very time consuming and more applicable in a small scale systems. 
The first step in the top-down approach is to read the country power load profile from 
ENTSO-E37 and from the national Transmission System Operators (TSO’s), with time values 
for one year for the aggregated power load of the specific country. Then sectoral annual 
energy consumption is read from Eurostat38 for the same year.  
Some important properties that has to be reflected in the Power Load Profile: 

- The load factor, i.e. the relation between peak load and average load has to be set for each 
sector. For example a household has a different and greater load factor than an industry. 

- The time for the peak load. A household normally has its peak load in the mornings and 
evenings. An industry normally sometime at the middle of the day. 

From those data and assumptions the Power Load Profiles are created. The 24 h evolution of 
the created Power Load Profiles can be seen in the following picture: 

 

                                                
37 www.entsoe.eu, European Network of Transmission System Operators For Elctricity.  
38 epp.eurostat.ec.europa.eu, The statistical office of the European Union.  
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Fig 21  24 h Power Load profile for different sectors 

To make the individual Power Load Profiles consistent the sum of the profiles equals the 
Power Load Profile from ENTSO-E, both at each moment in the time frame and summed for 
one year. 

Thus, the following is valid for the individual Power Load Profiles 
∑All consumers∫one year pi(t) dt = E 

where E is the total energy consumption of the specific country for one year, read from the 
Eurostat database. 

7.6 The Business Activity Profile 

Economic activity in the virtual society is depicted by the Business Activity Profiles. Each 
instance of all producers has its own Business Activity Profile. The sum of a Business 
Activity Profiles for one year is the distributed value of the GDP. 

There is a close relationship between economic activity and power load. If the power load is 
high the economic activity also is high and vice versa. However the relationship is not 
unambiguously and there are pitfalls, as have been discussed in the previous. One of those 
pitfalls are the high amount of heating in the northern EU-countries. 
The sectoral GDP is read From Eurostat39.  Assumptions are made for each sector for peak 
activity during the day and the relationship between the peak and average activity. Those data 
and assumptions are combined with the seasonally adjusted Power Load profiles. In this way 
an individual Business Activity Profile for each producer is created: 

                                                
39 epp.eurostat.ec.europa.eu, The statistical office of the European Union.  
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Fig 22  Business Activity profiles 

The individual Business Activity Profiles are compliant with the annual GDP of the specific 
country, i.e.: 
∑Economic entities∫one year bj(t) dt = GDP 

where GDP is the value from the national accounts at Eurostat. 
If all bj(t) are summed up we get the total economic activity in a society. The figure below 
shows the summed economic values – distributed to each inhabitant - for one year for 
Germany. 

 
Fig 23  The one year Business Activity Profile for Germany 

Thus, this is one way to show the welfare consumption in a specific country. 
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7.7 The assessment of Impact Costs 

The way Impact Costs are measured in the virtual society is by comparing the economic 
activity in a non disturbed society (B) and the economic activity in a disturbed society 
(BRestoration). The cost is the difference between those measures (BImpactCost). The cost is thus 
the value of the foregone production. 

 
Fig 24  Measurement of the Impact Cost 
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8 The macro or micro perspective, money is not all!  

Cost is one way of describing the effects of an outage. The cost can always be calculated. The 
strength of a monetary measurement is that it takes all into consideration and mix all the 
simplifications and assumptions into one single figure.  
The drawback of this monetary assessment is all the information lost in the simplifications 
and assumptions. Hidden behind the Impact Cost 6.683,667 MEUR might be the proliferation 
of the cryptosporidium parasite into the fresh water distribution, caused by wastewater 

leakage into a freshwater 
pipe without pressure. 
Or the same figure 
might hide the 
bankruptcy of a 
couple of industry 
companies that 
suffered hard from a 
one month outage. 
The cost assessment 
does not tell whether it 
is a short and wide 
spread outage or a long 

and limited to a smaller number of inhabitants. The cost assessment might be the same in both 
cases. Some information about the outage length and the incidence is required to give a more 
exhaustive information about the outage. The consequences are very dissimilar in the both 
cases even if the cost is the same. 
Thus, the cost figure is not enough to describe the effects of an outage. The costs are one side 
of the double-sided outage coin. The other side is the consequences.  
Another drawback of the cost assessment is that it is quite complex to calculate and moreover 
the calculation is time consuming. It is not easy to calculate “on the fly”. A lot of information 
is required. 

One way to extend the analysis of outages is to view the society from a micro and a macro 
perspective. The consequences can be viewed both from a micro perspective as well as from a 
macro perspective to give a more exhaustive description of the outage. 
From the micro perspective, i.e. from the individual standpoint, the length of an outage is the 
most interesting dimension. In the micro perspective an outage means the loss of welfare, 
inconvenience, problems with transportation, no fuel at the gas station, problems with 
emergency calls etc. And the problems are related to the outage length. 

The number of affected people are not assessed in the micro perspective. From a societal 
standpoint - or the macro perspective – the threats to a society is most interesting such as for 
example disease proliferation, riot and other crimes, antagonist attacks etc. The magnitude of 
those risks are related to both the number of affected persons and the length of the outage.  

In this report new dimensions for the assessment of the consequences in the macro and micro 
perspective are presented; Disturbance Length Order, Impact Incidence and Impact 
Magnitude. 
The micro dimension is covered by the so called Disturbance Length Order. In this dimension 
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the length of the outage is the important information.  
The number of influenced people is covered by the Impact Incidence.  
Finally, in the macro perspective the Disturbance Length Order and the Impact Incidence is 
unified in the Impact Magnitude. In this dimension both the number of persons and the length 
of the outage is important. 

The Impact Magnitude is defined in such a way that  
Impact Magnitude = Disturbance Length Order + Impact Incidence 

The definitions of  Impact Magnitude, Disturbance Length Order and Impact Incidence can 
be found in the following chapter. 

The range of Impact Magnitude is [0, ≈ 10+[ 
The range of Disturbance Length Order is [0, ≈ 5+[ 

The range of Impact Incidence is [0, ≈ 5+[ 
The definition of  Impact Magnitude has similarities with the Richter Magnitude Scale, used 
for assessing earthquakes. 
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8.1 The Richter Magnitude Scale 

It is tempting to look at the so called Richter magnitude scale40. There are a number of 
similarities between an earthquake and an outage; they can be small as well as very big and 
they can cause severe damage to a society. The Richter Magnitude Scale is defined as 
follows: 

 
Magnitude Description Earthquake effects Frequency of occurrence 
< 2.0 Micro Micro earthquakes, not felt. About 8,000 per day 
2.0–2.9 Generally not felt, but recorded. About 1,000 per day 

3.0–3.9 
Minor Often felt, but rarely causes 

damage. 49,000 per year (est.) 

4.0–4.9 Light 
Noticeable shaking of indoor items, 
rattling noises. Significant damage 
unlikely. 

6,200 per year (est.) 

5.0–5.9 Moderate 

Can cause major damage to poorly 
constructed buildings over small 
regions. At most slight damage to 
well-designed buildings. 

800 per year 

6.0–6.9 Strong 
Can be destructive in areas up to 
about 160 kilometers (100 mi) 
across in populated areas. 

120 per year 

7.0–7.9 Major Can cause serious damage over 
larger areas. 18 per year 

8.0–8.9 Can cause serious damage in areas 
several hundred kilometers across. 1 per year 

9.0–9.9 
Great 

Devastating in areas several 
thousand kilometers across. 1 per 20 years 

10.0+ Massive 

Never recorded, widespread 
devastation across very large areas; 
see below for equivalent seismic 
energy yield. 

Extremely rare 
(Unknown) 

Table 3. The Richter Magnitude Scale 

                                                
40 http://en.wikipedia.org/wiki/Richter_magnitude_scale 
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8.2 Disturbance Length Order is the micro perspective, reflecting the 
consequences to the consumers 

 
An outage hits different sectors in a society 
differently. To some operations there will be 
damages already after a voltage drop or an outage 
shorter than one second. But the most consumers 
in a society are more resilient against outages. To 
those a short outage are at most annoying. But as 
the outage gets longer and longer the consumer 
will get into trouble at some time. In the long run 
the outage even becomes disruptive and finally 
dangerous and the consumer approach the 

catastrophe. 

Thus, in the micro perspective the length of the outage is the interesting issue. One simple 
way to get a dimension of the average outage length is to define the following dimension: 

 

 
Disturbance Length Order = 10log(Average Outage Length (seconds)). 

and 
Disturbance Length Order = 0 when Average Outage Length ≤ 1 second 

=>  
Disturbance Length Order ∈ [0, ≈ 5+[ 

 

 

How long outages are acceptable seen from the individual? This estimation has been a topic 
for several studies study. In addition to the following tables from some studies the new 
dimension Disturbance Length Order  is added. 
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Disturbance 
Length 
Order 

Outage 
time 

Vital society activity from this outage The limit for unacceptable 
outage time and comments 

4.3 – 4.9 

 

6-24 hours • Health and social care, 
• Public Technical activities, 
• Mobile telephony  

The threshold for unacceptable 
outage time has been assessed to 
be 6 hours for these three 
activities. 

4.9 – 5.8 

 

24 hours – 1 
week 

• Heat and electricity for households 
• Emergency care (including health 

centers) 
• 112 calls (national outage) 
• Safety and security (the regional 

and national outage) 
• Information and communications 

including management 
• Livestock 
• Emergency services (national 

outage) 
• Food supply (regional and national 

outage) 
• Payment processing 
• Transport and fuel 
• Some industrial supply (regional 

and national outage) 

Heat and electricity for household 
and emergency care the limit for 
unacceptable outage time is 
considered to be 24 hours. For the 
other activities the sensitivities 
will vary and may also depend on 
the season. Our assessment is that 
the limit for most operations are a 
couple of days. 

 

5.8-6.4 

 

1-4 week(s) • Emergency services (regional 
outage), 

• industrial supply 
• Safety and security 
• Food supply 
• 112 calls  
 

The threshold for unacceptable 
outage time assessed to be closer 
to the lower limit than the upper. 

 

 
Table 4. Unacceptable Outage times41 

                                                
41 Frost, C., Barck-Holst, S., & Ånäs, P. (2004). Acceptabla elavbrott? Fyra strategier för säker elförsörjning 
(Unacceptable outages? Four stratgies for resilant power supply, In Swedish) (Vols. FOI-R--1163--SE). 
TOTALFÖRSVARETS FORSKNINGSINSTITUT. 
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Disturbance 
Length 
Order 

Outage 
length  Operation Consequence 

0 
 

1 second or 
shorter (or  
shorter) 

Process industry The process might stop, with a long 
restoration time 

   Computer system The system might stop, information losses 
   Air traffic control Air security threatened  
1.8 
 1 minute Intensive care 

surgical Lights stops, respirators and dialyze 
won’t work, ventilators and dialysis won’t 
work 

2.8-3.0 
 

10-15 
minutes 

Computers with battery 
backup Stops but no information losses 

3.0-3.3 15-30 
minutes Poultry breeding Animals in big farms will die 

3.3 30 minutes Process industry Ovens and pipes get clogged, restoration can 
last for a couple of days  

3.9 2 hours Big pig houses Lack of ventilation can cause the animals die 
   Water supply Consumers in high-altitude areas are left 

without water 
4.3 6 hours Melting industry Melts solidified in the pots (many weeks of 

downtime) 
   Greenhouses Damage by drought or freezing 
4.5 8 hours Water supply Risk of contaminated water leaking into the 

pipes 
   Heat supply Problem particularly in hospitals and the 

elderly in their own homes 
   Dairy cows Risk of mastitis and sustained reduction in 

yield 
4.6 

10 hours 
Telecommunications 
exchanges with battery 
backup 

Disruption of telecommunications traffic 

4.6-4.9 12-24 hours Humans and animals Lack of water and suitable food 
   Food Chilled and frozen foods are destroyed 
     Retail distribution will have difficulty 
   Commercial and 

residential Freezing, risk of frost damage to water pipes 

   Waste Water Treatment 
Plant Raw sewage flows out through the overflow 

> 4.9 Couple of 
days Everyday life Workplaces and service facilities must be 

kept closed 

Table 5. Consequences from outages42     

As can be seen from the tables the problems is getting harmful to some operations when 
Disturbance Length Order > 3. To the society the problems gets harmful when Disturbance 
Length Order > 4. 

                                                
42 http://www.risknet.foi.se/el/fakta.htm 
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Based on the previously reported consequences from an outage the probable consequences 
after an outage can be listed:  
 

Disturbance 
Length Order = 
10Log(Average 
Outage Length 
(seconds)) 

Consequence 
Average 
Outage 
Length 
(seconds) 

Average 
Outage 
Length 
(minutes) 

Average 
Outage 
Length 
(hours) 

Average 
Outage 
Length 
(days) 

0 Don’t care < 1    
0 - 1 Annoying < 10    
1 - 2 Inconvenient < 100 ≈ 2   
2 - 3 Uncomfortable < 1 000 ≈ 17   
3 - 4 Harmful < 10 000 ≈ 167 ≈ 3  
4 -5 Dangerous < 100 000 ≈ 1 667 ≈ 28 ≈ 1 
5 - 6 Destructive < 1 000 000 ≈ 16 667 ≈ 278 ≈ 12 
6 + Catastrophic < ∞    

Table 6. Consequences and the Disturbance Length Order 

Disturbance Length less than 1 sec will give a Disturbance Length Order < 0 and is excluded. 
Such outages can be very harmful to some specific companies, but is gives normally no 
general problems in a society. 
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8.3 Impact Incidence defines the local, regional or national viewpoint 

The extent of an outage is a vital information when the consequences are evaluated. The 
consequences from an outage differs significantly if it is a neighborhood outage or a national 
outage even if they have the same outage time. Thus the number of influenced people is 
important.  

A new dimension, the Impact Incidence,  is defined as: 
Impact Incidence = 10Log(Number of affected people / 1000). 

 

 
Impact Incidence = 10log(Number of affected people / 1000) 
and 

Impact Incidence = 0 when Number of affected people ≤ 1000 
=> 

Impact Incidence ∈ [0, ≈ 5+[ 

 

 

In this report the following distinctions of the incidence are assumed: 
 

10Log (max Number of 
affected people / 1000) 

Incidence Number of affected people / 1000 

0 Neighborhood outage [0, 1000] 
0 - 1 District outage ]1.000, 10.000] 
1 - 2 Local outage ]10.000, 100.000] 
2 - 3 Regional outage ]100.000, 1.000.000] 
3 -  4 Small National outage ]1.000.000, 10.000.000] 
4 - 5 Great National outage ]10.000.000, 100.000.000] 
5 + Global ]100.000.000, ∞[ 

Table 7. Impact Incidence 
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8.4 Impact Magnitude is the macro perspective, reflecting the consequences to 
the society 

 From the macro perspective both the number 
of affected people and the length of the 
outage is interesting. To capture both those 
dimensions a new dimension is needed. 

The Richter Magnitude Scale measure the 
energy released by an earthquake. Interpreted 
to the electricity world and the macro level in 
this report this could be associated to the 
length of the outage times the number of 
affected people. This dimension is called the 
Impact Magnitude, reflecting both the 

average length of the outage and the incidence, 
in terms of number of affected people.  
The Impact Magnitude is defined as: 

Impact Magnitude = 10Log(Number of affected people / 1000   * Average Length (seconds)) 
The definition of the Impact Magnitude can be combined with Impact Incidence  and 
Disturbance Length Order  from the previous parts or this report: 
Impact Incidence = 10Log(Number of affected people / 1000) 

Disturbance Length Order = 10log(Average Length (seconds)) 
From this the Impact Magnitude will be a very simple dimension: 

Impact Magnitude = 10Log(Number of affected people / 1000   * Average Length (seconds)) 
= 10Log(Number of affected people / 1000) + 10Log(Average Length (seconds)) 

= Impact Incidence  + Disturbance Length Order 
thus, 

 

Impact Magnitude = Impact Incidence  + Disturbance Length Order 
=> 

Impact Magnitude ∈ [0, ≈ 10+[ 

Disturbance Length Order ∈ [0, ≈ 5+[ 

Impact Incidence ∈ [0, ≈ 5+[ 
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If the previously reported consequences from an outage the consequences are combined with 
the Impact Incidence a list of macro consequences to the society is suggested:  
 

Impact 
Magnitude 

Effect to the 
society 

Outage length 
Local 

Incidence 
(100.000 

inhabitants) 

Outage length 
Regional 
Incidence 
(1.000.000 

inhabitants) 

Outage length 
Small National 

Incidence (≤ 
10.000.000 

inhabitants) 
0 -3 Small problems 1 sec   
3 - 4 Moderate problems 10 sec 1 sec  
4 - 5 Problematic ≈ 1.7 min 10 sec 1 sec 
5 - 6 Serious problems ≈ 17 min ≈ 1.7 min 10 sec 
6 - 7 Severe problems ≈ 2.8 hours ≈ 17 min ≈ 1.7 min 
7 - 8 Critical problems ≈ 28 hours ≈ 2.8 hours ≈ 17 min 
8 - 9 Minor disaster ≈ 11.6 days ≈ 28 hours ≈ 2.8 hours 
9 - 10 Disaster ≈ 4 months ≈ 11.6 days ≈ 28 hours 
10+ Severe Disaster > 38 months ≈ 4 months ≈ 11.6 days 

Table 8. Terms of consequences of an outage 

The definition of the Impact Magnitude, Impact Incidence and Outage Order are novel 
dimensions with the origin in the Viking-project. However, because it is such an obvious 
dimension to measure the consequences from an outage, it might have been defined in a 
similar way somewhere else.  
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8.5 Impact Magnitude, Disturbance Length Order and Impact Incidence 
unified 

Thus, the consequences to individuals and companies are described on the micro level and 
measured in the Disturbance Length Order. When this dimension is combined with the macro 
dimension, measured in Impact Incidence, a new macro dimension is created, the Impact 
Magnitude.   

The Impact Magnitude, Length Order and Incidence is independent of the economical status 
in the country. It does not reflect if it is a highly developed country or an underdeveloped 
country. Impact Magnitude only reflects the number of people that are affected and the length 
of the outage. 

To see how those dimensions relates to each other they can preferably be unified into a 
diagram: 

 
Fig 25  Impact Magnitude, Disturbance Length Order and Impact Incidence 

unified 

The lower left corner is the “safe” corner. This is the corner all mitigation measures in an 
electricity grid seek for. The “nasty” corner is the upper right. In this corner the society is in 
real trouble. Between the “safe” and the “nasty” corner are all states a society might get into 
after an outage.  

As can be seen the real problems start when both Disturbance Length Order and Impact 
Incidence is greater than ≈ 3. 

- “Safe” corner, Lower left corner  (Disturbance Length Order < 3, Impact Incidence < 
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2.5) 
o =>Small or none problems 

- Upper left corner (Disturbance Length Order ≥ 3, Impact Incidence < 3) 
o => Local or regional problems, but not critical problems 

- Lower right corner (Disturbance Length Order < 3, Impact Incidence ≥ 3) 
o => National problems, but not critical problems 

- “Nasty” corner,  Upper right corner (Disturbance Length Order ≥3, Impact Incidence 
≥3) 
o =>Critical problems, national as well as local and regional 

  
This can also be viewed in a four field diagram: 

 
Fig 26  Four field diagram of Impact Magnitude, Disturbance Length Order and 

Impact Incidence unified 

The relationship between the Impact Magnitude  dimension and the consequences 

If the previous presented table of consequences from outages is applied on a society with  
1.000.000 inhabitants, a relationship between the Impact Magnitude dimension and the 
consequences to a society can be outlined: 
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Impact 
Magnitude 

Outage 
length  Operation Consequence 

3 
 

1 second or 
shorter (or  
shorter) 

Process industry The process might stop, with a long 
restoration time 

   Computer system The system might stop, information losses 
   Air traffic control Air security threatened  
4.8 
 1 minute Intensive care 

surgical Lights stops, respirators and dialyze 
won’t work, ventilators and dialysis won’t 
work 

5.8-6.0 
 

10-15 
minutes 

Computers with battery 
backup Stops but no information losses 

6.0-6.3 15-30 
minutes Poultry breeding Animals in big farms will die 

6.3 30 minutes Process industry Ovens and pipes get clogged, restoration can 
last for a couple of days  

6.9 2 hours Big pig houses Lack of ventilation can cause the animals die 
   Water supply Consumers in high-altitude areas are left 

without water 
7.3 6 hours Melting industry Melts solidified in the pots (many weeks of 

downtime) 
   Greenhouses Damage by drought or freezing 
7.5 8 hours Water supply Risk of contaminated water leaking into the 

pipes 
   Heat supply Problem particularly in hospitals and the 

elderly in their own homes 
   Dairy cows Risk of mastitis and sustained reduction in 

yield 
7.6 

10 hours 
Telecommunications 
exchanges with battery 
backup 

Disruption of telecommunications traffic 

7.6-7.9 12-24 hours Humans and animals Lack of water and suitable food 
   Food Chilled and frozen foods are destroyed 
    Retail Retail distribution will have difficulty 
   Commercial and 

residential Freezing, risk of frost damage to water pipes 

   Waste Water Treatment 
Plant Raw sewage flows out through the overflow 

> 7.9 Couple of 
days Everyday life Workplaces and service facilities must be 

kept closed 

Table 9. Impact Magnitude and consequences from outages in a society with 1.000.000 
inhabitants 

A society with 100.000 inhabitants will have 1 unit less Impact Magnitude with the same 
consequences. A 10.000 inhabitant society will have 2 units less Impact Magnitude. 
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8.6 Impact Magnitude of historical well known outages 

There are a large number of well known historical outages. 

The Java Blackout43 

The 2005 Java–Bali Blackout was a power outage across Java and Bali on 18 August 2005. 
Affecting some 100 million people. It is to date the largest and most widespread power outage 
in history. Power went off at around 10:23 AM on 18 August 2005 across most areas of the 
two islands. A transmission line between Cilegon and Saguling, both in West Java, failed at 
10:23 am local time; this led to a cascading failure that shut down two units of the Paiton 
plant in East Java and six units of the Suralaya plant in West Java. Power resumed in most 
areas of Jakarta at about 5:00 PM (UTC+7) on the same day. 
Impact Incidence = 10log(100.000.000/1.000)=5 

Disturbance Length Order = 10log(6.6*3.600)=4.37 
Impact Magnitude = 9.37 

The Northeast Blackout of 200344 45  

The August 14, 2003 Blackout started shortly after 4 PM and resulted in the loss of 61,800 
MW of electric load that served more than 50 million people. The footprint of the blackout on 
both sides of the US-Canadian border includes large urban centers that are heavily 
industrialized and important financial centers (e.g., New York City and Toronto). Nearly half 
the Canadian economy is located in Ontario and was affected by the blackout. Service in the 
affected states and provinces was gradually restored with most areas fully restored within two 
days although parts of Ontario experienced rolling blackouts for more than a week before full 
power was restored. If the average outage length is assumed to be one day the following can 
be calculated: 

Impact Incidence = 10log(55.000.000/1.000)=4.74 
Disturbance Length Order = 10log(24*3.600)=4.93 

Impact Magnitude = 9.67 

Italy, 28 September 200346 

The 2003 Italy blackout was a serious power outage that affected all of Italy—except the 
islands of Sardinia and Capri—for 12 hours and part of Switzerland near Geneva for 3 hours 
on 28 September 2003. It was the largest blackout in the series of blackouts in 2003, affecting 
a total of 56 million people. It was also the most serious blackout in Italy in 70 years. Power 
went off at about 03:20 hrs. local time on 28 September 2003. Initial reports from Italy's 
electricity supplier, ENEL, stated that the power line which supplied electricity to Italy from 
Switzerland was damaged by storms, causing it to trip and also the two 400kV power lines 

                                                
43 http://en.wikipedia.org/wiki/2005_Java-Bali_Blackout 
44 http://www.elcon.org/Documents/EconomicImpactsOfAugust2003Blackout.pdf 
45 http://en.wikipedia.org/wiki/Northeast_Blackout_of_2003 
46 http://en.wikipedia.org/wiki/2003_Italy_blackout 



Grant Agreement Number 225643 Report number: D3.3 Issue: 1.3 
 

Viking Consortium www.vikingproject.eu   77 

between France and Italy to trip due to sudden increased demand from those two power lines.  

The cascading effect disrupted power supply to Italy from France and Switzerland. ENEL lost 
control of the grid in the next 4 seconds, with the lines tripped one by one amid the cascading 
effect. Swiss electricity company ATEL later concurred that a power line between 
Switzerland and Italy went out for a few hours. 

After 3 hours, energy was restored in northern regions. Electricity was restored gradually in 
most places, and in most cities electricity were powered on again during the morning. Rolling 
blackouts continued to affect about 5% of the population on the next two days (29-30 
September) as the electricity company ENEL continued its effort to restore supply. If the 
average outage length is assumed to be four hours the following can be calculated: 
Impact Incidence = 10log(56.000.000/1.000)=4.75 

Disturbance Length Order = 10log(4*3.600)=4.16 
Impact Magnitude = 8.91 

 

Sweden, Hamra December 23, 2003 

The December 27, 1983, outage at Hamra in Sweden was the most extensive outage ever in 
Sweden47.  The outage was caused by a overheating in a disconnector. Half of the Swedish 
population ran out of electricity. i.e. 4.5 million people. All except one of the Swedish nuclear 
plant was switched off. The power restoration started after one hour and was completed after 
7 hours. If the average outage length is assumed to be five hours the following can be 
calculated: 

Impact Incidence = 10log(4.500.000/1.000)=3.65 
Disturbance Length Order = 10log(5*3.600)=4.25 

Impact Magnitude = 7.9 

Southern California September 9, 2011 

Southern California ran out of power at September 9, 2011. About four million people had an 
outage. The average outage time is estimated to 8 hours. 

Impact Incidence = 10log(4.000.000/1.000)=3.6 
Disturbance Length Order = 10log(8*3.600)=4.5 

Impact Magnitude = 8.1 

                                                
47 Svenska Kraftnät (Swedish Transmission System operator). (2009). Stamnätets tekniskt-ekonomiska 
dimensionering (In swedish, The technical/economical design of the transmission power grid) (Vol. 113). 
Stockholm, Sweden: Svenska kraftnät. 
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8.7 Impact Magnitude of well known outages 

If all those outages are put together in a diagram the outages can be compared: 

 
Fig 27  Impact Magnitude for well known outages 

The Java outage 2005 is often reported to be the largest outage ever48. But if the consequences 
to the society are valued it can be questioned if the largest blackout was the Northeast 2003 
outage in USA. This outage has a greater Impact Magnitude, due to a longer outage despite 
less people affected. 
 

                                                
48 http://en.wikipedia.org/wiki/List_of_power_outages#Largest 
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9  ViCiSi – the Virtual City Simulator Platform 

In order to assess the cost and 
consequences from an outage a society 
is required. This society is defined in 
this report as sets of static and flexible 
objects, which relates to each other, 
processes and activities.  

− The static objects are, for example, 
houses, blocks and agriculture 
farms, an electricity grid and other 
critical infrastructure. The static 
objects are tied to a geographic 
map.  

− The flexible objects are 
inhabitants, organizations and 
companies. The flexible objects can 

move within the map.  
− The life of the flexible objects are described by activity profiles.  
− Finally, the dynamics in the society is described by business processes. The business 

processes describes how the flexible objects interact with each other. 

9.1 Why a virtual society ? 

A society is far from a well defined unit. It can be a set of houses in the rural  parts of a 
country, it can be a village, a town or a big capital city. Everywhere where there are people 
and operations interacting there are a society. So the question is which society should our 
methods be applied on? 
The obvious first choice it to pick up some representative societies. There are many more or 
less well documented societies to chose from. We need to know details about the society and 
how it depends of the electricity supply. Furthermore we need to know the weaknesses. We 
need to have a electricity transmission grid and a couple of electricity distribution grids. 
And this is where the problem starts! 

In light of the last decades increasing awareness of the security issues in the society it is 
doubtful if it is possible to get access 
to the detailed knowledge of a 
specific transmission grid and a 
specific society and especially it’s 
weaknesses. Even if we could get in 
access to this information it is even 
more doubtful if we could publish 
anything of it. The scope of our 
work is to identify weaknesses and 
no transmission grid owner an no 
society wants this in details in a 
public report. Furthermore the 
Viking-project would probably have 
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to bring extensive security measures into the research groups, surrounding our project.  

All in all, within the scope of the Viking-project we found that it is likely not possible to use a 
real transmission grid. In one way or another we have to use a virtual transmission grid, 
which cannot be related to any real grid. 
The same goes for the society we need in our project. The detailed knowledge of a critical 
infrastructure in a society, and it’s weaknesses, is normally protected by security regulations. 
It is likely not possible to get this information and use it in public reports. 

There is even one more problem to reflect. It is not a trivial task to move the result from one 
country to another when the cost in a society is assessed. The costs depends on many 
circumstances, the economic structure and distribution of companies are some of those 
circumstances. It is more or less impossible to “translate” cost from a society with a high 
agriculture employment to a country based on heavy industry or services. The results from 
Hungary or Greece can’t be easily “translated” to for example Sweden or Germany by 
multiplying by some factor. If we want to cover the effects from an outage in a country with 
high agriculture employment the society we use has to reflect this high degree. Otherwise the 
result can be questioned. 

 
Fig 28  A real or virtual society? 

The conclusion from this was that a virtual electricity transmission grid as well as a virtual 
society as a whole seems to be inevitable. Such a virtual society should be based on official 
data, such as statistics from the EU statistics office Eurostat and other data mining sources. It 
is hard for the Viking-project to work with classified information, so this has to be minimized. 
The Viking project consists of members from different countries and involves a lot of people. 
Than it is preferable to rely on official information. 

9.2 Overview of the virtual society created by ViCiSi 

A society is heavily dependent of a resilient infrastructure. Among those infrastructures some 
are critical, the most critical are the electrical grid, the information networks and the financial 
services. They have a special position – the society can’t  operate without them. If the power 
disappears nearly all activities will halt immediately. If the information networks or the 
financial services don’t work it will cause a break down in most society activities after a 
shorter or longer while. 
The virtual society is a simplified society, with only the vital features of a society. It has static 
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as well as dynamic properties: 

- Necessary infrastructure like blocks, apartments, streets, electricity grids etc. 
- Companies, public and private service operations producing welfare 
- People living in the city, having a comfortable life and consuming welfare. 

The virtual society is a virtual dynamic society reflecting: 

- Societal and business activities 
- Critical infrastructure 
- Individual objects 

The virtual society relates: 

- Power demand to an economic life; business activities to consumption of welfare  
- All activities to the production and consumption of Gross Domestic Product (GDP) 

The virtual society has Activity Profiles: 

- Individual Power Demand Profiles for objects in the city 
- Individual Business Activity Profiles for objects in the city 
- Dynamics, the life in the city is managed by setting and incrementing a system time 

The virtual society will disturb the society by simulating outages in the power supply 

The virtual society can: 

- Measure the lost power production and lost consumption of welfare 
- Measure the economic activity in the society by measuring the production and 

consumption of welfare 

After ViCiSi has created the virtual society the society “lives” and: 

- Has its own system time 
- Responds to commands from the environment 
- Sends information about its internal values, depending on the system time 

The development of ViCiSi, that has been performed within the Viking-project, is not the end 
of the development. In the Viking-project the focus is on the electrical grid and the 
dependencies of a reliable power supply. In the next step – outside the Viking-project – the 
aim is to implement all critical infrastructure, such as water and wastewater distribution, 
telecommunications and transportation. 
The final goal is to use ViCiSi as a test bed for the dependencies of all vital infrastructure. 

9.3 Input to ViCiSi 

The input to ViCiSi in the creation of the virtual society is: 

- Economic statistics 
- Demographic statistics 
- Time Use statistics  
- A parameter set   
- A transmission grid  
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9.4 The objects in the virtual society 

The virtual society is based on static and flexible objects, 
The static objects are for example: 

- Blocks, houses, apartments, locations 
- Agriculture land 
- Transmission and distribution electricity grids 

The flexible objects are for example: 

- Industries 
- Public and private service 
- Public and private utilities 
- Agriculture farms 
- Activity profiles for industries, service and utilities 
- Power load profiles for households, industries, service and utilities 

9.5 The geographical properties of the virtual society 

The basic structure of the virtual society is a map, with coordinate systems in three levels: 

- Global (national) level 
- Regional level  
- Block level 

The coordinate systems are the same as in the real world and thus the virtual society can be 
mapped on a real map, such as the map used in Google Earth.  All static objects in the virtual 
society has a geographical distribution. The coordinate systems can be chosen freely as a 
plane Euclid three dimensional system or a spherical three dimensional system. All 
geographic information can be exported to Google Earth and mapped on the globe. 

 
Fig 29  The virtual society mapped on a real map. 
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The primary reason for using real global coordinates  is the possibility to use existing tools to 
view the society, such as Google Earth. ViCiSi provides output-files ready for use in external 
browsers (kml-files). 

 

 
Fig 30  ViCiSi Geographical Features – the spatial distribution of the virtual 

society 

The reason for three levels of the coordinate systems (global, regional and block) is analogues 
to a real society. It is not practical to use global coordinates when designing a house. A house 
has its own local coordinate system. Besides it is a consequence of effective memory 
management and software structure. 

  
Fig 31  ViCiSi output using Google Earth 

9.6 The virtual society processes 

The dynamics in the virtual society is achieved by the generalized Business process model, 



Grant Agreement Number 225643 Report number: D3.3 Issue: 1.3 
 

Viking Consortium www.vikingproject.eu   84 

described earlier in this report. This is a three-flow model that ties the demand to the supply. 
This is done by the three flows Goods and Service flow, Information flow and Payment Flow.  

All three flows rely on the other flows. If 
one of them is interrupted the other will 
interrupt, at least after a while. 

In the simulation of outages in the 
electricity transmission and distribution the 
focus in on one of the primary processes, 
the electricity distribution process. The 
basic assumption is that when an outage 
occur all processes in the society will stop, 
which simplifies the assessment. 

9.7 A virtual transmission grid is the backbone of the virtual society 

The backbone in the virtual society is the electricity transmission grid. The virtual society is 
shaped from the transmission grid. 

 
Fig 32  The transmission grid (blue lines) is the backbone of the virtual society in 

ViCiSi 

9.8 Electrical features of the virtual society 

The electrical grid inside ViCiSi is a simplified but correct electrical grid  

- dimensioned from the peak load of every subscriber,  
- taking care of the power coincidence with other subscribers, 
- recognizing the Utilization time per year for different sectors 
- Reflecting the geographical structure of blocks and streets 
- Handles different voltage levels in the grid 
- Performs transformation between different voltage levels 

Calculation: 
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- Time resolution 1/100th second 
- Actual load flow data is calculated at each arbitrary time point (Active + Reactive power) 
- The line losses (Active + Reactive power) 
- Geographical distances, Manhattan length of lines 

The voltage levels inside ViCiSi are 

- 400/220 kV 
- 110 kV 
- 40 kV 
- 10 kV (black) 
- 0.4 kV (yellow) 

 
Fig 33  The electrical grid in the virtual society without and with blocks 

The electrical power consumption corresponds to the real power consumption of the template 
country, both at each moment and summed for a whole year. 

 
 

Fig 34  One year power load profile for Sweden 2007 
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9.9 ViCiSi Restoration schedule 

ViCiSi implements a restoration schedule to both 
the Power load and the Business Activity, as 
described earlier in this report. This means that 
after an disturbance a time constant is applied to 
the value. Thus, for example, it takes time to 
restore the society. 

 
 

9.10 ViCiSi Load Flow Calculator 

ViCiSi has its own load flow calculator, i.e. a calculation of the state in the system in terms of 
active and reactive power at each moment. The load flow calculator also calculates actual 
voltage and current in every point in its electrical grid. The losses are calculated for each line 
in the grid and thus the power demand at the feeder includes the customer loads as well as the 
line losses. 

9.11 ViCiSi Power Load  profiles 

One of the central parts in ViCiSi is the Power Load Profiles (described earlier in this report). 
Those profiles depicts the power demand for each object in active and reactive power at each 
time within the time frame. 

 

 
Fig 35  ViCiSi creates individual Power Load Profiles 

9.12 ViCiSi Activity profiles 

Another central part in ViCiSi is the Business Activity Profiles (described earlier in this 
report).  Those profiles depicts the activity for each individual company and organization in a 
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monetary dimension at each time within the time frame 

. 

 
Fig 36  ViCiSi creates individual Business Activity Profiles 

9.13 The ViCiSi creation of the virtual society 

The virtual society is created by a series of measures:  
1) Initially the information from the external databases with demography, national 

accounts and power load profiles are read. 
2) The transmission file is read. 
3) The transmission grid is created in the global coordinate system by pin pointing 

fourteen transformer stations. Of these stations eight are feeders to cities. Two 
stations are feeding capital. The other cities has one feeder. 

4) Seven cities are created an pin pointed in the global system. 
5) The interior properties of each city is created in a regional coordinate system, 

owned by the city. Every city has exclusive right to all land which is located 
nearer this city than any other city center. 

6) The static objects in all cities are created in the regional coordinate system, by 
the creation of blocks. Agriculture land are distributed by a cellular automata 
process. 

7)  The blocks are filled with apartments and locations in the local coordinate 
system.  

8) The static objects are filled with content by the creation of flexible objects, such 
as inhabitants, companies, services and agriculture farms. 

9) The flexible objects gets features by assigning business activity profiles.  
10) A simplified but correct distribution grid is created in each city, with the voltage 

levels 110 kV, 40 kV, 10 kV and 0.4 kV. This grid considers critical features of 
an electrical grid, such as peak load, average load, coincidence between the 
subscribers, the length and losses of wires and lines. The grid will also consider 
physical obstacles, such as houses and blocks, so that the lines will go around the 
corner.   

11) The transmission grid is created and pin pointed in the global coordinate system 
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12) Finally the virtual society is created and set into an idle state, waiting for 
commands in xml-files. 
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9.14 Propagation of an outage and the restoration 

To show the dynamic evolution of an outage movies are recorded (mpeg4). Those movies can 
be viewed in ordinary movie-tools. In the movie the blackout and successive restoration of the 
feeder and different parts of the society can be observed. In the following example (story 
board 11) an overload during the restoration process – resulting in a new partly blackout – can 
be observed: 

 
 

Fig 37  ViCiSi Output: Movies from a blackout and restoration process (story 
board 11) 
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9.15 ViCiSi hardware, input and output 

ViCiSi is developed for several platforms: 

- Windows 
- Linux 
- Mac OSX 

ViCiSi  has a well defined XML-interface for communication  

- is implemented by receiving and sending XML-files 
- commands and telegrams 

by using either  

- an ftp-protocol  
- or simply by reading and writing to a hard disc catalog 

ViCiSi is used in the Viking test bed by providing electrical power load values with time 
resolution 1/100 sec, for each object in the virtual society. It has the ability to address every 
single object in the model. 
 

A briefer description of input and output can be found in appendix to this report. 
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10 The Viking Country 

The virtual society developed in the Viking-project is named Viking Country. The capital of 
Viking Country is named Viking Capital. This country is shaped is shaped around a 40 bus 
200/400 kV transmission network from ABB. This transmission grid is fixed to ≈ 4.000 MW.  
ViCiSi implements a Viking country by using templates from one of the EU-27 countries or 
Norway or Switzerland, in proportion to the country power. For example: 

- ≈ 5% of Germany 
- ≈ 78% of Hungary 
- ≈ 9% of Spain 
- ≈ 17% of Sweden 

ViCiSi implements as individual objects: 

- 1-10 million inhabitants and corresponding households 
- Industries, farms and services in accordance to statistics from each country 
- Blocks, locations, streets 
- Electricity grid, connecting blocks and locations to the ABB40BusGrid 

10.1 Data sources in the creation of Viking Country 

ViCiSi is using a template country when the Viking Country is implemented. The template 
countries are EU-27, Norway and Switzerland.  

The input to ViCiSi in the creation of Viking Country is from different data sources: 

- ENTSO-E, the European Transmission Grid Association. They are publishing time 
values of the national power load of all member organizations. 

- Eurostat, the European Union Statistical Agency. From Eurostat statistics concerning 
demography, Gross Domestic Product and sectoral energy consumption. 

-  Time Use statistics from HETUS 
-  A parameter set   
-  A transmission grid (The ABB 40 Bus grid) 

ENTSO-E 

ENTSO-E49 , The European Network of Transmission System Operators for electricity, 
provides information about the power transmission at a national level. The values are from 
each hour of a whole year, thus ≈8760 values per year. 

                                                
49 https://www.entsoe.eu/ 
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Fig 38  ENTSO-E 

Eurostat 

Eurostat50 is the statistical office of the European Union situated in Luxembourg. Its task is to 
provide the European Union with statistics at European level that enable comparisons 
between countries and regions. Eurostat’s mission is to provide the European Union with a 
high-quality statistical information service. 

 
Fig 39  Eurostat 

                                                
50 http://epp.eurostat.ec.europa.eu 
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From Eurostat information is collected about: 

- Gross Domestic Product (GDP) 
- Energy consumption 
- Demographic statistics 
- Employment 
- Branch statistics 
- Country Area 

HETUS 

Time Use statistics is collected from HETUS51, The Harmonized European Time Use 
Surveys. HETUS offers opportunities to calculate user defined, comparable statistical tables 
on the organization and activities of everyday life in fifteen European countries. It provides a 
great variety of statistical images of people’s use of time in these countries. 

 
Fig 40  HETUS 

The database on which the system is built emanates from the harmonized European time use 
surveys, HETUS. Since early 1990s Eurostat has supported a series of projects aiming at 
harmonizing time use statistics in the European Union. As a result of the efforts carried out by 
Eurostat in collaboration with a number of national statistical institutes, Eurostat was 
mandated by the SPC to develop recommendations (guidelines) for harmonized European 
time use surveys in order to ensure that member states were in the position to implement time 
use surveys on a comparable European basis. The guidelines were developed during the late 
1990s and a final draft was published in 2000.  

                                                
51 https://www.h2.scb.se/tus/tus 
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Parameters 

In addition to the data collected from databases a set of parameters, governing the creation of 
the virtual society, is fed into ViCiSi. Many of those parameters relates to the creation of the 
ViCiSi Electrical grid. The parameters are for example the voltage levels of the grid, the 
resistance and reactance of the electrical cables, maximum current and voltage drop of a 
cable, properties of the transformers, the Utilization Time Per Year for different sectors and 
the coincidence of power use between different consumers. 

The ABB 40 Bus transmission grid 

To build a new virtual transmission grid bottom up is a hard and extensive task. The first 
choice was therefore to chose among the already developed virtual grids. There are plenty of 
candidates when picking a common transmission grid. IEEE has a number of virtual grids. 
The suppliers of SCADA-systems has there own virtual grids. Since one of the members of 
the Viking-consortium is ABB it is natural to us to use a 40-bus virtual transmission grid, 
developed and owned by ABB. This grid meets the requirements of the Viking-project; It is 
well documented, It is tested and It is public 

ABB has declared their will to make this grid available to the Viking-project and to do the 
necessary adjustments to make it suit into our project. Thus, the most of the work in the 
Viking-project is based on this grid. 

 
Fig 41  The ABB 40-bus transmission grid 

Relating to the previous discussion of how much redundancy a transmission grid should have 
the conclusion was that all equipment in a transmission grid should have at least N-1 
redundancy, which is the case in the ABB-transmission grid. From this point of view this grid 
is a safe choice. 

10.2 Viking Country Template year 

All databases relates to one year, 2007, since this year has the most complete set of data.  
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11 Validation of the model 

Validation of Impact Cost assessment methods are tricky, since there is no correct answer, no 
right or wrong.  

The way the Impact Cost assessment in our model is validated is by running the model 
(without any outage) for the complete time frame, i.e. one year (year 2007). For each minute 
during this year the model is requested to send values for the power load and the Business 
Activity. 

All those values are summed for the complete year and then they should equal the values 
reported in the Eurostat database for annual electricity energy consumption and the GDP. 

The tests have resulted in - more or less - equality. For the power loads the difference comes 
from the losses at the wires and lines. Those losses are calculated by the ViCiSi Load Flow 
Calculator and are included in the requested answer. When the grid and the Power Load 
Profiles are created the values are the distributed values of the TSO statistics, with the losses 
excluded. So in fact the accumulated power, i.e. the sum of Power Load Profiles and the 
losses, are slightly bigger than the installed power. The difference is negligible. 

The equality in the Business Activity is on the decimal level, i.e. a high degree of equality. 
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12 The Viking project story boards 

12.1 Report from an outage 

Now all the necessary definitions to report the cost and consequences have been defined. In 
this report an outage is thus described with: 

- the Impact Cost (in Euro) 
- The extent of the outage (Impact Incidence  = regional, national etc.) 
- The micro consequences (Disturbance Length Order) 
- The macro consequences (Impact Magnitude) 

o Where Impact Magnitude = Impact Incidence + Disturbance Length Order 

The consequences can also be described in more details, for example problems with health 
and social care, public technical activities and mobile telephony. 

When this information are put together the cost and consequences of an outage can be 
described in a comprehensive manner. For example the cost and consequences of an 6 hour 
outage in a part if the Viking Capital city (90.000 inhabitants) can be reported as follows 
(story board 11, template country Germany): 

 

 
Telegram from VBC (Viking Country Broad Casting): 

 

“A  local outage, with the Impact Magnitude 6.8,  has occurred in part of the Viking Capital. 
About 380.000 inhabitants had an outage this afternoon . 

  
The societal cost to the Viking Country is estimated to 8.2 million Euro  

 
VPT, The Viking Power Transmission company, reported that power was restored to 

everyone at eight o’clock . However VPT does not want to comment on the reason for the 
outage. One of the employees says that there was some kind of unknown intrusion into the 

VPT computer system and the protection system was disabled. This has not been confirmed by 
VPT.” 

 

One essential part of the Viking-project is to sum up all the findings and proposals into so 
called story boards. Those are in detail reported in another report.  

The story boards covers complete scenarios of different kind of intrusions. The skills of the 
intruder, the type of attack, the time for the attack and the consequences to the power system, 
that is time for power down and up etc. The methods described in this report have been used 
to asses the costs and consequences from the outages in those story boards. 

In short those cost and consequences methods consist of: 

- an extensive cost calculation 
- The macro and micro perspective of the consequences in a society by introducing new 

dimensions. 
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- The macro perspective is included in the Impact Magnitude and Impact Incidence. The 
Impact Incidence is a measurement of the extent of the outage, such as locally, regionally 
or nationally. 

12.2 The story boards 

The following story boards have been defined: 
1) Using automatic control sequences to open HV breakers  
2) Manipulating of AGC setpoints to destabilize network  
3) Manipulation of SCADA measurement to fool State Estimator (Not%assessed%by%ViCiSi) 
4) Using the inter-center communication to open HV breakers 
5) Using remote workstation to open MV breakers  
6) Using unencrypted RTU communication to interrupt power supply (Not%assessed%by%

ViCiSi) 
7) Denial of Service attack on RTU communication to blind SCADA  
8) Exploiting Internet Explorer to compromise HMI Client and open HV breakers 
9) Using Data Engineering to manipulate picture linking  
10) Not used  
11) Using SA engineering tools to manipulate protection settings  
12) Using SA tools to remotely trip transmission line  
13) Manipulating transformer protection setting to overload transformer (Partly%assessed%by%

ViCiSi)  
14) Open an “door” in SCADA for later attack on HV breakers 

From those story boards eleven are assessed with the Impact Cost and Impact Magnitude 
defined in this report.  

The reason for not evaluating all story boards is that some scenarios only causes faults and 
dynamics in the transmission grid but they never cause an outage to the consumers. And then 
there are no cost and consequences to assess. 
One of the story boards (no 13) comprises a total burn out of a high voltage transformer. 
Since there is a long delay before the transformer can be replaced by a new one, nearly one 
year, a load shedding schema is implemented. This means that during the peak hours at the 
afternoon 25% of the power supply is switched of and the remaining 75% is shared among the 
subscribers, following a rotating schema. In this case the Impact Magnitude does not make 
any sense. The Impact Magnitude is assessed from unplanned outages and the load shedding 
is a planned outage. Because of this the Impact Magnitude is left out for story board 13. 
Moreover the Impact Cost is only calculated for one country, Germany, for this story board, 
because the calculations are very time consuming. 

12.3 The Template Countries 

When ViCiSi create the Viking Country it will use statistics from one real country. In this 
way the Viking Country will be shaped like this country. In order to show differences in 
Europe the Viking Country is built in four different modes, with four different template 
countries. The Viking Country will thus be scaled and shaped to – as far as possible – to 
behave like those four countries. 

 
The four template countries are: 
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- Germany, 
- Hungary, 
- Spain and 
- Sweden. 

However, when the results from the execution of the story boards are read one has to keep in 
mind the differences between the countries. It is important to remember that all the different 
Viking Countries are shaped around the same ABB 40 bus grid, with an installed power 
transmission capacity of 3.972 MW. Thus, all template countries are scaled to fit into a 
Viking country with this power  transmission grid. This means that when Sweden is used as 
template the Viking Country will have approximately 17% of  the inhabitants and social 
structure of Sweden, since the peak consumption in Sweden year 2007 is approximately 
23.600 MW (after reduction of transit power and losses). But when, for example, Hungary is 
the template country, the share will be about 77%, since the Hungarian power consumption 
(after reduction of transit power and losses) is about 5.100 MW. The population is Sweden 
and Hungary is about the same (9 millions and 10 millions). But since the template share for 
Hungary is much higher than for Sweden the implementation of Hungary will have much 
more inhabitants. 
Similar differences can be find the GDP production and in the other template countries. Some 
key figures of the template countries are shown below: 
 

 
Table 10. Key figures of the template countries 

One obvious difference is the high electricity consumption in Sweden, which comes from the 
high share of electricity heating in dwellings. In Germany natural gas has a much higher share 
in the heating of dwellings. The GDP production per consumed kWh electricity is much lower 
in Sweden than in Germany. Another important difference to notice is that the GDP 
production in Hungary is much lower than in the other countries. 
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Since the transmission grid in the Viking Country always is the same an outage in Hungary 
will affect many more people than in Sweden and the Impact Incidence will thus be greater 
from an equal outage. The Disturbance Length Order will be about the same and the Impact 
Magnitude will include the differences in the Impact Incidence. 
Another important difference between the countries is the Load factor, i.e. the relationship 
between the peak and mean load. If the load factor is high, the grid cannot distribute as much 
energy as with a low load factor. At a given peak load the mean load will be lower if the load 
factor is high. The high share of electricity heating in Sweden results in a higher load factor 
for thane for the other countries. This means that the Swedish transmission grids will not 
distribute as much energy as the German and Hungarian transmission grids, given an equal 
transmission grid. 

The results from the cost and consequences assessment of the four template countries can be 
found in the following text. 
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12.4 Impact Cost and Impact Magnitude, template country Germany 

 
Table 11. Impact Costs (Germany) 

 
Table 12. Not delivered energy (GWh, Germany) 
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Table 13. Impact Incidence, Disturbance Length Order and Impact Magnitude (Germany) 

 
 

Fig 42  Impact Magnitude , Disturbance Length Order and Impact Incidence 
unified for the ten story boards (Germany) 
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12.5 Impact Cost and Impact Magnitude, template country Hungary 

 
Table 14. Impact Costs (Hungary) 

 
Table 15. Not delivered energy (GWh, Hungary) 
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Table 16. Impact Incidence, Disturbance Length Order and Impact Magnitude (Hungary) 

 

 
Fig 43  Impact Magnitude , Disturbance Length Order and Impact Incidence 

unified for the ten story boards (Hungary)  
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12.6 Impact Cost and Impact Magnitude, template country Spain 

 
Table 17. Impact Costs (Spain) 

 
Table 18. Not delivered energy (GWh, Spain) 
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Table 19. Impact Incidence, Disturbance Length Order and Impact Magnitude (Spain) 

 
Fig 44  Impact Magnitude , Disturbance Length Order and Impact Incidence 

unified for the ten story boards (Spain)  
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12.7 Impact Cost and Impact Magnitude, template country Sweden 

 
Table 20. Impact Costs (Sweden) 

 
Table 21. Not delivered energy (GWh, Sweden) 
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Table 22. Impact Incidence, Disturbance Length Order and Impact Magnitude (Sweden) 

 
Fig 45  Impact Magnitude , Disturbance Length Order and Impact Incidence 

unified for the ten story boards (Sweden)  
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12.8 Comments to the story boards 

The results are presented for the four template countries, Germany, Hungary, Spain and 
Sweden.  

To all template countries the story boards 1, 2, 7, 9 and 14 will cause critical problems to the 
society. Story board 8 will cause severe problems. The other story boards will cause local or 
regional problems to a various degree. 
Seen both from the costs and consequences the scenarios in story boards 1, 2, 7, 9  and 14 are 
not acceptable and have to be mitigated. The costs are huge and the consequences to the 
ordinary man is dangerous. Probably even the scenario in story board 8 causes such cost and 
consequences that it have to be mitigated. 
As can be seen there are differences in the result among the template countries for the same 
story board. However, no conclusions can be drawn from these differences other than that 
there are differences between the countries. The Disturbance Length Order is about the same 
for the template countries. But the Incidence differ a lot, according to the differences in the 
number of inhabitants implemented and thus the difference in Impact Magnitude originates 
from the difference in Impact Incidence.  
The same goes for the differences in the Impact Costs. The differences reflects the different 
GDP/inhabitant in the countries. The higher Impact Costs in Hungary than in Germany, 
despite the lower GDP/inhabitant,  is caused by the number of inhabitants implemented in 
Viking Country. 
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13 ViCiSi in the Viking Test Bed 

ViCiSi creates individual Power Load Profiles tom many of the static objects, such as blocks, 
apartment and locations. Those Load profiles can give the actual load within the time frame 
with a time resolution of 1/100 sec, i.e. 10 ms. When all those loads are aggregated within an 
area, for example within an area supplied from the same feeder, the actual load at the feeder is 
presented. This load includes the line losses to. The load is presented in active power as well 
as reactive power. 

With this feature it has been natural to have ViCiSi as a part in the test bed, which is one of 
the scopes within the Viking Project (WP 5). 

Thus, ViCiSi can give the loads desired in every point in Viking Country. This information is 
sent to all other parts in the test bed, processed and used for simulations in those parts. The 
information sent back to ViCiSi is the status of the transmission grid, i.e. if there is power or 
an outage in the transmission grid. 

The test bed is extensively described in other parts of the Viking documentation (WP 5). 
 

 
Fig 46  Test Bed Configuration 
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14 Future Work 

The scope of ViCiSi is broader than the scope of the Viking-project, which is limited to the 
electrical grid. 

The scope of ViCiSi is to use a virtual society to test the resilience of critical 
infrastructures. 

Besides this, the purpose of the development of methods for Impact Cost assessment and the 
assessment of  the consequences, in terms as Impact Magnitude, Outage Order and Impact 
Incidence, goes far beyond the electrical perspective. The Impact Cost and consequences 
dimensions are valid to many kind of disturbances to a society, both on the macro as well as 
the micro level. 
A society is heavily dependent of many kinds of infrastructure. Among those structures some 
are critical, the most critical are the electrical grid, the information networks and the financial 
services. They have a special position – the society can’t  function without them. If the power 
disappears nearly all activities will halt immediately. If the information networks or the 
financial services don’t work it will cause a breakdown in most society activities after a 
shorter or longer while. 
ViCiSi is: 

! A virtual society with all necessary infrastructure like blocks, apartments, 
streets, electricity grids etc. 

! With companies, public and private service operations producing welfare 
! With people living in the city, having a comfortable life and consuming 

welfare. 
ViCiSi relates: 

! Power demand to an economic life; business activities to consumption of 
welfare  

! All activities to the production and consumption of Gross Domestic Product 
(GDP) 

ViCiSi has Activity Profiles: 

! Individual Power Demand Profiles for each object in the city 
! Individual Business Activity Profiles for each object in the city 
! Dynamics, the life in the city is managed by setting and incrementing a 

system time 
ViCiSi  will : 

! Disturb the society by simulating outages in the power supply 
ViCiSi can: 

! Measure the lost power production and lost consumption of welfare 
! Measure the economic activity in the society by measuring the production 

and consumption of welfare 
 

Thus, there are great opportunities to use ViCiSi in a wider sense than just for cyber 
intrusions. 
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ViCiSi is built on a broad platform. The intention is to implement all critical infrastructures in 
a society, i.e. for example water & wastewater, telecommunications and transportation. So far 
only the electricity grid has been fully implemented. The others have only been implemented 
in a simplified manner. But the platform allows a full implementation. 
When those functions are implemented ViCiSi can be used to simulate many vital and critical 
infrastructure in a society. 
One example of this could be to simulate uncontrolled proliferation of bacteria and parasites 
in wastewater in a society and to simulate the proliferation of diseases caused by those 
parasites and other microorganisms. Those microorganisms might be the greatest threat to our 
society, actually a greater threat than war and terror. 
Another extension of ViCiSi is to simulate dependencies in a society and dependency-chains. 
In those chains events and dependencies are linked together to a long chain. 
Possibilities to use ViCiSi in other projects 

Another extension will be to give the inhabitants in the virtual society a normal an ordinary 
life. This will can done by implementing so called time-use statistics. Actually this statistics is 
already imported from HETUS52  to the virtual society, but it is not used.  
The time-use statistics gives an illustrative picture of the normal life of people in different 
countries. 

 
Fig 47  Time-use statistics from HETUS 

The time-use statistics from HETUS is very interesting and might be used for the simulation 
of the proliferation of diseases in a society. 
 

                                                
52 HETUS - Harmonised European Time Use Survey. https://www.h2.scb.se/tus/tus/. 
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15 Appendix: Input and Output to and from ViCiSi 

15.1 Communicating with ViCiSi 

All communication between ViCiSi and the environment is by sending and receiving xml-
files. Those files are sent to or picked up from an ftp-server. The xml-files follow a 
specification53.  
ViCiSi responds to and sends XML-commands: 

- Commands to ViCiSi 
- New Session 
- Get Power Values  
- Get Business Values  
- Set Power Down 
- Set Power Up 
- Set Random seed 
- End Session 
- Stop Execution (terminates the program) 

Telegrams from ViCiSi 

- Show Power Values 
- Show Business Values 
- Show Impact Costs (Not implemented yet) 
- Info messages (acknowledge to start/end session) 
- Error messages  

15.2 ViCiSi time scale 

ViCiSi depicts the activity in a society at each moment within a time frame. The time frame is 
the year 2007. This is the year with the best data. 

- The dynamics in ViCiSi is ruled by setting and incrementing system time 
- The dynamics starts by setting a new session 
- System Time can only be incremented or kept unchanged.  
- System Time can’t be decremented 
- The only way to decrement time is to start a new session 
- Resolution ≥ 1/100 second 
- Time frame: Year 2007 
- ViCiSiTimeSet ∈   
- ∈ [2007-01-01T00:00:00.00, 2007-12-31T23:59:59.99] 

 

                                                
53 ViCiSi 1.06, Technical Documentation Communication and User interface. (2011). MML Analyze and 
Starategy AB. 
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Fig 48  ViCiSi System Time format 

15.3 Xml-files of Power and Business Activity of the virtual society 

When ViCiSi is in idle state, i.e. after the creation of the virtual society, it is waiting for 
commands. 
The commands includes a system time, telling ViCiSi what time of the year it is. 

The response from ViCiSi is an xml-message (telegram) sent to an ftp-mailbox.  

 
Fig 49  XML-Telegrams 

A template is provided to interpret the xml-files to a readable format: 



Grant Agreement Number 225643 Report number: D3.3 Issue: 1.3 
 

Viking Consortium www.vikingproject.eu   117 

 

 
Fig 50  Various output from ViCiSi 

 
The telegram includes: 

- the system time 
- the feeder address 
- actual active and reactive power load 
- actual business activity 

Power Telegrams 

The Power Telegrams contains information about: 

- Active Power 
- Reactive Power 
- Line losses and actual power load are taken into account 
- Power Restoration and Energy Recovery period after the grid is energized 
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Fig 51  Power Activity output pasted into an Excel diagram 

Busines Activity Telegrams 

The Business Activity Telegrams contains information about: 

- Actual Business Activity (EUR/h) are summed for each object 
- Impact Costs after Power Down/Up (EUR/h) are summed for each object 
- Business Restoration and Business Recovery (slower than Power Restoration) 
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Fig 52  ViCiSi Output: Business Activity to Impact Cost Assessment 

15.4 Maps and Kml-files 

During the creation of the virtual society kml-files are created and saved. Those files includes 
information of the geographical properties of the virtual society. Those files can be opened 
and viewed in Google Earth. 

 
Fig 53  ViCiSi Output:  KML-files and Maps 


