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0 Executivesummary

The objective of WP4 in the VIKING project is to develop metlotogies for the
mitigation and protection of critical infrastructures. el'focus is on threat de-
tection in SCADA systems for power networks, and on attadigaiiion through
improved resource management, communication protocolgkgorithms. WP4
builds upon the requirement studies of WP1, the models dpeelin WP2, and
the threats described in WP3. This deliverable reports thkk wlone in Task
4.2. The focus of Task 4.2 is on mitigating attacks againstabmmunication
infrastructure and the communication protocols used inSiagervisory Control
and Data Acquisition (SCADA) systems in power systems. Ty rmhain areas
of SCADA communications are substation to control-centel @ntrol-center to
control-center communications. This deliverable dessibontributions related
to these two areas of SCADA communications.

The first contribution considers attack mitigation scherimessubstation to
control-center communications applied to the problem ofgrosystem state es-
timation. Based on realistic models of the communicatidrastructure used to
deliver measurement data from the substations to the stateagor, it is shown
that the vulnerability of the power system state estimatdnighly dependent on
the communication infrastructure. To quantify the systewmilnerability two se-
curity metrics are introduced: the importance of individsabstations and the
cost of attacking individual measurements. Using the miitiis shown how
various network layer and application layer mitigatioragtgies, like single and
multi-path routing and data authentication, can be usectoedse the vulnera-
bility of the state estimator. The efficiency of the algomithis illustrated on the
IEEE 118 and 300 bus benchmark power systems.

The second contribution considers the problem of improvhey availabil-
ity of control-center to control-center communicationstbgling the communi-
cation patterns from potential attackers. Hiding the comication patterns is
achieved using relaying, which is often used in networkestesys to achieve
anonymous communication. Relaying introduces communicaiverhead and
increased end-to-end message delivery delay, but in peactierhead and delay
must often be kept reasonably low. To understand how to apgimnonymity
for limited overhead and delay, the trade-off is analyzetivben relationship
anonymity and communication overhead under passive traffadysis attacks.
Two passive traffic analysis attacks and two anonymity neksvare considered.
The results show that, contrary to intuition, increasedload does not always
improve anonymity. For given system size and number of ketache character-
istics of the optimal overhead are studied. It is then shdvan if the number of
attackers is unknown it is best to optimize for a higher thgmeeted number of
attackers to make the system robust.

VIKING Consortium Page: 6
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1 Introduction

The VIKING projectis an EU financed Framework 7 Collabora8STREP Project
and is part of themes 4, ICT, and 10, Security. VIKING starats\ital Infras-
tructure, NetworKs, INformation and Control Systems Maeat@nt and will be
executed between November 1, 2008 and October 31, 2011 bysartiim of
industrial and academic partners.

1.1 SCADA Security and Power Transmission and Distribu-
tion

Society relies heavily on the proper operation of the elepmwer system. Many
of the critical infrastructures could be able to operatenwitt power for shorter
periods of time, but longer power outages could have detragtaconomical and
humanitarian consequences. The importance of the elgawer system is illus-
trated, for instance, by the economic and social impacte®?2003 North-East
American blackout [1], which affected approximately 50lrait people.

In order ensure efficient and reliable operation, largetetepower systems
are equipped with an IT infrastructure that allows for sgsigide supervision and
control. These industrial control systems are referredst&@pervisory Control
And Data Acquisition (SCADA) systems. SCADA system colle@asurement
data from Remote Terminal Units (RTUs) located at the stiostsaivia a SCADA
network, and typically store the measured data at one or oworieol centers. The
data are processed at the control center, and serve as thédbasitomatic or hu-
man decisions, which results in control commands sent bathket RTUs at the
substations. SCADA systems greatly improve the coordinatnonitoring, and
utilization of resources in the power system. But by relyomgthe SCADA in-
frastructure, the power system becomes susceptible npt@olperational errors
but also to cyber-attacks.

Many reports discuss the vulnerabilities of SCADA systenrtg/ber attacks [2,
3, 4, 5, 6], but real incidents [7, 8, 9] also confirm the impade of this issue.
[10] proposed a framework in order to clarify the interantlwetween the power
system and the IT infrastructure and to identify the vulbéitées and the mal-
functions that could lead to an abnormal operation of thegvavetwork. Taking
a different perspective, the authors of [11] attempted tandgjfy the impact of
a cyber attack on the power market. In [12], the robustneshelUS power
network against cascading failures was tested.

VIKING Consortium Page: 7
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1.2 VIKING Project

The VIKING research project [13] proposes a hovel concepitkdress the chal-
lenges introduced by the interaction between the IT sysi@misthe transmis-

sion and distribution systems. The main objective is to igydest, and evaluate
methodologies for the analysis, design and operation digesand secure indus-
trial control systems for critical infrastructures. Sgeailly, the aim is to increase
the understanding of vulnerabilities of integrated canggstems, determine the
impact on the electric power transmission and distribusigstem due to possible
failures or attacks and develop strategies to eliminate amitigate these effects.
In order to achieve this goal, VIKING has formulated fourastgic objectives

described below.

e Provide a holistic framework for identification and assessnof vulnera-
bilities for SCADA systems. This framework should providermputational
support for the prediction of system failure impacts andiggcrisks.

e Provide a reference model of potential consequences ofetmésiing con-
trol systems in the power transmission and distributiomvoét that can be
used as a base for evaluating control system design sadution

e Develop and demonstrate new technical security and roésstsolutions
able to meet the specific operational requirements that@sedoon control
systems for our target area.

e Increase the awareness of the dependencies and vulnteaboli cyber-
physical systems in the power industry.

These objectives are addressed by the following work paakag

WP1: Requirements study

The safety requirements imposed on the power transmisauiatribution sys-
tems will be determined. This study will address the issoenfthree different
perspectives, reflecting the three key players involvetlérprocess: 1. The phys-
ical power transmission and distribution processes, 2.1Tlfrastructure moni-
toring and regulating these processes, and 3. The userganatars that interact
with the system. The results will serve as guidelines agaimich the perfor-
mance of the risk assessment and mitigation methods deagtliopsubsequent
work packages will be evaluated.

WP2: Modeling

WP2 will provide the ingredients and modeling support fag tisk assessment
and mitigation studies. In particular, WP2 will: 1. Idegtthe system’s intrinsic
vulnerabilities and external threats, and 2. Develop neidetapture the architec-
ture of the IT infrastructure and the coupling of the physpmaver transmission

VIKING Consortium Page: 8
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and distribution system and the IT infrastructure sup@ergig.

WP3: Risk assessment and evaluation methodologies

Methodologies for determining the effect of particularnedabilities and threats
on the overall power transmission and distribution systeti®e developed. The
architecture and physical-IT models (developed in WP2)belused to assess the
impact that specific threats and system failures (identified/P2) can have on
the overall system. The results will then be coupled to mottel estimating the
consequences and costs of particular disruptions of serVikis will allow us to
determine the overall impact of threats and failures on yiséesn, both in techni-
cal and in economic terms.

WP4. Mitigation and protection

WP4 will develop methodologies for the mitigation of theeeffs determined by
WP3, and will be based on the modeling work of WP2. It will atkaw on the
WP3 studies, to identify the threats and vulnerabilitiegohltan have the greatest
potential impact on the system. WP4 will then develop sgriaseand countermea-
sures for reducing the risk of the most critical threats anltherabilities and/or
ameliorating their impact.

WP5: Case study and test-bed

Proof of concept case studies to realistic size problemisbeiprovided by the
end users. The tools and methodologies developed in WP2WilRze deployed
on these case studies and their performance in terms of qouéeeents identi-
fied in WP1 will be established. Case studies will be evallifteough a test-bed
consisting of a SCADA system integrated with a computer &ted physical
infrastructure and communication networks.

1.3 Objective of WP4

The objective of WP4 is to develop methodologies for the gaiibn and pro-
tection of critical infrastructures. The focus is on deysient of new methods
for anomaly and threat detection and countermeasuresghrsecure resource
management and communication protocols. WP4 builds upengfuirement
studies of WP1, the models developed in WP2, and threatslfouWP3. These
models are used as the foundations on which the threat assesand mitigation
methodologies in WP4 can be based. The work package of WPthtegesmain
tasks.

Task 4.1: Anomaly monitoring and resilient resour ce management

SCADA systems handle heterogeneous and complex data tiafticis task, we
study anomalies the adversaries can generate in this traffitchow they can be
detected using online monitoring. We also consider homunesomanagement in
the presence of anomalies can be improved by introducinganktarchitectures
capable of providing quality of service. How these problérage been addressed

VIKING Consortium Page: 9
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are reported in this deliverable, as outlined below in $ecti.4.

Task 4.2: Robust and secure communication protocols

Critical infrastructures increasingly rely on data tramssion over public telecom-
munication networks and on open communication standards, meetworking
protocols. Networking protocols have extensions that mileen resilient to
traditional security attacks (such as IPSec for data iitiegdentification, non-
repudiation, man-in-the middle attack, etc), but a missiotical system can be
rendered useless by other means as well. We will here igasthow mission-
critical applications can be attacked in non-intrusive syand develop improved
protocols that are resilient to non-intrusive attacks,diihe same time are fair to
standard protocols.

Task 4.3: Mitigation and protection against threats

The final step in the process will be to develop mitigatioatstyies against threats
that exploit the coupling between the IT infrastructure #imel physical power
transmission and distribution system. Based on the restilf&sk 3.2 we will
first prioritize the threats and failures identified in Task according to their po-
tential impact on the system. We will then develop stratetpaeduce the effects
of the most prominent threats and failures.

1.4 Objectivesof D4.2

The objective of D4.2 is to report the work done in Task 4.2] #rereby con-
cludes the task. The work done and the approaches takenrareasized in the
following.

Inputs from other tasks

e WP1 Attacks that corrupt measured data were listed in thein@ments
study in WP1. See, for example, RT-0002: Access to procassnmica-
tion channels, and RT-0002: Attack on ICCP connectionsl4n.[

e WP2 Simplified versions of the steady-state model of powstesys ob-
tained in WP2 are used here.

¢ WP3 In the impact analysis being carried out in Task 3.2, thalthy false-
data attacks have been identified as potentially important.

¢ WP4 Based on the anomaly detection carried out in Task 4einttigation
against stealthy false-data attacks requires a decredise aftack surface.

Output to other tasks

e WP3 The physical impact (Task 3.2) and society impact (Ta3k & the
false-data attacks will be evaluated in WP3.

VIKING Consortium Page: 10
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Related publications The general problem of securing power system IT in-
frastructures, and its relationship to system performamcereliability were dis-
cussed in [15]. The use of different networ-layer schemes arthentication
mechanisms to mitigate attacks against the power systémesgtimator was in-
vestigated in [16]. The problem of improving availabilifyrough anonymous
communications was considered in [17].

1.5 Document structure

The document is organized in four main sections. Section otiges informa-
tion about the aim of the deliverable. Section 2 gives anoger of SCADA
communications and the outlines the challenges in depdposaturity solutions.
Section 3 describes a framework to assess the vulneradilibe state estimator
against attacks as a function of the communication netwapklbgy, and dis-
cussess various network layer and application layer ntiigaschemes. Section
4 investigates the use of anonymity networks to increasenuamication avail-
ability for the purpose of control center to control centemenunications.

VIKING Consortium Page: 11
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2 SCADA Communicationsand Security

At the heart of the IT infrastructure for power system cohdrad operation there
are one or several Supervisory Control And Data Acquisit®@ADA) systems.
Apart from the remote collection of vast amounts of realetiptocess measure-
ments taken from the grid, e.g., in transformer stationABL systems include
functions for the remote control of process devices likeakees and tap chang-
ers. The acquired data are presented to the operators iotiiccenter via an
advanced graphical user interface, among others equippledlrming features
to alert the operators to changing operating conditionsnyMBaCADA systems
include computerized models of the supervised process tfie power system).
The models enable simulation of alternative process spatiedlel to the physical
process, which can be used for optimization and continganayysis.

Reliability and performance have traditionally been thg &esign goals for
the IT infrastructure used in power systems. A certain le¥skecurity was main-
tained by keeping the power system IT infrastructure igolagnd by using pro-
prietary communication protocols. Power system IT infiactures are, however,
increasingly integrated with other IT infrastructureshat power utilities, includ-
ing public infrastructures. At the same time, the propriefaotocols are being
replaced by standardized communication protocols andfates to ensure in-
teroperability between components from different venddrise standardization
of power system models, like the Common Information ModdMJ; is ongo-
ing with the goal to ease the exchange of engineering dateeket and within
utilities. These recent trends increase the exposure gfdiver system IT infras-
tructure to attacks, and are strong drivers towards usiyygagraphic protocols to
secure power system communications. Nevertheless, a mohbeteria have to
be taken into account when designing secure communicatiotians for power
systems.

First, the communication and IT infrastructure of powertegss have to sat-
isfy very diverse application requirements. At one extreimée case of manage-
ment information exchanged between utilities (e.g., amnters), data is trans-
ferred in batches with very loose delay constraints, anddstal cryptographic
protocols like TLS [18] can be used to provide authenticatiod confidentiality.
At the other extreme, in the case of substation automationiter-substation
protection, the communication delays must be kept in therasfla few millisec-
onds, so that the delay introduced by encryption algoritbamsalready be critical
for proper system operation. Thus, security solutions trtighe to be tailor-made
for specific application scenarios.

Second, the power system’s communication and IT infragire@lready con-
sist of a vast number of components. The cost of securingetigedf thousands of
components of a continent-wide infrastructure can be pithe, and therefore

VIKING Consortium Page: 12
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Performance - Typical values Security - Importance
Application Distance| Latency | Throughput | Confidentiality| Integrity Availability
[km] [s] [1/sec] Authenticity

0 g Data acquisition 1-10 5000 meas Medium High High
O < Commands 1000 1 0.1 command High High High
& @ Alarms and events 1 500 events Medium High High

PMU data for WAMS 2x10°? | 18 meas/PMU Medium High High
Substation automation . . )
(Intra-substation) 0.5 1 200 meas Medium High High
Line protection 3 ; .
(Inter-substation) 50 10 2 meas Low High High

Table 1: Approximate performance and security requiresiehtsubstation to
control-center (S2CC), intra-substation and inter-satimd communication for
various applications. High level of integrity and availéiihas to be provided
while satisfying very diverse performance requirements.

it is important to understand how the security of individagstem components
contributes to and affects the secure operation of the pgwer Also, in addi-
tion to the traditional IT and communication infrastruewecurity solutions and
practices, in a cyber-physical system models of the phygrcgess can often be
leveraged to improve system security.

Achieving security in slowly evolving power system cont@old operation sys-
tems is a complex problem. Simply adding state-of-the-@ctigty solutions and
mechanisms to existing systems is often not feasible: gg@alutions can vio-
late requirements on performance and reliability, whichttcwe to have highest
priority. Some security solutions would probably meet thguirements if com-
pletely new systems and architectures were deployed, Haytas well as in the
future we have to live with a large share of legacy equipm@&hus, in practice
the challenge of security design in power system control@etation systems
implies finding a proper level of trade-off between secusgpstem properties like
performance and reliability, and cost. Table 1 illustrdtesheterogeneity of the
performance and the security requirements of some powtgrayapplications.

VIKING Consortium Page: 13
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3 Power System-aware Mitigation for RTU Com-
munication

In general the SCADA communications related to power systate monitor-
ing and estimation are referred to as substation to conéraiec communication
(S2CC). Nevertheless, the purpose of S2CC is not only tolertheé monitoring
of the state of the power system, but also to control the &mtsidocated in the
substations. In the following we give a brief overview of temmunication pro-
tocols and security solutions available for S2CC, and trestidbe a framework
to assess the vulnerability and to improve the security efpibwer system state
estimator against attacks on the SCADA communication gtfuarture.

3.1 Substation to Control Center Communications

Electric power transmission systems extend over large rgpbical areas, typ-
ically entire countries. The measurement data and statosmation taken at
substations are collected by Remote Terminal Units (RTosjted at the substa-
tions, and wide-area networks (WANSs) are used to deliventhétiplexed mea-
surement data from the RTUs to the control center of the mnésson system
operator (TSO).

Traditionally, S2CC was performed over low bitrate poioHpioint transmis-
sion links, e.g., using power line communications, micregyaand leased lines.
Point-to-point communication links are also present in erad52CC, e.g., through
the use of cellular and satellite communications. Fig. sha simple example
of a power system and illustrates the corresponding S2CQmoritation infras-
tructure based on point-to-point communication links.

Nevertheless, modern WAN infrastructures are increagibgked on over-
head ground wire (also called optical ground wire, OPGWiailletions that run
between the tops of the high voltage transmission towersomgaunderground
cables. In the case of OPGW installations SONET or SDH is tsebtablish
communication links (called virtual circuits) between gubstations and the con-
trol center, but wide-area Ethernet is expected to becoraeafmt in the near
future. As an effect the data sent from a remote substatitinei@ontrol center
might traverse several substations, where switches, phexrs or cross connects
multiplex the data from different substations onto a sif@RGW link. The high
capacity available in OPGW infrastructures also makesssiibe to deliver voice,
video and other data traffic multiplexed with the measurdraed status informa-
tion sent by the RTUs.

There is a large variety of application layer protocols f@C&, and differ-
ent protocols often coexist within a SCADA system. Legaayt@ecols (such as

VIKING Consortium Page: 14
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Figure 1: A simple power grid consisting of 5 buses. Each bprasents a sub-
station (connected to a city distribution grid or a powempldor instance) and
the solid lines represent transmission lines. The cirecldicate measurements of
power flows, power injections, and voltages. There is an Riféhah substation,
which collects the measurements taken at the substatiosemas them over a
point-to-point communication network (dashed lines) ® ¢bntrol-center.

Modbus, RP-570, and Profibus) and the proprietary protamfodgjuipment ven-
dors, are slowly replaced by protocols standardized in dksé decade, such as
DNP3 and IEC 60870-5 for data acquisition and control, orBEEE37.118-2005
for PMU data. Both the legacy and the standardized protogele developed
with performance and reliability in mind. To detect bit egpthey usually in-
clude an error detection code calculated by the RTU, whicserg along with
the data. The error detection code is usually based on cyarliendancy check
(CRC).

Security extensions that provide confidentiality, intggand authentication
were standardized for these protocols recently, such akth&2351-5 for IEC
60870-5. Communications with legacy equipment that doésmpport the se-
curity extensions can be secured using bump in the wire (BI$@ltions, like
AGA-12 and YASIR [19]. A BITW solution consists of two devigé¢hat are in-
serted in the communication link near to the sender (the Rrid)the receiver (the
control center), respectively. The sender side deviceyptErand authenticates
the output of the sender, which is then decrypted by thevecside device. The
sender and the receiver are not aware of the existence ofi T'w Bevices. Nev-
ertheless, authentication using a BITW device is not tarppeof. If an attacker
can access the communication link between the RTU and thé/Rldvice, it can
bypass the authentication and can modify all data. Newer<Rdid expected to
contain tamper-proof authentication modules, and woutttéde secure despite
physical access.

Although security solutions are available for most commation protocols,
deployment has been slow, not only because of the asso@gtegment costs,
but also due to the overhead of managing encryption keysbanduse of the
potential impact of encryption on data availability in casa lock out.

VIKING Consortium Page: 15
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3.2 Power System State Estimation and Stealth Attacks

Measurements are taken and sent at a low frequency in SCAB#ersg, and
therefore steady-state estimators are used for stateagstimWe refer to [20, 21]
for a complete treatment of state estimation, and provideeh description in the
following.

Consider a power system that hasg- 1 buses. We consider models of the
active power flows (between bus and j), active power injection® (at bus
1), and bus phase anglés wherei,j =1,...,n+ 1. (A negativeR indicates
a power load at bug) The state-estimation problem we consider consists of
estimatingn phase angleg; given M active power flow and injection measure-
ment valuezy. One has to fix one (arbitrary) bus phase angle as referemggte, an
for exampledg := 0, and therefore only angles have to be estimated, i.e., the
vectord = (81,0y,..,0n). The active power flow measurements are denoted by
z=(z,...,2v)", and are equal to the actual power flow plus independent ran-
dom measurement noisgewhich we assume has a Gaussian distribution of zero
meange—= (el, . ,eM)T € A\((0,R) whereR:= Ee¢€ is the diagonal measurement
covariance matrix.

When the phase differencés— d; between the buses in the power system
are all small, then a linear approximation, a so called DCeydilow model, is
accurate, and we can write

z=Hd+e (1)

whereH € RM*" s a constant known Jacobian matrix that depends on the power
system topology and the measurements, see [20, 21] fotsi€lfae state estima-
tion problem can then be solved as

5:=HRH)HR 2 )
The phase-angle estima@are used to estimate the active power flows by [21]
2=Hd=HHTRH)HTR 2 3)

The BDD system uses such estimates to identify faulty serewd bad data by
comparing the estimatewith z if the elements;,, andz, are very different, an
alarm is triggered because the received measurement xglisenot explained
well by the model. For a more complete treatment of BDD werref¢20, 21].

An attacker that wants to change measurenmef(its value z, might have
to change several other measuremenitso avoid a BDD alarm to be triggered.
Consider that the attacker wants to change the measureffr@mtgz into z, :=
z+a. Theattack vector ds the corruption added to the real measurement vector
z. As was shown in [22], an attack vector must satisfy

a=Hc, forsomececR", 4)
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in order for it not to increase the risk of an alarm. The cqroeglinga is termed
astealth attackhenceforth.

In the recent study [23] it was verified that, despite the $ilyipg assump-
tions, stealth attacks can be made large in real (nonlirgfagoftware: in the ex-
ample considered in [23], a power flow measurement was ciadupy 150 MW
(57% of the nominal power flow) without triggering alarms.

3.3 Power System Communication Model

Then+ 1 buses of the power system are spread over a set of substatioh=S.
We denote the substation at which measurenmemt taken byS(m) € §, and
we denote the substation at which the control center is éochy s.c € S. We
model the communication network by an undirected grgpk (S,E); an edge
between two substations corresponds to a communicati@rbktween the two
substations (e.g., a point-to-point link from a substatmthe control-center, or
an OPGW link between two substations connected by a trasgmifine). The
graph G is connected but is typically sparse. For each substatiens there

is a set of established routgg = {ré,...,rsR(S)} from s to s throughG. R
denotes the collection of alks. We represent a route by the set of substations
it traverses including itself and the control centex,, i.e., rg C S. The order in
which the substations appear in the route is not relevahttoansidered problem.

If R(s) = 1 then all measurement data from substasiare sent over a single route
to the control center. IR(s) > 1 then data is split equally among the routes such
that unless the data sent over all routes get corrupted titeotcenter can detect
the data corruption using the error detection code.

We consider two forms of end-to-end authentication: nonpe&mproof and
tamper-proof. We denote the set of substations wah tamper-proofauthenti-
cation (e.g., substations with a BITW deviceaothenticatehe data sent to the
control center, or an RTU with a non tamper-proof data autbation module) by
N C $. For a routers we denote by (rl) the set of substations in which the
data issusceptiblego attack despite non tamper-proof authentication. By defin
tionagn(rl) = {s} if s€ N ando,n(rl) = ri otherwise, thatis, non tamper-proof
authenticated data can be modified at the substation whergihates from, if
physical access is possible.

Similarly, we denote the set of substations weimper-proofauthentication
(e.g., substations with a tamper-proof RTU thathenticateshe data sent to the
control center) byEP C §. Data authenticated in a tamper-proof way is not sus-
ceptible to attack at any substation on the route, heneér.) = 0 for every route
rs.

Finally, a substation can hgrotectedagainst attacks, e.g., by guards, video
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[si ] Substation [s18] ion with non tamper-proof
[BIR B ion with protection [si B8] ion with tamper-proof
% Transmission line

—— Communication link

c - - ’
8 RTU @ RTU with tamper-proof authentication @ Bump in the wire (BITW)

Control Center

Figure 2: A simple example of a power system and its commtinicanfrastruc-
ture. We haveEN = {s;, 55}, EP = {s3,%4,57}, andP = {sc}. A measurement
taken at substatios ¢ £PUEN is susceptible to attacks at substatiens,, and
s3. A measurement taken at substatgare £N is only susceptible to attacks at
substationss (0zn(rs) = {Ss}). A measurement taken at substatire £” is
not susceptible to attacke e (rg,) = 0).

surveillance or using tamper-proof system components. &dets the set of pro-
tected substations % C §. Protected substations are not susceptible to attacks,
thereforeo,(rl) = rL\ P. We assume that the substation where the control center
is located is protected, that s € P.

Fig. 2 illustrates a simple power system and its OPGW comaation infras-
tructure. Some substations have applied mitigation sceesueh as non tamper-
proof authentication, tamper-proof authentication, aradgetion.

3.4 Attack model and security metrics

We consider an attacker whose goal is to perforstealth attackon some power
flow or power injection measurement To perform the stealth attack, the at-
tacker has to manipulate measurement data from severalmneeaants to avoid
a BDD alarm. To manipulate measurement data the attacksrageess to the
communication equipment located at a subset of the subisgatiFor example, the
attacker could get physical access to the equipment in amoned substation or
could remotely exploit the improper access configuratiothefcommunication
equipment. By gaining access to a substasiens (i.e., the switching equipment
and the RTU) the attacker can potentially manipulate thesomesnent data that
aremeasured irsubstatiors and the data that areuted throughsubstatiors, un-
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less multi-path routing, data authentication or protetiiake that impossible. To
perform astealth attaclon a particular measurement(its valuez,, the attacker
might need to attack several substations simultaneousighancreases the cost
of performing the attack.

In the following we propose two security metrics to charaztethe vulnera-
bility of the system with respect to the importance of indival substations and
with respect to the vulnerability of individual measurensenBoth metrics de-
pend on the mitigation measures implemented by the operateralso propose
an approximation for each metric based on the communicgtiaph topology.

3.4.1 Substation Attack Impact (Is)

We quantify the importance of substatismy its attack impact d, which is the
number of measurements on which an attacker can perfosteathattack by
getting access to singlesubstatiors.

By definitionls = 0 if the substation is protected4¢ ?). Otherwise, we define
Is as follows. A measurememh can be attacked if and only if the susceptible
parts of all routes frons(m) to the control center pass through substatiohet
us denote byMs C {1,...,M} the index set of all such attackable measurements.
Then measurememnt € M can bestealthilyattacked if and only if the following
system of equations has a solution with respect to unknawn®M andc € R"

a=Hc, a(m)=0,vm ¢ M;, anda(m)=1. (5)

The attack impacis is then the cardinality of the set of measurements for which
(5) has a solution. That s,

Is=|{m| 3 a satisfying (5} |. (6)

The attack impact of a substation depends on the ro®inthe seteEN of substa-
tions with non tamper-proof authentication, the s8tof substations with tamper-
proof authentication, and the s@tof protected substation$s can be calculated
with complexityO(M?3), as shown in [17].

3.4.2 Measurement Attack Cost (M)

We quantify the vulnerability of measuremenby the minimum number of sub-
stations that have to be attacked in order to perform a bte#faick against the
measurement, and denote it By. If the substation at which the measurement is
located is protected and uses non tamper-proof autheoticg(m) € 2N EN),

or it uses tamper-proof authenticatio®(if)) € EF) then the measurement is not
vulnerable and we defing,, = .
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Otherwise, for a measuremenive defind ,, as the cardinality of the smallest
set of substation® C § such that there is a stealth attack agamnstvolving some
measurements’ at substation$§m') such that every route of the substations
S(nm') involved in the stealth attack is susceptible to attackaattlin one substation
in w. That is,

'm= min |w| st. 3a,c st. a=Hc, alm)=1and
WCS;wNP=0 (7)

a(m) #£0 — wmof(ris(m)) £ 0, Vr‘s(m) € Rgm);

whereog(riS(m()) denotes the substations in roufgm() that are susceptible to
attack despite the authentication applied at substa&ja), i.e., og(ris(m)) =

GEP(rls(m)) nofN (rls(m')>-

The attack cost of a measurement depends on the ro®tintpe setEN of
substations using non tamper-proof authentication, th&Sef substations using
tamper-proof authentication, and the geof protected substations. The calcula-
tion of the attack cosk,, can be formulated as a mixed integer linear program
(MILP), as shown in [16].

The following proposition establishes a relationship lestw the substation
attack impact and the measurement attack cost.

Proposition 1. Is=0Vse § <= minu > 1

Proof. Follows directly from the definitions (6) and (7). As Is > 0 then a stealth
attack against any measurement requires at least two sobstéo be attacked,
'm > 2. If 3s Is > 0 then attacking substati@is sufficient to attack some mea-
suremenmand hencé , = 1. O

3.4.3 Numerical results

In the following we show numerical results obtained usirgalgorithms for two
IEEE benchmark power systems: the IEEE 118 and 300 bus pgwtanss. We
use these IEEE systems for illustration because their diaesaus to show a
richer set of phenomena than using a 40 bus power network sie@ents are
assumed to be taken at every power injection and power flow.

Network topologies Let us consider two communication network topologies.
In the first topology every substation communicates diyetctithe control cen-
ter, hence the communication network graph is a star grajondef |S| + 1: the
control center has degreg and all substations have degree 1. We refer to this
communication network graph as tetr topology In the second topology there
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is an edge between two substatisrends’ in the communication network graph
if there is a transmission line between any two buses in atibess ands’. The
control center is located adjacent to the substation wigindést degreg,.. We
refer to this communication network graph as thesh topology

Topology vs. Vulnerability without Mitigation We start with considering a
baseline scenario, when no mitigation is used. Authemticas not used at any
substation €N = 0, EP = 0). For the mesh topology we consider that all sub-
stations use aingle shortest patl|Rs| = 1) to the control centes., and the
substation to which the control center is adjacent is ptete(® = {s}). In the
following we show the attack impact and the measurementlattast for the star
and for the mesh communication network topologies.

For the mesh topology Fig. 3 shows the attack impadébr the substations
for which Ig > 0. The results show that there are several substations thatlw
enable an attacker to perfornstealthattack on a significant fraction of the mea-
surements in the power system, e.g., on about 1000 measutefaethe 300 bus
system (approx. 90% of all measurements). Almost 50% of whstations have
non-zero attack impact, and the attack impact decreaseeisliban exponentially
with the rank of the substation.

Table 2 shows the measurement attack costs for the star amdetsh topolo-
gies. For the star topology and the 118 bus power system #nereo measure-
ments with attack cost 1, and most of the measurements (rhare0%) have
the attack cost of at least 3. Interestingly, for the 300 myggy system the attack
costs are significantly lower. Almost 20% of the measuresbate attack cost
1 and only around 45% of the measurements have an attack casieast 3.
The reason is that in the 300 bus power system topology thereare substa-
tions with several buses, and an attacker can tamper wite measurements by
accessing such substations.

The measurement attack costs for the mesh topology ardisagrily lower
than those for the star topology; e.g., for the 118 bus poystesn more than 75%
of the measurements have attack cost 1 for the mesh topelbgg none for the
star topology. The significant difference in terms of thaektcosts shows the
importance of considering the communication network togglwhen estimating
the system security.

Motivated by the large substation attack impacts and lowsmeanent attack
costs in the case of shortest path routing, in the followirgnvestigate how the
operator can improve the system security by changing sipgftle routes, using
multi-path routing, authentication and protection.
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Table 2: Number of Measurements with Particular Measurémtack Cost for

the IEEE 118 and IEEE 300 systems

System | Topology 1 2 3 4 | 5
Star (1) O | 47 | 279| 71 | 32

IEEEL18 Vesh €y (374 78 [ 11| 0 | O

Star () | 209|251 | 378|188 41

Mesh () | 975] 89 | 3 6 |0

IEEE300

N
O N Ol x| &

10

——IEEE 118 Bus |{
——IEEE 300 Bus |]

.
ON

Substation impact (| S)

N
O\a

L L L L L L L L L
0 10 20 30 40 50 60 70 80 ) 100
Substation rank

Figure 3: Attack impadis of the substations in the IEEE 118 and 300 bus systems
in decreasing order of attack impact. The case of shortéistrpating.

3.5 Mitigation measures against attacks

In the following we consider how an operator could improve siecurity of the
system by (i) changing the routes used by the substatignsy(lusing multipath
routing (iii) and by using data authentication and/or pctta.

First, we formulate a result regarding mitigation schenieg make stealth
attacks impossible to perform, i.e., mitigation schemeshdhatl',, = o, ¥Ym.
For this to hold, the minimum number ofeasurements,zneeded to be pro-
tected is the number of buseg22, 24]. The straightforward way to protect this
many measurements is to deploy tamper-proof authenticati@ll substations.
The following result suggests that one can mitigate stestticks by deploying
authentication in significantly less substations.

Proposition 2. Consider the power system graph, i.e., the graph with vesgééx
S, and edges the transmission linesI'l = « Ym thenE” U P is a dominating
set of the power system graph.

Proof. The dominating set of a graph is a subset of the graph’s esrg8ach that
every vertex is either a member of the subset or is adjacenteéotex in the subset.
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To prove the proposition, we show thatdf’ U 2 is not a dominating set of the
power system graph then there is at least one measuremeitih I, < .

Since P U P is not a dominating set, there is at least one substatitwat
is unprotected and not authenticated, and is not adjacesmytsubstatiors’ €
£P U P. Take a measurementat a bus at substatis This measurement can
be attacked by using an attack vectioe Hc for a vectorc whose only non-zero
component is that corresponding to a bus at substatiahas nonzero compo-
nents corresponding to measurements at adjacent buse$emedneasurements
are located at substations that do not use either autheatica protection. Hence
I"m < 0. This concludes the proof. O

The cardinality of the dominating set of connected graphgpgally much
smaller than the number of vertices, hence perfect prateatight be achievable
without installing tamper-proof authentication at evempstation. The numerical
results in Section 3.6 validate this observation.

Next, we turn to the problem of decreasing the vulnerabdityhe system.
A natural goal for the operator would be to improve the mosherable part of
the system, that is, to minimize max ls or to maximize migcq4, ' m, potentially
subject to some constraints on the feasible set of mitigatieasures (e.g., due to
financial reasons). Maximizing the cost of the least costigtattack can lead to
increased average attack cost as well, compared to marigrize average attack
cost [24].

Instead of the above formulations, we formulate the op€sagoal as a multi-
objective optimization problem. As we show later, the doluto this problem
formulation is a solution to the max-min formulation. We defthe objective to
be the minimization of the number of measurements with lttasty, [{m|l 'y, =
y}|. The objectives are ordered: objectiydas priority over objectivg/ > .
Formally, we define the objective vectare NS-1 whosey™™ component ISy =
[{m|'m = y}|. The goal of the operator can then be expressed as

lexmin w(®, EN, EP P), (8)
R,EN EP P

where bxminstands for lexicographical minimization 254 R, EN, EP, P) is

the objective vector calculated for the established roftgthe setseN and £P

of authenticated substations, and the‘Betf protected substations, and the opti-
mization is performed over all feasible mitigation schenldse minimal objective
vectorw, wy = 0 (1 <y < S—1) corresponds the case when no measurement can
be stealthily attacked, i.€l.,;;, = o for all me M.

Proposition 3. The solution to (8) is a solution tmax, zn £p g MiNmear Mm.
Furthermore, ifmaxp £ ¢ Mingcq,Mm > 1 the solution to (8) is a solution to

MiNgp £N P & MaXcs Is.
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Table 3: CSF algorithm for giveR , EN, £P, 2 andy*

1. SetS=0

2. for Ymwherel ,, =y* do

3. X = {x|x is a valid stealth attack assumiag}' = $}
4. IXy € X s.t.Vxe Xy, Y = ||w||

5. S=SU{§x(8) =1,vxe Xy}

6. end for

7. forvses

8. create ®{ and set R/ () = (R.\ Rs) UR{ or

9. set ENV'(§) = ENUSor EP(§) = EPuSor P/(§) = PUS
9. calculate w’(R'(8), EN'(8), £F'(8), P'(9))

10. end for

11. § = argmingw®

12. ifws <w

13.  return R/(§), EV(§), EP(§), P'(§)
14. eseify* <S—1
15.  Sety* =y*+1and GOTO (1)

16. dse
17.  return R, EN, £P and?
18. endif

Proof. We prove the first part of the proposition by contradictioret W be the
solution to (8), i.e., the lexicographically minimal objiee vector, and denote
by y* the smallest attack cost for whish > 0, i.e.,y* = min{yjwy > 0}. Let
Y = mMaXy oN 5P g MiNmeq, M'm be the max-min solution and’ a corresponding
objective vector. Assume now thgt< y. Fory <y the objective vector ha/s(, =
0. Sincey* <Y, W, = 0, and hence according to the definition of lexicographical
orderingw’ < w, which contradicts to the assumption tats lexicographically
minimal.

The second part of the proposition follows directly from pwsition 1 and
from the first part of the proposition. O

We solve the lexicographical minimization in (8) in an it&ra way [25]. Con-
sider given® , N, P, 2 and lety* = min{y|w, > 0}. If y* = o the system is not
vulnerable. Otherwise, we use tbitical substation firs{CSF) algorithm shown
in Table 3 to decreass, for somey > y* as long as that is possible.

The algorithm starts by calculating the seof critical substations. In order
to find thecritical substations, the algorithm identifies measurements wigiclat
costl'm, = y*. Each such measurement has at least one stealth aitaith attack
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Figure 4: Maximum normalized attack

impact and average path length vs. thé&igure 5: Number of measurements for
number of single-path routes changedarious attack costs vs. the number of
in the IEEE 118 bus system and meslsingle-path routes changed in the IEEE
topology. 118 bus system and mesh topology.

cost||w|| =y*. The substations that are containedifor every such stealth attack
arecritical substations. There is at least one such substation, theasohS(m).
The critical substations are the candidates for route feguation, authentication
or protection.

For everycritical substatiors the algorithm considers an alternate mitigation
scheme. The alternate mitigation scheme could contain ase¢\wf routesgy{
between substatianahnd the control center, or it could be the set of authenticate
or protected substations augmentedsi§EN' (§) = EN U S, £P(§) = EPUSor
P'(§) = PUS$). For every alternate mitigation scheme the algorithmudates
the objective vectow® and selects the one with the minimal objective veaiér,

If the alternate mitigation scheme improves the systenvsllef protection, i.e.,
w® < wthen the algorithm terminates. Otherwise the algorithnsiers a higher
attack cosy* = y*+ 1, and continues from Step 1.

3.6 Numerical results

In the following we illustrate on the IEEE 118 and the IEEE 808 networks how
different mitigation schemes can be used to decrease ttensgs/ulnerability to
attacks. We use the same two communication topologies asciiiog 3.4.3.

3.6.1 The caseof single-path routing

Modifying single-path routes has the smallest complexmoag the mitigation
schemes we consider, hence we start with evaluating itspat¢o decrease
the vulnerability of the system. For single-path routing Hiternate mitigation
schemes differ only in terms of routing. Consequeni(d) = ?, £7(§) = £P
andeN'(8) = EN.
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routes. IEEE 118 bus system, meghoof authenticated RTU$%"|). IEEE
topology. 118 bus system, star topology.

In the star topology, substations are directly connecteti¢ccontrol center.
Hence, modifying single-path routes is not feasible. Fer ¢hse of the mesh
topology, in order to obtairR’($) from R for a critical substatiors e modify
the only router$ in Rs. For a router we create the shortest alternate rotite
that avoids the substatiae rf that appears in most substation attacksvith
cardinalityy*.

Fig. 4 shows the maximum normalized substation attack itppag maxls/M,
as a function of the number of single-path routes changeleiri18 bus system.
The maximum attack impact shows a very fast decay, and dexsday almost
a factor of two. At the same time the average path length tactimrol center
increases by only 10%.

Fig. 5 shows the number of measurements that have attacklc@sand 3
(i.e., wy, wo andwg) as a function of the number of routes changed in the 118
bus system for the mesh topology. By changing single-paitesothe algorithm
could increase the attack cost for about 200 measurememi$ fp=1tol ', = 2,
and for some measurementdig = 3 (e.g., at iteration 5). The importance of in-
creasing the attack cost from 1 to 2 for a particular measengiies in the fact
that while an attacker could gain access to a single substhyi accident, simul-
taneous access to more than one substations would reqgniBcant coordinated
effort. Thus it is encouraging that a scheme as simple asfgogisingle path
routes is so efficient in mitigating attacks. After 16 itewas the algorithm could
not find any single-path route that would lead to increas¢éatchitcost for any
measurement. Hence, we turn to multi-path routing.
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3.6.2 The case of multi-path routing

In the case of multi-path routing the alternate mitigatichesmes differ only in
terms of routing, as for single-path routing. Consequemlys) = P, £7($) =
EP andEN () = EN.

Since in the star topology substations are directly cormtketd the control
center, multi-path routing can not decrease the vulnetaluf the system. For
the mesh topology, to obtaiR’($) from R_for a critical substatios, we consider
the single routes in s, and construct the shortest rowfg such thars andr$
are node-disjoint. The routes &y’ are therr$’ = r$ andr$’.

Multi-path routing introduces complexity in the managetneithe commu-
nication infrastructure. In the case of SDH at the link lageveral virtual circuits
have to be configured and maintained. In the case of Etheonst form of traf-
fic engineering is required (e.g., using MPLS). Hence the ocbsstablishing a
multi-path route from a substation to the control center &dsgher cost than
changing a single-path route, considered in the previobsestion. We there-
fore take the set of route® obtained in the last iteration of the algorithm in the
previous subsection as the starting point for deployingirpaith routing.

Fig. 6 shows the maximum normalized substation attack itrgnadt the num-
ber of measurements with attack costs 1 to 4 vs. the numbeulifpath routes
in the 118 bus system for the mesh topology. Multi-path r@utiould decrease
the maximum attack impact by 50% through increasing the rurabmeasure-
ments with attack cost,, = 2 andl",, = 3. There are 86 measurements with attack
cost 1 when the algorithm terminates. We note, however,dhal-path routing
provides a significant improvement compared to single paitimg. The attack
costs could further be increased by considering more tharsinvultaneous paths

VIKING Consortium Page: 27
www.vikingproject.eu



Grant Agreement Number 225643 Report number: D4.2 IssGe: 1.

whenever possible. Instead of exploring this directiontuva to authentication.

3.6.3 Thecase of authentication

In the case of (non) tamper-proof authentication the adtiermitigation schemes
differ in terms of the set of (non) tamper-proof authentdsubstation&” (£N).
Consequently?’(§) = P andR/(8) = R..

To obtainEN'($) from EN for a critical substatios We add substatiostd the
set of substations using non tamper-proof authenticatien, £V (§) = N U &,
We follow a similar procedure to augment the %&t of substations with tamper-
proof authentication.

Apart from the deployment costs (e.g., hew equipment), enitbation re-
quires that secret keys be protected and managed, whiclsreésgosts for the
operator. The cost of introducing authentication is calyahigher than that of
reconfiguring single-path routing, but it is difficult to cpare its cost to that of
introducing multi-path routing. We therefore take the dabates® obtained in
the last iteration of the algorithm for single-path routasgthe starting point for
deploying authentication.

Fig. 7 shows the number of measurements with attack cost AsaJunction
of the number of tamper-proof authenticated RTUs in the 1i8dystem for the
star topology. Note that there are no measurements witckattast 1. With
31 substations using tamper-proof authentication stediéitks are impossible to
perform. The 31 substations form a dominating set of the pey&tem graph, in
accordance with Proposition 2. Note that this number istleas one third of the
number of substations in the system, whiclsis 109.

Fig. 8 shows the maximum normalized substation attack itrguaet the num-
ber of measurements with attack cost 1 to 5 as a function oftineber of non
tamper-proof authenticated RTUs in the 118 bus system fontash topology.
Authentication eliminates measurements with attack Egst 1 after 25 substa-
tions are authenticated. Furthermoe, upon terminatioremurasurements have
attacks cosk , > 3, than using multi-path routing.

Fig. 9 shows the maximum normalized substation attack itrgoadt the num-
ber of measurements with attack cost 1 to 3 as a function afuh&er of tamper-
proof authenticated RTUs in the 118 bus system for the megsbldgy. Authen-
tication eliminates measurements with attack €ost= 1 (F'm = 2, 'y = 3) after
19 (31,32) substations are authenticated. With 32 usingeaiproof authentica-
tion stealth attacks are impossible to perform. These 3&tatibns also form a
dominating set of the power system graph, in accordance 2vitie note that
authenticating the 31 substations found to make stealiblkstimpossible for the
star topology would also make stealth attacks impossilehiomesh topology.
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3.7 Conclusion

The results obtained using the framework described in thesian allow us to

draw important conclusions regarding the vulnerabilityhaf state estimator to at-
tacks on the communication infrastructure and regardiegotstential mitigation

strategies. First, the topology of the communication istinacture is of paramount
importance. Second, the vulnerability of the state estime&n be significantly
decreased by using very simple network layer mitigatioresads, which do not
require the installation and management of secret keysisubstations. Finally,
as expected, authentication is unavoidable to make atiaghsssible, but it is

important to note that the number of substations that ha® tauphenticated is
significantly less than one would expect if not taking inte@amt the communi-

cation infrastructure.
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4 IncreasingAvailability through AnonymousCom-
munications

Conceptually, the purpose of inter-control center comrmation (ICCC) is very
similar to that of substation to control center communimasi to enable moni-
toring of the state of the power system and to control actadézated in substa-
tions. Nevertheless, in the case of ICCC the exchange offrd#on and control
messages happens between different organizations, sutistaBution service
providers, transmission service providers, neighboritlgies, regional and na-
tional control centers, electricity producers and otheceicity market partici-
pants. An example ICCC scenario is shown in Fig. 10 based®ndmmunica-
tion infrastructure of the Italian transmission system]|[26

The information obtained using ICCC is often used in theeststimation
process, hence the security of ICCC affects the securityabé £stimation. In a
smart grid environment, the importance of and the reliancé3&C is expected
to increase for a number of reasons. First, the number opemgently managed
electricity market participants is expected to increasé, their secure operation
requires information about the state of other market ppdits. Second, due to
its distributed nature the stability of the smart grid wély increasingly on wide
area measurement and control systems, which will spanaegsographically
distant market participants and might require real-tinta delivery with stringent
delay and throughput requirements.

4.1 Inter-Control Center Communication

In the past there were a number of proprietary protocols enfasinter-control
center communications, but the predominant protocol intaday is the Inter-
Control Center Communication Protocol (ICCP, IEC 60870A43E.2). ICCP
provides a point-to-point connection, called an assamiatbetween a pair of
nodes, that is, two control centers. Two nodes can maintaiaral ICCP as-
sociations with each other simultaneously, and can userdiit associations to
exchange data with different priorities. The rationalerfa@intaining several as-
sociations is that the service level requirements of thermétion exchanged be-
tween two nodes spans a wide range, from real-time data egehaith stringent
delay requirements to the bulk exchange of planning datasahddules. ICCP
can operate on top of a variety of transport layer protodmdsh connectionless
and connection oriented, but most often it is used on top &?/TFC
Although ICCP was standardized only a few years ago, it doeswlude ei-

ther confidentiality, or integrity, or authentication. hlg provides access control
via so called bilateral tables. Bilateral tables specify #tcess rights between
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Figure 10: Schematic view of the SCADA communication intirasture of the
Italian transmission system, which used to be the largegSPI@eployment world-
wide [26]. In the actual system measurement data from ar@60dRTUs are de-
livered to one of 22 communication nodes using IEC 6087®@&-dver TCP/IP.
ICCP is used to deliver data from the communication node$¢o3t regional
control centers of the transmission system operator (T8),to the 3 regional
control centers and to the national control center of thepethdent system oper-
ator (ISO). ICCP is used also to communicate to the contnaleceof the Union
for the Co-ordination of Transmission of Electricity (UC) Eor simplicity, the
figure does not show ICCP connections to power generatiomai@enters.

@)

two control centers that have an ICCP association. Confaléntintegrity, and
authentication can be provided by lower layer protocols.efample, TLS [18]
when ICCP is used over the TCP/IP protocol stack. The numbeoaes con-
nected by ICCP associations in today’s power systems isvela low, in the
order of tens, like in the case of the system shown in Fig. 19th& number of
nodes is low and control centers are relatively well praddtey management is
not an issue in practice today.

4.2 Beyond Cryptographic Security: Information Availability

With the problems of integrity, authentication, confidahty and access control
solved to a large extent, the most important issue in ICCGfegimation availabil-
ity. Unlike in the past, when ICCC was performed mainly ovedidated point-to-
point connections, such as leased lines, communicatidmfting to public wide
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area networks, such as the Internet. The use of public nktimfnastructures
might be cheaper, but it poses stringent requirements avonleiavailability and
it exposes ICCC to denial of service attacks. The resiliémoetwork failures can
be improved by maintaining multiple independent commutocepaths between
the nodes, at the price of increased costs. If the ICCP cdiones established
over a TCP/IP network, multi-homing and redundant routers lze used to pro-
vide fast failover. The ICCP standard enables such solsitiorbe implemented
over TCP, but there is no standardized solution, and hemcatéroperability be-
tween the products of different vendors can be an issue ttipea Alternatively,
ICCP can be used over the Stream Control Transmission RAIG®CTP) and can
rely on the multipath and failover capabilities of the tnamd layer protocol. In
general there is, however, a trade-off between the frequefngath bouncing and
the speed of path failover in the case of a network failuré.[27

Denial of service attacks are even more difficult to mitigata attacker that
monitors the data traffic of encrypted ICCP associationsusantraffic analysis
to extract information from the traffic patterns, e.g., ihaketect the increase of
data rates, which is typically a sign of abnormal systemestahd can disable
communications when it is most needed. Traffic analysicks$taan either be
mitigated through masking (i.e., continuously transmgtat the peak rate) or
through relaying over mix networks [28], which delay everggsage at random
upon relaying. In principle ICCP allows associations to &layed over control
centers, so that a mixing network can be used to hide theiigeritthe sender
and the receiver of an ICCP association from an outsidekeattd29].

Nevertheless, a mix network introduces the possibilitynside attacks: due
to the long life-cycles of SCADA systems software corrupti® a threat, and the
complexity of the code-base makes corruption hard to detdctompromised
control center can reveal the routing information of the métwork and thereby
it can enable attacks despite using a mix network. One pessiution to mit-
igate the attacks even in the presence of compromised ¢@einters is to use
anonymity networks to establish overlay routing paths agrtbie control centers.
An anonymity network hides the sender and/or the receividreomessages routed
through the overlay from the relaying nodes, and therebyaites it difficult for
an inside attacker to identify the associations betweemndldes [29]. Depending
on whether it is the sender, the receiver or the associagbmden a pair of nodes
that is to be hidden, an anonymity network can be designedbtoge sender, re-
ceiver or relationship anonymity, respectively [30]. Ir tfollowing we focus on
relationship anonymity, i.e., on hiding the fact that thisran association between
two nodes.

Anonymity networks can provide some level of relationsimpm@ymity against
inside attackers (e.g., [31], [32]) by hiding the senderherrieceiver from the re-
lay nodes. Nevertheless, good sender or good receiver amtyniy itself does
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not necessarily lead to the best possible relationshipyaniiy [33]. Further-
more, mix networks and anonymity networks come at the priceareased data
rates and end-to-end delay. Increased data rates lead¢@as®cl communication
costs, while long delays are undesirable for time-semsttata; hence the mix and
anonymity networks have to be configured appropriatelyaf/tare to be used for
ICCC. The results presented in the following address, anuthgrs, the above
design issues.

4.3 System Model

We consider an anonymity network that consists of a$ebf nodesN = ||./||.
The nodes (e.g., control-centers communication with edcbraising ICCP) act
assourcesdestinationsand agelay nodes for each others’ messages. The under-
lying communication network is a complete graph.

Theinside attackeis in control of a se¥” C .4 (C = ||€||) of compromised
nodes, and its goal is to learn the communication patteimschieve its goal, the
attacker can observe the messages traversing the nodeand the protocol spe-
cific information contained in the messages. It can recagifithe same message
visits several compromised nodes. The attacker has sopt®ri belief of the
system traffic matrix. For every message that the attackserebs, it calculates
the probabilityP(S(a), R(b)) for every pair of nodega,b):ac .4 ,be .4\ {a}
that it is the sender-receiver pds,r) of the message. The attacker maintains a
counter for every pair of nodeg,p), and it increases the counters with the cal-
culated probabilities for every observed message. Thekattaises the counters
to estimate the number of exchanged messages between eweof podes in a
given time interval.

We consider two metrics: theverheadof the anonymity network and thre-
lationship anonymity We define theoverheadas the average number of nodes
E[K] that an arbitrary message visits. We quantify ilationship anonymitypy
the average increase of the counter corresponding to theeeder-receiver pair
(s,r) for every message sent lgg,r), including the ones not observed by the at-
tacker. In general, the relationship anonymity dependsaanfactors. First, on
the probability of having an attacker node on the path. Sdcomthe probability
assigned to the sender-receiver §i8(s), R(r)) by an attacker node on the path.
Both factors are functions of the anonymity protocol, thenber of nodeN and
the number of inside attacker nod@sFurthermore, the probabilif§(S(s), R(r))
depends on the method used by the attacker for counting. Wé&d=y two count-
ing methods.
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4.3.1 Bayesian inference method

Using the Bayesian inference method, when the attackerceypeés a message,
it considers every pair of nodés, b) as a possible sender-receiver pair of the
message regardless of how likely they are. Let us denoRHy, |S(s),R(r)) the
probability that an attacker node occurs on the path givan(#r) is the sender-
receiver pair, and bP(S(s), R(r)|H1+, S(s), R(r)) the probability that the attacker
identifies §,r) as the sender-receiver pair given its occurrence on the géien
we can express the relationship anonymity under the Bl naediso

Preia(s.1) = P(S(8), R(r)[H+, S(8), R(r)) - P(H1+|S(8), R(1)), (9)

4.3.2 Maximum posteriori method

Using the Maximum posteriori method method, when the adaaktercepts a
message, it identifies the sét of the most likely sender-receiver pairs. In the
worst case the se? is a singleton||2|| = 1, and the anonymity is likely to be
low. At the other extreme2 can contain all possible send-receiver pdit&)|| =
(N—-C)-(N—-C-1), which corresponds to perfect relationship anonymity. In
general(a,b) € 2 does not imply thata, b) is the actual sender-receiver pair, not
even wherj|2|| = 1. Nevertheless, intuitively, we can say tligtr) € 2 is more
likely than(s,r) ¢ 2.

Let us denote by ((s,r) € 2|H11,S(s),R(r)) the probability that the sender-
receiver pair is one of the most likely sender-receivergaie.,(s,r) € 2, and by
P(S(s),R(r)|(s,r) € 2,H1,,S(s),R(r)) the probability that the attacker identifies
(s,r) as the sender-receiver pair given its occurrence on thegrat(s,r) € 2.
Using this notation we can express the relationship anotyyomder the MP
method as

Prem(s,1) =P(S(9),R(r)[(s,1) € 2, H1,., S(s), R(F))-

P((s1) € 2|Hur,S(8),R(1) - P(Hey S8, RTY). O

4.4 Anonymity networks

We consider two anonymity networks, MCrowds and Minstrélse two anonymity
networks are designed to provide relationship anonymityugh hiding both the
sender and the receiver, in two different ways.

441 MCrowds

MCrowds is an anonymity network inspired by Crowds [32], g¥hivas proven
to provide optimal sender anonymity [34]. In MCrowds thedarspecifies a set
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# of nodes as receiver for a message. The nurivber ||.#|| of receiver nodes

is a system parameter. Nodes specified in thegeare not used for relaying.
For a message to reach its intended receiviemust be thatr € .#'; the other

M — 1 nodes are chosen uniformly at random. The sender then Sendsessage

to one of the.#"\ .# nodes for relaying. The relay node sends the message
for further relaying with probabilityps to one of the 4"\ .# nodes, and with
probability 1— ps the message is sent as a multicast message to all receives nod
specified inZ. Upon multicasting, the receiver set is removed from thesags.
Noder recognizes that it is the receiver while the othgf\ {r} nodes discard
the message. FM = 1 MCrowds is equivalent to Crowds, except for that the
receiver node € 1.

442 Minstrels

Minstrels uses nodes as message relays in the same way agdsGkatlv the dif-
ference that the number of nodes visited by a message is bdund

When a nodswants to send a message to a nodgicks a node uniformly at
random among the othdr— 1 nodes (excluding) and forwards the message. The
next node forwards the message to one of the dthe2 nodes (excluding itself
and the sender nod chosen uniformly at random. Every subsequent forwarder
picks one of the non-visited nodes to forward the messagernwbde receives
the message, it will send the message further in order toawepthe receiver
anonymity. The path ends when Bllnodes have been visited.

The message, or part of it, is encrypted with the receivertdip key. When
a node receives the message, it checks if it is the receiveying to decrypt the
encrypted part of the message. If the decrypted part of tresage represents
valid data, the node is the receiver. Note that a node doeknaot who is the
receiver, it can only check whether it is the receiver itself

To bound the path length, every message records the séthe visited nodes
in its header. The set can be implemented, for example, @sBigom filter, to
keep its size small. When a relaying node receives a mesgagd, relay the
message only to non-visited nodes. To control the maximutin fgagth (i.e.,
delay) the sender can initialize the sé&tof visited nodes with a numbeir €
{0,...,N —1} of the nodes in the system. These initialized nodes are deresi
as visited so that the message can not be relayed to them. gagesaverses all
nodes except for the initialized nodes in the 8eand hence the sender must not
include the receiver in the sét. The sender picks the number of initialized nodes
at random: it initializes the set with nodes with probability?(F = f), where
SN oP(F =f) = 1. Forf = 0 the set is empty, fof = 1 the set is initialized
only with the sender and for > 1 the set is initialized with the sender ahd- 1
other nodes. The distribution &fis a system parameter, and we use it to explore
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Figure 11: A simple example of Minstrels with five nodes.

the anonymity-overhead trade-off.

Fig. 11 shows two simple examples with five nodes, node A adesesnd
node D as receiver. Fig. 11 (left) shows a case when th& getinitialized with
the sender node A and the message is forwarded to node C. Noded&s if it
Is the receiver, puts itself in the set and chooses the ngxtthdormly at random
among nodes (B,D,E). The next hop, node D, follows the sarneepiure with
only two forwarding options (B,E). Fig. 11 (right) shows #mex case when the
set? is initialized with the sender and node C, and the messagevwafded to
node B. Node B adds itself to the set and decides to which aktin@ining nodes
(D,E) to forward the message. Node C is considered as alrgsitigd.

4.5 Overhead and Anonymity

In the following we derive expressions for the communigatiwerhead and the
relationship anonymity provided against inside attackersMCrowds and for
Minstrels.

451 Communication Overhead

We start with calculating the communication overhead of M@is and Minstrels.
For MCrowds, the mean number of nodes visited by a message iexpected
value of a geometric distribution with success probabilityp; plus the multicast

messages, i.e., 0
f
EK] = +1+M. 11
K== (12)
For Minstrels and for a given numbédr of initialized nodes in the set’, the
number of nodes visited by a message is equ#ll toN — f. The mean number
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of visited nodes depends on the distributiorFadind it can be expressed as
N—1
E[K]:Z P(F=f)-(N—f). (12)
=0

4.5.2 Relationship Anonymity Against Inside Attackers

In the following we derive the relationship anonymity exgs®ns for MCrowds
and for Minstrels.

MCrowds We start the calculation of the relationship anonymity vaxpress-

ing the probability of having an attacker node on the path.is Hrobability
depends on the number of receiver nodésbecauseM influences the num-
ber Mc of attacker nodes in the receiver set. Let us denote by#, the

set of attacker nodes in the receiver 3d¢ = ||.#|| € {max0O,M — (N—-C —
1)),...,min(M—1,C)}. ForM = 1 there cannot be attacker nodes in the receiver
set,P(Mc =0) = 1. ForM > 1 we have

M -1 ) M (N —C—K 1% (C— k).
mc Mia(N=K)

Let us denote the event that the position of the first attackele isi by H;. H;
happens if the message is first relayedL times through trusted nodes but iHe
hop is an attacker node. Conditionedrop we have

C—mc< N—C—M-i—rrlc) -1
f .

P(Mc =n¢) = (

P<Hi‘MC:rrb7S(S)7R<r)): N_ M N—_M

If the message is again relayed over an attacker node on aiyopaafteri, the
attacker does not gain any additional information aboutsdv@der-receiver pair
(sr) of the message, and hence the probability assigned to tideisesceiver
pair does not change. Therefore, we focus only on the pasifithe first attacker
node on the path. Let us now denoteHby, the event that there is an attacker on
the path as a relay. Conditioned g this event happens with probability

(o]

P(Hs Mc = me.S(9).R(1) = 3 P(H|Me = me. ). R(T)

i=
_ C—mc
" N-M-—p;(N-C—M+ng)

Let us denote by the event that the first attacker node on the path is immedi-
ately preceded on the path by the sender. NoteHhat- | but the opposite is not
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true since the sender may appear multiple times on the patbe 8e receiver set
size isM, there aréN — M possible relays and so the predecessor is the sender with
. N—M=pf(N-C—1-M+mmc) ;.

probability P(I|H1+,Mc = m¢) = N=M . Similarly, we denote
by | the event that a particular node other than the predecestoe sender, this
happens with probabilit(1[Hy.,, Mc = mc) = 252(Hepe=ie).

Next, we calculate the probabiliB(1 |H;,Mc = mc, §(s), R(r)) that the sender
is the predecessor of a relaying attacker.iFef. we haveP(l |H1, Mc =mc, S(s),R(r)) =
1 while fori > 1 we haveP(l|Hi,Mc = m¢, S(s),R(r)) = m The prob-
ability P(I|Hi,Mc = mc, §(s), R(r)) of the complement events follows.

Then, for the Bl method the probability thatelaying attacker assigns to the

actual sender of the message is
P(é(s)“_'i: MC - %,S(S), R(r)> -

P(IHi,Mc = mc, (s),R(r)) - P(I|H14,Mc = mc)
+P(IHi,Mc = m¢, §(s),R(r)) - P(1|H14+,Mc = mg),

The probability assigned to the receivePidR(r) |H;, Mc = m¢, S(s), R(r)) = M_lrrb.
The events are conditionally independent, hence the pilitgadssigned to the
sender-receiver pais(r) is the product of the two.

What remains is to calculate the probability for a non-reigyattacker. Let us
denote byH 1, the event that a message does not visit any attacker nodekaya r
the complement event &f,, . If Mc = 0 andH 1, happens then the attacker does
not observe the message. Otherwisélif happens butic > 0 then the attacker
nodes in the receiver se# get the multicast message from the last relay node (the
one that decides to send the message to the receivers, oitthlplity 1— p;). The
sender is the last relay node with probabilRyl |H1,Mc = mc, S(s),R(r)) =
m. At the same time the probability that the last relay nodehis t
sender i€(1|H1;, Mc = Mc) = y—c=fme- The probabilityP(§(s)[1, Ha,Mc =
me, S(s), R(r)) is the product of these two probabilities. Since the lastyr@lode
removes the receiver se# from the message, the receiver is hidden among the
N —C trusted nodes, and it cannot be the last relay. ThereRgF&y)|l,H1,, Mc =
me, S(s),R(r)) = x—=—- Again, the two events are independent.

Finally, the sender is not the last relay node with probgb®(I|H1.,Mc =
mc, S(s),R(r)). In this case the attacker identifies the sender with prdibabi
P(S(s)|T,H1,Mc = e, S(s),R(r)) = 1_P('|H1+NMfC:_”f’S<S)’R(r)). The receiver is
hidden amongN — C — 2 nodes, so tha®(R(r)|T,Hi,Mc = mc, S(s),R(r)) =
N—&—- The two events are independent.

It can happen that there is an attacker node on the path asya(rgl, ) and
there is at least one attacker node specified in the recextéis > 0). In this
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case it is clear that the attacker assigns higher probalidithe actual sender-
receiver pair r) when the message is observed by the relaying attacker node
than when it is observed by the attacker node in the recetteSince the attacker
can recognize if the same message visits several compromiskes, the attacker
does not recalculate the assigned probability when it ¢petsrtulticast message.
Therefore, we do not provide separate expressions for &sis.c

Finally, we expres®e¢|g(s,r), using the law of total probability conditioning
on the first attacker position on the path and on the nurieof attacker nodes
in the receiver setZ

(o]

Preig(S,T) ZZ\P (r)[Hi,Mc = mc,§(s),R(r))
mci

P(H I‘Mczﬁb S(s),R(r)) - P(Mc = mc)
+ Y P(S(s),R(r)[H1,Mc = me, S(s),R(r))

mc#0
P(H1y [Mc = e, S(s),R(r)) - P(Mc = ).

(13)

The relationship anonymitiev(s,r) for the MP method can be expressed
similar to (13). If an attacker node is a relay at positiaof the path then the
attacker identifies the sender-receiver gair) as one of the most likely sender-
receiver pairs? if the the sender appears as the predecessor (on poisitigh
This happens with probability((s,r) € 2|H;,Mc =mc, S(s),R(r)) =P(l |Hi,Mc =
me, S(s),R(r)). The cardinality of the sef is equal toM — n¢, the number of
trusted nodes in the receiver set, so the probability assigned to the sender-
receiver pair(s,r) is P(S(s), R(r)|(s,r) € 2, Hi,Mc = mc, (s),R() = ye.

Otherwise, if the attacker is not a relay node (evient) but is in the re-
ceiver set, then it identifies the last relay node as the nikiyIsender. Hence,
the sender-receiver pair is in the sét if the sender is the last relay. Thus
P((s;r) € 2/H11,Mc = nc,S(s),R(r)) = P(I|H1+,Mc = nc, S(s),R(r)). The
cardinality of the set? equals the number of potential receivlkrs-C — 1, so that

P(S(s),R(r)|(s,1) € 2,Hi,Mc = mc, S(5),R(r)) = xes—q-

Minstrels When the first attacker node on the path gets the messaget-the a
tacker knows the numbdg of attacker nodes that the set of visited nodes was
initialized with by the senderic is a realization of the random varial#te, whose
distribution depends on the numbieof initialized nodes in?".

In Minstrels the probability that the attacker assigns termder-receiver pair
does not only depend on the node that the message is receorad ife., the
predecessop, but also on the contents of the sg&t of visited nodes that the
message carries. Consequently, the attacker distinguistteveen three disjoint
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sets of nodes: the predecessor ndgg ), nodes in the set of visited nodes except
the predecessor/(\ {p}), and nodes not in the set of visited nod&sL{{ p}).
These sets form a partition of the set of all trusted nodelsarsystem, and nodes
belonging to the same set are equally likely to be the ser@ahelthe receiver). As

a shorthand for the universe of distinguishable events \eethis notatiorQQs =
{s=p,se ¥\ {p},s€ YU{p}}, where, for examples = p is the event that
the predecessor is the sender. Similarly, we defipe- {r = p,r € 7'\ {p},r €

¥ U{p}} for the distinguishable events regarding the receiver.

If the message visits multiple attacker nodes on its pathattacker does not
gain more information that could increase the probabilgyigned to the sender-
receiver pair$,r). Hence, we only consider the first attacker node on the paith t
gets the message. Given the informatiorn/onfc, andp available to the attacker,
we can use the law of total probability to expand (9) and (I®)ditional on the
size||7|| = v of the set of visited nodes) € Qs, 0y € Q,, andFc = fc,

Pelg(SI) = ZCZZZ P( S(S (r)|wr, ws, fc,H14,v,S(s),R(r)) (14)

P((ths, fC7H1+7V‘S(S)7R(r))7 (15)
Preim(S,T) %Zé; P(§ (s,r) € 2,00, ws, fc,Hit,v,S(s),R(r)) (16)
'P(<S7r) € Q‘whw& fc, H1+,V,S(S), R<r)) (17)
Py, ws, fe,H1+,V[S(S),R(r)). (18)

Note that (15) and (18) represent the probability that a aggssvith §,r) as
sender-receiver pair is received by an attacker node ame€ararticular infor-
mation. Eq. (17) is the probability that the sender-reagpar (s,r) is in the set
2, while (14) and (16) are the probabilities that the attadcerectly identifies
the sender-receiver pdis,r).

Before we turn to the calculation of the probabiliy , ws, v, fc, H1+|S(s),R(r))
we introduce the notatioH (v, fc|F = f) for the joint event|”?|| = v, H11, and
Fc = fc for a given number of initialized nodds Clearly,v > f. The probability
of this event can be expressed as

o1 v=0,F =0
P(H(v, fc|F = )) ={ P(Fe=0F = H)NEHAE M1 82 v= 11 =0
P(Fc fC|F_f)N e US> >0,

(19)
whereP(Fc|F = f) is the probability that the set of visited nodes is initiatiz
with fc attacker nodes, given that it is initialized withnodes by the sender. Due
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to the rules of initializationfc € {max0,f —1— (N—-2—-C)),min(f —1,C)}.
ForF =0 andF = 1 there cannot be any initialized attackers, hePde = O|F €
{0,1}) =1 andP(Fc > O|F € {0,1}) = 0. ForF > 1 we have

f—1)nL§m—c—@n£$@—@
fe |_||£:2(N —k) .

We now turn to the calculation of the probabil®fuy, ws, Vv, fc, H11|S(s), R(r)),
I.e., the probability that the attacker would receive aipalar message sent sy
tor. If the sender is the predecesse#(p) the receiver cannot be the predecessor,
henceP(r = p,s= p,V, fc,H1+|S(s),R(r)) = 0. For the rest of the cases we show
the probabilities in a tabular form to improve readability.

For||7|| = 0 and|| ¥ || = 1 there can be no attackers in the set of visited nodes
(when received by the first attacker), because if the semilgalizes the set of
visited nodes it has to include itself in the set. Hence|[f6i| = 0 and||7|| = 1
we haveFc > 0 with probability 0. Furthermore, foi?’|| = 0 the sender must
be the predecessos £ p) and the receiver cannot be in the set of visited nodes
(r € 7 U{p}). Every other tuple i (ws,wx ) : s € Qs,x € Q;} has probability
0. Table 4 shows the corresponding probability, i.e., tiedability that the sender
initializes the message with an empty set, and chooses thekat as next hop.
For||7'|| = 1 the sender and the receiver cannot both be in the set dddistides.
Furthermore, if the sender or the receiver is in the set afedsodes, it must be
the predecessor, hense 7\ {p} andr € ¥'\ {p} have probability 0. Table 5
shows the probabilities for the remaining caseg fét|| = 1. As an example, the
second row in the table is the probability that the sendéiairaes the set empty,
forwards the message to the receiver, which then forwaresrtessage to the
attacker.

For||7|| > 1 there may or may not be attackers in the set of initializetkso
Table 6 shows the probabilities for/|| > 1 when there are no attackers in the
set of initialized nodes: = 0). When there are attackers in the set of initialized
nodes Fc > 0), the sender has to be in the set of visited nodes. Furthrernfithe
sender is the predecesss p) then the receiver cannot be in the set of visited
nodes ( € ¥ \ {p}), because this could only happen if the sender had iniédliz
the set of visited nodes with the receiver, but then the vec&ould never receive
the message. The corresponding probabilitie$|fof| > 1 andF: > 0 are shown
in Table 7.

Let us now turn to the calculation of the probabilities thnet attacker correctly
identifies the sender-receiver pag;r) used in the Bayesian inference method
(14). Given a message received by an attacker node thatieemmtdéormation
(17 =V, ws € Qs, 1y € Qy, andFc = fc) the attacker would identifys(r) as the

P(FelF = ) = ( (20)
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Table 4:P(Q;,Qs, || 7|| = 0,Fc = 0,H1+|S(9),

R(r))

QS7 Qr

s=p,revu{p}

P(F =0)P(H(0,0|F =0))

Table 5:P(Qr, Qs, ||#|| = 1,Fc = 0,H1. |S(s),

R(r))

QS7 QI’

s=p,re?vu{p}

seVu{p},r=p

se Vu{p},re vVu{p}

Table 6:P(Qr,Qs, || 7|| > 1,Fc = 0,H1+|S(9),

R(r))

Qs, Qr
S= p,re7/\{p} P(F:O)P< (VO‘F O))(chil)Z
s=p, P(F = 0)P(H (v, 0[F = 0)) i
revu{p! +P(F =Vv)P(H(v,0|F =v))
se 7 \{p}, P(F =0)P(H(v,0F = 0))m
r=p + Sic1P(F = WP(H(OF = k) =t
se 7\ {p}, P(F = 0)P(H(v,0fF —0>><N(V*T2)1)
re#\{p} + 31 2P(F = K)P(H(v,0[F = k) §=5%
se 7 \{p}, P(F—O)P(H(V,O\F—O))%
re v u{p} + 3 1P(F =K)P(H(v,0]F = k)) N=5+
se 7 ULplr=p P(F = 0)P(H <v0\F—0>>{N“C%
sc 7u{phre¥\{p} | P(F=0)PH,0F =0))Y (N)((’\;l (1:)2\/)
se 7 U{p},r € 7U{p} | P(F =0)P(H(v0[F = 0) =8
sender-receiver pair with probability
P(R(r),S(s)|ox, ws, fe, Hiy,v) =
P(wx, ws, v, fe, H11 [S(s),R(r)) - P(R(r)|S(s)) - P(S(s)) (21)
Y (ab) P(or, s, V, fe, Hi+[S(a), R(b)) - P(R(b)|S(a)) - P(S(a))

where the summation in the denominator is over all possibeattacker sender-
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Table 7:P(Q,Qs, || 7] > 1,Fc > 0,H1+|S(s),R(r))

Qs, Qr
s=p,re 7 u{p} || P(F=V)PH(v, fc|F = V))

seV\{p},r=p ZK;}C+1P<FZK)P(H(V, fC‘F:k))WfC—k

se 7V \{p}, ZK;%C+1P(F =K)P(H(v, fc|F = k))%

re7\{p}

se 7 \{p} V-1 P(F =K)P(H(v, fc|F = k))N=Stfe—v
7’ k=fc+1 y IC N—Ctfo—K

re7vu{p}

Table 8:P(Qr, Qs, ||#|| = 0,Fc = 0,Hy. |S(a), R(b))
Q&Qraavb

s=prevu{p},a=svb | P(F=0P(H(O,0F =0))

receiver pairsg,b). P(S(s)) is the (a priory) probability that nodesends a mes-
sage, andP(R(r)|S(s)) is the probability that nodeselects node as the receiver

of a message. Since the a-priori traffic matrix is homogesema attackers are
informed about each other, all trusted nodes are believee equally likely the
senderP(S(s)) = N—EC and any trusted node (except the sender) is believed to be
chosen equally likely as the receiver, i.e., with prob&pH(R(r)|S(s)) = N%H

The same observation holds B(S(a)) andP(R(b)), so that these probabilities
cancel out each other in (21).

We already calculated the numerator of (21), so in order isHiour calcu-
lations we only have to expreg¥wy, ws,V, fc,H1+|S(@),R(b)) and only for the
cases when the numerator of (21) is non-zero, and vahlésorb # r.

The attacker can receive a message with an empty set ofdisides (7| =
0,Fc = 0) only if the sender is the predecessor, hemgey, ws, ||7|| = 0,Fc =
0,H1+|S(a),R(b)) > 0 only fora =s. Nevertheless, the receiver of the message
can be any trusted nodbeZ s(we usevb as a shorthand notation). The correspond-
ing probabilityP(Qy, Qs, || 7|| = 0,Fc = 0,H1.|S(a),R(b)) is given in Table 8.

The attacker can receive a message with only one node in thed gisited
nodes || 7|| = 1), in which case the node in the set is the predecessor. The se
could have been sent by the predecesaet ) or by a node not in the sea €
¥ U{p}), but in either case there cannot be any attacker nodelinétibin the set
(Fc = 0). The receiver could be any other nod®); The probability of receiving
such a messad®Q,,Qs, ||7|| = 1,Fkc = 0,H14|S(@),R(b)) is given in Table 9.

The probabilities fof|7|| > 1 can be obtained following a similar reasoning.
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Table 9:P(Qr,Qs, || 7|| = 1,Fc = 0,H1+|S(a),R(b))

Qs,Qr,a,b

s=p,re?vuU{p},a=sVvb | P(F=1)PH(1,0F =1))
s=p,re 7U{p}a#sVb| P(F=0P(H(LOF =0)) gt
se vU{p},r=p,a=r,vb | P(F=1)PH(1,0F =1))

se VU{p},r=pa#r,vb| P(F=0P(H(LOF =0))yt1
se 7V u{p},re v u{p}, P(F = 0)P(H(1,0]F = 0))N=5-2
ac{sr},vb

se VU{p},re 7 U{p}, P(F = 0)P(H(1,0/F = 0))N=¢=3
a¢{sr},vb +P(F=1)P(H(1,0|F =1)

We refer to [17] for a complete description of the probaigitin order to ease
readability.

We now turn to the calculation of the probability (17) thae #ender-receiver
pair (s,r) is one of the most likely sender-receiver pairs, {®r) € 2, used in the
Maximum posteriori method. The sender-receiver ggir) is in the set2 if the
probability P(wy, ws,V, fc,H1.+|S(a), R(b)) for every sender-receiver péif(a, b)
is less than or equal 8wy, ws, V, fc, H1+|S(s),R(r)).

The sender-receiver pairs in the sétare node pairs that have the same a-
posteriori probability of being the actual sender-recepa&r. Hence, when the
sender-receiver pas,r) is in the set2 of most likely sender-receiver pairs the
probability (16) that the attacker assigng$or) is equal to

P(&(9), RDI(S.T) € 2,0, fe, Hi. v, S(9),R(T)) = ||—1|| 22)

4.5.3 BoundsFor Relationship Anonymity

In order to have a better understanding of the relationsigmamity provided by
the described anonymity networks, we define upper and losends for the re-
lationship anonymity. To obtain the upper bound, we condioat whenever the
attacker intercepts a message, it knows the sender-reqeirewith probability
P(8(s),R(r)|H1,S(s),R(r)) = 1. Hence, the bound is equivalent to the probabil-

ity of having an attacker node on the p&tH; |S(s),R(r)). To obtain the lower
bound, we consider that whenever the attacker interceptessange, it assumes
that any trusted pair of nodes is equally likely to be the semeceiver pair with

probability P(§(s), R(r)|H1+,S(8),R(r)) = =arire=g-
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Figure 12: Relationship anonymity v&igure 13: Relationship anonymity vs.
overhead for MCrowdd\l = 10,C=1 overhead for Minstreldy = 10,C=1

4.6 Numerical Results

In the following we use the expressions described abovehimBayesian infer-
ence method (BIM) and for the Maximum posteriori method (MR&/get insight
into the relationship anonymity-overhead trade-off pdad by MCrowds and by
Minstrels. To explore the trade-off, for MCrowds we use thlaying probability
p: € (0,1) andM € {1,...,N — 2}, and for Minstrels we use various uniform,
binomial, and triangular distributions for the numlbeof initialized nodes. The
attacker’s a-priory belief is that the traffic matrix is hogemeous.

Fig. 12 and Fig. 13 show the probabilitiBgg(s,r) andPem (S, r) assigned to
the sender-receiver pair as a function of the expected eadrforC = 1 attacker
node in a system df = 10 nodes. Fig. 12 shows results for MCrowds, and Fig. 13
shows results for Minstrels. A higher value Bt ig(s,r) means that the sender-
receiver pair is more exposed, i.e., has worse relatioraiopymity. The bounds
are obtained by finding the distribution Bf for Minstrels, and the receiver set
sizeM for MCrowds, that has the loweB{H1.|S(s),R(r)) for a given overhead.

An expected overhead &[K| = 2 corresponds to one relay on average, while
E[K] = N is the maximum expected overhead for Minstrels. One woujtkei
that higher overhead always provides better relationshgngmity (i.e., low as-
signed probability), but surprisingly this is not the case.

For the Bayesian inference method (denotedhbM in the figures), above a
certain level of overhead a further increase of the overligae relaying) has
a negative effect on the anonymity for both anonymity neksorThe reason is
that as the expected number of relays increases, the plitp&tiH1, |S(s), R(r))
of having an attacker node on the path increases faster tigacettainty of the
attacker about the identity of the sender-receiver pairesses.

For the Maximum posteriori method (denoted BYM in the figures) in-
creased overhead improves the anonymity for Minstrels wpdertain level. In-
terestingly, for MCrowds increased overhead always resulivorse anonymity.
We also observe that both Minstrels and MCrowds provide g/oetationship
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Figure 14: OptimalM vs. number offFjgure 15: OptimaM vs. ratio of at-
nodes in the system tacker nodes

anonymity for the Maximum posteriori traffic analysis medhiban for the Bayesian
inference traffic analysis method.

For high overhead, the anonymity provided by both anonymétyvorks ap-
proaches its lower bound. Despite the fact that for Minstteke probability
P(H1+|S(s), R(r)) of having an attacker node on the path is higher than for M@sow
Minstrels provides better relationship anonymity. Thespgais that Minstrels
hides the sender and the receiver among a bigger subsetes.nod

Fig. 12 suggests that MCrowds performs better for largaresbf the receiver
set sizeM. This is not true in general. For a largdrthe receiver is better hidden
but, at the same time, the sender is more exposed becausatadewer potential
relays. Hence there should be an optimal receiver set\izEig. 14 shows the
optimal value ofM as a function of the numbét of nodes in the system. The
optimal receiver set sizd increases both with the number of nodes in the system
(almost linearly) and with the rati% of attacker nodes. The value bf used in
Fig. 12 M = 4 for both BIM and MPM) is in fact optimal foN = 10 andC = 1.

Fig. 15 shows the optimal receiver set sMeas a function of the rati(% of
attacker nodes in the system. We can see that the optima @&M is a non-
decreasing function of the ratio of attacker nodes. For arghatio of attacker
nodes the optimal receiver set sidefor MPM is always greater or equal than the
optimal M for BIM. The optimalM for MPM and the optimaM for BIM have
the same maximal value. As the system gets larger, the Higp&mal value of
M for MPM and for BIM is reached at higher values of the ratio tteker nodes.
Hence, with more attacker nodes in the system it is bettard@ase the receiver
set sizeM if it is lower than the highest optimal value.

Fig. 16 and Fig. 17 show the optimal overhead (where the jibties Pes(S,r)
or Peim(s,r) are the lowest) as a function of the ratio of attacker nci(%)sfor
MCrowds and for Minstrels, respectively. For MCrowds, thpimal overhead
for both BIM and MPM increases with the system side For a given ratio of
attacker node% the optimal overhead for BIM is greater than or equal to the op
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timal overhead for MPM. It is interesting to note that for t@nsidered system
sizesN the optimal overhead is in the inter®..N} and it increases with the ra-
tio of attacker nodes. For Minstrels, the optimal overheadiM increases with
the system sizBl and it is lower than the optimal overhead for MPM. The optimal
overhead for MPM is equal to the maximum overhead for Minstffe[K] = N)
except forlN = 10 and< = 0.1.

Fig. 18 shows the probabilitidieg(s,r) andPem(S,r) at the optimal over-
head as a function of the ratio of attacker nodﬁgk. As the ratio of attacker
nodes increases, the probabilitidgg(s,r) and Pem(s,r) increase almost lin-
early. However, for larger systems the probabilities aveelofor the same ratio of
attacker nodes. Consequently, with an increase in themysize the attacker
needs to corrupt more than proportional number of nodes derato achieve
the same values d%¢ig(s,r) andPem(s,r). Hence, both for Minstrels and for
MCrowds, it is always beneficial to have more nodes in the agtvior the same
ratio of attacker nodes.

In practice the ratio of the attacker nodes is not known bys{fstem designer,
hence the anonymity network must be inevitably optimizedaio unknown pa-
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rameter. In Fig. 19 we investigate the sensitivity of thatiehship anonymity to
misestimating the ratio of attacker nodes. Fig. 19 showgtbkabilityPejm (S, 1)
as a function of the actual rat% of attacker nodes for a system sizeMdf= 10
nodes. The expected overhead is selected to be optimal fi@mugaatios of at-
tacker nodes, froq—c\lf =01 to% =0.7. InterestinglyPeim (S, 1) is less sensitive to
the actual ratio of attacker nodes when the anonymity ndtweooptimized for a
higher ratio of attacker nodes. The anonymity network ot for a lower ratio
of attacker nodes performs worse for higlﬁeratios than the anonymity network
optimized for a higher ratio of attacker nodes for Iov%rratios. Therefore, it
is better to optimize the anonymity network for a higheraaif attacker nodes
than the actual ratio. We observed the same behavior foebgygstem sizehl,
while for BIM it is always better to have higher overhead (moelaying). For
Minstrels, we observed the same behavior for BIM, and for Mé&d system size
N = 10. In the case of MPM and a larger system size, the optimaheegl is
always the highest overhead for MinstreiSK| = N).

4.7 Conclusion

The presented results lead us to the following interestongluisions. First, best
relationship anonymity might not be achieved at the higipessible overhead.
The optimal overhead depends on the anonymity networkiadeafalysis method,
system size, and the number of attacker nodes. Second, &bteaker it is always
better to use the Maximum posteriori method than the Bayesfarence method
for traffic analysis in case of the MCrowds and the Minstralsraymity networks.
Third, MCrowds and Minstrels can achieve better relatignaimonymity in big-
ger systems, but at the price of higher overhead. Fourthnwhe number of
attacker nodes is unknown MCrowds and Minstrels are lessitsanif they are
optimized for a high ratio of attacker nodes. Fifth, for M@us it always benefi-
cial to have more than one node specified as the receiver ofi¢lssageM > 1).
Finally, for the considered system siZ¢sand ratios of attacker nodé%), Min-
strels achieves better relationship anonymity than MCrsowd

It is also important to mention that for the purpose of ICCt@adly a limited
amount of overhead could provide a level of relationshiprgnaty that would
make traffic analysis attacks by compromized control cesaéirvare very diffi-
cult.
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