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Abstract 

This document aimed to present the result of the validation performed in OVERSEE projet on 
the implementation of the platform. It presents the results of the testing defined in 
D4.2[2]and D4.3[3] for a main interface PKCS#11, it also introduce some results of the 
testing of the spatial and temporal isolation as well as take into account some security 
validation according to the Security Target presented in D4.1[1] 
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1 Introduction 

This document is the direct follow-up of the deliverable D4.3 Runtime Validation Building 
Block [1] of the OVERSEE Project. 

In the previous deliverables, the Assurance Approach and its limitations due to the limited 
resources available for the project have been presented (see [1] Section 1.2). In the same 
document, an explanation of the Security Targets for the Secure I/O Services and the 
Security Services have been introduced (see [1] Section 4 and Section 5). The validation of 
the virtualisation layer is also depicted (see [1] Section 4) and the description of the 
approach for validation focused on interfaced presented (see [1] Section 6). 

The interface validation has been refined in D4.2 [2] through the selection of internal 

interfaces interesting to be validated. The focus has been put on PCKS#11 that is a de facto 
standard for cryptographic function. 

D4.3 [3] the specific testing process, language and PCO for PKCS#11 have been described 
enabling the test of the implementation of the interface in the OVERSEE platform. 

In this document the results of the validation of PCKS#11 for some test objectives are 
presented in section 2. The Assurance at the Security level and for the Secure I/O are 
respectively carried out in section 3 and section 5. Finally, the assurance virtualisation 
dependability level of the platform is performed in section 4 
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2 Validation of selected open interface of the OVERSEE platform  

2.1 Functional Validation of the PKCS#11 interface 

In order to validate the correctness of the security services in Oversee, it is necessary to be 
able to test their interfaces. This section describes the test for the PKCS#11 interface which 
gives access to the HSM cryptographic module. 

Testing was done in a virtualized environment simulating a partition with access to the 
Security Services. This environment was based on a full-fledged Linux distribution which 
allowed running the tester entirely inside it as a single executable containing the test engine 
and every PCO. This approach allowed focusing on the testing itself rather than having to 

cope with communication issues between components. However, it was done at the 
expense of direct applicability on concrete systems implementing the Oversee platform. 

2.1.1 Test objectives 

Testing on the PKCS#11 interface had the following main objectives : 

• Assess correct implementation of PKCS#11 primitives 

• Not to assess full compliance with PKCS#11 specification : focus on common cases and 
primitives 

• Assess correct user handling with respect to key access 

• Assess the capabilities of the HSM. 

2.1.2 Test results 

These tests have been implemented in TTCN-3 using the Trialog tester which architecture 
has already been discussed in details in D4.2 and D4.3. 

These results include logs printed by the test engine during the tests execution. The last line 
of these logs indicates the verdict : 

• #VPASS means that the test went correctly 

• #VFAIL means that the test failed 

• #VINCONCLUSIVE means that no meaningful result was obtained 

2.2 Test in practice 

Test incorrect PIN code : 

• Objectives 

• Verify that the PKCS#11 implementation has a correct behaviour when 
presented with invalid credentials 
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• PKCS#11 primitives tested 

• C_OpenSession 

• C_Login 

• Result 

• The following test log for this test case shows that an error is reported when 
trying to login with invalid credentials : 

#3session_bad START 

#3open 

enter hsmInitWorkingDir() 

leave hsmInitWorkingDir() 

#3login 

proxy/oversee.c:105 error catched: a0 

#VPASS 

The error code A0 is defined in PKCS#11 to mean « Pin incorrect » which indeed is the correct 
error code for this situation as the login function only takes a PIN for its input.   

Test PIN code : 

• Objectives 

• Verify that the PKCS#11 implementation has a correct behaviour when 
presented with the credentials for a valid user 

• PKCS#11 primitives tested 

• C_OpenSession 

• C_Login 

• Result 

• The log below shows that no errors occurred during login. The test was carried 
out successfully. 

#3session_good START 

#3open 

#3login 

#VPASS 

Test algorithm availability : 

• Objectives 

• Verify that the PKCS#11 implementation returns all the cryptographic 
mechanisms supported by the HSM 

• PKCS#11 primitives tested 

• C_GetMechanismList 

• Result 

• The HSM supports only 3 signature mechanisms from PKCS#11. This tests only 
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checks that at least these 3 ones are present in the list of mechanisms 
returned : 

#3check_algorithm START 

#3open 

#3login 

#3search 

#3EC_KEYGEN ok 

#3ECDSA_SHA ok 

#3ECDSA ok 

#VPASS 

• This log shows that the 3 mechanisms are reported as present so the 
implementation passes this test. 

Test key retrieval : 

• Objectives 

• Verify that the PKCS#11 implementation retrieves objects stored in the HSM 
and applies protection for private objects. 

• PKCS#11 primitives tested 

• C_FindObjectsInit 

• C_FindObjects 

• C_FindObjectsFinal 

• C_Login 

• Result 

• This test attempts to search for a private key while not being logged in then 
logs in and tries to search for a private key and a public key. 

#3getkeys START 

#3open 

#3get private not logged in 

#3login 

#3get private 

#3get public 

#VPASS 

• No error is shown because searching for a private key when not logged does 
not trigger any error and simply returns no results which is how the success of 
the test is checked as shown in the code below which verifies that no valid 
identifier has been returned for the key: 

logString("get private not logged in"); 

getkey(1,key_label,keyfound);//private 

if(keyfound.status==0 and keyfound.id>=0) 

{ 
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    setverdict(fail); 

    close_session(); 

    return; 

} 

Test signature : 

• Objectives 

• Verify that the signature operation is carried out as expected and that its 
result is usable by the verify operation. 

• PKCS#11 primitives tested 

• C_SignInit 

• C_Sign 

• C_Verify_Init 

• C_Verify 

• Result 

• This scenario takes a piece of data and signs and verifies it as shown below : 

var integer pubkey:=keyfound.id; 

verify(pubkey,id,cleardata,signing.sig,verif); 

if(verif.status!=0) 

{ 

    setverdict(fail); 

    logout(); 

    close_session(); 

    return; 

} 

if(verif.matched==1) 

{ 

    setverdict(pass); 

} 

else 

{ 

    setverdict(fail); 

} 

• The log listing below shows that the test execution was successful: 

#3sign START 

#3open 

#3login 

#3getkey 

#3search 
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#3sign 

enter HSM_Sign_Init() 

leave HSM_Sign_Init() 

enter HSM_Sign_Update() 

leave HSM_Sign_Update() 

enter HSM_Sign_Finish() 

enter get_keyData() 

leave get_keyData() 

enter HSM_terminateSession() 

leave HSM_terminateSession() 

leave HSM_Sign_Finish() 

enter HSM_Verify_Init() 

leave HSM_Verify_Init() 

enter HSM_Verify_Update() 

leave HSM_Verify_Update() 

enter HSM_Verify_Finish() 

enter get_keyData() 

leave get_keyData() 

enter HSM_terminateSession() 

leave HSM_terminateSession() 

leave HSM_Verify_Finish() 

#VPASS 

Test key generation : 

• Objectives 

• Verify that the HSM can be used to generate key pairs and that they are usable 
with the algorithm they have been generated for. 

• PKCS#11 primitives tested 

• C_GenerateKeyPair 

• Result 

• This test ends the same way as the signature test above to check if the key 
generated is usable 

#3gen START 

#3open 

#3login 

#3search 

#3generate keys 

enter HSM_Create_Random_Key() 

enter getFreeKeySlot() 

leave getFreeKeySlot() 
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leave HSM_Create_Random_Key() 

enter HSM_Key_Status() 

leave HSM_Key_Status() 

#3sign 

enter HSM_Sign_Init() 

leave HSM_Sign_Init() 

enter HSM_Sign_Update() 

leave HSM_Sign_Update() 

enter HSM_Sign_Finish() 

enter get_keyData() 

leave get_keyData() 

enter HSM_terminateSession() 

leave HSM_terminateSession() 

leave HSM_Sign_Finish() 

#3verify 

enter HSM_Verify_Init() 

leave HSM_Verify_Init() 

enter HSM_Verify_Update() 

leave HSM_Verify_Update() 

enter HSM_Verify_Finish() 

enter get_keyData() 

leave get_keyData() 

enter HSM_terminateSession() 

leave HSM_terminateSession() 

leave HSM_Verify_Finish() 

#VPASS 

2.3 Deployment to a real system 

These tests were executed in a simulated environment which has capabilities that typically 
will not be available in a real Oversee deployment such as graphical interfaces. They were 
also done in a very monolithic approach which made the architecture not flexible enough for 
real world testing scenarios. Therefore, a way to execute these tests and get their result on a 
real system must be considered. 

The first thing to consider is how to make the calls to the PKCS#11 interface. It is necessary 
to be inside of a partition to do this but adding executables inside a partition is impractical 
because of integrity problems. Therefore, for the purpose of testing, a minimal partition 
containing a base system with the Oversee PKCS#11 proxy interface and testing executables 
should be added to the hypervisor configuration. 

Moreover, in order to be able to retrieve the test results, a way to get them out of the 
platform also has to be devised. As a display or removable storage cannot be expected to be 
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available in each device, the most straightforward way seems to take advantage of a 

network connection. 

A workable testing architecture would be to ship in the testing partition only the 
implementation of the PKCS#11 PCOs, waiting for requests from the test engine which 
would be executed form other equipment like a laptop, taking in the task of displaying 
results and ordering calls. 
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3 Assurance at the Security Services 

The security services and the security service partition have been analysed and evaluated 
within the OVERSEE project. The security services have undergone a regular functional 
evaluation phase but furthermore a security analysis has been conducted. The services and 
components have been evaluated following a similar scheme as proposed in the Common 
Criteria (CC). Nevertheless the language of CC has not been adapted, and a less formal 
approach has been taken. 

The security analysis includes the following sections: 

 Overview of Target of Evaluation: 

This section summarizes the architecture, the components and services which are 

going to be evaluated within the security analysis. Also the borders of the evaluation, 
assumptions and omitted components are listed in this section. 

 Security Objectives: 

This section lists the security objectives regarding the security services. This section is 
important to clarify the qualities expected from the system. 

 Threat Analysis 

This section first of all lists the possible treat agents, this helps to clarify the 
motivations, skills and resources of the attacker. Second step is a list of possible 
attack paths against the objectives identified in the previous section. 

 Risk Analysis 

This section evaluates the probability of each attack scenario and the damage related 
with it. This evaluation is important for addressing the important risks and set up the 
security requirements to counter these risks. 

 Security Requirements 

This section sets up requirements against the threats evaluated in the previous 
sections. 

 Sufficiency 

This last section evaluates the sufficiency of the OVERSEE security services design to 
fulfil the security requirements extracted in the security analysis. 

 

The security evaluation of the security services can be found in the document ``OVERSEE 
Security Services Security Evaluation” [6]. For detailed information please refer to this 
document. 

Furthermore the proof-of-concept implementations of some of the security services have 
been evaluated regarding the functional requirements and several non-functional 
requirements.  

The section 7 of the evaluation document ``OVERSEE Security Services Security Evaluation” 
provides the rational for the assurance of the security services. 
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4 Assurance at the Virtualisation Dependability of the Platform 

The following sections are partially extracted of the ``XtratuM API SPECIFICATION. Volume 3: 
CONFORMITY TEST SPECIFICATION´´ document introducing the Validation of the 
Virtualisation Layer. For more information see the full document: ``XtratuM API 
SPECIFICATION. Volume 3: CONFORMITY TEST SPECIFICATION´´. 

4.1 XtratuM Conformity Test Specification Purpose 

XtratuM API SPECIFICATION defines the basic set of services that addresses the necessary 
functionalities for partitions using the virtualisation layer. This API services is used by means 
of hypercalls and provides the required services to build different types of partitions using 

XAL, a real-time operating system or a general purpose operating system. These core 
services are grouped into the following major service categories: 

 General API management, which defines the basic types offered by XtratuM 

 Partition management, which allows partitions with different criticality levels to 

execute in the same processor without affecting one another spatially or temporally. 

 Time management, which provides the services to access the system time or set 
operations dealing with the time. 

 Scheduling plan management, which provides the services to change the scheduling 

plan. 

 Inter partition communication mechanisms, which allow the communication of 

messages between two or more partitions. 

 Health Monitoring services, which monitor and report platform or application 
software faults and failures, and help to isolate faults and to prevent failures from 
propagating. 

 Architecture dependent services, which permits to offer services strongly related to 

the processor. As a hypervisor of type 1, XtratuM requires to be as efficient as 
possible which is achieved providing a virtual machine closed to the native one. 
These services are dependent on the native processor and can be differ from one 
processor to other. 

The goal to take a compliance test process as specified within this XM API Specification is to 
demonstrate and prove that the interface behaviour is in compliance with the requirements. 

4.2 XtratuM Target of Evaluation (TOE) 

The Target of Evaluation (TOE) are the XtratuM services to partitions. The TOE has been 
designed to guarantee the resources designed by the Integrator or System Architect to the 
execution entities (partitions) under the requirements detailed in the configuration file (XM 
CF). The XM CF defines the hardware resources (number of CPUs, memory layout, 
peripherals and partitions and the execution plan of each CPU). Each partition has to specify 
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the memory regions, communication ports, temporal requirements and other resources that 

are needed to execute the partition code. 
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5 Assurance Approach focus on Secure I/O 

The following sections are partially extracted of the ``OVERSEE Secure I/O Security Target´´ 
document introducing the Validation of the Secure IO partition. For more information see the 
full document: ``OVERSEE Secure I/O Security Target´´ [4]. 

5.1 Common Criteria and the Secure I/O Partition Security Target 

The Common Criteria is an international set of guidelines and specifications developed for 
evaluating the security of information systems, specifically to ensure they meet an agreed 
"security standard". 

The Security Target (ST) considered as Target of Evaluation (TOE) the management 
components to access communication devices of the OVERSEE platform hosted in the Secure 
I/O Partition. 

As explained in [1] this is not a definitive ST that could be included in a possible full OVERSEE 
platform Protection Profile but as a basis to build one. 

One of the main results of the work done is that the consistency and completeness of the 
Security Functional Requirements (SFRs) defined in the ST was checked. 

5.2 Security Requirement Rationale 

The current section describes the internal consistency of the selected components for this 

ST, as well as how this components support each other. The properties are discussed mainly 
for the functional components and where applicable also for the assurance components, 
while the assurance components - according to the given limitations of this ST - are only 

rudimentary. 

The functional components in this ST are taken from the part 2 of the common criteria [5]. 
Multiple instantiation was used to formulate the required functionality in this ST. 

The internal consistency of the requirements will be argued by the following rational: 

 

Audit 

FAU_GEN.1 defines events which need to be auditable by the TOE. The events are related to 
other functional requirements and further details will be added depending on the auditable 

event, e.g. outcome of the event. FAU_GEN.2 requires that whenever possible the user 
identity of the user which caused this event will be associated and logged. 

 

FAU_ARP.1 defines that according to the requirements of the automotive environment the 
least disruptive action is to destroy the thread vector, write to the logbook and present a 
simple information message to the driver. 
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FAU_SAA.1 defines the rules how to detect a potential violation based on the monitoring of 

the audited events. 

 

FAU_SAR.1 requires that users are able read audit information according to the 
authorisation level of the auditable events and the given security attributes (e.g. assigned 
groups) of the user. FAU_SAR.2 restricts this viewing capability to users which are granted 
explicit access as given in FAU_SAR.1 and FAU_SAR.3requrires the capability to search and 
sort the auditable events. 

 

User data protection 

FDP_ACC.1 requires that for each resource or service access by users the access policy needs 
to be enforced. This security attribute based access control is further detailed in FDP_ACF.1. 

 

FDP_IFC.1 defines the allowed information flow according to the policy of the platform for 
all information flow between IP-addresses and ports, as well as for all XtratuM 
communication ports. By doing so the main part of the security assurances concerning 
communication (restrict communication capabilities according to the involved partition) of 
the platform is ensured. The security attributes for the decision process in FDP_IFC.1 are 
further detailed in FDP_IFF.1. While FDP_IFF.5 explicitly require that no illicit information 
flows takes place, meaning no information flow which is not granted by the policy of the 
platform.  

 

Since OVERSEE is a multiple user platform and even hosting multiple applications which are 

both reusing the same services and resources is essential to ensure that nor residual 
information is left on reallocation of a resource to a new user/application. This requirement 
is formulated in FDP_RIP.2 

 

Identification and Authentication 

FIA_AFL.1 requires that on administrator configurable (but limited from 3 to 5) amount of 
authentication failures the system should be blocked for 30 seconds. 

 

FIA_ATD.1 Defines the user attributes for each individual user. 

 

FIA_UAU.1 and FIA_UID.1 are requirements to limit resource access to so called "public 
objects" for non authorized and non identified users. 

 

FIA_UAU.5 Defines two types authentication schemes (password based and certificate 
based) authentication and the rules which needs to apply for successful authentication. In 
the case the user changes his authentication data (e.g. password) the TOE should re 
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authenticate the user FIA_UAU.6. Feedback during the authentication (e.g. on password 

typing) should be only given in a obscure way as requested in FIA_UAU.7. 

 

If necessary user security attributes could be bound to subjects acting on behalf of the user. 
The behaviour of this functionality is described in FIA_USB.1 

 

Security management 

In FMT_SMF.1 the required management functions are defined as far as they are needed by 
the other security function of the TOE. 

 

For the audit functionality the ability to change the behaviour is restricted to administrators 

in FMT_MOF.1 while FMT_MSA.1 and the very similar FMT_MTD.1 stating that security 
attributes could be only changed by the user themselves or authorized administrators. The 
change of the group assignments is further restricted to administrators. Administrators are 
also allowed to change the initial values for security attributes on object creation which are 
defined in FMT_MSA.3. 

 

Roles for the platform are limited to user, owner and service staff, where service staff is the 
same as administrator. This is described in FMT_SMR.1 also requiring that roles could be 
associated with user. If users want to assume the roles owner or administrator an explicit 
request is required in FMT_SMR.3. 

 

Further management functions are specified according to the needs of the other security 
functions in [4] Table 23  

Privacy 

In the group of privacy the requirement FPR_ANO.1 restricts the functionality to determine 
the real user name bound to an object/subject to administrators. Furthermore, this 
restriction also applies to the determination if any set of action was caused by the same user 
as given in FPR_UNL.1 and to observation of any operation at all FPR_UNO.1. However 
according to FPR_UNO.4 administrators should be always able to observe the usage of all 
services. 

 

Protection of the TSF 

Concerning the protection of the TSF FPT_FLS.1 requires that the TSF prevails – in the 
occurrence of failures - in a secure state. If necessary, the TSD enters a management mode, 
where manual recovery - as described in FPT_RCV.1 - to return to a secure state is provided. 
Testing of the platform will be done on start-up and on request of authorised users: 
FPT_TST.1. Testing includes checking of the integrity of the configuration and binaries of the 
TOE. 
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The protection of inter TSF communication (communication via the SAVAS and ITS 

component) is described in FPT_ITC.1 (confidentiality), FPT_ITI.1 (integrity) and FPT_RPL.1 
(replay detection). 

 

Furthermore the TSF should provide reliable time stamps FPT_STM.1, as also requested by 
the audit functionality 

 

Resource utilisation 

For the current OVERSEE implementation some functionality is regarded more important 
than other functionality. Therefore, it is requested in FRU_FLT.1 that this kind of 
functionality (namely eCall and ITS communication) is provided as long as possible, even if 
failures in non related component occur. By assigning minimum and maximum quotas as 

requested in FRU_RSA.2 and assignment of priorities to subjects as requested in FRU_PRS.1, 
the platform provides protection against DoS attacks and supports QoS requirements as well 
as minimum availability requirements, depending on the current configuration. 

 

TOE access 

FTA_MCS.1 restrict the concurrent sessions per user to the TOE to 2. Users should be able to 
lock there sessions as requested in FTA_SSL.2 and also the TSF should be able to terminate 
an interactive session after a certain amount of inactivity according to FTA_SSL.3. Obviously 
also users should be able to terminate their session manually as given in TA_SSL.4. 

 

Based on the identity of the user and the origin of its request for a session establishment, 
the TOE should be able to deny session establishment as given in FTA_TSE.1 depending on 
the rules in [4] Table 24. 

 

Trusted Path 

FTP_ITC.1 require trusted channels for all kind of communications and together with 
FTP_TRP.1 for communication with the users defines the secured and isolated 
communication channels of the TOE with other trusted IT products, especially with the other 
partitions served by the OVERSEE platform. 

 

The following table shows how the security functional requirements map to the objectives 

defined for the TOE. 

 

Objective Security Functional Requirement 

O.AUDIT FAU_ARP.1 Security alarms 

FAU_GEN.1 Audit data generation 

FAU_GEN.2 User identity association 
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FAU_SAA.1 Potential violation analysis 

FAU_SAR.1 Audit review 

FAU_SAR.2 Restricted audit review 

FAU_SAR.3 Selectable audit review 

FPT_STM.1 Reliable time stamps 

O.ENFORCEMENT FDP_IFF.5 No illicit information flows 

FDP_RIP.2 Full residual information protections 

FPT_FLS.1 Failure with preservation of secure state 

FPT_TST.1 TSF testing 

FTA_SSL.2 User-initiated locking 

FTA_SSL.3 TSF-initiated termination 

FTA_SSL.4 User-initiated termination 

O.AUTHENTICATION FIA_AFL.1 Authentication failure handling 

FIA_ATD.1 User attribute definition 

FIA_UAU.5 Multiple authentication mechanisms 

FIA_UAU.6 Re-authenticating 

FIA_UAU.7 Protected authentication feedback 

O.AUTHORIZATION FDP_ACC.1 Subset access control 

FDP_ACF.1 Security attribute based access control 

FIA_UAU.1 Timing of authentication 

FIA_UID.1 Timing of identification 

FIA_USB.1 User-subject binding 

FMT_SMR.3 Assuming roles 

O.MANAGE FAU_SAR.3 Selectable audit review 

FMT_MOF.1 Management of security functions behaviour 

FMT_MSA.1 Management of security attributes 

FMT_MSA.3 Static attribute initialisation 

FMT_MTD.1 Management of TSF data 

FMT_SMF.1 Provision of specific management functionalities 

FMT_SMR.1 Specification of security roles 

FPT_RCV.1 Manual recovery 

FRU_FLT.1 Degraded fault tolerance 

O.RESTRICT FDP_ACF.1 Security attribute based access control 

FDP_IFF.1 Simple security attributes 
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O.FILTER FDP_IFC.1 Subset information flow control 

FDP_IFF.1 Simple security attributes 

O.SHIELD FTA_MCS.1 Basic limitation on multiple concurrent sessions 

FTA_TSE.1 TOE session establishment 

FTP_ITC.1 Inter-TSF trusted channel 

FTP_TRP.1 Trusted path 

O.ALLOCATE FDP_ACF.1 Security attribute based access control 

FDP_IFC.1 Subset information flow control 

FDP_IFF.1 Simple security attributes 

FRU_PRS.1 Limited priority of service 

FRU_RSA.2 Minimum and maximum quotas 

O.PRIVACY FPR_ANO.1 Anonymity 

FPR_UNL.1 Unlinkability 

FPR_UNO.1 Unobservability 

FPR_UNO.4 Authorised user observability 

Table 1: Mapping Objectives to Security Functional Requirements 

O.AUDIT 

is the objective that "the TSF logs every relevant action in a secure logbook". Therefore, in 
[FAU_GEN.1 Audit data generation] the relevant actions are defined and in [FAU_GEN.2 User 

identity association] it's required that - whenever possible - the user who caused the action 
will be assigned and also logged. The review of the logs should be possible according to the 
authorisation level of the users [FAU_SAR.1 Audit review] and only if this authorisation level 

is sufficient to view the log entries [FAU_SAR.2 Restricted audit review]. The option to search 
and sort the log entries are requested in [FAU_SAR.3 Selectable audit review]. Each log entry 
should be assigned with a reliable time stamp [FPT_STM.1 Reliable time stamps]. If the 
platform detects a security alarm [FAU_ARP.1 Security alarms] or a potential violation (based 
on the audited events) [FAU_SAA.1 Potential violation analysis] this is also logged. 

 

O.ENFORCEMENT 

is the objective that "the TSF must ensure that the policies are enforced". Therefore the 

platform prevent all types of unauthorized information flow [FDP_IFF.5 No illicit information 
flows], and cleans all resources prior to reallocation [FDP_RIP.2 Full residual information 
protections]. To prevent missus of the platform in case of a failure, the platform tries to 
preserve in a secure state [FPT_FLS.1 Failure with preservation of secure state]. Furthermore 
several testing capabilities are provided to authorized users FPT_TST.1 TSF testing]. The SFRs 
[FTA_SSL.2 User-initiated locking], [FTA_SSL.3 TSF-initiated termination] and [FTA_SSL.4 
User-initiated termination] covering the locking and termination of the established user 
sessions to avoid possible misuse of inactive sessions by other users or attackers. 
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O.AUTHENTICATION 

is the objective that "the TSF provides mechanisms to authenticate a remote user or system, 
a local user and the RTEs in a secure way". The attributes for the users (among others the 
data to authenticate the users) are defined in [FIA_ATD.1 User attribute definition]. The 
authentication process itself and the mechanism to protect the authentication mechanism is 
described in [FIA_AFL.1 Authentication failure handling, FIA_UAU.5 Multiple authentication 
mechanisms, FIA_UAU.6 Re-authenticating, FIA_UAU.7 Protected authentication feedback] 

 

O.AUTHORIZATION 

is the objective that "the TSF provides mechanisms to securely provide or deny authorization 
for a specific identity". Hence the requirements assigned to this objective define the 

authorization mechanism for all kind of users on the platform. Authorisation will be granted 
based on [FDP_ACC.1 Subset access control] and [FDP_ACF.1 Security attribute based access 
control]. For the pre- authentication phase [FIA_UAU.1 Timing of authentication] and 
[FIA_UID.1 Timing of identification] applies. Users are allowed to assume rules after an 
explicit request [FMT_SMR.3 Assuming roles] to gain special authorization. Furthermore, 
authorization of subjects could be provided according to the user utilizing this subject 
[FIA_USB.1 User-subject binding] 

 

O.MANAGE 

is the objective that "the TSF must provide all the functions and facilities necessary to 
support administrative users that are responsible for the management of the TOE and must 

ensure that only administrative users are able to access such functionality". The 
management functionalities are defined in [FMT_MOF.1 Management of security functions 
behaviour], [FMT_MSA.1 Management of security attributes], [FMT_MTD.1 Management of 

TSF data], [FMT_SMR.1 Specification of security roles], [FMT_SMF.1 Provision of specific 
management functionalities] and [FMT_MSA.3 Static attribute initialisation]. Furthermore a 
function for manual recovery is requested in [FPT_RCV.1 Manual recovery] and in 
[FRU_FLT.1 Degraded fault tolerance] its requested that on any failure the administrative 
functionality is still available. 

 

O.RESTRICT 

is the objective that "the TSF restrict access to communication resources and specific data 
sets (e.g., SVAS and ITS management) according to the specified policy". This is related to 

both: Users and subjects (as well as external interfaces of the TOE treated as subjects). The 
related requirements are [FDP_ACF.1 Security attribute based access control] for users and 
[FDP_IFF.1 Simple security attributes] for subjects. 
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O.FILTER 

is the objective that "transmitted messages should be filtered according to a specified 
policy". The requirements concerning this filter mechanism are given in [FDP_IFC.1 Subset 
information flow control] and [FDP_IFF.1 Simple security attributes] 

 

O.SHIELD 

is the objective that "protect the external interfaces and hence the OVERSEE platform and 
vehicle internal components from external attackers". The requirements for that are a 
limitation of parallel connections [FTA_MCS.1 Basic limitation on multiple concurrent 
sessions] and the option to discard session establishment [FTA_TSE.1 TOE session 
establishment]. Furthermore there is a close link to O.FILTER restricting the possible 
communication and information flow, as well as O.AUTHENTICATE requiring all users to be 

authenticated. The protection of external connections is covered in [FTP_ITC.1 Inter-TSF 
trusted channel], [FTP_TRP.1 Trusted path], [FPT_ITC.1 Replay detection], [FPT_ITI.1 Replay 
detection] and [FPT_RPL.1 Replay detection]. 

 

O.ALLOCATE 

Is the objective to "allocate the communication resources according to the partition based 
policy and the defined priorities". It follows the policies given in [FDP_ACF.1 Security 
attribute based access control] and [FDP_IFC.1 Subset information flow control] depending 
on [FDP_IFF.1 Simple security attributes]. Furthermore there are requirements to assign - 
according to the policy - priorities [FRU_PRS.1 Limited priority of service] and minimum and 
maxim quotas [FRU_RSA.2 Minimum and maximum quotas] 

5.2.1 Security Function Requirements Coverage  

SFR Objectives 

FAU_ARP.1 O.AUDIT 

FAU_GEN.1 O.AUDIT 

FAU_GEN.2 O.AUDIT 

FAU_SAA.1 O.AUDIT 

FAU_SAR.1 O.AUDIT 

FAU_SAR.2 O.AUDIT 

FAU_SAR.3 O.AUDIT, O.MANAGE 

FDP_ACC.1 O.AUTHORIZATION 

FDP_ACF.1 O.AUTHORIZATION, O.RESTRICT, O.ALLOCATE 

FDP_IFC.1 O.FILTER, O.ALLOCATE 

FDP_IFF.1 O.RESTRICT, O.FILTER, O.ALLOCATE 



D4.4 Integrated Validation Support 

20 

 

FDP_IFF.5 O.ENFORCEMENT 

FDP_RIP.2 O.ENFORCEMENT 

FIA_AFL.1 O.AUTHENTICATION 

FIA_ATD.1 O.AUTHENTICATION 

FIA_UAU.1 O.AUTHORIZATION 

FIA_UAU.5 O.AUTHENTICATION 

FIA_UAU.6 O.AUTHENTICATION 

FIA_UAU.7 O.AUTHENTICATION 

FIA_UID.1 O.AUTHORIZATION 

FIA_USB.1 O.AUTHORIZATION 

FMT_MOF.1 O.MANAGE 

FMT_MSA.1 O.MANAGE 

FMT_MSA.3 O.MANAGE 

FMT_MTD.1 O.MANAGE 

FMT_SMF.1 O.MANAGE 

FMT_SMR.1 O.MANAGE 

FMT_SMR.3 O.AUTHORIZATION 

FPR_ANO.1 O.PRIVACY 

FPR_UNL.1 O.PRIVACY 

FPR_UNO.1 O.PRIVACY 

FPR_UNO.4 O.PRIVACY 

FPT_FLS.1 O.ENFORCEMENT 

FPT_ITC.1 O.SHIELD 

FPT_ITI.1 O.SHIELD 

FPT_RCV.1 O.MANAGE 

FPT_RPL.1 O.SHIELD 

FPT_STM.1 O.AUDIT 

FPT_TST.1 O.ENFORCEMENT 

FRU_FLT.1 O.MANAGE 

FRU_PRS.1 O.ALLOCATE 

FRU_RSA.2 O.ALLOCATE 

FTA_MCS.1 O.SHIELD 

FTA_SSL.2 O.ENFORCEMENT 
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FTA_SSL.3 O.ENFORCEMENT 

FTA_SSL.4 O.ENFORCEMENT 

FTA_TSE.1 O.SHIELD 

FTP_ITC.1 O.SHIELD 

FTP_TRP.1 O.SHIELD 

Table 2: Mapping Security Functional Requirements to Objectives 

 

5.2.2 Security Requirements Dependency Analysis 

The following table shows the dependencies between the different security functional 
requirements and if they are resolved in this Security Target. 

 

SFR Dependencies Resolved 

FAU_ARP.1 FAU_SAA.1 Yes 

FAU_GEN.1 FPT_STM.1 Yes 

FAU_GEN.2 FAU_GEN.1, FIA_UID.1 Yes 

FAU_SAA.1 FAU_GEN.1 Yes 

FAU_SAR.1 FAU_GEN.1 Yes 

FAU_SAR.2 FAU_SAR.1 Yes 

FAU_SAR.3 FAU_SAR.1 Yes 

FDP_ACC.1 FDP_ACF.1 Yes 

FDP_ACF.1 FDP_ACC.1, FMT_MSA.3 Yes 

FDP_IFC.1 FDP_IFF.1 Yes 

FDP_IFF.1 FDP_IFC.1, FMT_MSA.3 Yes 

FDP_IFF.5 FDP_IFC.1 Yes 

FDP_RIP.2 No dependencies  

FIA_AFL.1 FIA_UAU.1 Yes 

FIA_ATD.1 No dependencies  

FIA_UAU.1 FIA_UID.1 Yes 

FIA_UAU.5 No dependencies  

FIA_UAU.6 No dependencies  

FIA_UAU.7 FIA_UAU.1 Yes 

FIA_UID.1 No dependencies  
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FIA_USB.1 FIA_ATD.1 Yes 

FMT_MOF.1 FMT_SMF.1, FMT_SMR.1 Yes 

FMT_MSA.1 FMT_SMF.1, FMT_SMR.1 Yes 

FMT_MSA.3 FMT_MSA.1, FMT_SMR.1 Yes 

FMT_MTD.1 FMT_SMF.1, FMT_SMR.1 Yes 

FMT_SMF.1 No dependencies  

FMT_SMR.1 FIA_UID.1 Yes 

FMT_SMR.3 FMT_SMR.1 Yes 

FPR_ANO.1 No dependencies  

FPR_UNL.1 No dependencies  

FPR_UNO.1 No dependencies  

FPR_UNO.4 No dependencies  

FPT_FLS.1 No dependencies  

FPT_ITC.1 No dependencies  

FPT_ITI.1 No dependencies  

FPT_RCV.1 AGD_OPE.1 Yes, but not fully described 

FPT_RPL.1 No dependencies  

FPT_STM.1 No dependencies  

FPT_TST.1 No dependencies  

FRU_FLT.1 FPT_FLS.1 Yes 

FRU_PRS.1 No dependencies  

FRU_RSA.2 No dependencies  

FTA_MCS.1 FIA_UID.1 Yes 

FTA_SSL.1 FIA_UAU.1 Yes 

FTA_SSL.2 FIA_UAU.1 Yes 

FTA_SSL.3 No dependencies  

FTA_TSE.1 No dependencies  

FTP_ITC.1 No dependencies  

FTP_TRP.1 No dependencies  

Table 3 Dependencies between Security Functional Requirements 
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6 Conclusion 

This document summarized the security evaluations and their results of the different aspects 
of OVERSEE architecture. The assurance process of OVERSEE addressed mainly 2 aspects of a 
security evaluation, (1) the formal security evaluations of the design and sufficiency 
rationalization of the security requirements, (2) testing the proof-of-concept 
implementation of the security relevant components. 

A practical validation of one of the OVERSEE services the shared PKCS#11 interface has been 
introduced in this document and the results have been presented. 

Furthermore 3 important aspects of OVERSEE, the virtualization layer, the security services 
and the secure I/O capabilities have been addressed regarding the security assurance. These 

analyses provide assurance for the OVERSEE design but more importantly provide a basis for 
further realizations with these capabilities. The security analyses show the possible treats, 
the treat agents, the attack scenarios and in the end security requirements needed to 
provide adequate measures. These evaluation processes can be used as a starting point for 
further designs and validation/certification processes.  
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