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Abstract

The ENDORSE Project  aims at  creating  a  framework to  enable  public  organisations  and enterprises  to 
guarantee  privacy preserving data management  to their end-users (data subjects).  On the one hand, the  
framework helps in preventing unauthorised accesses  and manipulations of  users' information. On the other  
hand, the framework provides means to data subjects to assess how their data will be handled. 

In this document, we report the dissemination activities that took place in the first 12 month of the project.  
We also report on standardisation and exploitation activities although these activities are still in a very early 
stage.  Finally, we outline future dissemination plans of the ENDORSE project. 
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Executive summary

The ENDORSE Project  aims at  creating  a  framework to  enable  public  organisations  and enterprises  to 
guarantee  privacy preserving data management  to their end-users (data subjects).  On the one hand, the  
framework helps in preventing unauthorised accesses  and manipulations of  users' information. On the other  
hand, the framework provides means to data subjects to assess how their data will be handled.

This document presents the dissemination,  standardisation, and  exploitation activities of the ENDORSE 
participants during the first 12 month of the project. 

The dissemination activities aim at reaching peer researchers, industrial and public organisations, partners of 
other EU projects, and finally the General Public. For the second year Dissemination activities will increase 
in  the  second  year  when  more  concrete  results  are  expected  and  material  for  demonstrations  will  be  
available. Two more  dissemination deliverables will be provided in August 2012 and February 2013.   

Standardisation activities are the  outputs of mainly WP2 and WP3, namely, the Privacy Rules Definition 
Language (PRDL) and  the ENDORSE Architecture. The project is still in an early stage. However, it is 
important to start planning the activities for the upcoming year to have concrete contributions to relevant  
standards bodies.

Finally, initial exploitation activities are carried out by our industrial partner EuropAssistance. 
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1 Introduction

The ENDORSE Project  aims at  creating  a  framework to  enable  public  organisations  and enterprises  to 
guarantee  privacy preserving data management  to their end-users (data subjects).  On the one hand, the  
framework helps in preventing unauthorised accesses  and manipulations of  users' information. On the other  
hand, the framework provides means to data subjects to assess how their data will be handled.  

The tools provided within the ENDORSE framework are beneficial for both the organisations and the data 
subjects.  For an organisation, the adoption of the ENDORSE tools increases  the level  of  trust that data 
subjects will have with respect to how their personal data is managed within the organisation. For the data 
subjects,  the ENDORSE tools will provide means for  transparently check how their data has been used. 
However,  it  is  crucial  to  make  aware  organisations  and  users  of  the  project  outcomes.  Therefore,  the  
consortium needs to careful prepare a dissemination strategy that will help in spreading the project results to  
different communities.  

The purpose of this document is to report on the dissemination activities and future dissemination plans of 
the ENDORSE results. We will first provide an overview of the dissemination activities that took place in the 
first 12 months of the project. We also report in this document standardisation and exploitation activities. 
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2 Dissemination 

Dissemination is one of the core activities within the ENDORSE project. The dissemination activities within 
the project  aim at  reaching  the several  target  audiences.  First  of  all,  the ENDORSE partners aim at 
making known to technical and legal researchers the results achieved within the project. The main 
instruments are scientific publications and presentations to international conferences together with 
providing seminars and tutorials to the research community. 

At the same time, the commercial impact of the ENDORSE framework is very important to its 
partners. For this reason, we  aim to promote to  managers and leaders of industrial and public 
organisations the  technical  results  offered  by  the  ENDORSE  framework.  Moreover,  the 
ENDORSE  partners  will  work  to  extend  the  collaborations  with  external  partners  for  future 
exploitation activities and uptake of the tools offered by the framework. The main instruments here 
are materials for promoting the achieved results, attending trade-fairs and major vendor events, and 
presentations and demonstration given to external organisations. Most of these activities are to be 
expected for the second half of the project when the implementation of the framework tools is 
expected to be ready. 

The ENDORSE partners aim at sharing knowledge and successful experiences with  partners of 
other EU funded projects. In this way, these projects can make use of the results obtained by 
ENDORSE  at the same time  leverage the results of these projects within ENDORSE. We aim to  
achieve these goals by means of co-located events, such as project meeting, workshops and special 
tracks in conferences, and the support of  special events (such as summer schools).

Finally, end-users' data privacy is a main concern of the ENDORSE project. The main objective 
here is to  inform the General Public that ENDORSE represents a viable way for being aware of 
how data is being used and processed when it is provided to an organisation. Therefore, it is crucial 
here  that  users  are  aware  of  the  ENDORSE  outcomes  and  ongoing  developments.  The  main 
instruments to reach the general audience are press releases to news channels at a local and national 
level, promotion of the results through demonstration and tutorial offered during open days, and 
organisation of surveys to collect users' opinions, suggestions, and involvement.

To policy makers (at national, European and international level).  One of the main objective of 
ENDORSE is to provide tools to ensure organisations of their level of compliance with the current 
regulatory body of data protection legislation. Moreover, Prof. Leenes is willing to provide a white 
paper the prospect of implementing data protection regulation in IT systems and to what extent this 
could help companies comply with the regulation. 

All partners of the consortium will be contributors to the the dissemination activities in order to 
maximise the impact of the project results. Therefore, it is crucial to orchestrate the activities among  
the different participants to maintain the costs of dissemination within the allocated budget and to 
minimise  hurdle  on  the  development  activities.  However,  it  should  also  be  noted  that  the 
ENDORSE partners are capable of taking advantage of any opportunistic activities that may arise 
during the project. For instance, requests to participate to events co-located with other EU-funded 
projects, invited talks to international conferences and summer schools, and participation to panels 
organised within conferences may not always be planned  in advance. When such opportunities may 
arise,  the  consortium  members  are  willing  to  coordinate  their  efforts  to  provide  the  best 
representative to maximise the impact within the event.
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3 Internet Presence

The information on the ENDORSE project is available on the Internet through the project webpage at the  
following url: http://ict-endorse.eu/. The website homepage is shown in Illustration 1. The website contains a 
navigation bar to bring the user to the main information of the project including the About  page where an 
abstract of the project is provided, the Consortium page containing links to the consortium partners, and the 
Objectives page highlighting the project  objectives.  Finally, the  News  section provides  public accessible 
project updates where all the partners contribute with information about dissemination activities and  news 
related to data privacy. This section of the website is shown in Illustration 2 and is regularly updated by all 
members of the project.
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4 First Year Dissemination Activities

During the first year, the project partners have been very active in disseminating to the general public and  
peers in research the ENDORSE vision and research goals. 

Several partners have issued press releases to newspapers of their respective countries in order to present to 
the general public the main goals of the ENDORSE project. The goal here was to promote to a non-technical  
audience the advantages that can be derived through the use of the ENDORSE framework for the users'  
privacy. 

The academic research partners have presented to their respective academic communities the ENDORSE 
vision  and  ideas  through  the  publication  of  peer-reviewed  articles  in  workshops  and  conferences.  The 
objective was to present to a more formal and technical audience the technical aspects behind the initial idea 
of the project and several innovative solutions that will be incorporated in to the ENDORSE framework.    

Despite the fact of being in its first year, the dissemination activities of the whole consortium have been very 
successful.  In the following, we provide a detailed list  of all  the dissemination achievements during the  
project first year

4.1 Press releases 

Several articles on ENDORSE have appeared in Irish, Italian and Spanish newspapers. Moreover, Soluta.Net  
has issued an article on a more technical Italian magazine. 

1. WIT - An article on Endorse was published on the Irish Times titled “€3.7m EU data protection 
project for Waterford”, appeared on 3 December 2010. 

2. Create-Net  -  An  article  on  Endorse  was  published  on  the  Italian  L'Adige  newspaper  titled 
“«Endorse», garanzia di Internet sicuro”, appeared on 14 February 2011. 

3. University of Zaragoza - Two articles on Endorse were published on the Spanish Diario del Alto 
Aragón “La UZ, en un proyecto de privacidad de datos” (8 December 2010) and El Periódico de 
Aragón “La universidad, en un proyecto para proteger los datos personales” (8 December 2010).

4. Soluta.Net - An article on Endorse was published by the magazine ToolNews.

4.2 Online Survey on End-users' privacy requirements

To collect end-users' privacy requirements a survey was lunched as an activity of WP2. The call to join the 
survey was distributed through social  media (  e.g.,   Facebook,  LinkedIn,  Twitter,  Hyves),  mailing lists,  
flyers,  and  to  students  of  the  academic  partners.  The  questionnaire  was  developed in  LimeSurvey  and 
translated in 4 different languages (Dutch, English, German, and Spanish). During a period of three weeks 
the survey was completed by almost 600 different user. The detailed results of the survey is described in 
Deliverable D2.2. In general, we can say  that almost 70% of the users are concerned about their private  
information being available on the Internet. This result demonstrates that end-users have a need for technical 
means to control their personal data. The tools that the ENDORSE framework will develop can be used to 
fulfil these needs. 

4.3 Invited Talks and Presentations 

Invited  talks  and  presentations  at  conferences  and  summer  school  provide  an  excellent  medium  for  
disseminating the ENDORSE ideas to a technical audience. In this respect, the following results have been 
achieved:

1. Mr.  Mark  McLaughlin  presented  at  an  ACSAC  Workshop  on  Governance  of  Technology, 
Information,  and Policies an article on the ENDORSE vision,  6 December 2010,  Austin,  Texas,  
USA.  
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2. Prof. Ronald Leenes gave several lectures and keynotes about privacy & data protection in Cloud  
Computing:

• The Hague, ‘Privacy in de wolken, een wazig onderwerp?’, SURF IBO conferentie, 10 February 
2011.

• Eindhoven, ‘Privacy in de wolken, een wazig onderwerp?’, Getronics Cloud Innovation Board 
Eindhoven, 20 January 2011.

• Utrecht, ‘Privacy in de wolken, een wazig onderwerp?’, SURF Academy, 24 March 2011.

3. Mr. Paul Malone gave an invited talk to the Irish branch of ISSA(Information Systems Security  
Association  http://www.issaireland.org/) on April  8th 2011.  Paul presented the ENDORSE project 
objectives and approach. 

4. Mr Rizwan Ashgar presented at the Open Research Problems in Network Security conference two 
articles: the first article concerning  secure data provenance when data is stored in the cloud and the  
second  article  related  to  the  consent-based  access  control  mechanism,  9  June  2011,  Lucerne,  
Switzerland.

5. Prof. Pedro Bueso Guillen gave an invited speech on “Recent developments in legal issues on e-
Commerce”, at a summer course on “e-Commerce and 2.0 environment as a competitive input for  
SMEs”,  organised  by  the  Spanish  Distance  Education  University  (Universidad  Nacional  de 
Educación a Distancia - UNED), 28 June 2011, Barbastro (Huesca), Spain. 

6. Mr Rizwan Ashgar presented at the Sixth International Conference on Availability, Reliability and 
Security  an  article  on  the enforcement  of  encrypted  security  policies,  22  August  2011,  Vienna,  
Austria.   

7. Dr. Giovanni Russello gave a keynote speech at the IPICS summer school on cloud privacy and 
security, 24 August 2011, Corfu, Greece. 

8. Miss Sandra Olislaegers presented at the IFIP Summer School a paper on the early lessons learned in 
the ENDORSE project, September 2011, Trento, Italia.

4.4 Workshop, Conference, Journal and Book chapter  publications 

For the first year, we have targeted mainly workshops and conferences for publications. When the project 
technical results will reach a more mature level, we aim at extending our publications to journals and book  
chapters. So far, the following articles have been published: 

1. P. Malone, M. McLaughlin, R. Leenes, P. Ferronato, N. Lockett, P. Bueso Guillen, T. Heistracher, G. 
Russello. "ENDORSE: A Legal Technical Framework for Privacy Preserving Data Management.", In 
Workshop on Governance of Technology, Information,  and Policies (GTIP 2010),  Austin,  Texas, 
USA,December, 2010.

2. M.R. Asghar, M. Ion, G. Russello, B. Crispo, "ESPOON: Enforcing Encrypted Security Policies in 
Outsourced Environments", In The Sixth International Conference on Availability, Reliability and 
Security (ARES 2011), Vienna, Austria, August, 2011.

3. M.R. Asghar, M. Ion, G. Russello, B. Crispo,  "Securing Provenance in the Cloud", In the Open  
Research Problems in Network Security (iNetSec 2011), Lucerne, Switzerland, June, 2011. 

4. M.R. Asghar,  G. Russello, "Consent-Based Access Control",  In the Open Research Problems in 
Network Security (iNetSec 2011), Lucerne, Switzerland, June, 2011. 

5. Ronald Leenes, Who controls the cloud?, IDP. INTERNET, LAW AND POLITICS E-JOURNAL, 
vol 2011, nr. 11, pp 1-10, 2011. http://idp.uoc.edu/ojs/index.php/idp/article/viewFile/n11-leenes/n11-
leenes-e

6. Dr. Simone Olislaegers, Early Lessons Learned in the ENDORSE Project: Legal Issues in 
Developing Data Protection Compliance Tools. IFIP Summer School 2011, September 2011, Trento, 
Italy

© ENDORSE consortium 2010 Page 11 of (16) 

http://idp.uoc.edu/ojs/index.php/idp/article/viewFile/n11-leenes/n11-leenes-e
http://idp.uoc.edu/ojs/index.php/idp/article/viewFile/n11-leenes/n11-leenes-e
http://www.issaireland.org/


ENDORSE-257063 Deliverable D6.1

4.5 Demonstrations

Mr.  Rizwan  Asghar  and  Dr.  Giovanni  Russello  gave  a  demonstration  on  the  encrypted  search  at  the 
prestigious IEEE International Symposium on Policies for Distributed Systems and Networks. 

4.6 Liaison  with other EU Projects

The aim  of  this  dissemination  activity  is  to  share  results  with  other  EU funded  projects.  This  activity 
branches in to (I) reviewing already funded projects to identify the ones closer related to ENDORSE topic,  
and (ii) monitoring at  every funding round new funded projects that  could benefit  from the ENDORSE 
results.  

We  are  currently  in  contact  with  some  of  the  members  of  the  TCloud  project  (http://www.tclouds-
project.eu/). We intend to share some of the results obtained from the legal and regulatory perspective.

Contacts are established with the PrimeLife researchers involved in the development of PPL, the PrimeLife 
Policy  Language.  Also  contacts  are  established  with  researchers  from Bristol  HP Labs  involved in  the 
EnCoRe project and with researchers from the Universitat Autonoma de Barcelona involved in the Neurona 
project. Each of these projects pursues the development of data handling and data access policies. Once the  
legal requirements analysis is done, discussions with these researchers will be intensified. 

We have contacted the members of the PrimeLife project and we are involved in the organisation of  the IFIP 
Summer School 2011 (http://disi.unitn.it/security/ifip-summerschool2011/). This also gave us the opportunity 
to contact members from the ABC4Trust project (https://abc4trust.eu/). 

ENDORSE has been active with the EffectsPlus cluster project(http://www.effectsplus.eu/). From the initial 
communication event through each of the EffectsPlus workshops, WIT has represented ENDORSE which 
has  proved  very  useful  in  providing  exchange  of  ideas  between  Trustworthy  ICT  projects  and  their 
objectives.

ENDORSE partners, WIT and TILT have been members of the Law & Technology Working Group of the  
Trust in Digital Life initiative (TDL, http://www.trustindigitallife.eu/). Each of the events organised by TDL 
has had an ENDORSE representative on the WG3 panel.

4.7 Future Dissemination Activities

For the second year of the project we aim at the following dissemination activities:

• 2 article and presentation at conferences about legal compliance with data protection regulation from 
the point of view of the ENDORSE legal analysis

• 1 journal article about the lessons learned from the social requirements 
• 1 article and presentation at conferences about Privacy Rule Definition Language (PRDL)
• 2 articles and presentations at conferences about the overall ENDORSE architecture   
• 2 articles and presentations at conferences about details of the modules in the ENDORSE 

architecture
• 1 journal article about the enforcement of PRDL policies for a concrete scenario  

For the last part of the project we aim at the following dissemination activities:

• 3 articles and presentations at conferences about the effectiveness and performances of the 
ENDORSE architectures

• 2 journal articles about the integration of the ENDORSE architecture with the testbeds.  

The venues where we are planning to present our work represent the best research forum related to security 
and privacy. They are listed as follows:

Conferences: 
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• IEEE Symposium on Security and Privacy 
• IEEE Policy Symposium
• ACM Symp. Access Control Model and Techniques 
• Annual Computer Security Application Conference 
• ACM Conference Communication Security 
• European Symposium On Research In Computer Security

• IFIP Sec conference

Journals: 

• ACM Transactions on Information and System Security (TISSEC) 

• Journal of Computer Security 

4.8 Dissemination conclusion

Concluding, the dissemination activities have been mainly focused at reaching the general public, academic 
peers, and collaboration with other EU projects. We expect that dissemination activities will increase in year 
two and three when more mature results will be achieved and available to share. 

Future dissemination results will be reported on the second dissemination report on August 2012 and the 
final dissemination report on February 2013. 
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5 Standardisation and Exploitation

5.1 Standardisation activities

ENDORSE will seek to contribute to relevant standards bodies with the outputs mainly from WP2 and WP3,
namely, the Privacy Rules Definition Language (PRDL) and  the ENDORSE Architecture.

5.1.1 PRDL 

The Privacy Rule Definition Language (PRDL) being at the core of the ENDORSE endeavour is a well-
suited candidate for standardisation. In long-lasting, intense synchronisations with several project partners, 
the requirements for the PRDL were developed. 

Currently, the first metamodels are drafted and published within the ENDORSE consortium. Until the final 
specification is ready (April 2012), we will test the metamodel against company policies, access rules and 
requirements for its practical relevance. This final specification of PRDL will be the first release for 
standardisation efforts and needs feedback from international recognised experts.

PRDL bases in part on the XACML standard from OASIS and thus PRDL might be developed further in 
context of the envisaged final PRDL definition deliverable to a sub-profile of an existing XML-based 
language. In the long run, this sub-profile will have the potential to be the international basis of specifically 
user-oriented approaches when dealing with (company) rules related to personal data usage and processing. 
For us, the key point is to find an equilibrium between expressivity of the language and simplicity. That 
means, that the language should be expressive enough to reflect all relevant concepts, but simple enough, so 
that multiple stakeholders can read and understand it without a huge learning effort.

5.1.2 ENDORSE Architecture 

The ENDORSE project will contribute with its architecture studies to several standardization groups. The 
Endorse architecture is component based and uses the ideas and the protocols defined by the MDA approach.

For this reason  Soluta.Net as OMG influencing member, who contributes to the work in the MDA SIG 
where it disseminates its experiences with MDA, will disseminate the ENDORSE experience in the working 
group.

Soluta.Net regularly organizes an International Forum on MDA and EA that will be an important occasion to 
exploit the results of ENDORSE in the research and industrial communities. 

In the following there are some standardization groups in which Soluta.Net is involved that can be useful 
communities to share the standardization efforts in the Endorse Project:

• W3C Context Awareness and Personalization Working Group 
(http://www.w3.org/2007/uwa/wiki/New_Charter )the group has not been able to collect the critical 
mass to start working; TI will monitor future evolutions and keep the Endorse consortium up to date 

• OMG – XMI (http://www.omg.org/spec/XMI/2.1.1/) XMI is an XML based standard format for 
describing models. Actually the XMI 2.4 specification is available. It is used by Enterprise Architect 
to import and export Packages to and from other sources through the use XMI. 

• The Open Group – SOA Governance (http://www.theopengroup.org/projects/soa-governance/ 
Soluta.Net will use its participation to the work group to attest the significance of SOA techniques in 
the design and development of a complex project as Endorse. The expertise gained in this project 
will be used to impact the standard discussion. 

• OASIS – Service Component Architecture (http://www.oasis-opencsa.org/sca The Service 
Component Architecture is the core of the Endorse architecture design. 
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5.1.3 Standardisation conclusion

Although the ENDORSE project is still in its first year, partners have already outlined standardisation plans  
and  some  initial  activities  have  been  initiated.  More  details  will  be  reported  in  future  dissemination  
deliverables.

5.2 Exploitation Activities

EuropAssistance is the main actor in the ENDORSE project for carrying out exploitation activities.  The 
exploitation of project results is expected to start after the end of the project, when concrete results will be  
available. EuropAssistance is developing plans for exploitation. In particular, the research team in the project  
is in constant contact with the commercial team within EuropAssistance to ensure that the outcomes of the  
project will be easily uptaken by the organisation. During the first  year of designing the framework, the  
project  partners  have  already  received  feedback  on  commercial  requirements  from  EuropAssistance 
commercial team. Moreover, at the end of the project EuropAssistance is willing to promote to its sister  
companies  in  EuropAssistance  Group the  ENDORSE tools  to  maximize  the exploitation  of  the  project 
results. Since the B2C business is a significant part of his turnover, EuropAssistance considers ENDORSE as 
a distinctive approach towards his Clients and Business Partners pointing out the company's attention to the 
customers' data.

More details on exploitation activities will be reported by EuropAssistance in deliverable D6.5 at the end of 
the project.

© ENDORSE consortium 2010 Page 15 of (16) 



ENDORSE-257063 Deliverable D6.1

6 Overall Conclusion

In this first  year, the ENDORSE dissemination activities have mainly focused on establishing a position  
within  the  research  community.  In  particular,  through  invited  talks  and  paper  presentations  at  relevant  
scientific venues the ENDORSE team have spread the ENDORSE main ideas. For the following year, we 
have already planned further venues where to present results of the ENDORSE architecture and tools.

Some initial standardisation activities have been done. More it is expected to come in the second year where 
more concrete design results will be available. 

Our  main commercial  partner,  EuropAssistance  plays  a  major  role  for  the  exploitation  activities  of  the 
project.  So far, the main contribution has been in terms of feedback on the designing of the ENDORSE  
framework to facilitate the uptake of the project results in a commercial setting. 
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