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Abstract
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be considered for ongoing study and deployment within project TAMPRES.
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1 Introduction

In this document we consider the suitability of different cryptographic algorithms for constrained environments.
In particular we consider sensor networks where the nodes of said network are likely to be somewhat limited
in power consumption or computational power and this may impact the security that is implemented.

The field of cryptographic design for constrained devices has evolved massively in recent years and it is
sometimes described in the literature as low-cost or lightweight cryptography. While it may be tempting to
expect such designs to also deliver reduced security, this need not necessarily be the case. Instead, these new
primitives have been designed from scratch for efficient hardware implementation rather than attempting to
provide a broad performance profile on a range of implementation platforms.

Perhaps the biggest driver for lightweight cryptography, at least in the literature, has been the development
of RFID-tag based applications. However many of the same algoritms that have been proposed there can be
considered for sensor networks. That said, we typically have a bit more freedom in the algorithms we might
choose for sensor nodes—since the devices are more sophisticated than a basic RFID tag—and we can also
consider some of the more efficient standardised algorithms as a deployment option.

It is often stated that adding security to constrained devices is difficult because the necessary low costs of
a device limits the amount of silicon available. While this captures part of the problem, the difficulties are a
far more complex mix of factors. An important issue is the availability of power, or the lack of it. In passive
systems or ones that are battery-powered, we would like to use algorithms that are energy-efficient. And while
there can be a range of area/energy trade-offs for an implementation, the more area-efficient implementations
tend to be “serial” rather than “parallel” which, in turn, carry a time penalty. Depending on the application this
can be an important consideration.

In this report we make a brief survey of the range of cryptographic algorithms that might be of interest to
project TAMPRES. We make our recommendations for the technologies that might be interesting to explore
further and, a key feature of project TAMPRES, we provide pointers towards a significant item of work; that of
designing and testing efficient counter-measures to a range of side-channel cryptanalysis.

2 Security Goals

The application and threat environment have an overwhelming influence on the security goals we are interested
in. What might be appropriate for one application can be entirely pointless for another. Even worse, some
solutions for one goal can create a problem for another.

In general terms, we might be interested in the following security goals:

* data confidentiality: typically provided by encryption,

* data authentication: typically provided by a message authentication code when using symmetric cryp-
tography or digital signatures in the asymmetric case,

* unilateral or mutual entity authentication: typically provided by a challenge-response or a commitment-
challenge-response protocol that can be based on symmetric or asymmetric cryptography.

In project TAMPRES our goal is to provide the most flexible solutions for the widest range of applications.
For work at such a low level, i.e. in the choice of cryptographic algorithm, we prefer to avoid future restrictions
on our work and we will identify, and work with, the most versatile families of algorithms for our work within
TAMPRES.

3 Algorithms and Protocols

At the heart of many security solutions lies a cryptographic primitive. There are many different types and not all
would be suitable for efficient implementation. Generally speaking, cryptographic algorithms can be organised
according to the way they use key material. Some algorithms require all the participants (the sender and the
receiver for instance) to share the same secret key; these are referred to as secret key or symmetric algorithms.
Other algorithms allow the participants to avoid sharing secret key material between all participants; these are
referred to as public key or asymmetric algorithms.
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3.1 Symmetric algorithms.

Participants share the same secret key. The relative performance of different symmetric algorithms is presented
in Tables[Tland 2

BLOCK CIPHER. This primitive is arguably the most important tool for the cryptographer. Not only can a
block cipher be used directly for encryption, but it can be used for tag authentication within a challenge-
response protocol, see Section [3.3] A block cipher can also, when used in an appropriate way, be used
to construct all the other symmetric primitives. One of the most promising recent developments is the
block cipher PRESENT [[11] which was specifically designed for constrained hardware. However research
continues and new proposals are frequently made [14].

STREAM CIPHER. These primitives have the reputation for being smaller and lighter than block ciphers, but
with developments in new block cipher designs [[11] it is not clear that such a distinction can still be made.
We can use a block cipher to build a stream cipher [38]] and this may well be the preference. However
there are dedicated designs with two of the most promising being the Grain family [35] and Trivium [13]].
These appear in the eSTREAM portfolio [75]], along with Mickey v2 [7]], and they provide interesting
opportunities for efficient hardware implementation. Finally we mention the proposal QUAD [6] which
is interesting for its marriage of provable security and the potential for reasonably low-area implementa-
tions.

HASH FUNCTION. The design of a secure hash function is a significant cryptographic problem [59]]. For
constrained devices it is even more challenging. Hash functions compress arbitrary-length inputs to
a fixed-length (short) output while satisfying certain security properties [52]. Dedicated designs tend
to be too large for tags and while hash functions built from a compact block cipher are smaller [11]],
they offer potentially unacceptable levels of security. Recently some promising new designs have been
proposed [3]] but they have not really received sufficient scrutiny. Ironically, theoreticians sometimes
call upon hash functions in the design of privacy-preserving protocols targetted at RFID deployment;
however the practicality of instantiating such protocols is rarely clear.

MESSAGE AUTHENTICATION CODE. A cryptographic checksum has a wide variety of authentication appli-
cations. Often MACs are built out of other primitives [52, 156, 157] and it is most likely that we would
build a MAC out of a low-cost block cipher. However there are also dedicated designs. While many of
these are proprietary, the proposal SQUASH was intended for RFID tags [79]. It is unclear, though, how
to choose good parameter sets to balance performance and security [68]].

3.2 Asymmetric algorithms.

The participants in a cryptographic exchange, say the sender and receiver, do not use the same key material,
some of which can be made public.

ENCRYPTION. Depending on the application there might be calls to add public-key encryption to sensor
networks; for instance to exchange secret shared keys or to provide a way to return data to a central
node/server.

DIGITAL SIGNATURES. The digital signature can be used to demonstrate the authenticity of a device if used in
a challenge-response protocol. The most promising candidate for dynamic signatures on constrained de-
vices would probably be ECDSA [60], the elliptic-curve variant of the DSA signature scheme. However,
as shown in Section the physical costs remain large. Application considerations might also suggest
a digital signature for data authentication.

IDENTIFICATION SCHEMES. Such schemes allow a tag to “prove” that it contains a tag-specific secret during
an interactive commitment-challenge-response protocol with the reader, see Section [3.3] These schemes
can be converted to give digital signatures [52], though such a conversion is rarely done in practice and
identification schemes are deployed on their own terms.
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3.3 Cryptographic protocols.

We have separated algorithms from protocols since they operate at different levels. We can define a protocol
for some purpose such as tag authentication, and this will consist of a communication interchange and some
data transformations. The transformations could consist of a complete cryptographic algorithm, e.g. a block
cipher or a hash function. However the technical properties of the protocol do not normally depend on which
block cipher or which hash function is used, provided it is a secure one. Clearly though, when it comes to
instantiation and deployment, the choice of underlying algorithm becomes vitally important.

One of the basic protocols is a simple challenge-response protocol which can be used, in principle, for
device authentication in either a secret-key or public-key setting. Generally speaking, public or asymmetric key
solutions for challenge-response can impose a considerable computational burden. However, in the symmetric
key setting solutions are perfectly feasible on very limited devices. Additionally, extensions to reader and/or
mutual authentication are straight-forward. The “cost” however would be a secret-key infrastructure.

Tag

challenge

Choose challenge

. . response
Computation using secret s

Check response valid

The commitment-challenge-response protocol offers one way to provide tag authentication in a public-key
setting while remaining computationally suitable even for very limited devices.

Tag

commitment

Choose commitment
challenge

Choose challenge
response

Computation using secret s Check response valid

Within TAMPRES a range of security services are likely to be required and applications will dictate the
most appropriate solutions.

4 Cryptographic Performance

When understanding the suitability of different cryptographic solutions, it is important to keep in mind the
following five quantities.

SECURITY LEVEL. The security levels we see for typical Internet applications (from 128 through to 256
bits) are unlikely to be appropriate for passive RFID tag deployments or for nodes in sensor networks.
The phrase “x-bit security level” refers to the length of the keys that would be used in a symmetric
cryptosystem! and indicates that an adversary would have to perform 2% operations to find the secret key
used in a good symmetric cipher?.

Since excessive security levels can harm performance it is worth taking care to get the balance right.
However, it is a task of some delicacy to find the appropriate trade-off points between security and per-
formance in computationally limited devices. For many commentators, there is a reasonable consensus
that a security level of 80 bits is appropriate [[/5] when assets are worth protecting but the cost of devices,
or their performance, is a limiting factor. To help appreciate the security this provides, the age of the
universe is equivalent to 250 microseconds.

"Equivalent strength key lengths for asymmetric systems can be readily derived [18].
Mt is well know that time-memory trade-offs are available that give different perspectives to this headline figure of 2%.
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Some commentators have expressed concerns about denial-of-service attacks against RFID-based or
sensor-node systems. However the cost and true benefit to an attacker in mounting such an attack is rarely
analysed and such an attack is rarely realistic. Instead, the most significant threat to a cryptographic de-
ployment in basic devices is likely to come from hardware attacks that extract secrets by exploiting what
is termed side-channel information. While the costs and the anticipated gains for an attacker might be
disputed, it is one of the goals of TAMPRES to consider this issue in some considerable detail. For more
details on this issue see Section[3

AREA. This is one of the major factors that impacts whether an algorithm can be supported on passive
tags, and at what price. The area occupied by an implementation depends on (i) the specific details of the
algorithm and (ii) on the security level. Having a higher security level will increase the area requirements.
The standard way of measuring area is using the notion of a gate equivalent (GE). For a given fabrication
technology we know the physical area occupied by a boolean nand gate. The total physical area of
the implementation can therefore be divided by the area of a nand gate to give the area cost in gate
equivalents, GEs. The idea of representing area in this way is that an area comparison becomes somewhat
independent of the fabrication technology that is used. The typical goal is that an implementation should
require less than 3 000 GE, and this is attainable with the new generation of algorithms.

POWER. The second major factor for tag deployment is the power consumed by the algorithm. In passive de-
vices this can lead to a restriction in read range while in powered devices any signficant power consump-
tion can impact battery life. Since larger circuits consume more power>, power and energy consumption
are somewhat dependent on the chosen security level and the implementation of the algorithm. It can
also be dependent on how fast we want algorithms to run, which can in turn have implications for higher-
level protocols. It is notoriously difficult to compare power requirements between different fabrication
technologies, but simulation tools can give a reasonable indication of the anticipated performance.

TIME. Much depends on the application whether the time to run a cryptographic computation is important.
There are no guidelines on what would constitute an acceptable response time, much will depend on
the application, but integrating cryptography into a communication protocol on a constrained device is a
substantial step. To achieve a faster computation one could always clock the hardware faster. However
this would consume more power and so it becomes a delicate issue to find the appropriate balance. This
is an area of ongoing research though we observe that (i) response times for many existing techniques
are already so good that the impact may be minimal and (ii) for applications that call upon cryptographic
functionality, a slight reduction in tag throughput may well be an entirely appropriate trade-oft.

COMMUNICATION. Some protocols in the cryptographic literature manage to have good area, power, and
timing characteristics. They might even have plausible arguments for their security. But they can be
let down by the amount of communication that is generated and which can become unwieldy or even
infeasible.

As we have noted above, these five goals can be in opposition. This means that there is a great deal
of latitude to the designer/implementor in choosing their priorities. An implementation minimising execution
time, for instance, will have very different area and power requirements than an implementation minimising area
or power requirements. In the comparisons that follow, our focus will be on area-based comparison between
algorithms. The references, however, will give more detail on the power consumption and the time impact of
using the indicated algorithms.

3Things are more complex than this, but it is a reasonable approximation.
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4.1 Symmetric algorithms

Tables [1] and [2f summarise the implementation cost of many block ciphers (except AES which is treated sep-
arately), stream ciphers, and hash functions. For message authentication codes we could use a block cipher
in an appropriate mode which would carry a slight overhead over the basic block cipher. When using a block
ciphers in a constrained environment, it is not clear that one needs both encryption and decryption. Provided
sender and received agree on the appropriate techniques, message encryption and decryption as well as mes-
sage authentication and verification can all be done using a block cipher in the “encrypt direction”. There are,
of course, techniques that would require sender and receiver to use different “directions”, e.g. CBC mode, so
much depends on the security architecture.

Implementations in Table [T] are, typically, optimised for area. There are, of course, many other results
in the literature for, say, implementations where high throughput is required. However the area/cost of such
implementations is unlikely to be suitable for constrained devices. We further note that some unconventional
proposals such as HUMMINGBIRD [[19]] and ARMADILLO [4]] have been made in the literature though attacks on
early versions of both [77, [1]] have lead to re-designs. The evolution of lightweight block ciphers over the past
decade is illustrated below. While not permitting rigorous interpretation (data-points have not been normalised
for different block and key sizes) the general trend towards the bottom right-hand corner is clear. Proposals
indicated with a solid box use a fixed key, unconventionally small block size, or experimental research-oriented
techniques. Few, if any, from these particular proposals remain uncompromised.

O Clefia
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4000 O XTEA SEA D
O AES
O AES (encrypt only)
 HIGHT
3000 O Clefia
mCRYPTON NOEKEON-2010
= [
DES E TEA O pesxL AES (encrypt only)
2000
ceen @ ) DESL
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PRESENT
—
1000 KATAN GOST-PS
KTANTAN
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4.1.1 AES

As the NIST standard block cipher, the Advanced Encryption Standard (AES) [55] would be the only choice
to consider for most applications. While it has a very pleasing performance profile across a wide-range of
implementations, it is not known as the most compact block cipher.

There are several key results on the compact implementation of the AES, given in the following table.

’ ref. H area (GE) ‘ cycles/encrypt | bits/cycle

[22] 3400 1032 0.12
[33] 3100 160 0.80
[72] 2400 210 0.61
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Table 1: The implementation results for a variety of compact block ciphers. Throughput and efficiency are
measured when the tag is clocked at a typical tag frequency of 100 KHz. The measure of efficiency used here
(THROUGHPUT/AREA) means that a higher number is better.

key | block | cycles | through. | efficiency | area
size | size (Kbps) | (bps/GE) | (GE)
(higher better) (higher better)
fully functional
SEA [46] 96 96 93 103.2 27.5 3,758
XTEA [38]] 128 | 64 112 57.1 16.4 3,490
AES-128 [22] 128 | 128 1032 12.4 3.6 3,400
HIGHT [36]] 128 | 64 34 188.2 61.7 3,048
Clefia [80] 128 | 128 176 72.7 243 2,996
mCrypton [45] 96 64 13 | 4923 183.6 2,681
TEA [87] 128 | 64 64 100 42.5 2,355
DES [74] 56 64 144 44 .4 19.3 2,309
KLEIN [31] 128 | 64 22 291 131.5 2,213
DESXL [74] 184 | 64 144 444 20.5 2,168
KLEIN [31] 80 64 16 400 190.7 2,097
KLEIN [31] 64 64 12 | 5333 269.2 1,981
encryption only
Clefia [80] 128 | 128 176 72.7 25.1 2,893
PRESENT-128 [[11]] 128 | 64 32 200 106.0 1,886
PRESENT-80 [11]] 80 64 32 200 127.4 1,570
PRESENT-80 [76]] 80 64 563 114 10.6 1,075
KATANG64 [114]] 80 64 255 25.1 23.8 1,054
KATAN32 [[14]] 80 32 255 12.5 15.6 802
encryption only, fixed key

GOST-FB [73] 256 | 64 32 242 30.3 800
PRINTcipher96 [39] | 160 | 96 768 3.1 4.3 726
KANTANG64 [[14] 80 64 255 25.1 36.5 688
GOST-PS [73]] 256 | 64 32 242 37.2 651
KTANTAN32 [14] 80 32 255 12.5 27.1 462
PRINTcipher48 [39] | 80 48 768 6.3 15.7 402
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For very constrained devices such as UHF RFID tags, the viability of AES is not so clear at this time.
However, for the applications (and devices) targetted by TAMPRES it could well be an interesting implemen-
tation choice. In addition to the implementations given above, it is therefore interesting to note that TAMPRES
partners have their own implementations:

’ partner H tech. (um) ‘ area (GE) ‘ cycles/encrypt | bits/cycle

NXP 0.14 3162 1060 0.12
IHP 0.25 8700 60 2.10

4.1.2 PRESENT and Grain

We illustrate the current state-of-the-art for lightweight block and stream ciphers by comparing PRESENT
with the Grain family. The set of Grain algorithms were initially developed as part of the EU-funded eS-
TREAM project [75] and they are often viewed as very promising stream cipher proposals for lightweight
implementation. Both PRESENT and Grain v1 are of a similar age and have received similar scrutiny in
the literature. While PRESENT is unchanged since its design and remains uncompromised by cryptanaly-
sis [I15} [16} 137, 43] 154} 163} 166, 185, 188], Grain has been updated several times. The first version, Grain, was
broken [9] in the first phase of eSSTREAM and Grain v1, that supports both 80- and 128-bit keys, was proposed
for the second phase [35]. Recent analysis, including [17], has lead to changes to the version taking 128-bit
keys and Grain-128a [2], which also supports an authentication mechanism, has recently been proposed.

Some sample implementation figures are provided for both the 80- and 128-bit key versions of
PRESENT [32] and Grain v1 [32]. Estimates for the performance of Grain-128a have been given by the de-
signers [2] and these are used in place of the 128-bit key version of Grain v1 which is no longer recommended.
Power and throughput (¢’put) are given for a frequency of 100 Khz, though power figures are illustrative since
there are significant variations between hardware technologies. Since the Grain family requires initialisation,
the time to encrypt 64 and 256 bits (in cycles) is given both with, and without, initialisation.

key | init | tech. | power | t’put | only encrypt | init+encrypt | area

(bits) (cycles) (pm) (LW) (Kbps) (cycles) (cycles) (GE)

64 256 64 256

PRESENT
80 0 0.18 5.0 200 | 32 128 32 128 | 1570
80 0.18 33 200 | 32 128 32 128 | 1623
128 O 0.18 - 200 | 32 128 32 128 | 1886

Grain v1 (80-bit key)
80 | 160 | 0.13 33 100 | 64 256 | 224 | 416 | 1294
80 40 | 0.13 4.5 400 | 16 64 56 104 | 1678
80 20 | 0.13 6.1 800 8 32 28 52 2191
Grain-128a (without message authentication)

o

128 | 320 - - 50 | 128 | 512 | 448 | 832 | 2146
128 | 160 - - 100 | 64 256 | 324 | 416 | 2243
128 | 80 - - 200 | 32 128 | 112 | 208 | 2438
128 | 40 - - 400 | 16 64 56 104 | 2828

In the project TAMPRES we have a variety of applications in mind. However, considering the state of the art of
cryptanalysis for both Grain and PRESENT, TAMPRES partners feel that PRESENT would be a more appropriate
solution at this time.
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Table 2: The implementation results for a variety of hash functions. Throughput and efficiency are mea-
sured when the tag is clocked at a typical tag frequency of 100 KHz. The measure of efficiency used here
(THROUGHPUT/AREA) means that a higher number is better.

log,(security) through. | eff. area
pre- 2nd pre- | collision (Kbps) (bps/GE) (GE)
image image
DM-PRESENT-80 [12] 64 64 32 15 9 1600
DM-PRESENT-128 [[12] | 64 64 32 3 12 1886
DM-PRESENT-80 [12] 64 64 32 242 110 2213
DM-PRESENT-128 [[12] | 64 64 32 388 153 2530
H-PRESENT-128 [12] 128 | 128 64 200 47 4256
H-PRESENT-128 [[12] 128 | 128 64 11 5 2330
U-QUARK [3] 128 | 64 64 1 1 1379
U-QUARK [3]] 128 64 64 12 5 2392
D-QUARK [3] 160 | 80 80 2 1 1702
D-QUARK [3] 160 | 80 80 18 7 2819
T-QUARK [3]] 224 | 112 | 112 3 1 2296
T-QUARK [3]] 224 | 112 | 112 50 11 4640
SHA-1 [64]] 160 | 160 80 149 27 5527
SHA-1 [64] 160 | 160 80 149 24 6122
MD4 [23]] 128 | 128 64 112 15 7350
MDS5 [24]] 128 | 128 64 84 10 8001
MAME [86] 256 | 256 | 128 267 33 8100
SHA-1 [23] 160 | 160 80 40 5 8120
SHA-256 [23] 256 | 256 | 128 45 4 10868

©TAMPRES consortium 2011
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4.2 Asymmetric algorithms

In attempts to use digital signatures, much work has focused on the efficient implementation of elliptic curve
cryptography (ECC). Currently, no implementation offering elliptic curves with a good security level has so
far been published that comes close to 5 000 GE. Instead there are implementations with a lower security level
requiring around 10 000 GE or more [8, 27]]. Much depends on the applications in mind for TAMPRES whether
or not elliptic curve based solutions are likely to be suitable.

Gaubatz et al. 28] have investigated the hardware efficiency of the NTRUencrypt algorithm [62]. Though
their implementation for a version with reduced security requires only 2 850 GE, it takes a rather long 29 225
clock cycles. There do not appear to be any implementation figures for NTRUsign. A company called Secur-
eRF [78]] advertises a range of security-enhanced tags using something called an algebraic eraser. No details
of their techniques are given. With regards to identification schemes, Oren et al. propose a scheme called
WIPR [65]. An ASIC implementation of WIPR requires 5 705 GE and 66 048 clock cycles. However all these
have a larger area and/or much longer processing time than CRYPTOGPS [30]]. There have been numerous
studies of its implementation efficiency in ASIC [49, |50]] as well as the implementation of a fully-functioning
FPGA prototype [29]. A full implementation of CRYPTOGPS has even been completed in silicon [71] and
the measured area lies between 2400 and 4 400 GE depending on the particular implementation trade-off. A
version requiring 2 800 GE performs the necessary computation in less than 800 clock cycles.

The implementation results for a variety of asymmetric techniques are given below. These only offer a
guide since different manufacturing technologies may give some variation. The results for CRYPTOGPS are
measured results after full fabrication.

time time area
(cycles) (ms) (GE)

(lower better) (lower better) (lower better)

CRYPTOGPS [71] 9319 93 2403
CRYPTOGPS [71] 724 7 2876
WIPR [65] 66 048 660 5705
Elliptic curve op. 2'13 [§] 53000 530 8104
Elliptic curve op. (2°7)2 [8] || 418250 | 4182 12944
Elliptic curve op. 213 [8] 75250 752 14735

Elliptic curve op. p192 [24] 502 000 5020 23600

While the results above demonstrate that asymmetric solutions for unilateral device authentication are
available—most notably to prevent cloning and tag forgery in passive UHF RFID tags—it is likely that ap-
plications in TAMPRES will require more than just unilateral authentication. We are therefore likely to return
to the issue of elliptic curve cryptography and supporting digital signatures.

4.2.1 TAMPRES partners and ECC

We illustrate the current state-of-the-art in elliptic curve lightweight hardware implementation, before present-
ing results from TAMPRES partners.

The comparison of different hardware elliptic curve implementation is not easy since it depends on a variety
of factors:

¢ the implementation of the Arithmetic Logical Unit (ALU, or sometimes called MALU for Modular ALU)
which implements the underlying field operations and, in turn, depends on:

— the choice and representation of the underlying field, and

— whether it supports only one or multiple fields. An ALU for one specific field with specified repre-
sentation will be generally better in terms of space and time than a general one.

* whether it supports only one or multiple curve(s),

¢ the choice of the coordinate system,
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Table 3: The implementation results for a variety of EC multipliers for binary curve with underlying field
Fo163. The digit size is the size in bits of the basic word used for the field multiplication, kGE is the area of
the multiplier expressed in Kilo Gate Equivalent, kCycles is the number of kilocycles needed for one scalar
multiplication, the frequency indicated is the one of the block and the power is expressed for one scalar multi-
plication.

Implementation ‘ Digit size H kGE kCycles | Frequency ‘ Power (W) ‘

EC Multiplier Fy163[10] 1 10,392 - 847 kHz 46

4 || 12,876 847 kHz 79

8 || 16,247 847 kHz 126

| EC Multiplier Fyi63[34] | 16 || 11,904 296 | 847,5 kHz 67.23
EC Multiplier Fy163[42]] 11 15,094 | 430,654 | 13,56 Mhz -

[42] with extra register 1| 16,206 | 376,864 | 13,56 Mhz -

EC Multiplier Fqu63[44] type 1 112,506 [ 302,457 | 1,130kHz 36,6289
4 1 15,356 | 105,183 323 kHz 12,0758

[44] type 2 1] 13,624 | 298,111 | 1,130 kHz 38,7183

41| 16,433 | 100,837 301 kHz 12,7791

[44] type 3 1 14,307 | 293,587 | 1,130 kHz 43,4442

4 1| 19,693 96, 311 283 kHz 13,2387

EC Multiplier Fo103[40] 1] 12,11 [ 1499, 716 400 kHz 8,12

on Edward Curve 4 || 14,074 | 505,975 400 kHz 11, 36

EC Multiplier Fq163[41]] 1 11,720 | 219,148 400 kHz 7,27

on Edward Curve 4 1| 13,427 59, 800 400 kHz 11,997

¢ the choice of the scalar multiplier, and
* the choice of the full elliptic curve cryptographic algorithm used.

Most of the optimized implementations of elliptic curve cryptography use the combination of these different
units optimized one by one and as a whole. For example, one can implement optimized scalar multiplier
algorithm for a specific type of coordinate. One can also avoid some inversion operations in the ECC algorithm
by only using = coordinates of the resulting elliptic curve point. To synthesize the state of the art, we choose to
report only one type of implementation and this is given in Table|3] We believe this to be a good representative,
and it has following characteristics:

* The implementations use fixed underlying field Fq163 with fixed representation. This size of field offers
a good trade-off between security level and costs.

* The curve parameters and the coordinate system are fixed for one implementation, but can differ from
one to another.

* We only compare the scalar multiplier. The cost in power and time is expressed for one scalar multipli-
cation.

A full hardware lightweight implementation of elliptic curve cryptography state-of-the-art is a specific deliver-
able from project TAMPRES.
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5 Side-Channel Resistant Implementations

The challenge in the TAMPRES project is to implement algorithms in a side-channel secure way. In particular,
the crypto cores are required to be able to deal with passive attacks like power analysis attacks as well as with
active attacks like fault injection attacks.

Side-channel attacks based on instantaneous power consumption exploit the fact that the power drain of the
circuit depends on the internally processed values which in turn depends on the secret key material processed
inside the device. These attacks can be further divided into the classes of simple and differential attacks. The
first class covers attacks which use the power consumption traces of a single or a few executions of the algorithm
and have been most prominently applied against asymmetric primitives. Against symmetric primitives, where
the key is incorporated much faster, usually differential side-channel attacks are performed. That is, during the
attacks, a part of the key (a so-called sub-key) is guessed and then for this fixed sub-key, the power consumption
is predicted for a large number of inputs, typically hundreds to millions. For the same inputs, the power
consumption of the real device is recorded. Afterwards, a statistical test is applied in order to compare the
predicted power consumption and the real power consumption. Each comparison yields a score value for a key
guess and finally the highest amongst all the score values indicates the most likely sub-key. Ways to counteract
these attacks rely on either keeping the power consumption constant or random.

Fault attacks are active attacks and therefore alter the state of the device before or during an encryption.
Such a corrupted state results in an erroneous output which might then be used to reduce the key entropy. In
general counteracting fault attacks requires the deployment of some form of redundancy which allows detecting
a corrupted state.

Both families of attacks are amongst the most practical to cryptographic devices nowadays. Therefore,
countermeasures are vital for the security of an implementation. At the same time such countermeasures
severely impact either the area or the execution time and hence also the energy consumption of an imple-
mentation.

Within the field of lightweight cryptography, side-channel resistance is only just beginning to be addressed
in any significant way. And while both symmetric and asymmetric cryptosystems are, in principle, vulnerable
to these physical attacks, the literature for the symmetric case is much better developed. The primary reason for
this being the fact that only very few asymmetric techniques have the necessary performance profile to interest
researchers in lightweight cryptography in the first place. We therefore motivate the field of study by referring
primarily to the implementation of symmetric cryptography.

Hardware implementations usually deploy a mixture of hiding countermeasures, masking and secure logic
styles. Implementations which rely only on architectural hiding countermeasures are the most inexpensive in
terms of area but also show the least side-channel resistance. Common practices for hiding are shuffling or
parallelization of which the latter one is more appealing in hardware. However, to achieve a sufficient level
of security, also masking has to be applied. In general, it has been shown that the side-channel resistance of
an implementation is proportional to SRN? where the SNR is the signal-to-noise ratio and d is the number of
shares used by the masking scheme [82]]. That is, higher order masking schemes can provide a high level of
security as the impact of them grows exponentially with d. On the other hand implementing sound masking
schemes in hardware is a complex endeavor. Especially, effects like glitches have shown to compromise many
hardware masking schemes in the past (.e.g. [48]).

To this day, only first order masking has been soundly implemented in hardware. Following the proposal
of Nikova et al. [[61]], for instance the block cipher PRESENT has been implemented [72]. The scheme is
well suited for ciphers using small S-boxes and thus the area increase lies between factors of 2.3 and 3.5,
depending on the security options. An FPGA implementation of the design has been evaluated and using CPA,
1M traces were needed to recover the key. By introducing some additional noise, SM traces were not sufficient.
Recently, also AES has been implemented using this approach [53]. However, since AES uses an 8-bit S-box
and implementing such a complex function using Nikova’s approach is still an unsolved problem, the authors
refresh the masks during the S-box computation. This requires 44 random bits per cycle. Note, that the circuit
for the generation of these bits is not included in the area of 11kGE. The area increase is mostly due to the
additional 256-bit mask registers and the 20 times larger S-box. The number of required traces needed to
mount a successful attack increased to 75 million using MIA.

Alternatively, secure logic styles have been proposed to deal with the issue of side-channel leakage. The
family of proposed logic styles is vast and we therefore focus only on one design which is based on a hiding
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Table 4: Comparison of side-channel protected block cipher implementations.

Implementation Area Cycles Evaluation Results
[72] 2.3-3.5kGE 547 CPA >5M traces
[53]] >11kGE 266 MIA 75M traces
[83] x 3.5 11 CPA >1.5M traces
[69] X 5 - >3.5M traces

[26] 19.5kGE 2081 x 1700

logic style, namely WDDL [[84]], and one which is based on a masked logic style, namely MDPL [70]. In the
first case, the design is a high performance AES which needs 11 cycles per block. The area increase due to
WDDL is 3.5 times and DPA has not been successful using 1.5M traces [83]. For MDPL, the area increase is
5 times and the power consumption increase is 11 times [69]. Using, PDF attacks for mask biasing and CPA,
the key could not be recovered with 3.5M traces. Although here, the countermeasure seems to be effective, it
should be noted that MDPL has a so-called early propagation issue and can turn out to be very weak depending
on the design. Fixing this issue led to iMDPL, the area increase of which is 20 times.

Alternatively, to save area of secure logic style and to overcome the masking issue, hybrid approaches have
been pursued. Essentially, they protect the linear parts by masking and shuffling and the non-linear parts by
secure logic styles. One such example is described in [26]. The area for the complete AES design increases
by a factor of 6.5 which is due to the large factor inherited from iMDPL. Using a different logic style could
decrease the area significantly. The increase of the number of needed traces is by a factor of 1700.

For fault attacks, countermeasures are either based on modular redundancy in various granularities or on
error detection codes. For the first one, often the fact that block ciphers are bijections is used. That is, the result
of decrypting the ciphertext is compared to the original input. Such a countermeasure offers a large design
space. By for instance implementing it on a round basis within an iterated block cipher, the error-detection
latency can be decreased and the throughput increased while the additional hardware overhead can only be
moderate. Other proposals suggest to rely on error detection codes. However, in hardware, the assumption of
the attacker, has a significant impact on the area increase. As the decision is often made in favor of area, it
seems to be the safest choice to explore time redundant approaches. A good overview can be found in [47]].

Eventually, we are also not aware of any publication, except for protocol level approaches, which deals with
both problems at the same time. One such approach would be for instance [S1]].

Summarizing, we can draw two conclusions. First, for low-cost ciphers, Nikova’s masking scheme is an ap-
pealing solution. Thus, if PRESENT is chosen for one of the cores, this would be the favorable countermeasure
against side-channel attacks. Furthermore, due to the lower complexity of the PRESENT S-box (compared to
the AES Rijndael’s one), also coding techniques might be appealing to protect against fault analysis. Second,
for block ciphers with more complex S-boxes, the costs of countermeasures are rather high, especially when
thinking of combinations of fault and side-channel countermeasures. In view of this, it looks more appealing
to rely on protocol level countermeasures and recently studied leakage resilient constructions [81]. Especially,
because the use of protocol-level countermeasures allows an adaption of the security level and an independent
overhead for side-channel and fault countermeasures.

While our focus in this section has been on symmetric cryptography, there are—as previously stated—
parallel concerns for asymmetric algorithms. Within the field of elliptic curve cryptography, see Section 4.2}
some of the concerns of side-channel cryptanalysis can be countered in the following ways.

When performing elliptic curve computations, the physical behavior of any executed sequence of operations
should not depend on the value of a (secret) multiplier; in this way any elliptic point computation would be
inherently protected against simple power analysis and timing attacks. However, hardware countermeasures
are needed to hide traces of any conditional execution, i.e. it should not be obvious, for instance from the power
profile, to see which execution path has been followed after an i f-statement.

Similarly to symmetric cryptography, secure logic styles have been proposed to deal with the issue of side-
channel leakage for elliptic curve cryptosystems. Further, again as for symmetric cryptographic, techniques
against fault attacks might either repeat all or part of the cryptographic computation (or its inverse operation)
or perhaps introduce invariants to the implementation that must hold during the computation. When the crypto-
graphic operation is done, the implementation can check whether the invariant is still valid. Another technique
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is to use error detection codes and to regularly check for correctness of certain values. As well as protecting
elliptic curve parameters against errors in the long term non-volatile system as well as the stored secret key, a
scheme for error detection and verification of data prior to scalar multiplication might conceivably be used.

The mathematical foundations of elliptic curve cryptography can permit (at least in theory) some very spe-
cific attacks, often involving points of unusually small order. Checks to ensure that the input is on the predefined
curve will help, which will also prevent so-called weak and twised curve attacks. Resistance against differential
power analysis can be achieved by randomizing the input point (or its representation) since such randomization
destroys the correlation between the scalar, the input or output of the computation, and intermediate results of
the scalar computation.

In summary, a range of countermeasures exist, each suitable for different potential attacks, but they tyically
carry some implementation cost. It is therefore an open, and pressing, issue to decide which countermeasures
are appropriate against which level of adversary, particularly when the target devices are highly constrained as
is the case for sensor networks.

6 Cryptographic Algorithms and TAMPRES

» Symmetric techniques: AES as a byte-oriented design and PRESENT as a nibble-oriented design.

* Asymmetric techniques: ECC cryptography.
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