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Abstract 

The development of current IoT technologies was only possible by the integration of different 
hardware and software technologies. To further advance IoT this roadmap investigates the research 
areas nanotechnology, biotechnology and cognitive sciences. After showing their strong market, the 
three areas and technologies are analysed in depth. We show possible applications of IoT in 
nanotechnology, biotechnology and cognitive sciences and how technologies from these areas can 
be used to enhance IoT and to bring IoT to a new level. Finally, the roadmap gives recommendations 
how this collaboration should be conducted. 
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1 Introduction 
The increasing miniaturization of communication devices and the proliferation of technologies such 
as smart phones, sensor networks, etc., are making the concept of the Internet of Things become a 
reality. The future will be a world where everything is connected and devices communicate 
seamlessly with each other to improve our daily lives. 

There are several features that are especially relevant in order to explain the acceleration in IoT 
technologies, namely the size of the devices, their ability to be integrated in the real world, their level 
of autonomy, their computational and memory capacities, their ability to develop certain 
intelligence, etc. Therefore, the development of parallel technologies is essential to achieve the final 
objective of real and big-scale IoT applications in the near future. Late tendencies show that this is 
clearly the case for nanotechnology, biotechnology and cognitive sciences.  

The implications that these three technologies may have for IoT can be envisioned, but this 
roadmap tries to go further, analysing the technologies in depth and searching for possible points of 
synergy. In general, nanotechnology, biotechnology and cognitive sciences represent three areas of 
interest for IoT, since they can improve the abilities and physical features of the devices involved. 
The objectives in this roadmap are to describe the main advances in these technologies, and their 
possible applications or implications for IoT.  

This collaboration should be established in both directions, since nanotechnology, biotechnology 
and cognitive sciences can exploit IoT applications and vice versa. Another objective is to detect new 
application areas in the market due to these fruitful links. Last but not least, the main current gaps 
in these technologies will be shown. This will be highly relevant in order to estimate how far the 
technologies are from their direct integration within IoT; and it will allow scientists to comprehend 
the needs of the field, and to propose new research guidelines to fill in those gaps.  
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2 Market Overview 
Before looking at the technologies of the single research areas a short market overview is presented 
in this chapter. The IoT market in general and the market for wearables in particular has already 
been covered by D2.1 "IoT Application Scenarios" and is, therefore, not repeated here. This chapter 
concentrates on nanotechnology, biotechnology and cognitive science. 

When adopting technologies from different areas it is in general hard to predict how the market will 
develop for them. Therefore, we present general market overviews for the three areas 
nanotechnology, biotechnology and cognitive science.  With IoT entering these areas, IoT could 
profit from the development in these areas. On the other hand, when technologies of the three 
areas are applied in IoT, new possibilities will arise that cannot be numbered. At the same time 
these results in new sales potential for the technologies, thus increasing the market there. 

2.1 Nanotechnology 
A rapid growth of new industries and services that use nano-technologies is expected and they are 
potential for reorganization and improvement of production processes in many branches of 
economy. In the nano-technology industry markets of various types are formed and developed as 
nano-complexes: nano-science (sale of licenses, certificates, industrial designs); nano-technologies; 
nano-products and nano-services; nano-devices and nano-instruments to control nano-technology 
processes. 

In terms of economic trends and perspectives, interest in forecasting the market for nanotechnology 
products emerged in the early 2000s, in parallel with the initiation of dedicated nanotechnology 
funding programme in many countries. One of the first long-term forecasts was provided in 2001 by 
the National Science Foundation (NSF) in the United States. According to the forecast of the NFS, the 
total volume of market is expected to achieve $2.6bn by 2015 and reach 15% of the total industrial 
production in the world1. The US company "Lux Research" gives other forecasts, and in it 2014 
report it is estimated a volume of market around $2.6 trillion and a growth in revenue from nano-
enabled products across all industry sectors to 731bn of dollars in 2012 ($339bn in 2010).  

Regarding the products, the "Project on Emerging Nanotechnologies"2 compiled a list of 1628 
products or products lines in 2014. They also grouped these products in 8 categories that are loosely 
based on publicly available consumer product classification systems. The largest main category is 
Health and Fitness, with a total of 788 products and appears far away as the most mature domain in 
terms of commercialization. This includes products like cosmetics and sunscreen.  

                                                         
1 Source : Kovalev “trends if the nanomaterial market”, October 2013 
2 http://www.nanotechproject.org/cpi 



 

D2.2 – IoT International Roadmap 
 

 

 

 

www.smart-action.eu 9 

 

Figure 1: Number of nano products listed by the project 
on emerging nanotechnologies 

 

Figure 2: Number of products per categories. (Source: 
Project on Emerging Nanotechnologies) 

In terms of research investments, over the past 
decade, US, Europe and China have significantly 
developed research in the field of nanotechnology. 
According to Lux research, in 2010, $9bn were spent 
by public and private sector on research in the field of 
nano-technology, with an outcome of more than 
90 000 registered patents. It can be observed that the 
rate of patents published in three or more countries 
has decreased over the past decade, and according to 
the report on the fifth assessment of the national 
nanotechnology initiative produced by The President’s 
Council of Advisors on Science and Technology 
(PCAST) 3 , the cumulative growth of nanoscience 
patents follows an S‐curve which suggests that the 
field of nanotechnology product development has not 
yet reached maturity.  The figure below shows the 
number of cumulative patents for the most important 
countries.  

 

Figure 3: Number of published papers and patents for 
international leaders in nanotechnology (Source: PCAST) 

In terms of research areas, the ObservatoryNANO project identified in its report “European 
nanotechnology landscape report” patent deposits and publications under the major societal 
challenges. It appears that the challenges related to ICT and energy are the most important ones.  

                                                         
3 http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_fifth_nni_review_oct2014_final.pdf 
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Figure 4: patent and publication deposit by grand challenges from 1998 to 2009 (Source: ObservatoryNANO) 

Nanomaterials are generally used as intermediate products and thus, are inscribed in a broader 
value chain. Figure 5 illustrates this broader value chain for nano-enabled pharmaceuticals. 

 

 

Figure 5: Value chain of nano-enabled pharmaceuticals (Source: Adapted from Robinson, D. R, R. and A. Rip. Socio-
economic Dynamics of Innovation and Uptake, 2012) 
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Today, nanoparticles are produced either by private or public research labs in small quantities, or by 
small businesses in medium quantities, or indeed in several thousand tons by large businesses 
operating in chemistry, optics, pharmaceutics etc. Alongside this production on a large scale in 
specialised centres, many large centres still use traditional methods. 

Among the barriers to developing technologies identified by Observatory Nano, technical and 
economic obstacles are predominant. Research into nano-manufacturing will therefore aim to go 
from exploratory technology to innovations that could be produced on a sufficiently large scale to 
reduce production costs. This presupposes a better mastery of the production process for 
nanomaterials, reduction of the associated risks, adapting the process of manufacturing ‘’nano-
enables products’’.  

 

Figure 6: Degree to which barriers impact companies’ commercial success (Source: The European Nanotechnology 
Innovation Landscape report, ObservatoryNANO, 2011) 

2.2 Biotechnology 
Biotechnology is an increasingly important industry in the healthcare sector, in offering 3 main 
products perspectives: therapies, vaccines and diagnosis (disease or genetic disorder). To illustrate 
the market potential for the red biotech, today 350 million patients worldwide benefit from 
treatment representing a global market for prescription drugs of $754bn in 2013; it is estimated that 
22% come from biotech in 2013 equating to $165bn of sales. The size of the prescription drugs 
market is expected to reach $1065bn in 2020, and the biotechnology industry’s share of this is 
expected to grow to 27%, equivalent to $291bn.  In 2006, sales from biotechnology products within 
the world's top 100 products represented 46% of drugs and pharmaceuticals sales, and will reach 
52% in 20204. 

 

Figure 7: Worldwide prescription drug & OTC: Biotech influence within sales (Source: EvaluatePharma) 

                                                         
4 EvaluatePharma – report 2014 
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Figure 8: Worldwide prescription drug & OTC: Biotech influence within top 100 products (Source: EvaluatePharma) 

The biggest player in 2013 in the biotechnology for health space was Roche, with sales from 
biotechnology representing $29bn. It must keep its leading place in 2020, with sales estimated at 
$43.5bn, representing an annual growth of 6% per annum. Bristol-Myers Squibb is forecast to show 
the strongest growth of 21% per year. 

 

Figure 9: Worldwide prescription drug sales from biotechnology in 2020: Top 10 companies (Source: EvaluatePharma) 

Thus, biotechnology is currently a "hot" market for capital investment: the North American and 
European companies raised $28.18 billion in 2012 (approximately the amount of 2006) and $33.31 
billion in 2011, the best total over the past decade (better than the figures before the 2008 crisis). 
This was driven almost entirely by debt funding, with a large decrease in IPO between 2008 and 
2012, and a venture capital that have been quite stable since 2009. However, it seems that the IPO is 
starting to flourish once again, with 30 IPOs of biotech companies in 2013 in USA (more than double 
compared the amount in 2012).5 

                                                         
5 Biotech industry report 2013 – Ernst&Young 
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Figure 10: Capital raised in North America and Europe by year ($bn) (Source: Ernst&Young) 

In terms of domains, oncology (23%), diagnosis (23%), inflammation (13%), neurology and central 
nervous system (11%) and endocrinology (10%) are the ones attracting most capital. 

In terms of geography, USA remains the leading country, with $23.3 billion in 2012 — the second-
highest total over the past decade, after 2011, when the industry raised US$29.7 billion. European 
capital raised was only $4.2 billion in 2012, but we can notice it was the highest total since before 
the global financial crisis, with a progression of 44% between 2012 and 2011. 

Globally, the biotechnology for health market is dominated by the North-America industry 
(USA and Canada): in 2009, 74% of worldwide turnover, and 6 of the 10 largest companies in terms 
of revenue were from US. At the same time, Europe represented 18% of worldwide turnover and 
Asia/Pacific 5,5%. If the United States remains the undisputed leader in this market, the European 
dynamic is good, especially in terms of market share (+12% between 2009 and 2012). 

 
2009 

 
  2012 

Figure 11: Turnover for worldwide health biotech sector (Source: LEEM) 
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Figure 12: Companies figures for worldwide health biotech sector (Source: LEEM) 
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But we are not facing a market disruption, the United States still remains the undisputed leader in 
the global biotechnology market as shown by the vitality of USA markets in terms of pipeline: the 
Food and Drug Administration (FDA) approved 39 new drugs in 2012, including 13 with the status of 
orphan drugs, an increase of 38% compared to 2008 and the highest since 1997. 

Europe’s pipeline is about half the size of the US pipeline. In 2012, UK, Germany and Switzerland 
accounted for 40% of all the pipeline developments in Europe. UK was the leader in preclinical 
studies and Phase II trials, and France has a small lead in the number of Phase III trials. 

 

Figure 13: US Pipeline by region in 2012 
(Source: Ernst&Young) 

 

Figure 14: Pipeline by country in 2012 
(Source: Ernst&Young) 

Finally, in terms of bioproduction capacities, USA, China and India are the 3 leaders. Israel is an 
important player in terms of IP (leader in patent number by capita in health biotechnology). 

In a study by BBC research carried out across the world, the biochip products market was worth 
$3.3 billion in 2012 ($2.6 billion at the beginning of 2010), and is expected to grow to nearly $3.9 
billion in 2013 and $14.4 billion in 2018 at a compound annual growth rate (CAGR) of 30% for the 
five-year period 2013 to 2018. 

 

Figure 15: Bioproducts market share between 2007 and 2014 (Source: BBC research) 
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2.3 Cognitive Science 
Cognitive science technology is usually realized in software, which in turn is included in various types 
of hardware. Therefore, it is difficult to show market figures for cognitive science in general. 
However, the robotics domain, especially personal and domestic robots, includes many of the 
discussed cognitive technologies, for example learning or human-machine interfaces. Therefore, we 
include a short overview on this market. 

The Consumer robots market is a vast domain with a huge range of opportunities for robotics (see 
Figure 16). In this category we can find the so called service robots for personal and domestic use, 
which include vacuum and leisure robots, including toy robots, hobby systems, education and 
research. The robots that belong to this category are usually performing non-commercial tasks and 
also they can be operated by lay persons, without any special training. The main challenge in this 
market is to produce robots with sufficient functionality to generate novelty and fascination, 
and maintain the interest of a person over a significant time span at a price suitable for the mass 
market6. 

 

Figure 16: Consumer market robot applications 

According to the International Federation of Robotics (IFR), in 2013, it was estimated that at least 2.7 
million domestic robots, including all types, were sold. The value was about US$799 million, 15% 
higher than in 2012. As for entertainment robots, also according with IFR, about 1.2 million units 
were counted in 2013, 12% more than in 2012, corresponding to a total value of US$911 million. 

According to IFR, it is projected that sales of all types of robots for domestic tasks (vacuum cleaning, 
lawn-mowing, window cleaning and other could reach almost 23.9 million units in the period 2014-
2017, with an estimated value of US$6.5 billion. The size of the market for toy robots and hobby 
systems is forecast at about 4.5 million units, most of which for obvious reasons are very low-priced. 
About 3 million robots for education and research are expected to be sold in the period 2014-2017. 

Sales of all types of entertainment and leisure robots are projected at about 7.5 million units, with a 
value of about US$4.5 billion. This forecast is depicted in Figure 17. 
                                                         
6 EUROP - The Strategic Research Agenda for Robotics in Europe, 07/2009 
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Figure 17: Service robots for personal/domestic use - market forecast 2014-2017 
 (Source IFR, http://www.ifr.org/service-robots/statistics/) 

2.4 Conclusion 
All of the markets – nanotechnology, biotechnology and especially biotech for health, cognitive 
science and also the Internet of Things market – exhibit stable growth, which is expected to continue 
in the coming years. Opportunities created by cross-fertilisations of the research areas, as will be 
shown in the next chapter, can, therefore, be built on stable markets and can even increase created 
value. 
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3 Roadmapping 

3.1 Methodology 
The goal of the roadmap is to investigate possible links between IoT and nanotechnology, 
biotechnology and cognitive sciences in both directions: how IoT can profit from these areas, and 
how these areas can profit from them. The used methodology and the presentation of the results 
differ for both directions. 

At first, it needs to be stressed that common and agreed upon definitions for all three covered areas 
are not available. Different organisations have proposed different definitions that often share a 
common idea but express it in a different way and emphasise other aspects. Therefore, at the 
beginning of the project we had a look at a multitude of definitions and compiled a working 
definition that both included technologies, methods and applications for these research areas. Each 
of the following subsection covering one research area will start with this definition. 

To discover the influence of IoT on the three areas we have concentrated on challenges the areas 
are faced with and have examined if the properties of IoT can have a positive impact on them. It also 
needs to be stressed that there are many more challenges in the research area, but only a fraction 
can be tackled by IoT. Although this can open up new application fields for IoT they are mostly 
helping in research and are, thus, more a niche market. 

 

Figure 18: IoT building blocks 
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In order to discover the benefits of the three areas for IoT, we were looking at the building blocks of 
IoT that could potentially be improved by these areas. These buildings blocks are shown in Figure 
18. 

In the next step, we have examined the different research topics of the three research areas and 
examined their applicability to IoT. This was first done as desk research, which was further validated 
by expert interviews. Nevertheless, the technologies we have included in this report should not be 
regarded as conclusive list since the research areas are vast and due to the missing clear definitions 
of the research areas there are many border areas. Thus, there are for sure further technologies 
that would be worth to be examined in the context of IoT. 

While some of the technologies are directly applicable and will improve IoT soon, others seem to be 
more visionary and still require a considerable amount or research investment. We have contacted 
the researchers working on these technologies and specifically asked about their maturity and 
readiness for market. These estimations are also reported in the next sections. For this, "near" 
future means up to 5 years; a "medium" time horizon denotes 5-10 years; and a "long" term issue is 
seen in more than 10 years. 

In total, we have contacted over 50 researchers and experts and have talked in detail with 9 of them. 
The list of these experts who provided input for this roadmap can be found in Chapter 6. 

This roadmap is not an introduction to nanotechnology, biotechnology or cognitive science, and the 
description of the single technologies is only superficial. The interested reader should refer to the 
cited publications to get more information on a specific topic or technology. 

3.2 Nanotechnology 

3.2.1 Introduction 
The development of nanotechnologies and nanosciences has been dependent on the development 
of tools permitting the observation and manipulation of materials on a nanoscopic scale. This 
explains why the discipline is still relatively new. Despite the fact that in 1959 Richard Feynman 
launched the challenge of going to the very heart of matter in order to transform it molecule by 
molecule, one had to wait for new possibilities in observation, offered by the scanning tunnel 
microscope (invented in 1981 by IBM researchers Gerd Binnig and Heinrich Rohrer and winning 
them the Nobel Prize for physics in 1986) to finally see matter at an atomic level. 

New arrangements of carbon molecules (but not limited to them), previously 
unknown, have thus been observed, for example the Buckminsterfullerene in 
1985 (60 carbon atoms arranged in the shape of a ball), Carbon nanotubes in 
1991 (sheets of carbon atoms formed into hollow tubes) or graphene in 2004 
(crystal monoplane). 

Nanoscopic materials have specific physical, magnetic, mechanical, optical, electrical, chemical, 
thermal properties, etc. due to size specific effects (almost no default of matter, a distortion of the 
ratio between surface and volume dimensions, a behaviour depending on the laws of Quantum 
physics) which can offer very promising perspectives in a large set of applications domains, from 

 

Figure 19: Structure of 
buckminsterfullerene 
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health to energy, transports, security, etc.  All the main industrial sectors may benefit from advances 
driven by these developments. Step by step, research made it possible not only to observe, but also 
to manipulate and use these properties. 

There is no agreed definition of nanotechnology. For instance, for the OECD, nanotechnology is 
the set of technologies that enables the manipulation, study or exploitation of very small structures 
and systems (typically with any dimension of less than 100 nanometres). Nanotechnology 
contributes to novel materials, devices and products that have qualitatively different properties. Its 
advances have the potential to affect virtually every area of economic activity and aspect of daily life. 

For the European Patent Office, the term nanotechnology covers entities with a geometrical size 
of at least one functional component below 100 nanometers in one or more dimensions capable of 
making physical, chemical or biological effects which are intrinsic to that size available. It covers 
equipment and methods for controlled analysis, manipulation, processing, fabrication or 
measurement with precision below 100 nanometers.  

 

Figure 20: Scale Ladder (Source: Nanoscale Informal Science Education Network) 

However, a pre-normalization process is ongoing in the International Organization for 
Standardization to build a common language between countries and organisations. For the ISO, 
nanotechnology is defined as "the application of scientific knowledge to control and utilize matter 
on the nanoscale, where properties and phenomena related to size or structure can emerge" 
(Source: ISO/TS 80004-1:2010).  
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Within the realm of this roadmap we use the following description and definition: 

Nanotechnology researches small systems of which the size is between approx. 1 and 100 
nanometers. With these small systems, quantum mechanical effects need to be considered, 
which make them behave differently than macroscopic systems. There are many examples 
in nature for nano effects, for example the lotus effect or the motion mechanism of some 
bacteria.  

Two main approaches exist when engineering nanoscale systems. In the top-down 
approach, larger devices are used and/or material is removed from a larger block to create 
nanoscale devices. With the bottom-up approach, nanoscale devices are built from single 
atoms or molecules step by step.  

The wide field of nanotechnology is covered by several sub-areas of research, of which we 
name a few. Nanomechanics studies fundamental mechanical properties of nanoscale 
systems, but include also the engineering of mechanical nanoscale systems, e.g. nano-
motors. Closely related are nanomaterials aiming at researching materials with 
nanostructures that can be used, for example, in display technology, lighting, solar cells and 
biological imaging. In nanoelectronics, structures of electronic components like transistors 
are at nanoscale, which should result in even smaller chips, but also new optoelectronic 
devices, displays or memory. When combining nanoelectronics with nanomechanics, i.e. 
nanoscale sensors and/or actuators we get nanoelectromechanical systems (NEMS). 
Nanorobotics aims at using nanoscale components to create robots in the size of 0.1-10 
micrometers (Nanobots) that are able to move, sense, actuate, compute and communicate. 
When this assembly happens in a self-configuring way, it is called “Claytronics”. The use of 
nanobots is manifold, e.g. in medicine where nanobots could be used in minimal-invasive 
surgery. Nanoionics studies fast ion transport in all-solid-state nanoscale systems. Finally, 
nanophotonics or nanooptics both looks at the optical properties of nanoscale systems 
and engineers optical devices at the nano scale level, e.g. optical switches. 

As indicated in this definition, the production of nano-objects can be achieved through a bottom up 
or top down process. The top down process seeks to minimize the size of materials or components 
though optimized industrial techniques. For example, this process has been used by the 
microelectronics industry to increase the computation power of processors. The size of transistors 
was about 10 000 nm in 1974 and 22 nm in 2012. The bottom up process involves assembling atom 
by atom, aggregates and molecules to integrate into larger systems and obtain the desired 
properties or functions. 

The nano-objects created in those processes can be used directly, for example, as catalysts for 
chemical reactions, as vectors to deliver drugs to the target cells, or to develop nano-materials 
(approximately 70% of the technical innovations). Structures and properties of materials can be 
improved through these nanomanufacturing processes. Such nanomaterials can be stronger, 
lighter, more durable, water-repellent, anti-reflective, self-cleaning, ultraviolet- or infrared-resistant, 
antifog, antimicrobial, scratch-resistant, or electrically conductive, among other traits. 
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3.2.2 Challenges of Nanotechnology related to IoT 
The use of nano-objects has raised safety concerns since the beginning and analysis of risks is a hot 
topic. Three aspects have to be considered: release, intake and toxicity. Often, nano-objects are 
bound in a substrate, e.g. in composites. Research has to show if nano-objects are released when 
these composites break, are abraded, etc. Nano-objects used in aerosols (e.g. deodorants) or fluids 
(e.g. sunscreen) are often not bound to any substrate. Overall, during the production and disposal 
phase of a nano-enriched product, the chance for release of nano-objects is high. Second, the nano-
objects need to find their way into the body by swallowing or inhaling them or probably through 
damaged skin. Thirdly, the nano-objects in the body need to exhibit toxic impact. General risk 
assessments cannot be done since even the geometric shape of the same substance can exhibit 
different effects. Therefore, a case-by-case review is necessary. In summary, there are still many 
open questions concerning the accumulation of nano-objects in the body and possible long-term 
damage. IoT technology could be used to answer these research questions. 

Interaction possibilities 

 

3.2.3 Application of Nanotechnology in IoT 
Nanotechnology is a complex field owing to its dependency on various scientific disciplines (physics, 
chemical, biology, and medicine), research/engineering approaches and advanced instrumentation. 
Thus, part of nanotechnology developments are under the “umbrella NBIC”, an acronym of 
nanotechnology (N), biotechnology (B), information and communication technologies (I) and 
cognitive technologies (C). The NBIC relates often to human enhancement applications but has also 
others applications like in agrotechnology. 

Nanotechnology spans in many different industrial domains (e.g. energy applications, medical and 
sensing technologies, food processing, and packaging) and different positions in the value chain 
from the research stage (as an enabler for developments in other areas of science and technology) 
to final use of a product (e.g. in food packaging or drug delivery). Figure 21 illustrates this by 
indicating the main technological bricks that are induced or substantially modified with 
nanotechnology.  

Nanotechnology Research 

Research on risk of nano-objects needs 
information about their exposure to 
humans, which can then be correlated 
with other health data, e.g. the 
appearance of certain diseases. 

Internet of Things 

When tiny and cheap broadband 
sensors for nano-objects become 
available, IoT devices can create a 
monitoring network to detect their 
occurrence and amount especially in 
production and disposal environments 
but also in the general environment. 
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Figure 21: Main technological bricks induced or substantially modified with nanotechnology 

The next sections cover the technological bricks related to IoT (Energy with Energy Storage and 
Energy Harvesting, Nanoelectronics, Nanosensors, Nanomaterials) and add new nano-areas 
(Nanomachines, Nanonetworks, Internet of Nanothings) as well as cross-cutting issues such as 
Miniaturization to show how nanotechnology can help to improve IoT. 

3.2.3.1 Miniaturization 

Miniaturization is not a new topic in engineering and manufacturing, but it gains more and more 
importance since the last decade. Moving from micro- to nanoscale is considered as a very 
promising field of investigation, especially for application domains such as biomedical applications 
where space requirements are critical. But aside the question of size, small systems demonstrate 
also better properties in terms of precision, velocity, stability, etc. which presents promising 
progresses for many applications domains. 

But in terms of manufacturing and engineering, moving from micro- to nanoscale is not only a 
miniaturization issue. Nanotechnology does not consist in ultra (and even ultimate) miniaturization, 
but manufacturing at nanoscale imposes a switch of paradigm. Shrinkage in device size may lead to 
a change in operation principle due to quantum effects. In fact, the trend in product miniaturization 
requires new process measurement and control systems that can span across millimeter-, 
micrometer-, and nanometer-sized scales while accounting for the associated physics that govern 
the device and environment interaction at each specific size scale. Thus, for nanomanufacturing, 
challenges are going beyond engineering. Fundamental physics and chemistry have to be applied. 
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The nanoscale manufacturing is thus multidisciplinary — involving but not limited to mechanics, 
electrical engineering, physics, chemistry, biology, and biomedical engineering. 

Finally, the integration of nanotechnology with existing technology is also challenging. The 
nanometer-scale components have to be connected with micrometer- and millimeter-scale 
components to communicate with the real world. This requires an integration of not only the 
technologies covering nanometer-to-millimeter multilength scales, but also the physics and 
chemistry covering the entire length scale. We are facing the merging of quantum mechanics and 
classical mechanics.  

Interaction possibilities 

 

Trends 

As a continuous work area, market already profits from miniaturization achievements and there is 
no end to be seen for miniaturization efforts.  

3.2.3.2 Energy Storage 

Since most of the IoT devices take an active role in the network, they need energy to complete their 
tasks. However, the currently limited storage capabilities of batteries require regular recharging of 
mobile devices. Moreover, batteries did not experience the same size reduction as computer chips. 
Therefore, research both tries to improve batteries but also to find alternative power sources. 

3.2.3.2.1 Lithium batteries 

Lithium ion batteries both feature high energy density and high power density, i.e. the amount of 
stored energy and power with respect to their volume, and are, thus, superior to other rechargeable 
batteries. Applying nanotechnology to lithium ion batteries already has a long history: Already in 
2005, Toshiba announced a battery using nanoparticles that recharges 80% of its capacity in only a 
minute and that at the same time looses only 1% of its capacity after 1000 cycles7.   

Current research goals are still to increase capacity, cycle count and robustness, and to decrease 
size, charging time and costs. Most research concentrates on the electrodes, mostly the anodes of 
the batteries since using the traditional carbon anodes four carbon atoms are needed to bind only 
                                                         
7 http://www.toshiba.co.jp/about/press/2005_03/pr2901.htm 

Nanotechnology – Miniaturization 

Miniaturization is a general issue of 
nanotechnology and as a cross-cutting 
issue it touches many of the other 
nanotechnology topics. Therefore, it is 
both a research topic and results are 
already available in products. 

Internet of Things 

More and more devices can be made 
smart and smaller, and smart 
components can be integrated in other 
materials. Eventually, this leads to real 
"smart dust". 
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one lithium ion. Two examples: Using double-walled silicon nanotubes as anode, a power density 
increase by 10 times is reported, with still 85% of the capacity after 6000 cycles [1]. Porous silicon 
nanoparticles on the anode can hold three times as much energy as a traditional battery and can 
recharge in 10 minutes. However, the battery currently only lasts 200 cycles [2]. 

Since a few years, lithium-air batteries are again investigated in more detail due to their very high 
specific energy, i.e. the energy per unit mass, which is approximately ten times higher than Li-ion 
batteries. However, many problems with cathode, anode and electrochemicals still have to be 
solved. Again, nanowires or metal oxide nanoparticles (e.g., MnO2) are used for the cathode. 

Interaction possibilities 

 

Trends 

Better batteries should be available already in the near future. 

Recommendations 

Energy supply is a key challenge for IoT technology. Therefore, prototypes created by research 
projects should pay attention on usability related to energy supply. 

Battery research is strongly driven by electrical cars. More emphasis should be put on IoT devices 
and their specific requirements. 

3.2.3.2.2 Supercapacitors and Nanocapacitors 

Supercapacitors can store electrical energy in a quick way since their power density is one to two 
orders of magnitude higher than for batteries and last for more recharge cycles. Therefore, they are 
suitable for energy harvesting scenarios where small charge and discharge events happen in quick 
succession. 

However, the energy density of supercapacitors is one to two orders of magnitude lower than that 
of batteries. Research is trying to improve on this using nanostructure electrodes. For example, 
porous silicon nanowires as electrodes protected by an ultra-thin carbon layer are proposed in [3] to 
largely increase the surface. A polymer film separates the electrodes, reaching into the pores. As 
opposed to traditional batteries, no chemical reactions occur in such a supercapacitor since the 
electrical charged ions only attach to the surface of the porous material.  

Nanocapacitors are believed to achieve an even higher energy density with a similar power density 
as supercapacitors. Pores with a diameter of some tens nanometers are etched into aluminium and 
inside stacks of metal-insulator-metal are created [4]. Thus, a single capacitor cell is formed in each 

Nanotechnology – Batteries 

Improvement of batteries through 
nanotechnology either leads to 
increased capacity for a given size or 
decreased size for a given capacity by 
almost an order of magnitude. 

Internet of Things 

Improve power supply for IoT devices 
for better integration (smaller size) or 
better usability (longer recharge 
intervals). 
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pore, and many of them are connected in parallel to form the overall nanocapacitor. They exhibit 
very high capacitive density, but on the other hand also high leakage, low operating frequencies and 
low voltage breakdown. 

Interaction possibilities 

 

Trends 

Enhancing capacitors using nanotechnology is still a new field, however first results are promising. 
Improvements for IoT could be seen in medium time horizon. 

Recommendations 

Capacitor market is currently driven mostly by electrical cars. More emphasis should be put on IoT 
devices and their specific requirements. 

3.2.3.3 Energy Harvesting 

Charging IoT devices every few days can be cumbersome; for devices at locations that are hard to 
reach it might even be impossible. Therefore, research aims at harvest electrical energy from 
different sources to provide infinite power to the devices. Several energy sources are proposed; we 
will cover the most useful for IoT. 

3.2.3.3.1 Photo Energy 

If devices are exposed to light solar cells can provide the needed energy. There is a plenitude of 
different solar cell types, for example comparatively expensive monocrystalline cells, cheaper but 
less efficient polycrystalline cells, thin film cells where the absorbing material (often heavy metals) is 
vapour-deposited e.g. on glass, multijunction cells which consist of several layers of semitransparent 
cells that only absorb a certain band gap energy, or organic cells consisting of thin organic 
semiconductor films. 

Nanotechnology tries to improve on several characteristics of solar cells with quite different 
approaches. Some examples: Nanowires can improve the efficiency of solar cells since they 
concentrate the solar light in and around the nanowires due to resonance effects [5]. Using tungsten 
or hafnium diborite 3D photonic crystals coated in a nanolayer of hafnium dioxide, a broadband 
absorber for solar radiation can be produced, that heats up to more than 1000°C and emits a 
desired frequency, which can be converted to electricity more easily and efficiently by single-junction 
photovoltaic cell [6]. In piezoelectric photovoltaic devices, intrinsic strain creates piezoelectric 
potential, which can improve the performance of the photovoltaic device by 70% [7]. Graphene is 

Nanotechnology – Capacitors 

Increase capacity of capacitors through 
nanotechnology. 

Internet of Things 

Provide continuous power supply by 
storing power generated by energy 
harvesting approaches to create 
maintenance-free IoT devices. 
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investigated as cheap, transparent and flexible electrode to replace expensive indium. The multi-
layered solar cells also includes ZnO nanowires covered with PbS quantum dots [8]. 

Also, very new properties are invented: polymer solar cells have been created that are 70% 
transparent for visible light and, thus, to the human eye. Thus, they could be integrated into 
windows, powering smart window technology, or integrated photovoltaic chargers for mobile 
devices could be produces. They consist of a near-infrared photoactive polymer and a transparent 
top electrode made of a mixture of silver nanowires and TiO2 nanoparticles [9]. 

3.2.3.3.2 Thermal Energy 

Thermo-electrical cells ("thermocells") use the Seebeck effect, i.e. the temperature dependence of 
electrochemical redox potentials. Using carbon multiwalled nanotube electrodes, the efficiency of 
the ferri/ferrocyanide redox couple has been improved. Larger sheets can be wrapped around hot 
pipes to harvest low-grade thermal energy; but also smaller form-factors like coins have been 
created [10]. 

When there is no temperature gradient but uniform temperature changes the pyroelectrical effect 
can be used. Certain materials generate a voltage when they are heated or cooled due to a change 
in the crystal structure of in the volume of the material. Anisotropic polarization of ZnO nanowires 
as result of temperature fluctuation has been shown, which has the potential to power nanodevices 
[11]. 

3.2.3.3.3 Mechanical Energy 

At many places where IoT devices will be deployed mechanical energy is present. For devices worn 
at the body, there is body movement, muscle stretching or even the blood pressure. Also vibration 
from acoustic or ultrasonic waves is a form of mechanical energy. The flow of body fluids such as 
blood or other fluids in nature contains hydraulic energy. Thus, there is a rich energy potential to be 
harvested. 

Piezoelectric nanogenerators have been invented in 2006 by Z. L. Wang. They showed that ZnO 
nanowires and nanobelts exhibit piezoelectricity, i.e. they create an electrical potential by external 
strain [12]. Since then, other inorganic material such as ZnS, CdS, GaN, but also non-semiconducting 
and organic nanomaterials have been investigated, e.g. polyvinylidene fluoride (PVDF) printed on 
flexible plastic substrate. The latter could be the basis for self-powered textiles [13]. 

Several forms of such piezoelectric nanogenerators exist: vertical nanowire integrated 
nanogenerators (VING) where nanowires are grown vertically between a base electrode and the 
counter electrode; lateral nanowire integrated nanogenerators (LING) where nanowires are laterally 
aligned on a flexible substrate, but several arrays can be connected in series to increase the voltage; 
and nanocomposite electrical generators (NEG), which are similar to a VING but a polymer matrix 
fills the room between the piezoelectric nanostructures. 

A triboelectrical nanogenerator (TENG) combines the triboelectrical effect with electrostatic 
induction. Two materials with opposite tribo-polarity transfer charge, and when these materials are 
vertically separated or laterally slided a current can flow between their external connections. 



 

D2.2 – IoT International Roadmap 
 

 

 

 

www.smart-action.eu 27 

Nanowires are used on the contact sides of at least one of these materials to increase the density of 
the triboelectric charges [14]. 

Recently, another effect was used to harvest energy from motion: "reverse electrowetting", i.e. the 
interaction of arrays of moving microscopic liquid droplets with nanometer-thick multilayer 
dielectric films. According to the report, this method is especially suitable for portable devices that 
require watts to tens of watts power [15]. 

3.2.3.3.4 Electromagnetic Energy 

RF transmissions are almost everywhere around us, e.g. TV, radio, cellular or WiFi transmissions. 
Therefore, this ambient electromagnetic energy could deliver a small, but quite stable amount of 
energy to drive small devices. The frequencies considered for RF energy harvesting are mainly 500 
MHz, 900 MHz, 1.75 GHz and 2.45 GHz. Therefore, the required antennas are quite large and not at 
nanoscale. Nevertheless, they are considered to be suitable for wearable devices [16]. 

Inductive charging, which is proposed to wirelessly charge mobile devices, needs large induction 
coils for reasonable efficiency, which are not suitable for nanoscale devices. Moreover, the distance 
between the coil producing the electromagnetic field and the receiving coil can only be a few 
centimeters. In resonant inductive charging, the transmitter and receiver are tuned to the same 
frequency; 75% transfer efficiency can be achieved over a distance of 10cm. 

Depending on future developments of the RF spectrum usage (e.g. THz communications, see Section 
3.2.3.7), this energy source can become again relevant and will, due to the shorter wavelength, 
involve nanotechnology. 

3.2.3.3.5 Conjunctional Energy Harvesting 

Not all power sources might be available at all time, but could complement each other. Different 
nanowire based hybrid energy harvesters have been invented, e.g. for solar and mechanical energy 
[17], thermal and solar energy [18] or sound and solar energy [19]. 

3.2.3.3.6 Application: Self-powered Sensors 

The output of a nanogenerator can not only be used to harvest energy, it can also be the sensor 
signal itself, e.g. to detect the magnitude and rate of a mechanical deformation. This is a big 
advantage for energy-constrained scenarios since the sensor needs no external power.  

The feasibility of this approach has already been demonstrated for a wide range of sensors, 
including the sensors that can be found in many consumer products: Photosensors can be based on 
the same principles as solar cells, i.e. p-i-n or Schottky junction or based on 
semiconductor/graphene nanostructures [20]. As additional advantage, fast response times and 
high photosensitivity is reported. Single lead zirconate titanate nanowires provide a self-powered 
pyroelectric temperature sensor. At room temperature, the sensitivity is 0.4K, and it can be used to 
detect the temperature of a finger tip [21]. Also, a self-powered omnidirectional tilt sensor based on 
a triboelectrical nanogenerator has been shown [22]. However, the total size is still 2.4cm in 
diameter and 2cm in height. 
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More specific self-powered sensors have been reported as well. Super low air-flow measurement 
was achieved using a bluff body to create a vortex, which in turn is detected by a self-powered ZnO 
nanowire based nanogenerator [23]. A 16 µm thick foil consisting of a ZnO-based nanogenerator 
was attached to the surface of an eyelid to detect to motions of the eyeball underneath, e.g. to 
monitor sleep behaviour [24]. The vibration status of a cantilever, more specifically the resonance 
frequency and amplitude damping, can be actively measured using a piezoelectric ZnO 
nanogenerator [25]. ZnO nanowires on a polydimethylsiloxane substrate result in a transparent 
flexible piezoelectric nanogenerator that can be used as a highly robust, self-powered sensor for 
vehicle speed and weight [26]. 

3.2.3.3.7 Application: Self-powered Sensor Systems 

Power generated by nanoscale energy harvesters is mostly too low to directly drive a device. 
Therefore, the energy needs to be accumulated to operate the device for some seconds. For 
common monitoring purposes this is a practicable approach. 

In [27], they developed a system combining a 220µm thick nanogenerator of 1cmx1cm size with a 
capacitor to store energy, a photosensor and a single-transistor RF transmitter. In [28] a ZnO 
nanowire-based nanogenerator stores energy in a super-capacitor, which uses multi-walled carbon 
nanotubes, and a single-walled carbon nanotube based FET detects Hg2+ concentrations and lights 
up a LED. If self-powered sensors (see Section 3.2.3.3.6) were employed, the total required power 
could be reduced further. 

A power management circuit is needed to optimize the working point of the power generator and to 
control the working periods of the actual device. However, this power management circuit itself has 
to be optimized for very low power consumption. In [29], they designed such a low power circuit 
consuming only 1.4µA. However, its size is approx. 3mm² and, thus, still not in nanoscale. 

The use of energy harvesters is already explored for non-monitoring applications, which also exhibit 
non-continuous power consumption. A flexible single crystalline piezoelectric energy harvester was 
even used to power a cardiac pacemaker [30]. 

New research tries to combine energy harvester and storage. A piezoelectric nanogenerator and li-
ion battery are integrated into a hybrid self-charging power cell [31] so that the mechanical energy is 
directly stored as chemical energy. In this case, no external charging controller is needed. 

3.2.3.3.8 Summary 

Interaction possibilities 

 

Nanotechnology – Energy Harvesting 

Harvest energy from photonic, thermal, 
mechanical or electromagnetic sources 
using novel nanotechnological 
approaches. 

Internet of Things 

Provide both energy sources to create 
long-lasting and self-sufficient IoT 
devices and simpler self-powered 
sensors and sensor systems. 
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Trends 

While there are already products applying some energy harvesting technology, other approaches 
are only in prototype state and need more research. The near future will already show simple self-
powered sensors and sensor systems. 

Recommendations 

Even with improved battery technology many IoT devices still need regular recharging. For better 
user experience, energy harvesting technologies should be employed. 

3.2.3.4 Nanoelectronics 

Current microchips can be manufactured with a 14nm process, i.e. the transistor fin pitch is at least 
42nm (for Intel). Therefore, the chip production is already creating nanostructures. However, the 
ever smaller and faster integration of transistors results in more heat generation, which is already a 
major concern in electronics. Depending on their chirality, carbon nanotubes have either 
semiconducting or metallic properties, the latter with very high conductivity. Therefore, they are 
already used to fabricate novel field-effect transistors (CNFETs). In [32], a computer consisting of 178 
CNFETs, with each CNFET comprising approx. 10-200 carbon nanotubes, was presented. However, 
the single transistors are still quite large, starting at 8µm. Also, issues with synthesizing structurally 
uniform CNT and with nanotube assembly and integration need to be solved. 

Research is already trying to create functional devices such as diodes, transistors, switches and 
memory based on single molecules. They are believed to complement traditional silicon electronics 
[33]. However, problems are still the contacts between molecules and (semi)conductors and the 
understanding of the molecular charge transport [34]. 

Nanotechnology helps also in creating flexible electrical circuits and antennas by simply printing 
them using a common inkjet printer. The ink was made of commercially available silver 
nanoparticles and could be printed on coated inkjet paper, photo paper and white or transparent 
PET film [35]. 

Interaction possibilities 

 

Nanotechnology – Nanoelectronics 

Electronics based on CNTs or single 
molecules promise to further reduce 
the size of circuits. 

Printable electronics based on nanoink 
is already available. 

Internet of Things 

Logic circuits at the nanoscale are 
needed to control smart but small IoT 
devices, eventually leading to smart 
dust. 

Nanoink could help to produce simple 
and cheap IoT devices in large 
quantities. 
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Trends 

Several issues still need to be solved, making nanoelectronics a medium to long-term vision. 

3.2.3.5 Nanosensors 

The novel intrinsic characteristics of nanotechnology allow for new type of sensors with interesting 
properties, making nanosensors a strong and promising research field. In section 3.2.3.3.6 different 
sensors based on nanoscale energy harvesters have already been shown, including sensors for light, 
temperature, tilt, air-flow, eye movements, vibrations, vehicle speed and weight. Also various 
nanoparticles and techniques have been used to detect a wide range of molecules in gases or 
liquids — this roadmap only includes some examples. 

Pressure and strain sensors can also be produced based on other characteristics. First, the 
electronic properties of nanotubes depend very much on their atomic structure and, therefore, 
mechanical deformations change their conductivity [36]. Second, spray-coated nanotubes on a 
polymer can form a capacitor whose capacitance changes with applied pressure and strain. By 
creating polymer films with parallel nanotube lines and placing two films orthogonal to each, a grid 
of up to 64 capacitors on a 5cm² area was built that can measure pressure position and force [37]. 
The latest development is piezotronic transistors that are not switched on by applied gate voltage 
but by strain-induced ionic polarization charges. This allows for even higher densities of tactile pixels 
(taxels) —  [38] reports 92x92 pixel on 1cm² —  that are also highly sensitive and, thus, could provide 
for a smart, human-like skin. 

The electrical properties (mainly conductivity) of nanotubes, nanowires, or nanoparticles can also be 
changed by gas molecules; and due to the size of the nanostructures only a few molecules are 
sufficient, thus allowing the detection of very low gas concentrations. Already in 2002, [39] showed 
the detection of CO, NO2, NO, and O3 using nanoparticles and achieving detection thresholds up to 
one order of magnitude below commercially available electrochemical sensors. This allowed for low-
cost air-quality monitoring. However, temperatures above 100°C were still necessary. In [40], they 
reported a highly sensitive (20ppm) gas sensor for NO2 and NH3 at room temperature. The sensor 
was made from a three-dimensional network of foam-like graphene, which can produced easily in 
bulk, can be connected to wires without lithography, and which is mechanically robust and flexible.  

A different approach is taken in [41]. Nanoscale cantilevers can detect masses with sub attogram 
resolution at room temperature and atmospheric pressure based on piezoresistive thin metal films. 
This enables electrical readout of the sensor, which can, thus, be used in integrated nanoscale 
devices. Depending on the polymer coating different molecules could be detected. 

Nanotubes can also be used as sensor inside the body. In [42], it is  demonstrated a highly sensitive 
NO sensor that can either be injected into the bloodstream for short-term monitoring or can be 
implanted under the skin and lasts for one year. Biocompatibility is achieved by attaching either 
special polymers or wrapping the nanotubes in a special gel made from alginate. For this sensor, no 
electrical properties were exploited but the natural fluorescence of carbon nanotubes. When 
coupled with a molecule that binds to the specific target, the fluorescence gets brighter or dimmer, 
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which can be detected by shining a near-infrared laser on them. It is expected to create glucose or 
insulin sensors in the same way. 

Interaction possibilities 

 

Trends 

Lower costs for IoT devices in domestic and environmental fields will help for their adoption already 
in the near future. 

3.2.3.6 Nanomachines 

The term "nanomachine" is not clearly defined. It both denotes molecular machines, i.e. nano-scale 
devices performing some mechanical action, and nanobots, i.e. more complex devices that typically 
also include a nanosensor and some form of logic or simple computation.  

Molecular motors are one example for these molecular machines as they are able to move 
autonomously. Different molecular motors have been developed during the past years, based on 
bubble, self-electrophoretic, electrical, magnetic or ultrasound propulsion [43]. Applications are seen 
in medicine (for example for drug delivery or medical diagnostics) and in environmental monitoring 
or wastewater treatment [44]. However, current propulsion methods require certain fuels, e.g. acids 
available in human stomach or glucose, or external stimuli (light, magnetism, ultrasound), and are 
not able to control their movement themselves. Overall, the mechanic forces generated by nano-
motors, –tweezers, or –robot arms are currently too low to be practically usable [45]. More 
nanomachines based on biotechnological concepts can be found in Section 3.3.3.6. 

Although an actuator can be seen as counterpart to a sensor, actuators are often considered as 
systems that convert energy to motion, i.e. molecular machines. However, emitting light is also 
some form of actuation. Quantum Dot LEDs are a nanotechnology product and feature configurable 
colours, flexibility, low costs, and can be applied in large areas. They have already arrived to 
consumer products such as TVs, but their other applications could be possible: examples are 
innovative illumination concepts for smart homes or signalling devices integrated in things of daily 
life. Research is investigating graphene as electrode to create fully transparent QD-LED sheets [46]. 

Nanotechnology – Nanosensors 

Deliver highly sensitive and small 
sensors at lower costs. 

Internet of Things 

New applications become feasible with 
new sensors, e.g. fine-grained air-
quality measurement in cities, very 
early detection of dangerous 
substances. Also, the sensors are 
expected to be embedded almost 
everywhere, e.g. in the body, in 
composite structures, concrete, 
intelligent clothes. 
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The creation of nanorobots requires the integration of nanosensors, molecular machines with some 
kind of logic. However, due to missing molecular machines and nanoelectronics and problems to 
assemble these different parts, nanorobots still require fundamental research [45]. 

Interaction possibilities 

 

Trends 

Although several technical challenges and also legal problems (e.g., legitimacy of use, controllability, 
responsibility, etc.) need to be solved, Frost & Sullivan expects nanorobots for medical applications 
to be available in 10-15 years. 

3.2.3.7 Nanonetworks and the Internet of Nano-Things 

The interconnection of several nano-scale devices leads to nanonetworks, and their connection to 
the internet leads to the Internet of Nanothings (IoNT) — a term invented by Akyildiz and Jornet [47]. 
In their reference architecture, nano-nodes can communicate with each one over very short 
distances, nano-routers with more resources to aggregate information and to party control the 
behaviour of the nodes, and nano-micro interfaces that communicate both with the nano devices 
and with traditional networks. Normal gateways provide for the integration to the internet. 

Communication in nanonetworks can be nanomechanical, acoustic, electromagnetic, chemical or 
molecular. However, nanomechanical communication requires direct contact between the devices, 
which limits its applicability. Chemical or molecular communication usually takes place in fluids, 
which makes it suitable for in-body applications, which is the idea of the Internet of Bio-Nano-Things 
(Section 3.3.3.6).  Acoustic communication is also discussed mostly in this context. 

Electromagnetic communication of nano-scale devices will usually happen in the THz band since the 
resonant frequency of a nano-antenna is located there. An overview of the state of the art in THz 
communication can be found in [48]. In general, research on THz communication is often driven by 

Nanotechnology – Nanomachines 

Bring active movement and other 
actuation (e.g., visual) to nano-scale 
devices, eventually leading to 
nanorobots. 

Internet of Things 

IoT devices are not stationary any 
more or are moved passively but can 
act themselves. Nanorobots could be 
controlled by larger IoT systems and, 
thus, can be used to monitor health or 
the environment, deliver drugs (for 
humans) or pheromons (for animals), 
process waste, develop active clothes 
or novel filter techniques. 

Quantum Dot LEDs could be applied 
for illumination or new user interface 
designs. 
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the high bandwidth that can be achieved, for example for 5G networks. However, this often neglects 
the special requirements of nano-scale devices, which currently is a less attractive market than 
cellular communication. 

For both antennas and transceivers, solutions using graphene technology and surface plasmon 
polariton waves were proposed, but neither the single solutions have been demonstrated so far, nor 
the combination of an antenna and a transceiver with the additional problem of efficiently feeding 
the antenna. Due to the small size, both the received and the transmitted energy are minimal, which 
is especially critical for the uplink. Moreover, the power for transmission is probably limited due to 
the limited energy source or energy storage capabilities. 

The THz band also suffers from high attenuation of the atmosphere. In indoor scenarios (up to 10m) 
THz communication has been shown using directed beams. However, it is unclear how this can be 
achieved for nano-devices distributed freely in a room. For the uplink, this is even harder, but 
cooperation between the single devices could be an option. 

The high data rate also has advantages since the probability of collisions is very low for short data 
packets. Therefore, probably no special MAC protocol is necessary, which reduces complexity of the 
nano-device's software. 

Interaction possibilities 

 

Trends 

Still, a lot of research is needed to solve fundamental problems and, thus, the Internet of 
NanoThings is a long-term goal. However, advances in this field could be applied to other areas 
before. 

3.2.3.8 Nanomaterials 

With nanomaterials, often all types of nano objects are denoted. Here and in a stricter sense, we 
mean materials that take advantage of their special nano-structure and exhibit special optical or 
mechanical properties. Famous examples are the lotus effect or the hair under a gecko's foot. 
However, most of these cannot be exploited by IoT devices or have already been covered in other 
sections of this document (e.g., energy harvesters or sensors). 

An interesting application for smart homes are windows that can be fully transparent, block infra-
red radiation or block both visible and infra-red, depending on the amount of the applied voltage. 
Tin-doped indium oxide nanocrystals in niobium oxide glass are used to achieve this property [49].  

Nanotechnology – Nanonetworks 

Single intelligent and autonomous 
nano-devices communicate with each 
other to build nanonetworks. 

Internet of Things 

The Internet of Nano-Things is the 
natural extension of the IoT to 
nanonetworks. Since they can be 
applied everywhere, practically every 
device can be now monitored and/or 
controlled from the IoT. 
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Morphing material is material that moulds itself in response to stimuli such as temperature, voltage 
or light. Some concepts include nanomechanics and, thus, we do not consider this to be different 
from molecular machines with all their issues to be solved. Shape morphing is a big research issues 
in aeronautics: the aircraft wing should adapt better to flight conditions by adjusting its shape. 
Beside piezoelectric actuators, shape memory alloys and shape memory polymers are investigated 
that change their shape when heated or cooled [50]. 

Interaction possibilities 

 

Recommendations 

Nanomaterials are probably not advancing IoT technology in general. Nevertheless, advances in 
nanomaterials should be monitored and checked how their properties can be exploited. 

3.2.4 Lessons for the European IoT roadmap 
Three usage types of nanotechnology can be recognized: improvement of "traditional" devices using 
nanotechnology as it happened for batteries or solar cells; the replacement of parts of devices by 
nanoscopic parts, forming a "hybrid" device, which is the case for most nanosensors; and the 
development of complete nanoscale devices as for nanorobots or the Internet of Nanothings. 
Market ready devices are already available in the first category, and more will come in the near 
future. In the second category, the step from component-level to system-level is challenging and 
prototypes still have to prove that they operate under normal environmental conditions and can be 
integrated with minor effort in the IoT. However, this can be achieved in medium term. Finally, 
fundamental research is still needed in the third category, and some problems such as nanorobots 
are quite hard and high prize money (Feynman's Grand Prize8) will be awarded for showing 
solutions.  

Recommendation 

Research programs need to take into account these three different levels of maturity for 
nanotechnology and its potential use in IoT. For areas that still require fundamental research it is 
important that this research does not stay theoretical but leads to practical results. Research 
projects using short to medium term technology should create pre-commercial prototypes. 

For some areas, IoT is not the primary target of the research. For example, battery research is 
mostly driven by the automotive sector. Also, the appearance of new nanotechnology that could be 
suitable for IoT might not be discovered in time. 

                                                         
8 https://www.foresight.org/GrandPrize.1.html 

Nanotechnology – Nanomaterials 

Exhibit special properties, e.g. optical or 
mechanical. 

Internet of Things 

Could bring about new IoT applications. 
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Recommendation 

The idea and needs of IoT application and devices have to be communicated to the nanotechnology 
research community in order to detect new interaction possibilities and finally create products 
useful for IoT. In areas where a strong market detracts research from IoT (see e.g. energy and 
electrical cars) research funding has to provide additional incentives. 

3.3 Biotechnology  

3.3.1 Introduction 
The current definition of biotechnology retained by the OECD is "the application of science and 
technology to living organisms, as well as parts, products and models thereof, to alter living 
or non-living materials for the production of knowledge, goods and services." (Source: A 
Framework for Biotechnology Statistics, OECD, 2005). 

This definition of biotechnology — called single definition — is deliberately broad. The OECD 
recognized that "this definition covers all modern biotechnology but also many traditional or 
borderline activities". For this reason, and to help the exclusion of traditional biotechnology from the 
scope of any statistical collections or study related biotechnology domains, the OECD proposes to 
accompany the single definition with a list-based definition, representing categories of 
biotechnologies techniques. The list-based definition aims to operationalise the biotechnology single 
definition. 

OECD defines seven categories of biotechnologies techniques functions.  

• DNA/RNA: Genomics, pharmacogenomics, gene probes, genetic engineering, DNA/RNA 
sequencing/synthesis/amplification, gene expression profiling, and use of antisense technology. 

• Proteins and other molecules: Sequencing/synthesis/engineering of proteins and peptides 
(including large molecule hormones); improved delivery methods for large molecule drugs; 
proteomics, protein isolation and purification, signalling, identification of cell receptors. 

• Cell and tissue culture and engineering: Cell/tissue culture, tissue engineering (including tissue 
scaffolds and biomedical engineering), cellular fusion, vaccine/immune stimulants, embryo 
manipulation. 

• Gene and RNA vectors: Gene therapy, viral vectors. 
• Process biotechnology techniques: Fermentation using bioreactors, bioprocessing, bioleaching, 

biopulping, biobleaching, biodesulphurisation, bioremediation, biofiltration and 
phytoremediation. 

• Bioinformatics: Construction of databases on genomes, protein sequences; modelling complex 
biological processes, including systems biology. 

• Nanobiotechnology: Applies the tools and processes of nano/microfabrication to build devices 
for studying biosystems and applications in drug delivery, diagnostics etc.  

OECD highlights that "this list could be indicative rather than exhaustive, and is expected to change 
over time as data collection and biotechnology activities evolve". Nevertheless, the last update of 
this list by OECD goes back to 2005, even though new techniques have been discovered or rolled out 
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on a large scale. Thus, many discussions have been run about revising and updating the list-based 
definition. In particular, the proposition to expand the list of techniques concerns: 

• Metabolomics/metabonomics: Identifying and analysing metabolites and their interactions. 
• Systems biology: Modelling whole biological systems and sub-systems for purposes of research, 

predictive medicine and nutrition (nutrigenomics). 
• Synthetic biology: Engineering / designing new synthetic DNA bricks 
• Others: biomimetics; biological control of pests; biocorrosion/biodegradation. 

The biotechnologies are also often classified according to colours, for example the "rainbow code of 
biotechnology" formulated by Edgar J. DaSilva in 2004.9 This delineation of the biotechnology 
landscape by coloured sectors is based on different approaches: according to the processes, to the 
applicative domain, to the part of biosphere where is sourcing the biomaterial, etc. However, the 
rainbow code is also not an international standard, and some classifications use only 4 colours (red, 
white, green and blue), others 5, etc. 

 

Figure 22: The rainbow code of biotechnology 

For the course of the project, we use the following definition on description that includes both 
aspects: 

In Biotechnology, biological systems and living organisms, parts of it, or their products are 
used in technical processes. Some biotechnological methods are quite old, but have not 
been understood for long time, e.g. using yeast to produce bread, wine or beer. 
Biotechnology builds on many other sciences such as microbiology, molecular biology, 
biochemistry, biophysics, genetics, bio informatics and process engineering.  

The area of biotechnology is usually structured by application areas. Green biotechnology 
tries to improve plants or to use parts or ingredients of plants in new areas, for example in 
industry or medicine. If principles found in plants or organisms are transferred to 
technology, it is also called bionics. Red biotechnology aims at medical applications, which 
includes, for example, the development of medications, their production using genetically 
changed organisms or plants, gene therapy, tissue engineering, or the development of 

                                                         
9 DaSilva, Edgar. J. - The Colours of Biotechnology: Science, Development and Humankind. The Electronic 
Journal of Biotechnology. Vol 7, No 3, 2004  

Red Health, Medical, Diagnostics Blue Aquaculture, Coastal and Marine Biotechnology

White Gene-basedBioindustry Brown Arid zone and Desert Biotechnology

Green Agricultural, Environmental biotechnology Dark Bioterrorism, biocrimes, biowarfare

Yellow Food biotechnology, Nutrition science Gold Bioinformatics, Nanobiotechnology

Grey Classical fermentation and Biprocess technology Purple Patents, publications, Inventions, IPRs
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biochips for diagnostic purposes. Depending on the focus, it is also called biomedicine or 
biopharmacology. In white biotechnology, biotechnological methods are used in industrial 
production to reduce required energy, commodities, process steps and costs. Beside these 
three main application areas smaller and newer areas exist, for example grey biotechnology 
dealing with waste management. Overall, the borders between the areas are continuous, 
and often results obtained in one area can be used in another one. 

In summary, the complexity of defining biotechnology comes from the multidisciplinary of domain 
(biology, microbiology, chemical, engineering, mathematics…) and so on the techniques used, the 
diversity of initial living organism considered (microbes, plant, animal, human / DNA and RNA, 
protein and other molecule, cell, tissue…), and the variety of applications anticipated (Medicine 
and Human Health, Industry, Agriculture and Food, Environment, etc.) and so on goods and services 
produced. 

3.3.2 Challenges of Biotechnology related to IoT 
Many of the fields where biotechnological technologies are applied the use of IoT can be considered 
as well. Examples are agriculture or industry (bio-reactors). However, we do not consider these 
areas here since the application of IoT to these fields in general does not depend on biotechnology.  
Also, the simple automation of laboratory procedures is not different from standard approaches in 
industry. 

There is great potential in the biomedical field for IoT, both in research and in the applied medicine, 
as will be shown in the following. 

3.3.2.1 Biomedical data collection 

Exposomics studies the interactions of (non-genetic) human environmental exposures (exposome) 
on the DNA sequence and gene expressions. This presents some challenges in terms of data 
collection. To explore the exposome, and because sources and levels of exposure change over time, 
it is important to measure environmental exposures and health simultaneously to assess the effects 
of short term exposures on acute responses, which may contribute to chronic health effects. 

Real-time measurement of physiological aspects is expanding in clinical medicine with wearables 
and implantable wireless sensors. For example, Google is now testing a glucose monitor 
incorporated into a contact lens; or Omsignal is developing "smart" t-shirts for monitoring pulse, 
respiration and stress levels.  

The challenge for quantification of an individual’s exposome is measurement of the ambient 
environment at the human boundary layer – the epidermis, mouth, mucosa, and nasal passages – 
where contaminants and pathogens enter the body. This requires also wearable sensors. For 
example, recent publications showed the use of smartphones to obtain information on mobility to 
estimate inhaled air pollution doses and physical activity, accelerometers to obtain physical activity, 
while others have used GPS and small sensors to measure mobility, air pollution and noise (the EU 
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project Exposomics10). Future developments speculate about the use of implanted biosensors 
to measure internal levels of environmental exposures in real-time, which might become possible in 
the near future (as has already been done for glucose levels, brain activity and other physiological 
parameters). 

Today, with the recent development in sensor technology and wearables, it is possible to measure 
personal exposure to environmental pollutants and other factors and assess the health responses 
continuously over 24h.  

A challenge for exposome data collection is now to apply this methodology for extended time 
periods and larger populations. Here, the ease of wear is a key criterion, which implies the 
extension of battery life, the miniaturization of sensors, which is particularly true for noise and 
air pollution sensor, and biocompatibility in the specific case of implanted biosensors. Moreover, 
real-time or at least regular intervals communication between the sensor and a central 
server is necessary to avoid the need to download data manually. Projects such as Citi-sense11 
develop systems of communication between the sensor and the Smartphone, to send the data on 
regular intervals. Moreover, the reduction of costs is important. 

To reduce the cost of large scale exposome data collection, an alternative approach to personal 
sensors is the creation of a dense network of embedded ambient sensors where environmental 
exposures can be measured and/or estimated on small spatial and temporal scales, and then 
combined with information on mobility and physical activity of the person, for example from 
smartphones, to obtain personal estimates. The estimates could then be validated with personal 
sensor data. However, it may be hard to model the total personal exposure. 

Interaction possibilities 

 

3.3.2.2 Networked medicine 

Since the 90’s, convergence between informatics, nanotechnology and molecular biology, 
enabled the development of the "–omics" technologies, the technologies supporting the measure 
of some characteristic of a large family of cellular molecules, such as genes, proteins, or small 
                                                         
10 http://www.exposomicsproject.eu/ 
11 http://www.citi-sense.eu/ 

Biotechnology – Exposomic Research 

Further develop exposomics domain. 
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Internet of Things 

Experience in wearable or distributed 
sensors and large-scale data collection. 
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metabolites. Omics refers to the collective technologies used to explore the roles, relationships, and 
actions of the various types of molecules that make up the cells of an organism.  

The cross-analysis of the different areas of life sciences including proteomics, metabolomics, 
genomics, systems biology, population genetics, transcriptomics etc., enables to develop 
personalised healthcare, by creating for example a sort of avatar of a patient: the virtual 
patient12.  

Data from various sources (devices) with a high variety in data structure and semantic needs to be 
collected, integrated and evaluated, which are challenges tackled in the big data domain. Ontologies 
are able to describe the semantic of the information sources in order to make their explicit, thus 
biomedical ontologies play an important role in the process of data integration. Today there 
are already existing biomedical-related domain ontologies: the Open Biological and Biomedical 
Ontologies (OBO) creating orthogonal interoperable references ontologies in the biomedical 
domain; the Gene Ontology (GO) covering molecular function, biological process and cellular 
component; the Sequence Ontology (SO) describing the features and properties of biological 
sequences; the Trait ontology related to the trait and phenotypes. 

Interaction possibilities 

 

3.3.3 Application of Biotechnology to IoT 

3.3.3.1 Bio-Sensors and Bio-Chips 

Biosensors are available for various body parameters such as glucose, oxygen, or blood pressure. 
Their integration into networked systems is already ongoing and data is collected and analyzed for 
diagnostic purposes. This trend will continue. 

With their ability to analyze large amounts of information in small volumes, biochips (as global term) 
exert a growing influence on studies of genotyping, gene expression, and protein interactions. A 
biochip is defined as a collection of miniaturized test sites (microarrays) arranged on a solid 
substrate (plastic, glass, etc.) that allow many tests to be performed at the same time in order to 
achieve higher throughput and speed. Its surface area is typically a few cm². Like a computer chip 
that can perform millions of mathematical operations in one second, a biochip can perform 
thousands of biological reactions, such as decoding genes, in a few seconds. 

                                                         
12 "IT Future of Medicine" (ITFoM) project : www.itfom.eu 

Biotechnology – Networked Medicine 
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Gather various health data of people 
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Biochips are usually classified as following: DNA microarrays, protein microarrays, other emerging 
microarrays (cells arrays, tissue arrays), and Lab-on-chips. For DNA and protein microarrays, DNA 
spots or proteins are placed in pre-defined patterns on a solid surface and matching genes or 
proteins on the probe can bind to them, which can e.g. be read optically. The most widely used 
application for DNA microarrays is the analysis of the transcriptional gene expression, but potential 
applications also include drug discovery, medical (genetic) diagnosis, or the measurement and the 
monitoring of biochemical data. Protein microarrays are mostly used to monitor protein expression 
levels or for biomarker identification and clinical diagnostic. Since these arrays are typically operated 
by robots in laboratory environments their application in IoT is limited. 

Lab-on-a-Chip devices (LOC) bring together, on a surface area of a few cm², several successive 
laboratory operations of a complex protocol analysis, from sample processing to the result giving. 
This integration of several operations requires controlling the movement, the distribution and 
eventually the storage of the reagents and of the sample, as well as physical conditions within the 
device to realize the chemical interaction, such as the temperature. Microfluidics offers solutions to 
move, split, mix or separate these liquids, and is thus the critical component of this integration of 
operations. Labs on chips are networks of microchannel networks to convey chemical solutions on 
defined paths and perform different operations simultaneously. There exist commercially available 
LOC solutions for high-speed DNA analysis or blood testing. 

Most of the foreseeable future applications concern healthcare, and in particular (i) diagnostics, 
which includes point of care diagnostics; (ii) drug delivery systems (high throughput screening); (ii) 
medical devices (both in hospital and for home-care). However, the costs of the biochips are a real 
barrier for large-scale development.  

In the domain of point-of-care diagnosis, the need of enabling the real time transmission and 
interpretation of test results could be supported by the IoT domain. The development of devices 
enabling both the monitoring of patient and delivery of the drug according to the monitoring 
(through an intelligent and personalized delivery system) also raise challenges in terms of intelligent 
communication between the devices, and the management of this new collected data (new data 
analysis tools).  

Finally, a high expectation regarding biochips, and where IoT could play an important role, is the 
development of wearable LOC, and injectable and implantable devices [51]. The developments of 
such devices raise challenges in terms of biocompatibility of devices, biodegradability, and in terms 
of intra-body communication (capacity of transmission inside the body) and power.  
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Interaction possibilities 

 

Trends 

Frost & Sullivan expects injectable biochips and implantable Lab-On-Chips to be available before 
2020.  

Recommendations 

Due to the improved bio-compatibility biosensors are promising and potentially superior to artificial 
nanosensors when applied to the body. Comparative studies would be of interest here evaluating 
the advantages and disadvantages of the different approaches in the same application scenarios. 

3.3.3.1.1 Synthetic Biology 

A new generation of bio-sensors are expected to be built using synthetic biology. This field aims at 
the design and construction of new biological functions, structures and systems not found in 
nature. Instead of trying to understand organisms, synthetic biology seeks to create new ones: 
synthetic biology uses life forms as a bio-based factory to produce new materials, the rewriting of 
DNA’s bacteria enabling bacteria to perform new functions.  

In concrete terms, artificial DNA fragments — called biobricks — are built using DNA-synthesizing 
machines: these machines use the same principle as inkjet copier, except that ink is replaced by the 
AGTC bases DNA molecules. Organisms are then built from biobricks compilation. To bring this 
compilation to life, biobricks are inserted in a chassis, representing a favourable environment for the 
functioning of the new DNA and the gene translation in protein. Currently, the main natural chassis 
used is the Escherichia Coli bacteria, from which the initial DNA has been removed. In successful 
cases, the bacteria are able to read and perform the new genetic program inserted. 

Biobricks are currently industrially manufactured by some companies, such as the German company 
GeneArt, which can produce 8000 synthetic biobricks per month for a cost between 500 and 1.000€. 
10 years ago, the production of 1 gene took many months and cost between 20.000 and 50.00€.  

The use of synthetic biology for bio-based manufacturing is currently at a very early stage. 
Advances in synthetic biology offer new perspectives in the biotechnology sector. "Synthetic biology 
is expected to bring important advances in the field of biomedical research with the development of 

Biotechnology – Biosensors/-chips 

Wearable, injectable or implantable 
biosensors and biochips collecting new 
generation of body parameters. 

Lab-on-a-Chip devices also provide for 
the analysis of blood, urine, etc. and for 
the detection of pathogens, antibodies, 
but also for environmental analyses. 

Internet of Things 

The use of these biosensors with IoT 
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biosensors, vaccines and the optimisation of drug development processes. For example, synthetic 
biology is expected to help reproduce and improve natural therapies. Synthetic biology may also 
have a part to play in developing novel, more efficient biosensors, that could be useful, for 
example, in tackling poorly understood, complex diseases by allowing the collection of dynamic 
quantitative data in minimally invasive ways. Furthermore, it may influence the development of 
personalised medicine, which aims to identify groups with a better chance of responding to 
particular therapies by using markers and other".13 

3.3.3.2 Biofuel Cells and Self-Powered Biosensors 

Fuel cells in general convert the chemical energy of a fuel into electrical energy. For biofuel cells, this 
fuel is an organic mixture, and enzymes or microorganisms are used as catalysators for the 
oxidation of the fuel. As for the energy harvesting approaches presented in the nanotechnology 
section, sensors based on this principle can at the same time be used to power the whole 
biosensing system. 

Already in 2001, a self-powered enzyme-based biosensor for glucose has been shown [52]. Since 
then, other self-powered systems have been demonstrated, in which cyanide, mercury or 
nitroaromatic explosives inhibit the activity of glucose or alcohol based fuel cells and, thus, can be 
detected. An overview can be found in [53]. 

Microbial fuel cells take advantage of the metabolism of microorganisms that can recover energy 
even from human excrements, marine sediments or wastewater. Research tries to reduce costs for 
such fuel cell by developing new, low-cost electrodes, e.g. based on graphene [54]. 

Interaction possibilities 

 

                                                         
13 OECD, Royal Society (2010), Symposium on Opportunities and Challenges in the Emerging Field of Synthetic 
Biology: Synthesis Report 
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Trends 

Although problems concerning costs and energy losses need to be solved a major impact is 
expected already in the near future. 

3.3.3.3 Robustness, Bio-Compatibility, Bio-Degradability 

Higher plants contain much cellulose, but it appears also in certain animals, algae, fungi, etc., and, 
thus, cellulose is available in vast amounts. Cellulose assembles in chain-forming fibres, consisting of 
microfibrils and these, in turn, of fibrils. Highly ordered regions in the fibrils build crystalline 
structures. These structures can be extracted as Nanocrystalline Cellulose (NCC); an overview of the 
extraction processes is given in [55]. The single particles are 5-70 nm wide and between 100nm and 
several micrometers long, depending on the source material and processing. 

NCC features high mechanical strength, good bio-degradability and bio-compatibility. In 
combination with natural or natural-like bio-polymers, for example based on starch, packaging is 
available replacing traditional plastics. Thus, NCC nanocomposites could be used to protect the IoT 
devices. But at the same time, the devices including their packaging could biodegrade after some 
time and, thus, "vanish". This seems to be feasible since electronics based on NCC substrate is also 
investigated.  

Interaction possibilities 

 

Trends 

Nanocellulose is already available. However, it has not been applied to IoT in the described way. 
Therefore, it is a medium-term goal. 

Recommendations 

Electronic waste is a general problem, especially when millions of small IoT devices are envisioned 
that are distributed randomly and not collected again. Therefore, the environmental impact should 
be considered in all future research projects. Bio-degradability of the whole devices could help to 
reduce the problem and should, therefore, be a research topic. 

Biotechnology – Batteries 

Nanocellulose can increase mechanical 
strength, bio-degradability and bio-
compatibility. 

Internet of Things 

Create robust but bio-degradable 
packing for IoT devices that are 
distributed and forgotten. 

For implanted IoT devices, a cellulose-
based coating could increase the bio-
compatibility and decrease the risk of 
rejection reactions. 
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3.3.3.4 Brain-Computer-Interfaces 

Brain-Computer-Interfaces (in short: BCI) are special man-machine interfaces that interconnect the 
brain with a computer. They have the potential to replace, restore, enhance, supplement or improve 
natural central nervous system output and input. 

There exist non-invasive and invasive techniques for BCIs: With electroencephalography (EEG) 
sensors placed on the scalp can detect neural activity by recording its small currents. Since gel and 
water electrodes limit the usability, dry electrodes have been developed which are easy to set up 
and comfortable to wear. Other non-invasive techniques such as magnetoencephalography, 
functional magnetic resonance imaging or functional near infrared spectroscopy are only used for 
research or diagnosis in hospitals due to their high cost or device size.   

Invasive techniques include multi-electrode arrays (MEA) and electrocorticography (ECoG), where 
electrodes are placed either directly inside the grey matter of brain or on its surface. Compared to 
non-invasive techniques, signal quality is better since artefacts are reduced. While MEAs have been 
applied in long-term trials, this has not yet been proven for ECoG. Problems with tissue reaction and 
damages are believed to be solved with biocompatible coatings. 

BCIs work either following an exogenous or endogenous principle. In exogenous systems, external 
(visual or auditory) stimuli evoke a brain response that can be detected. For example, the P300 
visual speller arranges letters in a matrix, and rows and columns flash randomly. When the user 
concentrates on one letter, this letter can be inferred after some flashings. For endogenous systems, 
the user controls his brain activity voluntarily, e.g. by imagining certain movements. This requires 
longer training, but users do not need to focus on external stimuli, which is not available as input 
channel in exogenous systems any more. [56] has recently shown that a joystick can be used in 
parallel to a endogenous EEG-based BCI with both devices controlling different parts of a computer 
game. 

Currently, research on BCI is mainly a medical research field and targets pathological situations, for 
example to enable communication (see P300 visual speller) or motion or help in stroke 
rehabilitation. Also, projects that involve home automation such as BrainAble14 or BackHome15 
target people with disabilities. Apart from this, games controlled by brain activity are already on the 
market. 

According to the BNCI Horizon 2020 roadmap [57], decoding "internal speech" could be available in 
20 years using invasive BCI. The decoding of vowels, consonants and simple words is already under 
investigation [58]. This could replace speech interfaces for IoT (see Section 3.4.3.3.1), but ethical 
implications such as the privacy of thoughts may hinder wide-spread adoption. Also recently, the 
first human non-invasive brain-to-brain interface has been demonstrated. A motor imagery was 
detected in the EEG signal of one person and transmitted to a second person, where a motor 

                                                         
14 http://www.brainable.org/ 
15 http://www.backhome-fp7.eu/ 
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response was caused using transcranial magnetic stimulation [59]. However, the real writing of the 
brain is a long term vision and has even stronger implications. 

Controlling a robot (and thus also other devices in a smart home) could be achieved also with non-
invasive BCIs according to the BNCI Horizon 2020 roadmap. Only certain commands need to be 
trained and be recognized. This can be achieved in medium time horizon. Although the application 
seems limited compared to internal speech decoding, the user is still in control since the BCI can be 
removed at any time. 

An interesting application is also the "brain state monitor": The mental state could enhance the 
context of an external system and thus affect its behaviour. For example, a car could react 
differently if the driver is not attentive, or learning software could adapt to a student based on 
cognitive load, frustration level or fatigue. This can also be available in 10 years. 

Interaction possibilities 

 

Trends 

Context enhancement is seen as short to medium term goal which the control of external devices 
can be achieved in the medium to long term. 

3.3.3.5 DNA computing and memory 

Engineering biotechnologies techniques such as manipulating molecules have been used mostly for 
biological purposes. But since 1990’s, scientists such as Leonard Adleman from the University of 
Southern California considered that molecular engineering must enable a new kind of applications 
by providing blocks for information processing: it is the invention of the "DNA computer" concept. 
The synthetic genes techniques development also has application for the DNA digital data 
computing and DNA digital data storage. 

DNA computing works by encoding the problem to be solved in the language of DNA: the four 
nucleobases abbreviated with A, T, C and G. DNA computing takes advantage of the many different 
molecules of DNA to try many different possibilities at once. There are multiple methods for building 
a computing device based on DNA, including DNAzymes and enzymes. Using these, basic logic gates 
are constructed [60]. 

Biotechnology – Brain-Computer-
Interfaces 

BCIs can potentially improve the 
abilities of people. Since severe ethical 
issues arise with invasive BCIs, external 
BCIs are the method of choice to 
assess the mental state of the wearer 
and to establish an additional channel 
between the human and the devices. 

Internet of Things 

The context of IoT applications can be 
enhanced by the mental state, affecting 
its behaviour. 

IoT applications can be controlled by 
the BCI through a (limited) set of 
commands. 
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The response time of DNA computers is quite slow, ranging from minutes to hours or even days. 
Complex problems can be solved due to massive parallelization. However, it is difficult to read the 
results. 

DNA digital data storage refers to any scheme to store digital data in the base sequence of DNA. 
DNA storage system has the following advantages: it is more compact than current storage systems 
due to the data density of the DNA; it has the capability for longevity, as long as the DNA is held in 
cold, dry and dark conditions, as is shown by the study of woolly mammoth DNA from up to 60.000 
years ago; and it has a resistance to obsolescence, as DNA is a universal and fundamental data 
storage mechanism in biology. 

Interaction possibilities 

 

Trends 

Many fundamental problems still have to be solved and, thus, it is still a futuristic and long-term 
opportunity. 

3.3.3.6 Internet of Bio-Nano-Things 

The artificial nature of the devices presented for the Internet of Nano-Things (see Section 3.2.3.7) 
can be problematic for in-body applications, and their large use increases pollution. Therefore, in 
the Internet of Bio-Nano-Things [61] proposes biological cells as the basic devices and maps the 
components of an IoT device to the functional elements of a cell, namely nucleus, ribosomes, 
cytoplasm, mitochondria, gap junction, chemical receptors, and flagella/pili/cilia. Synthetic biology 
will help in creating artificial cells with minimal functionality and specific properties.  

Communication between cells happens through the exchange of molecules. If the cells are in direct 
contact (juxtacrine), molecules such as calcium ions can be exchanged through junctions in their 
membranes. If the cells are not in direct contact (paracrine), but still in vicinity to each other, 
signalling molecules (so-called autoinducers) can be emitted and diffuse within the intercellular 
space. For distant communication (endocrine) hormones are produced and distributed by the blood. 
Other cells will detect the presence or concentration of the ions, molecules or hormones and act 
accordingly. Similar to the IoNT, a gateway interface translates between molecular and 
electromagnetic communication. 

Biosensors based on proteins such as enzymes or antibodies and DNA are investigated. The protein 
or DNA binds to an analyte and thus changes its conformation, which can be detected electrically or, 
by binding then to another photoactive molecule, optically [45]. However, it currently needs larger 

Biotechnology – DNA computing and 
memory 

Computation and data storage solutions 
for complex problems, large data 
volumes and long-term storage 
requirements. 

Internet of Things 

Computation and data storage are key 
building blocks of IoT devices. These 
silicon-free technologies allow for the 
creation of completely organic IoT 
devices. 

http://en.wikipedia.org/wiki/Woolly_mammoth
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evaluation equipment. Thus, interesting biosensors could be produced, but integration into a 
possible IoBNT is only a long-term goal. 

Different bioactuators are investigated: motor proteins such as kinesin and myosin normally 
transport load inside cells, but they can be exploited to carry microtubules on a polymer surface; 
DNA tweezers can open and close when 'set' and 'reset' strands are added; DNA walkers can walk 
along a predefined DNA track. However, the usability of these approaches is limited. Flagellated 
bacteria can follow a chemotactic trace, which is only possible for short distances. Muscle cells of 
mammals or insects seem to be a promising research direction to exert forces at the nanolevel [45]. 

Interaction possibilities 

 

Trends 

This research field is quite young and many challenges have to be solved. Thus, this is a long-term 
goal. 

Recommendations 

BCI research needs more to take into account applications targeted to healthy users. However, while 
the benefits of BCI in pathological situations are obvious this has not been proven for common use 
cases. Therefore, BCI interfaces should be compared to other human-machine interfaces, especially 
natural speech interfaces. 

3.3.4 Lessons for the European IoT roadmap 
In general, the use of biotechnology for IoT is not as advanced as nanotechnology. The reason is that 
most envisioned use cases for biotechnology in IoT apply this technology to humans and thorough 
testing needs to be performed and high ethical barriers have to be overcome before going to 
market. As short term goal, biotechnology could bring interesting biosensors detecting specific 
viruses, bacteria, etc. useful for health or food safety. 

Biotechnology – Internet of 
BioNanoThings 

Biological cells build a complete 
intelligent device, including processor, 
memory, sensors, actuators, power 
supply, and communication device. 

Internet of Things 

The IoBNT is the extension of the IoT 
and IoNT to the human (and also 
animal) body. It will provide 
unprecedented possibilities for health 
monitoring, diagnostic and therapy. 
For example, body functions could be 
controlled, e.g. by releasing hormones 
etc. This way, hunger feeling could be 
influenced as a new way to lose 
weight. Closed-loop control of medical 
implants would be possible. 
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Recommendations 

Applying IoT devices to the body is a high-risk approach and has strong ethical implications. Non-
invasive solutions should be preferred so that the user stays in control of the devices. Emergency 
strategies have to be developed, e.g. how to find and recover "lost" nano-bio-devices. Legal 
frameworks have to be developed defining the ownership of the data gathered by the various 
(nano-/bio-) devices. Finally, a cost-benefit analysis has to be made for all applications.  

3.4 Cognitive Sciences 

3.4.1 Introduction 
Cognitive sciences are about the analysis of cognition 
mechanisms and are at confluence of several disciplines. 
The list of underlying disciplines vary from one source to 
the other but overall include both ‘soft’ sciences 
(philosophy, psychology, linguistic, sociology) with ‘hard’ 
one (biology, neurosciences, anthropology, computer 
sciences) (Figure 23). Also, the level to which these sciences 
are integrated within cognitive sciences is debated. 
Integration of research is usually measured making use of 3 
different levels (Figure 24):  

• Multi-disciplinary integration: people from different 
disciplines working together on the same topic, 
without sharing methods and concept. 

• Inter-disciplinary integration: people from different disciplines sharing some concepts, 
methods and tools. 

• Trans-disciplinary integration: complete integration leading to the creation of a new 
discipline. 

Cognitive sciences are usually referred as multi or inter-discipline, depending on the considered 
underlying disciplines.  

 

Figure 24: Research integration levels 

 
Figure 23: Disciplines underlying the 
cognitive sciences 
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Within the context of the Smart-Action project, the scope is more restricted and the following 
definition of cognitive science has been adopted: 

Cognitive Science studies mental abilities and their pre-conditions, structures and 
processes. Cognition can be seen as processing, representing and transforming of 
information, which includes perception, i.e. the gathering, processing and representation of 
sensory information, attention, i.e. the filtering out of irrelevant information, memory, i.e. 
the storage and retrieval of information which can be both the performance of actions, 
episodic events and encyclopaedic knowledge, learning, i.e. the building or modification of 
memory, thinking, including inference, i.e. the process of reasoning, and problem solving, 
affects, i.e. emotions, feelings and moods, of which the first two are reactions to events and 
their representation, and motivation, i.e. the building of intentions and goals. These 
processes can happen consciously or unconsciously. Also language is an important research 
field since learning, understanding and producing speech is a very complex process. 

Due to the very interdisciplinary nature of cognitive science, several other research areas 
contribute to it, including psychology, philosophy, linguistics, anthropology, neuroscience, 
biology, sociology and computer science.  

Since cognitive processes can be regarded as information processing, which can be 
abstracted to computational procedures, it is possible to apply the concepts also both to 
animals and artificial systems. The latter is also called Artificial Intelligence and includes 
both the simulation of natural concepts and the use of new strategies not found in nature to 
build intelligent agents. 

Strongly related to cognitive science is cognitive neuroscience which studies the biological 
(mainly neural) mechanisms related to cognition. Cognitive psychology is mainly an 
experimental science which focuses on humans in all the information processing steps. 
Therefore, it is sometimes used as synonym for cognitive science. Although man-machine 
interaction (or more specifically human-computer interaction) is not an original research 
area of cognitive science, it applies theories and methods of cognitive science to the 
interaction between humans and machines/computers. 

This overall context and proposed definition have been presented and discussed during the 
Conference on Cognitive Internet of Things Technologies (COIOTE 2014)16. Prior to the conference, a 
survey was circulated to gather participants’ views 
on relations between the Internet of things and the 
cognitive sciences. Respondents were largely from 
the computer science domain (Figure 25) but all 
interested in the cognitive sciences topic.  

                                                         
16Inspired from the COIOTE 2014 conference program (http://coiot.org). 

 
Figure 25:  COIOTE survey respondents’ profiles 
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This survey was useful to collect ideas about the main fields within cognitive sciences that are linked 
to IoT, and use it as a starting point to derive the deeper analysis reported in this document.   

3.4.2 Challenges of Cognitive Sciences related to IoT  
An important aspect when discussing interactions between cognitive sciences and the Internet of 
Things is to understand where IoT can benefit from cognitive sciences, where cognitive sciences can 
make use of IoT, and the areas where cross-fertilization exists. 

There are some links between IoT and cognitive science communities. From the point of view of 
cognitive science, IoT can be perceived by researchers as a tool to move from theoretical models to 
experimentation. IoT networks provide a huge amount of data that could be used to validate many 
theoretical algorithms developed for learning, decision-making, etc. Also, the introduction of IoT 
enables the possibility of large-scale experiments instead of the traditional experiments limited in 
size. This is achieved thanks to new sensing devices such as brainwave sensors, augmented reality 
headsets as well as large-scale deployments, closing the gap between experiments and real life.  

As it will be describe later, applying algorithms derived from cognitive sciences to IoT is quite 
challenging, since they would have to deal with big data, i.e., huge amounts of heterogeneous data 
with different flow rates, formats and precisions. Moreover, processing capabilities of small devices, 
which are often preferable in IoT, are limited to deal with large sets of data.   

Apart from these technical issues, there are also some fundamental issues still pending in cognitive 
sciences in relation to IoT. In general, cognitive science is not still mature enough in order to 
understand how humans think and reason. Advances in this line, trying to study the behaviour of 
the human brain for example, would be really helpful when trying to solve complex problems with 
machines. Those machines need to develop intelligent abilities to imitate human behaviours and 
way of thinking in a more reliable manner. 

Interaction possibilities 

 

3.4.3 Application of Cognitive Sciences in IoT  
Cognitive sciences are seen as an enabler for IoT in many situations where systems need to predict 
behaviour from people, know and analyze what people are doing, and acquiring an additional 
intelligence in order to manage data more efficiently. In this sense, all cognitive sciences around 
Artificial Intelligence are especially relevant for IoT since they allow systems to analyze data in an 
intelligent manner and make the adequate decisions in each situation. Moreover, Human-machine 
interaction is also a field of interest for IoT, since that link between humans and intelligent agents is 
totally necessary in order to integrate large-scale IoT systems. 

Cognitive Science Research 

Validation of theoretical algorithms, 
conducting of large-scale and real-world 
experiments. 

 

Internet of Things 

Large-scale data collection through IoT 
devices. 
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Cognitive approaches attempt to solve many IoT issues by means of automatic reasoning and 
knowledge management. In general, IoT systems are highly distributed wireless systems and are 
characterised by a dynamic behaviour. Coping with this dynamism implies complexity in designing 
functionalities. In cognitive approaches the basic components are able to adapt to changing 
situations by means of automatic reasoning and self-organization capabilities. Thus, the different 
components should be able to readily adapt and intelligently react to these changing situations in 
the environment.  

In the following sections, different technologies from cognitive sciences will be reviewed and their 
connection to IoT explored.   

3.4.3.1 Learning and pattern recognition 

Machine learning tries to build autonomous systems that have the ability to improve with 
experience by learning. For instance, by means of probabilistic techniques, many different types of 
classifiers can be learnt from data. Moreover, in reinforcement learning techniques, the learner is 
not told which actions to take, but instead must discover which actions yield the most reward by 
trying them. 

Data mining and pattern recognition are also fields that try to analyse large sets of data in order to 
discover interesting relationships within them. That could be useful for example for classifiers. Some 
of the approaches are biologically-inspired since the algorithms are based on the imitation of 
natural mechanisms present in human beings. That is the case for neural networks or genetic 
algorithms.  

Machine learning and related fields from artificial intelligence are very linked to IoT in case cognition 
is added to the system. Indeed, some people have already introduced the concept of Cognitive 
Internet of Things, which consists of adding cognitive capabilities to traditional networks and IoT 
applications. According to [62], the Cognitive Internet of Things (CIoT) is a new network paradigm, 
where (physical/virtual) objects are interconnected and behave as agents, with minimum human 
intervention, the things learn from the physical environment, store the learned knowledge in 
databases, and adapt themselves to changes or uncertainties with decision-making mechanisms. 

The future IoT will be populated by large numbers of heterogeneous devices that can act as 
information sources, generating a huge amount of data. Those data could be used by cognitive 
agents to learn certain patterns or behaviours and build knowledge databases, but it is essential to 
treat those data before they can be exploited. As an example, traffic data can be collected from 
massive crowdsources, including cameras, vehicles, drivers, and passengers, which are noisy, 
heterogeneous and high-dimensional. The challenge is to deal with all those raw data in order to 
learn drivers patterns and try to create useful knowledge to predict traffic routes at each moment, 
e.g., buses routes are usually fixed, utilitarian vehicles run faster, certain day periods are more likely 
to show congestion, etc. 

Another interesting application is to develop cognitive learning algorithms to predict crowd 
movements. This could be used to optimize mobility in crowded spaces such as airports, big events 
or emergency situations. 
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Within this context, the iCore project17 proposes a cognitive framework to learn and predict 
behaviours from users in order to take decisions on their behalf and to build a knowledge database 
with their preferences [63]. One of the main focuses of the project is to cope with the heterogeneity 
of the different devices and objects involved in IoT. For that, they proposed the Virtual Objects, 
which encapsulate this heterogeneity enabling a common cognitive framework for IoT. The same 
concept has been applied in [64] to deal with heterogeneous Wireless Sensor Networks and use 
cognitive technologies for traffic monitoring in Smart Cities. 

Applying learning techniques to IoT has the typical problems related to big data: there is a high 
volume of data with no common structure, with complex correlations between the data, and with a 
high variability in the data consistency, i.e., flow rates, completeness, precision, etc. This also comes 
from the fact that the algorithms need to learn from data coming from heterogeneous sources, in 
many cases with a lack of standardisation in data formats. Moreover, since the algorithms need to 
process massive data in order to be practical, the memory and processing capabilities of current tiny 
embedded systems may be an issue.  

Using central servers for running cognitive mechanisms on collected data could be a solution for the 
processing issue, but it is not clear whether moving the computation to alternative and more 
powerful devices is always practical. This could bring up privacy issues since personal data from 
users may be collected and processed by external servers not controlled by the users. A clear 
example is a smart home application where energy profiles from users in the neighbourhood could 
be processed to enhance energy consumption. However, if those data are collected from the houses 
to be processed somewhere else, some questions arise: who is the owner of the information? Who 
can use it? Can anyone be monitored without permission?  

These and other issues should be sorted out by regulation keeping in mind that IoT will be a major 
source of privacy concerns. A possible approach would be to give users the right to claim and 
control their data. Moreover, cognitive functions could decide automatically whether the 
information can be shared with others depending on the context, instead of requiring the user to 
determine so. 

Another way to tackle the problem is by trying to learn locally instead of always using central 
servers. In this sense, research is still needed to get better pre-processing algorithms that reduce 
the amount of data to be stored locally, and also learning algorithms that can work on small devices 
in a distributed fashion. 

Finally, design issues for the learning algorithms are still present. For those large-scale applications 
in IoT, it is not straightforward how to design utility functions or other parameters. Many current 
machine learning techniques use human expert knowledge to tweak algorithms, which may be not 
possible for increasingly complex multi agent scenarios. Moreover, convergence speed with massive 
data could be a problem for current machine learning algorithms. 

                                                         
17 http://www.iot-icore.eu/ 
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Interaction possibilities 

 

Trends 

There are recent advances in machine learning techniques, allowing computers to solve more and 
more complex problems. However, more fundamental research is still needed in order to tackle the 
big-scale problems with big data involved in IoT. This can only be seen as a medium-term goal.  

Recommendations 

Adding cognition to IoT comes at a high computational cost, since the amount of data to process 
may be huge and highly heterogeneous, leading to complex learning techniques. Therefore, often 
central processing is employed, which at the other hand has strong privacy implications. Future 
research projects should investigate decentralized processing. 

Multi-disciplinary projects should be fostered in order to combine more fundamental research with 
applied science to IoT. Theory and real applications are a bit disconnected at the moment. 

3.4.3.2 Data fusion and decision-making 

Data fusion is the process of integrating information from different (and sometimes heterogeneous) 
sources in order to obtain knowledge from the same real-world object in a more accurate fashion. 
The idea is to improve the information about the object/environment by using alternative data 
sources, reducing uncertainty. 

Decision-making is another cognitive process consisting of making decisions among several 
possibilities taking into account the information available. The decision maker may use data fusion 
techniques in order to gather relevant information before the decision-making process. Both data 
fusion and decision-making are highly correlated to learning, since the whole process of extracting 
information from the data to learn and then making decisions depending on the information 
available at each moment is totally linked. 

Uncertainty plays a key role in these interconnected cognitive processes, since information sources 
are usually uncertain. Thus, agents should be able to build beliefs over the environment and make 
decisions with incomplete or uncertain information. Multi-agent techniques where intelligent agents 

Cognitive Science – Machine learning 

Build autonomous systems that 
improve by learning. 

Internet of Things 

IoT devices employing machine 
learning can analyse large amounts of 
data and generate knowledge by 
recognising patterns or learning 
behaviours. Thus, really smart IoT 
systems can be built that act 
proactively, but can at the same time 
adapt to changes or uncertainties.  
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interact with each other are also of interest here. Multi-agent approaches could be cooperative or 
not, and they develop communication languages and interaction protocols for the agents.  

Given the huge amount of data available in many IoT applications, the data fusion process to gather 
information from all those heterogeneous sources is key. In this sense, data fusion and decision-
making are related to the machine learning mechanisms explained above. First, data fusion 
techniques are used to treat the massive data and try to gather relevant information from them; 
then, learning algorithms are used to create knowledge databases; and last, decision-making 
mechanisms are executed to reason according to the current situation and select optimal actions for 
the system based on the knowledge previously acquired. For that, note that each decision-maker 
needs to use a certain knowledge representation and may have also information from other 
decision-makers, in case information exchange is available.  

In [65], the concept of cognitive IoT is also referred. They propose an architecture based on several 
layers where data fusion and decision making play a key role. Those mechanisms allow the network 
to execute intelligent policies that are learnt from a knowledge database by means of machine 
learning algorithms. The objective is to tackle the lack of intelligence in traditional networks by 
means of cognitive nodes. They also make special emphasis on game theory and multi-agent 
cooperation. 

As another example, a traffic light in a future smart transportation system may be able to 
understand how many vehicles and passengers are waiting at the intersection, whether there is an 
ambulance among them, which directions they are heading, and how long they have been waiting. 
That information could be taken into account by the traffic light to decide when to switch the light in 
the most effective manner.  

Regarding data fusion, context awareness is another interesting topic, since the information 
collected by the devices has a context that can be relevant when making decisions. In general, 
context is any information that can be used to characterize the situation of an entity (being an entity 
a person, place, or object) that is considered relevant to the interaction between a user and an 
application. For instance, the context can be the location, identity, time, activity, and so on. 

In addition, as it was explained in the previous section, decision-making mechanisms play a relevant 
role when people behaviour wants to be driven. An example could be managing crowds efficiently, 
switching on and off certain signals to lead people or speaking out commands or suggestions. 
Another potential field could be environmental psychology, which aims at influencing people actions 
to develop a pro-environmental behaviour of the citizen.  

Others propose cognitive management of networks, which is of interest for large infrastructures like 
those in IoT. This research field is focused on resource usage and architectural efficiency in future 
networks. Thus, the OneFit project18 comprises cognitive systems and opportunistic networks to 
achieve higher utilization of resources, lower energy consumption, and reductions in the total cost 

                                                         
18 http://www.ict-onefit.eu/ 
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of ownership in the future Internet. The UniverSelf project19 designs a unified management 
framework for overcoming the management complexity of future networking systems by means of 
federation and self-management. 

Regarding data fusion and decision-making, similar problems to the ones mentioned for learning 
mechanisms are applicable. Big-data analysis and coping with information from heterogeneous and 
dynamic sources is a concern. Decision-making has to be executed usually based on uncertain and 
incomplete information, so statistical approaches may be required. For instance, in smart traffic 
systems, the arrival of vehicles is random, the congestion level of a path is dynamic, and a sensor 
may only have partial information from an event or have no information from other sensors. 
Moreover, designing utility functions in game-theoretic approaches is not trivial when the problems 
grow in complexity. 

Context information is necessary many times for a better decision-making, and that context 
information has to be recovered even if the sources are heterogeneous and dynamic. For example, 
to provide localization (which is typical in many applications) information may come from different 
devices and different service providers. A wide variety of sensors (moving and static) and data 
representation should be supported, and devices may change dynamically during the operation in 
the scenario. 

Additionally, communication and bandwidth issues are also relevant. IoT present many devices 
sending huge amounts of data, but the current communication capabilities are limited. In this sense, 
it is of capital importance to develop more intelligent devices that are able to determine which data 
are really meaningful and try to share only those. Instead of sharing all data, cognitive devices 
should select the meaningful data for a given application and purpose and reduce the load of the 
communication channels by filtering data. Using the contextual information to reason about 
meaningful data is still an open issue too. 

Interaction possibilities 

 

                                                         
19 http://www.univerself-project.eu/ 

Cognitive Science – Data Fusion and 
Decision Making 

Decision making selects optimal actions, 
also with incomplete or uncertain 
information. Data fusion increases the 
accuracy by integrating information 
from different sources. 

Internet of Things 

Data fusion and decision-making 
techniques are helpful in IoT to 
integrate information from many 
different sources and make intelligent 
decisions based on the knowledge built 
previously.  
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Trends 

Similarly to machine learning, this technology will only be applicable as a medium-term goal for 
complex IoT scenarios. There is still some research running on reasoning about which data are 
relevant in order to make decisions and which data are not. The idea is to filter non-relevant data to 
reduce the complexity of all the information available, as humans do. 

Recommendations 

Apart from technical development in AI algorithms, there is also a need for more fundamental 
research in order to understand how the human brain works and is able to select significant 
information and reason at complex levels. 

3.4.3.3 Human-machine interfaces 

Interfaces between computers and humans are of key importance in cognitive science applications, 
since autonomous agents often need to interact with human beings. Developing interfaces that are 
easy and pleasant to use will make those interactions more effective. A wide spectrum of wearable 
devices is also included here. 

Techniques from artificial intelligence allow interfaces to become intelligent, personalized and 
collaborative with users. Thus, interfaces that learn user's interests and habits are helpful. In this 
sense, the field of social agents is also connected. That means developing intelligent agents or 
robots that have to operate in environment with humans and act as such. 

In IoT in general, Human-Machine Interfaces (HMI) are essential, since one of the main objectives is 
to have human beings interacting with the network to provide data and to benefit from the services 
offered. From the point of view of cognitive methods, HMI can be enhanced by providing data in an 
intelligent manner, i.e., depending on the person receiving that information.   

A first manner to do that is by creating adaptive user interfaces. The meaning of some data may 
differ from one person to another, so interfaces need to adapt themselves autonomously in order to 
bring the right information to the right person. This is also related to data visualisation. In IoT 
applications the amount of data available for the user grows dramatically. Therefore, the level of 
complexity for visualization tools is also increasing. Cognitive methods can be used to incorporate 
intelligent and learning capabilities to the visualizers, adapting data representation to the profile or 
habits of the user. For instance, in applications such as smart homes or traffic management, 
ordinary users only need an overall representation of the useful data, i.e., periods with higher 
energy consumption, advisable routes to avoid traffic jams, etc. However, an expert or user with 
technical background may need to get a more detailed view of certain subsets of the data in order 
to perform a better analysis of the situation. 

3.4.3.3.1 Speech recognition 

Automatic speech recognition consists of making machines able to interpret spoken language, and 
is one of the most relevant HMI. Speech is the most natural way of communication for humans, 
which makes speech recognition a highly relevant field for many applications, for example when 
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computers require from commands. Linguistic knowledge representation and learning can be 
applied for this purpose. 

Apart from speech recognition, speech synthesis is also an interesting field. The challenge there is 
making computers say things as people would do, in a voice that sounds natural. 

Speech recognition is clearly an interesting field for IoT, because the ability to “talk” to devices opens 
a wide range of possibilities. On the one hand, human integration into the network is eased, since 
speech is the most natural way of communicating for them. On the other hand, devices acting as 
social agents are more effective when they are able to talk as humans, since they are more likely to 
be accepted by people. The smart home is a straightforward application: can you imagine arriving at 
your home and talking to the different devices in order to switch on lights, ask for groceries left, etc.? 

3.4.3.3.2 Main issues 

In terms of cognition, HMI devices have one more time the privacy issue. Data from users may be 
used to determine their preferences and habits. They could also be shared as it is done in social 
networks.  

In addition, apart from all the other issues mentioned in previous sections, technological constraints 
are involved here. The ability to build devices more and more comfortable and smaller is essential. 
All recent developments in the wearable market can be regarded as positive in the field of HMI, but 
not so many commercial products are still available, with the consequent lack of standardisation. 

Of course, intensive processes of learning lie behind these functions of speech recognition and 
synthesis, since machines need to imitate humans and be able to cope with different languages, 
accents, etc. Even though there are many advances, due to the variability and complexity of the 
problem, complete solutions are not still available.   

Big databases with speech data from many different people could be used, but again privacy issues 
arise. Training systems for a particular person is one of the current solutions applied since the 
problem is more constrained and solvable that way. 

Interaction possibilities 

 

Cognitive Science – Human-Machine-
Interfaces 

HMI with cognitive capabilities provide 
intelligent, personalized, customized, 
interactive interfaces to electronic 
devices, services or applications. 
Devices can even act as social agents. 

Internet of Things 

The use of learning and adaptive 
interfaces makes interaction with IoT 
easy and pleasant, thus increasing the 
long-term binding of users to IoT and 
the acceptance of IoT in general. 
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Trends 

Cognitive HMI is already being used for many different applications where the interfaces are 
adapted to the user needs depending on intelligent reasoning. This technology can still improve, but 
it is already mature enough to be used.  

Recommendation 

IoT systems need to be transparent, i.e. they need to tell the user how they are using the gathered 
data. Also, the user needs to be in control, i.e. data processing can be prevented or the system can 
be completely switched off easily. Thus, the user needs to be kept in the loop. This finding should be 
validated in detail and observed in future projects. 

3.4.4 Lessons for the European IoT roadmap 
Cognitive sciences provide a lot of potential for IoT, transforming big networks of interconnected 
devices into intelligent systems with ability to learn, build knowledge from data, and actuate 
accordingly and efficiently. The advantages and wide range of possible applications are clear and 
have been detailed in the previous sections. 

Recommendations 

Many of the issues associated with the use of cognitive sciences in IoT come from the fact of dealing 
with big data. The amount of data available can be too large and heterogeneous, and hence, 
complex to manage. Even though there have been serious advances in machine learning and AI 
techniques in terms of computation, applying those algorithms to the kind of big-scale scenarios of 
IoT may bring additional implications or complexities. More research should be done in this sense in 
order to use these techniques with complex sources of information and taking into account the 
memory and process capabilities of IoT devices (wearables and other devices in IoT tend to be light 
in terms of computation, but data could be kept local, thus minimizing privacy issues). Moreover, 
communication issues are still present, since the bandwidth in the available communication 
channels is limited currently. Therefore, it is necessary to develop more intelligent devices that are 
able to determine which data are meaningful at each moment (even reasoning with contextual 
information) and send them in a selective fashion. 

Other relevant issues are about standardisation and privacy. It is key to determine how to address 
all privacy issues that arise when sharing so many data through IoT networks. Moreover, coming up 
with some standards for the data or the procedures would be really helpful when merging and 
fusing information. 

Finally, some fundamental research is still needed to exploit all the power that cognitive science 
could have in IoT. The main idea is to learn how the human brain works in order to understand 
better how humans can reason to solve complex problems. Otherwise, intelligent machines will only 
be able to tackle problems under controlled scenarios. Understanding the human way of thinking 
could lead to machines that imitate human behaviours and are able to cope with complex 
reasoning, as humans do. 
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3.5 Conclusions 
IoT can greatly benefit from nanotechnology, biotechnology and cognitive science and also 
application scenarios have been detected in the opposite direction. Our initial assumption of 
overlapping research areas has been, therefore, confirmed. The analysis revealed the different 
maturity of the various technologies so that IoT can already profit now from the three areas. 

However, research areas still do not know each other very well. Therefore, research programs 
should try to foster the collaboration between these research fields. Only then, the medium- and 
long-term goals can be reached. 
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4 Nanotechnology, Biotechnology and Cognitive 
Science in IoT scenarios 

A wide range of scenarios for future applications of IoT have been proposed within the framework 
of several projects (e.g., the iCore project). In this section, some of the main scenarios for IoT 
applications are presented. Then, the influence that developments in nanotechnology, 
biotechnology and cognitive sciences could have in those IoT scenario are analysed.   

4.1 Smart Home 
Smart functionalities can help in easing day-to-day life tasks (from the to-do list, to shopping, to the 
control of the home environment for security or optimization of resources usage).  

Another addition to this is the possibility to add well-being aspects like the control of human body 
parameters in the context of the home (e.g., having scales integrated in the home environment able 
to monitoring the weight of people in the home and helping them with dietary requirements). 
Security is another fundamental facet of a Smart Home, i.e., the capability to provide adequate 
security levels to the people living in the home in terms of access control but also in terms of 
continuous monitoring of “dangerous” resources (e.g., gas or electricity). The Smart Home is a 
complex and variegated combination of aspects and technologies helping the individuals to 
intelligently using the resources available in a domestic environment. 

It represents a situation in which a house can be completely monitored and controlled by means of 
smart objects. Much functionality can be monitored and optimized or automated on behalf of the 
users (with interesting possibilities for introducing cognitive and knowledge learning capabilities. 
The service gives also the opportunity to relate the single house to a neighbourhood or area of the 
city by means of sharing of data. This data can help the users of the service to monitor their 
behaviour with respect to other citizens. The sharing of data can also allow the possibility to create a 
citizen controlled monitoring system of the neighbourhood (pollution, average temperature and the 
like). This can lead new ways of governing and controlling the communities. 

Nanotech, biotech and CogSci application 

Most of the presented technologies can be applied in this scenario. Due to miniaturization, the 
provision of new sensors for inside and outside of the body and new energy sources and storages 
practically all things, animals, plants, persons could be part of the overall smart home, delivering 
data and they can be queried and managed. In general, this does not offer quite new possibilities 
but extends the possibilities of smart homes to a new range of things that have not been reached 
previously. 

The ever increasing complexity of this foreseen home environment needs intelligent solutions and 
capabilities. It will be impossible (and useless) for the non-technical person to manage and properly 
configure the entire home system. This complexity has to be tamed by means of self-organization of 
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nodes and smart objects and by means of dynamic adaptation and optimization of the entire system 
to the changing environment in the house.  

Users will collect data in their home environment and will share (part of) them in communities or 
with other users. These communities will collect useful data sets representing the “social behaviour” 
of participants. This data can be used for several goals: to analyze the social profiles of users, to 
determine common or prevalent behaviours, to evaluate the distance of a specific user to the 
average behaviour of the group in order to promote by emulation the adoption of different lifestyles 
(e.g., a sort of game to consume less valuable resources), or simply be used by end-users to 
compare their behaviours with an average one.  

4.2 Smart Business 
A business can become “smart” by means of IoT technologies, working more efficiently than 
traditionally, and reducing costs or optimizing resources. A good example of this is the consumer 
moving pattern analysis. The idea is to understand the typical behaviour of the consumers in a 
shopping mall in order to provide a better shopping experience. The system could detect the paths 
followed by the customers and derive information about products searched and bought. Specific 
customers could receive specific offers depending on their behaviour, and vendors in the shopping 
mall could optimize their sales by analysing consumers' routes and demand.  

Nanotech, biotech and CogSci application 

The Consumer moving pattern service can be used for tracking customers within supermarkets and 
malls. The information derived from tracking can be used to improve the market's infrastructure, to 
change or to extend the good offering or to increase/decrease the advertisement effort for certain 
products. 

For the retail industry it is very important to know about the consumer or the customer's buying 
habit. Smart objects can be deployed in the retailing space in order to track the passage of 
customers.  

From data collected by these objects, shopping routes will be derived. The observed routes will be 
fed to a business system that will derive information and will evaluate the actual effectiveness of the 
market place. 

Nanotechnology makes is possible to integrate active components in all goods. Thus, the good can 
also be tracked when they are disposed, thus optimizing packaging and waste management. Also, 
the goods could interact with the consumer, e.g. they could change their colour if they are 
dangerous for a consumer who suffers from certain allergies. 

4.3 Smart Transportation 
This application deals with determining the best manner to move a person or an object from one 
place to other. Many entities should share data in order to determine better routes and possible 
incidents. In the case of transporting goods optimally, this application is much related to the Smart 
Business. 
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Again, a lot of information has to be collected to make intelligent decisions and recommendations to 
the users. For instance, traffic data are relevant, as well as contextual information (time, zone, 
weather, etc.) and typical people behaviour. 

Nanotech, biotech and CogSci application 

Active components can be applied to the goods monitoring the good throughout their journey, e.g. 
concerning cooling requirements or the avoidance of shocks. For specific requirements, new (nano-
)sensors could be necessary. 

Cognitive techniques could be used to learn people or cars behaviours and predict movement 
patterns. Thus, intelligent policies to lead moving entities could be learnt and applied, achieving a 
more efficient transportation.  

4.4 Smart Living 
The term Smart Living encompasses a wide range of applications related to the well-being of people, 
such as health care for hospitals, elder people, lost person management, etc. The main focus is on 
increasing the quality of life of the users or patients.  

A clear example is monitoring position and medical conditions of patients in a medical centre. The 
same could be applied to special centres for ill children or elderly. One objective would be to control 
the patients in order to reduce as much as possible risky behaviours that may be insecure. For 
instance, certain patients with infective diseases should be maintained within protected areas, while 
other could have the possibility to move in larger spaces, but still cannot enter in restricted areas.  

Nanotech, biotech and CogSci application 

Different technologies from the biotechnology area are of interest here, starting from biosensors to 
brain-computer-interfaces. But also objects of daily life could be enhanced with miniaturized 
sensors to help elderly. So, there is a strong long with the smart home scenario here. 

Many cognitive functions could be applied to these kinds of services. Learning capabilities could 
detect common patients/users paths, firing specific events when strange movements are tracked. 
Also, the system should keep track of health conditions of people, being able to predict possible 
crisis and taking fast decisions in consequence. Alarms to the staff in the centre could be fired under 
these or similar circumstances. Imagine, for instance, an elder people that cannot leave a specific 
area in the city or neighbourhood.   

4.5 Smart City 
Smart City is a wide concept that is related to all applications and services trying to optimize 
somehow the resources of a city. Many infrastructures and public services could be monitored and 
managed in an intelligent manner in order to gain efficiency. For instance, illumination, traffic, etc. 
could be managed differently depending on the circumstances (weather, time, etc.) or depending on 
some parameters such as pollution level, energy consumption, etc. Somehow, a smart city is a 
broader application, so previous scenarios such as Smart Home or Smart Transportation are highly 
linked.  
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Nanotech, biotech and CogSci application 

Various objects in public space can be equipped with small sensors, ranging from parking space to 
benches to waste bins. Due to their large and distributed nature, they need to be maintenance free 
and, thus, need energy harvesting approaches. Also, environmental sensors can monitor the quality 
of air and water as an important resource in a city.  

Cognitive capabilities can allow intelligent agents to derive citizens' behaviours from the vast 
amount of data collected for monitoring, enabling the possibility of leading traffic in a more efficient 
way, sending recommendations, or actuating in an environmentally-friendly way over the city 
infrastructures. 

The crowded event management is also an interesting application in Smart Cities. This is used in 
places where a crowd of people is moving on foot or by other means of transports, e.g., a crowd in a 
closed place (airport, stadiums, museums), road traffic, a complex rescue operation (earthquake, 
riots, etc.). The objective is to optimize the crowd movement by means of suggestions to elements of 
the crowd. The complexity of the system is high, since there is a trade-off between the management 
of single customers interests (each single users wants to have the optimum path) and the 
optimization of the systems as a whole (e.g., by uniformly distributed customers along possible 
paths). Cognitive methods are adequate for these situations where a lot of intelligence is needed to 
combine collective behaviour with individual necessities. Thus, cognitive mechanisms would process 
all the data gathered from the crowd and the environment, and would find optimal strategies for the 
crowd management. For instance, data shared by drivers or road sensors may allow the system to 
detect a traffic congestion, which could be alleviated by sending warning messages to drivers and 
alternative routes.  
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5 Summary 
IoT can for sure benefit from nanotechnology, biotechnology and cognitive science, and advantages 
are also seen for the other direction. However, according to interviews with researchers from these 
areas, it can be stated that the link between those areas and IoT is not straightforward yet. Some of 
these researchers did not have a clear idea about IoT, but even in the case that they knew what IoT 
is about, they had often difficulties to see how their research could be applied to IoT or how IoT 
could help them. Therefore, it is crucial to improve the mutual understanding between the different 
communities involved. Interdisciplinary projects and teams can be a good start.  

The mutual awareness is also necessary because all involved areas are too complex to be 
understood by researchers outside of the subject area. Hence, the other areas cannot be monitored 
from IoT researchers only to detect if and how new research results can be used to improve IoT. If 
all research areas broaden their horizons these opportunities will less frequently be missed. This is 
especially true for research areas that do not directly advance IoT, but where single developments 
could lead to new application possibilities (e.g., in nanomaterials). 

Collaboration in interdisciplinary teams is also needed where solutions from different research 
areas should be compared, e.g. biosensors vs. silicon-based nanosensors (concerning their sensing 
quality and bio-compatibility) or brain-computer-interfaces vs. "traditional" human-machine-
interfaces. 

In areas where a strong market detracts research from IoT (e.g., energy and electrical cars) research 
funding has to provide additional incentives. Due to the often high maturity of these technologies 
there is a high chance for fast payoff when adapting them for IoT. 

In order to create lasting results, research needs to be application-driven. Fundamental research in 
nanotechnology, biotechnology and cognitive science should be left to these areas, but should be 
monitored closely. New promising research results have to be exploited and be brought to a pre-
commercial level. Prototypes showing only the feasibility but having no practical relevance since 
relevant properties are missing (for example, using molecular machines with very low yield) should 
not be the focus of IoT research projects. 

Requirements for durable real-world solutions should be defined and prototypes emerging from 
projects should meet these requirements. This way, IoT devices are seen in a holistic way and do not 
leave important parts for a later time. For example, devices need to be powered in such a way that 
an average user would not stop using the device since recharging is too cumbersome. 

It is of uttermost importance to watch the environmental impact when promoting IoT. The 
integration of IoT devices to almost all things of the daily live should not lead to increased electronic 
waste. Therefore, the environmental impact should be considered in all future research projects and 
the use of bio-degradable material should be promoted. Otherwise, intelligent recycling concepts 
have to be kept in mind for all applications, prototypes or commercial products. This point may 
involve additional regulations. 
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The massive collection of data through the various sensors and the embedding of the IoT systems in 
our daily live or even at or in our body have major ethical and data protection implications. IoT 
systems have to be built in such a way that the user stays in control of the devices and of the data. 
Technology can solve this only partially, e.g. by transparent and explanatory user interfaces, by 
emergency stop switches, by processing data decentralized. Therefore, IoT research needs to be 
accompanied by legal frameworks that, e.g. define the ownership of the gathered data. Also, a cost-
benefit analysis should be made for applications listing also these intangible costs. 
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6 List of Experts and Researchers 
The following experts were interviewed and gave comments on single parts of the roadmap: 

• Malua de Carvalho 
• Daniel Erni 
• Marco Falzetti 
• Nicole Krämer 
• Donatella Mattia 
• Gernot R. Müller-Putz 
• Eliana B. Souto 
• S. Shyam Sundar 
• Paul Verschure 
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