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Project background 
Automotive safety applications based on vehicle-to-vehicle and vehicle-to-infrastructure 
(V2X) communication have been identified as a means for decreasing the number of fatal 
traffic accidents. Examples of such applications are local danger warnings and electronic 
emergency brakes. While these functionalities herald a new era of traffic safety, new security 
requirements need to be considered in order to prevent attacks on these systems. 

Modern cars are equipped with up to 70 embedded ECUs (electronic control units) and elec-
tronic sensors and actuators for a diversity of functions. These components are connected via 
various vehicular buses (e.g. CAN, MOST, LIN), forming a complex distributed system. So 
far, there has been little incentive and opportunity for tampering with automotive networks. 
This changes with the advent of new vehicular communication interfaces. There are various 
threats, such as forced malfunctioning of safety-critical components or the interference with 
the traffic flow by means of fake messages. 

Project objectives 
The objective of EVITA, a project co-funded by the European Union within the Seventh 
Framework Programme for research and technological development, is to design, to verify, 
and to prototype building blocks for secure automotive on-board networks protecting 
security-relevant components against tampering and sensitive data against compromise. Thus, 
EVITA provides a basis for the secure deployment of electronic safety aids based on V2X 
communication. Focussing on on-board network protection, EVITA complements other 
related projects that focus on protecting the communication of vehicles with the outside. 
Releasing security building blocks for deployment in cars on public roads is out of scope of 
this research project.  

Project results  
Security requirements analysis 

At the beginning of the project, use cases for automotive on-board networks that are expected 
to require security measures have been selected and described [1]. Based on these use cases, 
attack trees that identify possible attacks against an instance of an automotive on-board net-
work have been elaborated [2]. Methodologies for risk and security requirements analysis 
have been adapted to the given context and, starting from the use cases and security threat 
scenarios, security requirements for automotive on-board networks have been specified [2].  

Also legal requirements on privacy and data protection and liability issues in V2X communi-
cation have been considered [3].  

Secure on-board architecture design 

A security and trust meta-model and a formal security modelling framework have been 
devised [4]. A security engineering process that refines design-independent security require-
ments into more specific ones that can be satisfied by cryptographic means has been intro-
duced. The refinement process is supported by so-called security building blocks with pre-
verified properties.  
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Based on the security requirements and the automotive constraints, a secure on-board archi-
tecture has been designed and hardware and software interfaces have been specified [5]. The 
security functions have been partitioned between hardware and software. The root of trust is 
placed into hardware security modules (HSMs) to ensure a sufficient data throughput and 
attack resistance. The HSMs are to be integrated on the same chips as the ECUs. Keys and 
certificates can be stored securely in the non-volatile memory of the HSM. To enable cost-
efficiency and flexibility, different classes of HSMs have been specified: full, medium, and 
light. This allows satisfying different cost constraints and different security requirements. 
Figure 1 illustrates an instance of an automotive on-board network in which security-critical 
components are protected using HSMs of the three classes. 

Based on the secure on-board architecture, secure on-board communications protocols have 
been designed [6]. In order to ensure that the identified security requirements are satisfied, 
selected parts of the secure on-board architecture and the communication protocols have been 
modelled and verified using a set of complementary model-based verification tools [7][8].  

Security architecture prototype 

For prototyping, the HSMs are implemented on FPGAs and connected with the ECUs via 
standardised inter-chip communication interfaces. An FPGA, a connection board, and an ECU 
are stacked on top of each other in a compact form [9].  

Low-level drivers for interacting with the EVITA HSMs have been developed based on 
AUTOSAR, today’s standard automotive software architecture [9]. The low-level drivers can 
in part be generated from UML models [10]. The security software running on the ECUs uses 
the HSMs to provide the required security functionality to applications running on the ECUs. 
For rapid prototyping, the security functionality has also been implemented purely in soft-
ware. The software security framework deployed in the prototype is a comprehensive, modu-
lar security library providing application programming interfaces to the security functionality. 
All developed code has been validated to ensure its correctness [11].  

Prototype-based demonstration 

At the end of the project, secure on-board communication has been deployed inside lab cars 
demonstrating e-safety applications based on V2X communication. Cryptographic methods 

Figure 1 Example of a secure on-board network 
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ensure the integrity and authenticity of information exchanged within the vehicle and protect 
electronic components against theft, tampering, and unauthorised cloning.  

Dissemination of results and liaison activities 

A strategy for a systematic distribution of the project results through a variety of communica-
tion channels has been devised to ensure a broad utilisation [12]. In order that the entire auto-
motive industry may benefit from the project results, the EVITA deliverables are published as 
open specifications on the project website1 unless confidential implementation know-how is 
involved. The motivation, objectives, and approach of the project as well as project results 
have been presented at several conferences, see for instance [13][14][15].  

To ensure that related work is taken into account, the EVITA project partners liaise with 
related initiatives in the fields of e-safety and embedded security to achieve multilateral syn-
ergies. A liaison workshop has been held in August 20092 and a dissemination workshop has 
been held in July 20103. The Final EVITA Workshop4, including live vehicle demonstrations 
of secured on-board networks, took place in November 2011. A summary of the liaison 
activities can be found in [16].  
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