
 

 

DEcentralized, cooperative, and privacy-preserving 
MONitoring for trustworthinesS 

ICT FP7-257315 

 

D8.2: Intial Dissemination and 

Exploitation Plan 
 

Author (s): KYO Sathya Rao 

 ETH Brian Trammel 

 NEC Saverio Niccolini 

 TID Alvaro Armenteros 

 

Document Number D8.2 
Revision R1.6 
Revision Date 19/09/2011 
Deliverable Type  Report 
Delivery Date  20/09/2011 
Dissemination level PU 



 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

2 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

Document change record 

Version Date Author(s) Description 
0.1 12.05.2011 Sathya Rao Document creation.  KYOS 

1.1  23. 5.2011 Sathya Rao First draft deliverable 

 1.12  29.8.2011  Sathya Rao 

 

 Second draft 

1.13  31.8.2011  Sathya Rao  Final draft for revision 

1.14 01.09.2011 Brian Trammel Revision 

1.5 12.09.2011 Sathya Rao Final document 

 

1.6 19.09.2011 Saverio Niccolini 

Alvaro Armenteros 

Some final additions. Ready to deliver 

 



 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

3 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

Executive summary 
This deliverable summarises the project dissemination activities by partners through 
different channels. The content is organised in 7 chapters. 

The first chapter is an introduction providing background information and the importance 
of DEMONS activities in realising future collaborative and privacy aware security 
monitoring. 

The second chapter provides an overview of project activities with the objectives, the 
structured activities and issues addressed in the project. 

Chapter 3 provides detailed dissemination activities undertaken by the project through 
press release, fact sheet and posters, project website, number of research papers 
presented in various conferences and workshops. The project also took initiative in 
organising number of workshops during major conferences so that related projects could 
be reached with the invited papers from such projects. The project was also very 
successful in publishing 3 journal papers during the first year of the project. Some 
chapters were also written in books edited by the partner members. 

Chapter 4 addresses the standardisation activities. DEMONS organised the 
interoperability event during the Prague IETF meeting with different research groups 
participating. The detailed report is given. The project made several IETF contributions. 
We have already 2 published IETF RFCs and few are in the pipeline. Project is also active 
in ETSI ISG groups of MOI and INS. DEMONS also established links to ITU SG13 working 
group and provided a tutorial to the international delegates. 

Chapter 5 addresses the projects participation in ICT events, cluster and FIA meetings, to 
develop FP7 TSD projects cooperation. 

Chapter 6 provides the details of BLOCKMON SW open source release.   

Though the project has not yet analysed the exploitation details from the project, chapter 
7 covers the exploitation planned in an early phase from the partners. 
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1. Introduction 

Internet is pervasive as core platform for all sectors of industrial revolution. To use such a 
platform for all aspects of life, trust in the Internet is a pre-requisite. Trust can be achieved 
only when the network and services providers can guarantee the security and Privacy subjects 
involved. The Internet being network of networks, the co-operation across the multiple 
stakeholders is necessary to achieve such an objective. Trust is the core of social and economic 
activity in the Internet, and is the basis of economic transactions, social connections, and 
communication between people and organizations. DEMONS infrastructure would be the first 
step towards the development of a stable infrastructure where all European stakeholders 
could apply their co-operative efforts to fight against future Internet threats. This vision is also 
in line with the Public-Private-Partnership (PPP) initiative to develop a common European 
future Internet platform, for European economic development. 

The DEMONS project, in addition to do the research and development activities, they would 
also plan to involve stakeholders who are not directly involved in the project by dissemination 
activities. This will create awareness among the stakeholders (network/service providers, 
policy makers, legislation authorities and user communities) about the urgent need of 
understanding the privacy and trust issues in co-operative ICT networks, so that the legislation 
and Governance will consider the framework and guidelines development to promote and use 
the DEMONS solution in the future Internet design and deployment. Since the results of 
DEMONS not only has an impact on technical solutions, but also has major impact on 
legislation issues, data protection authorities and policy makers, the close liaison will be 
developed with national security authority organisations, data protection authorities and 
ENISA, for disseminating the DEMONS results through different channels targeting the 
selective audience. 

The project will use different dissemination channels in reaching the target audience: 
European workshops, concertation and Future Internet Assembly (FIA) meetings, 
internationally established conferences, ICT events (organised by EC), ENISA; ETSI and IETF 
groups. In the latter part of the project, the project also plans to use some of the commercial 
events to reach the business user community. In addition to this project website will be kept 
updated with all the results of the results and public deliverables to reach the wider audience. 
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2. DEMONS Project overview 

2.1. Context of the DEMONS Proposal 

Over the past decade, the Internet has become more challenging for operators, enterprises, 
and end-users. The Internet has evolved significantly, and people have come to depend on it 
for a number of activities such as voice and video communications, social networking, online 
banking, e-government and shopping. Trust is the core of social and economic activity in the 
Internet, and is the basis of economic transactions, social connections, and communication 
between people and organizations. As there is the need to be able to trust our network and 
services, the robustness of the Internet against security threats and operational failures is of 
significant importance. 

Security threats, which once represented mere “hacking” or exploitation of hosts for little 
more than curiosity or vanity, have given way to sophisticated criminal operations that exploit 
vulnerabilities in network devices and end systems to take over large numbers of nodes, 
arranging them into botnets for spamming, phishing, extortion via distributed denial of service 
attacks, and personal information theft (e.g., credit card numbers) threatening end-user 
privacy and the importance of “information as an asset”. 

Besides security incidents, widespread disruptions arising from operational failures and mis-
configurations are also a clear threat to the security and reliability of the network. This has 
appeared as a result of the diversification over the past decade of end system types and 
operator management processes, creating an environment that is prone to such disruptions. 
Consumer devices with faulty or mis-configured firmware can generate potent denial of 
service attacks, and mis-configurations at the infrastructure level that can lead to harmful and 
large-scale disruptions. 

To make matters more challenging, there is an ongoing trend towards bringing Internet of 
things technologies into every end device. A very high number of nodes (e.g., every phone on a 
network, every device in a household, etc.) are now becoming IP-enabled, more intelligent and 
more complex, providing new hosts for botnets and bridging legacy and IP-based systems. This 
exacerbates operators’ dangers, as the problems multiply while the requirement on 
trustworthiness remains unchanged. 

The most important commonality among all of these distributed threats is that events far away 
in the network topology can have serious effects on an organization’s own network. Merely 
observing the packets that comprise the “last mile” gives an incomplete picture of the 
environment and merely reacting to network conditions at this edge provides an inadequate 
means of response to threats. Handling a cooperative network attack or large-scale accident 
requires cooperative network defence and response. Such solution calls for a decentralized 
and scalable monitoring infrastructure to provide both detection and reporting of security and 
network disruption incidents across multiple domains and jurisdictions. 

Such an infrastructure must take the following privacy and trust considerations into account: 

 Even in the single-organization case, network traffic monitoring activities, 
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especially at higher layers of the network stack, pose a serious risk to individual 
privacy, since they may result in tracking the personal online activities of end users 
without their knowledge. Monitoring activities undertaken without transparency 
or accountability with respect to data processing, i.e. without privacy-awareness 
lead to a loss of trust in the network as a whole. As a result, care must be taken 
that privacy concerns are addressed, and that privacy rights and data protection 
laws are not violated 

 Network monitoring has to do with data traffic, which from a privacy perspective 
of individuals poses a serious risk since these data may be differently combined, 
processed, used to encroach massively into the individual’s private life. These 
concerns are only amplified when sharing information in order to carry out 
cooperative network defence activities. Information sharing is further complicated 
by the fact that such cooperative defence activities will often cross jurisdictional 
boundaries, requiring the collection, storage and processing of network traffic 
data to comply with data protection laws of several different jurisdictions. Trust 
among operators is also an important consideration. Operators are generally loath 
to share information with outside parties. Despite this, many incidents are cross-
domain, so operators are forced to rely on a cooperative defence process which is 
both informal, based on links of trust between individuals at network operations 
centers (NOCs) and computer security incident response teams (CSIRTs); and 
manual, without any specific technological support beyond electronic mail and the 
public telephone network. In addition to these considerations, the system must be 
scalable. Internet traffic growth is reaching volumes previously unimagined. 
Annual global IP traffic volume nearly doubles every two years, and will exceed 
half a zettabyte (5x1020 bytes) by 2012. This growth poses severe challenges to 
the scalability of a distributed monitoring system, such as the one envisioned by 
this project. Current trends in Internet applications such as Web 2.0, cloud 
computing, and the internet of things are bound to bring more pervasive data 
collection, longer persistence of collected data, higher traffic volume, and more 
heterogeneous traffic. All these factors make network management an evolving 
environment that becomes every day more difficult. 

 

In summary, the core problem in cooperative network monitoring and mitigation is that 
incidents impacting the security and reliability of a given network today are complex, with 
threats widely distributed among attackers, intermediary systems, indirect targets, and direct 
targets, all potentially lying in different organizations, parts of the network, and national 
jurisdictions. The legal, organizational, and technical infrastructure to respond to these 
incidents must therefore be distributed and cooperative. 

 

2.2. The DEMONS Vision and How to achieve it 

To address all the above considerations, DEMONS envisions building a novel cooperative 
network monitoring and mitigation system based on a completely decentralized, application-



 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

9 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

aware, privacy-preserving, multi-jurisdictional monitoring infrastructure. Such an 
infrastructure will provide the detection, reporting and mitigation mechanisms needed to 
combat not only today's threats, but also those of tomorrow. DEMONS aims to realize this 
infrastructure by applying novel distributed systems technologies and leveraging their native 
scalability and fault tolerance characteristics. In doing this, DEMONS will put special emphasis 
on privacy, trust, and legal issues arising from collecting and exporting data across operator 
domains and across multiple jurisdictions. These issues have previously prevented other 
security solutions from being widely deployed and have therefore rendered them ineffective. 

 

2.3. Technical arrangement 

The DEMONS technical vision is separated into three layers, representing increasing hierarchy 
of organization and value of knowledge up the stack: monitoring and measurement, 
coordination, and application. 

 

 The measurement layer consists of a flexible, programmable, scalable 
measurement interface built of dedicated hardware and software components. 
This interface will support data capture and analysis, data reduction and privacy 
protection in accordance with data protection legal requirements, support for 
threat mitigation, and cross-interface cooperative measurement via a set of 
composable primitive operations. 

 The coordination layer applies overlay networking technologies to bind 
measurement-layer components together across multiple observation points, 
administrative domains, and jurisdictional boundaries. It distributes queries, 
measurement results, and mitigation instructions to the most appropriate location 
in a given situation for a given application, subject to the constraints imposed by 
its privacy-aware access control infrastructure. The coordination later also 
supports the application layer in application deployment, negotiating services and 
access rights for privacy control with the measurement layer. 

 The application layer leverages the infrastructure of the two lower layers in order 
to enable the rapid development and deployment of measurement and mitigation 
applications tailored to protection against specific threats. This layer leverages the 
coordination layer to distribute application functionality down to the 
measurement layer. This design pays particular attention to incident response 
workflow (especially mitigation, whether automated or with human intervention), 
presentation, and usability. 

 

The figure below shows the system architecture of DEMONS with these layers, with associated 
privacy consideration across these 3 layers 
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Fig. 1: DEMONS system architecture 

 

In order to effectively handle threats’ cooperativeness across multiple domains, these three 
layers are pervasively permeated with privacy-preserving principles to allow effective 
cooperation across administrative domain and jurisdictional boundaries. Such principles 
leverage distributed access control, innovative cooperative analysis, and data protection 
technologies. 

 

2.4. Project Objectives 

Through its Integrating Project strategy, DEMONS aims at addressing all the key aspects 
essential in monitoring approaches for the Future Internet. DEMONS’ ultimate goal is to i) 
design a more scalable, flexible and autonomic monitoring infrastructure, ii) exploit monitoring 
intelligence distributed inside programmable traffic probes and mediating devices, iii) improve 
monitoring applications’ performance, capability effectiveness (detection, reporting, and 
mitigation) and deployment easiness, iv) operating in compliance with the customers’ privacy 
rights, and v) taking advantage of cross-domain cooperation mechanisms to permit improved 
defence against global scale cooperative threats and operational failures. 
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3.      Dissemination Activities Planned  

 

Objective Approach Outcome Specific Actions 

Awareness 

creation: 

involving public 

On-line dissemination 

with public 

information and news 

related to the topics 

Reaching the 

worldwide audience 

and communities of 

interest 

Project website, brochures and 

leaflets, Posters, etc… 

R&D community 

dissemination 

Publish the project 

results in suitable 

events 

Reach the R&D 

community involved in 

related areas of 

research 

Participate in the European and 

international conference with 

projects results presentation 

and exchange know-how 

Liaise with FP7 

projects 

Co-operation with 

other projects 

Close links with other 

FP7 TSD projects and 

CSA projects of 

challenge 1.4. 

Participate in the concertation 

and FIA meetings 

Scientific 

dissemination 

Publication of project 

results in scientific 

journals 

Reaching the scientific 

community with 

reviewed publications 

in well known 

scientific journals 

Propose at least 5 papers to the 

selected journals for 

publication 

Industrial 

dissemination 

Share DEMONS 

vision and real results 

with other European 

operators beyond the 

DEMONS consortium, 

taking advantage of the 

contacts in the 

advisory board 

Extend the DEMONS 

vision in the Industry. 

Foster the adoption of 

DEMONS by more 

ISP/operators. 

Facilitate the joining of 

other industrial 

stakeholders (HW 

vendors, security SW 

developers), which 

may improve and push 

forward the solution 

Demonstration Roadshow in 

Europe during the last phase of 

the project, setting up live 

demos of DEMONS prototype, 

involving operators and other 

stakeholders, including 

members from organizations 

relevant to the project, such as 

ENISA or RIPE. 

Collaboration 

with stakeholders 

Dissemination to 

policy makers and 

network/service 

providers 

Liaison with RIPE and 

ENISA 

Joint workshop with ENISA 

and/or RIPE 

IETF 

specifications 

Involve future Internet 

researchers at 

international level in 

specifications 

development 

 Target Internationally 

accepted specifications 

At least 5 IETF contributions  
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The dissemination activities planned in the project can be grouped in nine major areas: 

1. Project press release 

2. Project fact sheet 

3. Project presentation 

4. Project website 

5. Research papers (aiming at disseminating research results) 

6. Talks and presentations both focused on specific project objectives and tasks and 
more general ones aiming at creating awareness of general privacy issues and 
challenges.  

7. Standardisation contirbutions 

8. Participation in concertation and Future Internet Assembly (FIA) activities 

9. Contacts with other projects  

 

3.1. Project Press Release 

The project issued a press release at the beginning of the project, so that the information 
about the project activities planned can be distributed widely, so as to develop contacts with 
other associated research groups and projects towards wider cooperative work in the planned 
research activities.NEC made the press release and it is available at the project website  

http://fp7-demons.eu/wp-content/PressRelease-NEC.pdf and at 
http://www.pressroom.neceurope.com/content/detail.aspx?ReleaseID=889&NewsAreaId=2 

 

3.2. Project Factsheet 

The project factsheet provides project overview, partners involved and contractual 
information of duration and budget. The factsheet and the project posters are made available 
on the project website that can be downloaded from the project website: http://fp7-
DEMONS.eu 

 

3.3. Project Presentation 

The project presentation with details of technical activities and project structure will be 
explained in a Powerpoint presentation that can be downloaded from: http://fp7-DEMONS.eu 

 

http://fp7-demons.eu/wp-content/PressRelease-NEC.pdf
http://www.pressroom.neceurope.com/content/detail.aspx?ReleaseID=889&NewsAreaId=2
http://fp7-demons.eu/
http://fp7-demons.eu/
http://fp7-demons.eu/
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3.4. The Project website 

The domain name fp7-demons.eu has been registered for the specific dissemination activities 
of the project. The project website is http://www.fp7-DEMONS.eu. The web site is mostly 
meant for dissemination at large and designed accordingly; the main focus is put on a clear 
structure that enables the reader to quickly and easily find information. With its website the 
DEMONS consortium wants to inform the stakeholders about the project status and results. To 
reach this in an effective way, the following aspects are considered:   

 Use of a simple and clean structure in order to be quickly understood by the 
visitor. Allow fast and easy access to all available information. This should be done 
by considering the widely used “three clicks” rule for website design. 

 Provide the information of the project on different levels of detail, allowing users 
with diverse backgrounds and experiences to understand the content. 

 Provide continuously updated information on results that are achieved in the 
various working areas (e.g. Publications addressing architecture, privacy 
protection mechanisms, standards, publications etc.) of the project. This 
information should enable the visitor to get a quick overview of the approach 
taken and the main results achieved.   

 Provide information on related events like conferences in a news flash. 

 Provide all public deliverables and DEMONS papers for download. 

 Possibly make use of existing (preferably open source) software and try to fully 
avoid development of any new components.  

 

The website will have both static and dynamic content. The static content consists of 
information giving an overall introduction to the project, and a dynamic part, containing 
current news and achievements of the project. The static content is not expected to be 
significantly changed for the duration of the project.  The dynamic content is updated at a 
regular basis. Due to the used plain design and the CMS, addition and deletion of menu items 
can be done on demand with minimum effort. 

 

3.5. Research papers 

The project partners are very active in publishing number of public papers in the international 
conferences and journals to inform the technical community with the results achieved in the 
project time to time. 

The list below provides the list of research papers published in the first year in different 
Conferences and Wokshops:  

 G. Tropea, G. V. Lioudakis, N. Blefari-Melazzi, D. I. Kaklamani, I. S. Venieris, 
“Introducing Privacy-Awareness in Network Monitoring Ontologies”, in Proceedings 
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of the 21st Tyrrhenian Workshop on Digital Communications: Trustworthy Internet, 
Island of Ponza, Italy, September 6-8, 2010. 

 d’Heureuse, Sandra Tartarelli, Saverio Niccolini, “Analyzing telemarketer behavior in 
massive telecom data records”, in proceedings of 21st Tyrrhenian Workshop on 
Digital Communications: Trustworthy Internet, Ponza, Italy, September 2010 

 S. Teofili, E. Nobile, S. Pontarelli, G. Bianchi "IDS Rules adaptation for packets pre-
filtering in gbps line rates" in proceedings of 21st Tyrrhenian Workshop on Digital 
Communications: Trustworthy Internet, Ponza, Italy, September 2010 

 Antonakopoulou, F. Gogoulos, G. V. Lioudakis, A. S. Mousas, D. I. Kaklamani, I. S. 
Venieris, “Semantic Information Model for Privacy-Aware Access Control“, in 
Proceedings of the 14th Panhellenic Conference on Informatics (PCI 2010), Tripolis, 
Greece, September 10 – 12, 2010.  

 G. V. Lioudakis, G. Tropea, I. S. Venieris, D. I. Kaklamani, N. Blefari-Melazzi, 
“Combining Monitoring and Privacy-Protection Perspectives in a Semantic Model for 
IP Traffic Measurements”, in Proceedings of the 25th International Symposium on 
Computer and Information Sciences (ISCIS 2010), London, UK, September 22 – 24, 
2010. 

 J. Seedorf, S. Niccolini, A. Sarma, B. Trammell, G. Bianchi, “Privacy Preservation 
Techniques to establish Trustworthiness for Distributed, Inter-Provider Monitoring”, 
Privacy Workshop jointly sponsored by the Internet Architecture Board (IAB), World 
Wide Web Consortium (W3C), MIT Computer Science and Artificial Intelligence 
Laboratory (CSAIL), and Internet Society (ISOC), Boston, USA, December 2010 

 Brian Trammell, et al. ;“Peeling away timing error in NetFlow data”; Passive and 
Active Measurement Conference (PAM 2011). Atlanta, Georgia, USA, 20-22 March 
2011. 

 Fabio Ricciato and Martin Burkhart ; “Reduce to the Max: A Simple Approach for 
Massive-Scale Privacy-Preserving Collaborative Network Measurements”; paper in 
collaboration with ETHZ on SMC, accepted at the 3rd TMA Workshop, Vienna, 
April’11. 

 Cesareo, J., Berger, A., and D'Alconzo, A ; “COMINDIS - COllaborative monitoring 
with MINimum DISclosure”, paper for the Poster session at the 3rd TMA Workshop, 
Vienna, April’11. 

 Trammell, E. Boschi, G. Procissi, C. Callegari, P. Dorfinger, and D. Schatzmann ; 
"Identifying Skype traffic in a large-scale flow data repository", Traffic Measurement 
Activity (COST TMA) workshop. April 2011 

 Salvatore Pontarelli, Simone Teofili, Giuseppe Bianchi: “Hardware-Based"on-the-fly" 
Per-flow Scan Detector Pre-filter”, TMA 2011, pp. 181-184 

 Salvatore Pontarelli, Simone Teofili: “Anti-evasion Technique for Packet Based Pre-
filtering for Network Intrusion Detection Systems”, (Poster). TMA 2011, pp. 185-188 

http://www.csg.ethz.ch/people/martibur


 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

15 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

 Guerid, H.;   Serhrouchni, A.;   Achemlal, M.;   Mittig, K.;    "A Novel Traceback 
Approach for Direct and Reflected ICMP Attacks", in SAR-SSI 2011; May 2011,  
Hachem Guerid, France Telecom 

 Anna Antonakopoulou, Georgios V. Lioudakis, Fotios Gogoulos, Dimitra I. Kaklamani, 
Iakovos S. Venieris, “Leveraging Access Control for Privacy Protection: A Survey”, in 
Privacy Protection Measures and Technologies in Business Organizations: Aspects 
and Standards, G. Yee (Ed.), 2011. 

 Giuseppe Tropea, Georgios V. Lioudakis, Nicola Blefari-Melazzi, Dimitra I. Kaklamani, 
Iakovos S. Venieris, “Introducing Privacy-Awareness in Network Monitoring 
Ontologies”, in Trustworthy Internet, L. Salgarelli, G. Bianchi, N. Blefari-Melazzi 
(Eds.), pp. 317–331, 2011, Springer Verlag, ISBN: 978-88-470-1817-4. 

 Eugenia I. Papagiannakopoulou, Maria N. Koukovini, Georgios V. Lioudakis, Joaquin 
Garcia-Alfaro, Dimitra I. Kaklamani, Iakovos S. Venieris, “A Contextual Privacy-Aware 
Access Control Model for Network Monitoring Workflows: Work in Progress”, in 
Proceedings of the 4th MITACS Workshop on Foundations & Practice of Security 
(FPS), Paris, France, May 12 – 13, 2011. 

 Maria N. Koukovini, Eugenia I. Papagiannakopoulou, Georgios V. Lioudakis, Dimitra I. 
Kaklamani, Iakovos S. Venieris, “A Workflow Checking Approach for Inherent Privacy 
Awareness in Network Monitoring”, in Proceedings of the 6th International 
Workshop on Data Privacy Management (DPM 2011), Leuven, Belgium, September 
15-16, 2011. 

 Nabil Hachem, Yosra Ben Mustapha, Gustavo Gonzales Granadillo and Herve Debar. 
“Botnets: Lifecycle and Taxonomy”. In 6th Conf. on Network Architectures and 
Information System Security: SARSSI-2011, May 18-20, La Rochelle, France. 

 Brian Trammell and Dominik Schatzmann ; "A tale of two outages: a study of 
the Skype network in distress" TRAC workshop, July 2011, Istanbul 

 Christian Callegari, Stefano Giordano, Michele Pagano, and Teresa Pepe. Detecting 

Heavy Change in the Heavy Hitter Distribution of Network Traffic. International 
Workshop on  
TRaffic Analysis and Classification (TRAC 2011), July 5 -8, 2011, Istanbul, Turkey 

 

 S. Preda, F. Cuppens, N. Cuppens, J. Garcia-Alfaro, L. Toutain. "Dynamic 
deployment of context-aware access control policies for constrained security 
devices". Journal of Systems and Software, 84(7):1144-1159, July 2011.  

 

 Andreas Berger, Jacopo Cesareo, Alessandro D’Alconzo; “Collaborative Network 
Defense with Minimum Disclosure” ; Globecom’2011; http://www.ieee-
globecom.org/ 

Proposed Contributions 

 Nicola Bonelli, Andrea Di Pietro, Stefano Giordano, Gregorio Procissi. Packet 
Capturing on Parallel Architectures. To appear in the IEEE International Workshop 
M&N 2011, October 10-11 2011, Anacapri, Italy 

http://www.ieee-globecom.org/
http://www.ieee-globecom.org/
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 Georgios V. Lioudakis ; Using Ontologies for Access Control in Network Monitoring 
Infrastructures; ENISA workshop, Oct. 2011  

 Christian Callegari, Stefano Giordano, Michele Pagano, and Teresa Pepe. Combining 
Wavelet Analysis and Information Theory for Network Anomaly Detection. To 
appear in 4th International Symposium on Applied Sciences in Biomedical and 
Communication Technologies (ISABEL 2011), October 26-29, 2011, Barcelona, 
Catalonia, Spain 

 Andrea di Pietro, Felipe Huici,  Nicola Bonelli,  Petr Kastovsky, Brian Trammell,  
Tristan Groleat,  Sandrine Vaton,  Fabrizio Nuccilli; Blockmon: A Modular System for 
Flexible, High-Performance Traffic Monitoring and Analysis, INFOCOM 2011 

 Christian Callegari, Stefano Giordano, Michele Pagano, and Teresa Pepe. Forecasting 
the Distribution of Network Traffic for Anomaly Detection. To appear in IEEE 
TrustCom 2011, November 16-18 2011, Changsha, China 

 D. Ficara, G. Antichi, N. Bonelli, A. Di Pietro, S. Giordano, G. Procissi, F. Vitucci. 
Scaling Regular Expression Matching Performance in Parallel Systems through 
Sampling Techniques. To appear in IEEE Globecom 2011, 5-9 December 2011, 
Houston, Texas, USA 

 Gianni Antichi, Andrea Di Pietro, Stefano Giordano, Gregorio Procissi, Domenico 
Ficara. Design and Development of an OpenFlow Compliant Smart Gigabit Switch. To 
appear in IEEE Globecom 2011, 5-9 December 2011, Houston, Texas, USA 

 N. Bonelli, A. Di Pietro, S. Giordano, G. Procissi. PFQ: a Novel Engine for Multi-
Gigabit Packet Capturing with Multi-Core Commodity Hardware. PAM 2012 

 Christian Callegari, Andrea Di Pietro, Stefano Giordano, Teresa Pepe, and Gregorio 
Procissi. The LogLog Counting Reversible Sketch: a Distributed Architecture for 
Detecting Anomalies in Backbone Networks. ICC 2012 

 Christian Callegari, Stefano Giordano, Michele Pagano, and Teresa Pepe. Combining 
Wavelet Analysis and CUSUM Algorithm for Network Anomaly Detection. ICC2012 

 Maurizio Dusi, Christian Vitale, Saverio Niccolini, Christian Callegari. Pollution-free 
user profiling for distributed PCA anomaly detection in telephone networks. ICC 
2012 

 

3.6. Talks, Project Presentations, Seminars 

The project partners plan to participate in multiple European and international workshops, 
seminars and relevant events to provide project views related to privacy preserving monitoring 
architectures the ways to develop the trust in the ICT network. 

1. G. Bianchi, CNIT; Conditional sharing of encrypted data approach;  POFI (Workshop 
on the policies  for the future Internet),  9 June 2011, Pisa 
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2. G. Bianchi, "Monitoring versus confidentiality: a false dichotomy?", AICT Information 

day: safety and security in high tech systems, Rome, March 22, 2011 

 

3. G. Bianchi, "Data Access Control and Protection: the (emerging) Copernican 
Revolution", invited by the Italian Privacy Authority (garante) to deliver a talk on 
recent improvements in privacy technologies (talk restricted to to about 40 
employeers and consultants), May 18, 2011, Roma, Privacy Authority premises. 

 

3.7. DEMONS organized workshops 

3.7.1. Organization of IAPP Summit Session: 

Workshop session of IAPP Privacy Global Summit, 9-17 Mar. 2011, Washington, US 

DEMONS had a session to discuss privacy by design and interaction between legal experts and 
technicians. 

3.7.2. COST TMA workshop, 27 April 2011, Vienna. 

DEMONS organized a poster and interactive session the TMA 2011 Workshop session 
dedicated to work-in-progress related to the areas of decentralized, cooperative, scalable, and 
privacy-preserving monitoring infrastructures for achieving trustworthiness. The papers were 
selected with peer review and 6 papers were selected among number of submitted papers. 
The session was very successful for exchange of state of the art ongoing activities between 
COST, DEMONS and other project participants.  

http://www.tma-portal.eu/cost-tma-action/tma-workshops/tma-2011-workshop/poster-
session/ 

 

3.7.3. WSIS workshop, Exhibition, May 16-21 2011, Geneva 

DEMONS participated in ITU organised WSIS event. KYOS had a booth in the exhibition, where 
DEMONS posters were presented and interactive discussion with international delegates were 
held. 

3.7.4. DEMONS presentation in the TNC 2011 

 

INVEA-TECH has presented DEMONS project during the TERENA Networking Conference 2011 
held in Prague, 16-19 May. The TERENA Networking Conference (TNC) is the largest and most 
prestigious European research networking conference - over 500 participants including 
decision makers, networking specialists and managers from all major European networking 
and research organisations, universities, worldwide sister institutions and industry 
representatives attend. You can see INVEA-TECH booth on the picture. 
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WSIS, Geneva Poster presentation Terena 2011 Poster presentation 

 

3.7.5. Organization of FPS 2011 

4th Canada-France Workshop on Foundations and Practice of Security was organised in Paris, 
May 2011; Chairs: Joaquin GARCIA-ALFARO (INT, Telecom Bretagne) and Pascal Lafourcade 
(University of Grenoble).  ICCS (Eugenia I. Papagiannakopoulou) gave a contributed talk to 
present the DEMONS project. The talk was published on the post-proceedings 

 

3.7.6. ENISA summer School, 27 Jun-1 Jul 2011, Heraklion 

Poster session was organised in ENISA Network and Information Security Summer School and 
presented the motivation, vision, assets and standardization effort of DEMONS from 27th June 
to 1st July. 

 

3.7.7. TRAC workshop, Istanbul, July 2011. 

The second edition of the International Workshop on Traffic Analysis and Classification (TRAC) 
took place in Istanbul in July 5-8, 2011 and it was organized under the technical supervision of 
DEMONS partners (CNIT in particular). The technical manager of DEMONS (Dr. Saverio 
Niccolini, NEC) gave a keynote speech (entitled “Towards a Decentralized, Cooperative, and 
Privacy-Preserving Monitoring System” as part of this workshop 
(http://netgroup.iet.unipi.it/trac2011/). The workshop was a great success and was awarded 
with the Best workshop award. 

 

3.8. Journal Paper Publications  

http://netgroup.iet.unipi.it/trac2011/
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1. IEEE Communication Magazine, December 2010; “Lessons learned on the usage of 
call logs for security and management in IP Telephony” 

Authors (NEC): Sandra Tartarelli, Nico d’Heureuse, and Saverio Niccolini, , 

2. Journal of Systems and Software  (JSS):  "Dynamic deployment of context-

aware access control policies for constrained security devices" 

Authors (INT/TB): S. Preda, F. Cuppens, N. Cuppens, J. Garcia-Alfaro, L. 

Toutain 

3. ACM CCR journal (accepted for publication): “On-demand Time-decaying 

Bloom Filters for Telemarketer Detection” 

Authors: Giuseppe Bianchi, Nico d’Heureuse, Saverio Niccolini 

4. Trustworthy Internet, L. Salgarelli, G. Bianchi, N.Blefari-Melazzi (Eds.), 

pp.303-316, 2011, Springer Verlag, ISBN: 978-88-470-1817-4.: "IDS Rules 

adaptation for packets pre-filtering in gbps line rates" 

Authors: S. Teofili, E. Nobile, S. Pontarelli, G. Bianchi 

 

 

 

http://www.elsevier.com/wps/find/journaldescription.cws_home/505732/description
http://www.elsevier.com/wps/find/journaldescription.cws_home/505732/description
http://www.elsevier.com/wps/find/journaldescription.cws_home/505732/description
http://www.elsevier.com/wps/find/journaldescription.cws_home/505732/description
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4. Standardisation 

Standardisation is intended to be an important part of DEMONS results. Thus, DEMONS 
partners will elaborate a common standardisation strategy, identifying relevant 
standardisation bodies and, for each of them, deciding on the appropriate level of 
participation (active contribution, active attendance, passive follow-up).  

The DEMONS consortium will contribute significantly to international standards bodies 
through some of its main partners. A leading role will be taken by vendors and network 
operators, since they participate in relevant standardization bodies. However, the cooperation 
of more research-focused partners in this standardization activity will improve the impact of 
the efforts, bringing DEMONS innovations to the wider community and ensuring 
interoperability of the DEMONS infrastructure with existing and concurrently-developed 
technology and processes. The DEMONS consortium has an unusually deep involvement in 
standardisation, as even research-oriented partners have significant standardization expertise 
and relationships. 

As a starting point, early discussions on DEMONS have identified possible standardisation 
bodies and fora that are relevant for the DEMONS activities. 

 

Standard 

Body/ 

Forum 

Specific 

Group 

targeted 

Details of contributions Foreseen impact 

IETF IPFIX/ 

PSAMP 
Anonymisation support for 

exchange of flow- and packet- 

level measurement information. 

Protecting the privacy of end 

users of the network and the 

secrecy of business information. 

Related to project objectives (2), 

(3), (5) and (7). 

SIPCLF Common Log Format for 

Multimedia Communications: 

definition of an IPFIX format, 

export and multi-point correlation 

considerations. 

Harmonizing the format for 

logging SIP-based multimedia 

communications in order to ease 

multi-point correlation of 

records. This will lead to 

improved detection capabilities 

of threats. Related to project 

objectives (1), (3), (4), (5), (6) 

and (8). 

SPEERMINT Security threats and suggested 

countermeasures for inter-

provider session peering 

Enumerate specific threat 

vectors for multimedia session 

peering and give guidance for 

implementers on selecting 

appropriate countermeasures 

thus increasing the border 

security for SIP service 

providers. Related to project 

objectives (1), (5) and (10). 
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INCH Application of IODEF to transport 
detection and mitigation 
messages and completion of 
Realtime Internetwork Defense 
(RID) and RID Transport drafts for 
cooperative internetwork 
defense leveraging IODEF. 

Extension of IODEF schema for 
mitigation messages as wells as 
application of RID to inter-
domain exchange of IODEF 
messages. Related to project 
objectives (1), (5), (6) and (8). 

OPSEC Application of RFC 4778 (security 
best practices) to cross-domain 
operators environment, study of 
icmp filtering techniques draft 
and potential contribution to 
filtering capabilities. 

Standardization of message 
formats for announcement and 
configuration of filtering 
capabilities. Related to project 
objectives (1), (4), (5) and (6) 

ETSI MOI ISG Development of advanced 
security and privacy technologies 
relying on semantics. 

Standardisation of network 
monitoring ontologies that will 
incorporate semantic provisions 
about security and privacy as 
integral parts.  

INS ISG 

 

Creation of a new work item 
especially focused on the use of 
Identity Management for 
distributed network monitoring. 
The work will be targeted at 
identifying privacy requirements 
and concerns for operator 
deployment as well as collect the 
interfaces for data exchange and 
authentication across multiple 
domains. 

Create standards for addressing 
protection of user data and of 
business information in a cross-
domain monitoring 
environment. 

RIPE Roundtable 

meetings 
Initiate a regular series of events 

to develop best practices 

methodologies for detecting 

network security threats and 

activate countermeasures in cross-

domain environments. 

Achieve better interoperability 

among network operators in 

network security threat 

detection and discuss most 

common incident scenarios.  

ENISA Stakeholder 

Relations 
Contribute to thematic reports and 

good practice brokerage in the 

area of threats, cyber attacks and 

vulnerabilities mitigation. 

Achieve better interoperability 

among network operators in 

network security threat 

detection and mitigation.  

 

4.1. IETF activities in Year 1: 

In Year 1 of the DEMONS project, we published two Requests for Comments (RFCs), began or 
continued work on four Internet-Drafts with an eye toward future publication as RFCs, 
contributed to work to start a new DEMONS-related working group on interdomain mitigation 



 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

22 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

cooperation, and sponsored an interoperability event. 

These activities are detailed in the subsequent subsections; information on the interop is 
found in the entry for the IETF 80 meeting in Prague. 

4.1.1. RFCs Published 

The two RFCs described below have been published during the DEMONS project. 

4.1.1.1. RFC 6046 

RFC 6046, K. Moriarty and B. Trammell, “Transport of Real-time Inter-network Defense (RID) 
Messages”, was published as an Informational RFC in November 2010. This document specifies 
a transport protocol for RID based upon the passing of RID messages over HTTP/TLS (Transport 
Layer Security).  

 

The Incident Object Description Exchange Format (IODEF) defines a common XML format for 
document exchange, and Real-time Inter-network Defense (RID) defines extensions to IODEF 
intended for the cooperative handling of security incidents within consortia of network 
operators and enterprises.  

 

This document will be updated in 2012 to reflect the upgrade of RID to a Proposed Standard, 
as part of the MILE effort, below. 

4.1.1.2. RFC 6235 

RFC 6235, E. Boschi and B. Trammell, “IP Flow Anonymization Support”, was published as an 
Experimental RFC in May 2011.  

This document describes anonymization techniques for IP flow data and the export of 
anonymized data using the IP Flow Information Export (IPFIX) protocol.  It categorizes common 
anonymization schemes and defines the parameters needed to describe them.  It provides 
guidelines for the implementation of anonymized data export and storage over IPFIX, and 
describes an information model and Options-based method for anonymization metadata 
export within the IPFIX protocol or storage in IPFIX Files. 

4.1.2. Drafts in Progress 

The four drafts described below represent ongoing efforts in the scope of the DEMONS 
project. All of them have been ongoing efforts since the beginning of the project. These are 
described by their current Internet-Draft names, and referred to by the short names later in 
this section. 
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4.1.2.1. draft-trammell-ipfix-a9n 

This document, "Exporting Aggregated Flow Data using the IP Flow Information Export (IPFIX) 
Protocol", describes the export of aggregated Flow information using IPFIX. An Aggregated 
Flow is essentially an IPFIX Flow representing packets from zero or more original Flows, within 
an externally imposed time interval. The document describes Aggregated Flow export within 
the framework of IPFIX Mediators and defines an interoperable, implementation-independent 
method for Aggregated Flow export. As a network of DEMONS Nodes essentially implements a 
hierarchy of IPFIX Mediators for each given application, and many applications use aggregated 
flow information as part of their processing, this is in essence an effort to standardize the 
export of intermediate results produced by DEMONS. 

4.1.2.2. draft-claise-ipfix-mediation-protocol 

This document, "Specification of the Protocol for IPFIX Mediations”, which ETH coauthors 
together with Cisco Systems and NTT, specifies IPFIX Protocol issues specific to IPFIX 
Mediators. This draft is being developed in parallel with the aggregation draft, above. 

4.1.2.3. draft-trammell-ipfix-ie-doctors 

This document, "Guidelines for Authors and Reviewers of IPFIX Information Elements", 
provides guidelines for the definition of IPFIX Information Elements for addition to the IANA 
IPFIX Information Element registry, in order to extend the applicability of the IPFIX protocol to 
new operations and management areas. This work aims to better scale the process used to 
extend IPFIX, as will be applied during the DEMONS project. 

4.1.2.4. draft-trammell-ipfix-sip-msg 

This document provides a method for representing information about SIP messages in IPFIX; it 
began life as draft-niccolini-sipclf-ipfix, which was intended to define a log file format for 
application layer logging of SIP transactions using the IPFIX File Format.The document aims to 
make SIP application-layer monitoring possible using IPFIX, as will be applied in VoIP fraud 
detection scenarios by DEMONS. The document is authored by ETH in concert with NEC, as 
well as Cisco Systems and Acme Packet, a US-based SIP device vendor. 

4.1.2.5. draft-ietf-speermint-voipthreats 

The objective of this document is to identify and enumerate SPEERMINT (Session PEERing for 
Multimedia INTerconnect) specific threat vectors and to give guidance for implementers on 
selecting appropriate countermeasures. This draft deal with inter-domain at application level, 
the considerations relate to the multimedia communications being managed by means of the 
SIP protocol. This draft will soon become an RFC as it passed already the IESG review. 

4.2. Managed Incident Lightweight Exchange (MILE) 

Managed Incident Lightweight Exchange is a pre-working-group effort to restart the work of 
the INCH working group. INCH defined the Incident Object Description Exchange Format 
(IODEF), designed to provide a way for computer-security incident-response teams (CSIRTS) to 

http://tools.ietf.org/html/draft-ietf-speermint-voipthreats-09
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exchange information about security incidents across domain boundaries; Realtime 
Internetwork Defense (RID) extended this with mitigation instruction semantics.  

The effort is currently in “pre-Working Group” status, with a view toward holding an official 
BOF (“Birds-of-a-Feather”) session in November 2011 in Taipei, or chartering a working group 
directly toward that meeting; B. Trammell of ETH has volunteered to co-chair the effort. Early 
MILE work will focus on the revision of RID, usability improvements to IODEF, and bringing 
externally contributed extensions to IODEF into the IETF. The first two of these are: 

 a draft allowing the expression of SCAP enumerations in IODEF 

 a draft describing markings for data sharing restrictions within IODEF 
 

The MILE effort also includes two DEMONS Internet-Drafts which are primarily “groundwork” 
for enabling other contributors to successfully contribute their ongoing extensions to IODEF 
and RID to the IETF. draft-trammell-mile-template provides a template document for IODEF 
extension, and draft-trammell-mile-iodef-xmlreg modifies the IANA XML registries to ensure 
review of contributed IODEF extensions by IODEF experts. 

4.3. IETF IPFIX Interop, Prague, March 2011 

The DEMONS project, led by ETH, and with significant support from CESNET, organised the 
IPFIX Interop event before the IETF 80 meeting in Prague, on 24-25 March, 2011.Testing 
focused on normal operation of the protocol over SCTP as specified in RFC 5101; TCP and UDP 
were tested according to the capabilities of the participants’ implementation.  

Core tests were matrix tests (each exporter (EP) to each collector (CP) for each capable 
transport), with the following conditions necessary for a successful test for an EP/CP pair: 

• The EP can connect to the CP 
• The EP can export Templates to the CP 
• The EP can export Flows according to those Templates to the CP 
• The Flows received at the CP are identical to those sent by the EP, considering any 

mismatch between the internal data models of the EP and CP. 
• The EP can export to the CP on at least two Streams, if the EP supports multiple 

stream export. (SCTP only) 
• The EP can withdraw and reuse a Template ID successfully with the CP, if the EP 

supports template withdrawal. 
• The EP can withdraw a Template on one Stream that was used on another Stream, 

and reuse its ID, if the EP supports template withdrawal. (SCTP only) 
• The EP can allow a Template to expire and reuse a Template ID successfully with the 

CP, if the EP supports Template ID reuse. (UDP only) 
 
The following scenarios, which cover areas of protocol development since the last 
interoperability test in 2006, were also scheduled for testing, though the tests were not 
performed due to poor implementation support. This knowledge in and of itself, however, is 
useful for future development of the protocol. 

• Export and collection on multiple streams 
• Template withdrawal and expiration, and template ID reuse 
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• Secure session establishment using TLS or DTLS 
The interoperability event provided an open and flexible environment for testing, and was the 
first open interop to provide realistic traffic loads for IPFIX Metering Processes. The final report 
of the interoperability event was published in the IETF80 proceedings, available at  

http://www.ietf.org/proceedings/80/slides/ipfix-4.pdf 

4.4. IETF Meetings 

DEMONS partner ETH participates in IETF meetings on behalf of the project. Progress at each 
of the three meetings during Year 1 is given below: 

4.4.1. IETF79, Beijing, November 2010 

This meeting saw the publication of RFC 6046, as well as progress on all DEMONS drafts. The 
three IPFIX working group drafts were presented and received favorably, with a view toward 
adopting them as working group items. 

Side-meetings at this meeting led to a discussion on DNS misuse detection with DNS experts 
within the IETF. 

4.4.2. IETF 80, Prague, March 2011 

In addition to the IETF Interoperability Event described above, this meeting saw progress on all 
DEMONS drafts.  

 The SIPCLF contribution was reworked into draft-trammell-ipfix-sip-msg, a generalized 
method for SIP message logging via IPFIX. This draft is targeted to be published as an 
individual submission RFC; an area director sponsor was found at the meeting. 

 The three IPFIX drafts were subjected to a consensus call, and strong consensus was 
shown for adopting all three as working group items. However, due to work on the 
completion of other working group items, these were not added to the working group 
charter until after the next meeting. 

In addition, initial discussions on the formation of a MILE working group, and further side 
discussions on DNS misuse detection, took place at this meeting. 

4.4.3. IETF 81, Quebéc, July 2011 

The MILE effort was inaugurated in a side meeting on Monday, July 25. This meeting set 
the agenda for current MILE work, focused on the resubmission of RID as a standards-
track document, improvements to the usability of IODEF, and the completion of externally 
contributed extensions already in progress. 

The two DEMONS MILE “groundwork” drafts were written and submitted during the 
meeting. 

The three IPFIX drafts were subjected to a second consensus call, and strong consensus 
was once again shown for adopting all three as working group items. At this time, all three 

were accepted on the next charter for the working group. The draft charter 

http://www.ietf.org/proceedings/80/slides/ipfix-4.pdf


 
 
257315-DEMONS D8.2 
Initial Dissemination and Exploitation Plan 

 

26 Of 32 

 

Revision 1.31 of 7 Sept. 2011 

as discussed at this meeting targets all three for submission to the IESG in April 2012. 

ETH coordinated with co-authors at Acme Packet to advance progress on the –ipfix-sip-
msg draft, and with the IETF IANA liaison on IANA issues posed by the ipfix-ie-doctors 
draft. 

 

4.5. ETSI activities 

Within ETSI, DEMONS foresaw the creation of an industry specification group on the 
collaborative and distributed monitoring issues. The project discussed this issue at length 
considering two active ISGs already established, where some of the DEMONS related 
issues covered with partners being active already. MOI ISG has ICCS participating with the 
ontology issues.   

 “Measurement Ontology for IP Traffic”; editorship of the “Requirements for IP 
Traffic Measurement Ontologies Development” work item, available for discussion 
and approval. 

 

Another active ISG “Identity and Access Management for Networks and Services 
(INS)” has major identity and security management issues covered, in which some of 
DEMONS activities are also addressed 

After considering the overhead involved in creating new ISG, the project decided to 
approach INS ISG to include another theme in their terms of reference, so that more 
consistent security, identity and privacy issues can be addressed in the INS ISG. The INS 
ISG working group agreed with our proposal and first joint discussions between DEMONS 
and INS ISG was held on 21 June 2011 and agreed new terms of reference to be included.  

A new work item, WI9, has been added to the charter of INS ISG to cover the area of 
activities in DEMONS: “Security and Privacy requirements for distributed network 
monitoring”.  The scope of work in the work item will address: "identifying gaps 
regarding distributed processing and computation, protocols, and (anonymized) data 
exchange. Identify existing techniques/specifications to use and which new ones are 
required." A number of DEMONS partners have joined INS ISG and/or will provide support 
and will start soon to work and contribute to WI9 first working document, which will 
describe the main requirements for the monitoring data exchange between domains, 
mainly driven by business and regulatory constraints.  This works entails with activities 
being carried out in many WPs with regard to communication between domains (IXP 
modules, exchange protocols, etc.). 

DEMONS participation in next physical ISG INS meeting has been confirmed and a short 
introduction to WI9 goals as well as first early inputs of the work will be provided.  

This is a very strategic standardization activity (better said, pre-standardization activity to 
be aligned with ISG spirit) for DEMONS project, since the inter-domain approach is a key 
element of DEMONS innovative approach to distributed monitoring and shall be 
supported by such monitoring data exchange  . Besides, standardization of this kind of 
exchange is fully justified since involved peers are different independent organizations; 
making any kind of standardized mechanism will facilitate the adoption and reduce the 

cost and hassle of connection to another domain. Moreover, this will be an 
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excellent opportunity to spread the word and also get some valuable feedback from other 
European operators what are involved in this ISG.  

 

 

4.6. ITU Liaison 

DEMONS has established close liaison with SG13 addressing security in ICT and provided 
a tutorial on  DEMONS project and planned technical activities to the SG13 delegates in 
Geneva on 13th April 2011.  During this event, ITU invited the project to participate in 
WSIS meeting to be organised in May 2011 to reach larger target audience.  The WSIS 
meeting was very successful with KYOS participation on behalf of the project. 
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5.  Participation in Concertation and Future 
Internet Assembly activities 

The project is aware of number of concertation activities that EC regularly organize to 
coordinate the research project results. DEMONS project would actively participate and 
contribute the development of European security, privacy and trust related innovation 
activities. 

The project also plans to actively participate in the future Internet Assembly in developing the 
scalable and trusted future Internet research agenda. 

 

5.1. ICT2010, 27-29 Sept. 2010 

DEMONS project participated actively in the ICT2010, Brussels with presentation of 
project activities to the trust and security network session, and provided an opportunity 
to discuss mutual cooperation across TSD projects. 

 

5.2. Cluster workshop, 1 Feb. 2011 

EffectsPlus, support and coordination project is responsible to organize the cluster meetings of 
Trust and security projects. The first communication workshop was held on 1 Feb. 2011 in 
Brussels to discuss the plans and organization of events. DEMONS participated actively in this 
workshop and assisted in developed 3 track groups for cluster working groups: 

 

5.3. Cluster meeting and workshop: 29 – 30 Mar. 2011 

As a result of the first meeting 3 working groups were set up: 

Technical Clusters 

• Services and Clouds Cluster   

• Systems and Networks Cluster  

Non-Technical Cluster 

• Networking and Coordination Cluster 

DEMONS is active in the ‘systems and networks’ cluster, as their activities are more related to 
these activities. However, they would follow other cluster group activities. 
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The participating projects presented the project plans and discussed possible collaborations 
across projects. To improve the communication and better understanding of technical 
activities of different projects, the technical workshop is planned during July 2011. 

 

 

5.4. 2nd Cluster workshop: 4-5 July 2011, Amsterdam 

This workshop had all groups organizing the technical discussions with papers invited from the 
projects. The main theme of the systems and networks cluster was ‘ models’. 

The papers presented during this workshop can be seen at www.effectsplus.eu 

 

5.5. Future Internet Assembly meetings: 

DEMONS participated in all FIA meetings held since the project started: 

 FIA meeting, Ghent, Dec. 2010 

 FIA meeting, Valencia, April 2011 

 FIA meeting, Budapest; May 2011 

 

5.6. Contacts with other projects  

The cooperation is the key word of collective innovation. In this context, DEMONS plans to 
liaise with number of research projects and other initiatives at international level to achieve 
their project goals. 

 

 

http://www.effectsplus.eu/
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6. Blockmon Code: Open source release 

DEMONS has developed Blockmon, a novel system designed to enable measurement of ever 
larger networks. Unlike other approaches, Blockmon combines the flexibility that allows for a 
wide range of traffic monitoring and data analysis with the necessary mechanisms to yield high 
performance. The project has released the BLOCKMON code as open source at the git hub URL 
shown below. We have registered specific domain ‘blockmon-demons.org’ so that the external 
community users can join and have open discussions. We've also created a specific mailing list 
for Blockmon users. 

 

git repo: blockmon.github.com/blockmon/ 

blockmon mailing list: request@blockmon-demons.org 

to sign up: https://lists.uniroma2.it/index.html/info/blockmon-demons 

http://blockmon.github.com/blockmon/
https://eg.kyos.ch/egroupware/index.php?menuaction=felamimail.uidisplay.displayBody&uid=1806&part=&mailbox=SU5CT1g%3D
https://lists.uniroma2.it/index.html/info/blockmon-demons
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7. Planned Exploitation activities 

The secondary objective of dissemination activities is towards the exploitation of project 
results involving multiple stakeholders. DEMONS’ exploitation plan has two main threads, 
operational and industrial. Operator partners in the consortium plan to deploy and test a new 
threat detection and mitigation infrastructure to help them to reduce the threats on their 
networks. Operators already run detection systems and services to meet this objective, so the 
DEMONS infrastructure will be fully aligned to these plans. Moreover, operators look to the 
market for new solutions of this kind, as present approaches do not tackle current and future 
threats satisfactorily. So, as the DEMONS consortium contains of important European 
operators, exploitation through each operator’s own organisation is the obvious and natural 
way to benefit from the results of DEMONS. The trials, jointly developed by operators, vendors 
and SMEs, will give important feedback to shorten time-to-market and improve knowledge 
transfer. 

In addition to providing a solution from which all European users could benefit, there are also 
plans to derive commercial products from the project research. Thus, the DEMONS 
consortium has important industrial partners with their own exploitation and standardization 
plans, as manufacturers and vendors of DEMONS infrastructure elements and components. In 
addition to this, managed services providing a “clean network” is a current service market 
trend. Therefore, the solutions developed by DEMONS are likely to improve operators’ related 
portfolios.  

The consortium also plans to make the project results available to the public domain to the 
extent possible, when this does not compromise each partner's exploitation plans. Related is 
the project’s plan to contribute to standardization bodies, which ensures that a significant 
part of project’s work will be widely disseminated to foster its adoption, and that the 
infrastructure will interoperate with present and future developments in the area. The 
consortium has spoken with other operators who are not part of the consortium due to 
resource shortage, who are willing and committed to participate in the planned ISG or other 
standardisation initiatives that project plans to undertake. Again, the cooperative nature of 
DEMONS infrastructure is also expected to foster alliances among service providers and 
opening opportunities for business cooperation with SMEs specialised in the development or 
deployment of DEMONS elements and components. This should result in a significant impact 
and exploitation. 

Finally, universities and research institutes will be able to exploit the results through the 
training of highly qualified engineers in Master and PhD programmes. Also, a desirable 
outcome would be the incubation of new SMEs through our academic partners, and the 
consortium will actively encourage the creation of spin-off.  

Relevant factors that set the basis for a good exploitation of DEMONS results are: 

 Cooperation among strategic partners with complementary business 
roles, in order to align the requirements and architectural design.  

 Experimental validation in lab trials, in order to get early feedback at the 
research stage. This will allow a fast time-to-market for DEMONS-
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developed elements and components  

 Standardisation, in order to ensure that the resulting concepts will be 
further developed into products after the research stage and will foster 
European stakeholders to follow DEMONS research results.  

 Filing of patents when appropriate, in order to protect the innovative 
knowledge produced. 

 Creation of awareness among the user community about the 
trustworthiness of the Internet, especially as fostered and improved by 
the deployment of the DEMONS infrastructure. 

 

NEC: start of discussion with ABB corporate research on the use case related to the reliability 
of large-scale smart power grids, liaison with COST action on Traffic Monitoring and Analysis 
(TMA) 
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