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Executive Summary

A main objective of work package 8 is the selectidrmost prominent domain specific enablers. The
final part of this selection process was suppobigéxperiments. The experimentation in work pack&ge
considers also the technical usability's and fabs#s called also practicabilities of most proraint
domain specific enablers. This deliverable sumnearifirst the five selected domain specific enablers
(“Gateway for Secondary Substations using S3C GEC 61850 Protocol Adapter”, “Supervisory
Controller as Service”, “Electric Vehicle Supply Egment” and “Demand Side Manager”) initially
specified by the scenario work packages. The exmmris following this initial specification were
conducted on the selected experimentation fadlitie

These experiments are either partly coupled with ghlected domain specific enablers or show the
necessity for these:

The future distribution system has to support fiomzlities such as monitoring of the grid status,
automation of grid operations, automatic detectidriault conditions and restoration etc. This regsi
managing and controlling a multitude of connectedicks as well as the automation of processes. In
order to support this, a lot of communication tembgies will be applied in electricity networks. &3e
communication technologies should be as reliablpassible and the domain specific enabler “Gateway
for Secondary Substations using S3C GE” will adddilly introduce redundancy management. The
experiment for that domain specific enabler wasedionthe Institute for Automation of Complex Power
Systems at RWTH Aachen University and studied tiygaict of communication disturbances on the load
management of electric vehicles in conjunction wite power grid frequency control. In addition, the
experimentation results from Grenoble INP Lab was® used to study the impact of the communication
network performance and thus the viability of diffiet communication channels for the “Gateway for
Secondary Substations using S3C GE” domain spemifbler.

The “IEC 61850 Protocol Adapter” DSE is also retati® communications requirements and was
experimented at RWTH Aachen University. The experite shows the impact of computing time delay,
sampling time delay and transporting time delagnagor disturbances in communication systems.

The “Supervisory Controller as Service” DSE waserkpented in two approaches: With a simulator to
validate the DSE in different layers and in a pbgkinfrastructure. The infrastructure for the phgb
experiment was provided through Energy@home arldiega from 30 private houses were analyzed.

Electric vehicles are an important component inftltare smart grid. The electric vehicles can bedus
for instance to stabilize the grid frequency bytdbuiting to the primary frequency control. Thisdatie
impact of a huge amount of simultaneously chargiegtric vehicles were experimented in the Insitut
for Automation of Complex Power Systems at RWTH ket University. The “Electric Vehicle Supply
Equipment” domain specific enabler is necessamtitize the electric vehicles in an intelligent wdgr
instance as an effective contributor to grid stghilbecause this DSE is the connection component
between the smart grid and the electric vehicles.

The flattening of the demand curve of the energysamed is another important item in the future $mar
grid. This will be addressed by the “Demand Siden&ger” domain specific enabler. This enabler was
experimented in two different facilities, BeyWatahd Energy@home. The purpose of the two conducted
experimentations was to verify demand responsegusirarket mechanisms in different markets.
BeyWatch focuses more on full neighborhoods andd@@home on single homes.

By considering the results of the conducted expents the initial specification of the selected doma
specific enablers must possibly be updated. Thad fipecification of the domain specific enablershat
end of this document consider any potential impeegslted by the experimentations.
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1. List of Abbreviations

This document uses the list of abbreviations amehgedefined in the general FINSENY glossary and
terms [1] and additional the following list:

3G 3. Generation
ACS Automation of Complex Power Systems
ACSI Abstract Communication Service Interface
ADA Advanced Distribution Automation
ADSL Asymmetric Digital Subscriber Line
BAL Building Abstraction Layer
B2B Business to Business
B2C Business to Consumer
BEMS Home/Building Energy Management System
CFE Communication Front-end
CPS Combined Photovoltaic System
CT Communication Technology
CTD Computing Time Delay
DAC Data Acquisition and Control
DCS Distributed Control System
DER Distributed Energy Resources
DLMS/COSEM l\DAz\t/(iecr(ianléanguage Message Specification / Companjati8cation for Energy
DS Distribution System
DSE Domain Specific Enabler
DSM Demand Side Management
DSMgr Demand Side Manager
DSO Distribution System Operator
EECS Energy Efficiency Control System
eMarket4DSM Electronic Marketplace for Demand SWtenagement
EV Electric Vehicle
EVSE Electric Vehicle Supply Equipment
FCR Frequency Containment Reserve
Fl Future Internet
FPGA Field Programmable Gate Array
FTTH Fiber to the Home
GB Gigabyte
GE Generic Enabler
GPRS General Packet Radio Service
GSM Global System for Mobile Communications
GTAI/O Giga-Transceiver Analog Input and Output
GUI Graphical User Interface
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HAL Home Abstraction Layer
HAN Home Area Network
HSPA High Speed Packet Access
HTTP Hypertext Transfer Protocol
ICT Information Communication Technology
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engire
loT Internet of Things
IPSEC Internet Protocol Security
kW Kilowatts
LAN Local Area Network
LTE Long Term Evolution
LV Low Voltage
MGCC Microgrid Control Centre
MiLeSEnS Multi-Level Smart Environment Simulator
MMS Multimedia Messaging Service
MV Middle Voltage
MVDAC Middle Voltage Data Acquisition and Control
MW Megawatts
OPC OLE for Process Control
osC Permissible Frequency Oscillation
OSGi Open Service Gateway initiative
(O8] Open Systems Interconnection
ovs Permissible Frequency Overshoot
PAC Programmable Automation Controller
PCle Peripheral Component Interconnect Express
PLC Powerline Communication
PTOC Protection Time Overcurrent
PWM Pulse Width Modulation
QoS Quality of Service
REST Representational State Transfer
RTDS Real-Time Digital Simulator
RTU Remote Terminal Unit
S3C Service, Capability, Connectivity and Control
SCADA Supervisory Control and Data Acquisition
SCL Substation Configuration description Language
SGAM Smart Grid Architecture Model
SIM Subscriber Identity Module
STD Sampling Time Delay
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TCP/IP Transmission Control Protocol / InternettBeol
TSO Transmission Service Operator
TTD Transporting Time Delay
UDP User Datagram Protocol
V2G Vehicle to Grid
vDC Volts Direct Current
VLAN Virtual Local Area Network
VPP Virtual Power Plant
WAN Wide Area Network
WANem Wide Area Network emulator
WCDMA Wideband Code Division Multiple Access
WP Work Package
WSAN Wireless Sensors and Actuators
XCBR Circuit Breaker
xDSL Digital Subscriber Line
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2. Introduction

2.1 FINSENY Work Package 8 Overview

The main objective of FINSENY Work Package (WP} &he identification, collection and investigation
of the most prominent Domain Specific Enablers (PS&pported by experiments. To achieve this, the
work packed is divided in the following tasks [3]:

e Task T8.1: Provides the list of experimental labgl antended experiments that will be
executed.

» Task T8.2: Provides the list of DSEs that will beperimented together with the list of
Information Communication Technology (ICT) specifezjuirements covered by these DSEs.

» Task T8.3: Specifies the details on how the seteBXSEs are going to be evaluated in each of
the identified capabilities, defining an experinaitn plan.

» Task T8.4: Will execute the experimentation and aiitcome the experimentation results.

The relationship between different tasks in WPghiswn in the following figure:

\ Guidelines

Methodology
Experimental labs
Intended experiments

Experimentation
plan

IR8.1: DSEs
candidates

ICT specific
; guirements
Experimentation
resulis

Figure 1: Work package 8 overview

2.2 Scope of the Deliverable

Experimentation is the last step in work package Select the most prominent domain specific emable
The selections process should be supported by iexpets to guarantee the practicability, the tecéinic
feasibility and usability. For that experimentatifecilities were selected (deliverable 8.1 [2]) and
experimentation plans were described (deliverati?e[8]). This deliverable finalizes the selectedH3S

by using the experimentation facilities and expertation plans. The selected DSE were experimented
in different facilities. The experiments and theiliies are partly closely connected with the stde
DSEs or show the need for the selected DSE. ThialidSE specification will be compared with the
experiment results. The specification will be ugdaticcording the results. New parameters will be
considered just as unnecessary parameters widirheved. Thus the scope of the deliverable is:

e Summary of the selected DSEs
» Experiments with the selected DSEs
» Finalization of the selected DSEs
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The following table summarizes beforehand the setkand in this deliverable processed most prontinen
DSEs:

Work package Domain specific enabler
WP2 Gateway for Secondary Substations using S3C GE
WP3 IEC 61850 Protocol Adapter
WP4 Supervisory Controller as Service
WP5 Electric Vehicle Supply Equipment
WP6 Demand Side Manager

Table 1: Initial selected domain specific enablers

2.3 Structure of the Deliverable
The document is structured in the following chagter

e Chapter 1: List of Abbreviations

» Chapter 2: Introduction

* Chapter 3: Selected Domain Specific Enablers
» Chapter 4: Experimentations

» Chapter 5: Final Specification

» Chapter 6: Conclusion

» Chapter 7: References
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3. Selected Domain Specific Enablers
3.1 DSE WP2: Gateway for Secondary Substations using S3GE

The domain specific enabler of WP2, “Gateway foc@elary Substations using Service, Capability,
Connectivity and Control (S3C) Generic Enabler (GBEas been described in [3]. That DSE is briefly
described in the following.

In order to tackle the future challenges of intéigraof the distributed and intermittent energy eietion
sources, the Distribution System (DS) has to supiher functionalities such as: DS-wide monitorirfg o
the grid status; automation of grid operationspmtic detection of fault conditions and restoratietc.
This requires managing and controlling many coretgdevices in the DS, and automation of processes.
A variety of communication technologies will be &ed in electricity networks, and in addition,
participants and their devices need to be intereotad in a distributed way.

To define the Future Internet (FI) ICT architectéwe the smart grid distribution systems, five usses
were developed in the FINSENY WP2. They go beyoddressing the traditional functionality by
expanding the views to the field of Advanced Dimition Automation (ADA) and novel load and
generation control e.g. for Distributed Energy Reses (DER). Based on the Smart Grid Architecture
Model (SGAM) analysis the use cases were examioedlf interfaces from the following perspectivés:
devices, payload, latency, time stamp resolutioangmission internal, redundancy and response
confidence. That analysis resulted in the ICT rexoents for the smart grid DSs. The list of
requirements was then the basis for identifyinggheeric and domain-specific enablers, which tagreth
build the functional DS ICT architecture.

In the selected use case for experimentation, Midtiitage (MV) Data Acquisition and Control (DAC),
covers data acquisition and control of differemneénts of the MV network (including DERS) from the
utility control centre. Thus it covers the distrilmm and the DER domains. In the operation zongric
operator is in charge of network monitoring andtomlrusing a grid control application. The Supeovis
Control and Data Acquisition (SCADA) front-end iesponsible for the collection of the time critical
information from the Remote Terminal Units (RTUshich are in charge of interfacing with sensors and
actuators in remote locations. In the field zome, ¢omplementary SCADA protocol termination takes
place in the RTUs.

For communication between the SCADA and RTUs déférprotocols can be used. International
Electrotechnical Commission (IEC) 60870 series roefi point to point or point to multipoint
communication for retrieving or updating electritahe critical information from the terminal locatis.
The substandard IEC 60870-5-104 defines the conwtatian using Transmission Control Protocol /
Internet Protocol (TCP/IP). IEC 61850 is refereacehitecture for electric power systems. The abstra
data models defined in IEC 61850 can be mapped nomber of protocols. By using standardized
protocols, equipment from many different suppliesie be made to interoperate.

At the RTU level, a generic enabler S3C was progasebe used. One of the examples in which the GE
S3C can provide a clear advantage for MVDAC isrdundancy management of the connectivity of one
or more operators or technologies. For this expemiation the GE S3C was not available. The follgwvin
table summarizes the WP2 DSE [3].

Title GATEWAY for Secondary Substations using S3E G
Lead partner Timo Kyntaja (WP2), Jukka Salo (WP8)

Domain Distribution / DER

Zone Station / Field

Interoperability Communication

layer

Entity (S/C) and S (Single)

references
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Description

Secondary substations can be identified as aggoagaoints for all sensors and
actuators in the Low Voltage (LV) and MV networlesor/actuator network
based on Powerline Communication (PLC)). Digitab&triber Line (xDSL) of
General Packet Radio Service (GPRS) routers haee Heployed in severa
secondary substations for communication with th@re¢ operation centre. This
domain specific enabler will develop a gateway iliify all xXDSL/GPRS
routers' current requirements, and adapting itHibre to the Home (FTTH)
Long Term Evolution (LTE) interfaces and for theewsf S3C GE. The gatewd
consists of existing standard solutions (TCP/ WBatagram Protocol (UDP)/IF
stack), GEs (S3C), and DSE's (IEC 60870-104)

<

Detailed
description

This gateway should use the S3C GE for an impraxgedof the public network.
It may fulfil ICT requirements identified in WP2pd in concrete those for the
MVDAC scenario. This equipment will be installed afi electrical locations
and special environmental conditions and dimenssbiadl be taken into accour
In particular, it should be fed in Volts Direct Cent (VDC) taking advantage ¢
the already available batteries. The secondarytatits is a kind of aggregatg
element of different services (Telecontrol, PLC srmaetering aggregatior
safety, other measures), so this router should geadd#ferent virtual networks|.
This router will also encrypt the communicationngsinternet Protocol Securit
(IPSEC) or a similar method. This router should enak possible for the
applications to use a static IP address even ibgegator network would delive
only dynamic IP addresses. This kind of gatewayldc@lso be installed in
DER element, and the distribution company shoultkss to this router throug
a specific virtual network even if the Subscribéeritity Module (SIM) card o
the access has been contracted by a third party.

= =

<

=

> &

Expected inputs

Data to be transferred between a grid control appbn and the RTUs, which
interfaces with the actuators and sensors.

Expected outputs

Data transferred between a gritt@aapplication and the RTUs.

Interface to other
functional entities
or GEs

S3C

Standards,
encodings, data
model

LTE, FTTH, IEC 60870-5-104, Device Language Mess&pecification /
Companion Specification for Energy Metering (DLM&SEM), PLC

ICT requirement
name

Connectivity infrastructure

Interoperability on Communications Technology (Tayer
Connectivity Services

Reliability and availability on CT layer

Quality of Service (QoS) for Connectivity

Packet loss

Connectivity

Communication services

Dedicated or shared transport infrastructure

Latency

Reliable data transport over heterogeneous networks

Table 2: WP2 DSE specification before experiments
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3.2 DSE WP3: IEC 61850 Protocol Adapter

3.2.1 General Description

The “IEC 61850 Protocol Adapter” DSE refers to BXC161850 stack implementation (client and server).
This stack will be used on smart energy gatewaysDBRs, secondary substations or home energy
management systems as well as in the communicitotrend (CFE) of the microgrid control centre
(MGCQC).

In the current functional architecture of the MGC@Gllowing communication components are
distinguished (see deliverable D3.3):

Component Description

This component realizes the communication to thevork smart
devices, i.e. an intelligent electrical device he tmicrogrid that can
Communication front-end for be supervised and controlled (e.g. sensors, ciboa@kers or
network devices switches). In this component different communiaatiprotocol
adapters might be supported to ensure flexibilitg aompatibility
with respect to different standards (e.g. IEC 618&T 60870-5-
101/104).

This component realizes the communication to thacds owned
and operated by a third party, e.g. a prosumersdldevices include
DER and storage units as well as Home/Building B&ye
Management Systems (BEMS). Also in this componefferént
communication protocol adapters are realized ampating the
same or similar standards as for energy networkcdsv Because
these devices are not owned and operated by thegnid operator,
communication is managed in a separate component.

=

Communication front-end for
prosumer Devices

Table 3: Communication components for WP3 DSE

The following table summarizes the WP3 DSE [3].

Title IEC 61850 Protocol Adapter
Lead partner WP3

Domain Distribution / DER / Customer
Zone Operation / Station / Field
Interoperability Communication / Information
layer

Entity (S/C) and s(Single)

references

IEC 61850 stack implementation (client and servEhjs stack will be used o
Description smart energy gateways for DERs, secondary subssatio BEMS as well as in
the communication front-end of the MGCC.

=
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Detailed
description

system common standards are a must. The complekitthe control tas

To guarantee the efficient information exchangeubhout a distributed contrq)I

requires standardized information models, suppartsimple and complex da
types, meta data and well-designed data repositenel processing units. Fpr
these conditions there are only a few standardieokiready to be used in the
near future, especially for devices of “classicafid renewable power generati
in the electrical smart grid.

One of the most prominent future-oriented solutiémrs electrical grids is the
IEC 61850 protocol family. The main advantages&€ 161850 are:

It uses the strengths of the Open Systems Inteemtiom (OSI) 7 layer
communication model,

It standardizes data models for electrical appbcat,

It defines Data Types and Communication Services,

It models devices, functions, processes and aathites,

It describes the engineering and configuration &ss¢

It provides examples of typical applications inotfeal substations,

The data is organized in devices in a standardizeg

The devices are “self-descriptive”, either online.g( Multimedia
Messaging Service (MMS) protocol) or offline (Swdikin Configuration
description Language (SCL), IEC 61850-6),

IEDs not only provide the data itself but also thiormation about data
types used, its structure and complete naming,

IEC 61850 supports application-oriented architexguby
meaningful semantics,

IEC 61850 defines application specific data likeotBction Time
Overcurrent (PTOC) logical node or Circuit BreaKCBR) logical
node, etc.

introducing

Expected inputs

IEC61850 information translated into internal di@ianat,
internal data translated into IEC61850 information

Expected outputs

IEC61850 information translated into internal diatanat,
internal data translated into IEC61850 information

Interface to other
functional entities
or GEs

Internet of Things (loT)

Standards,
encodings,
data model

IEC 61850, TCP/IP

ICT requirement
name

Communication Services:

Monitoring and Control Services:

Request / Response
Publish / Subscribe

Creation of data set

Request / Response for data set
Publish / Subscribe for data set
Set Configuration

Create control set

Operate

Select before operate

Table 4: WP3 DSE specification before experiments
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3.3 DSE WP4: Supervisory Controller as Service

3.3.1 Discrete Supervisory Control DSE

Supervisory control as addressed here corresponds automatic control of sets of entities modeled
discrete event systems and is distinct from superyicontrol in the SCADA acceptation. It is a falm
approach based on specific tools from the discestnts dynamical systems domain. It operates in a
closed loop by: observing the generated eventhéyptocess, and sending controls in accordance with
specifications corresponding to the control striggg This control is loosely coupled to the playstem

and drives the discrete event dynamics of the systea way that may override control of the setnpmi

of a local control or may in turn be overriddengbkigher-level control application.

As detailed in FINSENY D8.2 [3], section 5.2 - “DS¥P4: Supervisory Controller as Service”, at first
this DSE is parsed in a sophisticated simulatiamfwork, using an environment to validate it in any
layer and, afterwards, it is tested through thergy@home, a physical infrastructure for conduct
experimentations within private homes with the goainonitor, control and optimize the electricaleo
consumption. These two steps are described sepaiatesection 4.3.1and 4.3.2 in order to avoid
confusion between real and simulated parameters.

3.3.1.1 DSE Utilization

The supervisory control can be used to setup emsydor controlling and monitoring all kinds of
infrastructure-based systems or processes, ingubdomes, buildings and cities and physical goods
distribution networks, water/gas distribution syste smart grids, especially (at microgrid at vititua
power plant scales, i.e. excluding transmissiorwaeks), transportation networks. In each of these
environments, the applications targeted could be.m the following domains (not all of them are
relevant for all environments):

» Safety,

e Security,

* Energy efficiency,
* Care,

+ Comfort.

This DSE differentiates itself from application-g\control by not being dedicated to one partictype
and instance of building/home, or to one environmirintegrates capabilities of self-adaptationthe
variations of a given target environment and paaigtto different applications in this environment
within a single generic framework.

Though efforts have been expended to achieve threefiwilding automation goal, most of them require
custom manual adaptation to every aspect in théegbfrom the hardware, such as physical entities,
sensors and actuators, to the software, such atiteol logic application. A generic framework lvia
middleware, that insulates applications from thectfics of the plant, is still missing. Supervisagntrol
could be the upper layer of such a middleware. Khid of generic framework will reduce the costs of
development of such a control system and the agijfgits that use it, compared to customize it mapual
every time, which will thus promote the deploymeftsmart environment in everyday life. This DSE
does not aim to address the most critical envirorimmesuch as nuclear power plants, airplanes or
battlefield systems, which require an absoluteabdlity with little tolerance and warrant the desigf a
100% dedicated custom-designed control system.

3.3.1.2 Aim of the DSE

The supervisory control we propose is intendedffiecea maximally permissive joint control of seaker
individual controlled entities. These entities aedf-contained subsystems of the target overatesyslts
main role is to coordinate all the controlled @estin order to reach or avoid a prescribed joiatesof
the overall system comprising these entities. Hdsigned to be able to adapt itself to changingecd
and make decisions based on specific inputs anduttient states of each controlled entity.
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3.3.1.3 Entity Abstraction Layer

Entity abstraction layer is a solution which enaldeto-integration of non-ICT entities into an lingent
management system and their auto-configurationr #fie integration. This abstraction layer reliesaon
set of sensors and actuators which are part ofwsionle of Wireless Sensors and Actuators (WSANS).
There are several variations of the entity abstacdyer for different scale of usage, such as Eom
Abstraction Layer (HAL), Building Abstraction LayefBAL), etc. Its principles of operation are
described below:

» Dynamical creation of proxy for non-ICT entities: The approach is to dynamically create a
proxy or representation ICT component for each viddial target physical entity which
connects to the physical subsystem through a dyaipiconfigured set of potentially shared
sensors and actuators, chosen among those availabibe relevant environment. This
ontology subsumes several relevant categorizatibrise target entities and it is possible that
an entity belongs to several of them. It can béuliser finding a model as specific as it can to
a detected entity. The following example is abdwt identification of a washing machine. At
the root is the main class entity, as explainedvapaccording to the data received from
sensors and the determination criteria, we may dudthat the target entity belongs to several
categories and their intersection indicates thist igra washing machine as illustrated in the
following figure.

I Appliance

I

Potential efficiency I
ins ______________ , Operating mode______ 1|
I

I

|
|
L
I I ‘ Auto HManual
|

|

| D —— . J

Washing

LCD
‘ Laptop ‘ ‘ ‘ machine

Display

Photovoltaic
panel

Figure 2: Home entity ontology and corresponding dicrete state model example for home
appliances

* Finite state machine Automata modelsThe automata (finite state machines) used to model
target entities represent a trade-off between asprity and ease of identification. The full
description of a physical system such as the tasggtliance would normally require a
continuous-state and continuous-time model, buttitematic identification of the parameters
of such models would be impossible

3.3.1.4 Target System

In our days, supervisory controllers are most knawder the concept of SCADA for large scale control
system, or of Distributed Control System (DCS) doraller range of application. Both of the mentioned
systems exist since decades and were designedffdwined industrial control, which implies that the
are not able to benefit from the auto-integration auto-configuration functionalities provided bhet
entity abstraction layer which lies on the sensod actuator device layer as well. A supervisory
controller is still missing for monitoring and cooiting behaviors of the system “shadowed” by tiAd x

(x for H, B, C, etc).
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The global architecture of the whole system adtipgsconcept of mu-level ICT systera such as the
TCP/IP stack for reasons of decentralization arghrsgion of concerns. The supervisory controlle

considered as component of the service layer whicjust above the abstraction layer where all

entities to be controlled exist, andst below the application layer to which it provideserfaces o

common control functions.

[ —

W — € = M

e G U

—_—r 3 =

= o]

oy —

SensorsiActualors

Figure 3: Global architecture with supervisory control in service layel

Just like other normal services, there can be ségeperviscy controllers for different purposes. T
mapping between the supervisory controllers andethtities in the abstraction level (xAL) i-to-n,
which means one entity can be associated with abweipervisory controllers and one supervis
controller ould control several entities as shown in the fgalbbove

Supervisory control in the service level will neplace the more comprehensive and complex dedi
applicationspecific control being affected by applicationsttie upper application layeThey are for
different purposes and designed in different w&yspervisory control service is designed in a bc-up

approach, which means it starts from the entity ef®odn the lower level and ends in providi
lightweight control functions based onclusion or sequence criteria, such as generalysafet enery-

saving constraint8y contrast, applicatic-layer control adopts rather a tdpwn approach, which mea
it aims at some specific goal, such as energy apaition, and should achieve it baking into accoun
many different criteria between which it seeksitwl fan optimal tradeoff (such as . carbon footprint
cost, demandesponse constraints, €. Supervisory control service will provide a basimimal systerr
control to ensure safetgnd basic enerrsaving that should not conflict with this compresiea
optimization.
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3.3.1.5 Entity Groups

In smart environment domain, or even in other agplon domains, we concern more about the whole
environment rather than the individual entitiest Ewample, if the end user wants to heat his rodrares
several radiators are available, he would likeegitio turn on all the radiators to heat very quickdr
some of the radiators if he wants to consume |kesgrieity, but what he doesn’t concern about isalih
exactly the radiator(s) to be turned on. That's rgtltee concept of “entity group” begins to be ukefu

Entity groups refer to abstract grouping of disergtite machine models according to shared enveohm
impacting properties or other interesting propsrtie the controllers. By analogy to the domain
ontology’s used in the entity layer to integratel @onfigure non-networked objects and spaces, &ty en
group is also ontology in the same domain whicHofaé other classification rules than those for
recognizing entities. Also, by analogy to the damantology’s in the entity layer where various gth
passing through different hierarchical intermediatgities can reach the same target entity, differe
intermediate groups can be created by differentiginy strategies with the same end entities, which
means more than one control rules coming from wiffecontrollers can apply on the same targetyentit
group at one time which will furthermore transfiee rules to associated entity instances.

In order to manage collective behaviors at thellefegroup, a group will have an interface thatitsl
sub-entities should be consistent with, and it Walve quantifiers to treat a range of variable&so$ub-
entities without worrying about the specific onesoag them.

The most outstanding advantage of the concepteoéthity group is that the control specificatioh®oe
system are stay always valid at the level of engitpup without worrying about the lower level
variations. Suppose that there are 2 rooms tha Bdamps and 2 TVs respectively and TV and larep ar
both member of the group “Light”. Thought the numbethe nature of the entities are different ia th
rooms, the specification at the entity group le\adil entities belonging to ‘Light’ group are turnedf if

the room is empty” is still valid without any adapibn to the entity-level difference.

We will detail the use of entity groups via a saéman the experimentation chapter which will ses\as
validation method of the DSE.

An example of entity group is given in the expernmagion section 4.3.1.

3.3.2 Continuous Supervisory Control

As detailed in FINSENY D8.2 [3], section 5.2 — “DS®#P4: Supervisory Controller as Service”, at first
this DSE is parsed in a sophisticated simulati@amiwork, using an environment to validate it in any
layer and, afterwards, it is tested through ther§y@home, a physical infrastructure for conduct
experimentations within private homes with the goainonitor, control and optimize the electricalyeo
consumption. These two steps are described selaiatesection 4.3.1 and 4.3.2 in order to avoid
confusion between real and simulated parameters.

NOTE: The field trials carried out with the Energy@hosystem, which are described in the next
chapter, contribute to the validation of some smwibased on this WP4 DSE and they make use of
standard communication protocols (e.g. ZigBee, Wi36 etc.). Therefore the relative WP4 DSE 1/0O
specifications are here not intended as “Techrspakifications” but as “Service specifications” dref

and after the tests.
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That said, Table 5 shows the WP4 DSE template tfferEnergy@home part) before the tests, while

Table 31 shows the WP4 DSE results after the tebtlee DSE final specifications.

WP4 service tests
with Energy@home

1/0 DSE specifications before the Energy@home sertgsts

Tests on detailed
energy data collectio
and its historicization

n

Input
Power

data collection coming from

Output

Data mining and data historicization obtained from

Smart Info

Smart plugs with a local meter, a switch, and ZigBadio
communication

Smart appliance with embedded ZigBee radio comnatioic
Energy box: This is the Home Area Network (HANhtoller. It is
an Asymmetric Digital Subscriber Line (ADSL) homateway with
Open Service Gateway initiative (OSGi) frameworkl &AN
wireless communication capability.

Remote service platform: It manages the data mialggrithm and
the data historicization.

the smart appliances
and the traditional
ones.

Input
¢ The information coming from the data mining algomit (managed
by the remote service platform) are sent to a Geaphlser Interface
(GUI) allowing at the final user, both in home anddoors, to
Test to keep under monitor and control the loads through a noteboek ook, tablet,
control and manage smart-phone etc.
(at home and outside » Wi-Fi and ZigBee protocol communication infrastiuret is
the household supported from the indoor operations, while Gldbgdtem for
electrical devices Mobile Communications (GSM)/GPRS/3G communication
avoiding power-off infrastructure is supported for outdoor nomadicrapens.
for excess of load.
Output
« Aggregate info and graphic on the user interface.
« Control actions from the user interface towardtbasehold
appliances.
Input
Test to check the * The power consumption data coming from the sméot Bmart
functionality of the plugs and smart appliances are collected by theshgateway.
management of
priorities among all | Output

If the total power consumption exceeded the totallable one, the
home gateway sends a “pause” command to the spyaliaaces.

If the “pause” command is not accepted by the saggptiance then
another load is paused by consulting a predefimiedity-list.

Table 5: WP4 1/0O DSE specifications before experinrgs
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3.4 DSE WP5: Electric Vehicle Supply Equipment

The DSE of WP5, “Electric Vehicle Supply EquipméBlSE)”, was described in [3]. In a nutshell this
DSE should support the stabilization of the powsd.d-or that, the EVSE should be especially retyote
manageable (turn on/ turn off, scheduled chargedjustable charging) and should support smart
metering functionalities.

From these major requirements follows the WP5 DS#plate [3].

Title Electric Vehicle Supply Equipment

Lead partner Jesse Kielthy (WP5), Thomas Loewel WP
Domain Electric Mobility / Customer

Zone Customer

Interoperability
layer

Entity (S/C) and
references

Communication

S (Single)

Metering and charging information is concerned veithmetered information of
charging processes. This includes the meteredalatee EVSE, in particular in
relation to the time.

Significantly, a smart EVSE utilises intelligentckmology to allow remote
Description monitoring and control. In this instance, the smBKMSE will enable grid
operators to stop, start or limit the charge tdedactric Vehicle (EV) as part o
an overall demand side management solution. Endg-usél also be able tg
remotely communicate with the EVSE to schedule argd or receive
information updates. Overall the EVSE supportsvatyi the load balancing
process and thus the optimal use of renewable gnerg

=

Deployment requirements:

e Charging Points

* Mobility Data Management

Functional Requirements:

e Technological: All this information is of technicahture and is needed as
an input for (planning) (dis)charging processes. weler, this
information is typically derived from the respeetisystems.

» Economic: The domain is set to the customer astraleeehicles
consume energy triggered by the consumers, anddheybe used as|a
DER in the Vehicle to Grid (V2G) scenario. Besideg information
available in the EVSE and the supporting systenitsp aespective

Detailed messages sent to electric vehicles and their u@egs, information

description regarding the current or scheduled (dis)charginocgsses, connectid
messages inside the electric vehicles) represémtniation on charging
process and equipment.

e Legal: As cars are used by humans, status infoomaif cars might be
mapped to individuals. This requires the same pyivaotection as with
user information

e Operational: Information on the EVSE can be ofistaiature (e.g.
supported charging modes and payment methods) oantig nature
(e.g., current and planned availability and resoag

» Schedule: In the SGAM framework, electric-vehicleformation is
located in the customer and DER domain and in gegation zone.

e Cultural: Privacy protection for user information

]

Communication interface (from EV and from Back-etmexchange meter data

SR TP with EV, to get price signals, to support the auttadion, etc.
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Pulse Width Modulation (PWM) signal (to set the mgjiag mode);
Expected outputs | Communication-Interface (to EV and to Back-endgxchange meter data with
the Back-end, to support the authorization, etc.

Interface to other
functional entities | I2ND.CDI, I2ND.NetIC
or GEs

Standards,
encodings, data | 3GPP, Charging points and devices, information argk, communications
model

Monitoring of EVSE
Aggregate EVs to virtual power plants
Control of EV (charging signals)

ICT requirement
name

Table 6: WP5 DSE specification before experiments
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3.5 DSE WP6: Demand Side Manager

The DSE of WP6, “Demand Side Manager”, has beeaoritesi in [3]. That DSE is briefly described in
the following.

The DSE assumes dwellers having an Energy-Effigi€@antrol System (EECS) at home for controlling
and managing the consumption of electricity intheiuses. The system allows receiving Demand Side
Management (DSM) signals from the DSM manager (DGNgsed on subscribed conditions and user
preferences.

The users have access to the Business to ConsB2@) (harketplace on the Internet where they can see
different offerings for demand side management g from demand side managers. These offerings
could be based on real time tariff schemes thatsusen choose to contract one of these servicéstigt

aim of reducing the monthly bills. The offers midhg coupled with energy contracts and vary in the
incentives how much money is paid (or reduced ftoenbill) when a user actually reacts to load-gtuft
requests. By contracting such a service, the Ukersithe grid operator to send demand-responsekig

to her/his energy-efficiency control system. Thgnais are used to initiate actions in the appliance
connected to the energy-efficiency control systamprder to schedule operations (e.g. electric alehi
charging, starting a washing machine) or loweréase the temperature of the customers building by
some degrees (within a certain range). It mustdiechthat the contract need to reflect the postitior

the user to not accept DSM signals at any timederoto allow user's manual decisions on how anenwh

to use the contracted energy.

When consumers have contracted with demand sidageas and an infrastructure is available that can
execute demand-response measures, the BusinessistoeSs (B2B) marketplace described in the
following uses market mechanisms for trading fléxibbads for demand-response purposes. Energy
retailers considering a demand-response measuresead their request to the electronic B2B
marketplace. The demand side managers then sewritypsignals to energy-efficiency control systems
of their contracted consumers. These systems thka the best decision based on DSM signals,
incentives, and user preferences to send the signialelligent devices in the consumer's premaes
well as charging infrastructure of electric vehicle

y B2C DSM
i Marketplace

DSM
managers

| I |
Customers | Energy |
! info Incentives and

Priority user preferences /

I
signals Contract | user priorities
info : H P
| ————--
| |

., |, EECS
EECS GUI Actions on
I—Actions avoided Ap?ga\?:es Customer
Premise
Area
Accept /| Avoid planned Network
or current actions ! Electric
Consumption data——— ¥shiclss

Figure 4: DSE architecture

The following table summarizes the WP6 DSE [3].

Title Demand Side Manager
Lead partner Engineering S.p.A.
Domain Market and Enterprise
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Zone

Distribution / DER / Customer

Interoperability
layer

Information / Communication

Entity (S/C) and
references

S (Single)

Description

The domain specific enabler “Demand Side Manageraisoftware modul
included in an energy management system in chdrtfeeananagement of DSN
signals intended to flatten the electrical demame in a specific area. A B2
marketplace (eMarket4dDSM) assumes the availabitify an infrastructure
(hardware and software on board / bundled) whenswoers have installed an
EECS at home that monitors and controls the eneoggumption of appliances
by changing their programming parameters. An EEG@pped with a DSMgt
will be able to be activated by DSM signals frone themand side operator
(typically the DSO) based on the subscribed coomlitiand user preferences.

=1

Detailed
description

The core idea of the domain specific enabler imémage the DSM signals from
the operator side to the home area network (vievécd control system) in order
to influence the flattening of the demand curvehaf energy consumed in some
areas. This is only possible with an entity (noignabftware) in each electrical
installation (buildings, houses etc.) that can emssecurity and effective
programming of the appliances to avoid any incorame. The approach is that
the DSM operator can effect some “changes” in tefawlt contract values |/
parameters of the various contract classes withathe of incentivizing / dis-
incentivizing consumers / residential agents toileikthe expected or hoped f
consumer behaviour (with regard to electricity aonption during critical
hours). For that intent, the DSM operator sendsiadg to the installation
affected in the target area. These signals shaalthéinaged for a re-scheduling
in the operation of the electric appliances (corsuappliance control actions)
depending on some conditions as the incentivesira@mcentives, power cay
penalized power, sell/buy price (of electricity)datihe preferences of the final
user. Anyway, the final user has always the opt@moancel the response of the
DSM signals at any moment or any period of timenaiter the DSM condition
subscribed in the contracts.

=

U7

2

Expected inputs

DSM signals from the demand side managers (fronsithart grid); incentives
disincentives; user preferences (e.g. type of gnsugh as nuclear or solar
priorities (time range in a day when automatic @i are allowed); price
information; contract information (from the eMar#BXSM); rough power
consumption data (coming from the energy monitosggtems provided by the
EECS); (eventually) rejection of the forthcomingtiaes on the controlled
appliances activated by the DSMgr

~

Expected outputs

Consumer's appliance control actions; Notificati(t@ the consumer) of
forthcoming actions on the controlled appliancds/ated by the DSMgr and th
incentives/contra-incentives for attending DSM sign

1)

Interface to other
functional entities
or GEs

IoT - Gateway Data Handling, 10T - Device Manageté®PND - Connected
Devices Interfacing, SECURITY- Identity and PrivaManagement, DATA -
Publish/Subscribe Broker and APPS - Marketplace

Standards,
encodings,
data model

Communication protocol among GEs and DSE: Repratientl State Transfe
(REST), Hypertext Transfer Protocol (HTTP(S))

=

ICT requirement
name

User software agent system

Power limits information

Contract information

Tariffing signals and profile

Energy source information hourly-daily

Table 7: WP6 DSE specification before experiments
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4. Experimentations
4.1 DSE WP2: Gateway for Secondary Substations using S3GE

A smart grid DS has to support several functioreitin order to tackle the future challenges of
integration of the different energy generation sesar including:

» DS-wide monitoring of the grid status,

» Automation of grid operations,

» Automatic detection of fault conditions and restiona,

» Balancing of load / generation including reactisvpr,

» Efficient and reliable workforce management,

» Improved forecasting for the efficient alignmentioé consumption to the generation.

This requires managing and controlling many coreedevices in the smart grid DS, and automation of
processes, and a variety of communication techiedogill be applied in electricity networks.

The experimentation (RWTH Aachen University, ingtt for Automation of Complex Power Systems
(ACS)) consisted of simulated devices and emulatathections, e.g. parameters according to an LTE
network. Those experiments were complemented whith tests carried out in the Grenoble INP
Experiment Laboratory, PREDIS, in the context & Bl FP6 funded project called INTEGRAL [4].

4.1.1 Experiments in the ACS Laboratory

From the frequency control point of view, the eimreasing share of renewable energy resources in
electricity generation has one immediate conseqietiecrease in the equivalent inertia of the system
which will in turn affect frequency control. With smaller share of synchronous generators in system
operation and control, there will be less kinetiergy stored in the systénThis means that the rotating
masses can have an ever smaller contribution tquémcy support following large disturbances.
Therefore, faster response to such unbalanced®idissential. However, this is not very easy téeaeh

by adjusting the generator outputs as it takes s until they can increase their output. Onauitle
tackle this problem is to utilize flexible load astbrage systems. Decrease or increase in the power
consumption, from the frequency control point adwj is equivalent to generation increase or deereas
respectively. Considering their relatively largeaaying power and flexibility, electric vehicles teabeen
suggested for the purpose of primary frequencyrobint recent years [7], [8].

The efforts in the ACS experiment started with thevelopment of aggregated models for electric
vehicles and building up a simulation model forypi¢al power system in a real-time simulation

environment as will be explained in the next sexgicAfter having the system modeled, the work was
structured to investigate the following two FINSEMMrk package (WP) cases:

« WP2
o0 Investigate the impact of communication disturbanom the contribution of EVs in
frequency control of future smart grids, and by ttiow the benefits of specific QoS levels
in power grid communication.
+ WP5
o Study the impact of sudden increase in EV charlyiad on system frequency,
o Investigate benefits of smart chargers by possibteribution of EVs to frequency control
in future smart grids following the occurrence ofadden unbalance between load and
generation in the system, assuming that ideal camiwation exists in the system.

For the purpose of simulation, one standard tes# sgstems has been considered. This and thetepst s
are discussed in the next sections.

! The equivalent inertia of the system is the surthefinertia of all rotating masses in the systém the
other hand, the kinetic energy stored in the posystem components, which is proportional to the
equivalent inertia of the system, is the means &intain the frequency immediately following large
unbalances between generation and load before ricoatrol can activate.

Page 27 (119)



FINSENY D8.3 v1.0 Final

4.1.1.1 Experimentation Setup

The experimentation facilities at the RWTH Aacheniugrsity, institute for Automation of Complex
Power Systems lab are shown in Figure 5. This sésugomposed of the RTDS® which can
communicate through a Local Area Network (LAN) toeal-time PC on which a LabVIEW program
representing the control center runs. The analdfusignals of RTDS, which are provided by its Giga
Transceiver Analog Input and Output (GTA I/O) cardee exchanged with a National Instruments (NI)
Peripheral Component Interconnect Express (PCleld F*rogrammable Gate Array (FPGA) chip. The
FPGA chip is embedded in a LabVIEW real-time tafg€t which prepares and exchanges signals with
the network. The control center decides the necgssantrol actions based on the measurements
performed in the system. These decisions are téents the power system through the communication
network. As shown in the figure, a Wide Area Netwemulator (WANem) emulates the communication
disturbances that may occur.

Analag 10

Target

Figure 5: Experiment setup schematic

This experiment requires modeling of two major egsd, namely power system and communication
system. The modeled systems then need to inteiificteach other. RTDS® and WANem are used for
modeling of the power and communications systemsgaetively.

RTDS® is a fully digital electromagnetic transigrdwer system simulator which works in continuous,
sustained real time. That means that it can stlegpbwer system equations fast enough to contityious
produce output conditions that realistically reprégsconditions in the real power system. This is a
significant advantage over traditional simulatidatfprms such as Matrix laboratory (MATLAB) and
Power Simulation Program with Integrated Circuit ffrasis (PSPICE) and Power System Analysis
Software Package (PSASP), in which the simulatisndone in a time rate depending on the
computational capabilities of the machine. Usingd¥$® for real-time simulation provides the basisdor
further step which includes real communicationrifatees [9].

In order to study the impact of communication systisturbances on the control loop performance, a
network emulator called WANem is used. WANem is &&VArea Network (WAN) emulator which is
designed to emulate WAN characteristics such aayd@lacket loss, packet corruption, disconnections,
packet re-ordering, jitter, etc.

The characteristics of the communication networlbéoemulated in WANem [10] are either obtained
from statistics or via simulation of the communioatnetwork using simulations tools like OPNET [11]

4.1.1.2 Test Case Description

Institute of Electrical and Electronics EngineelS8HE) 39 bus system is selected as a typical and
standard system with multiple generators. The sysgeslightly modified by dividing bus 39 to bus 39
with load and bus 40 with a generator.
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Figure 6: Modified IEEE 39 bus system [7]

A summary of the above system data is given ind &bl

Number of buses 40 Number of loads 18

Number of conventional .

generators 6 Number of lines 35

Number of wind generators 4 Number of transformers 12

Table 8: Brief summary of the modified IEEE 39 bussystem

Ireland has set the initial target of 10% of the fteet or roughly 230,000 to be electrified by 2022].
For 2050, the passenger car fleet is expected d@ase to about 2.9 million with about 60% being
electric vehicles. This translates into about 1,0@0 electric vehicles [12], [13].

The peak load of the Irish network was 4,589MW DBil2 and this is expected to rise up to about
5,800MW in 2020 [14], [15]. Therefore, the 39 bystem as used in this experimentation with a total
load of about 6,000MW has a similar load leveltresitish network in about 10 years from now. laliso
assumed that a considerable share of the totakagtore comes from wind turbines. This is in order t
have the scenarios match with Irish governmentetargf 40% electricity consumption from renewable
energy resources by 2020 [16].

Based on the above information, the following basenario of load and generation and EV number is
considered:

Total generation of
conventional generators

Total generation of wind
generators

System load (before connectign
of EV loads)

5550MW

650MW

6150MW

Table 9: Description of the base scenario

It is also assumed that a total number of 230,086tréc vehicles exist, but they are not charginghie
base case scenario and therefore have no impdoe@ystem.

The algorithm used in this experimentation for ¢leenand side management control is developed at the
Institute for Automation of Complex Power Systemh®R&/TH Aachen University [17]. This algorithm
uses a centralized adaptive load shedding appmwhith considers both active and reactive poweraAs
result, it can address the combined voltage amgliéecy stability issues more effectively compared t
conventional methods in which under frequency lsaddding and under voltage load shedding are
usually performed separately.
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4.1.1.3 Conduct of Experiment

In order to tackle the future challenges of intéigra of the distributed energy resources, and the
challenges of the smart consumption of energy,ctiramunication technology has to support various
smart grid functionalities in different environmahtonditions. Therefore, the target in this expemt
was to better understand how the disturbanceseanctmmunication system may affect the EV load
management contribution to the primary frequenaytr@d. In order to best reflect a real environmeave,

assumed that the communication link is not idea bhas some variations in terms of latency, jitted a
packet loss.

The test scenarios included the transfer of datasacdifferent emulated communication links. The
parameters of the WANem emulator were changed aeroto show the impact of the different
communication characteristics on the distributigstem and control loop.

4.1.1.4 Experimentation Results

As mentioned previously, the WP2 experiment aimawstigating the impact of communication system
disturbances on the contribution of EV load managgmon primary frequency control. It is assumed tha
200,000 EVs with an average charging power of 3k@/adready connected to the system att =0 and a
major part of the system generation is suddenlgatdisected at t = 3s. In this experiment, the

communication link is considered to have some distnces. The following scenarios of network
disturbances are considered:

Scenario Network Bandwidth | Latency (round- d\(]ailgslr\/(;?;tli(oer:) Packet loss
number (Mbps) trip) (ms) (ms) (%)

1 xDSL 5 11 4 0

2 xDSL 5 19 6 0

3 LTE 15 19 6 0.025

4 LTE 15 55 20 0.5

5 GPRS 05 500 100 0

6 GPRS 0.5 500 100 15

Table 10: Communication disturbance scenarios

These parameters are applied to the system usinéAweb interface, as mentioned in the previous
section. A snapshot of the web interfaces is shiowfigure 7:

5 wane: e e s s

«-c )
Web Interface
aw )
TATA WANem ]
Area Network Emulator

TATA CONSULTANCY SERVICES The Wide
rch Centre

Performance Engineering Rese

About alyzer Basic Mode Advanced Mode Save/Restore
Interface: eth0 Packet Limit 1000 (Default=1000) Symmetrical Network: Yes -|

Bandwidth Choose BW | Otner B Other:Specify BW(Kbps) |05 |

Delay Loss Duplication Packet reordering Corruption
Delay time(ms)| 250 055(%) 15 Duplication(%)| 0 Reordering(%) |0 Corruption(%o)| 0
Jitter(ms) 50 [Correlation(%) 0 (Correlation(%s) | 0 Correlation(%)| 0
(Correlation(%) | 0 Gap(packets) |0
Distribution | -N/A- Bl H H ‘
Idle timer | = : 7 :
Disconnect Type| none = Idle Timer Disconnect Timer
Random = 3 ;
Disconnect Type| none |- | MTTF Low ‘ MTTF High MTTR Low | MTTR High

Figure 7: WANem web interface for applying communiation interfaces
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The following figures show the frequency resporfséne system in presence of the above disturbances:
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Figure 8: Scenario 1 with 15ms of delay compared tilve case with no delay

Comparison of scenario 1 with the case of idealroamication depicted in Figure 8 shows that a defay
15ms does not have any considerable impact oryiera frequency response.
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Figure 9: Scenarios 2 and 3 compared with scenariband the test case of ideal communication
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Figure 10: Scenario 4 compared with scenarios 2 ar@land the case of ideal communication
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Figure 11: Closer view of the frequency response iscenario 4 compared with scenarios 2 and 3 and
the ideal communication

The plots shown in Figure 9 to Figure 11 suggeat the communication disturbances defined in
scenarios 1-4 do not have significant impact orstfgtem behavior.
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Figure 12: Scenario 5 compared with scenario 4 arithie case of ideal communication
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Figure 13: Scenario 6 compared with scenario 5 antthe case of ideal communication
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Figure 14: Closer view of the frequency response iscenario 6 compared with scenario 4 and the
ideal communication.

As can be seen from Figure 12 to Figure 14, thengonication disturbances defined by scenarios 5 and
6, namely communication delays of about 500ms (aacket loss) have visible impact on the system
response.

4.1.1.5 Assessment

The different sets of communication characteridiesl to different frequency response behaviocatt
be seen that with increase of the delay and pdokstin the communication system, the power system
frequency may drop to lower values following suddenrease in the power generation.

Although the delay and packet loss did not causesarious problem for the system stability and aaint

in the above tests, this cannot lead to the coimiuhat communication disturbances such as deldy a
packet loss may not endanger the secure operdtitre power system in a general case. To suppisrt th
point, it should be mentioned that today’s powestems are supplied by predominantly conventional
generation units, which have large rotating masseshelp the system avoid large frequency variation
right after large disturbances. In the future systewhich will be fed by a higher share of renewabl
energy resources, these masses will not be presehtthis makes the frequency drop for a certain
mismatch of power generation and consumption cenasldy bigger. As a result, some communication
disturbances that may have minimal effects in ttglaystems may result in severe problems in future
power systems. In addition, it should be emphastihatlan advanced method for load shedding [17] is
used which allows larger delays than traditionathods.

The use of public telecommunication infrastructisrén many cases the evident choice due to economic
and availability reasons. For comparison, the Kegracteristics of the different radio technolodiese
been presented in Figure 15 below. As can be seerthis experiment, the selected network
characteristics have different impact on the cdrdfehe power system. A gateway providing guaradte
communication characteristics can help to allow tise of public communication infrastructure for
control actions in the power system such as loadding by electric vehicles.

Peak data
rate DL/UL

Latency
Bandwidth

Sources:
*HSPAto LTE-Advanced, Rysavy Research /3G Americas, September 2009
**FINSENY Deliverable D3.2

Figure 15: The key parameters of the cellular radidechnologies

Page 33 (119)



FINSENY D8.3 v1.0 Final

4.1.2 Experiments in the Grenoble INP Laboratory

The Infrastructures in Grenoble INP premises amiged on emergency operating conditions, and on
showing the self-healing capabilities of the DERBR&ggregations. The aim of the experimentations in
the INTEGRAL project was to provide solutions feducing the outage time and operation costs dae to
fault occurrence within the network. The resultstid experimentations, where the focus was on the
analysis of the impact of the communication netwpekformance (latency, error and bandwidth) on
detecting, localizing and isolating the fault withthe grid, were made available to the FINSENY gxbj
The test procedures and the evaluation of the teegutthe INTEGRAL project have been presented in
INTEGRAL deliverables D8.1 (Definition of test apgtaluation procedures) [5] and D8.2 (Evaluation of
the Results and Guidelines for EU Research) [6].

To be able to evaluate the ICT performances reqddsy the self-healing agent, different independent
(Virtual Local Area Network (VLAN)) sub communicati networks (area) including homogenous
devices (VLAN 210 FPI-Fault Passage Indicator, VLAN1 Substation Fault recorders and FPI
database, VLAN 212 agent, VLAN 213 SCADA) and agsed monitoring have been developed, see
Figure 16. The communications needed for the sdiihg process are completely controlled by an
emulated ICT system. This network (Level 1 in Fega6) is able to control bandwidth, latency anarerr
rates but also to analyze all the protocols uséaden RTUs, agent and SCADA during a fault. Theelev

2 presents the different RTUs (real communicatengtfpassage indicator, fault recorders), a disteth
database, the agent and the SCADA server. The I8vplesents the Programmable Automation
Controllers (PACs) and other controllers of the tesch.

In the experiment carried out in the INTEGRAL pudjéhe self-healing function was tested. In that,te
the Distribution System Operator (DSO) used thénéyel functionality to detect and isolate thelfau
section of the network. Several options of bandwiderror and latency were applied in the
communication network between the RTUs and thetagen

itch BTH

|
S S
VLAN 210 VLAN 211 VLAN 212 VLAN 213
VLAN 243
Node 1 (areal? Node 2 (areaZ% Node 3 (area3 Node 4 (area4? Controler

192168102 30 192.168.102. 52

92.168.102d 192.168.1025 [192.168.102.32 192.168.102.64
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mzi s QI 192.168.102.33] G 192.168.102.65, 192.168.102.114
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Figure 16: The ICT infrastructure of the system usd in the INTEGRAL project
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4.1.2.1 Conduct of Experiment
In the INTEGRAL project several test scenarios werg including:

» Fault location (seven lines can handle overloadkerdistribution network),

» Grounding of the substation (both resistive andddgmce grounding are available),

» Type of the fault (single phase, two phases, twasph to ground and three phase faults),

» Communication network performances (latency, errorrate and bandwidth),

» Power flow inside the network (loads and sources),

» Topology of the network before the fault (normaidlyen point location in loop able structures).

The use of the self-healing approach is one ofetinerging ideas to protect the electric power system
against the catastrophic failures. In the test a@encommunication network performance, which is
relevant also for the FINSENY project, the selfdlrgafunction was tested. In that test, the DSOdube
high-level functionality associated with the ADAwilees to detect and isolate the faulty sectionhef t

network.

Several options of bandwidth, error and latencyenagplied in the communication network between the
RTUs and the agents in the INTEGRAL project. FOMSENY, however, the results were made available
from the experiments, where different latenciesdnly unlimited data rates were used.

4.1.2.2 Experimentation Results

Table 11 presents the different tests done to askesnfluence of the developed self-healing sofuin
respect with the telecommunication infrastructuerfgrmance. It presents the dependency of the
complete self-healing ADA function duration (fadtication-isolation-restoration) compared to the

evolution of the delay in area 3 which represeimsagent units.

Faulty line 11; fault type: two phases to groundltfaype, communication performances at node 3
with a unlimited bandwidth on every area (VLAN 21x)

Latency Duration of @Sstigggfics:al

Test (obtained by the complete confidence in
label a ping: round self-healing -

trip) process (sec.) LU el

’ identification

Al4 1ms 8,7s OK @ 59,1%

A15 40ms 14,97s OK @ 59,1%

Al6 80ms 22,72s OK @ 59,1%

A17 120ms 32,11s OK @ 59,1%

A18 160ms 40,63s OK @ 59,1%

A19 200ms 49,17s OK @ 59,1%

A20 240ms 57,92s OK @ 59,1%

Table 11: Results for latency variation (all are sacessful, the percentage shown is the confidence of
the agent within the first statistically proposed &ea to locate the fault)

The tests show clearly the dependency between é¢lehealing function and the communication
infrastructure performance. Communication standautsh as IEC 61850 are already pointing out the
needs of low latency communication for the veryc#izpcommunications related to network protection.
These conclusions can thus be extended to the apagtlself-healing function which needs to transfer
large amount of data as the electrical distanemisomputed inside the fault recorder, this meata df
more than 250 kb to transfer through OLE for Predgesntrol (OPC) protocols.

4.1.2.3 Assessment

If a typical latency from the Internet (typical patency 160ms) is used in a smart grid applicatiith

the self-healing ADA function implementation, therformance can be as bad as 40 seconds for the
complete detection, isolation and restoration gede our specific case.
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The self-healing process is not linked with thetgctive relay coordination and does not need iea t
communication performance related with the protec8ystems (down to few ms for usual differential
protections). Nevertheless, if a near real time momication performance is achieved for the agdwt, t
customers will be re-energized quickly. The goathaf agent is to reach a service restoration falstar
the service restoration with a human (operatorjhim loop. This means that the overall performance
(sensor + communication + agent computerizatiorommunication to switches + execution + feeder
breaker action) is around 30 seconds (compare &varage of 240 seconds today).

Based on the results from the experimentation e IMTEGRAL project, the final assessment on the
viability of using a cellular network as a commuation channel beneath the DSE “Gateway for
Secondary Substations using S3C GE” is difficuitce the experiment covered only the case where the
data rate was unlimited. However, since the lat=nof the cellular radio technologies (see Figieate

far below the typical long latency of the Internad since their data rates are much higher thauddta
rates of the old media used in the power systeses Table 12), one may conclude that these techieslog
would be viable as the communication channel béniat DSE in question in the self-healing function.

Transmission media Data Rate
Frame Relay 280kbps
ISDN 140kbps
T1 fractional 62.5kbps
56k leased line 565kbps (effective bandwidth lottan this)
Radio frequency 9.6kbps
Power line carrier 1.2kbps

Table 12: Data rate of usual media used in the powsystems
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4.2 DSE WP3: IEC 61850 Protocol Adapter

4.2.1 Experiment Availability

IEC 61850 is a key standard for Smart Grids and/AfS8 DSE “IEC 61850 protocol adapter” will ensure
interoperability between systems and devices inaagrid and beyond. In several other activitiesoal
the applicability of IEC 61850 outside of a substatwvas demonstrated successfully. On the inforonati
layer extensions for DERs were defined in IEC6185€20 and are currently improved by several
technical reports in the IEC 61850-90 series. Gsn ¢cbmmunication layer new mappings like Web
services are discussed in IEC TC57 for Abstract @amication Service Interface (ACSI) as defined in
IEC61850-7-2 to develop IEC61850-8-2. Other redegpcojects have shown successfully for the
information layer as well as the communication tatleat IEC61850 can be used for smart energy
aggregation platforms like microgrids, Virtual Powdants (VPPs) or aggregator systems. Examples are
the E-Energy projects RegModHarz and E-DeMa.

For the microgrid scenario sensible tests on fetaince the QoS of microgrid control communications
would go beyond the current state-of-the-art butdn¢he full microgrid control logic. Due to the
complexity of the microgrid scenario this could et shown in FINSENY for the whole scenario but
only for selected use cases. Hence, we focuseldeoaxiperimentation of communication disturbances.

4.2.2 Experimentation Setup

The experimentation model at the “Institut fir HepAnnungstechnik der RWTH?” is shown in Figure 17.
This setup is composed of the grid itself, whichcts to power deviations and calculates the resulti
frequency deviation. The grid failure block is auglia frequency noise, caused by switching loads and
can simulate any size of incident to the grid. Tleguency load control is shown by the VPP coordina
and the VPP. The latter contains the DER. The dépatdr meters the current frequency at any time of
simulation and decides the necessary control agtidme to a frequency deviation of +20mHz. This new
type of control is not required by toady’'s predfiedition. After a failure in the grid has been asctzd,

the coordinator calculates the power output duthéofrequency deviation and sends signals to every
single unit of the VPP. Before those signals retiehsingle power plant unit, several communication
disturbances can be emulated. After the VPP redeive signal it will activate the Frequency
Containment Reserve (FCR) (primary reserve).

P_Failure +

P Delta P f P f_ICT Signal » Signal P_VPP

Grid Failure

Grid Coordinator Virtual Power Plant

Figure 17: Experiment simulation model

4.2.3 Test Case Description

This system is based on the recommended practicENJFSO-E technical characteristics to the
synchronous area of the Continental Europe. Theratpnchronous areas (Great Britain, Irland, Nordic
and Cyprus), will not be considered. The model waskth an ideal one-bus-network. If all impedances
are neglected, the whole transmission grid is reduo one bus. The impedances have only a slide
influence on the frequency, that's why the assuomptvas made, that the frequency at any point in the
network is equal.

The following assumptions have been applied fordégnition of marginal conditions for the operatio

of FCR, according to ENTSO-E guidelines. The Euaspsynchronous area has a system off-peak load
of 150GW and a peak-load of 300GW and the selfiegigun effect of load is 1.5%/Hz. To analyze the
marginal operating conditions of the network, tffepeak load of 150GW is selected.
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. Additional reserve of| Additional reserve of
Self-rcla(;g;(ﬁtmn el System load self-regulation effect| self-regulation effect
(200mHz) (800mHz)
1.5%/Hz 150GW 450MW 1800MW
1.5%/Hz 300GW 900MW 3600MW

Table 13: Addition reserve of the self-regulation bloads

Table 13 shows the self-regulation effect due ® tiinimum and maximum instantaneous frequency,
which is defined to be 49.2Hz and 50.8Hz (corresgai® +800mHz as maximum permissible dynamic
frequency deviation from the nominal frequengyih response to a shortfall in generation capacity
loss of load or interruption of power exchangesatdqoi or less than the reference incident of +3000M
The maximum permissible quasi-steady-state frequdauiation is £200mHz.

4.2.4 Conduct of Experiment

In this analysis the requirements for informatiord &communication technologies will be defined by
comparing different power gradients of VVPs ancpiisameter variation. Those requirements for IGT ar
a tradeoff between the prequalification of FCR #m&l grid stability. Therefore, Computing Time Delay
(CTD), Sampling Time Delay (STD) and Transportingn& Delay (TTD) are the major disturbances in
the IT and communication system. In order to shbeirtimpact on the system stability, different
communication characteristics and incidents insyrechronous area are emulated.

4.2.5 Benchmarks of Experiment

1. Physical deployment time

+ 15 seconds to disturbanceB of less than 1500MW

» 30 seconds to disturbanc#B greater than 1500MW,

Maximum permissible frequency deviation quasi-syestdte: +200mHz,

Maximum permissible frequency deviation dynamidesta800mHz,

Maximum permissible frequency overshoot (OVS) pegtfiency deviation of the ideal system

to fo: 20%,

5. Maximum permissible frequency oscillation (OSC) quasi-steady-state per frequency
deviation of the ideal system to 50Hz: 10%.

pODN

50.1

50

49.9

49.8

Frequency [Hz]

49.7

Ideal ICT
— With Delay

49.6 ‘ ‘ ‘ ‘
0 20 40 60 80

Time [s]

100

Figure 18: Experimentation benchmarks

ovVS = Ifidealy s — fOVS|
fo—f; i
‘ ldea]qssl Equat|0n 1

0SC = Ifideal,;,— fosc|
f0-f; .
0~ fidealy, | Equation 2
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4.2.6 Experimentation Results

The latency of information and communication tedbgs always affects the performance of real-time
systems when digital control or signal processm@nivolved. This chapter demonstrates the impact of
different ICT delays on the system stability. Relevinfluence coefficients are computing delays,
sampling delays and transporting delays. Tablehbdvs the following scenarios, with its benchmarks.

Scenarios Variation of delays Benchmarks
Computing 0-30s
Frequency deviation
Time Delay 0-5s
Sampling 0-5s Frequency overshoot
Time Delay 0-2s Frequency oscillation
Transporting 0-5s Frequency overshoot
Time Delay 0-1s Frequency oscillation

Table 14: Scenarios and benchmarks

4.2.6.1 Computing Time Delay

The computing time delay is the time between theed®n of a grid failure and the first dispatch of
signals to a single unit in the VPP. The implemgoitacan be such that the distribution system aietr
output is directed to the plant immediately whee #ttual computations are finished. After the first
signal has been send the computing time is lessttieaconstant sampling interval. Loss of packagag
occur when the time-varying CTD is greater than saenpling interval. This, however, will not be
discussed in this experiment.

Benchmark

The minimum and maximum deviation of frequency fribra nominal frequency (the difference gf-bf
the actual system frequency f from the scheduleduency §) will be taken as a benchmark for the
impact of different CTD.

Benchmark Permitted range Prohibited range
Physical deployment time t< 30s
f > -800mHz

Instantaneous frequency f < 800mHz

Table 15: Benchmark

The CTD is determinate by two parameters, the miaximum instantaneous frequency and the physical
deployment. A VPP with an overall power gradien.00%/30s will not be prequalified by Transmission
Service Operator (TSO), because the communicasitem¢y between the coordinator and the VVP will
increase the physical deployment time.

Figure 19 and Figure 20 are two examples for difierpower gradients, virtual power plant 100
(100%/30s), which implies a physical deploymentetiof 30s. Simultaneously, virtual power plant 600
(600%/30s) has a physical deployment time of 5% Tkgative power gradient is in all scenarios
600%/30s, which can be seen in Figure 20, wheredbelt is symmetrically to a OMW incident or the
50Hz axis.
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Simulation results - computing time delays - freqey deviation [Hz]

49.2 -3000 49.2

49.4

-2000
49.6

-1000

Failure [MW]
Failure [MW]

10 15 20
Computing Delay [s] Computing Delay [s]

Figure 19: Power gradient 100% - 30s Figure 20: Posv gradient 600% - 30s

Failure [MW]
Failure [MW]

2 3 2 3
Computing Delay [s] Computing Delay [s]
Figure 21: Power gradient 100% - 5s Figure 22: Powgradient 600% - 5s

The green colored area between 49.8Hz and 50.2ktrdtes the “best case” scenario. The more time
the computing takes, the more the frequency dewidticreases. At the same time, the quasi-steadg-st
frequency deviation borders converge to relatechary control reserve activation. A detailed encgire
can be seen in Figure 21 and Figure 22, in whid®T® of 5 seconds and a shortfall in generation
capacity is considered. No violations of prequedifion standards are committed. Therefore, a CTBsof

is a permitted value.

Comparing the different VPP on the basis of the grogradients, it appears that the dynamic frequency
deviation of £800mHz is reached later by faster kiray systems. Computing time delay has greatly
degrading effects on control system performance.

To point out the effect of the latency between theidents and the activation of the frequency
containment control system, the reaction of a VAfh & power gradient of 150%/30s caused by a
frequency deviation is shown in Figure 23. For filiowing, a reference negative incident of 3000MW
for the synchronous area is considered.
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Figure 24: Computing time delay - frequency deviatin

An array of activated power curves as a functiodelflys has been plotted. After 10s seconds thedai

prevails and the maximum primary power control ¢ivated. It can be seen, that the CTD lags the
feedback. Moreover Figure 24 presents the frequetiop to 49.3Hz caused by the CTD (10s) and
stabilization on higher level around 49.8Hz. Evelijy the quasi-steady-state frequency deviation is
reached for all cases after 60s. This scenario staoWPP with a computing delay up to 10s and doés n

exceed prequalification boundaries.

Power Gradient [%/30s]
Benchmark 100 120 150 200 300 600 Inf
Physipal deployment 0 5 10 15 20 o5 30
time (30s)
'”Sta”(t:gggrﬂzf;fq”ency 12 13 14 16 18 18 19
Computing delay 0 5 10 15 18 18 19

Table 16: Maximal permissible computing delay [sec]
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The different CTDs lead to various frequency resgobehaviors. The delay did not cause any problems
to the system stability, because all arrays corevafter 60s. In Table 3 there are the maximal péechi
computing delays for different virtual power planfthose times are calculated without the upcoming
delays, which will be discussed in the next chapter

E.g. the maximal permitted CTD for a VVP with a pavgradient of 200%/30s is 15 seconds. To obtain
the result by comparing the two benchmarks, physieployment time and instantaneous frequency and
taking the less allowed CTD. Until a power gradieh200%/30s, the physical deployment time limits
the CTD and after that the instantaneous frequémgis it. Until now, we have no overall CTD, beczu

of the variation of different power gradients of R&

4.2.6.2 Sampling Time Delay

Until now the signals are sent continuously bydberdinator to the VPP. With the broad applicatiohs
digital communication, it is of great significande study the consensus of sampled data. High
communication traffic can be reduced by samplingrivals and effectively save the bandwidth of
networks and communication costs.

In engineering application, communication delay migause systems to oscillate or diverge, thus the
disturbance of delay might effects the frequenapitity. As being said before, the CTD has to l&sle
than a sampling delay. Concluding, the samplingtdelay is a determining factor for the CTD

The STD is the time in which each signal is beirmptsto a single power plant. Therefore, the
implementation can be such that the distributiostesy controller output is directed to the powempla
until the new sampling trigger has been reached.

Benchmark

As being said above, the disturbance of samplisggaal might have negative effects on the frequency
stability, this will be tested on the mean osddatin the quasi-steady-state frequency in comparie

an ideal communication system between the perib89o- 100s. The oscillation is divided by the mea
quasi-steady-state frequency deviation of the ideaimunication related to the nominal frequency 50H
(see Equation 1). The lower the mean oscillatibme, letter is the frequency stability and therettwee
operating power system.

The second benchmark is the overshooting of thguéracy after the instantaneous frequency point has
been passed and tries to stabilize into the perdhijuasi-steady-state frequency deviation bordErs3(
and 50.2Hz). The overshoot is the maximum frequetesation to an ideal communication system. To
have comparable results, the overshoot is dividethb mean quasi-steady-state frequency deviation o
the ideal communication related to the nominal sy 50Hz (see Equation 2). Consequently, the
lower the overshoot, the better is the system l#ttabi

Benchmark Permitted range Prohibited range

Frequency oscillation 0-10%

Frequency overshoot 0-20%

Table 17: Benchmark
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Simulation results - sampling time delay - ostidia [%0]
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Figure 25: Power gradient 100% - 5s Figure 26: Powearadient 600% - 5s
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The green colored area from 0 to 10% is set apehaitted area of oscillation. The longer the sangpl
delay, the more the frequency oscillates arounddbal quasi-steady-state frequency deviation (figu
25, Figure 26, Figure 34. An oscillation about 10Q%d area) indicates a frequency oscillation & th
mean quasi-steady-state frequency deviation oidie system to the nominal frequency. The worseca
scenario, is a deviation into the dead band (49298180.02Hz), which is prohibited. If the frequency
enters the dead band before secondary controltigated, it may result in an unacceptable level of

performance. The coordinator will not be allowedatch off the FCR, because the frequency willpdro
simultaneously (Figure 33).

Besides, the power gradient has an impact on tbidat®n as well. The major oscillation arises and
OMW. This strong oscillation is accountable to thedulation of the dead band and the frequency noise
Not taking this problem into consideration, the imzed permitted STD is 2 seconds.
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Simulation results - sampling time delay - overting [%]
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Figure 31: Power gradient 100% - 2s Figure 32: Powgradient 600% - 2s

The second benchmark, the overshoot, shows a elitfdsehavior. The permitted overshooting is the
green colored area from 0 to 20%. The overshoahigmport indicator for the frequency stability,tbu
incidences just once upon the period of review ahwiays exceeds the oscillation. Therefore, the
permitted area is double the size of the permitéede of oscillation.

While a longer sampling delay causes a strongeuérecy deviation, a loss of load or interruption of
power exchanges are not similar to a shortfall eriegation. The negative power gradient of 600%/30s
has an amplified reaction on the frequency dewiaiibigure 31), while the slower positive power
gradient of 100%/30s cannot compensate fast endugs.causes an overshoot of 20% around 1 second
of STD. If both power gradients converge, the oveos will be damped. Therefore, the overshoot &20
around 2 seconds.

Overall, the sampling delay affects the frequenabiity. To plot this effect between a continudidgeal
system) and a sampled signal, the reaction oftaalipower plant with a power gradient of 150%/30s
caused by a frequency deviation is shown in Fi@dreln the following, a reference incident of 2000M
for the synchronous area is considered.
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Figure 34: Sampling time delay - frequency deviatio

An array of activated power curves Figure 33 asrection of delays has been plotted. After 10 sesond
the failure prevails and the maximum FCR is acddatAs can be seen in Figure 34, the frequencysdrop
to 49.67Hz caused by the STD (5s) and overshodiselee 30s - 40s into the dead band. This not
permitted overshoot of over 100% causes a shutdiwime activated FCR. Eventually, the quasi-steady-
state frequency deviation has been reached faaaks after 80s, but the sampling delay causesugari
overshoots and oscillations. A sampling delay bel®weconds causes no mentionable overshoot or
oscillation and therefore maintains a stable system

4.2.6.3 Transporting Time Delay

The transporting time delay is the length of tirnéakes the signal to be sent by the coordinatdh¢o
VPP. This time delay therefore consists of thegnaission times between the two points of a signal.

TTD might have similar effects as the STD. Thedatemay cause an oscillation or divagation of the
ideal communication, thus the disturbance of defaght have effects on the frequency stability. The
TTD has to be less than the CTD and the STD.
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Benchmark

As well as the STD it will be tested on the meaciltzion in the quasi-steady-state frequency in
comparison to an ideal communication system betwleeperiods of 60s - 100s. Consequently, the lower
the mean oscillation, the better the frequencyiliabnd therefore the operating power system.

The second benchmark is the overshooting of thguérecy after the instantaneous frequency point has
been passed and tries to stabilize into the perdhijuasi-steady-state frequency deviation bordErs(
and 50.2Hz). Consequently, the overshoot is the imam frequency deviation to an ideal
communication system. The lower the overshootb#teer is the system stability.

Benchmark Permitted range Prohibited range

Frequency oscillation

Frequency overshoot

Table 18: Benchmark
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Again, the green colored area from 0 to 10% is pleemitted area of oscillation. The longer the
transporting time delay, the more the frequencyllages around the ideal quasi-steady-state frequen
deviation Figure 44. An oscillation about 100% oates a frequency oscillation of the mean quasi-
steady-state frequency deviation of the ideal sygtethe nominal frequency. The worst case scenirio
a deviation into the dead band (49.98Hz - 50.02KWhjch is prohibited, as we have seen in the chapte
before. Figure 35, Figure 36 (red colored area)Figdre 43 encourages this interdiction. The oveosh
percolates the deadbaned and a switch of primaerve power is displayed, although there is a inegat
failure. Besides, the power gradient has an impadhe oscillation as well. The major oscillatiomsas

Page 46 (119)



FINSENY D8.3 v1.0 Final

between failures of 500 to 2000MW. A proportionahbvior of oscillation and TTD is displayed. Below
a TTD of 2 seconds no amplified oscillation carsben.

Simulation results - transporting time delay - eb®ot [%]
-3000

1 -3000

0.9

N
o
o
o

-2000

0.8

0.7

=
o
[=]
o

-1000
0.6

o

05

Failure [MW]
o

Failure [MW]

0.4

=
o
[=]
o

0.3

0.2

2000
0.1

3000, 1 2 3 4 5 0 2 3 T s
Transporting Delay [s] Transporting Delay [s]
Figure 39: Power gradient 100% - 5s Figure 40: Powgradient 600% - 5s
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Figure 41: Power gradient 100% - 1s Figure 42: Powgradient 600% - 1s

The second benchmark, the overshoot, shows additférehavior. While a longer TTD causes a stronger
frequency deviation, a loss of load or interruptafnpower exchanges are not similar to a shortéll
generation. The negative power gradient of 600%/MB8&8s an amplified reaction on the frequency
deviation, while the slower positive power gradiefitLt00%/30s cannot compensate fast enough Figure
41. If both power gradients converge, the overshatitbe damped Figure 42. As the oscillation, the
overshoot reacts proportional to the time delayt 8T TD of 2s let the frequency overshoot too much
(over 50%) Figure 39.

Overall, the TTD affects the frequency stabilityprh 3s upwards. To plot this effect between a
continuous (ideal ICT) and a signal with a TTD, tkaction of a VPP with a power gradient of 150%/30
caused by a frequency deviation is shown in Figdreln the following, a reference incident of 20086M

is considered.
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Figure 44: Transporting time delay - frequency de\ation

An array of activated power curves, as a functibdatays, has been plotted. After 10 seconds,dheré
prevails and the maximum primary control reservadsvated. The frequency drops to 49.65Hz caused
by the STD (10s) and overshoots to 40s. Eventutiiy,quasi-steady-state frequency deviation has bee
reached the first three cases. Above a TTD of 2gauses various overshoots and oscillations. A
transporting time delay below 2s causes no merttieravershoot or oscillation and therefore mairgain
stable system.

4.2.6.4 Final ICT Requirements

Due to the predetermination of requirements in l® three chapters the following information and
communication technologies requirements are set.

Delay type Maximum permitted time delays
Computing time delay < 2 seconds
Sampling time delay < 2 seconds
Transporting time delay <1 second

Table 19: ICT requirements
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The CTD only lags the activation of FCR, while t88D and TTD have a significant impact on
frequency oscillation and overshoot. A CTD of ldssn 2 seconds is negligible, if the problem tosads
simple. Even an algorithm, which might exceed thge@onds, a faster computing cluster, may solve it
faster. Aside, the STD is not strictly limited teetcomputing time, but has to be longer. Redudiy t
STD decreases the permitted CTD, but increasesdhguting time at the same time, because of the
enhancement more data traffic and therefore hag telected carefully. The TTD is limited to thedis

broadcast, which has been discussed in ICT. GPRSRIA of 500ms and represents the slowest
communication technic of the state of the art.

In the following two variations of time delays atietir impact on a 3000MW failures and different gow

gradients are presented. The first simulation shihvwsrequency deviation and FCR activation wité th
maximum permitted time delay (Table 19). The secsintulation is an indicator for the most realistic
combination of communication disturbances, whick been set to [CTD:1s, STD:1.5s, TTD:0.5s].

Requirements results - 3000MW failure - CTD 2s, SIEDTTD 1s
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Figure 47: Frequency - C1S1 T0.5 Figure 48: PowerG1S1 T0.5

The final simulation for ICT requirements display® impact of the maximum permitted and the most
realistic time delays. It can be seen, that théefaworking ICT system leads to a better solution i

oscillation and overshoot. The Frequency deviaisonearly the same. Comparing the FCR activation in
Figure 46 with Figure 48 until 60 seconds, no serideviation between the power deliveries can be

mentioned. Beyond this point of time, the outputlifferent power plants converge to the same ouitput
Figure 48, which results in a somewhat more staydtem.
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4.2.7 Assessment

The different sets of communication delays lead t@rious frequency response behaviors. It careée s
that the increase of the communication disturbaneesilts in a stronger variation of frequency
deviations. The computing time delay mainly affeitts maximal frequency drop, while the sampling
time delay and transporting time delay effect issttyoseen in the overshoot and oscillation of the
frequency in comparison to an ideal communicatistesn.

At the end the interaction of all effects is im@ott to evaluate the requirements and thereforeathges

of ICT delay times. A CTD of less than 2 second§Td less than 2 seconds and a TTD less than
1 second have the best results for a VVP with arage power gradient of 120%/30s and cause no
serious problems for the system stability and adntr
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4.3 DSE WP4: SupervisoryController as Service
In this sectiorthe “Supervisory Controller” DSE analyzedwith the two following approache

» At first this DSE is parsed in a sophisticated datian framework, using an environment
validate it in any layer.

e« The second approach consists in experimenting BI8& through the Energy@home,
physical infrastructure for conduct experimentadiosithin private homes with the goal
monitor, control and optimize the electrical powensumptior

These two approaches are here described in sepanatgraps in order to avoid confusion between r
and simulated parameters.

Anyway their contributns are very synergistic to cover the completeingsof this DSE: while
Energy@home is mainly focusing on the developméraa communication infrastructure that enat
provision of value added energgrsices in the HAN, the simulation framework exte the scope fron
single homes to full neighborhoods.

4.3.1 Discrete Supervisory Control validation with Multil evel Multiscale Simulatior

4.3.1.1 MileSEnS Context Smulator

In this section the DSE is running in a simulation framework te balidated with a variety ¢
environmentatonditions that woul be difficult to obtain in a real environment.

A DSE is supposed to be situated in either thetyensiervice or application layers in the gen
architecture of a system. The validation of a DS&peahds on its execution results based or
environment where all the lower layers comparetthéoone i stays in, simulated or not, are complete
ready to use.

The simulator we propose to use here to valideteD8BE is designed to be m-layer where each lay
is independent from others to be able to valida®®in any layer independently. Howe the priority
is given to the service layer because there aea@yr other simulation environments for the lowgets.
This simulator offers above all the framework camtey the physic, device and entity layers w
available models in correspondirayeér.

Entity
- Entity group
. J
.rj = s
J Simuiator
N2/ | ' '
E ity Entity | Entity
En Entity Entity
SmartLab I BIEY Entity model
' Classification Layer :
o 5. 4 -
ST ‘ ©
A E] s s 1T _ GUISIAFU)
equipment Device
) | J
Physical Physical Physical Model
Maodel Model

Figure 49: Simulator architecture
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In this simulator, called MiLeSEnS (Multi-Level Smh&nvironment Simulator), the different layers and
models used as an interface to the programs (suttledDSE) is being tested with the simulator)r&de

» Physical layer and models:This layer is where the software representatichghysical
entities in the real world are located. These modeve the modeled entities’ physical
properties such as the thermal behavior.

» Device Layer and models:They refer to sensors, actuators and ICT equipsnwhich have
network interface.

» Entity layer and models: Entity models are discrete state machines withratts state
properties more relevant to control purpose thaal physical aspects. For example, an
electrical radiator is modeled as an automaton witlies “ON” and “OFF” and transition
events between them. Classification layer refershto mechanism of integration and auto-
configuration of non-networked objects into a cohslystem.

» Entity group layer and models: Entity groups are more abstract grouping of modelshe
entity layer based on environment impacting propershared by several entity models or
other criteria interesting the controllers, suchi@sation of the entities. More details on the
entity group will be described in the next paragrap

Inter-layer communication will be ensured by diffiet kinds of interface. The inter-layer relatioqshi
between models will be dynamic and affected byedéht level integration and configuration algoritim

GUI offered by this simulation environment is basedan open source java context simulator SIAFU
which provide animation of physical entities andithnteractions. For more information refer to El4
websité.

4.3.1.1.1 Physical Models in the Scenario

At the lowest layer of the simulator, there are byl models of the simulation environment which
represent the behavior and properties of the eqeripsrin the real world.

» Person: This is the only mobile agent in the sitoleenvironment of this scenario, yet there
would be other types of mobile agent in other aimstances such as cars in a city. Its path can
be planned or aleatory. It can trigger the evemtito on some equipment.

» Door: It can be opened or closed. People can gugfrit.

* Window: It can be opened or closed.

e Lamp: When it is on, the whole room is lightened up

» Radiator: The radiator changes color to indicatetivér it is on or off.

 TV: ATV setdisplays an image when it is on.

These physical models are monitored and contralgdsensors and actuators in the device layer.
Available sensors now are:

» Sensor of presence: Several presence sensors niaggtddeed in one room in order to cover the
whole surface of the room.
» Sensor of door/window: It detects if the door onehdw is well closed or not.

Actuators are for the moment attached to the cetravhich means the actions for the equipmengs ar
directly triggered by the super level controlletle simulation environment.

2 http://siafusimulator.org/
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4.3.1.1.2 Map of the Simulationi&ironment

| —— | |
window 1 window 2
radiator 1 radiator 2
lamp 1 lamp 3
room 1
N room 2
lamp 2 N
door
v

Figure 50: Simulation environment map

The simulation scenario takes place il apartment that follows the above map where theesspace i
divided into two individual rooms. The door betwebe two sub spaces is not considered having i
during the whole conduct of the scenario, thusstifgervisory controller does not corl it.

People move freely in two rooms and between the twams. Their presence is detected by ser
placed in the room and will cause the state chafhgfee current roon

4.3.1.1.3 Entity Models used by ttController

Controlled equipments are modeled as eis (automata) identified already completely in theteaction
layer (HAL) which the supervisory controller hasvery good knowledge of. In the following moc
schemas, the subscript i indicates that some eduifsrare instances of the same model and are
independent from each other in terms of receiveéroand emitted actiol

N.B. The notation used in the following schemaseafity model is after the convention of B®
language which is very close to the one used ivélng general automata diagrams [20]:

« Door. This is the entry to the considered spaceedeives the “open” action from a hurr
(open_di) which is uncontrollable, and the cong&lblé variable from the supervisory contro
(c_di). Its output is the value of a boolean vadeaf@_openi) wich takes “true” when th
entity is in the state “OPEN” and “false” whensgtin the state “CLOSED”. The transition frc
the state “CLOSED” to “OPEN” is possible only wheomeone pushes the door and
controller allows it (imagine that the door wouldt be opened if someone pushes it from
outside without a key). On the other hand, thesitean from “OPEN" to “CLOSED” is
possible if one of the input values is fal

door, |

= J T —_ open_d, A c_d d_opef_,: true

RN
lcLosED) /( OPEN>
N, r

d_open,

“open_d, V
d_npen, = false ~open_d; ~e_d,

Figure 51: Entity model: Door

% http://bzr.inria.fr
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e Window 1 andwindow 2. like the door, they allow the considered simulatpace havin
exchange of heat or light with the outside wortdsIvery similar to the model of door witk
small change that the names of the variables apted to windov

windovy, |
m‘, ﬂ'\ﬁ_ open_w; M c_w, W_(?)Eﬂti\lrue
\\/‘-”H_ﬂd—h—q““"»_ﬁ"h
CLOSED) R OPEN) w_open,
e \\ '/‘H“““—»._____ﬂf/ J
R _ T e .
w_cpen, = falss OPE-W VoTe_w

Figure 52: Entity model: Window

* Room 1 andRoom 2. People can move freely in both of the roamd pass from one to t
other. However, the two rooms are considered isdlane from the other in terms of li¢
source and heat exchanghe room model is not controllable and more likeoheerver of the
occupancy of the space. It takes the value of geppresence in the space (pres;) detected
by presence sensor(s) and output the value repiegethe room’s occupancy (room;;)
which takes “true” in the state “OCCUPIED” and “fal§a"the state “EMPTY’

room;

_ roon_oc; = trve
TN

- presence f/ﬁ

presence; EMPTY] ™ OCCUHEB room_oc,

1 Y
TRIESENTE;

roorm_og; = (a se

Figure 53: Entity model: Room

There are two variants of room in the scenariangwoom and bedroom. They both keeps
basic states (empty and occid) and have one more state according to their @aftrey are
considered as derived models of the basic m

0 Bedroom: one state “sleeping” is added with tramsifrom the state “occupied”. If tr
person is not moving in the room during more thiminutes, the transition is trigger:

bedroom;, |

presence;
nomoye_dazlay;

Ty presence

prasence, ( ) - o room_og;
| EMPTY) FJCGLIPIED‘ | SLEEPNG) — ="

—presence; MOCM_DL  peserce;” oo

og;
—Lnomove—delay roeom_og; =lrue  sqomove_delay; = true ' room_slp
r-?x;?rim:;lp roern_slp - hoomesp T
_ = false = frue
- False frve

Figure 54: Entity model: Bedroom

o Living room: one state “transitory” is added betwéempty” and “occupied”. This in fat
introduces a delay to switch between “empty” anctctpied”. If a emporary (no) presen:
which is less than 3 minutes in the living room tramsition will be triggere:
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living room;
TN presence; presence; . delay;
/./'___' /r"_"‘--.\//__
presence; room_oc;
- OCCUPEDR) —rrre—
e T ,-—"_¥
del| ay, | room_ary presence, /\ delay, " ng?ggci TPresence rcutm_ooi room_trans;

= falze n = frue _— = =
room_trans rE om_irans raom_trans)
= false = true = false

Figure 55: Entity model: Living room

Lamp 1, lamp 2. They are light source in the roanTHe “lamp” model receives the sal
from the switch (on_lam), which is uncontrollable, and the value of coliatde variable
from the supervisory controller. On output, it senide value of a Boolean variable (lamg;)
which takes the value “true” in the state “ON” ath@ value“false” in the state “OFF”. Th
transition from the state “OFF” to “ON” is triggeteby the “true” value of any of the tw
inputs, and the transition from the state “ON” @FF" is triggered when any of the two inp
is false.

lamp; |
on_lamp, lamp_on; = true
- />—_\on_lampi Vo ¢ _lamo; P
oF= )f ;{ ON) lamp_on,
c_lamp, T~
—amPpi —on_lamp; %/ "c_lam/
lamp_on; = lalse

Figure 56: Entity model: Lamp
Lamp 3. Itis a light source in room 2. It is insta of the lamp model as lamp 1 and lan
TV. It is a light source as well. This model is yeaimilar compared to the lamp model o
with changes on the variable nan

Iv; |

on_ty; tv_an, = true

T ON)
— E———*“E/ e

N :
tv_on, = false Ton_tv; Ve ty,

TN on_tv; V oty
. ——

OFF

-

tv_on;
C_tv,

Figure 57: Entity model: TV

Radiator 1, radiator 2. They are heat source réispéc of room 1 and room 2. The radia
model has 3 states: “OFF” where the radiator is gletely turned off, “LOW” where th
radiator is at &frost protection” mode, and “HIGH” where the ragtiaworks at higher powe
level. In order to make transitions between 3 sta®einput signals and 1 control variable
needed. The input signals “up_;” and “down_rag are uncontrollable from the dtch, while
the “c_rag' is from the supervisory controller to prevent ttagiator from being turned ¢
illegally. The 2 outputs are indicators of currst#te of the radiator. The transition from lef
right which attempts to reach a higher levelpower is only possible when the “up_;”
signal is received and the controller allows it iletthe transition in the opposite direction
triggered when either the “down_y" is received or the control variable is false.
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rad; ‘
up_rad, up_rad,
TN A e rad, A c_rad,
up_rad; (OFF /”_—H“‘N< LOWY T (H|GH low_rad,
down rad, down rad, down rad;
————= low_rad \, ¢ g lowW_radi, oo o4 low_rad, |high_rad,
c_rad. | =false =true =false [
high_rad, high_rad, high_rad,
=false =false =true

Figure 58: Entity model: Radiator

4.3.1.2 Tested Supervisory controller

4.3.1.2.1 Objectives of the Controll

The generic primary objective of the contrc being tested here by simulati@nto adapt the controllab
entities of a room to the occupancy of res. Entities ad rooms are all managed as entities
interfaced through the entity abstraction la The controller may be designed to meet securifgtgar
energy efficiency objectivesTradeoffs and possiblyrbitrations between theseomplementary bt
possibly contradictorgbjectives willalso be tested by simulation.

» For the security objective, the control system ¥alice the closing of all opening equipm:
(windows and doors to the outside) and possiblykite presence of people by turning on
lighting or opening window blinds at regular buhdamly staggered intervals if there is
presence of people in any of the two roc

» For the safety objective, the control system valick the lighting of at least one source of li
in each room in afer to avoid accident if people had to move indagk,

* For the energy efficiency objective, the controkteyn will force to turn off all the ligt
sources of a room which is not occupied, on thdsbak occupancy evaluated as a -
transitory state. Ad it will also turn off of heating equipment if senopening equipmel
(windows and doors to the outside) is 0

4.3.1.2.2 Expression of Scenarbescription into Specification

* Rule 1: Ifthe room is dar and the presence of a person is detected, thevismsr controller
will ensure that at least one source of light is(excpet if the people are sleepirto avoid
corporal accident

* Rule 2: f no presence is detected in the whole space ughergisory controller should lock tt
whole space by closing all the ening equipment to the outside, and turn off ad tight
sources and put the heating equipment in “frostegtmn” mode

* Rule 3: f one of the opening equipment is open to the datsthe supervisory controll
should turn off the heating of the rodn order to not waste energy.

* Rule 4: f there is no presence in a room, turn off alllthbt sources

4.3.1.2.3 Entity Group

In this experiment, we will not be implicated byetlaspect of dynamic classification of entities i
different groups for different céomol purposes. What we try to show by this experitrie the aspect ¢
using control groups as mediate between the sigmgvicontroller and the concrete entities to
controlled in order to achieve control goals whiacincern some environmental propes influenced b
several entities. According to the scope menticatmule, the groups are made static and there isood
level of entity groups for this scenal
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conlroller supervisory
controller

entity Heat Opening Light
group .

Figure 59: Entity groups

The above figure shows that tstities are classified by their main propertyhte eénvironment and the
localization that will facilitate the supervisorgmroller to make up the relation between the eraitd
their place.

N.B.: The naming convention we use here is that all tbup names begin with a capital letter while
entity names begin with a lowercase let

» Heat: Al its members heat the environment by their maatdre.

* Opening: Al its members are entry to the outside and alleatlexchange with the outs.

« Light: All its members can light one piece of rc.

¢ Occupiable Space:lkits members can be occupied by people’s pre-.

« Room 1:t contains all the entities which locate in themod, including the space entity “roc
1" itself.

* Room 2: $milar to “Room 1” with all the entities locating in the room 2.

By making such groups, the 4 rules mentioned imtiegious section can be expressed as the follo

* Rule 1: for safety concern, if the room is dark and the ro¥ns occupied, the superviso
controller wil ensure that at least one entity which belongth&group “Room X” and to th
group “Light” is on to avoid corporal accid.

* Rule 2: For security concern, if all the entities in the gpd'‘Occupiable Space” is in the sti
“empty”, the supervisorcontroller should lock the whole space by clositigte entities of
the “Opening” group, and put the entities in “Hegtbup to “frost protection” mode for tho
which have it and turn off those which have onlyN'Gand “OFF” state:

* Rule 3: For energpurpose, if one of the entities of the “Openingdgp and of the “Room X
group is in state “OPEN?", the supervisory contnoould turn off the entities that belongs
group “Room X" and group “Heat” in order to avoidezgy wasting

* Rule 4: For enengpurpose, if room X is in the “empty” state, thaervisory controller shoul
turn off all the entities belonging to group “Liglend group “Room X’
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4.3.1.3 Conduct of Experiment

After having got the auto generated C/JAVA codehef desired supervisory controller, it is time todo
it to the simulator to validate the simulation saeo.

4.3.1.3.1 Configuration of the Simulation Environment

We should remember that the one of the most rerblgkiaterest to run a simulation in smart home
domain is that the test time can be compresseektatwhole scenario which takes several hoursys d
in the real world. This advantage can help to savet of time and resource especially during thst fi
stage of software validation.

Therefore the time acceleration ratio in this sitioh that we have chosen is 60x in order to cosgpan
an-hour-and-a-half real-life scenario into 1 minatel 30 seconds, which is appropriate for showeg t
controller’s features.

The stage of the scenario is set at evening to sheweffect by rules on the entities in the ligbtgroup.
And in order to accentuate the role of the superyigontroller in the simulation, we will run tharse
scenario twice with and without the controller, dhd situations which would have been eliminatetiéf
supervisory controller were present will be warneith a sign of danger. The two modes “with” and
“without” controller can be switched easily in tbenfig file accompanying the simulation program.

4.3.1.3.2 Timeline of the Simulation
The conduct of the scenario with its controlledéscribed in detail as following:

Time/period | Events/actions Status of environment after actions

The person is outside the door, windows
18:00 and door closed appliances off includipg
radiators. Rooms are empty.

The person opens the door and entefs
He closes the door behind
He goes to turn on the radiator in rod
1 and puts it in high level

4. He goes to the radiator in room 2 a
turn it to high

18:30-18:45 Different with/without the controller

The person is in room 2.
"Door and windows closed.
n(Ij:’\adiators are in high level.

whN =

18:00-18:30

o ; 1. He goes to open the window in room . .
(it's getting . . efer to the experimentation resu|ts
2. He goes to open the window in room :
dark) section.
1. He goes to close the window in room| 1
2. He goes to close the window in room 2
18:45-19:15 3. He goes to turn the radiator in room 1
(it's dark) to low level _ _ nenonon
4. He goes to turn the radiator in room 2
to low level
5. He stays in room 2
19:15-19:30 | H€ 9oes to turn the radiator in room 1jto, =~ =

high level

19:30-19:45| 1.He opens the door and goes outside| » » # #

Table 20: Timeline of simulation
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4.3.1.4 Experimentation Results
4.3.1.4.1 Simulation without Gntroller

and enters

The person opens the door

ql

I

Door is oper

Room 1 (living room) is in state “TRANSITORY” fohé& short (up to

now) presence

of the pers

Events/actions Status of environment after actions
28 mars 2013
— — 18:02:09 CET B
' : 0
" m | " ~ .
- - a Peope € sevar 2 equiperent @ zone 4 Worings
> ce [rocm2 )@
Ll Ry am,....- :
Initial configuration, no action l =
L Position: N 144 1.737 E 35€ 25.2
& ROOMDT
' Stae: EMPTY.
/ [} . “-Irwmz- !
- D Position: N 401 11.526 E 263 56.4
. ROOM2
Starer EMPTY.
28 mars 2013
— —— 18:06:40 CET D\
) : 0
m
I I M g

Qveme 4 Sersor 4 Eqipement A o) Wermings |
[ion2 "B

|ll| rom »

]
Positon N 144 1.737 E 353 25.2
1d: ROOMC1

Statz TRANSITORY

a
i\-l —

Position N 401 11.526 E 363 56.4
1¢: ROOMG2

Stz EMPTY
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28 mars 2013
I I 18:18:48 CET H

 omr M|
‘ 8

nvevp\uﬁmwrzqupemem 0| R iy

= 8
|II| ’
i roon] ®
He closes the door, goes to 4
radiator in room 1 to turn it g
high, and goes to the radiator . '
in room 2 to turn it high. Then a |\ | G
. i | roon? @
he stays in room 2. 4
. - ¢ D ;mago IMN 1526 E 363 56.4

Sute: SLEEPING

Room 1 is in “Empty” state as the person left themn some time
ago.

The two radiators are in high level as the redatialh shows.

Room 2 (bedroom) is in “Sleeping” state as the @eoesn’t move
since some time.

28 mars 2013
] I [ . 18:38:50 CET B 3

i . 0
T T wm e
Q]Enpz‘\ieninrEqmpme'ﬁ @ 2o i) vinings

w [eneigy nroomt - @

/N M ‘ danger in roond® 5

Tire 18:38:50
Cause: room2: room not emotv and nic lioht

-

Al

A danger in rooml =

He goes to room 1 to open the 17

window. E
Tire 18:38:50
i n Cause: foomt: room not emotv and no liht
N
! O - 0
. . A energy in rooml ®
Time 18:38:50

Cause: room:deor or window oven and radiator on

Not satisfied mutual exclusions of states:

(Rule 1) After 18:30 it's dark, the room is not éypnd all lights are
off.

(Rule 3) While there is window open, the radiatostill on.
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28 mars 2013
18:55:16 CET
00
qamr" Ewuipermm‘ G 2| Wamings . 3
[engeric rmort ]@
‘energv in roonl ® g
Tme 18:55:16
Causz
He closes both windows. ,
‘ energy in roon2=
Tme 18:55:16
Causz:
Adanger in rooml = 8
Trme 18:55:16
Causz:

After having closed both windows, the only not si&id mutual
exclusion of states is that in room 2, no lighbiswith someone
inside.

He opens the door and goes

outside

28 mars 2013

19:38:24 CET
—_— @

-

600
People &, Sersor P Euipemert. 9 Zore| 4, Warings
g cope €, Srsor g Eqipe Q e Wi
canger 8 enegyin appt v @

& B8
& danger in roonl ®

Time: 193824
Cause:

‘ energy in roonl ®

Time: 19:18:24

Cause: roomt:door or window coen and radiator on
‘ danger energy in appt®

Time: 133824
Cause all: window or door cpen. or radiator hiah

Not satisfied mutual exclusions of states:

(Rule 2) The whole space is empty while the radgatoe still in high
level and the door is not closed.

(Rule 3) While the door is open, the radiator i sh.

Table 21: Simulation without controller
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4.3.1.4.2 Simulation with Controller

Events/actions Status of environment after actions

Before 18:30, the results with the controller is #ame without controller because:
1. Iltis still bright enough that the rules about tigly are not activated yet.
2. The actions about energy saving haven’t taken place

28 mars 2013
— I 18:30:26 CET B H
. n ' 13881 i
T m 800
- (] Q Pacpe| 1, Sensor 4 Epupament ‘? T ) Varigs
@ ; [reom -8
Control action: H l\.—l |II|mm1- )
Controller turns one of the o
Paition: '=|01144 1IEB 25.2

17

lights in room 2. & RGO
'7 State: EMPTY
“-Imumzi L

A4

D Position: N 401 11526 E 361 56.4
JON02

Ie:

State: OCCUPIED

|

Rule 1: It's dark and room not empty, one lightLisned on by the
controller.

28 mars 2013
I [ . 18:32:38 CET E a

1 L] § "
2l
stqpe\\s::nswfqmp;mm« M. | Wernirgs

. [room2 vHQ
Control action:

e = ‘,
Controller turns off the light iy H (AN - ”

in room 2 which is empty.

Ly

Pastion: N 1441737 E 358 252
Ie
State: EMPTY

[X]
L N - roon2 =
W

= D Pasition: N 401 11.526 E 363 56.4
0ONI02

e
[ State: EMPTY

I

28 mars 2013
18:40:09 CET
] . ] ’ [ J HH
T [ T (m
vah o, sensor 4 Eqipemert {‘z:ne A Wamings
Human action: &= ) o I8
He opens the two windows. |..| l\- Bl .. B
Controller action: F ]vdc‘m;:]n(‘):n}u|.731535525.z
It turns off the two radiators s EPTY
and turns on the TV which is A 0
considered as a light source.| [ T v L‘ﬂz
. Posiziors N 401 11526 E 363 564
o Id: ROOMOZ
State. OCCUPIED

Rule 1: In room 2, because of the human’s preseheelV is turned
on to provide light.
Rule 3: In each room, the radiator is off whenwhedow is open.
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28 mars 2013
19:24:45 CET @

l
k

1502

| 9 Peoplei"’—x se P i @ Zona} 4 i

Human action: = I8
He goes to turn on e g
respectively the two radiators. —"

Posiden: N 1441737 E 258 252
Controller action: G COLIPED
It turns on one light in room i
1. Hrnnmi-

Posiden: N 40111526 E 363 56.4

I4 ROOMO2

State: EMPTY

The two radiators are turned on because none afitidows are
open.
Rule 1: One of the lights in room 1 is turned on.

28 mars 2013

19:36:14 CET @
D | |

]

a People €, Sesor [ Eipement Qm‘ A Wamngs

oo El E
u Toonl ®

Positon; N 1441.737 £ 358 25.2
I ROON0T

Human action:
He opens the door and goes
outside.

a

Controller action:

It closes the door as both
rooms are empty. It turns off
the radiator when the door is
open.

Sate EMPTY

X}
Hrunlﬂ u

Positon: N 401 11.526 E 363 5€.4
1d: ROON02
State EMPTY

Rule 2: The radiators are none in the high levhee Windows and the
door are closed.

Rule 3: Once the door is open, the radiator isetdroff in this room.
Rule 4: Lights are turned off when no presence.

Table 22: Simulation with controller

4.3.1.4.3 Comparison of the Results from two Variations ef #@me Scenarfor Determination of the
Room’s State

We can clearly see the effect of the present sigmgv controller by comparing the results. All the
system’s specifications are respected in the vanatith the supervisory controller.

With the simple supervisory controller which works the states of abstracted automata by the
Abstraction Layer, we are able to ensure the systemid never go to undesired mutual states. And the
introduction of entity groups in the controller neskthe supervisory controller more generic and
adaptable in more situations. Without worrying abaxactly which equipment to control, the
specifications of the system’s properties to beussth are written at the group level and leave titéye
groups to do the work that dispatch the group-lspekifications to the concerned entities.

The simulation shows also the interest of usingrautor for the validation stage. It runs moredly
than real time test by compressing running timel, iis easy to vary the scenario to test with csyne
changes of parameters.

As we mentioned in the simulation structure grapkre is a classification layer implemented by HAL
(Home Abstraction Layer) between the entity layed ghe sensor/actuator layer. In the tested sagnari
we can clearly observe the effect of the presemc¢ki® intermediate layer which consolidates thedo
level data to give a state-transition-trigger evante meaningful.
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N.B. The consolidation of lower level data is juste of the features of the classification layer
(implemented by HAL).

In this specific simulation scenario, we configthe classification layer in the way that the entitying
room” would not change its state immediately whearesence or a no presence is detected by one of th
sensors. In fact, the presence or the no preseneeviery short time will be filtered by the cld&sition
layer and will not cause state change. A simplgainconfiguration parameter change of people’sspe
will cause different time of stay in the same rofanthe same activity, thus the effect on statengiea
For demonstration reason, we add a “TRANSITORYIestzetween the “empty” and “occupied” state to
make the data consolidation more visible.

The following table will show two running of theraa scenario with different speed of people.

N.B. To illustrate the effect by comparison: Theltmom beside the living room has no transitoryestat
which means it changes state immediately when sopeshows up or leaves.

Running 1: Two children in the space who move verguickly and everywhere (relative speed: 6)

28 mars 2013

] I 18:00:40 CET &
0
. il
» . (I}
[
- n People |1, Sensor| [ Equipement A . I, Warnings
[reom2 ) [E)
=
v [, (. (., ... -
= Position: N 144 1.737 E 358 25.2
Id: ROOMOM
i State: TRANSITOM
o
3 a
= || N | roon2 =
S
. - O Position: N 401 11.526 E 363 56.4
L Id: ROOMO2
State: EMPTY
28 mars 2013
I I 18:02:28 CET H B
0
. 4
- - ]
[}
= a People | €, Sensor @ Equipement ™ ) Zone| ) Warnings|
: [roomz - [&
! J =
.y hey ..
L= Position: N 144 1.737 E 358 25.2
1d: ROOMO1
State: TI
" [
[ ] 9
= /™ N | roon2 =
S
. - D Position: N 401 11.526 E 363 56.4
“ Id: ROOMO0Z

State: OCCUPI
As shown in the two pictures, the two children hewae some activity in tge living room and are
leaving for the bedroom. As it is a short stay, dtete of the living room is always “transitory” ikh
the bedroom changes its state once the persorsenter
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I

. . O
e CE
a |
SR
_ O

28 mars 2013
18:06:48 CET

I

60.0

@

ﬂ People &4, Sensor P Equipement M o 1. Warnings

[r00m2

&

Position: N 144 1.737 E 358 25.2
Id: ROOMO1
State: TRANSITORY

Position: N 401 11.526 E 363 56.4
1d: ROOMO2
State: EMPTY
28 mars 2013
18:09:28 CET

0

600

a

]

B

@

a People | &4, Sensor | [ Equipement M 7one ., Warnings

[room2

e[

Position: N 144 1.737 E 358 25.2
Id: ROOMD1
State: OCCUPIED

Hrnumz -

Position: N 401 11.526 E 363 56.4
Id: ROOM02
State: EMPTY

If they stay longer in the living room, it changes‘occupied” at the end.

[x]
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Running 2 : An old man moves slowly in the spaceélative speed: 3)

Iy

SR
o1 =
__ I 00000

. i [ [
=, o

SR
1 =

As the person moves more slowly than in the pressiomning, when he has done the same activity

28 mars 2013
18:02:33 CET

I]
60.0

ﬂ People &4, Sensor | [ Equipement

M oo i) Womings

o &
Position: N 144 1.737 E 358 25.2
Id: ROOMO1
State: TRANSITORY
]

h roon2 =

Position: N 401 11.526 E 363 56.4
Id: ROOMO2
State: EMPTY

28 mars 2013
18:05:04 CET

600

Q People | &4, Sensor [ Equipement

) Zone| 4 Warmings

[room2

BICY
%]
— "
Position: N 144 1.737 E 358 25.2
Id: ROOMO1
State: OCCUPIED
a

(s

Position: N 401 11.526 E 363 56.4
Id: ROOMO02
State: EMPTY

has already stayed long enough that the living robanges to “occupied” state.

Table 23: Scenario with different speed of people

he
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4.3.2 Continuous supervisory control validation with RealExperimentation

In this section, the “Supervisory Controller” DSEtested through the Energy@home system, a physical
infrastructure for conduct experimentations witpiivate homes with the goal to monitor, control and
optimize the electrical power consumption.

As described in the FINSENY D8.2 deliverable [f}apter “5.2.2 - Real experimentation for the DSE”,
at the time of writing, Energy@home test infrastaue is installed in 30 private houses. By thetfirs
quarter of 2013 it is planned to extend this to hOQses.

This test infrastructure envisions a protocol thiaall be used to build an integrated platform toval
cooperation between the main devices involvedsidential energy management.

With reference to Figure 60 from the final custorsiele, these devices are:

¢ Electronic Meter: Responsible for providing certified metering dalde meter shall be
interfaced via a new-generation device called Srrdd to enable communication with the
telecommunication infrastructure and the househgpjgiances.

¢« Smart Appliances: Able to cooperate in order to adjust power condionpby modifying
their behaviour, while preserving the quality ofvge and user experience.

¢ Smart Plugs: Able to collect metering data and to implemenimapte on/off control on the
plugged energy loads other than smart appliances.

e Energy Box: This is also the HAN controller. It is an Alice rhe gateway (a device of
Telecom ltalia) with OSGi framework and HAN wiretesommunication capability.

¢ Customer Interfaces: l.e. all the devices used by the customer to moraind configure
his/her energy behaviour.

Private house using “E@H KIT” for

WP8 experiments and evaluation Smart Appliances

ff//f/m}

':“'.:"' » | o
UL

Electronic TigBee Network ) |

Meter l == =
4 = ZwiF

[

Smart g /4/4//// A4 %, ' lT

Info

, -
Energy Box = '— .t .‘ SeI'VI-Ce Platform f’?r
Alice Gateway + OSGI (Open Supervisory control” DSE

Service Gateway initiative)

Customer Interface
for monitor and control

Figure 60: Test architecture for the “Supervisory Gntroller’ DSE

From the remote demand side manager there is the:

« Remote Service Platform:It manages, together with any home gateway, thé\ Higvices
and provides service oriented interfaces for theeldgment of third-party applications. It
monitors and controls a plurality of individual &iets and it includes de-facto the “Supervisory
control” DSE. This platform is unique for the estiexperimentation involved house and it
includes the DSE FINSENY "Supervisory Control". fact, the “Supervisory control” DSE
refers to a lightweight joint control of severatlimdual controlled entities. In other words, this
DSE acts not only for a smart home but also for onenore smart buildings. This remote
service platform actually runs on servers in InfimraLab and it is planned to be moved on
Telecom ltalia Cloud Computing Services.
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4.3.2.1 Conduct of Experiment

The “Phase 1" Energy@home experimentation for tleipervisory control” DSE has begun on
December 2011 and it has been analysed a periodeofear, that means that have been collecteckéthe r
data coming from 30 private houses till Novembah32012.

All these clients have an ENEL electricity suppbntract with a power limit of 3kW or 4.5kW. ENEL is
the first utility in the world to replace the tréddnal electromechanical meters of its 33 millidalibn
retail customers with smart meters that make isids to measure consumption in real time and manag
contractual relationships remotely. This innovatteel is the key to the development of smart grids,
smart cities and electric mobility.

Private house using “E@H KIT” for
WP8 experiments and evaluation

Grid

’_v :;‘, . %
Z

Electronic ZigBee Network "ﬁ ﬁ
Meter ! 2 =
e

% ‘
m ///' =, & IT
Smart i /// 1. =

Info \

Energy Box = 'V — .
Alice Gateway + OSGi (Open o

Service Gateway initiative)

Customer Interface
for monitor and control

Service Platform for
“Supervisory control” DSE

Figure 61: Data flow for the planned “Supervisory Mntroller” DSE experiments

With reference to the test architecture shown guFé 61, the data flow for the planned tests folidinis
path:

Step 1: Information from the ENEL electronic meter is distited through the smart info to the smart
appliances that will adjust their cycles accordioghe available power and the energy tariff ineortb
optimize the consumption and to reduce the eneitbiolihe customer.

Step 2: The smart info gathers the data sent via poweftiom the electronic meter and distribute them
wirelessly inside the house.

Step 3: The smart appliance receives the data from thetsnfa and manages their processes according
the power availability and in agreement with therysreferences.

Step 4: The energy box, which is also the HAN controllsran Alice gateway with OSGi framework and
HAN wireless communication capability. It collecth the data sent from the domestic wireless networ
and forwards them outside thanks to a broadbandyshen connection giving the possibility to display
the info about energy on the Web portal or a siphadre.

Step 5: The remote service platform manages, together aith home gateway, the HAN devices and
provides service oriented interfaces for the dgwelent of third-party applications. It monitors and
controls a plurality of individual entities and,gether with the energy box, it represents de-faloto
“Supervisory control” DSE.

Step 6: The customer interface (that can be a notebodétblat or a smart-phone) receives information
about power consumption, its prices and overloadnad; it can also resume the automatic and remote
control at any time, allowing to the end custonemanage directly its desired consumption. Moreover
the home gateway provides a Web customer inteffflacthese functionalities in case that the customer
moves from indoor operations to the outdoor ones.
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How it is easy to imagine, this experimentation ne&B (Gigabyte) of raw data collection, that hawve

be submitted to an action of data mining, namedy bt of techniques and methods that relate to the
extraction of knowledge from large amounts of d&artainly in this section will presented below the
results of the analysis after the data mining, Whien is the real information of interest.

For privacy-related reasons, the identities of emstomers have been replaced by numerical ideimtity;
particular the seven users have been selectedlbersed to be more significant for the test of tis&=n
question.

The adopted format for the user identities folldais rule shown in the following example:

“User #114", where #1 means Phase 1" Energy@home experimentatibasd 14 means that it is the
final user number 14. So here following it will beported the analysis results from the seven eatsus
identified from the numberii4to the numbe#12Q

With the obvious exception of the smart meter, Whis already installed in all the houses, and the
Remote Service Platform, which is centralized, témts have been executed within the private houses
hosting the “Energy@home KIT” that is containing:

» 1 smart info device of ENEL that bridges the Snéeter communication with the Home Area
Network.

» 1 energy box which is also the HAN controller.dtan Alice gateway with OSGi framework
and HAN ZigBee wireless communication capability.

» 5 smart plugs with a local meter, a switch, andBéig radio communication.

* 1 smart appliance with embedded ZigBee radio conication.

The experiments for the “Supervisory Controller"B&onsist into:

1. Smart metering and control

a. Involving smart plugs and smart meters, metering dall be collected and on/off control
is implemented on simple plugged energy loads.

b. For the smart appliances the above remote loadaamill be subject to its control in order
to assure the correct execution of its working pooee, its results and performance. For
example, a smart washing machine, when requestattlify its consumption behaviour,
shall assure the result of the washing cycle.

2. Communication and data protocol

a. Itinterfaces smart appliances and other user'scdswand provide a broadband connection
to internet.

b. It collects energy data from the Smart Info and itmuhal information from smart
appliances, publish them in the HAN and use allectéd data to control smart appliances
and optimize their behaviour.

c. It offers a web user interface and provides an @@c environment (e.g. Java OSGi
framework) to host third-party application (e.gsaftware component implementing the
algorithm to calculate the energy price at a gitiere, provided by the energy retailer).

Last but not least, for each of the seven end uberg is available the power consumption and edlat
costs of the year preceding the trial, that is, nviretheir homes the Energy@home KIT had not yet
installed. This information is essential to undenst how it has changed the awareness of the emd use
against its management.

In the next “Experimentation results” section, tieained results of these tests will be detailed.

4.3.2.2 Experimentation Results

From these experiments of the “Supervisory CorgrbIDSE, the following macro-results have been
obtained:

« To have a consistent data-history, collected atetatisne, in order to obtain important
information about the contractual choice of enemggpilers and to optimize the use of energy
available.

* To keep under control and manage (at home anddejtshe household electrical devices
avoiding power-off for excess of load.

» To check the functionality of the management obpities among all the smart appliances and
the traditional ones.
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All the tests performed with the Energy@home systelescribed in this document, relate to the
following household appliances:

¢ Washing machine (smart appliance),
¢ Dishwasher,

¢ Bailer,

e TV,

¢ Oven,

¢ Lighting,

¢ Conditioning.

The refrigerator is excluded from this householgli@nces list because:

« |t represents a virtually constant load and is éf@e predictable (as shown in Figure 62).
Small variations are due to the more or less fratjapening of the door of the refrigerator.
« It may not be managed because it is not possikilgeaupt the cycle of food preservation.

Refrigerator

HE(Wh)

12 3 4 5 B 7 B8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 Hours

Figure 62: The refrigerator is a load almost constat and non-interruptible

In the next paragraphs the obtained results okttests will be detailed.

4.3.2.2.1 Tests on Detailed Energy Data Collection and itstbliicization

In this paragraph the tests are treated on theeggtgd and disaggregated data collection in tefms o
energy (Wh). This historicizing data allows knowittte habits of the end users along the 24 hours,
throughout the week and also for the entire ye¢so Aisible are the variations in consumption bemwe
winter and summer and, more in general along thelewear.

550

Energyin a Winterweek along the 24 hours [Wh]
500
450 ——Monday
400

A\ 2L N T
300 - / /\vh // ; =——=Thursday
250 g/ u \\-// —Friday

V

—Saturd
200 =

—Sunday

150

lm T T T T T T T T T T T T T T T T T T T T T T T 1
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 Hours

Figure 63: Average load curve in a winter week (2@L- users #114+120)
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The knowledge of these profiles allows Energy@hamebetter manage the distribution of loads
involving the end user through its graphical iraegf which will be described later in this document.
These collected data are also useful to the creatianodels for the forecast services about theréut

energy consumption.

In Figure 63 and Figure 64 the average load cuaveshown respectively in winter and summer season.
The reason for the difference between these cumitde detailed in the next graphs where the total
collected data will be disaggregated for each hooiseappliance.

550
Energyin a Summerweek along the 24 hours [Wh]
500
450 ——Monday
400 = // \% m—Tuesday
350 \ M ——\Wednesday
300 A - "V/\h.-—- Thursday
250 - —Friday
s Saturd
200 a
m———Sunday
150
100 T LI — LI — | — LI — LI — | — | — ™
1 2 3 4 5 5§ 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 Hours

Figure 64: Average load curve in a summer week (2@1- users #114+120)

Ideally by plotting a straight line of mean value these two graphs, shows an energy spread over a
period of 24 hours of about 330Wh; this means ithaine year, the average energy consumption for an
Italian family with three persons (the above case)

330Wh * 24hours * 365 days 2890kWh (see also section 4.5).

300
Energyalong a year [kWh]

230 4
200
150 4
100 -+
50
0 - T T T T T T T T
GEN FEB MAR APR MAY JUN JuL AUG SEP ocT NOV DEC

Figure 65: Average monthly energy along one year Wh] (2012 - users #114+120)

The Figure 65, in addition to confirm the total emeconsumption of the previous graphs, highlights
consumption changes in function of social custoeg.( August is the traditional month of holidaygs f
the Italians with a consequent decline in consuomptiue to the absence from home).

The data shown so far are those totals collecteBri®rgy@home system as “Total”, but to be able to
manage and optimize this energy flow it is necesgahave disaggregated energy data, i.e., thosaaf
individual appliance or smart appliance. For tleiason, below, are shown the disaggregated datahwhi
are critical for the overload control, an argumtiat will be treated in the next section.
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In Figure 66, the disaggregated energy in a winteek along the 24 hours is shown. As the washing
machine used in Energy@home tests is a “smartaapgi’ (i.e. with a particular priority handling fihe
event of overloading, which will be explained irethubsequent section) it is evident that, in thee at
overload, the most appliances involved are: bodethwasher and oven.

220

200
A

180

160 ,‘4}\§\ /\A s yr@shing machine

i:ﬁ /' ,' \\ ) ——dishwasher
[/ [ RATA A/ ~ boler

Disaggregate energy inaWinterweek along the 24 hours [Wh]

100
80
—OE
60
a0 e lighting
20 A
0 -4

12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 Hours

Figure 66: Disaggregate energy in a winter week (2@ - users #114+120)

The disaggregate energy in a Summer week alon@4hbours (Figure 67) shows how the energy
consumption changes with respect to the winter diffsrent temperatures involve different profikesd
different electric appliances (e.g. less boilessléghting, more air conditioning etc.).

220
200
180 Disaggregate energy ina Summer week along the 24 hours [Wh] washing machine
160
= dishwasher
= hoiler
—_—y
—vEn
e lighting

s conditioning

Hours

12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Figure 67: Disaggregate energy in a summer week (2D - users #114+120)

Results, problems and possible improvementsThe tests described above are lasted a whole year
(2012) and have allowed obtaining a consistent-betry containing GB of data.

With the user #119 there was some random problémed® communication of the HAN nodes due to a
ZigBee radio node in the proximity of a microwaween. It was experienced that the node radio ensures
quality of service in a reliable manner if it isayat least 50cm from the microwave oven.

There is need to further refine tivcoming data filtering, because on the powerlisedom spikes may
appear that could alter the reality of captureédat

The data mining of these collected data has providduable information useful for each final usfer;
example the final user, simply monitoring its cactual available energy, can reduce the relatets tys
spreading the use of the most energy intensiveapm@s along the 24-hour (for more details pleage s
section 4.5.2.2).
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4.3.2.2.2 Test on the Monitoring and the Control of the Ovad Case

In this paragraph the tests are treated on thetororg and control overload in terms of power (Wj).
this first phase of the test the ability of Energy@ne was disabled to take initiatives to overcohee t
overload; more precisely here the Energy@home isysterforms the function of monitoring of the
instantaneous power, simply alerting the user fiaterabout any abnormal events.

Obviously in this first part of the test the abiliof communication of messages to the user interfac
also verified, both in the indoor via HAN and imretely via Internet.

In Figure 68 there is shown the functional flow dise keep under control and manage the household
appliances avoiding the power-off for overload.plarticular, a WEB based GUI (Green circle no. 5)
allows the final user, both in home and outdoasnonitor and control the loads through a noteboek,
book, tablet, smart-phone etc.

@ Smart info to measure general electrical consumption

@ Smart Gateway Outdoor User Interface

@Smart Appliances
mart Plugs

@ GUI web based

Energy(@home

Other traditional
domestic

Smart appliances
washing machine

Home
Area Networlk

indoor User Interface

Figure 68: Monitoring and control of the energy flav from E@H toward the user interfaces

The test use#114 has subscribed a 3kW contract and his energy eetadlses the following conditions:

¢ The customer can get electric power between 3.3kd/ 4kW for a maximum period of 3
hours after the power-off occurs.
¢ If the customer picks up electrical power over 4&W power-off takes place after 2 minutes.

The Figure 69 shows the case in which the #4é4 did not consult its own user interface and a peak
power of 4476W has created a power-off at home.

The band 3300 + 3500W becomes dangerous if itad @@ a long time (power-off after 3 hours).

When the total instantaneous power used by theehexseeds the contractual limit in the range 3000 +
3500W the home gateway starts to send periodi¢ailgry 10 minutes) an “Overload Warning” alarm
(Figure 69). This alarm will be reset by sendingethe “End of Overload Warning” message when the
total instantaneous power returns below the limit.
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Figure 69: Two real cases of exceeding critical anthoderate peak power permissible

As shown in the GUI of Figure 70, when the totadtémtaneous power used by the house exceeds the
4kW, the home gateway sends instantly an alarno @dsustic) in countdown style: “Power-down within
120 seconds ... 110 seconds ...” and so on. This G@Vaslable and it has been tested for smart TV,
notebook, tablet and smart-phone in order to saitisfoor and outdoor operative needs.

e

; e
(D) inpesir ==ErELEcomM =) & Enel

PEAK POWER

® conditioning

= lighting

B oven
Configurazioni ‘ A BTV
RATOW B boiler

. o 2 £ ® dishwash
e0ee Your daily consumption is: | N W P ! i
LIS 7.2kWh .' 4 by m washing machine

Community

monthly forecast e
: 312kWh D -down within110seconds

Disconnec me household appliance

Tutto sul trial

D Dispositivi

Figure 70: Snapshot of the user interface communi¢@n during an overload

Even if in this test phase the Energy@home systeam disabled, its ability to take initiatives to
overcome the overload had continued; this can ha&oably done by the final user through the user
interface.

In fact, in the case of risk of power-down the esér can access the page of the user interfacensimow
Figure 71, and hence switch off one or more app#arby simply clicking on the “on/off” icons. Cliclg
“off” sends a command that, through the gatewagches the involved smart-plug that switched off the
appliance.
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Figure 71: Test on the manual intervention of theihal user to avoid an overload

Results, problems and possible improvementsThe tests described above have verified the good
capability of the Energy@home system to detect pawerload situations and communicate them to the
final user through the customer interface. In teig phase, it the ability of Energy@home was déshb

to take initiatives to overcome the detected owtlin order to test alsthe manual intervention of the
end user that, by its own interface (indoor anddoat), the inactivation of one or more applianaes i
manual mode was working perfectly.

The only problem is represented by the need teass the awareness of the end-user on the behéwiour

keep in respect of the KIT devices. For exampléhwhe user #115 there was some problems of radio
coverage of the HAN nodes due to thick walls. Shé&e suddenly removed, without notice, a smart plug
creating “holes” in the frame of the data that sest.

A software development to avoid the damages corfiiogn wrong maneuvers of the end-user is in
progress.

In the next paragraph the ability of Energy@homtake control initiatives and to negotiate the pfies
among the smart appliances and the traditional tmegercome the eventual overload is treated.

4.3.2.2.3 Test on Management of Priorities among Smart aedrtaditional Loads.

In Figure 72 the sequence diagram for the test wdtr interaction with the E@H control enabled is
reported. With the smart appliance in “Programmesidite the user changes a setting and the appliance
notifies this change at the home gateway which answhowing the optimal start to the user. Then the
appliance requests the related price at the horteavgg which answers showing it to the user. In the
second section (each section in figure is sepatayeal green line) the smart appliance is in “wajtto
start” state and the user press the “start butteitit the option to choose between the “immediastiyt
(Forced by user)” or “accept the E@H schedulinglédating control).
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Figure 72: E@H control enabled: Example of sequenadiagram with user interaction.

Then the smart appliance sends to the gatewaydtification about the user choice (if and how sthitc
from waiting to running state). In the third seatiovhen the appliance starts its running statsgritds its
power profile to the home gateway and this repiietng the “acknowledge proceeding” or “change the
schedule”. Finally, in the fourth section, when #ygpliance finishes its work, it notifies at thente
gateway the “job concluded” state in order to makailable this “requested energy” for other loads
inside the home.
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Figure 73: E@H control enabled: Sequence diagram wiout user interaction

In Figure 73 there is reported another exampleeqtisnce diagram of the smart appliance interface. T
sequence diagram is very similar to the one befaieh the difference that here there is no user
interaction and the smart appliance communicate$ ragotiates its various states with the home
gateway. This is the classic example of machinmd@hine communication, where the optimization of
the power consumption is completely delegateddoramunication protocol between machines.
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Given the above, it is now addressed the spedfe of this test, i.e. where the smart appliafteowegh
under the control of Energy@home system, can dewidether to stop its cycle or not. The smart
appliance used for this test is the washing machihigh could not accept an interruption because the
clothes in the wash may be damaged.

Figure 74 shows the sequence diagram of reactivgralo(overload management). A whitegood is
running a cycle and, at a certain instant, the asivates a no-smart device.

Home .
Whitegood
Gateway
Applisnze B unning
A oycle
l, Appliance Control - Signal state Nofification
l Appliance Control - Signal state Request |
I 1
iance Control - Signal state Response
(ateway detects Appli Control - Signal Resp
overall power IF‘* I
above available power, "
I|. 1I'|e§ User activasad 2 no-smart

devica

o send a waming

Appliarce control Overload Waming

~ i
Owerall Power Still above
limit: the Gateway send a | |

Fause command
fo the whitegoods |

| Appliance goas o
" pause state
Appliance contral Overload Pause _

—_

Aaplianos resumes
‘-‘Jll*:- namnal behavicr
e

| Appliance controd Overload Resume .

Figure 74: E@H control enabled: Sequence diagram okactive control (overload management).

As a result of this action, the home gateway dstdwit the total power consumption exceeded tle tot
available one, and it sends a first warning. If to&al power consumption is still exceeding thealtot
available one, the home gateway sends a pause quitméhe whitegood.

The whitegood checks if the pause can damage sorge(g. the clothes in the washing machine may
be damaged) and it acts with the following decision

» If the pause can damage something, it continuesyitie and it will pause as soon as possible.

» If the pause doesn’t damage anything, it accemgspduse command. Then, when the home
gateway will detect that the total power consumpt®less than the total available one, it will
send a “resume” command and the whitegood willicoet with its cycle.

The Figure 75 shows the case of the user #116,enther Energy@home detects an overload at 21:50
o'clock. The home gateway sends a “pause” commaiitet smart washing machine which answers that
it cannot “pause” its cycle because the clotheislinsiay be damaged.

Then the home gateway checks out a list of prasitf electrical loads in use at that time and diei
that it is advisable to unplug the oven. The ptyolist is predetermined by the Energy@home systarh,
can be modified by the end user.
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Figure 75: The smart washing machine rejects the pse command; the oven is disconnected in its
place to avoid the overload.

The Figure 76 shows the case of the user #119,enther Energy@home detects an overload at 13:10
o'clock. The home gateway sends a “pause” commanithe smart washing machine which accepts
because in that moment the clothes inside wouldeatamaged.

Then, when the home gateway will detect that thel fwower consumption is less than the total abégla
one, it will send a “resume” command and the siwaghing machine will continue with its cycle.
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Figure 76: The smart washing machine accepts the pge command to avoid the overload.

Results problems and possible improvementsthe tests described above have successfully eerifie
functionality of the management of priorities amahg smart appliance (washing machine) and the
traditional ones.

These tests have been successfully verified indifferent modes:

1. When the smart washing machine cannot “pause” lsec#fs cycle cannot be interrupted
without damage the clothes inside. In this casergg@home disconnects another load
consulting a priority list

2. When the smart washing machine can “pause”. It thesumes” its cycle”.
At today, the priority list is predefined, but affieetive improvement could be introduced by meainaro

algorithm “smart” that reclassifies in real time athis the load more suitable to be disconnected. Of
course, the ability to manual intervention is ale#aft to the end-user.
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4.4 DSE WP5: Electric Vehicle Supply Equipment

4.4.1 Experimentation Setup and Test Case System

The experimentation setup used for WP5 is provioed®RWTH Aachen University, ACS institute. This
setup and the test case system for the power systeatation were described in section 4.1.1.

4.4.2 Conduct of Experiment

The experiment involves study of the impact of a@dan increase of EV charging load on system
frequency. Furthermore, it investigates the potdmtntribution of EVs for primary frequency coritio
future smart grids. In this experiment, the commation system is assumed to operate ideally, i.e.
without any delay, jitter, packet loss, etc.

4.4.3 Experimentation Results

4.4.3.1 Frequency Deviation at Sudden Charging of High Numér of Electric Vehicles

It is assumed that the modified IEEE 39 bus systeitin, the conditions described in Table 8 and T&ble
is operating at steady state at time t = 0. A tatahber of 200,000 vehicles with an average chgrgin
power of 3kW starts to charge simultaneously a8s=Such a scenario can occur - to different ¢éxten
for example when tariff incentives are set star@@ specific point in time. The impact of thigldan
increase of load due to EV charging on the netvilmuency is as shown in Figure 77.
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Figure 77: Change in the system frequency followingudden connection of 200,000 electric vehicles

4.4.3.2 Effect of Load Shedding shown in Experimentation

In the next test, it is assumed that these vehiakesalready connected to the system, and a total
generation of 650MW, which is equal to the generatif wind turbines, and the transmission lineg§b,

as shown in Figure 6 are tripped suddenly at t =TB$s contingency leads to considerable unbalance
between generation and demand and how the powes flarough the system. As a result, the frequency
of the system starts to decrease. This drop inftequency activates the primary control action
implemented in the governors of conventional geloesain the system. Furthermore, the control center
which has detected the frequency drop in the syssemds signals to the EV aggregator at each bus to
decrease the charging powers. In this scenari®assumed that the communication link is ideal,the
control decisions are delivered to the EV aggregatdth no deviation from the original message and
with no time delay. The following figures show tirequency response of the system both without and
with the electric vehicles contribution:
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Figure 78: System frequency following sudden losd a significant part of generation and a
transmission line both with and without involvementof EVs in frequency control
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Figure 79: System frequency following sudden losg a major generation and a transmission line
with EVs involved in frequency control

4.4.4 Assessment

As can be seen from the two experimentation stepas above, charging of electric vehicles at aadert
total load level has a non-negligible impact onteysfrequency during the first seconds, which duogts
impact the system stability in this case. The fesguy deviation following the connection of EVs abul
then be removed with the help of secondary anéatgrfrequency controls. It should be reminded that
sudden increase of charging can be affected Wy itacentives.

The second step of this experiment validates tineemt of load shedding and by this shows how etectr
vehicles can be involved in a beneficial way fomwpo system stability using their batteries as i
loads. In practice, this can be realized by sendiedjcated control signals to smart chargers irmotd
help the system in restoration of its frequencgrafdss of generation. As shown in Figure 78, §stesn
has become unstable following the simultaneousdbssmajor generating unit and a transmission itine
this case, while with the help of electric vehiclg® system has maintained its stability.
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4.5 DSE WP6: Demand Side Manager

The “Demand Side Manager” DSE takes into accoussipte requirements to be provided by different
ongoing projects aimed to define the future intBoas between clients and electricity market. Ie th
scope of those projects, the clients shall be ptedewith daily (or even hourly) offers coming frather
actors and aimed to modify clients’ behaviour. @ffshall be probably issued by a new player in the
energy market called the aggregator, which hasntfesion to aggregate many small clients and to
operate into the energy market presenting themabhade. The aggregator shall reply to market needs
offering services such as power limitation withirgi@en geographical region and temporal slot, peak
clipping and peak shifting.

To test this DSE, the following two complementaxperiments have been executed:

» The experimentation executed by BeyWatch [18] iseamulation using real measurements
from the BeyWatch trial in Paris.

» The Energy@home [19] experimentation for the “Deth8ide Management” DSE has begun
on December 2011 and it has been analysed a pafrimte year, that means that real data have
been collected coming from 30 private houses tilV&mber 30th, 2012.

The purpose of the two proposed experimentatioey\(Batch and Energy@home) is to verify demand-
response using market mechanisms, which helpseteept problems with the electricity grid with IC i
both markets B2C (influencing the contract schemssblished between the customers and the grid
users) and B2B (managing business relationship dmivwgrid users, electricity providers and demand
side managers).

The BeyWatch emulation environment and the Energy@eh physical infrastructure are described
separately in section 4.5.1 and section 4.5.2 geroto avoid confusion between real and emulated
parameters.

Anyway their contributions are very synergistic cover the complete testing of this DSE: While
Energy@home is mainly focusing on the developméra communication infrastructure that enables
provision of value added energy services in the HBByWatch extends the scope from single homes to
full neighbourhoods.

4.5.1 BeyWatch

For BeyWatch, as explained in the FINSENY D8.2g=thble [3] the experiments were done to validate
the flattening of the demand curve and the optitiozan the use of the energy.

The BeyWatch system used is basically composewbyrtain software blocks:

» BeyWatch agent: It can be seen as the EECS (Ergffipyency Control System) as depicted
in Figure 4. It is installed in the home gatewayath of the houses or individual installations.
Beneath BeyWatch agent functions, there is the densde management functionality as
defined by the DSE.

* BeyWatch supervisor: It belongs to the utility domand is in charge of managing the
aggregated demand of the energy, actual and fdestasd to allow the operator to send
incentives and counter-incentives to the supervesgehts to smooth the aggregated demand
curve.

The experimental architecture used is shown in fei@0, where the most important parts are marked,
among them it is possible to see the agent, theb@wd Photovoltaic System (CPS): One solar thermal
and other photovoltaic, and the hot water tank.@dwer, there are shown the electrical appliancdgmun
study, washing machine, dishwasher, fridge and athgr appliance plugged into a smart plug. In the
case of validating the DSM DSE the fridge and timars plugs are not going to be taken into account.

The individual values obtained in the analysishi$ £xperimentation for evaluation the DSE willthen
extrapolated to a city or neighbourhood level (Beytt supervisor level) in order to evaluate thedntp
on the flattening the demand curve of the enerdghém area.
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Figure 80: BeyWatch home

4.5.1.1 Conduct of Experiment

The experiments were performed during the BeyWandject life. Now, we have taken the results
obtained then and analyzed for the purpose of ta&uation of the “Demand Side Management” DSE in
FINSENY.

The validation plan of BeyWatch took place in 20#liying the months of May, June and July. First
using reference tests and then comparing withehelts obtained with BeyWatch.

The results that have been analyzed come from thaMatch evaluation tests, global system results:
Impact of the application of a dynamic tariff amapact of a power cap of a dynamic tariff. The dyitam
tariff was taken following a spot tariff assumirttat the tariff to the customer is following roughihe
same price curve (but with higher levels of pric&3)e power cap restriction was studied in two ways
when the power was limited and when surpassingdiesr cap is penalized in the price.

To analyze these results, first a theoretical aggtowas done to explain what was supposed to be
expected after the validation of the data. Theerehis going to be explained the BeyWatch agent
behavior, focusing in the functionality covered the DSM DSE. Finally, it is going to be shown,
extrapolating the agent information to neighbortoadd cities, how the DSE helps to flatten the dema
curve.

4.5.1.2 Experimentation Results
Theoretical approach

Before proceeding with the analysis of the expenitaledata, it was studied a theoretical approaciet®
what would be the expected results.

In Table 24 the objectives of the tests are desdrdnd the capabilities used. In this theoretipplaach,
apart from the demand side manager at home levklklten supervisor at utility level, it is going te b
taken into account the existence in the instattatiba CPS providing hot water to a tank that caused

in some appliances (dishwasher, washing machine)edectrical power to the house. A first sight it
seems to be a possible input to the DSM DSE inrdeptimize the results.

Then, a priori, expected results should be bettetife cases where the DSM is used.

The following table details the list of validatitests that have been taken into account in ordestahe
DSE. First, tests are performed in order to measansumption details in case there is no contrahley
system (tests 1 and 2). These reference teststemredone over the same BeyWatch installationrigese
as reference for calculating improvements in thectelcity consumption. Then, a list of different
combination of control is considered (tests 3 to 6)
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Objective CPS Demand Supervisor
Side Manager
Manager

Reference tests (1) Monitor consumption, total and per appliance.

Monitor consumption, total and per appliance, X
when there is electricity and hot water
available from the solar panels.

BeyWatch tests (5 Monitor consumption, total and per appliance, X
with the management provided by the
BeyWatch agent.

° Monitor consumption, total and per appliance, X X
with production of electricity and hot water
from the solar panels and the management
provided by the BeyWatch agent.

Monitor consumption, total and per appliance, X X
with the management provided by the
BeyWatch system (at agent & supervisor
levels).

Monitor consumption, total and per appliance, X X X
with production of electricity and hot water
from the solar panels and the management
provided by the BeyWatch system (at agent &
supervisor levels).

Table 24: Validation tests

The following figures, Figure 81 and Figure 82, whthe expected results of the tests in terms of
consumed power and money.

The output to the 1st reference test should bevleeage demand curve with any optimizing capagditi
and it is possible to see that the wave with m@®and downs that has higher power peak valuesnWhe
using the CPS the general power consumption shmildwered to. While the BeyWatch agent is being
used, but not the CPS, the expected result shauldflattener of power consumption, lower powethis
peak values and higher power for the valley vallésally, when using the BeyWatch agent plus the
CPS, the combination should obtain the best rethdtflattest curve and the lowest power consumieh W
respect to the power consumption the BeyWatch sigmrdoesn’'t make any difference because it takes
care of the tariff and the economic part.
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In Figure 82, the expected results with respethéocost have the same waveform but for the cassmwh

the BeyWatch supervisor is used, that should lother price. Being the case when the CPS and
BeyWatch agent and supervisor are used for thenojti result. The demand curve should be flattened.

00:00 24:00

Figure 82: The expected results of the experimenis terms of money

Demand Side Management DSE experimentation results

When analyzing the BeyWatch agent experimentsjrip@rtance of including a hot water tank and the
CPS information for the agent to take the optimwtutson was observed. Therefore, the DSM DSE
should also take into account those signals astsh@nd a new and improved definition of the DSE
should be taken into account as reported in seétidn

First the behavior of the DSE depending on thdftarigoing to be shown; when it is flat or spat.the
graphs the power consumption is plotted when tleatig used and when is not.
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In Figure 83 the result is with flat tariff. Alsbe hot water tank temperature is plotted, and #récal
lines show when the user launched the programfendéadlines for the appliances. The DSE schedules
the best moment for each appliance to be used.
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Figure 83: Power evolution with flat tariff

When the DSE is not in use, the dishwasher and imgshachine are activated at the beginning of the
day, while the DSM DSE takes into account the @elsiteadline of the customer and when the water tank
is hotter, therefore it saves energy and money.

In Figure 84 the behavior of the DSM DSE is showrewthe tariff is not flat.
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Figure 84: Power evolution with spot tariff.

In this case, the DSE checks the valley pricesiwithe range time that the client has requeste@. Th
result will be that the total cost will be loweathwithout the intervention of the DSE.
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The influence of contracting a power cap was astetd, when the tariff is not flat.

The substrate load shown in these figures is tlael Igenerated by other appliances apart from the
dishwasher and the washing machine.

To see the effect of the DSE, there are going tehmevn three plots, one with the non-flat tarifigavith
the DSE and the optimum solution when the clieMesathe most and another showing the human
behavior.

Tariff

Power Cap
3500 1 I | I I
| bw | 1 }MP{I IWM|
3000 i i I Loy 1 1
] | ] | [ | ] 1
] | ] | [ | ] 1
] I L] | [ | ] 1
2000 T , L i ]
] | ] ] LI | ] 1
1500 i " }
| | 1 ﬁ | :
ol 1 1
1000 | e [
I I l
500 " : . : ’: i :
JI I | ‘| ,' I' |
o [l ] [| " | 1 I
(] = = (] (=] (] (=] (] (] (=] (] (=] (] = (] (] (=] (] (=] (] (] (=] (] (=]
(o] L] = (o] ] (o] ] (o] (o] ] (o] ] (o] L] = (o] ] (o] ] (o] (o] ] (o] ]
L= I R S T T 1= MR - - T MO~ S B R T T I TR S - - R R e
— — — — — — — — — — (] (] (] (]
=—Power CAP  ==Cummulative Power Solar Power

Figure 85: Power evolution with power cap and DSE @ivated.

In this test the solar energy from the CPS was talken into account, therefore, even if it seeras the
cumulative power surpass the power cap, actualfypighat because it has to be subtracted andrthk f
value is lower than the power cap. It is possilles¢e that the DSE starts the appliance when the
produced energy by the CPS is the greatest and thieetariff is the lowest. In consequence, the st
the lowest.

In Figure 86, it is a simulation of what a user Vdosave done without activating the DSE.

Page 87 (119)



FINSENY D8.3 v1.0 Final

DWW
C o Power CAP. Subopt
1 |
|
3000 ——wi -. '
| I
2500 I i }
| I
2000 I
1500 — , AN
]
I
1000 L I
i
~1 [ 1
500 i i | |
' ! ’ |\
[ I 1 !
= = = = = = = = = = = = = = = = = = = = = = = =
oo o o Qo o o o o Qoo Qg Qoo oaoQ
(o] — (] (1] = ] ¥a] - [ 4] i (o] — (] (1] = g o - (V4] i ] — ] 1]
— — — — — — — — — — ] (] (] (]
s Poyrer CAP == Cummulative Power Solar Power

Figure 86: Power evolution with power cap and humaruser.

When the human is the user, he starts the washexhime and the dishwasher, without taking into
account the solar energy available and the pridf. tAs a conclusion, the cost is greater as linditake
advantage of the incentives.

When using a power cap, it is possible to estalaligpkenalty that it is registered as paying doutée tthe
regular tariff.
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Figure 87: Power evolution using penalty power an®SE activated.
To have a control of the power cap and not beingaliged, it is very useful to have a CPS signal to

control when the generated power has a peak tohasappliance in that moment and spend less of the
general power with minor option to overtake the pogsap.
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Figure 88: Power evolution, power penalty, human wer

With the human user the result is more expensiae thith the DSE, as it was to be demonstrated.

It was analyzed the data obtained in experimesetststin order to see how the DSM DSE effectively

saves money. In addition to check that the sugdestaifications, including the CPS, have been pdove
to obtain better results.

The experimental tests analyzed were:

¢ Experimental test 1: Impact of solar thermal orhdigsher start.

¢ Experimental test 2: Cost savings for washing maehind dishwasher.

¢ Experimental test 3: Employing both low cost taaiffd hot water.

¢ Experimental test 4. Cost-determined schedulingdarumber of appliances

¢ Experimental test 5: Delay dishwasher to take athgenof water temperature surge.

The following graph, Figure 89, shows the differeiit the cost between the human and the DSE at als
includes a percentage of the saving in each tegtable 25 there are shown the numbers.
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Figure 89: DSM DSE test results

With DSE (cost €) | Without DSE (cost € Savings (%)
Experimental test 1 1,07 1,15 6,96 %
Experimental test 2 2,33 4,66 50,00 %
Experimental test 3 1,97 2,80 29,64 %
Experimental test 4 5,61 7,01 19,97 %
Experimental test 5 5,75 6,37 9,73 %

Table 25: DSM DSE test data

Flatten the demand curve in a city or neighborhood

After testing a single home, there were studieditmglications of the penetration of the DSM DSE in
neighborhoods and cities. To study the influencéghef DSM DSE in flattening the demand curve, the
results of single homes to different penetrationuations were extrapolated.

First of all, the cities of study were selectedaaese of their differences in the weather:

Locaton | verage | HOuSumy | Coldiiondy
Paris 12°C 25% 75%
Madrid 14°C 60% 40%
Palermo 30°C 90% 10%

Table 26: Cities under study weather

Then the influence of the CPS was checked, and fharesults, it was obtained that the use ofibte
water tank reduced the consumption significantioad 20% and 30%). It was also noticed that in
hotter regions the consumption was lower; howetygs, reduction wasn’t as noticeable as the useobr n
of the CPS.

Page 91 (119)



FINSENY

D8.3 v1.0 Final

Adding the influence of the DSM DSE to the CPS, ¢hierall consumption of the washing machine and
the dishwasher was obtained, depending on the fudee SE and the city weather, as it is shown in
Figure 90, for a house in each city. The consumptib the heater and boiler is more related to the

weather.

Palermo

Madrid

Paris

DW and WM consumption

Consumption

Palermo
Madrid

Paris

Non DSM DSE Non DSM DSE

I l l I l 1 1 I 1 T I
00 150 200 250 300 350 0

0 50
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5 DW Consumption {kWh} WM consumption (kWh) B DW Consumption (kWh) = WM consumption(kwh) © Boiler/ heater (kWh)

Figure 90: Energy consumption depending on the ciis

After seeing the impact of the DSM DSE in the conption of the different cities, there were
extrapolated the values for Paris and analyzeth@snnual energy saving depending on the DSM DSE
penetration. It is shown in Figure 91 the annuargy consumption versus DSE penetration and the
percentage of the savings in each case. The maiclusion is that when the penetration of the DSE is
100% the annual saving is of 13.8%.

Annual energy reduction vs DSE

penetration
11000 15
10500 -~
10000 ~ 10
9500 /
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8500 ——— 7/
8000 0
0% 20% 50% 100%
Energy (MWh) === Energy reduction percentage (%]

Figure 91: Annual energy reduction vs. DSE penetrébn

Finally, it was studied how the demand side cunas \ifattened. The main purpose is to avoid energy
peaks, for instance, the DSM planner can reguls¢ when the dishwasher is working, the washing
machine should wait until that one is finished sergy consumed is not accumulated.

The demand curve shown in Figure 92 is a typica, evhere we can see that there are ups and downs
depending on the day hour. The purpose is to flattén order to avoid the peak values that pemealiz
electricity price to final users and impose highuieements to the grid. The figure shows how using
demand side manager as the one proposed in the3Mnfluences the energy demand curve, after the
extrapolation exercise, using the data obtaineddividual house testing.
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Figure 92: Flattening the energy demand curve

One way to study the flattening of the demand cuisseo see where the peaks of voltage are
concentrated.

The following graph, Figure 93, shows, dependingttom penetration of the DSE, the range of energy
values in kWh, where the percentage is greaté&s.dossible to see that when the penetration i86l0@
values between 1 and 2.5MWh represent the 18%eobvierall energy, while, when there are not DSEs,
there is a 17% of values between 3.5 and 5SMWhateatonsidered peak values.
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Figure 93: Peaks evolution depending on the penetian.

As a conclusion from last figure, it can be saidtttihere is a noticeable difference with respeqidak
values in using the DSM DSE or not. They are masttiuced.
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4.5.2 Energy@home

The “Demand Side Manager” DSE is tested also thiotlle Energy@home system, a physical
infrastructure for conduct experimentations witpiivate homes with the goal to monitor, control and
optimize the electrical power consumption.

As already described in the FINSENY D8.2 deliveeald], chapter “5.2.2 - Real experimentation fa th
DSE”, at the time of writing, Energy@home test infrastawe is installed in 30 private houses. By the
first quarter of 2013 it is planned to extend tieid 00 houses.

A detailed description of the test architecture &adcomponents has already been provided in sectio
4.3.2.

Comparing the Figure 60 (“Supervisory ControllerSBE) and the Figure 94 (“Demand Side Manager”
DSE), the only differences are:

* From the final customer side, the energy box ispgreplaced by the home residential
gateway that allows data exchange, through Inteimetiveen the devices operating in the
HAN and the remote service platform.

* From the demand side manager side, the remotecseplatform hosts powerful software
requested by the demand side manager services.

In other words, unlike the data flow for the DSEt$eshown in Figure 61, here great part of the
“intelligence” to manage this DSE has moved from ¢éinergy box (home gateway + OSGi) to the remote
service platform. The reason of this is simple: ckrtain software applications, the “Demand Side
Manager” DSE requires more power computation thas available in the home gateway.

The remote service platform is actually running samvers in Innovation Lab (Telecom lItalia Lab in
Turin) and it is planned to be moved on Telecoridt@loud Computing Services.

Remote Service Platform for

Smart Appliances with “Demand Side manager” DSE
Smart Plugs

appliances

[ |
L=
2 I HAN
Y _’\1 g™ mr_vn'-p-fm-nN‘.-‘w\.n'f‘!_,

—_ : Smart
Home Electricity Infa
Meter L

- Demand response management|

- Multi-tariff energy use remote
optimization

- Visualization of historical data

- Alarm (overload)

- Info on energy sources used

- Remote Maintenance

Home
Gateway

= A, 3

¢ BEBEn®

7 — ;
Customer Customer Interface

Interfaces i
for monitor and control

Figure 94: Test architecture for the “Demand Side Minager” DSE

As shown in Figure 94, for the tests of the “Dem&ide Manager” DSE the following components have
been used:

¢ A hardware remote service platform to support tbware needed to run the test of the
“Demand Side Manager” DSE.

» A software running on the remote service platformnptovide services such as: Demand
response management, multi-tariff energy use remptenization, visualization of historical
data, alarm (overload), info on energy sources asgdremote maintenance.

¢ In each private house hosting the “Energy@home K&t is equipped as follows:

o 1 smart meter
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1 smart info

1 energy box

5 smart plugs with a local meter, a switch, andBéigy radio communication.
1 smart appliance with embedded ZigBee radio conication.

O O oo

4.5.2.1 Conduct of Experiment

The experimentation for the “Demand Side ManagefmnBSE has begun on December 2011 and was
carried out for a period of one year that meansrerel data coming from 30 private houses till Nober
30th, 2012 have been collected.

In each private house under test there was alrégastglled an ENEL smart meter and the relative
electricity supply contracts had a power limit &8 or 4.5kW.

At Appli ith i
iz Energy Retailers
(currently emulated)

Remote Service Platform for
“Demand Side manager” DSE

(= a1 [
E—pt L L e __

Home Elactricity Info
ter

Customer Interface

Interfaces =
for monitor and control

Figure 95: Services applied and/or emulated for théDemand Side Manager” DSE test

With reference at the Figure 95, the services appdind/or emulated for this “Demand Side Manager”
DSE experimentation are:

1. Demand response managementt acts a mechanism to manage customer consumpfion
electricity in response to supply conditions, faample, having electricity customers reduce
their consumption at critical times or in respotsenarket prices.

2. Visualization of historical data: This service provides customers historical andissizal
information on their energy consumption, disaggtiegeathe global energy time variations with
the one coming from the single smart appliancee fémote service platform allows the
storage of the total and single appliance’s eneansumption. The home gateway can access
and aggregate those data to present them to thethuseigh a browser. The home gateway
allows external applications in the home networketoieve the stored data.

3. Info on energy sources usedThrough this service (at today only emulated), émergy
retailer could deploy an application able to prevaients with the energy sources mix used to
supply his/her appliance, specifying the percentgenewable sources, the £footprint and
similar information. This allows increasing thedircustomer ethical awareness.

4. Multi-tariff energy use remote optimization: It provides an optimization of appliances usage
in order to optimize energy cost according to thdable energy tariffs. This is meaningful for
all those appliances which are activated by theoower and performs a specific operating
cycle, such as a washing machine, oven and dislerashe most important exception is the
fridge, which operates continuously.

5. Remote Maintenance: Thanks to this remote service, if the customereegpced some
problems with the home energy management, a Welicappn on the home gateway could
present the status of the HAN including the devicgts the devices status (i.e. joined to the
HAN but not responding), etc. Also warning and mlacould be activated in case of
communication problems.
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Summarizing, the above tests for the “Demand Sidenadder” DSE are focused at obtaining the
following informations and actions:

a. Display information on energy usage like instantwpn historical data, contractual
information and similar, from the whole house (cogirom the Smart Info) and from every
single smart appliance. The level of details arapbical layout of their user interface is freely
defined by every device.

b. Transmit control message to smart appliances twesica modification of their behaviour.

c. Configure smart appliances to modify their powemnsomption profile (e.g. a personal
computer used to configure a thermostat to actitteeecontrolled load only in certain time
slots).

d. The software application, which implements the ustrface, could be local in the device or
remotely hosted in another device (e.g. the hontewgsy) and accessed through Web services.

e. Through the monitoring of the number of accessetheffinal users at the “Energy@home
WEB interface” it has been possible to evaluater titerests and their changing habits in
relation to the energy saving.

All the tests described above make use of real dataing from private houses. The received data are
then applied to the following two software compasen

» The first software is used to filter and aggreghke received data in order to interpret and
represent them graphically.

* The second software, starting from the real condatp, calculates the energy costs for the
final customer as function of the daily period stun the multi-tariff environment.

Due to privacy-related reasons, the identity of emstomers have been replaced by numerical ideimity
particular the seven users that have been selbéeteddeemed to be more significant for the teghef
DSE in question.

The adopted format for the user identities folldaies rule shown in the following example:

“User #114", where #1 means Phase 1" Energy@home experimentatibasd 14 means that it is the
final user number 14. According to this concept &halysis results from the seven end users idedtifi
from the number #14to the numbe#120will be reported.

Also for the tests of the “Demand Side Manager” D8t power consumption and related costs of the
year preceding the trial (that is, when in theimes had not yet installed the Energy@home KIT) for
each of the seven end users are available.. Thuismation is essential to understand how it hasighd

the awareness of the end user against its managemen

Finally, an analysis is shown on the awarenesheoehd users about the energy saving by monitthiag
amount and type of accesses to the Web interfatteeafystem Energy@home.

In the next “Experimentation results” section, tietained results of these tests will be detailed.

4.5.2.2 Experimentation Results

From these tests of the “Demand Side Manager’ DBE, following five macro-results have been
obtained:

1. To verify the advantages of the self-consumptiosedf-produced energy versus its sale on the
electrical network.

2. To verify the change in awareness and in the habitise end users.

3. To verify the frequency of the local and remoteemscat the customer interface.

4. To verify the service (today only emulated) whehe tenergy retailer could deploy an
application able to provide clients with the energgurces mix used to supply his/her
appliance, specifying the percentage of renewabl&ces, the C® footprint and similar
information. This allows increasing the final cusgr ethical awareness.

5. To offer at the end user the ability to sign a cacit to more low power thanks to the
possibility to keep under control the peak loadsthaving money every month.

In the following paragraphs the obtained resultthete tests will be detailed.
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4.5.2.2.1 Test on the Convenience of the Self-ConsumptiSeléProduced Energy

As well known, the Feed-In tariff schemes have bseccessful in many countries around the globe.
Such schemes are based on private power produedi§ all electricity they generate into the publi
grid against payment of a pre-determined priceithgiaranteed for a set period of time.

However, local utility companies are concerned thdarge amount of privately generated renewable
energy could have a negative impact on the gridfatn, there is no need to feed any self-generated
electricity back into the grid. It makes more sefsehouseholds to use the generated energy theessel

Instead of providing incentives for energy beind fato the grid, it therefore makes more sense to
incentivize self-consumption of self-generated &leity. So, today many local utility companies effa
higher energy price if the prosumer self-consurteself-produced energy instead of sell it to thd.g

The Italian Ministerial Decree “Quinto Conto Energintroduced on July 5th, 2012 redefines the whay o
incentives for the production of electricity frorhgiovoltaic cells. In particular the self-consuroptiof
the self-produced energy is incentivized, as shiowFigure 96.

CONDITIONS
Annual consumption [kwh] 3000
Annual production [kwh] 3000
Power plant [kw] 3
Premium rate on the energy consumed on site [€/kWh] 0,126
Comprehensive rate (introduced into the network) 0,208
Rate energy taken [€/kWh] (taken from the network) 0,173
Energy (in kwh) Gain {in Euro)

% Self-consumed energy Introduce |taken from | TOTAL

taken from the dintothe the GAIN

Self-consumed | Annual production network consumed onsite | network | network {EUR)

0% 0 3000 3000 0,0 624,0] -517,6| 106,4

5% 150 2850/ 2850 18,9 592,8 -491,7|  120,0

10% 300 2700 2700 37,8 561,6 -465,8| 133,6

15% 450 2550 2550 56,7 530,4 -440,0) 147,1

20% 600 2400 2400 75,6 499,2 -414,1)  160,7

25% 750 2250/ 2250/ 94,5 468,0 -388,2) 1743

30% 900 2100 2100 113,4] 436,8 -362,3 187,9

35% 1050 1950 19501 132,3 405,6 -336,4| 2015

40% 1200 1800 1800 151,2] 3744 -310,6) 215,0

45% 1350 1650/ 1650/ 170,1] 343,2] -284,7) 228,6

50% 1500 1500 1500 185,0| 312,0 -258,8| 2422

55% 1650 1350 1350 207,9 280,8 -232,9 255,8

60% 1300 1200 1200 226,8 249,6| -207,0) 269,4

65% 1950 1050 1050 245,7) 218,4] -181,2) 2829

70% 2100 900 500 264,56 187,2] -155,3 296,5

75% 2250 750 750 283,5 156,0| -125,4) 3101

80% 2400 600, 600 302,4 124,8| -103,5 323,7

85% 2550 450 450/ 321,3 93,6 -77,6| 33713

90% 2700 300 300 340,2] 62,4 -51,8|  350,8

95% 2850 150 150 359,1 31,2 -25,9 3644

100% 3000 0| 0| 378,0| 0,0 0,0 378,0

Figure 96: The self-consumption of the self-produakenergy is incentivized (3kWh contract case)

With reference to the Figure 96, if a self-prodaictis assumed equal to the consumption (3000kWh per
year) it is observed that the prosumer earns €400 a year if he sells all the self-produced gger
while he would earn € 378.00 if consumed throughbetself-produced energy.

Given the above, in the Figure 97 the used prinaawy self-production metering in E@H is shown. The
energy production of any on-site generation plantnionitored and recorded by a smart meter (it is
marked in Figure 97 with the label M2 and the getiduced power with the vector P).
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Figure 97: Primary and self-production energy meteing in E@QH
In such case the primary smart meter (M1) monitmrd records both the energy picked-up from the
power distribution network (vector E) and the elygugt into it (vector U).

The home consumption of energy (vector C) is caled as the contribution of both a part from the on
site generation plant and from the power distrithutietwork.

The vector C is so calculate@:= E + (P —U).

E: Primary meter M1 (Current Summation Delivered)
U: Primary meter M1 (Current Summation Received)
P: Self-production meter M2 (Current Summation Reed)

In Figure 98 the sequence diagram is shown abeutiémagement of the process for self-production and
primary meter in Energy@home.

As first step, the home gateway requests a speeifiort on power consumption info at a specific sma
appliance and requests a report on the generabomi®n info at the Smart Info M1. Finally, the hem
gateway requests a report about the general paifgpr@duction info at the production meter M2.

Each of the entities questioned by the home gatewsgonds to requests by sending a reporting data.
The application running on the home gateway usesetieport information to determine the percentage
of use of the different appliances within the hcane also reports the self-production of energy.
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The application running on the home gateway can use this informatial
todeterming the percentage of use of the different appliance within the
home and report the production of ensrgy
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Figure 98: Management of self-production and primay meter in Energy@home

With Energy@home configured for the Figure 97 sdenahe prosumers #115 and #117 have been
tested for a period of a year (2012).

As it is possible to see from the Figure 99 andnfithe Figure 100, it is important “HOW” the self-
produced energy is used from the prosumer.

In particular, the prosumer #115 consumes the m@tproduced energy (76%) and at the end of the
year he earned 431 € (Figure 99). By contrast,pttesumer #117 consumes only a part of the self-
produced energy (47%) and at the end of the yeanh®ed 199 € (Figure 100).

This confirms that, irrespective of the quantitatiwapacity of self-production of energy, the chaite
self-consumption of the produced energy is alwaygarded.
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Figure 99: The prosumer #115 self-consumes 76% dfd self-produced energy
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Figure 100: The prosumer #117 self-consumes 47% tfe self-produced energy
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Results problems and possible improvementd he tests described above have successfullyiegrifie
ability of Energy@home system to handle even the-ptoduction and energy consumption.

Although there are no drawbacks to report for theses, definitely an improvement to be introduced
the automatic management of the energy self-consamim order to minimize the energy required & th
network. This can be done with the use of “smalgjbathm that in real-time exchanges optimally the
energy source between the self-produced systerntharbwer network access.

4.5.2.2.2 Test on the Change in Awareness and in the HabtteecdEnd Users

In the tests made in the 2012, the electricityffam force in Italy were articulated on the twalléwing
hourly bands:

¢ F1 band: From 8 to 19 in the days from Monday idajyr, excluding public holidays,
¢ F23 band: From 19 to 8 a.m. in the days from Monttayriday and all hours of the day
Saturday, Sunday and national holidays.

The advantage of the two-tier prices is such timgt single client pays for the electricity consurnad
different times in the fairest way. In fact, evengopays the right price in relation to the way thesg
electricity.

The Table 27 shows the economic conditions forctitomers having a 3kWh bi-hourly contract. Asit i
possible to see from this table, the cost of enemgyes between bands F1 and F23 but also varies
depending on the amount of energy consumed (kW) e last year.

DOMESTIC CUSTOMERS (*)

{*) Home of residence with committed power up to 3 kW

\ Network General Bi-hourly total price
2012 Bi-hourly Services Charges [€/kWh)
Energy share (€/kWh) F1 band F23 band | fixed costs | fixed costs F1 band F23 band
kWwh/fyear: from 0 to 1800 0,09874 0,06906 0,00461 0,020336 0,123686 0,094006
from 1801 to 2640 0,10239 007271 0,03925 0,030046 0,171686 0,142006
from 2641 to 4440 0,10635 007667 0,07670 0,043116 0,226166 0,196486

Table 27: Economic conditions for customers with 3Wh bi-hourly contract

The new system also encourages more knowledgeatuleeticient use of valuable resources like
electricity, with positive effects on energy conggtion, environmental protection and developing enor
eco-friendliness, for the benefit of all.

The Figure 101 shows the change in awareness atitk ihabits of the user #116: Even if the power
consumption in 2012 is approximately equal to iaP011, the band F23 has been used much more
because the user interface of Energy@home showedritvenience of use.

In the industrial sector tiered pricing for bands applied for some time and made it possible tluce
consumption especially during the hours of greatieshand, reducing the need to build new power
plants. The new two-tier prices system can als@igeoopportunities for savings in the bill, congating
consumption in the hours at a lower cost.

Total consumption 2011 divided into two bands Total consumption 2012 divided into two bands

M Total 2011 (kWh) M Total 2012 (kWh)

M 2011 F1 (kWh) M 2012 F1 (kWh)

2011 F23 (kWh) 2012 F23 (kWh)

Figure 101: Change in awareness and in the habit$ the user #116
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The Figure 102 shows how the change in the habitiseouser #116 allows cost savings. It is noted th
the annual savings is only 40 euro, but this is tduthe fact that prices of F1 and F23 bands aliec
close. However, day after day, new offerings arerging from other competitors that allow annual
savings far greater.

250 35,00

Total cost in 2011: 343,82(€)
ANYANN AV 000 t N
200 N/ \\—

\// \/ 25,00 - Total cost in 2012: 303,80(€)

130 v 2011 F1 [KWh)
20,00 v = \onthly Cost 2011 (£)

——2011 F23 (kWh)
15,00 = Monthly Cost 2012 (€]

100 AV 2012 F1 (kWh)
Saving 2012 (€)
——2012 F23 (kWh) | 10,00

50

500 | = F—

Total savings in 2012: 40,02(€)

0

0,00 T T L
R I R R B & zZ@oexxzJdul = U
FEFEFTTEL LSS $858:3335838¢%

Figure 102: Change in the habits of the user #1161d its consequent cost savings

Results problems and possible improvementsThe tests described above have successfully eerifi
The performance of this DSE experimentation depédruis the computing power of the remote service
platform.

This computing power demand increases with theeeme of the number of end-users who use this
platform. In particular, when multiple users regugervices that involve the use of heavy algorititms
was observed a drop in performance of responsestime

This means that in future the switch from the testphase to the one on large scale service will be
necessary to use structures of cloud computingistlg for this reason, in short-term the remotwise
platform will have to move from the servers in Ination Lab (Telecom ltalia Lab in Turin) to the
Telecom ltalia Cloud Computing Services.

4.5.2.2.3 Test on the Frequency of the Local/Remote Accabg &ustomer Interface

This assessment tests, contrary to appearanaggyrieat importance to understand how and for havg |
the end users see the graphical interface of thesyEnergy@home.

In fact, the greatest risk is that the user, afternatural intense consultation in the early dapsndons
the use of the interface thus invalidating thecédficy of the control system, of the energy savimys of
the associated cost savings.

For these reasons it is conducted a test basechokirtg the number of hits in the time around tkeru
interface, both indoor and outdoor.
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Figure 103: Number of Web hits along the year

As it is possible to see in Figure 103, in thetfigsarter of 2012, there has been a high attendante
personal webpage of Energy@home. Then, as was &xjected, there was a progressive decrease in

visits that continued until the end of the sumntieis is because the user had selected with theriexige
the little data that really interested him.

So, in autumn a “Community” service has been at#iydo the end user that did resume attendance at
webpage of interest.

In the “Community” servicethere is the possibility to compare own power comgtion and own energy
costs with the ones of other users (in the respktie privacy, using the nick-name). Also, newslet,

guestionnaires and important messages to saveyeaergeriodically sent. End users can also exahang
messages; in short, a sort of social network fergynwas installed.

A possible improvement consists in promoting thenpetitions for end users who uses energy more
intelligently; the winners will receive a bonusfoée energy in kWh. However, this is possible wtik

economic participation of the Ministry of Energyedause it is improbable that the energy retailerdara
interest in promoting these competitions.

Results problems and possible improvementd he tests described above have successfullyiegtiie
traceability of access to webpages of the interfaicEnergy@home. All communication tests went to
good end by remote service platform to end useldatween users.

4.5.2.2.4 Test (in Emulated Way) on the Kind of the Enerdger®8 by the Energy Marketplace

The test described below, reflects faithfully thee wcase described in the FINSENY deliverable D6.1

(section 4.5.3 — “Colored Ethical Bid") where thieal user needs to be aware of the kind of endngy t
he consumes.

In fact, his choices about the consumed kind ofg@neontribute to the ecological sustainably in our
homes and cities. For that, the final user mustkhwehat kind of energy he is consuming” and “howdan
where” will be disposed of as waste the elemengsl ig produce this energy. E.g., the final useoshe

nuclear energy to save money, he should also knberevand how will be disposed the nuclear waste
and how much it costs the community in economic esalogical terms.

To do so, the energy information provider provid&®rmation to the final user about the mix of the
available energy sources: Each kind of energy pgeented (on the PC or the smart phone) with a
different color (e.g.: red=nuclear, green=renewsdéd so on all variations between red and green).
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This use case has been “emulated” through an E@ingyne test. Here “emulated” means that all the
process is “real” but the retailer offer is “simidd” because until now this service is not avaéabl

The snapshot of Figure 104 shows the power purghegmsal with different sources of origin. Through
the graphical user interface of Energy@home it ptsnthe end user what forms of energy he would be
willing to buy, taking into account the origin, thece and the environmental impact.

(DHJ_PES'T SSTTELECOM
29 Otiobre 2012 ) 949
Cost Cost (EUR) for  GreenHouse Gas |~ Make your
(EURMWH)  3000kWhlyear (GHG) Emission | ethies cholce

294,00

276,00

528,96

640,32

334,08
939,50 Low

327,12 Low - Medium
323,64 Low - Medium
Natural gas turbines with CO2 capture 330,60 Medium - High
Coal with CO2 capture 424,56 Medium - High

Natural gas turbine, no CO2 capture 302,76

L]
b |
“ Conventional Coal

Tutto sul trial

Figure 104: Choice of the type of energy to be puhased sent on the user interface

Results problems and possible improvementsthe tests described above have successfully eerifie
interaction between the platform of remote serwiod the user interface.

Obviously the result of ethical choice on the arigf energy will have statistical significance omiien
it will be applicable to a sufficiently large nunrie end users.

The result of statistics on a large scale will eent valuable information for retailers that Willow to
which source of energy and in what percentage ts®mers will buy.

4.5.2.2.5 Test on the Control the Peak Load to Switch at aneMEconomic Contract

It often happens that an end user subscribes aacordf electrical power of 4.5kW because the ohe o
3kW procures service interruptions due to the maat! In Italy, the 4.5kW contract has a cost pehk#/
46% greater of the one at 3kW; moreover, the figests per year of the 4.5kW contract are of 124€
instead of 43€ for the one at 3kW.

In the test described below are the results thae llowed the user #118 to pass from a contract of
4.5kW to one of 3kW, with a significant cost savingerms of bill.
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Figure 105: Contractual retrocession keeping undecontrol the peak load

As shown in Figure 105, the monitoring and the margapability of Energy@home system has allowed
to spread the power peaks in the hourly slotslEzs$ed, remaining so always within the limits ofnso
of 3kW.

The user #118 has consumed in 2012 almost the sasrgy of 2011 (2734kWh in 2011 and 2822kWh
in 2012); however, it is interesting to note how tlensity of the distribution of power peak is muotre
smoothed in 2012, allowing staying under the liofithe power of 3kW.

User #118
Total 2011-381,75 €

B Money Saved

Total 2012-257,12 €

W Year 2012

W Year 2011

Figure 106: Annual savings achieved with the contictual retrocession (from 4,5kW to 3kW)

Keeping in account the difference of price, abopectfied, between the 3kW contract and the one at
4,5kW, the Figure 106 shows that for the user #1h8s been possible to save in a year 124€ thanks
the contractual retrocession (from 4,5kW to 3kW).

Results problems and possible improvementsThe test involved the combined use of access to
historical data through the remote service platfamd the monitoring and management of peak power
via the Energy@home. The communication system &edatcess to the database via Web worked
properly. A possible improvement consists in a meophisticated “peak clipping” algorithm. In fact,
today the priority list of the “disconnectable Isads predefined, but a smart algorithm can redpss

real time what is the load more suitable to beafisected. Of course, the ability to manual intetizen

is always left to the end-user.
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5. Final Specification

5.1 DSE WP2: Gateway for Secondary Substations using 83GE

The DSE of WP2, “Gateway for Secondary Substatigisg S3C GE”, was experimented in the project.
The experimentations at the ACS institute in RWThchen and at the PREDIS Laboratory in Grenoble
INP (in the context of the EU FP6 funded INTEGRALoject) consisted of simulated devices and
emulated connections, e.g. parameters accordiraptbhTE network. The Generic Enabler (GE) S3C,
which can provide the redundancy management of cihrenectivity of one or more operators or

technologies, was not available.

The key findings from the experiments made at tlSAnstitute were that with increase of the delagy a
packet loss in the communication system, the posyetem frequency may drop to lower values
following sudden decrease in the power generafdthough the delay and packet loss did not cause an
serious problem for the system stability and cdniro the tests, it cannot be concluded that
communication disturbances such as delay and p&m$®imay not endanger the secure operation of the
power system in a general case.

The experiments made at the PREDIS Laboratory stiadvat if a typical latency from the Internet
(typical long latency 160ms) is used in a SmartdGpplication with the self-healing ADA function
implementation, the performance can be as bad agddnds for the complete fault detection, isofatio
and restoration process.

With respect to the specification of the DSE “Gatgwor Secondary Substations using S3C GE”, the
following aspects can be highlighted and shall diel pttention to:

» Standards, encodings, data model:
o The modern cellular radio technologies run by thblig telecommunication operators are
viable for the usage as a communication chanriserSmart Grids.
o The latencies in the networks shall be low enowghupport e.g. the required self-healing
performance of the distribution system.

Some communication disturbances that may have rairéffiects in today’'s systems may result in severe
problems in future power systems, which have lewstia from the large rotating masses. The
communication networks have to be faster and lelsgest to disturbances than they are today.

The updated WP2 DSE specification for “Gateway &gcondary Substations using S3C GE” is
presented in Table 28.

Title GATEWAY for Secondary Substations using S3E G

Lead partner Timo Kynt&ja (WP2), Jukka Salo (WP8)

Domain Distribution / DER

Zone Station / Field

Interoperability Communication

layer

Entity (S/C) and S (Single)

references
Secondary substations can be identified as aggoagaoints for all sensors and
actuators in the Low Voltage (LV) and MV networlesor/actuator network
based on Powerline Communication (PLC)). Digitab&riber Line (xDSL) or
General Packet Radio Service (GPRS) routers hasgaytdeen deployed in

Description several secondary substations for communicatiorh hie central operation

centre. This domain specific enabler will developgateway fulfilling all
XDSL/GPRS routers' current requirements, and adgptifor Fibre to the Home
(FTTH)/ Long Term Evolution (LTE) interfaces and the use of S3C GE. Th
gateway consists of existing standard solutionsR/TOser Datagram Protoco!
(UDP)/IP stack), GEs (S3C), and DSE's (IEC 6087108}

= o
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Detailed
description

This gateway should use the S3C GE for an imprasedof the public network.
It may fulfil ICT requirements identified in WP2pd in concrete those for the
MVDAC scenario. This equipment will be installed &t electrical locations
and special environmental conditions and dimensétradl be taken into accour
In particular, it should be fed in Volts Direct Cemt (VDC) taking advantage ¢
the already available batteries. The secondarytatits is a kind of aggregatd
element of different services (Telecontrol, PLC dnmmaetering aggregatior
safety, other measures), so this router should gedéferent virtual networks|.
This router will also encrypt the communicationngsinternet Protocol Securit
(IPSEC) or a similar method. This router should enak possible for the
applications to use a static IP address even ibgiggator network would delive
only dynamic IP addresses. This kind of gatewaylcc@lso be installed in
DER element, and the distribution company shoultess to this router throug
a specific virtual network even if the Subscribéeritity Module (SIM) card o
the access has been contracted by a third party.

= =k o+

<

> & =

Expected inputs

Data from the communication interface to be tramsfé between a grid control
application and the RTUs. RTUs then interfaces withactuators and sensors

Expected outputs

Data from the communication interface transferredwieen a grid contral
application and the RTUs.

Interface to other
functional entities
or GEs

S3C

Standards,
encodings, data
model

HSPA, LTE, FTTH, IEC 60870-104, Device Language 8 Specification
Companion Specification for Energy Metering (DLM&SEM), PLC

Note: Further testing is needed to know whetherWhdeband Code Division
Multiple Access (WCDMA) technology would be viabés a communication
channel in the future power systems with less irajggenerator) masses.

ICT requirement
name

Connectivity infrastructure

Interoperability on Communications Technology (Tayer
Connectivity Services

Reliability and availability on CT layer

Quality of Service (QoS) for Connectivity

Packet loss

Connectivity

Communication services

Dedicated or shared transport infrastructure

Latency

Reliable data transport over heterogeneous networks

Table 28: Final WP2 DSE specification
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5.2 DSE WP3: IEC 61850 Protocol Adapter

The results of experimentation in phase | cannodibectly used for microgrid architecture desigrr no
WP3 DSE specification. But the experimentation shdhe effect of delays and disturbances in the
communication systems. Thus additional requiremeautsbe derived from these results.

The “IEC 61850 Protocol Adapter” DSE refers to BE€161850 stack implementation (client and server).
Since IEC 61850 is a main candidate for a data hsidaedard in FINSENY microgrid architecture, it is
also a good choice to take into account IEC 61&kted communication services that are connected to
this standard family. This stack is envisaged toused for communication with DERs, secondary
substations or home energy management systemswiihrogrid.

While communication services are related to IEC5818re already used and verified, there are still
pending issues for defining the microgrid scenaft&da models as it is presented in deliverable 3.3.
However standardization work is progressing.

Beside advanced communication technologies offehighy throughput and low latency the IEC 61850
stack implementation is required for introductidnmacrogrid architecture.

The following table summarizes the WP3 “IEC 618%56t&col Adapter” DSE.

Title IEC 61850 Protocol Adapter
Lead partner WP3

Domain Distribution / DER / Customer
Zone Operation / Station / Field

Interoperability
layer

Entity (S/C) and
references

Communication / Information

S(Single)

=

IEC 61850 stack implementation (client and servEhjs stack will be used o
Description smart energy gateways for DERs, secondary subssatio BEMS as well as i
the communication front-end of the MGCC.

=

To guarantee the efficient information exchangeubghout a distributed control

system common standards are a must. The complekitthe control task

requires standardized information models, supparisimple and complex data

types, meta data and well-designed data repossteniel processing units. Fpr

these conditions there are only a few standardieokiready to be used in the

near future, especially for devices of “classicafid renewable power generatipn

in the electrical smart grid.

One of the most prominent future-oriented solutiéors electrical grids is the

IEC 61850 protocol family. The main advantages&€ 161850 are:
« It uses the strengths of the Open Systems Inteextiom (OSI) 7 layer

communication model,

» It standardizes data models for electrical appboes,

Detailed » It defines Data Types and Communication Services,

description ¢ It models devices, functions, processes and anthites,

» It describes the engineering and configuration €sec

» It provides examples of typical applications inotieal substations,

e The data is organized in devices in a standardizad

 The devices are “self-descriptive”, either online.g( Multimedia
Messaging Service (MMS) protocol) or offline (SCL),

« |EDs not only provide the data itself but also thesrmation about data
types used, its structure and complete naming,

« |EC 61850 supports application-oriented architexguby introducing
meaningful semantics,

« |EC 61850 defines application specific data likeotBction Time
Overcurrent (PTOC) logical node or Circuit BreaKCBR) logical
node, etc.
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Expected inputs

IEC61850 information to be translated into interdata format,
internal data to be translated into IEC61850 infation

Expected outputs

IEC61850 information translated into internal di@tanat,
internal data translated into IEC61850 information

Interface to other
functional entities
or GEs

Internet of Things (loT)

Standards,
encodings,
data model

IEC 61850, TCP/IP

Table 29: Final WP3 DSE specification
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5.3 DSE WP4: Supervisory Controller as Service

5.3.1 Discrete Supervisory Control with MileSEnS Simulateo

WP4 discrete test
with MileSens

DSE configuration
before the test

Problems and relative
improvements identified
during the tests

DSE final specification
after the tests

Tests on specific
programmed
simulation
scenario with
different initial
configuration
parameters

A priori general rule
applied in top down
fashion to specific
configuration

Time hazards and races
occurring in specific
sensors & entities
configuration

Example : delays and
blind spots on presence
detection

Change trigger for
controller with time
offset: offset may be
evaluated by trial and
error as a result of
multiple simulations.

For demonstration
reason, the time offset
can be adapted to the
movement speed of
people and the features
of sensors in order to
make the effect of the
DSE more visible.

Table 30: Modifications in final WP4 DSE specificabns on MileSEnS simulator

The rest of the specifications stayed the samesarithed in section 4.3.1.2.2.

5.3.2 Continuous supervisory control with Energy@home

The WP4 DSE "Supervisory Controller as Service”: fiast this DSE is parsed in a sophisticated
simulation framework (MileSEnS), using an enviromini validate it in any layer and, afterwards, som
features have been tested through the Energy@hanephysical
experimentations within private homes with the goainonitor, control and optimize the electricalyeo

consumption.

infrastructure for

conduct
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Table 31 compares the initial DSE template withdhe finally coming from the test results.

WP4 tests with
Energy@home

DSE 1/O before the test|

Problems and relative
improvements identified
during the tests

DSE final specification
after the tests

Tests on detailed
energy data
collection and its
historicization

Input

Power data collection

coming from

* Smart Info

e Smart plugs with a
local meter, a switch,
and ZigBee radio
communication.

* Smart appliance with
embedded ZigBee
radio communication

e Energy Box: This is
also the HAN
controller. It is an
ADSL home gateway
with OSGi (Open
Service Gateway
initiative) framework
and HAN wireless
communication
capability.

Output

Data mining and data

historicization obtained

from:

* Remote Service
Platform: it manages
the data mining
algorithm and the data
historicization.

Input

* With the user #119
there was some
random problems of
radio communication
of the HAN nodes due
to a ZigBee radio node
in the proximity of a
microwave oven.

It was experienced
that the node radio
ensures quality of
service in a reliable
manner if it is away at
least 50cm from the
microwave oven.

* Thereis need to
further refine the
incoming data
filtering, because on
the power line random

spikes may appear that

could alter the reality
of captured data. An
algorithm based on the
shape and the duratio
of the spike can
efficiently skip this
inconvenience.

=)

Output

None

Input

* In addition to the
specific inputs
described before the
test, the following
ones are also needef:

e During the
Energy@home KIT
installation, the
placement of the
radio nodes have to
be at least 50 cm
away from certain
appliances (e.qg.
microwave oven) in
order to avoid
transmission
interference.

¢ An algorithm to
refine theincoming
data filtering,
because on the powe
line random spikes
may appear that
could alter the reality
of captured data.

=

Output

No additional
specifications for the
output are requested.
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WP4 tests with
Energy@home

DSE 1/O before the test]

Problems and relative
improvements identified
during the tests

DSE final specification
after the tests

Test to keep unde
control and
manage (at home
and outside) the
household
electrical devices
avoiding power-
off for excess of
load.

=

Input

The information
coming from the data
mining algorithm
(managed by the
Remote Service
Platform) are sent to a
GUI allowing at the
final user, both in
home and outdoors, t
monitor and control
the loads through a
notebook, net book,
tablet, smart-phone
etc.

Wi-Fi and ZigBee
protocol
communications are
supported from the
indoor operations,
while GSM/GPRS/3G
communications are
supported for outdoor
nomadic operations.

Output

Aggregate Info &
graphic on the User
Interface.

Control actions from
the User Interface.

Input

The test for detect a
overload and
manually disconnect
a load through the
user interface (in
indoor and outdoor
scenario) was
working perfectly.
The only problem is
represented by the
need to increase the
awareness of the
end-user on the
behaviour to keep in
respect of the KIT
devices. For
example, with the
user #115 there was
some problems of
radio coverage of the
HAN nodes due to
thick walls. So he
has suddenly
removed, without
notice, a smart plug
creating "holes" in
the frame of the data
that are sent. A
software
development to
avoid the damages
coming from wrong
maneuvers of the
end-user is in
progress.

Output
None

n In addition to the specifiq

Input

inputs described before
the test, it requires the
addition of:

A software application
able to recognize the
imprudent and sudden
removal of a radio
node without notice in
order to stop that data
collection and
avoiding “hole” in the
data historicization.
Moreover, the
application should
send instantaneously &
message on the user
interface remember
him to avoid similar
actions in the future.

Output

No additional
specifications for the
output are requested.
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WP4 tests with
Energy@home

DSE 1/O before the test]

Problems and relative
improvements identified
during the tests

DSE final specification
after the tests

Test to check the
functionality of
the management
of priorities
among all the
smart appliances
and the traditional
ones.

Input

e The power
consumption data
coming from the
smart info, smart
plugs and smart
appliances are
collected by the
home gateway

Output

e If the total power
consumption
exceeded the total
available on the
home gateway, a
“pause” command is
sent to the smart
appliances.

» If the “pause”
command is not

accepted by the smar

appliance then
another load is
disconnected by
consulting a
predefined priority-

list

Input

* The tests have
successfully verified
the expected I/O
functionalities of the
management of
priorities among the
smart appliance
(washing machine)
and the traditional
ones.

Output

» An effective
improvement could
be introduced
replacing the actual
priority-list with an
algorithm "smart"
that reclassifies in
real time what is the
load more suitable to
be disconnected to
avoid overloading.

—

Input

No additional
specifications for the
inputs are requested.

Output

In addition to the specifig

outputs described beforg

the test, it requires the
addition of:

e An algorithm "smart"
that reclassifies in
real time what is the
load more suitable to
be disconnected to
avoid overloading.

Table 31: Final WP4 1/0O DSE specification

Other tests with Energy@home have been conductedvVi®6 and described in this document in the
sections 4.5.2 and 5.5.
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5.4 DSE WP5: Electric Vehicle Supply Equipment

The importance of electric vehicles for the powad gvas proven in two experiments, see sectior34.4.

The effect of system frequency decrease can beleddiy a scheduled charging, the negative effdcts o

tripping of transmission lines can be partly congzged with feeding back energy from electric vedstl

batteries. In any case intelligent charging equiptmis needed. This equipment should be remotely

manageable to support at least the turn on/ turcahmand. The DSE of WP5, the “Electric Vehicle
Supply Equipment”, is such equipment. Table 32 shthe final DSE specific after the experiments.

Compared to the initial DSE specification (see €ab)l the communication interface should also suppor

the receiving of management commands like chargiogle (especially turn on/off). Furthermore the

communication standards should be extended taiaiést common communication standards (fixed and
wireless) and not only 3GPP, because for a hugauatrad vehicles it is necessary to support the powe

grid stability. Thus, all EVSEs should be addreksdbdependent from the location. Additional the
localization inside the SGAM framework must be kilg updated compared to the initial DSE

specification.
From these additional requirements and updated ittonsl follows the WP5 final DSE specification
(Table 32).

Title Electric Vehicle Supply Equipment

Lead partner

Jesse Kielthy (WP5), Thomas Loewel WP

Domain

DER / Customer

Zone

Station / Operation

Interoperability
layer

Communication / Component

Entity (S/C) and
references

S (Single)

Description

Metering and charging information is concerned veithmetered information of
charging processes. This includes the meteredaldtee EVSE, in particular in
relation to the time.

Significantly, a smart EVSE utilises intelligentckaology to allow remot
monitoring and control. In this instance, the smBKMSE will enable Grid
Operators to stop, start or limit the charge ofEahas part of an overall demand
side management solution. End-users will also be @bremotely communicat
with the EVSE to schedule a charge or receive imétion updates. Overall the
EVSE supports actively the load balancing procegsthus the optimal use of
renewable energy.
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Detailed
description

Deployment requirements:

e Charging Points

* Mobility Data Management
Functional Requirements:

» Technological: All this information is of technicature and is needed as
an input for (planning) (dis)charging processes. weler, this
information is typically derived from the respeetisystems.

e« Economic: The domain is set to the customer astr@eeehicles
consume energy triggered by the consumers, anddaeybe used as|a
DER in the V2G scenario. Besides the informatioailable in the EVSE
and the supporting systems, also respective messsgyg to electri
vehicles and their users (e.g., information regaydihe current o
scheduled (dis)charging processes, connection gessénside the
electric vehicles) represent information on chaggiprocess and
equipment.

* Legal: As cars are used by humans, status infoomatf cars might be
mapped to individuals. This requires the same pyivaotection as with
user information

e Operational: Information on the EVSE can be ofistatature (e.g.
supported charging modes and payment methods) oandg nature
(e.g., current and planned availability and reséoug

» Schedule: In the SGAM framework, electric-vehicleformation is
located in the customer and DER domain and in gegation zone.

e Cultural: Privacy protection for user information

Expected inputs

Communication interface (from EV and from Back-etaexchange meter data
with EV, to get price signals, to support the auttadion, to get management
commands (e.g. charging mode), etc.

Expected outputs

PWM signal (from EVSE to EV, to set the chargingdely Communication
Interface (to EV and to Back-end) to exchange ma#¢a with the Back-end, to
support the authorization, etc.

Interface to other
functional entities
or GEs

I2ND.CDI, 12ND.NetIC

Standards,
encodings, data
model

GSM, UMTS, LTE, xDSL, PLC

ICT requirement
name

Monitoring of EVSE
Aggregate EVs to virtual power plants
Control of EV (charging signals)

Table 32: Final WP5 DSE specification
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5.5 DSE WP6: Demand Side Manager

By the results of the evaluation of the DSE bytihe different facilities (BeyWatch and Energy@home)
we can derive that new input parameters are netedbd added to the definition of the DSE in order t
include the impact of the solar power and the witek temperature into the scheduling of appliarnices

the house.

Title Demand Side Manager

Lead partner Engineering S.p.A.

Domain Market and Enterprise

Zone Distribution / DER / Customer

Interoperability
layer

Entity (S/C) and
references

Information / Communication

S (Single)

The domain specific enabler “Demand Side Managsraisoftware modul
included in an energy management system in chdrtfeeananagement of DSN
signals intended to flatten the electrical demame in a specific area. A B2
marketplace (eMarket4dDSM) assumes the availabitify an infrastructure
(hardware and software on board / bundled) whenswoers have installed an
energy efficiency control system at home that naysitand controls the energy
consumption of appliances, by changing their progning parameters.
Optionally, the existence in the house of a comibipkotovoltaic system is alg
considered providing power to the house and heatirg water in a tan
connected to white appliances. An EECS equippel avibSMgr will be able tg
be activated by DSM signals from the demand sidgaipr (typically the DSO
based on the subscribed conditions and user prefese

O=17

Description

o

The core idea of the domain specific enabler im#&mage the DSM signals from
the operator side to the home area network (viavéicd control system) in orde
to influence the flattening of the demand curvehef energy consumed in some
areas. This is only possible with an entity (noignabftware) in each electrical
installation (buildings, houses ...) that can eeswecurity and effective
programming of the appliances to avoid any incoremre. The approach is that
the DSM operator can effect some “changes” in thfawt contract values |/
parameters of the various contract classes withattre of incentivizing / dis-
incentivizing consumers / residential agents tailkkhe expected or hoped f
consumer behavior (with regard to electricity conption during critical hours)
For that intent, the DSM operator sends signathédnstallations affected in th
target area. These signals should be managedrésseheduling in the operatig
of the electric appliances (consumer appliance robrctions) depending o
some conditions as e.g. the incentives, contraniinges, power cap, penalizeg
power, sell/buy price (of electricity), power awdile from solar panels, wat
temperature in a tank heated by a solar panel laateferences of the fin
user. Anyway, the final user has always the optmoancel the response of the
DSM signals at any moment or any period of timewaiter the DSM condition
subscribed in the contracts.

=

=

Detailed
description

T e 550

l*2)

DSM signals from the demand side managers (fronsithart grid); incentives
disincentives; user preferences (e.g. type of gnsugh as nuclear or solar) /
priorities (time range in a day when automatic @i are allowed); price
information; contract information (from the eMaréBISM); rough powe
consumption data (coming from the energy monitosggtems provided by the
EECS); (eventually) rejection of the forthcomingtiaes on the controlled
appliances activated by the DSMgr; water tempeeagenerated by the solar
panel and power supply by photovoltaic solar panel.

Expected inputs
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Consumer's appliance control actions; Notificati(t@ the consumer) of
Expected outputs | forthcoming actions on the controlled appliancas/ated by the DSMgr and th
incentives/contra-incentives for attending DSM sign

1]

Interface to other | IoT - Gateway Data Handling, 10T - Device Managetdé®PND - Connected
functional entities | Devices Interfacing, SECURITY- Identity and PrivaManagement, DATA

or GEs Publish/Subscribe Broker and APPS - Marketplace
Standards,

encodings, Communication protocol among GEs and DSE: REST, (B}
data model

User Software Agent System

Power limits information

Contract information

Tariffing signals and profile

Energy source information hourly-daily

ICT requirement
name

Table 33: Final WP6 DSE specification

The following figure shows the new architecturetioé identified domain specific enabler by WP6:
Demand Side Manager including the new inputs odB& as explained before.

¢ e
T Marketplace

Dsm
managers

1 |
Energy i
. info Incentives and
| Priority H user preferences /

: signals Contract | g
9 ‘ info ! user priorities
] 1 ] [

Customers

EECS GUI Actions on
Appliances L
I8 tions avoided P Ve Customer
Premise
Area
Accept [ Avoid planned Network
or current actions | Electric
Consumption data Vehicles
——
mer temperature————————————— m*
Power supply Solar panel
1

/

New DSE inputs

Figure 107: Final DSE architecture
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6. Conclusion

The purpose of this deliverable was the collectibthe most prominent domain specific enablers.séhe
DSEs specifications were delivered by the scenanok packages assisted by work package 7. The
specification of the initially selected DSEs wasdxh on theoretical work and on the experience ef th
contributing partners from ICT and energy domain.

To demonstrate the practicability and to validate theoretical work, the selected DSEs or their
environment have been experimented in previouslgcssd experimentation facilities. For that the
Institute for Automation of Complex Power Systerh&®®&TH Aachen University was chosen to conduct
the experiment of “Gateway for Secondary Substatissing S3C GE” DSE and to demonstrate the need
of the “Electric Vehicle Supply Equipment” DSE. Th@renoble INP Lab supports also the
experimentation of the “Gateway for Secondary Satiisis using S3C GE” DSE. The Energy@home
system and the BeyWatch system were used for tiperiexentation of “Supervisory Controller as
Service” DSE and the “Demand Side Manager” DSE.s€hexperimentations based partly on real data
collected over one year. The experiment of the “BA@G50 Protocol Adapter” DSE was also conducted at
RWTH Aachen University and shows the impact ofrtiggor disturbances in communication systems.

The diversity of the experimentation facilities leets the broad scope of the experiments, closely
connected with the selected DSEs (e.g. “Demand Maigager”) or to investigate the need and impact of
the DSEs (e.g. “Electric Vehicle Supply Equipment”)

Most of the experiments demonstrate the practitghilr the need of the selected DSEs. The initial
specification of the DSEs was already well elataDuring the experiments some new input/output
parameters were identified. These new parameteams eansidered in the final specification that iswh

at the end of this deliverable. Also some standagdsodings and data models had to be updateckin th
final specification of the selected DSEs.

As stated in the beginning of this deliverable tipglated final most prominent domain specific enable
are:

Work package Domain specific enabler
WP2 Gateway for Secondary Substations using S3C GE
WP3 IEC 61850 Protocol Adapter
WP4 Supervisory Controller as Service
WP5 Electric Vehicle Supply Equipment
WP6 Demand Side Manager

Table 34: Final selected domain specific enablers
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