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1 Introduction 
 
This deliverable describes the demonstrators and use cases of the impact of trust, and 
assist in raising awareness. These demonstrators are working implementations of groups of 
trustworthy ICT components. Where applicable they will be available online. In the case of 
mobile applications some are already in the go to market phase1. Others have been 
deployed and distributed to the TDL community via the GTAC (Generic Trust Architecture 
Center D3.4). 
 
The deliverable captures a number of demonstrators and use cases from the ATTPS 
partners. A number of these demonstrators have been developed and validated in real life 
settings. The demonstrators are linked to the generic architecture that is developed as part 
of Work Package 3, and captured in Deliverable 3.1.  
 
Summary  
Gemalto is committed to promote technologies to make Mobile Services secure and 
trustworthy, for applications such as Mobile Payment, Transport or Mobile ID. The 
proposed demonstrator shows how a One-Time Private Key can be generated for a unique 
session, for Digital Signature for example, removing the need to store such a Private Key 
locally on the device.  
 
NEC developed a Bring Your Own Device (BYOD) demonstrator, containing two main parts: 
(1) the general Mobile Device Security Architecture and (2) the interaction with a trusted 
external anchor. Both demonstrator parts are built for the example Use-Case of Bring Your 
Own Device (BYOD), i.e., the enterprise-ready integration of privately owned mobile 
devices. 
 
Verizon developed the “M Commerce using mobile identities” demonstrator and validated 
it in real life setting (sprint TDL).  This Student Pilot for e-Authentication aims to test the 
feasibility of a cross-country Identity Assurance ecosystem from the commercial, technical, 
legal and end user experience perspectives via an online and mobile Student Proposition. 
The pilot will aim to demonstrate three key attributes: (1) a functioning and effective 
technical solution, (2) an attractive propositions to the Consumer, Relying Party, Identity 
and Attribute Providers, (3) a commercially viable business case. 
 
KTH’s proposed demonstrator input is linked to the context of Intelligent Transportation 
Systems (ITS). Although the ITS are a tangible and highly promising area, in which KTH a 
leading expertise, there is a broader set of technologies (location based services, 
localization, embedded systems, secure communication, smart grid, mobile computing 

                                                      
1 NFC Mobile Apps Card 
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etc.) that KTH has strong expertise and rich experience and can contribute input in this 
context. 
 
TUB developed a user interface demonstrator that assists end-users in Android app 
selection. The presented user interface (UI) demonstrator uses an approach based on 
statistical data about the number of app permissions compared to other apps with similar 
functionality. The demonstrator thus helps users to easier interpret permission requests, to 
raise awareness of the permission issue, and to include the number of permissions in the 
decision-making process. 
 
Philips demonstrates eAuthentication and eAuthorization framework for trusted 
collaborations. The eAuthentication and eAuthorization framework for trusted 
collaborations will be developed in context of the AU2EU project. Its objective is to 
demonstrate a framework to support collaborative secure distributed storage, secure data 
processing and management in the cloud and offline scenarios and validate it in e-health 
pilot setting across organizations and even jurisdictions. As underlying technologies the 
framework leverages assurance of claims, trust indicators, policy enforcement mechanisms 
and processing under encryption techniques to address specific security and confidentiality 
requirements of large distributed infrastructures. 
 
In addition, the OAuth2Share is a demonstrator under development in context of the T-
Clouds project. Its objective is to demonstrate the concept of a trustworthy healthcare 
platform where users control how health measurement data is shared with another user, 
an app or service. In particular it should distinguish alternative solutions each optimized for 
the best user experience in particular situations. An important notion is delegation where 
certain rights to a user’s data are assigned to another user or app. 
 
Another demonstrator is the Policy-based Data Protection in Cloud is that being developed 
to protect data during its lifecycle in the cloud through a combination of encryption, key 
management and policy enforcement. At its basis data remains encrypted except when it 
needs to be processed with the decryption keys held externally and only made available 
after a positive evaluation of the policy associated with the data. Purpose of the prototype 
is to demonstrate the feasibility of the prototype and perform an initial test of its 
performance. 
 
Cryptas demonstrates the Electronic Data Interchange as Multi-Provider-Federation. This 
demonstrator includes the Pe-FIM Model which is designed on the architectural 
requirements defined in Task 3.1. Also the CAVE technology for clientless strong 
authentication is part of the demonstrator. These technologies are involved in other 
demonstrators for mobile security. 
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1.1 Background on the deliverable 

 
The deliverable D2.5 supports the project over the whole duration and has a close 
relationship to other work packages for fulfilling and implementing requirements (e.g., 
“D3.1 End report generic trust architectures”) and to provide components that can be used 
via the TDL GTAC (which is further described in “D3.4 Test bed”), also available after the 
ATTPS project life time. 
D2.5 has deliverables in all project periods (M12, M28 and M40) which are setting up on 
the project findings from previous periods and also other work packages and tasks. 
 

 
 
Period 1 Preparation 
In this period, an analysis of the state of the art was done to see what the current solutions 
and technologies on the market are. Consortium members were contributing their 
components and use cases were developed to set up demonstrators. This was also done by 
including the findings of other EU projects, where some of the members are involved.  
 
Period 2 Validation 
The subsequent requirement findings (e.g. in D3.1) were included and components were 
developed to fulfill these requirements. Additional demonstrators were included and 
existing demonstrators were enhanced to cover different devices and support a wide range 
of systems. For some demonstrators, user requirements were considered and validated by 
user studies.  
 
Period 3 Impact 
In the final period the demonstrators which implement components defined in the Generic 
Trust Architecture are selected to create combined demonstrators (cf. Table 1). The 
components will be prepared to be provided in the TDL GTAC. 
 
The Generic Trust Architecture deliverable D3.1 final version was delivered in M34. In the 
following table the defined components are mapped to the used components of the 
demonstrators. 
 

Period 1
Preparation

Period 2
Validation

Period 3
Impact
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2 Mobile Device Security             

3 M-Commerce             

4 MujCard             

5 Trustworthy Cloud             

6 Privacy enhancing 
credential mgmt 

            

7 EDI             

8 Pe-FIM             

9 CAVE             

10 AppChoice UI             

Table 1: Components contained in demonstrators 

 
The “Mobile Device Security” demonstrator (NEC) contains Access Control, Trustworthy 
data processing and Trustworthy data storage.  
 
The components Identity Management, Onboarding, Consent, Strong Authentication and 
Privacy are demonstrated in “M commerce using mobile identities” (Verizon). In the 
deliverable “D3.5 Harmonized e-authentication architecture in collaboration with STORK 
platform”, it will be explained how each of the involved components are integrated. 
 
The Privacy Enhancing Credential Management demonstrator (KTH) achieves Identity 
Management, Access Control and Strong Authentication with the help of the specific Public 
Key Infrastructure (PKI) [VNC-2014], providing the Long-Term Certificates (LTCs) and 
cryptographic tickets to support Authentication, Authorization and Accountability 
(AAA). Processing Trustworthy Data is achieved using cryptographic credentials, i.e. signing 
messages with the private key corresponding to the currently valid pseudonymous 
certificate, which ensures that data is from a legitimate system entity. The system allows 
the eviction of an entity (user) from the system, i.e. resolution and revocation of one or 
more pseudonyms and possibly revocation of an LTC, in case of misbehaviour. Thanks to 
the use of short-lived pseudonymous certificates, the system does not reveal the real and 
the long-term identity of the signer (because the short-term certificates are anonymised). 
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By periodically switching from one pseudonym to another one, not a previously used one, 
the unlinkability of the messages, and thus the users' privacy, is provided. The ideas of the 
demonstrators evolve to a system design that enables peer-to-peer interaction in a secure 
manner while reducing the exposure of users to a Location Based Service [NordSec2015] 
(in a broader context of vehicular/mobile social networks [VSC-chapter]).  
 
The Electronic Data Interchange use case is deployed in a productive environment, 
managing digital identities enabling access to different types of documents and so related 
to trustworthy data storage.  The privacy requirements are covered by using a broker 
model. 
 
Main of the Pe-FIM model was developed during this project targeting to fulfill the privacy 
requirements defined in the General Trust Architecture (D3.1). The introduction of a 
middle tier also enables the implementation of user consent and a distributed security 
monitoring. 
 
The central piece of CAVE is Strong Authentication and additional operations like 
encryption and signature using tokens without the need of client side middleware. This 
system is mainly used for Access Control. 
 
The AppChoice demonstrator (TUB) is related to privacy and consent.  
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2 Mobile Device Security 
 
Living in a world with everyone moving from usual Internet consumption with their home 
or work desktop Personal Computers (PCs) to a flexible and mobile environment, now 
having millions of mobile devices such as Smartphones, Tablets or even Wearables, rises 
new challenges not only in terms of technical realization but also in terms of security and 
privacy related aspects. Everything and everyone is permanently connected and the 
amount of collected data now comes to a point where security and the resulting 
trustworthiness, including privacy-related topics tend to get one of the top focused criteria 
for everyone attending the current mobile environment.  
As one out of many potential use cases where a well thought through security architecture 
needs to be considered, in this project we chose the use case of Bring Your Own Device 
(BYOD), described in section 2.1. 

2.1 Bring Your Own Device 

Bring Your Own Device (BYOD) is attracting considerable attention nowadays. In BYOD 
scenarios, enterprises wish to integrate their employees’ mobile devices in enterprise 
operations (e.g., reading emails, editing documents). This clearly raises serious security 
concerns since the mobile device in question is not under the control of the enterprise and 
is vulnerable to a wide range of security threats. In this document, we address this problem 
and propose a solution that enhances the security in the BYOD scenario without 
compromising the usability and flexibility of the system. Our proposed solution does not 
require modifications to the underlying operating system of the device and enables IT 
officials to remotely manage their desired security policies. 
 
BYOD denotes the problem of enterprise usage of devices, such as smartphones, tablets, 
PCs or notebooks, personally owned by employees. Such solutions enable companies to  

(i) reduce costs, since they no longer have to purchase enterprise-dedicated 
devices for their employees, and 

(ii) offer the flexibility for employees to choose their own devices. While providing 
clear advantages, BYOD poses serious challenges with respect to securing data 
that originates/belongs to the enterprise and that is stored/displayed on the 
personal device of the employee. More specifically, given that the employee has 
full control of his/her device, the solution space to secure access to sensitive or 
security/critical information on the personal device of employees becomes 
rather limited. 

 
The problem is further hardened when considering possibly untrusted device owners or 
employees, who may (purposefully or accidentally) alter their device settings to bypass 
security policies. 
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2.2 Initial Architecture Description 

In contrast to existing BYOD solutions in the market, we present in what follows a solution 
that enables the reliance on BYOD while achieving “best-effort” guarantees on the security 
of the information stored on the mobile device. Our proposal does not require any 
modifications to the device and can be easily integrated within most existing mobile 
devices. 
Furthermore, our proposal does not penalize the owners of the mobile devices since it only 
affects the applications/information that belong to the enterprise and that are deemed to 
be sensitive. 
 

 
Figure 1: Overall BYOD architecture 

Our solution consists of installing a container within the user application space in the 
mobile device. This application container consists of a set of interceptors for both native 
and java function calls from the application to the system. The container loads the 
application in such a way that critical function calls outside the application, to libraries or 
system calls, are replaced by our own stubs. In turn, our stubs provide not only extra 
functionality, such as for example performing a write to the flash memory using 
encryption, but also enable us to allow or deny certain calls to be performed based on 
device context and policies. While the same applications will also run outside the 
container, they will not have access to the enterprise network or the encrypted data in the 
device. 
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Figure 2: First prototype of Mobile Device Security Application 

 

Our application container is used in conjunction with carefully tailored security protocols 
that ensure that no long term secret keys can be leaked to the adversary. We assume that 
the long term secret keys are perpetually stored on tamper-resistant storage such as SIM- 
or Smartcards. These keys never leave their storage facility and are not exposed to any 
other entity. Our solution incorporates a security algorithm that negotiates temporary 
short-lived session keys with the enterprise servers upon the start of every session. This 
ensures that (i) the adversary cannot acquire long term keys even if she compromises the 
OS of the mobile device, and (ii) the advantage of the adversary in the system is time-
bounded, since new session keys are established upon every session. 
At the heat of our solution is a policy based management for all available mobile devices. 
Given this, our solution offers a modular approach, inside the mobile device, that can be 
fine-tuned according to the required security level of the company. Our solution offers the 
IT administrators of the enterprises to remotely activate the security features that are 
mandatory to achieve the required level of security. While doing so, our solution is efficient 
and scales with the number of devices in the system; as such, it can be easily integrated 
within medium and large-sized companies.  

2.3 Bonding the device to hardware 

As described in section 2.2, since enterprise data confidentiality highly depend on them, 
cryptographic keys have to be stored in a secure way. Therefore we introduce an additional 
part of our BYOD solution, called NECTrust. 
 
NECTrust 
NECTrust solves the two main problems facing to the sensitive applications on the mobile 
devices: 

 Administrators in a corporate environment have no means of ensuring that they are 
communicating with the correct mobile device, and 
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 There is no tamper-proof storage on the phone to keep secret keys. 
 
Since that the IMEI number/device identity is very easy to be faked by any malware, plus 
most mobile devices can be easily rooted nowadays, thus making it possible for an 
adversary to retrieve the credentials/secret keys from a target phone and access the 
service from any device as he likes.  
 
NECTrust uses the Smartcard to manage the devices identification information and prevent 
the above attacks. The Smartcard is not only a tamper-proof storage to protect the 
credentials, it also provides secure hardware infrastructure for cryptographic computation 
and secure channels to manage the applications on it. It is used along with the application 
to establish an authenticated and secure channel with the server (see Figure 3). 
 

 
Figure 3: Corporate application use NECTrust to build secure and authenticated channel 

 
In the deployment stage, the administrator needs to install an applet on the smartcard and 
initialize the credentials for the card during the installation. The Smartcard application 
implements the authentication protocol and provides no direct access to the credentials. 
Every time the corporate application is launched, it will first trigger the applet on the 
Smartcard to perform the authentication procedure with the company server. After that, a 

User’s Device 

Hardware 
NECTrust 

Kernel 

OS 

User 
App 

User 
App 

Corporate 

App 

Secure channel to 
access service 
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secure channel is negotiated for the current session between the corporate application and 
the server. 
 
Example: VPN application 
Figure 5, Figure 6, and Figure 7 illustrate the example Use-Case when the user runs a VPN 
application. As soon as the application is launched, a first stage of card authentication is 
undertaken which is transparent to the user (see Figure 4). 

 
Figure 4: Card Authentication Protocol 

It occurs only between the Smartcard and the server to negotiate a session key. The 
authentication is based on a pre-shared credential that is created during the deployment. 
The Smartcard proves to the server that it processes the correct credential. If the card is 
successfully authenticated, it will reveal the session key that is generated by the server to 
the mobile application. 
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Figure 5: VPN Application - Card Authentication Stage (Client-Side) 

 

 
Figure 6: VPN Application - Card Authentication Stage (Server-Side) 

 
In the second stage, the mobile application will use the session key to communicate with 
the server. And thus the user can use this secure channel to conduct his user 
authentication by inserting his user credentials to access the VPN service (see Figure 7).  
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Thus, the user authenticates himself to the internal service through a two-factor 
authentication. 
 

 
Figure 7: VPN Application - User Authentication Stage 

2.4 Mobile Device Security: Current Prototype 

In the current version of the prototype of the mobile security solution, the installation has 
to be done by the user himself, enabling him to use enterprise applications with enforced 
company security policies. Since the prototype is based on Android OS, the application is 
provided as APK and has to be transferred to the phone manually. Later on it would also be 
possible to integrate it to public application stores such as Google Play or Amazon Market 
Place.  
After installation and during the first start of the application (see Figure 8), the user has to 
accept usual license agreements and afterwards enter his personal email. Later, this 
personal email can be used to verify additional enterprise-requests, such as remote locate, 
which should only be able to be performed if a user explicitly confirms the requested 
action. For that reason, the email also should not be an enterprise-controlled email-
address but explicitly an address only the user fully controls. The suggested sequence in 
such privacy-concerning issue (e.g., remote locate) would be: 

1) A user loses his mobile device and informs the enterprise admins. 
2) The admin requests remote locate inside the MDM platform. 
3) The MDM platform sends a unique request to the private email of the user (the one 

entered during installation process). 
4) By clicking on the link embedded in the email, the user allows the remote location 

of his private phone. 
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5) The private phone verifies if the user confirmed the email by clicking on the link and 
in case of positive result enables the MDM platform and corresponding admin to 
remotely locate the user owned private mobile device.  

 

 
Figure 8: Current Mobile Device Prototype – initial run of the BYOD Management Application 

Afterwards, the PIN to communicate to the attached secure hardware anchor has to be 
entered, which finalizes the installation process (see Figure 9). 
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Figure 9: Current Mobile Device Prototype – finalizing the installation process 

As next step, illustrated in Figure 10, the user sees all installed applications on his mobile 
device. For a better usability, a subset of apps is provided, based on an enterprise managed 
whitelist of applications where the company already has good experience of implanting 
enterprise policies and a well-defined usability. Possible applications on the whitelist could 
be email-, calendar-, and some document viewer application.  
 

 
Figure 10: Current Mobile Device Prototype - Overview of installed Applications 
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After selecting and confirming the application a user would like to use for enterprise 
purpose (see Figure 11), the enterprise-managed policies are embedded into the 
application. This on the one hand gives the user the possibility to e.g., access enterprise 
data such as enterprise emails or access to the enterprise calendar, on the other hand 
ensures that enterprise security policies are enforced for that particular application. An 
example policy here could be that all data that is stored on the mobile device has to be 
encrypted on the device automatically, also by using an enterprise controlled encryption 
key.  
Also, by embedding security policies, the app is bound to the unique secure hardware 
anchor of the user, provided by the enterprise before. By doing this, the enterprise has full 
control of who is accessing enterprise relevant data at what time. If the user later on leaves 
the company or the mobile device is declared to be lost, the enterprise would invalidate 
the secure hardware anchor which afterwards would deny access to the decryption keys of 
secured enterprise data on the mobile device. 
 

 
Figure 11: Current Mobile Device Prototype - Embedding Enterprise Policies 

Finally, as illustrated in Figure 12, the user can execute both applications on his mobile 
device: (1) the original application and (2) the enterprise-secured application with its 
enforced policies. Access to enterprise emails, calendar entries or any enterprise relevant 
data is only possible from the secured applications – and only in combination with the 
secure hardware anchor that is provided to the user individually. 
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Figure 12: Current Mobile Device Prototype - separation of private and enterprise secured apps 
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3 M Commerce using mobile identities 
 
Demonstrating M Commerce using mobile identities is done via a real life pilot among 
students. The student pilot for e-Authentication aims to test the feasibility of a cross-
country Identity Assurance ecosystem from the commercial, technical, legal and end user 
experience perspectives via an online and mobile Student Proposition. 
 
The pilot will aim to demonstrate three key attributes: 

1. A functioning and effective technical solution 
2. Attractive propositions to the Consumer, Relying Party, Identity and Attribute 

Providers 
 
The pilot is aimed at setting up an Identity Ecosystem. Verizon plays the role of technology 
enabler, solution integrator and a subject matter expert for this solution. It provides cloud 
based credential issuance and authentication system called Universal Identity Services 
(UIS). The pilot will use Verizon UIS (authentication and credentialing) in the European 
Student Market as the specific product supporting a consumer solution.  
 
The initial target group are college and university students over 18 years of age. The scope 
will be extended to under 18 age group in a further stage, allowing questions around 
access for parents/minors, parental control, mandate and delegation etc. to be addressed. 
For the initial phase, the potential geographic reach will be UK and Netherlands, then in the 
next stage up to four more markets likely to Sweden, Italy, Germany and Spain. 
 
Students use their e-ID to obtain discounts and promotions, as well as easy login, security, 
privacy and more control of their data. This saves money and time, while increasing self-
awareness of their internet activity. 
 
Benefits Providers (Relying Parties) get increased customer entanglement and a more 
targeted relationship, a reduced cost to add services, and reduced fraud through false 
identities, knowing that students are genuine. Following are the key activities in this pilot 

 

 Support in developing trust framework 

 Solution Integration  

o Develop technical requirements, use cases 

o Deployment of the solution and acceptance testing 

 Platform Services through Verizon Universal Identity Services (UIS)  

o User enrolment/registration processes 

o Credential life cycle management – issuance, renew and/or revoke 

identity credentials on behalf of the user 
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Integration layer
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Management

REST

REST

REST

RESTREST

REST

RESTStudent Mobile App
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App

OAuth

REST

REST

o Authentication utilizing a wide variety of second form factors 

o Verification services:  

 High LoA Identity 

 Core attribute lookups, with rich or assured attributes 

 Support for technical integration with 

o Other IDPs such as STORK 

o Redemption / Payment Systems 

o Mobile advertising features such as, Push/Pull messaging to the user 

o End user profile and preference management 

o Merchant/Service Provider campaign management 

o other EU projects such as STORK 

o User mobile interface 

An overview of the system is depicted below. 
 

Figure 13: M Commerce system overview 

 

(for detailed explanation, please refer to the D3.5)  
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4  “MujCard”development of an external Secure 
Element to secure Mobile Services 

 
The fast adoption of new digital services mandates new solutions to protect citizens from 
Identity theft. For service providers, the very first step for most services is to authenticate 
users, to reduce risks of frauds or repudiation of services. 
 
For many years, solutions to strengthen user authentication beyond username/password 
(Single factor authentication) have been offered to the market, with a wide range of “two-
factor” authentication solutions:  “What I know + What I have or what I am”.  More 
recently, we can observe a migration from client software based services to cloud based 
SaaS (Software as a Service) benefiting to the fast usage growth of mobile 
devices.  Smartphones and tablets are increasingly been used as the platform of choice for 
a broad range of services including corporate IT applications. 
 
Gemalto as a member of TDL is committed to promote technologies to make Mobile 
Services secure and trustworthy, for applications such as Mobile Payment, Transport, 
enterprise IT or Mobile ID. For Enterprise IT/BYOD type of services, several technologies 
are being proposed to address the need to secure applications. For data security, one 
proposal is the use a One-Time Private Key can be generated for a unique session, 
removing the need to store such a Private Key locally on the device. 
Another proposal under investigation and supported by a demonstrator (Task 2.5) is the 
use of an external SE device, that remains under the possession of the user, to be 
combined using a short range wireless bearer to the mobile appliance executing secure 
services.  That approach is a good example of a multi-factor authentication solution where 
a personal SE device is mandatory to access secure services. 
 
To support this approach, the Mujcard concept has been developed and in now part of the 
demonstrators.  The typical use case is BYOD, where Corporate IT is the issuer of such 
MujCard personal devices, acting as containers of secure Apps and credentials. The 
Mujcard communicates wirelessly to the mobile devices.  Apps are executed from the 
remote Secure Element.  When used for user authentication, that security architecture 
meets the definition of 2-factor authentication as the combination of Mobile Device + 
Mujcard is needed to authenticate the user.  
 
The following diagram illustrates the different components of the solution: 
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Figure 14: the Mujcard remote SE and its apps store 

  
This new approach for Mobile Security fits well with the logic of SaaS where any device can 
be used by a given User, with no need for locally stored credentials. It also fits well with the 
need to secure the mechanism of Over-the-Air keys provisioning. 
  
This demo is one of many solutions in the field of Mobile Security. The first addressable 
market is corporate IT to secure its applications suite, but it can also expand to any service 
that requires secure identity Management and work with multiple mobile devices.  
 
The remote SE (a smart card or any personal device) is own and managed by the Service 
Provider or the Corporate IT.  It remains 100% independent for the mobile device and can 
even operate with multiple devices. Access rights, activation and termination of services 
are much simpler to manage. Users satisfaction is also higher since any personal device can 
be used to run secure services.  
 
The solution is also scalable as several Service Providers can share one single personal SE. 
Each service provider can install its applications in a dedicated container, without 
interactions between secured containers.  
 
The following figure illustrates this “scattered credentials” strategy where each user 
remains in possession of a personal SE, remotely managed by the service provider:  
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Figure 15: the personal SE model for Services distribution 

Key components of the proposed solution: 

 MujCard - dual interface smartcard (Contact and Contactless) 

 MujCard manager – terminal application used to manage applications on MujCard 
(e.g. NFC enabled phone) provided by MujCard store 

 MujCard store – cloud store for purchasing, download and management of MujCard 
applications 

 MujCard application – JavaCard application providing a particular service via 
MůjCard APDU interface 

 MujCard UI / terminal application – terminal application providing the Graphical 
User Interface  

 

This demo will focus on Mobile Security and Mobile software integrity.  The innovative 
approach is to complement handset-based defense solutions with an external secure 
element in a device issued to the handset user. The choice for the demonstrator has been 
driven by complex use cases such as BYOD (Bring Your Own Devices) where Service 
Providers need to deliver highly secure services while having no control on the mobile 
appliances on which such services will be used.  
 
On the handset side, there are mature technologies such as Secure Elements (UICC – 
Universal Integrated Circuit Card, embedded SEs or microSD cards). Service Providers can 
leverage such SEs and provision secure applications using TSM (Trusted Service 
Management) services. 
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The additional step supported with the demonstrator project will focus on secure 
applications provisioning mechanisms as well as methods to ensure secure execution of 
such services.  
 
TDL’s core mission is to propose technology paths and recipes to bring security and trust to 
ICT services.  During Y1 review in October 2013, NEC demonstrated the use of a software 
SandBox to protect sensitive services. During the last 12 months, Gemalto proposed a 
complementary applications management solution using an external Secure Element (can 
be a smart card) as an App container using the NFC bearer to both provision then execute 
secure services from the card to the smartphone.  
 
Scope of the Demonstrator 
This demonstrator will consist of a demo using a NFC smartphone and a contactless 
smartcard used as an application container. Services will be provisioned onto the smart 
card via the NFC bearer by an Android app on the Smartphone accessing to an apps store 
on the Web 
Services will be executed from the card, via the NFC bearer, onto the smartphone.  
This solution brings multiple benefits for secure application in a BYOD configuration 
No application nor user’s credentials is installed on the smartphone.  Apps and rights are 
hosted on the smart card that remains in the possession of the service issuer. Applications 
can only be executed when the card is present, simplifying activation/termination of 
services related challenges for Enterprises. The external SE solution is complementary to 
other technologies such as the software sandbox.   
 
The demonstrator is using the NFC communication channel between a contactless smart 
card and a smartphone.  Beyond the demo, it is perfectly foreseeable to expand the 
concept to other short range communication technologies and to various form-factors for 
the external SE device.  
 
The merit of the solution supported with this demonstrator is to centralize rights and 
credentials on a SE device that remains with the possession of the user, so then all mobile 
appliances can be piloted security-wise from that external device.  One of the key 
challenges to solve for such a solution to go-to-market is to secure the wireless 
communication channel.  
 
The plan for the demo is to show a Corporate IT use case for BYOD:  A contactless smart 
card is issued to each corporate employee with an app suite.   Apps are provisioned into 
any handset via an app store.  The card contains keys and certificates necessary to execute 
the apps on the handsets.  The card personalization process is using the writing capabilities 
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of the NFC bearer.   By simply taping the corporate card on the back of the phone, the user 
can execute his/her secure services on the smartphone 

4.1 Status of the demonstrator: 

- Gemalto has developed the Mujcard prototype sample: a contactless smartcard 

that can be powered by the NFC reader mode of a NFC-ready smartphone and that 

can host Java applets 

- An app store has been developed to propose several apps that can be installed 

inside the smart card via the smartphone internet access and via the “write mode” 

of the NFC bearer on the phone.  The user can select which app will be installed in 

the card.  Once installed, such apps can be executed via NFC onto the phone 

- The integration with the NEC sandbox demonstrator can complement the solution, 

showing the most comprehensive security solution, combining handset-base 

defenses and an external SE  

- A first run of the demo will show the following  

o First how the app get provisioned onto the contactless smart card from an 
app store.  The app store is available through Mobile Internet onto the 
smartphone and we use the write function of the NFC reader mode to install 
such an app onto the contactless card 

o Second, once the app is installed onto the smart card, the demonstration 

will show how the phone can execute this app via the NFC bearer 

- A second step is to demonstrate the new app store management made available to 

corporate IT managers where a complete tools suite can be developed for various 

employee profiles.  Each employee gets access rights for all or part of the tools 

suite.  This new approach brings full control to the app store to the card issuing 

entity.  

 

As a next step, the concept of a wireless remote secure element can be ported to 

other wireless bearers beyond NFC, such as Bluetooth low energy for example, and 

with different form-factors than smart cards.   

For BYOD use cases, such a wireless remote secure elements brings back app 

ownership and access rights management in the hands of Corporate IT.   Granting 

or removing access rights to a given application is now fully disconnected from the 

platform owned by the user.  It is a true split terminal technique and the fact its 

used wireless communication simplifies its compatibility with any possible devices 

users may want to use.  
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5 Trustworthy Cloud 
 
Philips plans to contribute to various demonstrators related to trust in cloud environments, 
each leveraging different emerging security technologies.  
 
Philips has developed the demonstrations using the results achieved from the Trust in the 
Cloud and AU2EU projects. The demonstration consists of a presentation on use case 
scenario which motivates using authorization functionalities for cloud-based healthcare 
services followed by architecture description and a demo prototype implementation. Then 
we present a system and architecture that enhances the granularity level of policy 
enforcement followed by a prototype implementation. The former implementation demo 
comes from the result of the Trust in the Cloud project and the latter comes from the 
AU2EU project (http://www.au2eu.eu).   
 

5.1 eAuthentication and eAuthorization framework for trusted 
collaborations 

The eAuthentication and eAuthorization framework for trusted collaborations will be 
developed in context of the Trust in the Cloud project, initiated from the TDL initiative. Its 
objective is to demonstrate a framework to support collaborative secure distributed 
storage, secure data processing and management in the cloud and offline scenarios and 
validate it in e-health pilot setting across organizations and even jurisdictions. As 
underlying technologies the framework leverages assurance of claims, trust indicators, 
policy enforcement mechanisms and processing under encryption techniques to address 
specific security and confidentiality requirements of large distributed infrastructures. 
It is planned to have the demonstrator available by the summer 2014.  
 

5.1.1 Scenario description 

Here we provide a high level description of an envisioned usage of Trust in the Cloud 
technologies. The scenario describes how patient Alice, who uses home healthcare services 
to monitor her blood pressure and diet, can protect her data using policy based data 
protection technologies. We assume Alice has a personal mobile device with which to 
control the home-monitoring setup. Alice first collects data; she keeps a log of her diet and 
the results of regular blood pressure measurements. After the preparatory Phase 0 our 
scenario starts. First Alice uploads her data and preferences to a cloud based health portal 
(Phase 1). She then requests an appointment with a doctor to review the data (Phase 2). 
Finally, during the consult she reviews her data together with the doctor (Phase3).  

Phase 1: Cloud based data storage 
Uploading data on the cloud consists of the following steps as illustrated in 7.a.   

0. Alice attaches access policies to the data she wants to store on the cloud.  
1. Alice authenticates to the cloud based health portal service.  

http://www.au2eu.eu/
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2. Data needs to be encrypted before the storage, which requires creation and 
management of en/decryption keys. A random symmetric encryption key is created 
and registered in a Key Management Service (KMS). To help protect against insider 
attacks, the KMS is hosted in a different administrative domain than the one which 
stored the data.  

3. The data is encrypted with the generated key using an appropriate algorithm.  
4. The encrypted data associated with access policies is stored on the cloud. 

 

Phase 2: Making an appointment 
When Alice wants to consult a doctor, the following steps are performed (See Figure 17).  

1. Alice requests a consult and specific preferences using her mobile app.  
2. The appointment clerk examines the request and retrieves Alice's data and her key. 

The policy enforcement point ensures that the clerk can see Alice's general 
preferences but not her medical data.  

3. The system retrieves a list of doctors with the right specialty. The Clerk selects an 
available doctor Bramwell and makes an appointment between Alice and Bramwell. 

 
 

 
Figure 16: Cloud Based data storage 
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Figure 17: Making an appointment 

Phase 3: The consult 
Alice meets Dr. Bramwell who gets access to her data in the following way during of the 
consult (See Figure 18): 

1. Dr. Bramwell requests data for her current appointment from the care provider. 
2. The care providers system retrieves Alice’s data, the key needed to decrypt it if the 

sticky policies on Alice's data state permission. An obligation `delete encryption key 
after appointment' is set.  

3. Dr. Bramwell reviews the data together with Alice and provides advice. The care 
provider’s system deletes the decryption key after the meeting, thus fulfilling the 
obligation and disabling further access to Alice's data. 
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Figure 18: The consult 

 

5.1.2 Architecture Description 

Figure 19 shows the actors and the interfaces of the policy based data protection 
architecture, where the actors are Data Provider, Data Consumer, Data Management 
Service, Cloud Client and Key Management Service, and the interfaces are Data 
Management and Key Management. Here, we briefly explain the actors and the interfaces: 

 Data Management Service (actor) provides cloud services to store, manage, 
modify, delete and download data. This Service has access to both, the database 
used to store data and the database used to store access policies associated with 
the data (i.e. Policy Repository Point (PRP)). The Data Management Service also has 
access to a Policy Decision Point (PDP) which upon receiving an access request 
evaluates the access policy and makes a decision whether the requestor is 
permitted to access the requested data.    

 Cloud Users (actor): There are two types of cloud users: 

o Data Provider is a cloud user who has access to the Data Management 
Service to upload and modify data. 

o Data Consumer is a cloud user who downloads data from the Data 
Management Service and optionally shares it with other users. 
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Figure 19: Actors and interfaces of Policy Based Cloud Data Management architecture 

 

 Key Management System (KMS) (actor) stores and manages cryptographic keys 
used for the encryption and decryption of data. In this architecture, the KMS uses 
the policy enforcement infrastructures provided by the Data Management Service 
to verify authorization of cryptographic key requests. The KMS forwards each 
access request to the Data Management Service, which using the PDP and the 
policies stored on PRP makes an access decision and sends it back to the KMS.  

 Cloud Client (actor) processes data in the cloud and is typical also the point of 
interaction for data provider and consumer users. It communicates with Data 
Management Service and KMS on behalf of users. This component authenticates 
users and enforces access policy using a Policy Enforcement Point (PEP).  
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 Data Management (interface) defines communication protocols with the Data 
Management Service to upload, download, share, modify or delete data. 

 Key Management (interface) defines communication protocols with the Key 
Management System to register, retrieve and delete cryptographic keys.  

 Security Protocols (interface) are a number of protocols which enable  
o Exchanging request/response and tokens authentication 
o Authorization request/response exchange 
o Secure channel establishment 

 
Figure 20 illustrates the message exchanges required for authentication and authorization 
of users to upload and download data. As the figure shows, the cloud client performs 
cryptographic operations, and enforces the policy using a Policy Enforcement Point (PEP). 
The Data Management Server (DMS), which provides data management services, has 
access to the databases used to store data and a Policy Repository Point (PRP) used to 
store access policies. The steps shown in this figure to upload and download data are 
described below: 

1- The data provider user, who wants to store data on the cloud, creates some usage 
and access policy rules and then sends the data along with the associated access 
policies to the cloud client. The policy states which users and services are allowed 
to access the data.  

2- Given the data and the policy, the cloud client generates a random value as an 
encryption key and encrypts the data using a symmetric key encryption algorithm. 
The cloud client then sends the encryption key to the KMS for the storage. Given 
the key, the KMS verifies if the client is authorized to register keys, where in case of 
a positive outcome the encryption key is accepted and is stored on the KMS. 

3- The cloud client sends the encrypted data and the policy associated with the data to 
the DMS. The DMS checks whether the client is authorized to store the encrypted 
data according to the applicable policies. If authorized, the DMS accepts the 
encrypted data from the client and stores it. The DMS also updates the PRP which 
stores authorization policies associated with the data.  

 

When a data consumer user wants to download data from the cloud, the cloud client is 
required to retrieve the requested encrypted data and the corresponding decryption key 
from the DMS and the KMS respectively to decrypt the data and send it to the user 

4- The client sends a request to the DMS to retrieve the requested encrypted data. 
Given the request, the DMS evaluates the authorization policy using the PDP and 
sends the encrypted data and the authorization decision to the cloud client. The 
client then checks if the access to the data is permitted for the user, performs the 
next step to retrieve the decryption key.  
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5- The client sends a request to the KMS to retrieve the decryption key. In case the 
user is authorized, the KMS sends the decryption key to the client. To make the 
authorization decision, the KMS asks the DMS to verify the authorization of the user 

6- After retrieving the encrypted data and the corresponding decryption key, the client 
decrypts data and sends the data to the user.  

7- The user can share the data with other data consumer users if the authorization 
policy states that this operation is permitted. 

Data processing by the cloud client for other purpose such as operating a service follows 
steps 4 and 5 above, followed by decryption of the data using the decryption key, 
processing of the data, and deletion of the key when it is done. In a variant the cloud client 
employs (another) PDP / PEP to ensure processing of data according to the applicable 
usage policies. 

 
 

 
 

Figure 20: Message exchange for data management and authorization in the Policy Based Cloud 
Data Management architecture 

 

5.2  Policy (ABE) Based Data Protection  

Policy based data protection has been developed in the context of the AU2EU project, 
where advancing authorization solutions is developed. The prototype contributes to trust 
namely for cross organization / jurisdiction collaborations. The project will develop trust 
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indicators allowing consumers or parties involved in collaboration to properly assess 
trustworthiness of the other party. Consequently, it will contribute to the increased trust, 
security and privacy, which in turn shall lead to the increased adoption of critical 
infrastructures and collaborative delivery of services dealing with sensitive data. 
 
The ABE demonstrator consists of an ABE web service, which facilitates the integration of 
ABE in the AU2EU authorisation and authentication platform by providing a RESTful API 
which is used by the data providers and data consumers. The ABE web service is 
performing the key management (Figure 21), data encryption, decryption functionalities. 
These functionalities are used by the data producers and data consumers when an extra-
layer of security is needed on top of the reference architecture. The Attribute-Based 
Encrypted solution offers better protection of data for distributed systems, when these 
systems want to share data without having to fully trust each other. [1] 
 

 
Figure 21: ABE Key Management System (KMS) 

 

5.2.1 Architecture 

In this subsection are presented architectural aspects of the ABE demonstrator (i.e. main 
building blocks and connection between them). The actors that are using these ABE 
demonstrator components are the data producers/owners and the data consumers. Figure 
22 depicts the architectural components of the ABE prototype and how they are used by 
the AAL/eHealth actors. The connection between the data producers/consumers and the 
ABE web service is done using the HTTP protocol over TLS. This provides bidirectional 
encryption for the communications and authentication of the ABE web service. 
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Figure 22: ABE Architectural Components 

5.2.2 Components and Functionality 

The ABE web service hosts four services. Two of them are the Attribute Authority and the 
Key Generation Authority. The other two services are the Encryption and Decryption 
Wrapped Clients. These are also the architectural components presented in the previous 
section. 
 

 
Figure 23: Encryption and Decryption Steps 

 
These components are used by the data owners and data producers from the two AU2EU 
pilots. The users are mapped to attributes using the Attribute Authority building block. 
Furthermore the Key Generation Authority is generating private keys for the users, based 
on the attributes that the users have according to the Attribute Authority. Therefore the 
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Key Generation Authority and Attribute Authority are connected. The Encryption and 
Decryption Wrapped Clients are performing the ABE cryptographic functionalities. Both of 
them are using hybrid encryption, where the plaintext is encrypted using symmetric 
encryption, more specific the AES block cipher. Next the symmetric key used for the 
symmetric encryption is encrypted using ABE. The AES cipher-text of the plaintext and the 
ABE cipher-text of the AES symmetric key are glued together and the result represents the 
output produced by the encryption building block. These encryption and decryption 
messages are depicted in Error! Reference source not found.. 

 

5.2.3 Analysis and outlook 

The ABE demonstrator/solutions (screenshot depicted in Figure 24) solve the open 
problem regarding efficient access control enforcement for shared data using cloud 
services, when the latter are not fully trusted. The advantage of attribute-based encryption 
is an additional layer of protection for access to data in distributed systems. For example if 
several systems want to share data and there is no single fully trusted server to enforce the 
policy, cryptographically enforcement of the policy becomes a solution. Other advantages 
of ABE are that the data consumer does not need online authentication and/or 
authorization for accessing the patient’s data and that the data can be encrypted without 
knowing in advance who will perform decryption. Furthermore the way the demonstrator 
was developed allows flexibility with regard to on the fly or upon storage encryption. 
 

 
Figure 24: ABE Web Service - Validation Testing Graphical User Interface 
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5.3  Enhancing Granularity 

The main aim of this project is to empower authorization system of cloud computing by 
enhancing granularity level of access policy enforcement. Finer grained access control 
improves availability of data for authorized users and protects better the data against 
unauthorized users. For example in the use case presented earlier, Alice might want her 
data to be constrained at certain geographical locations. Alice also wants for highly 
sensitive data of her medical records, authorization unit checks whether the doctor is one 
of the relatives of her which prevents accessing data in such cases. However, traditionally 
enhancing the granularity level requires modifications to the authorization system such as 
the policy language and the database schema. In the AU2EU project we enhanced the 
granularity level of access control in the application layer of database management system. 
More particularly we enhanced the granularity level using sensitivity annotations, which 
enhances the granularity of access control on the following ways: 

 Certain data not to leave certain countries, 

 Adjust the level of encryption and other data protection mechanisms based on the 
sensitivity of data, 

 Data access is granted under certain restrictions and conditions based on the 
sensitivity level of data. 

Figure 25 shows an example of annotating sensitivity labels to database tables.  
 
The data sensitivity annotation solution that we present is complementary to the 
authorization architecture we presented earlier, in a way that improves the authorization 
functionalities to protect better the data. In this work, each data item of the database is 
annotated with a sensitivity level that defines at what level data protection mechanisms 
should be applied on the data item.    
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 25: Annotating sensitivity labels to database tables 
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5.3.1  Architecture Description 

A question of significant architectural impact is how to obtain sensitivity annotations for 
queried data. Our solution is to use a Data Abstraction Layer (DAL) in front of the database 
service, which makes it possible to determine if sensitive (annotated) data was involved in 
the query. Alternatively, it is based on mechanisms to log executed queries. 
 
Figure 26 shows a more detailed architectural view of the sensitivity annotation system. 
Decisions and enforcement of decisions based on sensitivity annotations (policies) for 
above mentioned purposes are the primarily responsibility of the application service with 
more classic and generic support provided by the authorization service (platform). From a 
security perspective this division of responsibilities for enforcement may be distributed this 
way, because both components belong to the same administrative security domain as 
depicted in the figure.  
 
The architecture allows annotations to be used in three ways:  

 Enforcement by application services, e.g. determine if data may be shared with a 
client or other third party service. 

 Logging for compliance purposes, e.g. to audit compliance or in case of changing 
legislation determine application services, database tables or sensitivity annotations 
requiring updating. 

 Classic access control by authorization service policy engine, e.g. if an end-user is 
entitled to the data or the application service purpose matches the sensitivity 
annotation. 

 
Sensitivity annotations can be stored in a relational (SQL) database or a BigTable system.  
An annotation contains two parts: identification of the protected data, which points out to 
the data item the annotation is made, and policy annotation (contained in the sensitivity 
column):  

 Data identification is based on table, column and row identifiers. The table 
identifier must be present in all annotations. Columns are identified based on their 
names. Rows are identified based on the primary key of the belonging table. The 
identification of the rows can be done based on the data's attributes. This would 
imply leveraging database WHERE clauses in the process of identifying the 
protected data. This conforms to the attribute-based access control paradigm which 
makes use of data attributes. Moreover this solution would allow the newly 
inserted database entries (rows) to have automatically attached policies.  

 Policy annotations are contained in the sensitivity column. Data sensitivity is 
translated to a policy annotation. This contains the user’s attributes (e.g. role, 
geolocation) and the action that the user is allowed to apply on the data. 

 



 

  

ATTPS Achieving  
The  

Trust  
Paradigm 

Shift 

40 

 

The action that the user is allowed to apply on the data is also contained in the policy 
annotation. Besides the examples in Figure 25 read, write, download, the action can also 
be export or store. Such an action would enable management of data export control (or 
storage) on a per-country or per-region basis. For this data annotations should be 
combined with the geolocation service in order to control the destination of the data. 
 
In our demonstration, we show a demo of the implementation of the architecture depicted 
in Figure 26.  

 
Figure 26: Architecture of sensitivity annotation 

 

5.4 OAuth2Share 

OAuth2Share is a demonstrator developed in the context of the T-Clouds project. Its 
objective is to demonstrate the concept of a trustworthy healthcare platform where users 
control how health measurement data is shared with another user, an app or service. The 
Trustworthy Healthcare Platform [2] is designed as a new approach for a healthcare 
information management system, specially focused on providing the highest security and 
privacy protection guarantees during all the steps of the data management process. Using 
this system any user willing to have a centralized on-the-cloud repository for his clinical 
data (e.g. patients, doctors) is provided with a highly trustworthy environment where he 
can store, review and manage all his health data without risking any of his privacy. 
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In particular OAuth2Share should distinguish alternative solutions each optimized for the 
best user experience in particular situations. An important notion is delegation where 
certain rights to a user’s data are assigned to another user or app. To realize the desired 
functionality existing technologies OAuth2 is extended and integrated in a novel, practical 
and usable way. OAuth2Share contributes to trust by empowering users in modern 
environments with cloud services, health measurement devices and mobile devices with 
apps. In particular, it contributes to trust by not employing a one size fits all solution, but 
by offering tailored trust and authorization solutions for different situations. 
 
This section describes the  trust  protocols  used  at  the  application  interface  of  the 
trustworthy healthcare  platform  (see Figure 27).  The goal of the trust protocols is to 
enforce the authorization rights given by a user to another user or an app with respect to 
accessing his health data, providing easy and straightforward REST interfaces. [3] 
 

 
Figure 27: Trustworthy Healthcare Architecture 
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5.4.1 Use cases 

The trustworthy healthcare platform allows for the creation of applications (apps in Figure 
27). The trust protocols provide the means to give an app access to PHR (Personal Health 
Record) / EHR (Electronic Health Record) data in a secure and RESTful way (authenticated 
and authorized) when the PHR/EHR data owner or his delegate has given consent. The four 
use cases, explained below, focus on the different ways consent can be given: 

 Normal: In the normal use case the data owner wants access to his or her data (see 
Figure 28). In this case no delegation of rights is needed; the owner can authorize 
the access. The owner delegates the rights needed for the app to access the 
requested data. Furthermore the owner subscribes to the app to make him known 
to the app. 

 

 
Figure 28: Normal use case 

 

 Independent device: An independent device is a device (including an app) that can 
access data without direct owner control. In case of an independent device, the 
data owner has given consent to the app controlling the device to access the data 
(see Figure 29). As the device will run without direct owner control, one should be 
careful with respect to the rights given to the device.  

 

 
Figure 29: Independent device use case 

 

 Authenticated user: In the authenticated user use case the data owner gives 
consent to an app to access his or her data (see Figure 30, “delegates to”) for any 
user subscribed to the app (see Figure 30, “subscribes to”). Like in the independent 
device use case, the data owner should be careful with respect to the rights given to 
the app, as the data owner has no prior knowledge on who will access the data. 
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Figure 30: Authenticated user use case 

 

 Authorized user: In the authorized user use case, the data owner explicitly gives 
another user the right to access his or her data (see Figure 31), “delegates to” 
between owner and user). From the app point of view, the user is considered to be 
a data owner. Hence the “delegates to” relation is between the user and the app. 
To use the app, the user “subscribes to” the app. The access rights of the user can 
delegates are determined by the rights the owner granted him or her in the 
“delegates to” relation. 

 

 
Figure 31: Authorized user use case 

5.4.2 OAuth2.0 protocol extensions 

According to abstract in RFC67492 “The OAuth2.0 Authorization Framework”:  
The OAuth 2.0 authorization framework enables a third-party application to obtain 
limited access to an HTTP service, either on behalf of a resource owner by 
orchestrating an approval interaction between the resource owner and the HTTP 
service, or by allowing the third-party application to obtain access on its own behalf.  

Thus OAuth2.0, out of the box, supports the normal use case (on behalf of the resource 
owner) and the independent device use case (by allowing the third-party application to 
obtain access on its own behalf). The OAuth2.0 protocol flow is depicted in Figure 32. 
 

                                                      
2 https://tools.ietf.org/html/rfc6749 

https://tools.ietf.org/html/rfc6749
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Figure 32: OAuth2.0 protocol flow 

 
The basic OAuth2.0 protocol supports the regular use cases i.e. normal and independent 
device are standard OAuth2.0 use cases. The communication flow of the independent 
device use case looks a bit different since the owner is not going to be the initiator of the 
communication, instead the client itself will be. It is important to be aware that the refresh 
and access token do not need to refer to the identity of the owner or user. In other words 
anybody providing the correct refresh and access tokens can have access to the protected 
resource. 
 
The Oauth2.0 protocol has been extended for the authenticated user and authorized user 
use cases: 

 Authenticated user extension: The communication flow of the authenticated user 
use case is similar to the independent device flow; rights are delegated to the app, 
but there is another user (which is not the owner) controlling the app. In order to 
access the data, the user has to authenticate him. To support this, the independent 
device flow is extended to handle the identity information. This is done in several 
places.  

o The owner identification is explicitly made part of the refresh token.  
o The user who wants access to the data logs on, she or he will get a refresh 

token including her or his identification. 
o To access the data both refresh tokens need to request access tokens and 

both access tokens are needed to get the actual access. 
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 Authorized user extension: The authorized user extension is based on the normal 
communication flow. The only difference is that the data owner delegates the right 
to grant access to another user. However to be able to verify who accessed the 
data, the authorized user has to logon. The actual delegation is not part of the trust 
protocol, this is functionality of the privacy policies layer of the trustworthy 
healthcare platform, and the extension uses this information via the authorization 
server. 
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6 Privacy enhancing credential management and 
authorization 

 
The work published is the basis for developing a demonstrator, as well as extending this to 
additional options, e.g., integrating with location based services. The possibility to do this, 
and even more so additional items that can be potentially of high interest, is limited 
though, due to the limited budget for KTH. The work done at KTH is aligned to the generic 
architecture described in the second version of SRA document by TDL and ATTPS 
Deliverable 3.1, with the following mapping:  

 The long-term certification authority (LTCA) corresponds to the ‘User Identity 
provider’,  

 the pseudonymous certification authority (PCA) corresponds to the ‘Attribute 
Identity Provider’, although LTCA can also undertake part of this functionality 
(notably, validating basic attributes for the participating user/entity), (iii) the 
‘Relying parties’ can be various service providers that wish to provide privacy-
enhancing access and authorization control to their users/subscribed entities; in the 
context of Intelligent Transportation Systems (ITS) the traffic information providers; 
generally, for mobile users, location based services; even more broadly, any provide 
that wishes to enable unlinkable transactions. The ‘Physical World’ corresponds to 
the mobile clients, the mobile/portable and the embedded devices, in general, the 
entities subscribing to our infrastructure and obtaining their credentials and their 
access to various services while roaming across domains. 

 
KTH’s targets broadly large-scale, mobile computing enabled, multi-domain systems that 
require both strong security protection and, at the same time, they are cognizant of privacy 
concerns. In other words, the objective of this work is to make secure transactions and 
communication, including fine-grained access control, possible across domain, while 
enhancing the privacy of their users, notably by making those transactions and 
communication unlinkable. While there are several such systems, including the cellular 
networks, that fall under this category, KTH is interested primarily in upcoming post-
cellular systems and applications that do not rely, at least to a great extent on existing 
cellular technologies. Moreover, we seek to enable a broader gamut of applications and 
services. To make this effort more specific, KTH uses as our primary use case Intelligent 
Transportation Systems (ITS), enabled by vehicular communications (VC) (vehicle to 
vehicle, vehicle to infrastructure (roadside), and the rest of the Internet). Our results can 
be relevant to any deployment of services. The expected rich functionality and set of 
services ITS and VC enable are a very representative case; with very tangible interest and 
upcoming broad deployment. 
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Below follows the background, the problem statement, and outline the system 
components. The focus of the work has been on the back-end of the system, while 
upcoming work can further expand this and provide rich functionality on the side of the 
client (the mobile hand-held or embedded computer).  

6.1 Background 

The evolution of Vehicular Communications (VC) over the past years led to extended 
investigations on related security and privacy-enhancing schemes. A prototype for a state-
of-the-art architecture is now being built by the Preparing Secure Vehicle-to-X 
Communication Systems (PRESERVE) project [1], in collaboration with the Car2Car 
Communication Consortium (C2C-CC) [2] and other European projects for field operational 
testing [3]. 
Thus far, transportation safety and efficiency have been main driving forces for VC and 
related research. Nonetheless, VC systems are gradually coming to the center of an 
ecosystem of multiple and diverse services, service providers and user-portable devices; 
Location Based Services (LBSs) [25, 26], in-car entertainment, and infotainment [4] enabled 
by multiple radio technologies [5]. Vehicles are emerging as a major mobile platform for 
the future, running a gamut of services and performing numerous transactions for their 
users. This transformation and the salient characteristics of VC systems (large scale, 
volatility, and large geographical spread) call for a renewal of our building VC security 
architectures. Transportation safety and efficiency already raised significant challenges for 
security and privacy protection; e.g., high-rate safety beaconing raises both performance 
(processing load and communication overhead), reliability, and credential management 
issues [6, 22]. The need to grant fine-grained access, across multiple domains, to a 
multiplicity of diverse services increases complexity dramatically, making it hard to address 
with the current identity and credential management facilities alone. 
Our proposal, which we term a multi-service security and privacy-enhancing architecture 
for VC, seeks to address this challenge. We leverage long-term credential and identity 
managing entities, expected to be deployed for VC. We extend their mandate to handle the 
authorization of registered vehicles for specific services. To enable access, we leverage 
another longer-standing concept, a ticket, and cater to multiband cross-domain operation. 
With these design choices, while being standard-compliant [4, 7], our architecture allows 
efficient and fine-grained access control in a privacy-enhancing manner. At the same time, 
it greatly simplifies the tasks of the service providers, and it can be further extended 
leveraging web services; as a result, it can facilitate deployment of services and contribute 
to the enrichment of VC functionality. 
 
Related Literature 
To enable transportation safety, efficiency, and other applications, Intelligent Transport 
Systems (ITS) rely on VC, i.e., Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) 
communication [5]. Roadside Infrastructure Units (RSUs) and service providers are 
considered part of the infrastructure. The European Telecommunications Standards 
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Institute (ETSI) and the IEEE defined inter-operable standards for secure VC, using the 5:9 
GHz wireless channel IEEE 802.11p [7, 4]. Vehicles broadcast Cooperative Awareness 
Messages (CAMs) and Decentralized Environmental Notification Messages (DENMs), 
according to the ETSI nomenclature, to enable transportation safety and efficiency, while 
numerous other applications [4] are being developed.  
The security and the protection of users’ privacy have received extensive attention from 
the community. Research projects such as SeVeCom [8], PRECIOSA [9], EVITA [10], and now 
PRESERVE [1] have investigated multiple facets of VC security and privacy. The ensemble of 
such efforts in Europe as well as in the US, have led to a convergence on a common 
baseline approach summarized in the current form of standards [4, 7]. 
Confidentiality, integrity, and authenticity of messages, notably CAM and DENM, are 
protected cryptographically. Digital signatures are generated by the Elliptic Curve Digital 
Signature Algorithm (ECDSA), with keys generated by curves computed over primes of 224 
or 256 bits, i.e., a security level comparable to an RSA 2048-bit-long key [11]; yet, with a 
smaller signature size, suitable for such constrained and mobile environment. 
The ETSI Security Working Group [12] defines a Certification Authority (CA), termed the 
Enrolment Authority, that validates an ITS station and issues enrolment credentials, i.e., 
certificates, valid with in the CA’s domain. As these credentials have long-term validity, the 
CA is termed Long Term CA (LTCA). The private key associated with the certificate issued by 
the LTCA is used whenever the vehicle needs to be authenticated as a legitimate member 
of the network. Long-term keys and credentials can provide message integrity, sender 
authenticity, and non-repudiation. However, messages signed with the same key are 
trivially linkable (by validating the attached signature with the same public) and the 
whereabouts and actions of a vehicle (and its driver and passengers) can thus be exposed. 
The location privacy of drivers and passengers can be protected if exchanged messages, 
e.g., CAMs and DENMs, are signed using ephemeral key pairs and anonymized credentials, 
termed pseudonyms [8]. Changing from one pseudonym to another renders the vehicle 
transmissions linkable only over a short period, the pseudonym lifetime [13], thus 
enhancing location privacy while protecting, and facilitating safety applications. Another 
entity, the Pseudonym CA (PCA), is responsible for the provision and the management of 
such short-term certificates. Pseudonymity ensures that an Intelligent Transport Systems 
Station (ITS-S) may communicate or use a resource or service without disclosing its identity 
while remaining accountable for any such action [12, 14].  
The PRESERVE project is currently developing a Hardware Security Module (HSM) which 
accelerates cryptographic operations to facilitate the processing of the messages but also 
protects the storage of both long-term and short-term keys. Digital signatures are 
computed within the HSM so that the private key never leaves these trusted modules [1].  
From a security point of view, it is important that a separation of privilege approach [15] is 
applied when it comes to PCAs and LTCAs. These CAs must be separated to mitigate the 
potential damage of an attack against the whole infrastructure, but also to restrict the 
amount of knowledge acquired by each CA regarding the user behaviour. Moreover, the 
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Root CA (RCA) is responsible for establishing trust among the different entities in the 
system, i.e., RCA digitally signs the certificates of LTCA and PCA. 
The IEEE 1609 working group has taken a somewhat different approach for the CA 
structure [7], yet it abides to aforementioned principles. According to the standard, LTCAs 
and PCAs are termed as Message CAs (MCAs). In addition, the standard defines that a 
separate authority is responsible for signing Certificate Revocation Lists (CRLs). Lastly, the 
IEEE 1609 Working Group introduces a Wireless Access in Vehicular Environments (WAVE) 
Service Advertisement CA (WSACA) in charge of informing the entities of the system about 
the offered services. 
In some cases, the pseudo-/anonymity needs to removed or simply the credentials (long- 
and/or short-term) of a vehicle (or ITS-S more generally) need to be revoked. It may be 
necessary to prevent further abuse if the ITS-S is compromised and thus misbehaving, or 
for other reasons [16]. The process of revoking the pseudonymity of a vehicle is carried out 
by a Resolution Authority (RA). Once the actual (long-term) identity has been resolved, it 
might be requested that the vehicle is evicted from the network. This is done with the use 
of CRLs that are issued by the CAs. The LTCA issues a CRL that revokes the long-term 
certificate of the evicted vehicle, whereas the PCA does the same to revoke pseudonyms. 
One can consider a shorter term protection, before the eviction (revocation of the long-
term credentials) [28], by locally excluding the misbehaving nodes [29]. 
Another component of the infrastructure defined in the ETSI ITS Security document [17] is 
the Authorization Authority (AA). Its role is to issue authorization tickets to the ITS stations 
that require specific permissions within the managed enrolment domain and the 
authorization context. 
A station requests a ticket from the AA by demonstrating the ownership of its enrolment 
credentials; nonetheless the AA may be prevented from determining the long-term 
credentials of the applying ITS station. It is possible for a single authority to assume the role 
of both AA and LTCA [12].  
 
Problem at hand 
A large-scale deployment of VC systems is expected, with numerous LTCAs, PCAs, RAs, and 
AAs. This deployment can be pretty diverse; these entities could be instantiated by state 
authorities, local governments, counties, cantons, metropolitan areas, cities, constituting a 
forest of hierarchies. At the same time, car manufacturers or any other private party (e.g., 
the same way that certification authorities are run in the traditional wire-line Internet) 
could instantiate them too. For simplicity, let us term the ensemble of a subset of such 
entities and the registered with them vehicles as a VC system domain. 
At the same time, scores of new services are expected, along with increased connectivity of 
the vehicle to the (rest of) the Internet. The diversity of these services will be much higher 
than that of the VC system security entities: potentially anyone could offer any service to 
an Internet enabled vehicle, equipped with multiple radios. Of course, the main stake-
holders (car manufacturers, transportation authorities, cities, telecommunication 
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providers) are expected to provide a plethora of VC-specific services. Similar services could 
be addressed to users within a specific or some domains; each vehicle could access any set 
of services; Service Providers (SPs) active in different domains could have service 
agreements for their users. The question arises naturally: In this VC landscape, how can a 
vehicle access efficiently and effectively any service it is entitled to, within any domain? 
A straight-forward answer can be that each SP authenticates each vehicle and grants 
access. This would incur high complexity for the SPs, while identity and credential 
management facilities are already planned for VCs. It would then be natural to leverage 
these facilities: a vehicle could be authenticated and granted access based on its long-term 
keys and credentials. Nonetheless, this would imply loss of privacy, as all accesses would be 
linkable. The alternative would be to use short-term keys and credentials. This would be 
accountable yet only allow coarse-grained access control: for example, any pseudonym 
from a PCA provides access to a said service. But this would go against the provision of 
differentiated services to users. What we are after: (i) fine-grained access control, (ii) 
privacy-preserving and (iii) accountable service access, (iv) flexible, interoperable, scalable 
multi-domain operation, (v) reuse of existing VPKIs and the achieved protection, and (vi) 
standard compliance. Moreover, we want a solution that does not add complexity on the 
SPs, to facilitate deployment of the foreseen multiplicity of services.  

6.2 VeSPA: A Kerberized VPKI 

To address the requirements outlined above and move towards a multi-service 
architecture for secure VC, we make the following basic design choices. We de-couple the 
system entity responsible for access control decisions, the Policy Decision Point (PDP), from 
the Policy Enforcement Point (PEP) [18], the entity that enforces policy decisions. In the 
context of a VPKI, the PDP is the LTCA and the PEP is PCA [17]. Then, we use the long-
known concept of a ticket as an enabler of access, inspired by the Kerberos protocol [19]. 
We extend Vehicular Security and Privacy-preserving Architecture (VeSPA), a VPKI 
architecture that uses tickets for Authentication Authorization and Access Control (AAA) 
and combines the VC standards [7] and current prototypes [1], in a unified design. 
Extending the discussions in [20, 21], we present how VeSPA can treat multiple services 
and support them across different domains. VeSPA handles vehicles as clients who hold 
authorization ticket, in a similar manner to Kerberos. VeSPA achieves (i) Authentication of 
each vehicle to the infrastructure, (ii) Authorization of the vehicle to access the offered 
services, and (iii) Accountability of the vehicle for the accessed services, using the tickets 
and the long term credentials of the vehicles. For the description of the protocols that 
follow, we assume that all communications are done over a secure TLS channel. 
 
A. Obtaining Tickets 
To access a service, vehicles have to obtain a valid ticket first. The vehicle establishes a 
secure communication channel with the LTCA, which acts as the authentication and 
authorization point of the VPKI and therefore the issuer of the tickets. Vehicles are 
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authenticated using their long-term certificates in order to provide accountability for the 
services.  
Each ticket request includes the list of services the vehicle wishes to access. The LTCA is 
responsible to verify the ticket request, by checking whether the vehicle should be given 
access to all of the services included in the request. Reasons to reject a ticket request 
include unpaid subscriptions to services, an invalid vehicle digital signature, or an already 
issued ticket for a requested service. 
Tickets are digitally signed by the LTCA. The life-time of a ticket is defined by the LTCA and 
is specified in the ticket itself. The ticket format is: 

 
where te is the ticket’s expiration time and Si is a generic service identifier. By ensuring that 
it does not exceed the subscription expiration time for any of the Si in tkt, the LTCA can 
guarantee that service subscription periods are not violated. A ticket request can be made 
for each of the services that the vehicle subscribes to, or alternatively for a set of those, 
depending on the level of anonymity that is preferred. A separate ticket per service can 
provide enhanced anonymity for the vehicle, since it is harder for the LTCA to link 
particular vehicles to specific sets of services. We show that our system is efficient as it can 
facilitate both options with a low cost. Protocol 1 allows the vehicle to obtain tickets from 
the LTCA: 

 
 

B. Accessing the Service 
Having obtained the ticket, the vehicle holds a (reusable) proof of access rights to a list of 
services in the ticket (signed by the LTCA). For example, consider a vehicle requesting 
access to an LBS server. The ticket request contains the identity of the LBS service (Steps 1a 
and 1b). The LTCA verifies the requesting vehicle does not already hold a valid ticket for the 
specific LBS, to avoid Sybil attacks against service providers. If vehicles obtained and hold 
still tickets from earlier executions of protocol 1, they can directly get authorized to the LBS 
and skip the ticket obtaining phase. Eventually, the ticket will be presented to the LBS 
provider by the vehicle, both as a proof of a successful authentication and authorization to 
the infrastructure. The LBS server checks the validity of the ticket by verifying the LTCA’s 
signature, the ticket’s lifetime, and if the LBS service is listed in the ticket. The overview of 
an access request to a vehicular service is given in Figure 33. Communication with the 
service provider is done over a TLS tunnel, using one-way, and server to vehicle 
authentication. 
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Figure 33: VeSPA: Granting access to a service 

 
 
C. Multi-Domain Architecture 
A VPKI is expected to cover an extended geographical area, for example a country and thus, 
a LTCA should support thousands of registered vehicles. VC within a single VPKI constitutes 
a domain. However, vehicles cannot be geographically restricted and application should be 
supported across multiple domains. Figure 34 shows the case of different VPKI domains in 
three countries that offer multiple services within their administrative domain. A French 
car, registered to a French VPKI, may travel to the German domain but still request access 
to a set of services, which are offered on a global scale. As an example, consider the case of 
a subscription to a global LBS service that delivers real-time data to the vehicles. Even if the 
same service is offered across multiple domains, it might be subject to different conditions 
in the different domains, e.g., an increased commission for services outside its native 
domain or different policies altogether. 
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Figure 34: Multi-Domain & Multi-Service Architecture 

 
VeSPA can support vehicular applications across multiple domains using the tickets as 
authentication proofs between federations of VPKIs, using the presented multi-domain 
protocol. In a nutshell, old tickets obtained from a native VPKI domain can be exchanged 
for new tickets from a foreign VPKI domain, in a similar approach as in multiple realm 
Kerberos. For example, the French car should first obtain a valid ticket from its own 
domain, if it doesn’t already have a valid one, as shown below in protocol 2. The German 
domain can then verify the validity of the ticket, if the requested service is offered in its 
own domain, and eventually apply its own policies about the requested service in the ticket 
(Step 2c). Finally, the new ticket issued by the German domain and sent back to the car, 
which can now continue accessing the service while in the foreign domain. This way, VeSPA 
can support vehicular applications with multi-domain AAA, while supporting domain-
specific policies for each service (by including those in the ticket).  
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One can further consider a service-oriented security architecture [23], and further 
strengthening the infrastructure and investigate the VPKI practicality and its scalability [24]. 
Moreover, a critical survey on several open challenges and questions which remained 
unanswered, but need conclusive answers before the real deployment of identity and 
credential management in VC systems, can be found in [27].  
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7 Electronic Data Interchange as Multi-Provider-
Federation 

 
The demonstrator in this section is actually an ongoing real use case in Vienna with 
involvement of Cryptas that is useful for demonstrating the aspect on multi provider 
federations. 
 
Business Processes in the supply chain of suppliers and customers (B2B) are becoming 
more complex and especially time critical. As a consequence large organizations require 
their supply chain ecosystem to not just provide product and pricing information electronic 
in semantic formats to be directly imported into the ERP systems but also to accept 
electronic orders and send real time information on the delivery status including delivery 
notes and invoices back into the leading ERP system. Large organizations can save 
extensive costs and increase service and data quality by this mean.  
Today there are closed communities established depending on the vertical and 
geographical location. Large retail providers partner with an EDI platform provider and 
require their suppliers to cooperate. Several EDI providers established in different markets 
providing different interfaces for the ERP systems and having internal identities (closed 
systems). Large suppliers dealing with their main customers have both benefits by 
establishing this electronic data interchange.  
 

 
 

Figure 35: Typical EDI System 

 
 
There are some issues with these optimization tendencies: 

 For the big number of SME, that do not have the systems, resources and volumes it 

can create an entrance barrier to customers/markets.  
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 The current architecture of closed provider centric systems is not scalable. Suppliers 

dealing with many customers need to be managing several interfaces from several 

providers. 

The challenge is quite similar with other use cases but is today already quite advanced with 
a high level of business dependency. Due to that it was chosen to be a use case to provide: 

 Separation of Identity- and Attribute Providers 

 Establishing the Role “Service Broker” 

 Testing inter-federation communication 

In today’s situation the number of contracts and interfaces that a supplier need to maintain 
is dramatically increasing by the number of customers using different EDI Providers. By 
establishing a Service Broker as kind of proxy that can work with several EDI providers 
using several Identity Providers the complexity can be reduced.  
 
By the means of the Identity Ecosystem a roaming that we are used to have in the telecom 
field will be enabled. That means that a supplier 1 working with EDI provider A can also do 
roaming to EDI provider B to work with Automotive N. The arising questions regarding data 
transmission and legal impacts are covered by the federation. 
 
A supplier creates a company identity by involving an Identity Provider who works with 
local registers to provide the EDI ecosystem with the necessary information. Depending on 
used systems / volume it can establish a direct ERP-service level interface to the EDI broker 
or use a simple web frontend to manually maintain the required process.  
 

 
Figure 36: EDI in Identity Federation ecosystem 
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In a first stage only the web interface use case is covered which allows also SME to connect 
to the EDI interface without local requirements and which is better for interoperability 
checks cross federation and when involving several IdPs.  
For the service level interface a concept was established to map digital certificates 
provided by the IdP on authorized identities. This will be implemented in a second phase.  
The following test cases can be provided through this use case: 

 Creating an Identity Ecosystem based on a federation rulebook with good legal and 
technical base 

 Clear separation of duties with having business models in every role 

 Connecting with different IdPs in the same Federation 

 Connecting with suppliers in foreign domains having IdPs in different federations 
(interfederation use case) 

 Using strong authentication in a strict user centric model 

 Provide the user the visibility and ability to manage its own attributes that were 
passed to services 
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8 Privacy enhanced FIM  
In typical Identity Federation Models a strong binding between Identity Providers and 
Service Providers are existing. This leads to limited scalability and often violates Privacy by 
Design principles. Other models have an additional layer (e.g. hub) with additional 
functionalities for separating the entities but with the ability for data aggregation. 
For achieving the trust paradigm shift architectural and functional requirements, which 
defined in WP 3, must be fulfilled. Some of these requirements are: 
 

 Mitigate the observability threat. No federation entity shall be able to aggregate 
data about the usage of multiple services by users (principals), therefore being 
unable to deduct personal interests or behaviour. 

 Mitigate the linkability threat. Aggregation of PII used for different purposes or in 
different contexts is undesirable. That being so, two service providers processing 
data of a principal shall not be able to link that data without explicit user consent or 
the help of a designated opener. 

 Prevent the unauthorized aggregation of attributes. No federation entity shall be 
able to collect attributes beyond the specified purpose of a service and deduct 
personal information and behaviour. (Authorized aggregation of attributes within 
the limits of the purpose is allowed). 

 Prevention of unauthorized attribute polling. A mechanism to prevent 
unauthorized discovery of attributes shall be provided. 

 Prevention of replay and reuse attacks. An identity provider must limit each 
assertion to used only once at a specific service provider. 

 No supreme instance. Actors managing trust roots must not have access to either 
attributes or transaction data. 

 Consent handling. The flow of releasing attributes should regard the processing of 
user consent, where explicit consent is appropriate. 

 Maximize compatibility with existing single-sign-on profiles to the extent that other 
requirements are not compromised: 

o Feasible implementation effort. The model shall make use of existing 
profiles and implementations as far as reasonable. 

o Feasible deployment effort. It shall be possible to use existing SAML service 
provider implementations within current configuration limits. For identity 
providers, that is desirable as well. 

 Minimize the release of attributes. The identity provider, in its role as data 
controller of a principal’s identity information, must be assured that only those 
attributes deemed necessary for the purpose of the service are released to the 
relying party 

 
To achieve these requirements a demonstrator was created implementing the Privacy 
enhanced Architecture (Pe-FIM).  
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It is based on a 3-tier architecture that is an extended hub-and-spoke model with privacy 
by design principles applied to it. The hub is called the service broker (SB) in this model. 
Within the architecture the IdP has a direct trust relationship with the SB and the SB with 
Service Providers. All entities trust a Certificate Authority which can for example be 
operated by a Federation Operator. The SB is acting as a separator and proxy for the 
entities with additional functionalities like consent handling and enabling secure messaging 
for enabling additional business prospects. 
 
 
 

 
Figure 37: Pe-FIM Model 

The following overview describes the interfaces that deviate from standard SAML WebSSO 

profiles, corresponding to the numbered references in Error! Reference source not found.. 

1. The CA provides an interface for pseudonymous short-term certificates. An SP may 

obtain encryption certificates that assert that the SP is a federation member in 

good standing. Certificate serial numbers must be well randomized to diffuse any 

relationships to SPs that obtain certificates in blocks. CSRs may be authenticated 

using either a secure channel or signed messages. 

2. An SP must implement the complementary interface to (1). Each authentication 

request must use a unique encryption key certified by the CA. For efficiency, signing 

multiple CSRs in batch-mode using CMS-signatures is recommended.  
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3. The metadata feed describes entities according to SAML2MetaIOP [2] with an SP-

side view. That is, that IdPs are represented by proxies in the SB. <EntityDescriptor> 

elements must not include encryption keys in the <SPSSODescriptor> element, 

because these keys are for one-time use only and therefore submitted in the 

authentication request.  

4. An SP needs  

a. to send an <AuthnRequest> with a new one-time certificate in the 

<Extension> element, as specified in Error! Reference source not found. and  

b. understand the <Response>  

5. SB/IdP Proxy. The SB proxies <AuthnRequest> and <Response> elements as follows: 

 

 IdP SB SP 

AuthnRequest  Rewrite 

AuthnRequest, 

filtering SP-identifying 

attributes 

(destination, audience 

and issuer) 

Issue 

AuthnRequest to 

IdP proxy. 

Response Target Proxy-SP. 

Provide TID1 in 

NameID. Encrypt 

attribute assertion. 

Rewrite Response. 

Create TID2 from TID1. 

Decrypt attributes. 

Response 

(optional) 

Aggregate 

encrypted 

attributes 

assertions 

Pass thru  Decrypt attributes. 

Delete encryption 

key. 

 

6. An IdP or AP using and validating the SP’s encryption key contained in 

<pefim:SPCertEnc> MUST search the certificate using the public key and MUST NOT 

use the subject name or serial number. The encryption key MUST be verified using 

X.509 path validation. 

7. Like SP-side metadata, but for IdP-side. 

8. The SB implements a pseudonymous consent service. It allows users to grant, 

review and revoke consent. It may only operate on attribute names, not values to 

protect pseudonymity. Consent data is stored using TID2 and SP-entityID as keys. 
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9. SB/Message Broker: MTA rewriting (a) TLD2 to TLD1 addresses or (b) TLD2(SP1) to 

TLD2(SP2) addresses and in the reverse direction. 

10. IdP/Message Broker: MTA rewriting (a) TLD1 to email addresses and in the reverse 

direction. 

 
Within this model different methods for secure user authentication can be applied. In the 
demonstrator the CAVE technology was integrated (see below). 
This model is also used as part of the EDI use case. 
 

8.1 Integration 

One of the key enabler for technology components is the availability for standard products 
that are already widely deployed in the market. As PeFIM is an Open Source component is 
was decided to develop the integration into Shibboleth and also OpenAM as this at least 
free to use for non-commercial use. 

8.1.1 PeFIM base components 

The PeFIM base components are not depending on a specific integration. They are 
consisting of the central broker service, the PeFIM proxy, and the CA components providing 
short term certificates and keys to enable the privacy model. 

8.1.1.1 PeFIM Proxy 
The PeFIM Proxy sits between the SP and the IDP to allow separation and anonymization of 
the connecting parties (SP and IDP). It is installed as a docker project and can be 
downloaded from https://github.com/its-dirg/pefim-proxy_docker. It has to be configured 
with the metadata from the SP and the IDP. 

8.1.1.2 CA Implementation 
The CA has been implemented with OpenSSL. The issuance of short term certificated works 
this way: 
 
1. The stc script on the SP opens a SSH connection with certificate authentication to the CA 
and sends a package of certificate requests. 
2. The user used to connect to the CA is configured in such a way that every SSH 
connection triggers a special script, that takes the package of certificate requests, signs 
them and returns the signed certificates immediately in a new package. 
3. The stc script receives the package of signed certificates 
 

8.1.2 PeFIM Implementation for Shibboleth 

Shibboleth uses two different methods for the implementation of the IDP and the SP. The 
IDP is implemented with web server technology in java, so there is a java module provided 

https://github.com/its-dirg/pefim-proxy_docker


 

  

ATTPS Achieving  
The  

Trust  
Paradigm 

Shift 

63 

 

for the PeFIM functionality. The SP in Shibboleth is a daemon for which 2 modules were 
developed. 

 
Figure 38: PeFIM Shibboleth 

8.1.2.1 Shibboleth-SP 
The PEFIM implementation is contained in two separate modules „pefim.so” and “pefim-
lite.so”.  These libraries provide an alternative implementation of the SAML2 protocol 
taking the PeFIM-Extensions to SAML2 into account. In the Shibboleth configuration these 
libraries have to be loaded and the SSO-Configuration for SAML2 has to be replaced with 
PEFIM. 
<SPConfig …> 

  <OutOfProcess> 

    <Extensions> 

      <Library> path=”/usr/local/lib/shibboleth/pefim.so” fatal=”true”/> 

    </Extensions> 

  </OutOfProcess> 

  <InProcess> 

    <Extensions> 

      <Library path=”/usr/local/lib/shibboleth/pefim-lite.so” fatal=”true”/> 

    </Extensions> 

  </InProcess> 

  <ApplicationDefaults …> 

    <Sessions …> 

      <SSO …>PEFIM SAML1</SSO> 

      … 

    </Sessions> 

    … 

  </ApplicationDefaults> 

  … 

</SPConfig> 

 

On the SP a CRON job has to be installed, that fetches short-term-certificates from the CA, 
which will be sent to the IDP for attribute encryption. Copy the script stc (short-term-
certificates) to the folder /opt/stc/ and create a new entry in /etc/crontab: 
* * * * * root cd /opt/stc && ./stc 

 

PeFIM SP 

PeFIM CA 

PeFIM Proxy 
Shibboleth SP 

    + PEFIM Ext. 

STC Script 

STC Cache 

PeFIM IDP 

Shibboleth IDP 

    + PEFIM Ext. 
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This way the script runs every minute and checks if there are still enough certificates 
available and if not sends a bunch of certificate requests to the CA server and receives the 
signed certificates to fill up the cache. The certificates will be stored in the folder 
/opt/stc/p12 from where the Shibboleth PEFIM extension gets them. 

8.1.2.2 Shibboleth-IDP 
The PEFIM implementation is contained in the separate module “pefim-shib-idp-
extension.jar”. This file has to be copied to the folder “/opt/shibboleth-idp/webapp/WEB-
INF/lib/”. Afterwards the Shibboleth WAR-file has to be updated with the command 
/opt/shibboleth-idp/build.sh 
The extension library provides a single Java class that encrypts the user attributes in the 
SAML response with the certificate received in the SAML request. To configure Shibboleth 
to use this class the file /opt/shibboleth-idp/system/flows/saml/saml2/sso-abstract-
beans.xml has to be changed: 
<bean id=”AddGeneratedKeyToAssertions” …/> 

<bean id=”PefimEncryptAssertions” class=”com.cryptas.pefim.PefimEncryptAssertions” 

scope=”prototype” /> 

<bean id=”UpdateSessionWithSPSession” …/>  

8.1.3 PeFIM Implementation for OpenAM 

OpenAM uses the same “core” for IDP and SP and during the installation it is to decide for 
what it should be used.  
For the implementation an adapter for SP and an adapter for IDP were developed. 
 

 
Figure 39: PeFIM for OpenAM 
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8.1.3.1 Requirements 
The PEFIM implementation has the following requirements: 

 Java 7 

 OpenAM 12.0.0 

8.1.3.2 OpenAM-SP 
The PEFIM implementation is provided as the library “pefim-openam-sp-adapter.jar”. It 
contains an extension of the class “SAML2ServiceProviderAdapter” which attaches an 
encryption certificate to outgoing SAML2 requests and decrypts the attributes of incoming 
responses with the associated private key. This library must be copied to the WEB-INF/lib 
folder of the OpenAM installation. The OpenAM SP has to be configured with this class: 

1. Open the OpenAM console 

2. Go to  

On the SP a CRON job has to be installed, that fetches short-term-certificates from the CA, 
which will be sent to the IDP for attribute encryption. Copy the script stc (short-term-
certificates) to the folder /opt/stc/ and create a new entry in /etc/crontab: 
* * * * * root cd /opt/stc && ./stc 

This way the script runs every minute and checks if there are still enough certificates 
available and if not sends a bunch of certificate requests to the CA server and receives the 
signed certificates to fill up the cache. The certificates will be stored in the folder 
/opt/stc/p12 from where the OpenAM PEFIM extension gets them. 

8.1.3.3 OpenAM-IDP 
The PEFIM implementation is provided as the library “pefim-openam-idp-adapter.jar”. It 
contains an extension of the class “SAML2IdentityProviderAdapter” which handles the 
extraction of the short-term certificate from the SAML2 request and encrypts the 
attributes in the response with it. This library must be copied to the WEB-INF/lib folder of 
the OpenAM installation. The OpenAM IDP has to be configured with this class: 

1. Open the OpenAM console 

2. Go to Federation > Entity Providers > %Provider Name% 

3. Go to the tab “Advanced” 

4. In the settings group “Adapter” change the setting “Adapter” to 

“com.cryptas.pefim.openam.SpAdapter”. 
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9 Clientless Authentication and Virtual Environment 
CAVE 

 
When increasing the security level, one mechanism is the implementation for strong 
authentication, as attacks on passwords is the most common way for identity theft. 
Especially in federated identity systems many different operating systems, browser, apps 
and devices are used simultaneously. Also different tokens like smartcards from different 
vendors and issuers will be used to perform strong authentication. 
In such heterogeneous environments an operation of such solutions is very costly as all 
these systems with applications and drivers must be supported. 
 
 

 
Figure 40: TCO 

 
As showed in the TCO figure the hardware and deployment may not be inconsiderably 
costs, but can be very good calculated. This is unlike the costs for support as client systems 
and applications are changing often, never are the same and also interfere with other 
solution (firewalls,..). 
To avoid these issues the idea is to remove the complexity from the client and implement it 
centrally on the server side to get the following advantages: 

 No extra support for different client platforms 

 No influence of different middleware in multi card environments 

 No dependency of client configurations (applications, firewalls, antivirus ..) 

 No client side updates, enhancements are immediately for all available  
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Figure 41: CAVE System 

The CAVE System has a server based middleware which has implemented the drivers for 
different tokens and profiles. There are the necessary commands created and transferred 
via standard web technology to the client. On the client side these commands have only to 
be transmitted to the token which is done by base libraries available on nearly every 
operating system. 
One of the key advantages is that the place where the commands are generated is moved 
to an environment which can be well protected. By using mechanism like secure messaging 
a direct secure channel can be established from this environment direct to the token. 
Additional mechanisms in kind of virtual tokes can be used in combination with other 
authentication methods in the case the tokens are not available. 
On the backend multiple systems can be interfaced like FIM, MDM, Business Applications 
(OWA),.. 
 
The CAVE technology is also integrated in the Pe-FIM model and so within the EDI use case. 
 

9.1 CAVE for mobile devices 

The CAVE technology was originally developed for the usage with web browsers. These are 
also available on mobile devices, but often an integration into an app is the preferred way. 
Within this demonstrator a CAVE API was created for this purpose. 
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The API and library are also used in the BOYD demonstrator to bind the application rewrite 
to a trusted hardware anchor. 
Also a demonstrator application was created to show the usage of token based 
authentication via NFC. 
 

                            
 
 
 

                
 
 
 

 

9.2 Integration 

CAVE is a server based solution, reducing the complexity on the client environment, but for 
the integration of the portal different approaches can be used. 

When holding the card 
to the phone the app 
starts 

An application can be 
configured 

After entering the pin 

The application is 
authenticated using the 
token credentials 

Offline generator for 
alternative authentication 
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A customizable site is provided by CAVE that loads the modules and offers fields for 
credential input, needed for the token. Additional an Authentication Server manages the 
authentication requests. 
 
An integration can be done by a native application integration when the customisations of 
the portal can be done or as a middle tier in combination with standard authentication 
protocols. 
 
For the direct integration the portal has to integrate the web page for authentication. 
Returned is a tokenized one-time credential that was created by CAVE. This has to be 
related to a user that can be matched using information of the certificate. The one-time 
credential can be verified by accessing the CAVE authentication server. 
 
 

 
Figure 42: CAVE direct application integration 

 
If the portal shall not be changed, an integration with the middle tier approach can be 
done. This implies that the portal can be authenticated using standard authentication 
protocols like RADIUS or KERBEROS. One possible scenario is shown below, by using a web 
gate way using form based authentication with the CAVE webpage. This hands the one-
time credentials over. The web gateway accesses a RADIUS server that verifies the 
credentials. In this case a NPS server is used that has a custom NPS Agent plugin that 
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accesses the CAVE authentication server if the credentials are valid. If so, a Kerberos ticket 
is created and used for authentication of the web portal (that can be e.g. an IIS portal using 
the integrated authentication). 
  

 
Figure 43: CAVE integration as middle tier 

 

9.2.1 CAVE API 

On the client the usage of the server provided operations and the access to the tokens is 
managed by the applet or the webstart client (see CAVE Webstart). For direct client side 
application integration or mobile applications an API is provided that also partially needs to 
be implemented, especially when it comes to token access. 
 
For providing access to the client side token the application has to implement an interface 
the is similar to the PC/SC interface [1]. Listed are some of the main functions of the 
PcscReader interface: 

- getName 
- getProtocol 
- connect 
- beginTransaction 
- endTransaction 
- transmit 
- control 

 
The CaveReader API can then be used on the client to perform operations on the token. 
This interface is similar to the PKCS#11 interface [2]. These commands are generated by 
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the server based middleware and transferred using the PcscReader interface (e.g. transmit 
command). Some of functions contained in the interface: 

- getTokenInfo 
- getMechanismList 
- login 
- sign 
- verify 
- encrypt 
- decrypt 
- authenticate 

9.2.2 CAVE Webstart 

Though the CAVE platform implements all the complexity on the server side, on the client 
side still an access to hardware is needed for token based operations. One supported 
solution to access hardware is to use a Java applet within the browser. Currently most 
browser vendors restrict the Java access due to security concerns and Chrome browser 
even stopped supporting Java. 
There are some initiatives to support token based access within the browser like the FIDO 
Alliance which is currently implemented by the Chrome Browser but this solution is more a 
complete ecosystem with external authentication servers and only supports the FIDO 
tokens. There are often environments with the following characteristics:  
 

 tokens are already distributed 

 specific type of tokens have to be used 

 need of certified tokens (EAL) 

 need to uses qualified signatures 

 server components like authentication server, etc. need to be in a well-protected 
environment at the customer 

 users are already registered 
 
A proper solution for supporting devices would be to integrate into the browser standard. 
The W3C CryptoAPI defines cryptographic operations also for devices but is lacking in 
detail. The best solution would be to support a PCSC interface. As long as these approaches 
are still in specification phase, a possible solution is to use a webstart application to 
circumvent the missing browser support. 
With the introduction of the webstart approach the CAVE platform has to be adapted to 
handle some restrictions. There is no direct communication possible between the browser 
and the webstart applications. Some vendors circumvent that by creating a local server 
instance but this will cause problems e.g. by client firewalls. 
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Figure 44: CAVE Webstart 

In the CAVE solution a reference ID is handed over to the webstart application during 
calling and on the server side these sessions are identified and can be assigned. The 
hardware readers are accessed by the webstart application and made available to the CAVE 
server which shows them to the web session within the browser to select the operations. 
 

9.3 References 

[1] PCSC API - www.pcscworkgroup.com/ 
[2] PKCS#11 cryptographic token interface standard - http://www.emc.com/emc-
plus/rsa-labs/standards-initiatives/pkcs-11-cryptographic-token-interface-standard.htm 
[3] FIDO Alliance - https://fidoalliance.org/ 
[4] W3C CryptoAPI - http://www.w3.org/TR/WebCryptoAPI/ 
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10 Alternative user interfaces to communicate Android 
permission risks by the help of statistical information 

 
The Android platform is an operating system for mobile devices with fast growing 
popularity and a huge market for applications (apps). Currently more than 1.6 million apps 
are available in the official Android market, the Google Play Store [1]. Android is open for 
third-party app providers and equipped with a permission-based security system to control 
app access to privacy- and security relevant resources. The permission-based system 
requires the user to evaluate if the required permissions are necessary.  
 
However, a large percentage of users have problems with understanding permissions and 
many users do not pay attention to them [2]. Moreover, the permissions are shown to the 
user at an unfavourable point in time, i.e. when the decision to download an app has 
already been made [3].  This means, that the user cannot include the number of 
permissions an app requires into the decision making process without spending additional 
effort. 
 
Webroot reports in their mobile threat report that 42% of Android applications that were 
analysed between 2011 and 2013 were either “malicious, unwanted or suspicious” [4].  
Also, other work showed that there are apps which over-request permissions, i.e. ask for 
more permissions than would be necessary to ensure functionality [5], [6]. It is difficult to 
determine for the user whether this is done because the app is indeed malicious or 
whether it was just programmed by an unexperienced programmer [5].   
 
The presented user interface (UI) demonstrator uses an approach based on statistical data 
about the number of app permissions compared to other apps with similar functionality. 
The demonstrator thus helps users to easier interpret permission requests, to raise 
awareness of the permission issue, and to include the number of permissions in the 
decision-making process. 

10.1 Statistical Information about app permissions 

The demonstrator is a UI-demonstrator; therefore, the statistical information which is used 
in the user interface was extracted manually. It is subject to future work to develop 
mechanisms for extracting statistical information about apps with similar functionality 
automatically.  
 
Statistical information on the number of permissions (minimum, maximum, mean, median, 
1st and 3rd quartile) for three types of apps (functionalities): weather forecasts (weather), 
torches (torch), and memory games (memory) was collected manually. The reason for this 
selection was the high number of apps providing these functionalities which helps to 
provide a rich statistic. So far in the demonstrator, only the number of permissions has 
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been taken into account but in future studies also the permission type should be 
considered. 
 
The detailed procedure of how the statistics were collected can be found in [7]. 

10.1.1 Standard UI 

We tested three different user interfaces in a user study. “Standard UI” is of similar design 
as the Google Play Store at the time of the experiment, and it was our control condition (cf. 
Error! Reference source not found.). The permissions are shown to the user as soon as the i
nstall button is pushed. 
 

  

Figure 45: Standard UI (left). Permission dialog (right). 

 

10.1.2 Text UI 

The “Text UI” provides the user with the same information as the “Standard UI” plus 
descriptive statistics of apps with similar functionality in textual form and the list of 
permissions of the selected app. After pushing the “install” button, users see again the 
pop-up window with the permissions which they need to accept in order to install the app, 
as in the “Standard UI”.  
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Figure 46 Original “Text UI” (left). Translation (right). 

10.1.3 Graphic UI 

The “Graphic UI” provides the same information as the “Text UI” plus a graphical 
presentation of the statistics in form of a risk ladder. After pushing the “install” button, 
users see again the pop-up window with the permissions which they need to accept in 
order to install the app, as in the “Standard UI” and the “Text UI”.  
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Figure 47 Original “Graphic UI” (left). Translation (right). 

10.2 User study 

We conducted a lab experiment to test the user interfaces in which we required 
participants to bring their own smartphone in order to create a more realistic setting. We 
chose a within-subjects design to increase the power of the statistical tests. The 
experiment consisted of three parts so each user had to make three decisions. In each part 
we showed one of the UIs and presented them with two different apps of the same 
functionality, one app with a high number of permissions and the other one with a lower 
number of permissions. After both apps were presented, we asked the participants to 
decide for one app and to install it on their phone. 
 
The detailed procedure of the user study is provided in [7]. 

10.2.1 Participants 

48 Android users participated in the study. The sample was 50% female. Participants were 
between 18 and 60 years old with an average of 31.68 years (SD = 11.70). All kind of 
occupation groups were covered. 16 (33.3%) of our participants had less than a high school 
degree,  19 (39.6 %) had a high school degree and 13 (27.1%) had a university degree. All 
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participants were Android users and used phones with Android versions 2.1, 2.2, 2.3, 4.0, 
4.1 and 4.2. 

10.3  User study results 

The experiment showed that for the “Graphic UI” significant fewer participants installed 
the app with the high number of permissions compared to the “Standard UI”. Also the 
decision factor “permissions requested by the app” was significant more important for the 
decisions made when the “Text UI” and the “Graphic UI” were presented compared to the 
“Standard UI”. Whereas in the “Standard UI” the perceived privacy and trust did not differ 
significantly between the high- and the low-permission app, in the “Text UI” and in the 
“Standard UI” the low-permission app had a significantly higher perceived privacy and trust 
as the high-permission app. 
 
Detailed results are reported in [7]. 

10.3.1 Conclusion 

We introduced an approach to provide users with additional information in form of 
statistical data about the number of app permissions in comparison to other apps with 
similar functionality. The results of the user study showed that with alternative user 
interfaces which provide statistical information users tended to choose more often apps 
with a lower number of permissions; that they perceived low-permission apps as less 
privacy-intrusive and more trustworthy; and that they actively started to include the 
number of permissions in the decision-making process. 
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11 Impact 
 
In this section the impact of the demonstrators is described. The demonstrators described 
in the previous chapters have different characteristics and came from different initial 
situations: 

 Academic research 

 Related to other (EU) projects 

 Product idea or in early stage (development) 

 Already deployed products 

 New solutions developed for this project 
 
During the project the demonstrators were improved by the following achievements: 

 Get ready to market 

 Interfaces and libraries to ease integration 

 Combine solutions and technologies 

 Fulfill requirements based on project findings 

 Extend and improve demonstrators 
 

11.1 Mobile Device Security 

The solution developed at NEC Laboratories Europe regarding Mobile Device Security has 
reached a high impact, as it has been shown in numerous events, fairs and exhibitions, 
both internal at NEC, and external (such as TDL events). Within NEC, it captured the 
attention of different Business Units. 
 

11.2 M Commerce using mobile identities 

This solution aims at demonstrating using a government issued identity by a private 
enterprise. The key achievement is that we were able to develop a technical solution which 
is based on a real use case within the guidelines of Generic Architecture principles.  This 
demonstrator can be used as a reference while rolling out complex identity projects within 
Europe. 
 

11.3  MujCard (Gemalto) 

Until very recently, mobile devices such as smartphones were used for a wide range of 
applications with little or no security constraints beyond network security and billing 
services.  Multimedia DRM was one of the very first driver for mobile security and the 
Mobile Operators issued SIM cards were the only Secure Element platform available for 
most applications were security was at stake.   The SIM card main role is to manage 
network access and network services such as roaming. It also offers a secure platform for 
third party applets thanks to Java technology and the microprocessor computation power.   
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During the second year of ATTPS, a prototype of an external secure element (smart card) 
capable to connect wirelessly to a smartphone opened a new possible deployment path for 
secure mobile services.  The Mujcard demonstrator used the NFC bearer, but the concept 
can be extended to any other communication bearer.   The first use case foreseen was 
BYOD services were the enterprise IT issues the secure element container with its portfolio 
of services, leaving the user bring his/her own device with no need to install any sensitive 
software of that device.  In 2015, several real business use cases emerged and turn the 
concept of the external container into a tangible new product opportunity with a clear go-
to-market path: 
 
Securing online purchases made with the use of a banking card: 
In 2015, the banking card market is determined to fight the dominant root cause for frauds 
which is not when cards are used at retail point-of-sales terminals, but more when 
consumers used their cards credentials in fill forms at checkout when making purchases 
online.   Those so called CNP (Card Non Present) transactions imply that the customer 
reveals his/her 16 digit PAN (Personal account number), the card expiration date and the 
CVV code usually printing in the back of the card.   That CVV is traditionally a 3 digit code 
and is used as a proof that the card is really within possession of the card holder.   A new 
technology called DCV (Dynamic Cove Verification) replaces the static CVV with a code 
changing on a regular basis – every hour or less- , removing all chances for fraudsters who 
may have intercepted PAN/Exp Date/CVV  to perform fraudulent transactions.   Unlike the 
static CVV that is printed in the back of most banking cards, the DCV, as it is changing on 
frequent basis, requires a new delivery mechanism.  Several solutions are made available 
to the Card Issuers by Smart Cards manufacturers:  One is a new banking card body 
technology with an embedded LCD display and battery to calculate then display the 
dynamic CVV on the card body itself.  This is a very innovative technology that is about the 
hit the market at the end of 2015 and early 2016.  A second method consists in embedding 
software into the bank mobile app to perform the DCV computation so the user will consult 
his/her mobile app whenever he/she needs to provide a DCV to a eMerchant for 
checkout.    A third method would be to replace to LCD display on the card by the display 
on the phone by simple computing the DCV number within the crypto processor of the 
card, then using the NFC bearer to communicate that DCV number to a phone app that 
would simply display it.   That use case is a real application of the Mujcard with 100% of the 
security managed in the smart card and the smartphone only used for display.  
 
That real business opportunity illustrates how a demonstrator applying ATTPS generic trust 
architecture guidance can quickly turn into a new business enabler with a use case that can 
generate real business and real return.  Far better than a demo, Mujcard is already a 
technology that all ICT stakeholders can integrate into their secure applications use 
case.  The Dynamic CVV example illustrates that point and we can anticipate many more 
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applications field for a Secure Container issued by Service Providers and a smartphone 
interaction with limited security threats on the phone side.  
 

11.4 Trustworthy Cloud (Philips) 

11.4.1 Policy (ABE) Based Data Protection 

Within the AU2EU FP7 project an ABE prototype was developed in order to solve the open 
problem regarding efficient access control enforcement for shared data using cloud 
services, when the latter are not fully trusted. Other advantages of ABE are that the data 
consumer does not need online authentication and/or authorization for accessing the 
patient’s data and that the data can be encrypted without knowing in advance who will 
perform decryption. 
 
The ABE prototype focuses on practical usability of attribute based encryption within the 
healthcare use cases where access to patient data needs to be protected. Within the 
AU2EU project the ABE technology was validated in the lab. The way ABE can be used has 
been demonstrated in two pilots on bio-security incident management and collaborative 
services in Australia and on eHealth and Ambient Assisted Living in Europe. 
  
The ABE prototype and the work related to it (e.g. translation of XACML access policies to 
ABE access policies, efficient attribute revocation) has been shared with the European 
Telecommunications Standards Institute (ETSI3). A paper based on this ABE work has been 
submitted for publication at the 10th International Conference for Internet Technology and 
Secured Transactions (ICITST-2015, http://www.icitst.org/) 

11.4.2 Enhancing Granularity 

We designed a system and architecture that in addition to specifying the traditional 
authorization parameters, uses data sensitivity of the data requestors as the parameters 
for policy enforcement. This demonstrator solves the problem of how to enhance the 
granularity level of the authorization to data based on its sensitivity status. 
 
With respect to adoptions in the healthcare information management systems, this 
demonstrator is in an exploratory state. It focuses on implementability while allowing 
efficient access control to the data. Furthermore this solution has been prototyped 
(experimental proof of concept) with the collaborative picture archiving and 
communication system (PACS) use case in mind, where different hospitals work together 
and need to share images. 

                                                      
3 http://www.etsi.org/about 

http://www.icitst.org/
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11.4.3 OAuth2Share 

The OAuth2Share demonstrator has been validated with the San Rafaelle hospital within 
the Trustworthy Clouds (TClouds4) FP7 project and within a presentation at a special 
interest group in the wake of Esorics 2013 at Royal Halloway College. 
 

11.5  Privacy enhancing credential management and authorization 
(KTH) 

Even though we have a PKI up and running, we do not have a ready-to-use component and 
close to market product for everyday users for the privacy enhancing identity and 
credential management demo. Of course one can use the provided APIs to communicate 
with the CA and obtain the required credentials as we have the interface for that. Due to 
time constraints and since we are mainly focusing on the research, we do not have a ready-
to-use component; in the future, we will create appropriate component and library, and 
possibly the binary file for the secure and privacy friendly Location-Based Service (LBS) 
component. 
 
The security and privacy achievement from the demo are: identity management, access 
control, trustworthy data processing, strong authentication, and privacy. By periodically 
switching from one pseudonym to another one, not a previously used one, the unlinkability 
of the messages, and thus the users' privacy, is provided. It is important to emphasize that 
we protect users’ privacy against entities, well-known as honest-but-curious: the entities 
which never deviate from system security policies and protocols, but they are tempted to 
infer user sensitive information, thus profiling users. Based on several experience from 
other mobile computing applications and LBSs, the infrastructure entities are not 
considered fully trustworthy. The ideas of the demonstrators evolve to a system design 
that enable peer-to-peer interaction in a secure manner while reducing the exposure of 
users to an LBS. 
 

11.6  EDI (Cryptas) 

The Electronic Data Interchange demonstrator is based on a productive environment. The 
use case was supported by Global Digital Post (GDP) who provided the platform for 
exchanging documents. During the project an IDP and SP solution was integrated, extended 
with the Pe-FIM model in combination with strong authentication. 
The introduction of the 3-tier model facilitates the EDI-broker for additional business 
processes. 
The solution is in evaluations stage at the customer. 
 

                                                      
4 http://www.tclouds-project.eu/ 
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11.7  Pe-FIM (Cryptas) 

Within the project different privacy requirements were defined in the General Trust 
Architecture. The Pe-FIM model with the central part the IDProxy was developed during 
the project. To bring this model to market an integration with Shibboleth and OpenAM was 
implemented, interfacing the IDProxy and the CA providing the underlying cryptographic 
keys and certificates.  
The Pe-FIM model was also part of the integration of the EDI use case. The IDProxy 
component is available as Open Source and also part of the GTAC. 
 

11.8  CAVE (Cryptas) 

CAVE is a platform that was partially existing and already deployed prior to the project. 
During the project the platform was extended and the support for additional client devices 
(e.g. mobile devices) implemented. The development of a ClientAPI enables the integration 
in different systems (like the BYOD scenario) and secure applications to provide the 
support of a trusted hardware anchor. 
Taking the ongoing changes of browsers into account a new methodology was introduced 
by supporting a webstart application.  
The platform is available for testing and interfacing at the GTAC. 
Coming from the market the platform is used in other demonstrators and was extended to 
bring new impulses to the market. 

11.9  AppChoice (TUB) 

The development of the AppChoice demonstrator and the consecutive evaluations in user 
studies led to a publication at the “Workshop on Socio-Technical Aspects in Security and 
Trust” (STAST) in 2014.  
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