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Executive Summary 

This deliverable is a report on the initial design of the RESCUE network architecture, which enables 

message transfer over lossy links. The contributions of this deliverable are the following: 

 The definition of basic assumptions and requirements imposed on message transfer by allowing 

the use of lossy links. 

 The analysis of basic network topologies in terms of cross-layer interactions. 

 A basic medium access method which illustrates the fundamental design principles of message 

transfer over lossy links. 

 A unified frame format as necessitated by the lossy link concept. 

 Two complementary medium access protocols (for centralized and distributed networks). 

 Two complementary routing protocols (based on link state and geographical routing). 

 Two complementary error control methods: for ensuring end-to-end reliability and efficient 

retransmissions.  

 A multirate algorithm for providing improved performance by adapting to channel conditions. 

 A complete node architecture including the basic interface specifications. 

 An analysis of the signalling requirements for the RESCUE network. 

The design presented in this deliverable will serve as a basis for the implementation and performance 

analysis of each component (to be reported in D3.2 and D3.3) as well as the implementation and 

validation of the integrated components to be performed in WP4. 
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1. Introduction 

The core idea behind the RESCUE project, which we refer to as using lossy links or the links on the fly 

(LOTF) concept, is related to scientific achievements in the area of physical layer decoding. However, the 

applicability of this concept to existing networks requires modification of the message transfer methods, 

i.e., protocols and functionalities provided by the data link and network layers. That is the goal of WP3 – 

to provide a message transfer architecture which allows the use of lossy links and the two characteristics 

which follow from this idea: 

1. Frames with errors are not discarded but should be processed (forwarded). 

2. Due to these errors, the information stored in typical headers (e.g., the IP destination address) 

cannot be trusted (the errors may have occurred there). 

We take these considerations into account and, in this first WP3 deliverable, present the initial design of a 

RESCUE network architecture which can leverage the gains from using lossy links in communication. 

During the design process it clearly became evident that the LOTF concept impacts all OSI layers and an 

integrated cross-layer design approach is required. However, to maintain compatibility with existing 

networks we limit the required revolutionary changes to the two lowest layers (physical and data link). At 

the network layer, we have opted to provide a modified routing protocol but otherwise maintain full IP 

compatibility. The transport and higher layers remain intact as they are out of the scope of the project. 

With these constraints in mind, we first design an initial version of the RESCUE message transfer 

architecture (described in Section 2). This initial design is limited to three basic communication scenarios, 

which we call toy scenarios, extracted from the proposed use cases in WP1. The simplification of the 

considered topology allowed us to understand the problems of message transfer over lossy links and 

define basic requirements. Furthermore, the analysis provides us with several solutions that constitute a 

fundamental basis for further design improvements, as described in the proceeding sections. Among the 

solutions described in Section 2 are: SimpleMAC – the most basic medium access method which allows 

communication over lossy links, a basic end-to-end acknowledgement scheme for ensuring reliability, 

and the frame format to be used in the RESCUE project. The scenario analysis in this section is done in a 

detailed but tutorial style to familiarize the reader with the intricacies of RESCUE message transfer. 

Having the basic requirements, functionality, cross-layer interactions, and frame format in place, we 

proceed in Section 3 to present the design of two MAC protocols: for centralized networks (with an 

access point or base station) and for distributed (ad hoc) networks. Each MAC protocol description 

focuses on explaining the methods for organizing medium access to ensure reliability and provide optimal 

performance. Then, we describe two complementary routing protocols in Section 4. The first is based on a 

multipath link-state approach. The second is based on the georouting concept. Both have been tailored to 

RESCUE requirements. They are complementary in terms of their application scenarios as described in 

WP1. The former is suitable for emergency scenarios, the latter – in vehicle-to-vehicle communications 

as well as scenarios where positioning information is involved (e.g., personnel tracking).  

Afterwards, in Sections 5 and 6 we describe methods for ensuring reliability (two ARQ protocols) and 

increasing the performance of the RESCUE network (a multirate protocol), respectively. Finally, we 

analyse the signalling aspects in terms of both intra- and inter-node communication in Section 7. We 

bring together the various building blocks into a coherent node architecture. We define the basic 

interfaces between modules and give an overview of the control messages necessary for RESCUE 

communications. We conclude the deliverable in Section 8, where we summarize our design. 

Additionally, we outline the future work related to WP3. 
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2. Basics of message transfer 

This section explains the underlying principles of message transfer in RESCUE networks, i.e., in network 

in which at least one link on each path between a source and destination is lossy (introduces errors). 

2.1 Toy scenarios 

In order to analyse basic message transfer in a RESCUE network we have defined three toy scenarios 

which are the subject of our initial investigation (Figure 2.1).  

 

Figure 2.1: The three toy scenarios considered for basic message transfer analysis. 

The first scenario is the simplest case of relay-assisted message transfer and consists of only three 

stations: the source (S), relay (R), and destination (D). Station S sends its message which is 

simultaneously received by stations R and D. Station R decodes and forwards this message to D without 

checking if the decoded message contains errors. Station D can now perform joint turbo-decoding using 

the two received messages. 

In the second toy scenario we add an additional relay station. Both relays (R1 and R2) simultaneously 

receive the message transmission from S. They then relay this message to D. This scenario requires that 

the medium access procedures appropriately schedule the transmissions of R1 and R2 so as not to cause a 

collision at D.  

Finally, in the third toy scenario an additional direct link between stations S and D is available. In this 

scenario, the routing and end-to-end acknowledgement mechanisms need to address the issue of multiple 

paths to the destination and avoid unnecessary transmissions. 

2.2 Basic assumptions 

An analysis of the message transfer operation in the toy scenarios leads to the following set of basic 

assumptions: 

(1) We opt for packet based channel access in favour of channel based access. In particular carrier 

sense multiple access (CSMA) based techniques will be used. Packet based channel access is 

appropriate for rapidly changing topology and radio conditions. Furthermore, it allows easier 

implementation and demonstration of the successful operation of the core RESCUE principles. 

(2) The source station broadcasts each message to all neighbouring stations, i.e., from a MAC layer 

perspective all frame transmissions are received (nearly) simultaneously by all the neighbours 

which then proceed to analyse the frame. This precludes the use of point-to-point links which 

involve only two stations because even the most basic scenario (Figure 2.1a) involves three 

communicating stations. 

(3) The neighbouring stations decide if they should act as relays (i.e., decode and forward the 

frame). This decision is based on two factors: 

a. received frame quality as measured by distortion – if the distortion is too high then 

there is no sense in forwarding), 

b. placement of the potential relay on a path towards the destination as determined by the 

routing protocol – if, for example, the relay's only path to the destination is through the 

source then there is no sense in forwarding. 

S D

R

S D

R2

R1

S D

R2

R1

(a) (b) (c)
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(4) Each message should include error-free control information in order to properly process the 

frame (e.g., to route to the correct destination). Since this information needs to be provided as 

early as possible, we propose to include the minimum amount of necessary information in the 

PHY layer header. This issue is discussed in detail in Section 2.6. 

(5) Initially, we analyse the network after bootstrap, i.e., after all neighbouring stations have 

established peering relationships, their addresses are configured, etc.  

(6) Initially, we assume that stations are stationary and that any change in link quality between two 

neighbouring stations is a results of the varying characteristics of the radio channel. 

Since we are using unreliable channels we want to limit the amount of transmitted control data. Towards 

this end, assumptions (2) and (3) indicate that there is no signalling between the source and its 

neighbouring stations regarding the choice of relay. In other words, the potential relay does not send any 

control messages but acts by forwarding the data message. If the decision of (2) is negative, the neighbour 

does nothing (again, without control messages).  

2.3 Cross-layer data flow 

To illustrate the cross-layer flow of data in a RESCUE station we analyse a toy scenario as presented in 

Figure 2.2. For clarity, we assume that D can decode the message from S only by performing joint turbo-

decoding using the copies received from both S (red path) and R (blue path). 

 

Figure 2.2: Toy scenario under consideration. The message can be successfully decoded only by 

combining both blue and red copies. 

Figure 2.3 presents the cross-layer data flow in the toy scenario for a single message transmission from S 

to D. At station S, a data message is generated by an application. This message is passed down through all 

the OSI layers with each layer adding its own header. Recall that within the scope of RESCUE we define 

new data link and physical layers maintaining full compatibility with existing higher layer protocols 

(including the Internet protocol, IP). The only change required at the network layer is the use of a 

RESCUE routing protocol, which again is fully IP-compatible. 

After S transmits the message, we assume it is received with errors by R (blue) and D (red). Station R 

first performs a series of message checks. First, a PHY header integrity check to determine that the 

control information (metadata) is free of errors. Then, R checks the distortion of the decoded message. If 

it is above a predefined threshold, the message is dropped. Otherwise, it is provided to the higher layers. 

At the network layer, the routing protocol performs a forwarding decision based on the addresses 

contained in the PHY header. If this decision is positive, the message is passed to the lower layers and 

transmitted. 

In parallel, station D is processing the message received from S. After a successful PHY header integrity 

check and distortion check, it concludes that it is the final destination. Therefore, an end-to-end message 

integrity check (MIC) is performed
1
. We assume that in the analysed case the test fails and the message is 

stored in a PHY layer repository. Station D awaits further copies of this message. When such a copy 

arrives from R, it processes it as the first message. Since the end-to-end MIC fails for this copy as well, it 

is again stored in the PHY message repository. A new message in the PHY repository triggers an iterative 

decoding procedure. Based on their PHY headers, both messages are identified as copies of the same 

message so joint decoding is performed on both of them. The output message is again verified in the end-

to-end message integrity check. We assume that now this check is positive and the message itself can be 

provided to the higher layers. The positive integrity check also triggers an end-to-end acknowledgement 

                                                           

1 Note that intermediate relays do not perform this check. 

S D

R
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to inform the source that this message has been received correctly. Further details of this mechanism are 

presented in Section 3.4. 

 

Figure 2.3: Cross-layer data flow in the considered toy scenario. Colour coding: green – message 

without errors, red – message as received by destination (with errors), blue – message as received 

and forwarded by relay (with errors), grey – control messages. 

2.4 SimpleMAC 

The objective of the RESCUE SimpleMAC protocol is to define rules for medium access which will 

ensure successful transmission of messages by the source and relays taking into account the assumptions 

and requirements mentioned in previous subsections. To illustrate the operation of SimpleMAC we 

consecutively analyse its operation in the three toy scenarios, extending the description and complexity 

with each step. 

The message exchange sequence for the first toy scenario (Figure 2.2) is presented in Figure 2.4. The 

source (S) waits until the channel has been free for a LIFS
2
 period and then transmits after a random 

number of backoff slots (in typical CSMA/CA fashion). The DATA message is simultaneously received 

by the destination (D) and relay (R). The relay can retransmit the message after a SIFS period. Recall that 

for the first toy scenario (Figure 2.2) we assumed that exactly two copies of the message are enough to 

properly decode it. Therefore, after another SIFS period D sends an end-to-end acknowledgement (cf. 

Section 3). The MAC operation diagram for this scenario is presented in Figure 2.5. It reflects the 

operation described above as well as the cross-layer data flow described in Section 2.3. 
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Figure 2.4: SimpleMAC message exchange in the first toy scenario. 

 

                                                           

2 Throughout this description we refer to two interframe space periods: long (LIFS) and short (SIFS) which are 

similar to the DIFS and SIFS periods defined in the 802.11 standard. Besides their similar name and basic property 

(LIFS>SIFS), no further relationship with the periods defined in 802.11 is envisaged. 
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Figure 2.5: SimpleMAC operation at relay or destination in the first toy scenario. 

 

In the analysis of the second toy scenario we again assume that the destination requires two message 

copies to perform a successful joint decoding (Figure 2.6). In this scenario, the medium access rules need 

to be extended to prevent the relays from transmitting simultaneously and this colliding. This is achieved 

by having both relays perform a backoff procedure (after a SIFS period) before relaying the message. 

Assuming R1 selects a shorter backoff, R2 stops its backoff countdown during the transmission of R1. 

After R1 transmits its message, R2 resumes its backoff countdown and after the backoff counter reaches 

zero R2 can transmit its message. This additional backoff is reflected in the updated SimpleMAC 

operation diagram presented in Figure 2.8. To improve performance, the calculation of the random 

backoff value can be based on received message distortion and the path quality to destination. This would 

ensure that messages of better quality and being send on a better path to the destination are given priority 

in medium access. These issues are revisited in subsequent sections. 

 

 

S D
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Figure 2.6: Second toy scenario. The message can be successfully decoded only by combining both 

blue and red copies. 
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Figure 2.7: SimpleMAC message exchange in the second toy considered scenario. Carrier sensing at 

Relay 2 prevents a collision during the transmission of Relay 1. 
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Figure 2.8: SimpleMAC operation at relay or destination in the second toy scenario. 

The third toy scenario adds an additional, direct link available for transmission (Figure 2.9). However, we 

continue with our assumption that the message can be successfully decoded by combining both blue 

(direct) and red (through R1) copies. Therefore, the green copy (through R2) does not have to be relayed 
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and in fact we want to supress this transmission using the end-to-end acknowledgement message. Figure 

2.10 presents the message exchange for this case. Again, the backoff mechanism is used to resolve the 

contention for channel access between R1 and R2. The destination, having successfully decoded the 

message (using both copies), sends an end-to-end acknowledgment message within a SIFS period of 

receiving the last message copy needed for decoding. This pre-empts the transmission from R2 because 

R2 acknowledges the successful transmission of the message it has in its transmission queue, which can 

now be dropped. This behaviour is reflected in the operation diagram of Figure 2.11.  

 

Figure 2.9: Third toy scenario. The message can be successfully decoded only by combining both 

blue and red copies. The green copy does not have to be relayed. 
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Figure 2.10: SimpleMAC message exchange in the third toy considered scenario. Relay 2 stops its 

backoff countdown and refrains from further transmission based on received end-to-end ACK. 
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Figure 2.11: SimpleMAC operation at relay or destination in the third toy scenario. 

In SimpleMAC, basic end-to-end reliability is achieved in the following manner. The destination, upon 

the successful decoding of a DATA message (frame), sends an end-to-end acknowledgement (AC) 

message (frame). The frame format of these messages is given in Section 2.6. Suffice to say, the ACK 

frame is a short message which can be identified and associated with the DATA frame that it 

acknowledges. To avoid the problem of flooding, the ACK frame is sent to the source along a single best 

path. This best path is determined by coupling the backoff calculation with the routing metric and the 

following behaviour. A relay, upon receiving an ACK, deletes the DATA frame associated with this ACK 

if it is still in transmission queue. It then attempts to forward the ACK along a path towards its 

destination. The relay will discard an ACK if it has been received more than once (i.e., someone else has 

retransmitted it) and remove the first copy of this ACK from the transmission queue (if applicable). 

Furthermore, it will check if the ACK sender and the ACK’s intended destination are one hop neighbours 

(based on routing information) – if so, this was the last-hop transmission of the ACK and we assume it 

was received correctly. Finally, all stations store information on acknowledged DATA frames so in case 

of retransmission, they may generate the ACK frame themselves. 

2.5 Interaction with PHY 

The PHY layer functionality (interleaving, coding, modulation), as defined by WP2, is presented in 

Figure 2.12. Note that the right part of the figure is equivalent to the source transmitter whereas the left 

part – to the destination receiver (omitting the combining of multiple copies for joint decoding). The CRC 

informs us that the message is error-free, whereas the confidence indicator (CI) is a non-negative scalar 

and an estimate of the distortion of the message.  

The PHY operations dictate that the following information is required to process a message by a receiving 

station: 

 the modulation and coding scheme (MCS) used – to perform demodulation and decoding, 

 the interleaver index (IL) – to perform de-interleaving, 

 a unique message identification method – to know which messages copies to select for joint 

decoding. 

These requirements are taken into consideration in the frame format specification (Section 2.6). 
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Figure 2.12: PHY layer functionality at a relay station. 

 

2.6 Frame format 

2.6.1 General frame format 

Based on the description of the basic MAC and PHY functionality described in the previous section, we 

conclude that each message requires a set of meta-data which are (a) mandatory for the correct operation 

of the RESCUE message exchange, (b) attached to each message, and (c) guaranteed to be error-free. We 

therefore store this information in the PHY header which precedes the actual message itself (stored in the 

PHY payload). The explanation of these fields is the following: 

 Preamble  

o Synchronization – a typical synchronization field containing alternating 0s and 1s 

o Start Frame Delimiter (SFD) – contains a predefined bit sequence (e.g., 0000 1100 

1011 1101) 

 Header 

o Type field – denotes the type of frame 

o Data rate – determines the MCS used to transmit the PHY payload 

o Frame length – determines the length of the payload 

o PHY addresses – used to identify the source, sender, and destination of the message  

 the sender field is updated by each relay with its address 

 these addresses are mapped to IP addresses in the network layer 

o Sequence number – together with the source and destination address allows to uniquely 

identify a message  

o Interleaver (IL) – denotes the interleaver index used 

 Each sender uses a different interleaver for each (re)transmission 

o QoS – identifies the QoS priority of the frame 

o Header checksum – protects PHY header from errors 

 Payload – contains the MAC frame 
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The PHY layer frame format, containing the abovementioned fields, is presented in Figure 2.13. The end-

to-end acknowledgement (ACK) frame, discussed in Section 2.4 does not require a PHY payload and 

consists only of the PHY header. The ACK frame has the same PHY header values except the Type is 

updated and the checksum is recalculated. Since the ACK consists exclusively of the PHY header it has to 

arrive at each next-hop without errors. This quality allows the ACK to be sent on a single path as 

explained in Section 2.4. 

Synchro-
nization

SFD
Data 
Rate

Frame 
Length

 Source 
Address

Destination 
Address

Header 
Checksum

MAC frame

Preamble PHY Header PHY Payload

Seq. 
no.

Sender 
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Figure 2.13: PHY layer frame format. The PHY header contains information which is mandatory 

for the correct operation of RESCUE message exchange. The drawing is not to scale (i.e., the PHY 

payload is the largest in terms of bit length). 

The MAC layer frame format is presented in Figure 2.14. SimpleMAC does not imply specific 

requirements on the MAC header field contents because this information is not guaranteed to be error-free 

until the joint decoding is successful at the destination. Therefore, the most important information is 

stored in the PHY header as described previously. The main functionality embedded in the MAC frame is 

the checksum inserted at the end of the frame, which determines whether the frame is received correctly 

at the destination ensuring end-to-end reliability. 

 

Header
Message Integrity 
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MAC Header MAC Payload

Network layer packet
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Figure 2.14: MAC layer frame format.  

2.6.2 ACK frame format 

It is assumed that each DATA frame should be acknowledged with an ACK frame which is sent from the 

destination node to the source node. The frame format for the ACK frame is presented in Figure 2.15.  

Synchro-
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Block 
ACK
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Header 
Checksum

Preamble PHY Header

Seq. 
no.

Continuous 
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 Source 
Address

 

Figure 2.15: ACK frame format.  

 

The explanation of the ACK frame fields is the following: 

 Preamble  

o Synchronization – a typical synchronization field containing alternating 0s and 1s 

o Start Frame Delimiter (SFD) – contains a predefined bit sequence (e.g., 0000 1100 

1011 1101) 

 Header 

o Type field – denotes the type of ACK frame (we distinguish between ACKs from 

partial ARQ and end-to-end ARQ, cf. Section 5) 

o Subtype field – determines the type of ACK frame (positive ACK, negative ACK) 

o Block ACK – specifies if the block ACK mechanism is used in end-to-end ARQ 

protocol 
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o Continuous ACK – used to signalize to all relay nodes in the network that the 

destination node received and correctly decoded previous DATA frames (used in end-

to-end ARQ protocol) 

o Destination address - the destination address is directly copied form the source address 

field of data frame (see Figure 2.13). 

o Sequence number – together with the destination address allows to uniquely identify a 

message  

o Header checksum – protects PHY header from errors 
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3. Medium access methods 

3.1 Centralized MAC 

3.1.1 Basic Assumptions and Requirements 

For the RESCUE centralized MAC, we consider a network consisting of an access point
3
 (AP) and user 

stations (STAs). The AP is a network controller, which periodically sends beacons to other STAs. The 

beacon frames are transmitted using highest power and lowest modulation (to ensure maximum coverage 

and synchronization). Network coordination is used to minimize collisions. We consider scenarios with 

STAs (destination D, relays R) which are one hop neighbours of the AP, i.e., they correctly receive 

beacons from the AP
4
. Additionally, we define a super-frame consisting of a contention free period (CFP) 

and a contention period (CP). The lengths of the CFP and CP are dynamically adjusted by the AP. 

Channel access is realized using CSMA/CA in the CP and using TDMA in the CFP
5
. The AP sends a 

beacon (B) frame at the beginning of each CFP. The beacon frame informs STAs about transmissions 

scheduled for the next CFP. The beacon frame consists of: a beacon interval which dictates the super-

frame length, the CFP and CP lengths, a timestamp for station synchronization, sender ID to identify the 

network, and CFP schedules
6
. The AP also decides which STAs should act as relays, i.e., which STAs 

should decode and forward the message, as described in Section 0. As a result, a dedicated routing 

protocol is not required. However, in order to control the network, the AP needs to collect up-to-date 

information from STAs, e.g., their locations, neighbours, PHY layer addresses. This is done during a 

bootstrap phase which is out of the scope of this document. There are several ways of selecting 

appropriate relays, e.g., based on link qualities, geographical location of STAs, historical data stored in 

the AP, reported neighbours. The relays can also be chosen randomly or in a round-robin fashion. The 

exact mechanism is out of the scope of this deliverable and it will be studied in the future.  

In the following subsections we consider uplink and downlink transmissions. In case of downlink 

transmissions, the AP is the source of a message. In case of uplink transmissions, the AP is the 

destination. The described configurations explain the operation of the centralized MAC for the toy 

scenarios defined Figure 2.1. 

3.1.2 Toy Scenario #1 (Downlink Transmission) 

The first considered configuration is a downlink transmission from the AP (sender) to station D 

(destination) as presented in Figure 3.1. We assume that the transmitted message can be successfully 

decoded only by combining the direct (red) and relayed (blue) messages.  

 

 

Figure 3.1: Toy scenario #1: downlink transmission from sender AP to a destination station D. The 

message can be successfully decoded at D only by combining both blue and red copies. 

                                                           

3 The network can be also controlled by a base station (BS). 

4 STAs being out of the range of the AP need to fall back to using the RESCUE distributed MAC. 

5 Optionally, GFDM (described in Section 2.1.5 of D1.4) can be used in the CFP.  

6 Polling is an alternate solution but in RESCUE we need to minimize the signalling overhead to increase the 

likelihood of successful transmissions. 

AP D

R
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Figure 3.2 presents the cross-layer data flow in the considered configuration for a single message 

transmission from AP to D. The schedule of AP and R transmissions is specified in the B frame. After AP 

transmits its message, we assume it is received with errors by R and D. R checks the distortion of the 

decoded message. If it is below a predefined threshold, R decides on forwarding the massage based on the 

information received in the B frame. After D receives two copies of the message (red and blue) it 

performs the iterative decoding of both messages. After the successful decoding, an end-to-end 

acknowledgement frame is sent from D to AP to confirm the correctness of the message transmission.  

 

 

Figure 3.2: Cross-layer data flow in the considered toy scenario. Colour coding: green – message 

without errors, red – message as received by destination, blue – message as received and forwarded 

by relay, grey – control messages. 

The superframe structure and the message exchange sequence is presented in Figure 3.3. DATA and ACK 

transmissions taking place in a given CFP are scheduled in the B frame in the predeceasing CFP. Two 

consecutive transmissions can take place after SIFS (i.e., the short inter-frame space). The DATA frame 

copy processing time (PT) at R and D is included in SIFS. The super-frame begins after LIFS of idle 

medium (i.e., the long inter-frame space).  

 

Figure 3.3: Message exchange in toy scenario #1 (downlink). DATA and ACK transmissions are 

scheduled using the Beacon (B) frame. DATA frame copy Processing Time (PT) is included in SIFS. 

The centralized MAC operation at relay or destination
7
 is illustrated in Figure 3.4. After the message is 

received and its PHY header is correct, it is handled according to its type. The beacon processing includes 

the beacon information check (to filter out the beacons from the correct AP) and storage (for future 

processing of the B). The DATA frame processing is different for R and D. The R station decides on 

                                                           

7 Notice that in the downlink scenario the D station is the destination of the DATA frame and the BS is the 

destination of the end-to-end ACK frame. 
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forwarding the message based on the stored beacon information (cf. beacon check). On the other hand, 

the D station performs MIC combined with iterative decoding (similarly as described in Section 0). After 

the positive end-to-end integrity check, an end-to-end ACK frame is transmitted directly to the AP and 

the DATA message is delivered to the higher layers. The end-to-end ACK frame is processed differently 

by the AP and R. The R station removes the related DATA frame from its transmission queue and adds an 

entry into the table of the acknowledged messages. On the other hand, the AP station removes the 

acknowledged message from its memory. 

 

Figure 3.4: Centralized MAC operation at relay R or destination (i.e., D for DATA and AP for 

ACK) for toy scenario #1 (downlink).  

3.1.3 Analysis of Toy Scenario #1 (Uplink Transmission) 

The second considered configuration is an uplink transmission from station S (source) to the AP 

(destination), as presented in Figure 3.5. It is assumed that the message can be successfully decoded only 

by combining the direct (red) and relayed (blue) message copies.  

 

Figure 3.5: Toy scenario #1: uplink transmission (from sender S to destination AP).  

Message can be successfully decoded at AP only by combining both blue and red copies. 

The superframe structure and the message exchange in the considered configuration is presented in Figure 

3.6. Data, relayed data, and ACK transmissions in a given CFP are scheduled in the B frame in the 

predeceasing CFP. Additionally, in contrast to the downlink transmission, a dedicated resource 

reservation (RR) frame is transmitted by S in the CP to inform AP about the planned uplink transmission. 

In order to minimize the probability of collisions, the RR frame is transmitted after a random backoff 

time. After the AP receives the RR frame it schedules the transmissions of S and R in the next available 

CFP following the CP in which the RR frame was received by the AP. 
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Figure 3.6: Message exchange in toy scenario #1 (uplink). DATA and ACK transmissions are 

scheduled using the Beacon (B) frame. DATA frame copy Processing Time (PT) is included in SIFS. 

RR frame is used reserve time for an uplink transmission. 

The PHY layer format of the RR frame is illustrated in Figure 3.7. The Data Rate Next field contains 

information on MCS used to transmit the next data frame. The Frame Length Next field informs about the 

frame length of the planned DATA transmission. Source Address is the PHY address of station S. 

Destination Address is the PHY address of the AP. Notice that there is no PHY payload in the RR frame. 

 

 

Figure 3.7: PHY layer frame format for a resource reservation (RR) frame. 

The centralized MAC operation at relay or destination
8
 is illustrated in Figure 3.8. There are the following 

changes in comparison to the downlink scenario described in Subsection 3.1.2. Since the AP is the sender 

of beacon frames, the beacon processing is done only at R. Additionally, there is an additional RR frame 

processing, which is done only by the AP. The processing of RR includes: relay selection, scheduling of 

transmissions in the CFP (according to the received RRs), and beacon frame transmission at the 

beginning of the next available CFP following the CP in which the RR frame was received by the AP. 

                                                           

8 Notice that in the uplink scenario the BS is the destination of the DATA frame and the S station is the destination of 

the end-to-end ACK frame. 
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Figure 3.8: Centralized MAC operation at relay R or destination (i.e., AP for DATA and S for 

ACK) for toy scenario #1 (uplink). 

3.1.4 Analysis of toy scenario #3 (Uplink Transmission) 

Since the downlink transmission in case of the third toy scenario (Figure 2.1c) is basically done in the 

same way as in the first toy scenario (Section 3.1.2) it is not described in this deliverable. Therefore, the 

third considered configuration is the uplink transmission illustrated in Figure 3.9, in which a source 

station (S) transmits data to the destination (AP) and there are two relays involved (R1 and R2). It is 

assumed that the message can be successfully decoded only by combining the direct (blue) and the two 

relayed (red and green) messages.  

 

 

Figure 3.9: Toy scenario #3: uplink transmission (from sender S to destination AP). AP reserves 

transmission periods for the source S and two relays (R1 and R2). Message can be successfully 

decoded at AP only by combining red, blue, and green copies. 

The superframe structure and the message exchange in the considered configuration is presented in Figure 

3.10. The AP schedules the S, R1, and R2 DATA frame transmissions as well as its own end-to-end ACK 

transmission in the next available CFP following the CP in which the RR frame was received by the AP. 
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Figure 3.10: Message exchange in toy scenario #3 (uplink). Two relays involved (R1 and R2). 

3.1.5 Analysis of toy scenario #2 

The analysis of the second toy scenario (Figure 2.1b), i.e., the joint operation of the centralized and 

distributed MAC, is left for future study. This is because the two MAC protocols need to be optimized 

separately before they can be combined together. It is already known that in case of the second toy 

scenario the PHY layer frame format will have to be extended to include the Beacon Repetition (BR) field 

(cf. Figure 3.11). The BR field will be used to inform STAs outside the AP range about the CFP and CP 

periods. The BR field will contain the minimum information required to avoid collisions, i.e., the super-

frame length (beacon interval) and the CFP/CP lengths. The CFP will be used for the planned 

transmissions of STAs being within the range of the AP. The CP will be used to reserve the uplink 

transmissions in the CFP (as described in Sections 3.1.3 and 3.1.4) and, additionally, it will be used to 

transmit DATA frames from STAs being out of the range of the AP. 

 

 

Figure 3.11: PHY layer frame format updated with beacon repetition (BR) field. 

3.1.6 Summary of the Centralized MAC Operation 

 

To summarize the operation of the proposed RESCUE centralized MAC, we present a more general 

network topology (Figure 3.12). The considered scenario is the combination of toy scenarios #1 and #3.  

 

 

Figure 3.12: General scenario for the centralized message transfer (uplink) 

S

AP

R1

RRD
IF

S

R
a

n
d

o
m

 b
a

ck
o

ff

DATA

P
IF

S

End-to-end
ACK

SI
F

S

B SI
F

S

DATA

SI
F

S

CFP

Busy Medium

Busy Medium

Busy Medium

SI
F

S

DATAR2
Busy Medium

Synchro-
nization

SFD
Data 
rate

Frame 
Length

 Source 
Address

Destination 
Address

Header 
Checksum

MAC frame

Preamble PHY Header PHY Payload

Seq. 
no.

Sender 
Address

QoSType ILBR

Base Station
(Access Point)

R1

A

R3

B

R2



RESCUE  D3.1 Version 1.0 

 Page 25 (57) 

The superframe structure and the message exchange is presented in Figure 3.13. The information about 

TDMA slot reservations in the next superframe is provided by the beacon frame (B) at the beginning of 

each CFP. This is done in order to allow B processing by all network nodes. The sender nodes (A and B) 

reserve TDMA slots in the CFP using the resource reservation (RR) frames transmitted in the CP. The 

channel access in the CP is organized using CSMA/CA. The transmissions scheduled by the AP are 

interleaved whenever possible in order to give more time for message processing at the relay nodes (R1, 

R2, and R3). 

 

Figure 3.13: Superframe structure and message exchange (B-beacon, RR-resource reservation) 
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3.2 Distributed MAC 

Conceiving a medium access control technique for a multihop radio network has attracted a large amount 

of research [12] [13] [14]. All these MAC layer protocols strive to offer a successful transmission of 

every frame for the next hop. This implies a heavy acknowledgment mechanism in order to ensure that 

frames are  well received with CRC success by the selected neighbour. In the context of multihop 

wireless networks, existing MAC deploy considerable efforts in order to guarantee the reliability of 

exchanged frames. In fact, these efforts focus particularly interference and hidden nodes mitigation. 

Nevertheless, such constraints are greatly softened with the RESCUE paradigm. Indeed, links-on-the fly 

paradigm is based on lossy forwarding whereby a relay node can forward the received frame even though 

such message is corrupted i.e. the CRC check fails. For this reason, we propose in RESCUE a distributed 

MAC protocol that tolerates corrupted frames to be relayed through a control of acknowledgement 

techniques and retransmissions.  

3.2.1 Basic assumptions and requirements 

We consider network composed of a set of nodes that can source, destinations or relays. We assume a 

minimum density in our topology in order to allow diversity in the existing paths between each source 

and destination couples. We also assume that nodes have at least to separate transmission/reception chains 

in order to establish a separated busy tone channel. This assumption is consistent with the SDR hardware 

we plan to use in our experimental testbed. More precisely, our protocol requires a separate reception 

busy channel. Consequently, each node receiving information transmits a known signal pattern over the 

busy tone band. Such mechanism allows to extend carrier sensing to an additional hop by informing 

neighbours over the busy channel about node receiving from transmitter outside their coverage scope. We 

build on top of CSMA-like access techniques where each node willing to transmit listens on the 

transmission channel but also on the busy tone band before placing its frame on the wireless link.  

Since the distributed MAC targets essentially large scale scenarios where an important number of nodes 

exist rendering many possible routes between the source and the destination, we will explain here the 

general concept with few examples when applied to toy scenario defined in the RESCUE project. 

However, these toy scenarios do not constitute the best situation to apply our distributed MAC solution.  

3.2.2 Distributed MAC general concept 

Our MAC protocol is built around 3 main features 

- Reception busy tone channel that informs the source if any of the neighbouring nodes is receiving. 

This mechanism allows the source to extend its carrier sensing to one additional hop, by forcing receiving 

nodes to transmit a known signal on this dedicated channel when receiving a frame. This busy tone 

channel is usually a narrowband channel not requiring high bandwidth. 

- Replacing ACK by overhearing since the full reliability of frames transmission is not required. Indeed, 

many researchers have advocated to alleviate the MAC layer process by making nodes listening after 

transmission to detect if neighbours are forwarding the received frame. However their proposals did not 

meet the expected success for efficiency and reliability limitation. In the case of RESCUE lossy 

forwarding, receiving corrupted frames can be mitigated by the multiple copies of the message reaching 

the final destination. 

- Fostering relaying over new transmissions by setting shorter timers for relayed frames compared to 

those arriving from higher layers. Such feature completes the overhearing process by forcing neighbours 

to relay as fast as possible making it easy to the source to identify successful transmissions. Additionally, 

our protocol propagates messages in the network closer to the destination thus creating more diversity and 

avoiding the creation of bottlenecks close to the source node. 

 Note that all these characteristics are driven by the fact that a full reliable MAC (generally difficult to 

achieve) thus does not constitute the objective of our protocol. We argue that receiving multiple corrupted 

copies through multiple routes can be more efficient in terms of throughput, delays and energy 

consumption than retransmitting the same frame over a single path until a successful positive ACK is 

received.  
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3.2.3 Distributed MAC detailed algorithm 
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Figure 3.14: Distributed MAC operation 

 

Our MAC protocol listens to the medium (Data Channel, DC) to check if another transmission is taking 

place as it is the case in the CSMA based access techniques. However, our protocol also listens to the 

busy tone channel also called control channel (CC) before each transmission. Depending on the 

combination of the status of both channels the source undergoes a transmission decision process as 

follows: 

- DC and CC free: This means that medium is most probably free and none of two hops neighbours is 

receiving. Therefore the source transmits its frame. 

- DC free and CC busy: None of the one hop neighbours is transmitting but some of them (at least 1) are 

receiving. In this case the source transmission can negatively affect this reception without any guarantee 

of success. Therefore, the transmission decision will be based on the source neighbourhood and the 

number of relays that can potentially receive the frame. In a dense neighbourhood i.e. the source having 

multiple neighbours/receivers, the source decides to transmit its frame.  

- DC busy: Regardless of the state of the control channel, having the data channel busy means that one 

direct neighbour is transmitting. Transmitting in such situation is at the price of a high collision risk 

rendering received frames with very high distortion level. Therefore the source differs its transmission 

and sets a backoff timer. 

These cases are summarized in Table 3.1. 

Table 3.1 Distributed MAC decision process 

DC                                   CC Free Busy 

Free Transmit Transmit in dense 

neighbourhood 

Busy Differ Differ 
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Figure 3.15: Distributed MAC state diagram 

 

The protocol state diagram is shown in Figure 3.15. In addition to all previous points, this diagram 

highlights that the listen time before relaying is shorter than source node transmission timer. This gives 

relays higher priority in accessing the medium in order to further propagate received frames. Moreover, 

our distributed MAC protocol selects for its timer a random value uniformly distributed at relaying nodes. 

Clearly, these variations are introduced in order to avoid relays from selecting the same timer values 

eventually leading to collisions when transmitting. 
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3.2.4 Time diagrams for toy scenario#2  

 

Figure 3.16: Successful transmission with the help of the relay timer randomness. 

 

As stated earlier, the distributed MAC protocol is designed to operate in relatively dense networks. It is in 

such scenarios where a maximum gain can be expected. However, in order to detail our solution and 

highlight its main features we describe herein how our distributed MAC behaves in toy scenario #2 

configuration. Recall that in this scenario, paths exist between the source and the destination having one 

relay each (Relay1 and Relay2). We focus particularly on 2 cases, that show the capacity of out 

mechanism to avoid collisions and to propagate the message in the network through overhearing 

neighbours transmission. In our example we assume that the routing protocol is already in place. The 

relays exploit this interaction to take their forwarding decisions.  

Figure 3.16 shows an example of a successful transmission with  our distributed MAC. This entails the 

following steps: 

1- Before each transmission the source undergoes the traditional carrier sensing procedure. These 

procedure are classical in all CSMA based protocols. In our case, a source node needs to listen 

the data channel (DC) for time duration of at least T_Long before deciding whether it is idle or 

not. If the DC is discovered busy, then the source differs its transmission. This decision is taken 

since a busy medium means that one of the source neighbours is transmitting therefore accessing 

the channel in the same time results in high distortion in the sent packet due to the produced 

collision. 

2- If the DC is found idle, the source who has already listened to the control channel CC during 

T_Long assesses the situation of its neighbours. In our particular case, the CC is busy which 

means some neighbours are receiving however, since the source has more than one neighbour, 

the frame is broadcasted. In practice, our MAC protocol transmits when neighbouring nodes are 

potentially receiving since the hence generated distortion is relatively low for the relays that are 

not actually receiving. For this reason we only transmit with CC busy only if the source has 

more than one neighbour.   

3- Both Relay1 and Relay2 are able to receive the sent frame i.e. the received header is not 

corrupted but the data may contain errors (refer to reception procedure earlier in this document). 

Upon this reception Relay1 and Relay2 listen to the DC and CC for random duration selected 

uniformly between [0;T_Short]. Obviously, this timer maximum duration is shorter than 

T_Long. This is done in order to allow the relays to propagate the frame further in the network in 

order to allow the reliability by overhearing and push the messages as far as possible closer to 

the destination. Indeed, the source that senses an activity from its neighbours following a frame 

transmission considers that the message was successfully received. Additionally, making relays 
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select their timers allows to prevent from transmitting in the same thus causing collisions and 

distortions. 

4- Relay1 forwards its frame first to the destination. Relay2 is able to detect this transmission and 

differs for a random backoff duration. The source also detects the forwarded frame and decides 

that its message was well delivered. However, in our case this message contains corrupted data 

and cannot be decoded at the destination.   

5- Relay2 transmits another copy from the same message after the expiry of its random backoff.  

6- Destination upon reception of both copies of the same message, correlates and decodes the 

information and is able to retrieve the initial message sent by the source. Consequently, it sends 

an end-to-end acknowledgement (detailed later in this document) to the source. Because this 

message is generated by the destination and not relayed the MAC layer will wait for a T_Long 

before its transmission.  

 

 

Figure 3.17: Overhearing the relaying nodes allow to add reliability by detecting whether 

neighbours are forwarding. Transmission. 

 

In the second example shown in Figure 3.17, both relays are receiving during the source transmission. In 

fact, the busy tone on the CC does not prevent the loss of the sent frame at all relays in the case where all 

the receivers that shall forward this message are receiving. In such situation, DC is free but although CC 

is busy the source transmits since it possesses more than one neighbour. Nevertheless, our protocol is able 

to overcome these losses by overhearing and retransmitting if none of the relays is active during a well-

defined period after its transmission. This duration is reasonably larger than T_Short. This scenario is 

depicted in Figure 3.17. Note that after the success of this retransmission, the same steps detailed 

previously are run again. 

3.2.5 Summary of the distributed MAC operations 

Our distributed MAC protocol is specifically designed to cope with the links on the fly concept (LOTF). 

Our solution is based on exploiting a busy tone channel to extend the carrier sensing range. Most 

importantly, our protocol does not target full reliability since receiving multiple copies of the same 

message constitutes reliability process by itself. However, in contrast with traditional ACK mechanisms, 

our protocol uses overhearing and shorter inter-frame times to ensure error free message relaying.    
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4. Routing 

Routing protocols are fundamental to the determination of appropriate paths over which data is 

transmitted in ad-hoc networks. Ad-hoc networks are established by a group of autonomous nodes that 

communicate with each other to form a multi-hop radio network. They are able to manage their 

connectivity and can dynamically exchange and relay data. Current routing protocols inherently trust all 

participants being cooperative by nature and they depend on neighbouring nodes to route packets to 

destination. Routing protocols can be categorized into three main types; proactive, reactive and hybrid 

based on their route computation mechanism using routing tables.  

Proactive routing protocol, also known as table driven routing, consists of maintaining consistent and 

updated route information between all possible source-destination (S-D) pairs in routing tables. All the 

nodes that use a proactive routing protocol in a network maintain consistent and coherent routing 

information in order for routes to each available node in the network to be found. Hence each node has a 

complete view of the whole network at all times. Control messages are exchanged from all the nodes for 

the purpose of updating their routing tables and respond to any topology change immediately. Hence, the 

route to all destinations is calculated in advance thereby allowing the network to react immediately to any 

route request (Royer and Toh, 1999). 

Reactive routing protocols, also known as on-demand routing, establishes and maintains routes between 

Source – Destination pairs when requested by the data source node. The on demand approach is based on 

reactive mechanisms and no control messages are periodically broadcasted like the aforementioned 

proactive approach (Abolhasan, et al., 2004). Although such an approach generates routing overhead on 

an on-demand basis only, it nevertheless requires added latency for route discovery before routes are 

established. 

Hybrid routing protocols are protocols that use a combination of proactive and reactive routing 

mechanisms. As the density, the size and the level of node mobility of a network is not constant but may 

vary unpredictably, there is not a particular routing protocol which is appropriate for every network and 

application behaviour. A hybrid routing protocol as a combination of proactive and reactive routing 

protocols utilizes the important characteristics of the table driven and on demand routing protocols 

depending on certain conditions (Ramasubramanian, Haas and Sirer, 2003). 

 

4.1 RESCUE OLSR  

This section provides more details about the multipath routing protocol being proposed for use in the 

RESCUE project. RESCUE OLSR (R-OLSR) can act as either a proactive or hybrid routing protocol 

depending on the routing relay considered. It will consider multipath in its route calculation hence is 

helpful for increasing network throughput, improving transmission reliability and load balancing. 

4.1.1 General Routing Relay Approach and RESCUE routing relay approach  

In the RESCUE project, considering the scenarios described and plans for an extension of these scenarios 

in a rather dense deployment, the following three relay approaches have been under consideration (Table 

4.1): 

1.   Simple Relay Routing (SRR): in this approach, each station upon receiving a packet performs a 

simple “sanity” check to determine if it has a path to the destination that does not include the message 

sender. If so, it sends the packet. This approach could generate a flood of packets that would need to be 

stopped by the end-to-end ACK returning to the destination.  

2.   Advanced Relay Routing (ARR): in this approach, each station upon receiving a packet calculates all 

the disjoint paths from the source to the destination. Next, it checks whether it is on the best (or 2
nd

, 3
rd

, 

etc. best) path to the destination. If so, it sends the packet. In this approach much less packets appear in 

the network, but the computational load on the relays is large. 

3.   Source Suggested Routing (SSR): in this approach, the source calculates a best path to the destination 

and includes this in the packet header. Each station, upon receiving this packet, compares its path to the 

destination with the one found in the header. If it is the same or has acceptable quality and is disjoint then 

the packet will be forwarded. 
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Table 4.1 A comparison of the three relay approaches 

 Simple Relay Routing 

(SRR) 

Advanced Relay 

Routing (ARR) 

Source Suggested 

Routing (SSR) 

Flooding Medium Low Low 

Computational Intensity Low High Medium 

Message Overhead Low High High 

Scalability High Scalability Medium Low Scalability 

Delay Low High Low 

Route 

Accuracy/Reliability 

High High Low 

Implementation Issues Low Risk High Risk Low Risk 

 

Considering the analysis of the various relay approaches including the design, simulation, evaluation and 

implementation of the routing protocol for the RESCUE project for the toy scenarios as well as plans for 

a dense deployment whereby the key relay principles of the toy scenarios will occur at various points, the 

SRR and ARR approaches are to be investigated as the basis of routing protocol for RESCUE. The initial 

simulation results, computational complexity and implementation issues will help in determining the final 

approach to the delivery of R-OLSR.  

4.1.2 R-OLSR Specification and Design  

R-OLSR will be a multipath protocol based on OLSR and OLSRv2 that aims to achieve lower packet 

drop, increased network throughput, improved transmission reliability and load balancing by using the 

principles of multipath routing. OLSR uses multipoint relays and multipoint relay selectors to limit 

broadcasts. The operation of R-OLSR is almost the same as OLSR, although the network setup phase has 

some differences. OLSR maintains two tables: the topology table and the routing table. The topology 

table records the organization of the whole network, but does not store any link state parameter, so precise 

routing selection is hard to be made based on this table only. In R-OLSR, using the concept of OLSRv2, 

ETX is computed from information gathered within the Hello messages and circulated to nearby nodes 

(ideally 2 hops away) while the Topology Control messages informs nodes that are more than 2 hops 

about their ETX values. The routing table is constructed based on the topology table and stores the best 

routes to every destination. R-OLSR does not always keep an updated routing table, nodes with available 

disjoint paths compute the multipath routes when data packets need to be sent out. The main differences 

between OLSR and R-OLSR lie in the procedure to compute the routing table. In R-OLSR, more than one 

route is calculated and a number of other best routes are chosen according to the link metrics announced 

in TC messages. 

 

4.1.3 Functional Description 

Multipath routing increases reliability by detecting the availability of parallel transmission paths. The 

information provided by multiple available paths can possibly enable a more successful and reliable end-

to-end transmission in a frequently changing network environment such as the one analysed in the 

RESCUE project. Even though most multipath protocol may increase throughput and end-to-end 

transmission reliability, some drawbacks are still considered such as the chance of packets forwarding 

loops or the necessity of a route recovery technique to avoid collision and high delay in the packets re-

transmission. Two main conditions have been considered when adopting RESCUE multipath routing 

protocol. In the proactive mode, available redundant paths are systematically pre-computed, while in the 

on-demand mode available redundant paths are computed on the go, as needed. The core part of R-OLSR 
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has two core functionalities: topology sensing and route computations. These two functionalities are the 

core feature of the proposed RESCUE multi path routing protocol especially in a very dynamic and 

unpredictable environment analysed in RESCUE. The route computation and topology sensing will be 

modified in order to meet the RESCUE requirement according to the Simple Relay Routing (SRR) and 

Advanced Relay Routing (ARR) approaches. 

4.1.3.1 Topology Sensing 

Topology sensing function is to make the node aware of the topology information of the network. The R-

OLSR extensions will require no more signalling other than the one provided by the standard OLSRv2 

protocol. The signalling process can be summarized in three main sections: Neighbourhood Discovery, 

MPR Flooding and Link State Advertisement.   

Neighborhood Discovery: this task is accomplished by sending HELLO messages to all discovered nodes 

that are in direct communications range with other nodes. This functionality will also check and ensure 

that bi-directional communications can be established between the selected nodes in the network.  

Multi Point Relays (MPR) Flooding: It is the process whereby each node can efficiently conduct network-

wide broadcasts. All nodes designate a subset (MPR set), in such a way that all the 2-hop neighbors 

receive the message transmitted by the node. MPR selection is encoded in outgoing HELLO messages 

packet  

Link State Advertisement: It is the process that all the nodes have to determine which link state 

information are going to be advertised through the network. All the nodes must advertise at least all the 

available links between their selves and their MPR-selector set so as the shortest paths to be calculated. 

This can be achieved by sending topology control (TC) messages. 

4.1.3.2 Route computation 

The best route computation approach for R-OLSR will be determined after comparison of the SRR and 

ARR relaying approaches. With regards to Fig 4.1, the route is computed by following a Simple Relay 

Routing (SRR) approach. For delivering a packet from the source to the destination, all nodes upon 

receiving a packet check whether they have a path to the destination or not. The path must not include the 

message sender and if so, the packet is sent. The SRR approach generates a flood of packets, which would 

need to be stopped by an end-to-end ACK. The ACK is sent when the destination node has received the 

packet 2 times from 2 different paths, and then the flooding stops. Figure 4.1 shows the routing decision 

diagram for the SRR approach. 
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Figure 4.1: R-OLSR Routing Decision Diagram for SRR Approach. 

Furthermore, the Advanced Relay Routing (ARR) approach may be considered as an advancement of the 

SRR. According to this hybrid approach, each node upon receiving a packet, calculates all the disjoint 

paths to the destination. Next, it checks whether it is on the best (or 2
nd

, or 3
rd

, etc. best) path to the 

destination. If so, it sends the packet. In this approach the multi-path Dijkstra algorithm is used to find the 

best route. The metric that is used for determining the best path is the Expected Transmission Count 

(ETX). If the number of paths is higher than 3, then the 3 best routes are selected according to the ETX 

metric. Figure 4.5: presents the routing decision diagram for the ARR approach.  
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Figure 4.2: R-OLSR Routing Decision Diagram 

Figure 4.3 presents an extension of the toy scenario for a better understanding of the SRR approach. Let’s 

assume that the source node has to send a packet to the destination node. The source node is aware of the 

topology information of the network through the topology sensing process. Hence, it sends the packet to 

node 2, which has a path to the destination, and then the node 2 sends the packet to node 3. Node 3 has 5 

different paths to the destination, so it sends the packet through 5 different routes. The same process is 

repeated until the destination node receives the packet from 2 different paths. Then, an ACK is sent, and 

the flooding stops. 

Figure 4.3 is also used for explaining the ARR approach. In the case that the source node has to send a 

packet to the destination node, it calculates all the disjoint paths. Here, node 2 is the only available node. 

Then node performs the same procedure and sends the packet to node 3. Node 3 has to choose among 5 

different paths, and the selection is taken by using the multi-path Dijkstra algorithm. The metric that is 

used to find the best route is the ETX metric and according to that, node 3 forwards the packet through 

the 3 nest routes. The same process is repeated until the destination node receives the packet from 2 

different paths. Then an ACK is sent and the other packets are dropped. 
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Figure 4.3: Extension of the toy scenario. 
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4.2 Geographic routing 

This section describes the concept and advantage of geographic routing (geo-routing) in unpredictable 

and harsh radio environments, in particular in scenarios where either the communication infrastructure 

fails working (e.g. in a disaster) or does not exist due to the nature of the communication system (such as 

vehicle-to-vehicle networks). Geo-routing is a network-layer protocol for so called mobile ad-hoc 

networks, which are characterized by a decentralized organization of the network without the need of an 

infrastructure to manage the communication resources and the reachability among the nodes to distribute 

packets in the network. Network algorithms and protocols that are executed in the nodes need to work in a 

distributed manner in order to distribute a packet from a source to the destination and they must also be 

able to react quickly if the network topology changes. The geo-routing protocol is such an ad-hoc routing 

protocol that makes use of the geographic position of the nodes to make forwarding decision. 

Geo-routing supports unicast (point-to-point) and broadcast (point-to-multipoint) communication. For 

unicast geo-routing, the source sends a packet to a geographic position, which may need to be acquired 

from a location service (such as based on location request/reply scheme or a database that maintains 

position information). For broadcast geo-routing, which is the more relevant scenario for vehicular safety 

applications as well as disaster recovery scenarios, geo-routing can send a packet to a geographical region 

to reach all nodes that are located inside the area. Due to the knowledge of the destination node or area 

position and the fact that every node also knows its own position, the network topology does not to be 

known a priori, which represents an important difference to existing routing protocols such as OSLR or 

AODV. There is no complete route needed before the packet is sent, hence the network is robust against 

failing nodes while the packet is forwarded through the network.  

Several geo-routing schemes for unicast and broadcast exists in the literature [8] [9][10][11], mainly 

addressing sensor networks and vehicular networks. For vehicular communication, geo-routing has been 

standardized by ETSI [5], whereas the geo-routing protocol has several optional forwarding algorithms. 

For unicast communication, forwarding algorithms for greedy forwarding (GF) and contention-based 

forwarding (CBF) exists. For broadcast, forwarding algorithms for simple geo-broadcast (SGB), 

contention-based and advanced forwarding have been specified. The last one is a combination of the GF 

and CBF algorithms. Greedy and advanced forwarding requires the exchange of signalling information 

among nodes, either piggybacked with other packets or by explicit packets that are periodically 

exchanged among nodes. This signalling provides the current position of a node to its neighbours.  

We now compare geo-routing with two other popular ad hoc routing protocols, i.e. AODV [6] and OLSR 

[7]. Geo-unicast packets need the geographic position of the destination, which is taken from the location 

table or acquired by a location service (details of the location service are beyond the scope of this 

document). Some forwarding algorithms in geo-routing, i.e. Greedy and advanced forwarding, need a 

type of hello messages to acquire the neighbour’s geographic position. For CBF this is not required, as 

with CBF, the forwarder content for medium access, which in turn reduces the protocol overhead of CBF 

compared with the other forwarding algorithms. 

In OSLR as well as in AODV the route needs to be known before the packet is sent, and this knowledge 

is acquired by periodic control messages and RREQ, respectively. If one link of a multi-hop path fails and 

the path is broken the route has to be discovered again. Furthermore the route with the least hops to the 

destination is chosen. This could lead to transmission errors since the relay could be at the edge of the 

communication range of the sender and the protocols do not use information about the channel’s quality. 

Also, in OSLR every node stores every possible route in the routing table, which is inefficient if the 

network becomes very large. In CBF the decision whether a packet is forwarded or not is made by the 

relay, using the own geographic position and the position of the destination. The node with the most 

progress to the destination forwards it. If this node fails the second one take on this part and so on, 

therefore it has an intrinsic reliability if the network topology changes and some nodes fail to forward a 

packet. 

4.2.1 Services 

The geo-routing protocol is part of the network layer in the RESCUE protocol stack, providing services to 

transmit a packet over multiple hops and multiple paths through the RESCUE network. The protocol 

interconnects the PHY/MAC layer with higher layers, e.g., the transport and application layer. If an upper 

layer protocol sends a packet, it transfers it to the geo-routing protocol, which processes the packet, 

appends the protocol header and passes the packet to the link layer. If a packet is received it is passed to 

the geo-protocol, which decides if the packet has to be forwarded to neighbour nodes, the node is the 
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destination or both. In the latter case, the packet is passed to the upper protocol layer. It is worth noting 

that a node can be forwarder and destination at the same time, as it is common in many vehicle safety 

scenarios. 

For the RESCUE extensions of geo-routing, the RESCUE physical layer offers a function that provides a 

confidence value of the packet quality to the network layer. This value is used in the calculation for the 

timeout of the forwarding algorithm. The MAC layer has to provide a function that the geo-networking 

algorithm can send a packet to the next hop and a method to handle received packets. Furthermore the 

MAC has to accept a timeout for the backoff timer, calculated from the geo-routing algorithm (see for 

more details Section 7.1).  

4.2.2 Functional description for CBF 

4.2.2.1 Unicast 

CBF is used to forward a packet to a dedicated destination or to a geographic area. It is a receiver based 

forwarding algorithm where the source broadcasts the packet to all neighbours and they decide to forward 

the packet or not (contrary to GF where the sender selects the next hop). Those receivers with a positive 

geographical progress of the packet towards the destination buffer the packet in a buffer and start a timer 

with a timeout value that depends on the distance to the destination (see E4.2, Table 4.2). The position of 

the destination is obtained from a location service. A node with a shorter distance has a shorter timer. 

When the timer expires the packet is re-broadcasted to all neighbours. If a node receives the same packet 

a second time before the timer expires, it removes this packet from the buffer and stops the timer.   

 

     𝑡𝑡𝑖𝑚𝑒𝑟 = 𝑡𝑚𝑎𝑥 −  
𝑡𝑚𝑎𝑥−𝑡𝑚𝑖𝑛

𝑑𝑚𝑎𝑥
𝑝𝑟𝑜𝑔   for  𝑝𝑟𝑜𝑔 ≤ 𝑑𝑚𝑎𝑥    E4.2 

     𝑡𝑡𝑖𝑚𝑒𝑟 = 𝑡𝑚𝑖𝑛                     for  𝑝𝑟𝑜𝑔 >  𝑑𝑚𝑎𝑥 
 

     𝑝𝑟𝑜𝑔 = 𝑑𝑖𝑠𝑡(D, S ) − 𝑑𝑖𝑠𝑡(D, F𝑖) 
 

Table 4.2 Parameter description of the CBF timer calculation 

Unit Description 

ttimer Timeout of the timer for buffering the packet 

tmax Maximal timeout 

tmin Minimum timeout 

dmax Maximum theoretical communication range 

S, D, Fi Geographic position of the source, destination and forwarders 

prog Forwarding progress of the relay towards the destination 

    

4.2.2.2 Broadcast 

CBF for broadcast is similar to CBF for unicast; due to the fact that there is no destination in the 

broadcast case, the distance between the relay and the sender is taken to calculate the timeout. Thereby 

the relay, which is farthest away has the shortest timer. This ensures that the coverage of the 

dissemination in the geographic area is very high.  

4.2.2.3 Extensions for RESCUE 

In the standardized CBF algorithm [1] a packet is dropped if it is received a second time, hence there is 

only one route to the destination. In RESCUE a multipath distribution of the packets is required to merge 

erroneous packets, which arrive from different paths, in the destination to an error-free packet, using 

distributed joint source and channel coding as well as specific signal processing algorithms. For this 

reason CBF is extended by a use of a retransmission counter and a mechanism that enables the 

transmission of erroneous packets. Every time when a relay receives a copy of the packet in the 

contention period the retransmission counter is incremented and the packet is not dropped. When the CBF 

timer expires, the packet is forwarded unless the retransmission counter exceeds a threshold. With the 

threshold it is possible to control the load in the network and selects the number of routes that should be 

used.  
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In RESCUE a CSMA/CA-like scheme is applied for the medium access at the link layer. In this method a 

backoff timer is used to decrease the probability that different nodes send a packet at the same time, 

which reduces the probability of packet collisions. Since the CBF algorithm also use a timer to make its 

forwarding decisions there are two delays that increase the latency unnecessarily. In order to avoid this 

additional delay the geo-routing protocol provides the link layer the calculated timeout to integrate this to 

the backoff timer in CSMA/CA. 

In general, transmitted packets over lossy links can be erroneous. In order to take into account the quality 

of a received packet, the PHY layer provides a confidence value of every received packet, which is 

incorporated into the calculation of the timeout, meaning that packets with a lower confidence value have 

to wait longer.  

Table 4.3 Functions of the CBF algorithm 

Function Description 

Buffer Stores a packet until it will be retransmitted 

Timer Calculated depending on the distance to the destination and the 

confidence value from the physical layer. A small distance and a 

high confidence value mean a short timer. 

Location Service (LS) Provides the geographic position of the destination. 

Retransmission Counter (RC) Counts how often the same packet is received. 

Retransmission Threshold (RT) If the retransmission counter exceeds the retransmission 

threshold, the packet is removed from the buffer and the timer is 

stopped. 

 

4.2.3 Protocol operations for CBF 

Figure 4.4 illustrates the toy scenario (b) to explain the functionality of the CBF algorithm in detail.  

S D

B

A

 

Figure 4.4: Description for toy scenario (b) 

From the three toy scenarios presented in Figure 3.1, scenario (b) has been chosen. This network consists 

of a source S, a destination D and two relays A, B. Node S wants to send a packet to D but there is no 

LOS. The links between A-D and B-D are lossy, meaning that the packets received in D are erroneous 

and they have to be merged. Now S broadcasts the packet to the relays A and B, which starts a timer 

depending on the distance to D. In this scenario, A is geographically closer to D, therefore its timer is 

shorter. After expiration of the timer in A the packet is re-broadcasted to every neighbour which is S, B 

and D in this scenario. Even though B receives the packet a second time it waits until the timer expires 

and also re-broadcasts the packet to every neighbour, instead of dropping as in the original CBF 

algorithm. Now the destination is able to apply coding to merge the different copies of the packet. 

4.2.3.1 Flow diagram for the CBF algorithm 

Figure 4.5 illustrates the CBF algorithm including the extensions for RESCUE requirements.  
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Figure 4.5: Flow diagram of the CBF algorithm. 
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5. Error control methods 

To provide error control in the RESCUE network, two independent ARQ protocols have been defined. 

The end-to-end (e2e) ARQ (Section 5.1) is responsible for lossless communication between the source 

and destination, whereas partial ARQ (Section 5.2) operates on every single link to improve the network 

efficiency on a per-hop basis. Both methods are required because: 

 having only partial ARQ we cannot guarantee lossless communication in our network, 

 having only e2e ARQ guarantees lossless communication but the overall performance can be 

unsatisfactory due to many retransmissions along the end-to-end path. 

The two ARQ protocols have therefore been designed to complement each other to provide reliable and 

efficient communication in the RESCUE network. 

5.1 End-to-end ARQ 

End-to-end ARQ uses ACK frames (messages sent by the destination node indicating that it has correctly 

received a DATA frame) and timeouts (specified periods of time allowed to elapse before an 

acknowledgment is to be received) to achieve reliable data transmission over an unreliable wireless links. 

It is based on Selective Repeat ARQ with non-continuous transmit buffer mechanism (the source node 

sends a number of DATA frames specified by a window size even without the need to wait for individual 

ACK from the destination node). The destination node after joint decoding may selectively reject a single 

DATA frame (with bad CRC), which should be retransmitted alone across the whole RESCUE network. 

This means that it uses sliding window protocol to tell the source node to determine which (if any) DATA 

frames need to be retransmitted. End-to-end ARQ resides in the Data Link Layer of the OSI model. The 

illustration of end-to-end ARQ operation is presented in Figure 5.1. 
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Figure 5.1: End-to-end ARQ based on Selective Repeat with non-continuous transmit buffer 

mechanism.  

 

The operation of end-to-end ARQ can be described in the following way. The destination node, upon the 

successful decoding of a DATA frame, sends an end-to-end ACK frame. The ACK frame has the same 

PHY header values except the Type is changed (and the checksum is recalculated). Moreover, the end-to-

end ACK frame has no (or limited) PHY payload. The ACK frame is identified and associated with the 

DATA frame that it acknowledges by the following unique combination of PHY header fields: 

 Source 

 Destination 

 Sequence number 

The ACK frame can be sent to the source node with two options: along a single best path or multiple 

paths using broadcast transmissions. The first option avoids the problem of ACK flooding and is 

especially useful when the network has limited size (number of nodes). The ACK consists exclusively of 
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the PHY header (Section 2.6.2) so it has to arrive at the next-hop without errors anyway. The best path is 

determined by coupling the backoff calculation with the routing metric and the following behaviour. A 

relay, upon receiving an ACK, deletes the DATA frame associated with this ACK if it is still in the 

transmission queue. It also discards the ACK if received a second time (i.e., someone else retransmitted 

it). Moreover, it should remove the first copy of this ACK from the transmission queue (if applicable). It 

also checks if the sender and the destination nodes are one hop neighbours. If so, this was the last-hop 

transmission of the ACK and we assume it was received correctly. Stations store information on 

acknowledged DATA frames so in case of retransmission, they may generate the ACK frame themselves. 

The second option with ACK flooding allows for quick removal of multiple copies of corresponding 

DATA frames which can still reside in the transmission queues of some relay nodes. These DATA frames 

are useless and can be removed because the transmission of ACK frame means that the DATA frames 

was successfully decoded (after joint decoding) at the destination node. The routing protocol will also 

prevent broadcast retransmission of ACK frames by every relay node, so the flooding of ACK in the 

network is fully controlled. ACK flooding can be very efficient for large networks composed of tens or 

hundreds of nodes, however, the default option for ACK frame transmission in end-to-end ARQ protocol 

is using a single best path. If we have disjoint return paths then all of these paths will be used to forward 

the ACK as it is impossible to coordinate two relays which do not hear each other. Recall that in the 

current RESCUE network design we cannot select a single path for transmission. 

The source node, after a timeout, retransmits each DATA frame if no ACK (or Block ACK) is received 

from the destination node. This enhances the network’s reliability. Furthermore, the destination node after 

successfully joint decoding the first DATA frame can wait a predefined time interval to receive more 

DATA frames that could be acknowledgement with a Block ACK frame. If DATA frames are received 

(and successfully decoded) at the destination node in the wrong order, the destination node should wait a 

predefined time interval to receive missing DATA frames and a Block ACK should be sent to the source 

node. Figure 5.2 presents the example operation of Block ACK in the end-to-end ARQ protocol. 
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Figure 5.2: End-to-end ARQ based on Selective Repeat with non-continuous transmit buffer 

mechanism and Block Acknowledgements.  

 

To improve the efficiency of the proposed end-to-end ARQ protocol we have included in the ACK frame 

format the continuous acknowledgement flag and field. They are used to signalize the relay nodes which 

are on the ACK frame path that the destination node received and correctly decoded from previous 

DATA frame(s). When the flag is set to ‘1’ it means that at least one previous frame was successful 

decoded at the destination node. The continuous ACK number indicates the first frame that can be 

accounted to the continuous frames chain of correctly decoded frames at the destination node. The relay 

node after receiving a continuous ACK frame (note that ACK frames can arrive through different relays) 

knows which frames are correctly received at the destination node and their copies can be removed from 

the relay’s buffer. The continues ACK frame can also acknowledge all previously correctly decoded 

frames which are in the continuous frame chain at the destination node in case of wrong order delivery of 

ACK frames at the source node. This reduces overhead when transmitting the ACK frames in the 

RESCUE network. Figure 5.3 shows an example operation of Continuous ACK in the end-to-end ARQ 

protocol. Note that the non-continuous transmit buffer cannot exceed the transmit window size. 
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Figure 5.3: End-to-end ARQ based on Selective Repeat with non-continuous transmit buffer 

mechanism and Continuous Acknowledgements.  

 

The most complicated scenario is presented in Figure 5.4, where end-to-end ARQ protocol works with all 

possible options enabled. This means that we employ non-continuous transmit buffer mechanism, as well 

as block and continuous acknowledgements. This example figure shows behaviour of the protocol when 

the DATA frame cannot be correctly decoded at the destination node at the beginning and the end of the 

receive window. 
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Figure 5.4: End-to-end ARQ based on Selective Repeat with non-continuous transmit buffer 

mechanism, Block_ACK and Continuous Acknowledgements.  

 

There are severable configurable parameters of end-to-end ARQ: 

 Window size – the initial proposed window size is 16 – a compromise between protocol 

complexity and size of buffers in the source and destination nodes. 

 Send window size – defines the upper bound on the number of unacknowledged frames that the 

source node can transmit – the proposed send window size is 4. 

 ACK or Block ACK timeout at the source node – the initial proposed value is 200 ms. 

 Time interval for Block ACK frame at the destination node for DATA frames received in correct 

order – the initial proposed value is 20 ms. 

 Time interval for Block ACK frame at the destination node for DATA frames received in wrong 

order – the initial proposed value is 40 ms. 
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5.2 Partial ARQ 

End-to-end ARQ will effectively work in a network with lossless forwarding. Thus, CRC is often 

employed for error detection which provides a reliable transmission hop-by-hop. However, while long 

CRC requires higher overhead, short CRC results in weaker error detection. Furthermore, applying end-

to-end ARQ only will result in long end-to-end latency in a multi-hop environment, especially in the 

RESCUE network which allowing lossy forwarding. Therefore, partial ARQ is proposed to solve this 

problem.  

Partial ARQ uses NACK_1 frames (messages sent by a node indicating that it has not correctly decoded a 

DATA frame and hence it requests for retransmission(s) from 1-hop-back nodes), NACK_2 frames 

(messages sent by a node indicating that it has not correctly decoded a DATA frame and hence it requests 

for retransmission(s) from 2-hop-back nodes) and timeouts (specified periods of time allowed to elapse 

for forwarding or receiving frames) to enhance the performance of data transmission over a local wireless 

links of the whole RESCUE network. It is based on enhancing the iterative (turbo) decoding.  

The operation of partial ARQ is described as follows. Each new DATA frame is always forwarded during 

its first transmission attempt until it reaches the destination node. Every relay nodes estimates bit error 

rate of the received DATA frame, and use it as the „confidence indicator”. The conditional bit error 

probability given the posteriori LLR (L) is given as  

 
𝑃𝑒|𝐿 =  

1

1 +  𝑒|𝐿|
 

E5.2.1 

For large L, it follows that  

 
𝑃𝑒|𝐿 =

1

1 + 𝑒|𝐿|
≈  

1

𝑒𝐿
 ≈ ln (1 + 𝑒−|𝐿|) 

E5.2.2 

The destination node evaluates the quality of the iterative decoding by estimating the mutual information 

which is given by  

 𝐼(𝐿; 𝑋) = 1 −  𝐸(𝑙𝑜𝑔2[1 + 𝑒−𝐿]) E5.2.3 

For a large number of samples N, the mutual information measurement for non-Gaussian or unknown 

distributions is given by  

 
𝐼(𝐿; 𝑋) = 1 −  

1

𝑁
∑ 𝐻𝑏

𝑁

𝑛=1

(
𝑒+|𝐿𝑛| 2⁄

𝑒+|𝐿𝑛| 2⁄ + 𝑒−|𝐿𝑛| 2⁄
) 

E5.2.4 

where Hb is the binary entropy function. 

The destination node sends ACK (end-to-end ARQ) if the DATA frame can be recovered successfully. 

Otherwise, it sends NACK_1 if the estimated mutual information is less than Threshold_1 (THR_1) and 

sends NACK_2 if that less than Threshold_2 (THR_2). The initial number threshold of THR_1 is decided 

from the first iteration of the first new DATA frame decoding (see E5.2.1). THR_1 is changed adaptively; 

the value is updated to the smallest mutual information value that estimated from first iteration of all 

iterative decoding before packet combining. On the other hand, THR_2 is set from the first iteration of the 

iterative decoding of combined DATA frame. The value is also adaptable following the algorithm that is 

used for THR_1, applied to the case of packet combining. We can measure the average value of THR_1 

and THR_2 in a certain period and use them as fixed values for the further transmission.  

 

 
Figure 5.5: Example message exchange for the partial ARQ in Toy Scenario #2 
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Figure 5.5 shows an example of the operation of the partial ARQ protocol in the second toy scenario. 

Data x denotes the DATA frame x from the source node, whereas Data �̂� and Data �̅� show the DATA 

frame forwarded from Relay 1 and the Relay 2, respectively. Accordingly, the subscript y of xy describes 

the y-th retransmission of DATA frame x. 𝑁𝑘
𝑚 denotes the NACK_k , 𝑘 ∈ {1,2}, to node m. The end-to-

end ACK is denoted by e. The cross sign describes an expected frame to be sent at a given time slot, 

which does not occur due to other, conflicting transmissions. 
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6. Rate adaptation 

The proposed data rate selection algorithm assumes that CSMA/CA is used as the media access 

technique. The RESCUE network uses broadcast transmissions which means that each transmitted frame 

can be received and processed by any other station within radio coverage. The process of frame 

retransmission is controlled by the error control mechanisms (Section 5) which keep the number of 

retransmitted frames at a minimal level. The proposed design assumes that every node uses only single 

input single output radio transceivers. The data rate selection algorithm works in cooperation with the 

routing protocol which at every hop of the transmission provides a list of the neighbouring nodes. It 

should be pointed out that every change in the data rate leads to changes in the radio coverage area of the 

particular node thus influencing the network topology. Selecting data rates offering lower data throughput 

in connection with CSMA/CA channel access has negative impact on the performance of the whole 

network due to the well-known performance anomaly observed in IEEE 802.11 multi rate networks. The 

routing algorithm disaggregates the whole route to the number of source-relay-destination segments. 

From the perspective of the data rate selection algorithm the number of meaningful scenarios can be 

reduced to two cases. In the first case there exists a lossless link between a source and destination and one 

or more relaying nodes may also be used for transmission. The link is considered to be lossy if it's frame 

error rate, achieved without turbo decoding, is greater than 10
-2

. The second assumes no direct lossless 

link between source and the destination, however one or more relaying nodes are available. 

The derivation of the goal function in the first scenario is based on the assumption that the frame can be 

either transferred directly which takes the time 𝑇𝑆𝐷(𝑚𝑜𝑑𝑢𝑙𝑎𝑡𝑖𝑜𝑛_𝑡𝑦𝑝𝑒, 𝑓𝑟𝑎𝑚𝑒_𝑠𝑖𝑧𝑒), or the direct 

transmission may fail leading to the retransmission originated from the relying node(s). The second 

option results with the total transmission time of  

𝑇𝑆𝐷𝐼𝐼 = 𝑇𝑆𝐷 + ∑(𝑆𝐼𝐹𝑆 + 𝑇𝑏𝑎𝑐𝑘𝑜𝑓𝑓 + 𝑇𝑅𝐷_𝑖)

𝑖

 

where i  denotes the number of retransmissions. 

With the assumption that the gain provided by distributed turbo-coding is sufficient to properly deliver a 

frame with only a single retransmission, the 𝑇𝑆𝐷𝐼𝐼 reaches its minimum value 𝑇𝐿𝐼𝑀𝐼𝑇  when for both source 

and relay destination links the maximum accessible data rate is selected. In the first case the goal function 

is to select a data rate that for current propagation conditions both minimizes the frame error rate and 

guarantees a frame delivery in a time shorter than 𝑇𝐿𝐼𝑀𝐼𝑇 . 

In the second scenario there is no lossless link between source and destination node. The source node can 

only estimate the signal to noise ratio at the moment of transmission for each source-relay pair. No 

information is available concerning any of the relay-destination links. Since it is equiprobable for each of 

the relay stations to retransmit the frame to the destination, the goal of the data rate selection algorithm is 

to guarantee a mean LLR value for each of the source-relay links greater than the threshold value 

specified for the distributed turbo coding scheme. 

The block diagram of the data rate selection algorithm for the source-relay-destination segment is 

presented in the Figure 6.1. For each of the transmitted frames the data rate selection module contacts the 

routing module in order to get information concerning the physical addresses of the next hop node and the 

potential relaying nodes. The information is exchanged using request-response messages on a dedicated 

interface. The selected data rate is provided to the PHY layer on a per-frame basis, taking into account 

periodic reports from PHY containing the SNR information about received frames regardless of their 

destination address. 
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Figure 6.1. The block diagram of the data rate selection algorithm. 
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7. Signalling 

This section addresses cross-layer management and node coordination. In unpredictable environments 

and with lossy communication links it is beneficial that every layer has access to status information at 

other layers in order to improve the robustness of the network and make better decisions, e.g., in 

forwarding and medium access algorithms. Cross-layer management enables a means to adapt the 

protocols to application requirements. On the other hand there should be control packets, which manage 

the connectivity, reachability, and information exchange among nodes to keep the network load at a low 

level. 

7.1 Intra-node communication (cross-layer management) 

The basics of cross layer data flow were already described in Section 2.3. This section summarizes the 

intra-node communication according to the interaction between physical, data link and network layers. An 

application wanting to send a packet to a destination in the network passes it through the protocol stack to 

the network layer. This layer is responsible for finding a path to the desired destination. In the RESCUE 

case every packet is broadcast to each neighbour since we need multipath distribution to be able to merge 

multiple packets to one error-free packet at the destination. Therefore, in the first transmission the packet 

is directly passed to the MAC layer in order to obtain medium access. Assuming the distributed MAC is 

used, CSMA/CA is applied and if the channel is free the packet is transmitted to all neighbours by the 

physical layer. These neighbours receive the packet and apply decoding in the physical layer. For every 

decoded packet a confidence value is calculated which says how good the quality of the packet is. If this 

value is too small the packet is dropped and not passed to higher layers. In the relay the physical layer 

forwards the packet and the physical header to the MAC and the MAC passes it without checking the 

CRC (also erroneous packets have to be forwarded) to the network layer. This means the complete PHY 

payload without changes is passed since in the RESCUE case we want to apply end-to-end 

acknowledgements in the MAC layer and therefore a changed payload would change the CRC. In the 

network layer the forwarding algorithm decides if the packet is retransmitted or not. This decision 

depends on the confidence value provided by the physical layer. Then the packet is passed to the MAC. In 

the geo-routing case a timeout is calculated and also passed to the MAC. This value has to merge with the 

backoff timer in the CSMA/CA scheme to avoid large delays. In the R-OSLR case no extra timeout is 

calculated and therefore normal CSMA/CA without affecting the backoff timer is applied. Then, if the 

channel is free the packet is again rebroadcasted. In the destination the physical layer decodes the 

received packet and forwards it to the MAC layer which carries out the CRC check. If the check fails an 

information is passed back to the physical layer which tries to joint decode the multiple copies of the 

message, passing it back to the MAC which checks the CRC again. This procedure is proceeded until the 

CRC is successful or a threshold is exceeded, e.g. the lifetime of the packet. Then the MAC header is 

removed and the packet is forwarded to the network layer which also removes the network header and 

passes it to higher layers. This intra-node information exchange at the relay (R) and the Destination (D) 

nodes is presented in Figure 7.1. The complete node architecture is presented Figure 7.2. Table 7.1 

describes the data formats used in RESCUE interfaces while Table 7.2 describes all these interfaces. 
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Figure 7.1: Intra-node information exchange at the relay (R) and the Destination (D). 
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Figure 7.2: The RESCUE node architecture. 
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Table 7.1 Description of data formats used in RESCUE interfaces 

Data Description 

PHY Header Important and reliable information for the higher layers 

PHY Payload The message as decoded by the PHY layer (possibly with errors) 

MAC Payload The message with removed PHY and MAC headers 

Confidence value A measure of the quality of the message 

Error detection outcome Outcome (pass or fail) of the message integrity check performed at the 

MAC layer 

Timeout Calculated in the NET and provided to the MAC CSMA/CA backoff timer 

Frame status Information required to drive the error control algorithms 

ARQ control frame  Description of the ARQ frame to be sent 

NextHop Request/Response Request for (response with) a list of relays for a given NextHop 

Tx settings Tx power, modulation and coding rate settings 

PHY Report Report of SNR values of transmissions from neighbouring stations 

 

Table 7.2 Interfaces between RESCUE networking components (R – Relay, D – Destination) 

Interface Data 

PHY_to_MAC PHY Payload + PHY Header (R, D), Confidence value (R) 

PHY_to_NET Confidence value of the received packet and the PHY Payload (R) 

MAC_to_PHY PHY Payload (R), error detection outcome (D) 

MAC_to_NET PHY Payload + PHY Header (R), MAC Payload (D) 

NET_to_MAC PHY Payload (R), Timeout (R) 

MAC_to_ARQ Frame status (D) 

ARQ_to_MAC ARQ control frame trigger (D) 

MULTIRATE_to_NET NextHop Request  

NET_to_MULTIRATE NextHop Response 

MULTIRATE_to_PHY Tx settings 

PHY_to_MULTIRATE PHY Report 
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7.2 Inter-node information exchange 

7.2.1 Link layer 

Centralized MAC 

A centralized MAC means that an access point (AP) schedules the communication between the nodes and 

the AP. As introduced in Section 3.1, we have defined a super-frame that consists of a contention free 

period (CFP) and a contention period (CP). In the CP new nodes are able to request transmission slots in 

the CP. The AP periodically broadcasts beacons at the beginning of each CFP. This beacon frame 

contains the beacon interval, which dictates the super-frame length, CFP and CP lengths, timestamp for 

station synchronization, sender ID to identify the network and the CFP schedules. The AP also chooses 

the nodes that should act as relays, i.e., decode and forward the packet; therefore an extra routing protocol 

is not required. However, in order to control the network, the AP needs to collect actual information from 

stations, e.g., geographic positions of stations, neighbours, PHY layer addresses.  

Decentralized (distributed) MAC 

The distributed MAC relies on a CSMA-like access technique that applies advanced mechanisms to 

enable the links-on-the-fly concept, including a reception busy tone channel, implicit acknowledgement 

by overhearing of data frames and fostering relaying over new transmissions (Section 3.2). With the 

RESCUE distributed MAC, the source station broadcasts each packet to all neighbouring stations, i.e., 

from a MAC layer perspective all transmitted frames are received by all the neighbours. The control 

information in the physical header has to be error-free in order to properly process the frame. Otherwise, 

if the header is corrupted the relay loses important information, e.g., the address of the destination, 

thereby forwarding would be impossible. There is no signalling between the source and its neighbouring 

stations regarding the choice of the relay. The forwarding relay does not send any control packets to the 

sender. In order to support the CSMA/CA scheme a separate busy tone channel (CC) is used. This 

functionality allows recognizing a hidden node and prevents it from sending its packet if already a node is 

transmitting. When the packet is received successfully by the destination and it is error-free then the 

MAC sends unicast an end-to-end acknowledgement, which consists of the physical header with a flipped 

control bit, over a single route to inform the source that this packet has been received correctly. This 

acknowledgement interrupts the forwarding process of remaining packets in the network (with the 

combination of source address and sequence number).  

7.2.2 Network layer 

For network layer signalling, we take into account the two network protocols considered in RESCUE: 

Multipath R-OLSR (Section 4.1) and geo-routing (Section 4.2).  

For R-OLSR, the signalling process at the network layer is based on three packet types: Neighbourhood 

Discovery, Multi-Point-Relay (MPR) Flooding and Link State Advertisement. In R-OLSR, ETX as a link 

quality metric is used in representing the link state between the MPR selector and the TC originator. The 

neighbourhood is discovered by sending HELLO packets to all nodes that are in direct communications 

range with other nodes. This functionality will also verify and ensure that bi-directional communication 

between the selected nodes in the network can be established. The second packet type related to signalling 

is the MPR flooding, which enables that each node can efficiently conduct network-wide broadcasts. All 

nodes designate a subset (MPR set), in such a way that all the 2-hop neighbours receive the packet 

transmitted by the node. MPRs are selected by outgoing HELLO packets as well. The last packet type is 

the link state advertisement where all nodes have to determine the link state information to be advertised 

through the network. All the nodes must advertise at least the available links between themselves and 

their MPR-selector-set such that the shortest paths are calculated. This is achieved by sending topology 

control (TC) packets.  

In Geo-routing, the CBF algorithm does not need extra control packets to manage the routing process as 

packets are routed “on the fly” based on geographic positions and specifically the CBF algorithm is a 

receiver-oriented scheme. However, for the Geo-Routing of unicast packets we assume to have a location 

service to acquire the actual position of the destination. One option to realize a location service is to use 

some request/reply packets, but details of the location service are beyond the scope of this document and 

not further considered. Signalling packets for the routing itself are not required, but the geo-routing 

packets carry position information in their packet headers, i.e., the source and – in case of multi-hop 

packets – the destination position. Implying that in current state-of-the-art vehicular networks (IEEE 1609 

and ETSI ITS), the nodes (vehicles) periodically broadcast safety messages as single-hop network 

broadcast, the geo-network protocol gets neighbour information with the geo-networking packet header. 
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Table 7.3 provides a concise summary of the messages exchanged between nodes, while Figure 7.3 

illustrates the interlayer communication for the first toy scenario. 

 

Table 7.3 Summary of inter-node information exchange 

Message Protocol Description 

Control 

messages 

R-OSLR 

R-OSLR 

Geo-routing 

Geo-routing 

Hello messages for neighbouring discovery and MPR 

Topology Control (TC) messages to advertise all available links to the MPR 

position information in their packet headers 

periodically broadcast safety messages for Car-to-Car 

Control 

channel (CC) 

CSMA/CA Busy tone to avoid other nodes to send their packets 

ACK ARQ Automatic Repeat request message to acknowledge a successfully reception 

Data I, I* PHY Data send to the destination (I path 1, I* path 2) 
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Figure 7.3: Example of interlayer communication in the first toy scenario assuming R-OLSR and 

the distributed MAC. 
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8. Conclusion 

In this deliverable we have analysed the problem of message transfer in a network operating over lossy 

links. Our analysis has provided basic assumptions and requirements, identified the necessary cross-layer 

interactions and defined the frame format to be used. To illustrate the fundamental design principles of 

message transfer over lossy links we have designed a basic medium access method, which was then 

extended to two complementary medium access protocols (for centralized and distributed networks). 

Furthermore, we have designed two complementary routing protocols, two complementary ARQ 

protocols, and a multirate algorithm. Finally, we have analysed the components as a whole by defining a 

complete node architecture (with interface specifications) as well as performed an analysis of the 

signalling requirements. 

The immediate next step is to perform a simulation-based performance evaluation of the protocols and 

components defined in this deliverable. D3.2, the next WP3 deliverable, will contain a report of this 

evaluation as well as the full design of all protocols and components, which will be revised based on the 

evaluation results. Afterwards, the protocols and components will be implemented and evaluated using 

the SDR platform: first separately (D3.3) and then in an integrated testbed (D4.4). 
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