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Abstract 

This document reports on the trial results as well as the evaluation of the operators that participate in the 

project. Two trials were carried out in WSAN4CIP with equipment deployed at the infrastructure of two 

project partners: EDP and FWA. Consequently, this report provides an important assessment about the 

usability of the technology developed in WSAN4CIP. 
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Disclaimer 
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Executive summary 

This deliverable presents the description and results of the trial tests, as well as the evaluation of those 

results. These trial tests were carried out to assess whether the prototype implementations comply with the 

requirements defined in Deliverable D1.1. This is followed by a discussion on the technology assessment of 

the system deployed, and the viability of deployment as a commercial solution.  
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1 Introduction 

This deliverable presents the description and results of the trial tests, as well as the evaluation of those 

results. These trial tests were carried out to assess whether the prototype implementations comply with the 

requirements defined in deliverable D1.1 [2] and for the users to evaluate the deployed technology. 

Trials have been performed for the two demonstrators in the project: 

 EDP Power Substation (São Sebastião Substation) and a subset of the connected power line network 

in the region of Setúbal, Portugal. 

 FWA drinking water pipeline at Frankfurt Oder, Germany. 

The rest of the document comprises two chapters, each dedicated to the trial tests of one demonstrator. In 

each chapter, the first section describes the network deployment in detail. This is followed by the 

specification of the trial tests. Relevant conditions in which the trial tests were carried out are described next. 

The results of the tests are then presented, followed by the evaluation of the results and a discussion on the 

technology assessment of the system deployed and the viability of deployment of a commercial solution. 
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2 EDP Demonstrator 

The EDP demonstrator has its core located at the São Sebastião substation. The geographical location of the 

São Sebastião substation in the map of Portugal can be seen in Figure 1. The São Sebastião substation 

provides electric energy to the Setúbal region. 

 

 

Figure 1 – Geographical location of the São Sebastião substation. 

 

The EDP demonstrator encompasses three sections of the electricity distribution infrastructure, as depicted in 

Figure 2: Substation, Medium Voltage (MV) and Low Voltage (LV) power lines and MV/LV power 

transformer (PT)
 1

. Associated to this infrastructure is the SCADA system running at the substation, from 

which all the system is monitored and managed. The WSAN is formed by sensor nodes and a few actuator 

nodes deployed throughout all these three sections, which communicate with each other and the SCADA 

system using IEEE 802.11g radio links logically structured in multi-hop topology. Bridging the WSAN to 

                                                      
1 This component is also usually designated Secondary Substation. 
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the substation core network and the SCADA system is the SCADA/WSAN Gateway. The SCADA and 

Gateway consist of the following components (see Figure 3): 

 1 Desktop PC running Linux: Firewall and SCADA server. 

 1 Desktop PC running MS Windows: SCADA/WSAN Gateway. 

 1 Silex SX-560 device: WSAN sink node. 

 1 Ethernet switch: interconnects all SCADA/WSAN Gateway components. 

Besides its Ethernet connection to the WSAN/SCADA Gateway, the SCADA Server is also connected to the 

Internet, which allows the sensor nodes to be monitored from outside, namely from the INOV premises. 

 

Figure 2 - EDP demonstrator deployed at the MV/LV electricity distribution infrastructure. 
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Figure 3 – WSAN, SCADA and SCADA/WSAN Gateway. 

In the following sections, the trial of the EDP demonstrator is described in greater detail, including the 

description of the deployment areas and sensor localization, description of the trials and the result evaluation. 
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2.1 Deployment of Systems in the Trial Area 

The deployment locations of the EDP demonstrator are depicted in Figure 4 and Figure 5, respectively for 

the area inside and outside the substation. The latter is zoomed-out in order to allow the visualisation of the 

connectivity between the substation and power MV/LV transformer through a link based on LV and MV 

current sensors. Although in terms of the electricity distribution network the connectivity between the 

substation and the MV/LV power transformer is provided by MV (15 kV) power lines, it was a design 

decision that the WSAN connectivity between those facilities shall be provided mostly by LV (230 V) power 

line WSAN nodes, in order to facilitate their deployment and maintenance. Still, one MV power line sensor 

is also deployed for demo purposes. The following nodes were deployed, which are described in detail in 

D5.2 [1]: 

 SCADA/WSAN Gateway (Gateway): 1 

 Trip-coil SX-560 sensor/actuator nodes (TC): 2 

 Neutral Resistance SX-560 temperature sensor nodes (Resis1): 1 

 Neutral Reactance SX-560 temperature sensor nodes (React1): 1 

 HV/MV Transformer SX-560 temperature sensor nodes (Trans1): 1 

 Neutral Resistance Beagle board temperature sensor nodes (Resis2): 1 

 Neutral Reactance Beagle board temperature sensor nodes (React2): 1 

 HV/MV Transformer Beagle board temperature sensor nodes (Trans2): 1 

 LV current measurement sensor nodes (LV): 5 

 MV current measurement sensor nodes (MV): 1 

 Relay nodes: 1 (PTRelay)  

 MV/LV Power Transformer surveillance and hotspot detection sensor node (PT): 1 



WSAN4CIP Deliverable D7.1 

Page 12 of (39)  © WSAN4CIP consortium 2011 

 

 

Figure 4 – Sensor node locations at the Substation. 
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Figure 5 – Sensor node locations on the LV and MV power-line towers and MV/LV Power 

Transformer.  
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2.2 Planning of Trials 

This section presents the plan for the trials to be run on the EDP demonstrator. The trials are divided in three 

areas: GUI, relative to the SCADA-user interface; performance, relative to the overall system performance; 

and security, relative to the system security tests. Whenever applicable, the results are to be compared with 

the D1.1 specification [2]. 

2.2.1 GUI Trial 

Several usability tests are to be performed to evaluate the GUI. Several different users should contribute to 

the tests and the results be averaged. 

 

2.2.1.1 Performance Evaluation 

GUI performance should be evaluated by measuring the number of steps (mouse clicks, pull-down menu 

selections, etc.), the time required and the system delay to perform the different available tasks. The results 

should be recorded in a table similar to Table 1 and the results analysed. Additional tasks may be added to 

the table, as required, namely by listing the different existing GUI screens. 

Table 1: GUI performance tests 

Task 
Number of steps 

required 

Time Required to 

Perform Task 

[s] 

System Delay 

[s] 

Change screen    

Get measurement    

Query network status    

Activate Video    

Pan, Tilt Video    

Stop Video    

Activate Infrared 

Video 
   

Stop Infrared    

 

2.2.1.2 Accuracy Evaluation 

The accuracy trial evaluates the time users required to learn to use the GUI, how many mistakes the users 

make in using the GUI, if the errors were correctable or fatal.  

2.2.1.3 Recall Evaluation 

The recall trial evaluates how much the user remembers after the use of the GUI or after periods of non-use.  

2.2.1.4 Emotional Response Evaluation 

The emotional response trial evaluates parameters such as how the users feel about the tasks completed 

through the GUI; if the user is confident, stressed; if the user recommends this system to a friend, etc. The 

results should be recorded in a table similar to Table 2, in a scale from 1 to 5, where 1 means very 
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dissatisfied, 2 means dissatisfied, 3 means not satisfied nor dissatisfied, 4 means satisfied and 5 means very 

satisfied. The results should be analysed. 

Table 2: GUI emotional tests 

Item 

Satisfaction 

(1=very dissatisfied 

... 5=very satisfied) 

Overall  

 

2.2.2 Performance Trial 

2.2.2.1 Measurement Precision Evaluation 

Statistical data of the precision of the sensor data retrieved during the trial should be recorded.  Intrusion 

detection and hotspot detection should be simulated during the trial. A heat source (lighter, heater) may be 

used to simulate hotspots. A current injection portable test equipment system may be used to simulate 

different values of power line current. The other results should be from normal operation. The results should 

be recorded in tables similar to Table 3 and Table 4. The results should be analysed. 

 

Table 3: Temperature and Current Precision Evaluation. 

Parameter 
Number of 

Trials 
Average Error 

Maximum 

Error 

Standard 

Deviation 

Power 

Transformer Oil 

Temperature 

    

Power Line 

Current 
    

 

Table 4: Event Precision Evaluation. 

Parameter Number of Trials 
Measurement 

Errors 
Success rate 

Trip Coil    % 

Intrusion Detection    % 

Hotspot Detection    % 

 

2.2.2.2 Delay Performance Evaluation 

Statistical data for the delay on retrieving sensor data during the trial should be recorded. The results should 

be recorded in a table similar to Table 5. The results should be analysed and compared with D1.1 

requirements. 
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Table 5: Delay Evaluation. 

Parameter Average Delay 
Standard 

Deviation 
D1.1 Requirement 

On-demand Trip 

Coil RTT 
  < 2 s 

Power 

Transformer Oil 

Temperature RTT 

  < 2 s 

Neutral Reactance 

Oil Temperature 

RTT 

  < 2 s 

Neutral Resistor 

Coil Box 

Temperature RTT 

  < 2 s 

Power Line 

Current 

Measurement 

  < 10 s 

Intrusion 

Detection 
  < 10 s 

Hotspot Detection   < 10 s 

 

2.2.2.3 Packet Loss Performance Evaluation 

Statistical data for the packet loss during the trial should be recorded. The results should be recorded in a 

table similar to Table 6. The results should be analysed and compared with D1.1 requirements. 
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Table 6: Packet Loss Evaluation. 

Parameter Average Loss 
Standard 

Deviation 
D1.1 Requirement 

On-demand Trip 

Coil, Command 
  <= 0% 

On-demand Trip 

Coil, Reading 
  < 10% 

Power 

Transformer Oil 

Temperature 

  < 2% 

Neutral Reactance 

Oil Temperature 
  < 2% 

Neutral Resistor 

Coil Box 

Temperature 

  < 2% 

Power Line 

Current 
  < 20% 

Intrusion 

Detection, Data 
  < 10% 

Intrusion 

Detection, Video 
  < 5% 

Hotspot Detection, 

Data 
  < 10% 

Hotspot Detection, 

Video 
  < 5% 

 

 

2.2.2.4 Video Performance Evaluation 

Statistical data for the intrusion detection video streaming during the trial should be recorded. The results 

should be recorded in a table similar to Table 7. The results should be analysed and compared with D1.1 

requirements.  

 

Table 7: Video Streaming Evaluation. 

Parameter Average 
Standard 

Deviation 
D1.1 Requirement 

Delay   < 10 s 

Jitter   < 200 ms 

Throughput   768 Kbit/s 

Video frames lost   < 2% 
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2.2.3 Security Trial 

The D1.1 requirements specify authentication and data integrity for all test scenarios. For video transmission, 

additional requirement of confidentiality and non-repudiation were specified.  

The Wi-Fi ad hoc mode of the Silex SX-560 currently only supports Wired Equivalent Privacy (WEP) 

encryption. WEP is currently considered insecure, as there are cracking tools that can break it. This is a 

limitation of the Silex SX-560 sensor node used in the EDP demonstrator that only allows no security or 

WEP encryption. Naturally, if the hardware vendors support a secure encryption method in the future, it is 

easy to switch to it. So, the MAC layer encryption supports authentication, data integrity and confidentiality. 

The additional non-repudiation requirement for the video transmission was not implemented due to 

performance limitations.  

Additional application layer encryption and security methods for the transport and routing protocols may be 

used for services where the resulting performance degradation is acceptable. Application layer encryption 

can provide authentication, data integrity and confidentiality. The DTSN transport protocol security 

mechanisms provide authentication and data integrity. The RPL routing protocol security mechanisms 

provide confidentiality and data integrity. The security tests on the transport and routing protocols were 

made during the integration phase, not being further addressed in this document.  

Since the EDP WSAN is based on IEEE 802.11g, which operates in the 2.4 GHz frequency band, it is subject 

to interference (both internal – i.e. between WSAN nodes – and external) as well as more vulnerable to 

jamming attacks. In order to simulate a jamming attack, other nodes should be used to generate traffic near 

the deployed nodes using the same Wi-Fi channels. The results should be analysed.  
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2.3 Evaluation of Results  

This section presents the trial test results and discusses them from the point of view of the project 

requirements defined in Deliverable D1.1 [2]. The trial tests have been performed by a joint EDP and INOV 

team. 

2.3.1 GUI Trial 

Several usability tests were performed to evaluate the GUI.  

2.3.1.1 Performance Evaluation 

The GUI performance evaluation results are listed in Table 8. All the system delay components were 

compatible with the requirements in D1.1. 

Table 8: GUI performance tests 

Task 
Number of steps 

required 

Time Required to 

Perform Task 

[s] 

System Delay 

[s] 

Change screen 1 5 1-2 

Get measurement 2 3 1 

Query network 

status 
1 5 2 

Activate Video 1 12 4-7 

Pan, Tilt Camera 2 5 2 

Stop Video 1 5 2 

Activate Infrared 

Video 
1 7 4-5 

Stop Infrared 1 5 2 

 

2.3.1.2 Accuracy Evaluation 

The time required to learn how to use the system was about 15 minutes. A total of 3 user errors occurred 

during learning, all of them were correctable. 

 

2.3.1.3 Recall Evaluation 

The users found it was easy to start using the system again after a period of non-use. 

 

2.3.1.4 Emotional Response Evaluation 

The users found the prototype system as operational, performing the functions it was designed for. The users 

found the system to be reliable, as all the tests performed were successful. So the users were globally very 

satisfied with the system.  
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Table 9: GUI emotional tests 

Item 

Satisfaction 

(1=very dissatisfied 

... 5=very satisfied) 

Overall 5 

 

2.3.2 Performance Trial 

For the temperature sensing evaluation, a hot air blower was used to influence the temperature of the target 

equipment. Since in the neutral resistance, the sensor is within the box, no tests could be performed as there 

was no means for comparison. For the tests with the HV/MV transformer (external temperatures), the 

manometer of that component was used for the comparison with the values reported by the SCADA GUI. 

Although the manometer indicates internal and not external temperature, the sensor node software was 

calibrated based on retrieved measurements, and so a correspondence was achieved between the internal and 

the external temperature. For the neutral reactance, no extensive measurements were made, since the 

equipment is similar to the one used in the HV/MV tests. However, a few samples have confirmed that the 

precision is similar to the one reported for the HV/MV Power Transformer. 

For the current measurement tests, extra current was externally injected in the LV lines by the EDP 

technicians and the sensor reports were confronted against the known current injection values. 

For the trip-coil, on-demand tests were performed while the trip-coil was operational. Then, the 110 V 

terminal was disconnected from the trip-coil to check whether the malfunction was automatically detected. 

The on-demand test was also repeated under this condition. 

For the intrusion and hotspot detection tests, the respective situations were simulated by the EDP and INOV 

team. The tests entailed the transmission of images from the LV/MV power transformer to the substation. 

For the hotspot detection, a soldering iron was placed in front of the camera, while for intrusion detection, a 

member of the EDP team has simulated an intrusion in the MV/LV power transformer. 

2.3.2.1 Measurement Precision Evaluation 

The measurement precision test results are listed in Table 10 and Table 11. Regarding the temperature 

measurements, the precision is high, with an average error of 1% and maximum of 3%. For the power line 

current measurements, the average error was 4.58% with peaks of 10.83%. This precision is enough to detect 

breakdown spots in the power-lines as well as to provide coarse reports about the distribution of current 

consumption within the EDP network. The remaining components feature a high precision. 

Table 10: Temperature and Current Precision Evaluation. 

Parameter 
Number of 

Trials 
Average Error 

Maximum 

Error 

Standard 

Deviation 

Power 

Transformer Oil 

Temperature 

10 1.0% 3.0% 0.4% 

Power Line 

Current 
20 4.6% 10.9% 3.1% 
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Table 11: Event Precision Evaluation. 

Parameter Number of Trials 
Measurement 

Errors 
Success rate 

Trip Coil 24 0 100% 

Intrusion Detection 11 0 100 % 

Hotspot Detection 10 0 100 % 

 

2.3.2.2 Delay Performance Evaluation 

The delay performance results are listed in Table 12. 

Table 12: Delay Evaluation. 

Parameter Average Delay 
Standard 

Deviation 
D1.1 Requirement 

On-demand Trip 

Coil RTT 
20.9 ms 3.9 ms < 2 s 

Power 

Transformer Oil 

Temperature RTT 

18.4 ms 4.8 ms < 2 s 

Neutral Reactance 

Oil Temperature 

RTT 

21.9 ms 5.4 ms < 2 s 

Neutral Resistor 

Coil Box 

Temperature RTT 

19.9 ms 6.3 ms < 2 s 

Power Line 

Current 

Measurement 

(LV1) 

21.5 ms 5.1 ms < 10 s 

Power Line 

Current 

Measurement 

(LV5) 

120.2 ms 10.0 ms < 10 s 

Intrusion 

Detection 
2.1 s 1.1 s < 10 s 

Hotspot Detection 2.2 s 0.4 s < 10 s 

 

As can be seen, all sensing scenarios comply with the requirements defined in D1.1. The power-line sensing 

delay was measured at two different nodes, LV1 and LV5. At LV5, the most distant node from the 

substation, the delay was still a small fraction of the allowed maximum. 

2.3.2.3 Packet Loss Performance Evaluation 

The packet loss results are listed in Table 13. As can be seen, no packet losses could be observed during the 

tests. 
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Table 13: Packet Loss Evaluation. 

Parameter Average Loss 
Standard 

Deviation 
D1.1 Requirement 

On-demand Trip 

Coil, Command 
0.0 0.0 <= 0% 

On-demand Trip 

Coil, Reading 
0.0 0.0 < 10% 

Power 

Transformer Oil 

Temperature 

0.0 0.0 < 2% 

Neutral Reactance 

Oil Temperature 
0.0 0.0 < 2% 

Neutral Resistor 

Coil Box 

Temperature 

0.0 0.0 < 2% 

Power Line 

Current (LV1) 
0.0 0.0 < 20% 

Power Line 

Current (LV5) 
0.0 0.0 < 20% 

Intrusion 

Detection, Data 
0.0 0.0 < 10% 

Intrusion 

Detection, Video 
0.0 0.0 < 5% 

Hotspot Detection, 

Data 
0.0 0.0 < 10% 

Hotspot Detection, 

Video 
0.0 0.0 < 5% 

 

2.3.2.4 Video Performance Evaluation 

The results of the video performance evaluation tests are listed in Table 14.  
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Table 14: Video Streaming Evaluation. 

TransportProtocol Parameter Average 
Standard 

Deviation 
D1.1 Requirement 

UDP 

Delay 183 ms 35 ms < 10 s 

Jitter 10 ms 4 ms < 200 ms 

Throughput 233 Kbit/s - - 

Video frames lost 0.83% 2% < 2% 

 Channel capacity 680 Kbit/s 
191 

Kbit/s 
768 Kbit/s 

DTSN 

Delay 176 ms 37 ms < 10 s 

Jitter 11 ms 5 ms < 200 ms 

Throughput 243 Kbit/s - - 

Video frames lost 0.00% 0.00% < 2% 

 
Channel 

Capacity 
672 Kbit/s 

188 

Kbit/s 
768 Kbit/s 

 

As can be seen, both UDP and DTSN present similar delay and jitter performance, being able to comply with 

the requirements of D1.1. DTSN achieves lower frame losses (0%) due to its error recovery mechanism, 

while achieving slightly lower delay. Although neither of the tested transport protocols is able to provide a 

channel capacity of 768 Kbit/s as defined in D1.1, both are able to support the required resolution at a frame 

rate that is even higher than the one defined therein. The difference towards the required channel capacity is 

also not too significant, being respectively 11.5% and 12.5% for UDP and DTSN. 

2.3.3 Security Trial 

For the radio jamming test, a Cisco Aironet AP1231G Access Point (AP) was configured to operate on the 

same radio channel used in the WSAN (channel 10, 2457 MHz) and placed near the WSAN Gateway node. 

The “iperf” tool was used to measure the throughput between the MV/LV PT and the WSAN Gateway with 

and without radio interference. Interfering traffic was generated by a laptop associated to the AP. The laptop 

was used as the source of a “ping flood”. 

The throughput results with and without interfering traffic are listed in Table 15. The interfering traffic did 

not hinder the connectivity with the sensor nodes (this was assessed through the SCADA GUI), but it has 

significantly reduced the transmission rate to the point that video transmission was not possible. After the 

interference ended, the system resumed its normal operation. 

Table 15: Throughput results for the jamming test. 

Test case 
Average 

Throughput 

Standard 

Deviation 

W/o Interference 439 Kbit/s 174 Kbit/s 

W/ Interference 16 Kbit/s 26.5 Kbit/s 
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2.4 Technology Evaluation from a Business Perspective  

This section presents the technology evaluation on the deployment of the WSAN4CIP solution in the EDP 

electricity distribution network, taking also a business-oriented perspective besides the technical perspective. 

These conclusions are based both on the results of the WSAN4CIP prototype and on data that could be 

obtained from EDP.  

2.4.1 Scalability of the solution 

Taking into account the throughput provided by IEEE 802.11g, the traffic patterns as well as the deployment 

constraints of the solution (see Figure 2), it is clear that the main scalability challenges are related with the 

transmission of video from the MV/LV power transformers through the MV lines to the gateway located at 

the substation. In fact, the substation traffic generated by the sensors is very low and has to cross at most 2 

hops, therefore it is not a scalability issue. Also the current measurements at the MV towers, besides 

presenting a low data rate, can be additionally aggregated along the São Sebastião subnetwork tree in order 

to reduce the traffic even more, which means that this is not also a scalability problem. 

The number of hops between the MV/LV PT and the WSAN Gateway varies greatly in the different lines 

along the country. Normally, the lines present a tree topology in which the secondary substations (MV/LV 

power transformers) are located along the MV lines. This means that images transmitted from the MV/LV 

power transformers traverse from a small number of hops to a maximum number, which can be above 100 

hops. Experiments have shown that the data rate of power-line sensor nodes is reduced with the increase in 

the number of hops, though the reduction is nonlinear. Simulations carried out at INOV have shown that 

under acceptable link quality, several video streams can be reliably transmitted at least up to 70 hops, though 

in real conditions the feasible number of hops would probably be reduced. For transmission along a large 

number of hops, alternative solutions would have to be implemented. One possibility is to transmit the video 

to nearby gateways that can dispatch the traffic through a broadband access technology such as ADSL, HFC, 

WiMAX, LTE, for example. 

The integrated intrusion detection solution allows the video streaming to be activated only upon detection of 

the intrusion event, which may be triggered by the PIR movement detector. A similar solution was 

implemented regarding hotspot detection and IR video streaming, in which activation of the video stream is 

triggered based on a temperature threshold. Since these events are rare and are very unlikely to occur 

simultaneously (at least in significant numbers), the selected technology and deployment architecture are 

enough to support these services. However, a commercial solution would require additional software 

functionality that was not implemented in demonstrator, namely the capability to alternate between video 

streams, while temporarily switching-off the streams that are not being visualized at the moment. This would 

significantly increase the number of intrusion detection and hotspot events that can be simultaneously 

monitored. 

2.4.2 Cost of the solution  

In this section, a rough prediction of the costs of the deployed equipment is provided. As already mentioned, 

the WSAN4CIP prototype is divided into three sections: substation, MV power-lines and MV/LV power 

transformers. In all these sections, the most significant costs are related with the sensor node equipment, 

since there is only one WSAN/SCADA Gateway, which itself is a low cost item. 

In Table 16, cost figures are provided for each type of sensor node. This is the cost that we got for the 

developed prototypes, not including the installation costs. For the power-line sensors, it must be taken into 

account that each tower should have up to three sensor nodes (in this case, one sensor node per phase). A 

lower number of sensor nodes can be attained if not all phases are monitored in all power-line towers. 

Consequently, the number of required sensor nodes will correspond to thrice the number of monitored 

towers. 

Table 16: Number and cost of prototype WSAN4CIP sensor nodes 

Sensor Node Unit Cost (€) 

Temperature Sensor Node (SX-560) 158 
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Trip-Coil Sensor Node (SX-560) 178 

MV Power-Line Sensor Node (SX-560) 242 

MV/LV Power Transformer Sensor Node (Beagle)
2
 1536 

Relay Node (SX-560) 177 

 

However, it should be noted that the provided unit costs for the prototypes correspond to the procurement of 

a reduced number of sensor nodes. The required number of sensors for the power-line and power transformer 

sections should naturally lead to a much reduced unit cost of the corresponding sensors, at least 50% of the 

presented cost. Also in an industrial development having in view a commercial solution, the choice of 

technology would be optimized leading to significant lowering of costs. 

2.4.3 Impact on business 

When evaluating the advantages of the proposed system on EDP’s business, it must be taken into account 

that as an energy distribution company, EDP’s objectives go far beyond getting money profits. EDP has also 

a very important social role. Hence, although it was not possible to get precise figures on how much money 

the proposed solution can spare, the following advantages can be readily identified: 

1. The timely detection of a trip-coil break down will ensure that the repair is done before the protected 

equipment (e.g. neutral reactance/resistance and ultimately the MV/HV power transformer) is 

damaged, preventing long blackouts that would affect the population of Setúbal (the nearby city in 

this deployment) as well as industrial clients. 

2. The timely detection of a neutral resistance/reactance malfunction will avoid that the protected 

HV/MV power transformer is damaged upon the occurrence of a short circuit in the MV lines. 

3. The quick detection and localization of a problem in some segment of the power-lines will speed-up 

the repair, minimizing the time that the clients will remain without energy. 

4. The timely detection of a malfunction on the MV/LV power transformers will minimize the damage 

and allow a quick repair, minimizing the impact on the clients. 

5. The surveillance of the MV/LV power transformers will discourage theft of equipment or vandalism 

activities, which will also improve the service offered to EDP clients. 

                                                      
2 It should be noted that the most expensive component of this sensor node is the IR camera. 
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3 FWA Demonstrator 

The FWA demonstrator concerns the fail-safe data transmission for monitoring the operation of the water 

mains. As it was described in Deliverable D1.2 [3], between the waterworks in Briesen and the elevated tank 

in Rosengarten two parallel water pipes are laid over a total length of 17 km, as shown in Figure 6. In the 

primary scenario we decided to install data-collecting nodes in each of the 5 pipe access points. These nodes 

can access the water flow rate and pressure measurement data sensed there. Additionally motion/door-open 

sensors can be attached to these data-collecting nodes. For the demonstrator it is planned that the network 

can be maintained from the IHP. The data monitoring via SCADA interface is possible from all over the 

world via the Internet connection. 

 

Figure 6 - The measure points on the FWA water pipe providing Frankfurt Oder with water 

3.1 Deployment of Systems in the Trial Areas 

The data collecting points are placed in buildings that belong to FWA. These buildings are equipped with 

power plugs, thus the sensors and nodes installed there can be power supply powered. Additionally, due to 

their placement in this specific scenario, the data-collecting nodes are aligned in a line along the water pipe. 

The distances between these nodes are up to 5 km.  

A direct line-of-sight connection over 5 km does not appear realistic, due to hills, woods and cultivation in 

the area. Thus, additional data-forwarding nodes are placed between the data-collecting nodes. These nodes 

are battery powered and in their case the energy is a scarce resource. Additionally, redundancy is needed in 

case of defect nodes. The data-collecting nodes are also forwarding the data. 

Figure 7 presents the permanent part of the demonstrator with the placement of the data-collecting nodes 

(node6 and node11), redundant data-forwarding nodes (node7, node8, node9, node10, node12, node13, 

node14, node15 and node16) and the sink node (node17). In the permanent part of the demonstrator the 

nodes are placed in locations that are not risky with regard to node stealing or vandalisms. In a final product, 

the nodes require housing that protects the nodes and placement policies that follow the same goal. 

Currently, we are not willing to lose the nodes, nor we are doing research on protective housing. However, 

the demonstrator can be extended on demand.  

The permanent part of the network simulates the amount of data as if it were generated by the complete 

network (node5).  
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Figure 7 – Sensor node locations in the FWA Demonstrator 
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The sink node is connected to the gateway PC using a serial connection (USB). It provides the access to the 

measurement and configuration data in the sensor network. The GW-PC software translates the messages 

from the sensor network into messages acceptable for the SCADA application, and vice versa. The SCADA 

application runs on the same PC as the GW-PC software, but it may also be installed on a separate PC in the 

same network (Ethernet). These two applications communicate via a Socket connection using the Http 

protocol.  

The SCADA application provides a web browser accessible interface. Thus, if the SCADA-PC has an 

Internet connection, the SCADA interface may be accessed from all over the world. In contrast, the 

maintenance interface for code update and node reconfiguration is available on the GW-PC only. These 

functions are accessible by the UI provided by the GW-PC software. 

3.2 Planning of Trials 

This section presents a plan of the trials to be run on the FWA demonstrator. The trials are divided in three 

areas: GUI; performance, relative to the overall system performance; and security, relative to the system 

security tests. Whenever applicable, the results are to be compared with the D1.1 specification [2]. 

3.2.1 GUI Trial 

Several usability tests are to be performed to evaluate the GUI.  

We differentiate the GUI part in 

 GUI concerning the actual pipeline infrastructure 

 GUI concerning the security of the infrastructure, such as access control 

 UI to control the code update 

 UI to change the configuration and perform the update 

For each test we determine the general satisfaction according to the scale from 1 – very dissatisfied, to 5 – 

very satisfied.  

3.2.2 Performance Trial 

In this section actual performance figures of the installation are collected and evaluated. This includes 

quality of service and data for the network as well as for each individual nodes of the network. 

We maintain 3 fixed sensor stations (Briesen + RBS1, RBS2, RBS3) and a set of intermediate nodes for 

forwarding the data. 

The time is always measured from the control station. For the event detection, specific events are generated 

on the deployed node. Typically the event is physical access detection to the infrastructure. 

Freshness as required in the test case means not older than 90 seconds. 

The measurements are compared with the requirements stated in D1.1. 

Additionally to the core performance data, information should be gathered to measure activity and assess the 

energy consumption of the nodes. Therefore the active duty time is measured, as well as the number of sent 

packets and the consumed energy. This data allows to identify energy bottlenecks in the networks and to 

assess the lifetime of the network. 

3.2.3 Security Trial 

A set of security tests should be performed to assess the system’s security robustness. 

The tests are attack-based, while the following attacks should be executed. 

 Jamming 

Radio traffic generated near the deployed nodes should interfere the communication. 
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 Packet Injection 

Invalid and forged packets should be injected in the network to compromise the data. This includes replay 

packets. 

 

 Code Injection 

Malicious code should be added to the nodes. 

 

 Disabled Nodes 

Sensor nodes should be deactivated for a specific amount of time. This includes simulation of attack 

as physically destruction of the nodes, dismounting and stealing. 

 

The attacks were introduced in Deliverable D1.1. 

Each attack may be executed applying different techniques which will be described in the eventual protocol 

document. In any case the number of attacks, the detections, the resolved and the successful attacks should 

be measured. 
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3.3 Running of Trials 

This section presents a description of the trial implementation and trial results that were run on the FWA 

demonstrator. The results of these trials are provided in Section 3.3 together with their evaluation. 

3.3.1 GUI Trial 

Several usability tests were performed to evaluate the available user interfaces. The SCADA based GUI 

provides the information on the current state of the monitored pipeline. It includes the monitored parameters, 

like pipeline and network parameters, as well as the security details, like access control. 

This part of the GUI trial was realized by the FWA employees. These trials can be realized on every PC 

connected to the Internet, since the gateway PC provides this functionality via the web based interface. 

The wireless network maintenance functionality is provided by the second set of user interfaces. These 

interfaces are available at the gateway PC only and require the technical knowledge on the underlying 

wireless network. This part of the trial was performed by IHP employees. 

The results of the GUI trials are given in Table 17. 

3.3.2 Performance Trial 

The results presented in this section were obtained based on the log files collected on the gateway PC. These 

logs include all the incoming and outgoing data. The analysis of this log files allows specifying the 

parameters of the network, like the foreseen up-time, transmission delays and battery voltage on the 

individual nodes in the network. 

The configuration chosen for the trial run is the following. Each data collecting node measures two values 

and sends each of these once 30 second. Additionally, each data collecting node and each forwarding node 

measures its battery voltage and sends the value once every 300s. Node 5 generates the traffic for the 

simulated part of the network, thus it sends the battery voltage measurement for five nodes in total, resulting 

in sending a battery voltage measurement once every 60 seconds, as well as sends 4 sensed measurements 

each every 30 seconds.     

Due to the higher energy consumption on the nodes and the limited energy available on the forwarding nodes 

it was not possible to perform a continuous trial for a period longer than several days. The chosen batteries 

had a high capacity, but could not provide the required amount of energy to power the nodes for three 

months during their heavy duty work. The solutions here were either to reduce the number of sent messages, 

since the message sending induces the highest cost, or to invent an energy harvesting solution. We have 

chosen the latter. 

We decided to use solar panels together with appropriate voltage regulators and solutions to charge the 

Lithium-Polymer batteries. During the day, the batteries are charged and the energy is also used to power the 

nodes. During the night the energy collected in the batteries is used to power the nodes. 

Due to the immature stage of the harvesting module we did not manage to equip the forwarding nodes with 

the energy harvesting modules and thus, the performance trials are based on measurements collected in a set 

of shorter periods. The results presented in Table 18 are combining the individual intervals. 

The results presented in Table 19 show the delays related to a data request, a notification in case of a 

remotely triggered event and the code update propagation in the network.  

The data requests were generated using the maintenance user interface that allows asking for any data in the 

network. Based on the timestamps from the collected logs for the initiation time and the answer time the 

resulting answer time was calculated. The gateway PC as the single source of time reduces the measurement 

error. For such long distance networks without time synchronisation the error could be too large, reaching 

seconds, thus reducing the resolution of the measurements. 

In case of event detection notification delay, the procedure was similar, the user interface was used to trigger 

the event and the time needed to receive the notification was measured.  
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For these two above mentioned trials the delays are strongly dependent on the number of forwarding 

operations in the network, i.e., the hop-distance the queried node is located away from the gateway node. 

The code update propagation delay was measured by injecting a new code version and reading the code 

version numbers of the individual nodes. Since the resolution here is coarse the error caused by infrequent 

version read (one read per minute) is not dramatic. The code update propagation reflects the time needed by 

the individual nodes to obtain and install a new version of the software from the neighbours. 

Additionally, in order to measure the actual energy consumption induced by the application to the individual 

nodes their up-times were measured. In order to estimate the used energy the voltage at the start and at the 

end of the node lifetime was measured and the average voltage drop was computed. These measurements 

were taken for the individual batteries applied in each of the nodes. Additionally the average number of 

messages sent during each period was calculated. These results are provided in Table 20. 

3.3.3 Security Trial 

A set of security tests was performed to assess the system’s security robustness. These tests were performed 

as attacks followed by further analysis of the transmission logs to observe if the network behaviour was 

correct. Table 21 presents the results of the security trials. 

 Jamming 

In the jamming test a node was generating data noise disturbing the communication. The detection of 

the attack was realized by the jamming detection module. The blocked nodes cannot be used for the 

communication, thus the data has to be transmitted using alternative route. The jamming attack was 

regarded as successful if the jamming caused data loss. 

 Disabled Nodes 

In this test chosen nodes were disabled for a given period of time (10 minutes). The detection of the 

attack was realized by freshness test of the battery voltage measurements. Similar to the jamming, 

the disabled node cannot be used for the communication, thus the data has to be transmitted using 

alternative route. The attack was regarded as successful if it caused data loss. 

 Packet Injection 

In the packet injection test a node was used to record and reply the messages in the network. The 

messages are protected by a message authentication code, thus in order to forge the packets it is 

necessary to break the underlying cryptographic means, thus only the reply attack is feasible. This 

attack becomes even more attractive since the nodes retransmit the messages in case of failures. But 

in order to protect the network from such message reply attacks the message sequence numbers are 

recorded for each source on each node and only messages with sequence numbers larger than the 

known ones are forwarded by the routing protocol. Thus, a successful packet injection requires 

message forging.  

The detection is based on the test for each received message against the stored sequence numbers. 

Each detected injection is resolved, because such a packet is dropped. Successful injection would 

result in forwarding the injected packet. 

 Code Injection 

In the code injection attack a node tries to advertise in the network that it has a newer version of the 

software than the other nodes. But since the advertisement messages are protected by the message 

authentication codes, the forged advertisement messages are ignored by the nodes in the network. 

The forging of advertisement messages would require breaking the underlying cryptographic 

mechanisms. And even if the attacker would be able to forge the advertisement message the 

complete code image is signed and the nodes that receive the complete image do not flash it if it does 

not contain a correct signature. 

A node from outside of the network is broadcasting the advertisement messages. The detection of 

such an attacker is not done automatically, but the messages are ignored. An attack is considered as 

successful if a node from the network accepted the code image and installed it. 
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The attack considers only remote access to the nodes, the physical node manipulation is not 

considered. 
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3.4 Evaluation of Results 

This section presents the evaluation of the results obtained during the trials on the FWA demonstrator. 

3.4.1 GUI Trial 

The results of the GUI trials are given in Table 17. 

Table 17: Results for the FWA GUI tests 

Task 
works 

Yes/No 

Satisfaction 

(1=very dissatisfied ... 

5=very satisfied) 

Pipeline details visible Yes 5 

Security details visible Yes 5 

Code Update Yes 3 

Reconfiguration Yes 4 

 

The monitoring GUI (SCADA) provides the necessary details to the user. The maintenance user interfaces 

for code update (console based) and reconfiguration (see Figure 8) are less user-friendly. Thus, the use of 

this functionality requires more knowledge on the underlying implementation.    

 

Figure 8 - The user interface for reconfiguration of the nodes in the FWA demonstrator 

3.4.2 Performance Trial 

The results for the achieved data freshness and the availability of the network are given in Table 18.  

Table 18: Results for data freshness and availability of the network 

Station 
Time without 

fresh values 
Availability 

Average 

Freshness 

RBS1 & Briesen 

(node 5) 
3.75% 96.25% 38.9 s 

RBS2  

(node 6) 
3.15% 96.85% 37.9 s 

RBS3 

(node 11) 
2.17% 97.83% 36.2 s 

Average 3.02% 96.98% 37.7 s 

Requirements 2% 98% <60s 

 

The given values represent the statistics for combined intervals of 48 hours. The availability statistics states 

that a given sensor measurement was not received for 90 seconds. But, these results include the case it was 
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delivered in 90 seconds, thus, for a sending period of 30 seconds it is enough to lose two packets containing 

this sensor measurement in a row. Then, the third measurement is delivered about 90 seconds after the most 

recently received one. As it can be seen, under these conditions the achieved availability seems to be slightly 

below the requested level. But extending the allowed maximum freshness to above 90 seconds moves the 

availability in the requested range.    

The results presented in Table 19 show the delays related to a data request, a notification in case of a 

remotely triggered event and the code update propagation in the network.  

Table 19: Results for the delay measurements 

Parameter 
Number of 

Trials 

Average 

Response Time 

Requirements Standard 

Deviation 

Data Request 60 0.95 s <2s 0.8 s 

Detected Event 30 0.74 s <2s 0.6 s 

Code Update 

Propagation 
12 34.92 min 

<2h 
5.47 min 

 

In case of data requests the time is measured starting from the point in time as it was initiated at the gateway 

node until the reply is delivered to that node. Every node is questioned about its battery level five times, 

resulting in a series of 60 requests. In case of the measured delay due to event detection delivery, the event is 

triggered at the gateway node as well, but the time from the event initiation and the event detection delivery 

is divided by two as if it were initiated at the respective node. Each data collecting node is triggered 10 

times, resulting in a total of 30 events. These measured values are far below the required maximum values. 

The epidemic code propagation delay represents the time needed by a node to pull the new code image 

available on its neighbour. The average time required for a single node is about 35 minutes, thus, the 

complete network of 12 nodes needs about 7 hours for a code update of all nodes. Thus, the time needed to 

program an individual node is far below the given maximum value. Additionally, this update process is 

completely automatic, i.e., once a new image is inserted onto a node in the network, it is further propagated 

to all other nodes, one-by-one, based on the connectivity pattern in the network. Thus, compared to other 

approaches the operator does not have to initiate the code update for each individual node in given or 

monitored periods. 

The measurements that indicate the actual energy consumption induced by the application to the individual 

nodes that influence their foreseen up-times are given in Table 20. The measurements represent the average 

values for three 48 hour periods and show the number of sent packets by each node, including own data and 

forwarded packets. The battery drops are measured at the beginning and the end of the periods at the same 

time of the day. Within the periods the batteries experienced voltage variations depending on the outdoor 

temperature. These variations caused by the temperature for a single battery were up to about 0.270 V, 

comparing the voltage during the day and the early morning. 

These measurements give an idea of the number of sent packets and the energy usage. However these energy 

usage figures are quite inaccurate and coarse, because the discharge curve of the used battery is not linear 

and also strongly influenced by factors like temperature and the value of the discharge current. In order to 

provide more exact measurements it would be necessary to equip the nodes with current measurement 

circuitry to monitor the energy consumption based on the current and voltage values. This is also the only 

solution for monitoring the energy consumption if the energy harvesting is in use. In this case the energy 

level is hardly measureable due to the theoretically unlimited source of energy available for harvesting and, 

in order to monitor the energy budget monitoring of both harvested and consumed energy is required.    
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Table 20: Duty measurements of the network 

Station 
Battery 

Voltage drop 
Sent packets 

RBS1 & Briesen 

(node 5) 
- 95040 

RBS2 

(node 6) 
- 118656 

Forwarding 

(node 7) 
0.477 V 119232 

Forwarding 

(node 8) 
0.479 V 119808 

Forwarding 

(node 9) 
0.482 V 120384 

Forwarding 

(node 10) 
0.484 V 120960 

RBS3 

(node 11) 
- 144576 

Forwarding 

(node 12) 
0.581 V 145152 

Forwarding 

(node 13) 
0.583 V 145728 

Forwarding 

(node 14) 
0.585 V 146304 

Forwarding 

(node 15) 
0.588 V 146880 

Forwarding 

(node 16) 
0.590 C 147456 

3.4.3 Security Trial 

Table 21 presents the results of the security trials. The Jamming trials were split into two groups of attacks. 

In the first group the range of the jamming was including a node but without influencing its redundant path. 

The second groups of attacks both routes were attacked by the jammer node. The 10 attacks from the first 

group caused a detection of the jamming attack and choosing the alternative route, thus these were 

considered as resolved and unsuccessful. The attacks from the second group caused blocking the 

communication in the network and thus were considered as successful. Due to the specific topology of the 

network in this demonstrator the jamming attack is successful if it causes a network partitioning and in order 

to avoid this situation the number of alternative routes has to be increased, resulting in topology change. In 

any case all the attacks were detected. 

Similar, the attack based on node disabling there were two groups of. The first 10 attack approaches were 

disabling a node that is not covered by the redundancy (like node 16) and in this case it causes network 

partitioning and the attack is considered as successful. If the disabled node was covered by the redundancy, 

the data is delivered via the redundant path. In any case all the attacks were detected. 

The packet injection attacks were executed as a replay of 20 chosen packets. The protection based on the 

sequence number recording helped to filter out messages that are replayed and thus outdated and the message 

authentication code protected the message from being manipulated in order to change the sequence number. 
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Since the replayed messages were simply dropped at the receiving nodes the attacks were not detected but all 

of them were resolved.  

Similar, for the code update attacks we executed 20 tries with inserting an image on a node from outside the 

network. Since the fake node did not contain the correct crypto material, its messages advertising the new 

code image did not pass the message authentication code check and thus were ignored by the nodes in the 

network. Again none of these attacks was detected but all were resolved. 

Table 21: The results of the FWA Security Trials 

Parameter #Attacks #Detected #Resolved #Successful 

Jamming 20 20 10 10 

Disabled Node 20 20 10 10 

Packet Injected 

(MAC + #sequence) 
20 0 20 0 

Code Injected 

(MAC + signature) 
20 0 20 0 

 

Most of the weaknesses revealed in the security trials could be avoid by using an extended network topology. 

Additionally if the detection and notification of the attacks is necessary additional functionality that notifies 

the user in such a case is required. 
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3.5 Technology Evaluation from a Business Perspective 

This section describes the evaluation of the proposed solution from the business perspective. The FWA as a 

potential customer evaluates the solution on a higher level of abstraction with respect to the application 

scenario as defined in the FWA demonstrator, while the technical details influencing the scalability and costs 

are given by the IHP.  

3.5.1 Scalability of the solution 

The two main technical factors that control the scalability of the approach are the number of monitoring sites 

and the required frequency of measurement updates. Additional factor that influences the scalability is the 

chosen strategy for monitoring the wireless sensor network itself, i.e., monitoring the battery status of the 

intermediate nodes that are not powered from the power network. Thus, the main scalability issue may be the 

capacity of the communication channel. 

The currently used radio modules support about 40 Kbit/s throughput. Assuming the protocol overhead, this 

number can be further reduced to about 24 Kbit/s, considering pure payload capacity. In the used version of 

the data handling tinyDSM middleware each measurement item is represented by 15 Bytes (120 bits). Thus, 

for a node it is possible to transmit a maximum of 200 measurements per second. But, since the 

communication is half-duplex, this number is divided by two, if we consider forwarding. So, for the network, 

it is possible to transmit a maximum of 100 measurements per second. The scenario chosen for the FWA 

demonstrator collects 15 measurements on the monitored pipeline that need to be transmitted periodically 

and 5 surveillance parameters that are to be transmitted on-event. Additionally, the battery level of all the 

nodes is monitored, what causes additional 16 measurements. These measurements have diverse 

requirements regarding the required frequency in which they need to be transmitted. Assuming the worst 

case where all the measurements have to be refreshed once 60 seconds (the defined refresh ratio for pipeline 

parameters) and thus, they have to be sent at least twice every 30s, the required payload channel bandwidth 

is about 150 Kbit/s. Thus, at least in theory, the available channel capacity would support a system that 

monitors a pipeline with two orders of magnitude more measurements, assuming the same timing 

requirements.      

3.5.2 Cost of the solution 

The main cost of the proposed solution is caused by the wireless nodes. However, once deployed, the nodes 

do not induce additional costs, like other wireless solutions, for instance, based on GSM communication do. 

Again, the cost estimation is based on the scenario chosen for the FWA demonstrator. The actual sensors 

monitoring the water pressure and flow are integrated in the pipeline and their costs are not included in the 

following estimation. 

In total 17 nodes are used in the demonstrator. These nodes were developed for the WSAN4CIP project in a 

small amount and thus, their cost per piece is quite high and about 650€, including the housing and antenna. 

Additionally, the cost of the prototype energy harvesting module, the intermediate nodes have to be equipped 

with, is about 200€. This module includes the solar panels and the voltage regulators with rechargeable 

battery. The gateway node and the measurement nodes do not require the module. 

Thus, the costs of the wireless sensor nodes for the monitoring system depend on the function of the nodes. 

The cost of the forwarding nodes is about 850€, for the other nodes the cost is 650€. The total cost of the 

wireless equipment for the FWA demonstrator scenario is 13450€. 

3.5.3 Impact on business 

The experience collected by FWA in the WSAN4CIP project shows that several issues related to the 

application of wireless sensor networks in the remote instrumentation and control are possible to overcome. 

The sensors applied to monitor the pipeline can be safely connected together and this, even if the distances 

between the individual nodes are in the range of kilometres. Additionally, the network of wireless sensors 

can be connected to a SCADA system that allows its controlling and monitoring. The deployed wireless 

sensor nodes can be managed remotely, i.e., their code can be updated and their configuration can be 

changed remotely. This feature simplifies the management of the system. Another important feature that 
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improves the management of the system is the autonomous operating with respect to the energy sources. 

Here, it is possible to use energy harvesting to provide long lifetime. The overall experience gained during 

the project states that wireless instrumentation and control using wireless sensor networks can be realized. 

FWA identifies the following major exploitation cases for the system in question: 

 On-line monitoring of safety-critical systems and normal infrastructures 

 Emergency management 

 Wireless Instrumentation & Control 

The developed technology is very interesting for FWA. There are two main prospects of its use by the FWA. 

First involves new large projects in the future, where new water distribution systems are built together with 

the monitoring infrastructure. In this case, the wireless monitoring infrastructure can help reducing the costs 

for wires and deployment effort. The second application prospect involves smaller projects in case of 

difficult conditions for accessing measurement places. Here, the ease of installation helps to enable 

monitoring also under harsh conditions, e.g., if wires cannot be deployed. 

However, in order be applicable, the proposed system needs to undergo several improvements and to be 

turned into product. This is the main condition set by the FWA for the future exploitation of the system. The 

wireless sensor devices have to be available on the market. And, in order to compete with their state-of-the-

art wired counterparts, the prices for the system shall be comparable with these of the latter. Additionally, 

these products have to be provided by global players and the service conditions shall be comparable to those 

for wired systems.  
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