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Abstract:

Validation and certification of Software Defined Radio (SDR) and Cognitive Radio (CR)
presents new challenges in comparison with the testing of conventional communication
systems. Verification is usually defined as the activity of checking that a product, service,
or system (or portion thereof, or set thereof) meets a set of initial design requirements,
specifications, and regulations. The capability of SDR to download and activate new
software modules and waveforms poses new challenges for the certification process
because communication behaviour and parameters can change after market deployment.
In a similar way, CR devices can transmit in a wide range of frequencies and they can
change their emission parameters based on the local spectrum environment. This
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flexibility may require new validation and testing procedures, which this Deliverable
discusses. Moreover, because CR devices might increase the risk of harmful interference
to existing wireless infrastructures and radio communication devices, this Deliverable also
describes interference mitigation techniques which can be used in post-market
deployment scenarios.
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SDR, CR, validation, testing
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Executive Summary

Demand for services which are dependent upon access to the radio spectrum is rapidly
increasing, and new technologies like Software Defined Radio (SDR) and Cognitive Radio
(CR) can provide innovative approaches to increase spectrum utilization. Equipment based
on SDR and CR technology may have specific features and behaviour in comparison to
conventional communication systems. SDR devices might download and activate new
software modules (i.e., waveforms) to implement new communication standards after
deployment in the field. This behaviour is quite different from conventional wireless
communication devices, whose communication behaviour is mostly defined in the design
phase. CR devices, built on adaptable radio or SDR, might transmit in a wide range of
frequencies or might change their emissions parameters given on the local spectrum
environment. The capability of changing significantly the communication parameters and
behaviour of SDR/CR equipment after the deployment in the market poses new problems
for their validation and certification. Most of the validation and certification procedures for
wireless communication equipment is based on the assumption that its behaviour is defined
in the design phase.

As a consequence, it is important to define and implement innovative testing and validation
techniques, which lead to an efficient and safe market deployment of new wireless
communication equipment based on SDR and CR technologies. The objectives of the
validation and certification phase are still the same: ensure that a product, service, or
system (or portion or set thereof) continues to meet its initial design requirements,
specifications, and comply with the national regulations. For example, CR devices should not
generate harmful interference to primary users and be conformant to local spectrum
regulations.

This report identifies the main challenges for validation and testing of equipment based on
SDR/CR technologies, the main research activities in this area and the procedures and tools
already defined by the industry and research community. In addition, the report also
identifies mitigation techniques, which can be applied to equipment based on SDR/CR
technologies after the validation and certification phase and market deployment. These
mitigation techniques have the objective to minimize the impact of internal failure of the
SDR/CR devices or security threats, which can be implemented by malicious attackers.
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1. Introduction

Demand for services which are dependent upon access to the radio spectrum is rapidly
increasing, and certain parts of the radio spectrum are becoming more and more congested.
In addition, innovation is driving the development of radio technologies, which are
increasingly using more sophisticated mitigation techniques in order to be able to share
spectrum in various different ways amongst themselves and/or with other spectrum users.

On the other side of the coin, the European regulatory environment is evaluating how to
facilitate the introduction of such innovative technologies and sharing solutions in a way
that derives the maximum benefits from the usage of the spectrum. The definition of
standards and regulations ensuring sufficient protection of spectrum and the citizen, while
still maintaining room for innovation, is therefore becoming more and more challenging.
Once technology is mature enough and, in the best case, supported by a standard, there
may be a new risk or waste of resources because the implementation of the technology into
interoperable products has not been carefully addressed and planned.

As a consequence, it is important to define and implement innovative testing and validation
techniques, which lead to an efficient and safe market deployment of new wireless
communication technologies. A range of new challenges in the validation and certification of
Software Defined Radio (SDR) and Cognitive Radio (CR) persist in comparison with
conventional communication systems. Despite such challenges, such verification and
certification must nevertheless succeed in ensuring that a product, service, or system (or
portion or set thereof) continues to meet its initial design requirements, specifications, and
comply with the national regulations.

Expanding on the challenges, SDRs for example might download and activate new software
modules and waveforms, posing new challenges to the certification process because their
communication behaviour and parameters might therefore change after market
deployment. Such technologies would have to be implemented in a way that doesn’t cause
interference to other systems; moreover, a range of potential challenges such as the
possibility to hack SDRs and their associated radio behaviour must be guarded against. In a
similar way, CR devices, built on adaptable radio or SDR, might transmit in a wide range of
frequencies or might change their other emissions parameters given on the local spectrum
environment, making such changes based on information obtained through an exchange
with a geolocation database or perhaps spectrum sensing. Such devices must also not
misbehave or fail to satisfy regulations, and their underlying processes such as information
retrieval from databases and sensing schemes must remain reliable and secure.

As is clear from such examples as above, flexibility may require new validation, testing and
certification procedures. In the case of SDR this might require validation and certification of
the procedures and sources for radio-software, and protection mechanisms against hacking
such adaptive radios, and in the case of CR it might require validation and certification of
the reliability and security of geolocation database exchanges or sensing implementations.
Moreover, it is noted that because CR devices might increase the risk of harmful
interference to existing wireless infrastructures and communication devices, it is necessary
to also consider interference mitigation techniques which can be used in post-market
deployment.
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In the light of the above observations, this Deliverable aims to assist the better
understanding of the certification and validation challenges affecting SDR and CR.

Specifically, section 2 of this report describes current activities on validation and
certification of SDR and CR technologies. Section 3 identifies the main validation and
certification challenges. Section 4 describes the existing or planned validation/certification
methodologies and tools defined by various entities around the world. Section 5 describes
the potential mitigation techniques, which can be applied to enforce conformance to
regulations after deployment of the wireless equipment based on SDR/CR. Finally, section 6
concludes the report.
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2. Current activities on validation and certification of Software
Defined Radio and Cognitive Radio

Demand for services which are dependent upon access to the radio spectrum is rapidly
increasing and certain parts of the radio spectrum are becoming more and more congested.
In addition, innovation is driving the development of radio technologies which are
increasingly using more sophisticated mitigation techniques in order to be able to share
spectrum in various different ways amongst themselves and/or with other spectrum users.

On the other side of the coin, the European regulatory environment is evaluating how to
facilitate the introduction of such innovative technologies and sharing solutions in a way
that derives the maximum benefits from the usage of the spectrum.

Various projects have investigated new procedures for validation and certification of SDR
and CR equipment or they have designed and implemented test beds. The authors of this
report have identified a significant divergence between two different objectives of test
beds: a) the research community is more interested to define and design cognitive radio test
beds to assess CR equipment from the performance/optmization point of view or to test
new algorithms, b) the objective of the government/industry community is to use the test
bed and field trials to assess the impact on existing radio services or to ensure the
conformance of the CR equipment to regulations. While the two objectives may overlap in
some cases, there is the risk that significant research efforts are not utilized efficiently.

The objective of this section is to identify and describe the current activities on validation
and certification of SDR and CR technologies.

2.1 Global context

The International Telecommunication Union (ITU) an agency of the United Nations which
specialises in information and communication technologies. ITU-R is the “sector” of the ITU
that handles radiocommunications. One notable output of the ITU-R is a report on SDR
published by its Study Group 8 (SG8) [18], which provides basic information on SDR
technology and presents the application of SDR to IMT-2000 (International Mobile
Telecommunication-2000) and to other land mobile systems.

In the recent World Radiocommunication Conference 2012 (WRC-2012), the action item Al
1.19 was created to consider regulatory measures and their relevance, in order to enable
the introduction of software-defined radio and cognitive radio systems, in conformance
with Resolution COM6/18 from the previous WRC-2007. No specific tasks are defined for
the definition of test plan or validation/certification activities.

The standardization committee P1900.3 had the objective of defining recommended
practices for conformance evaluations of Software Defined Radio (SDR) software modules
and standards for assessing the spectrum access behavior of radio systems employing
Dynamic Spectrum Access (DSA) methods. Due to lack of volunteers the committee was
dismantled in 2008. A report on the activity of the committee is provided in [17].

2.2 European context

In Europe, the advisory and regulatory committee known as the Telecommunications
Conformity Assessment and Market Surveillance Committee (TCAM) assists the European
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Commission in conformity assessment and market surveillance matter. This committee was
constituted by articles 13-15 of the Radio equipment and Telecommunications Terminal
Equipment (R&TTE) directive (1999/5/EC).

Given its objectives, TCAM is involved in the revision of the R&TTE directive in order to
include reconfigurable devices which might change their transmission and reception
characteristics after deployment.

The revision of the R&TTE directive is still progressing, but it going to be finalized at the end
of 2012. One of the main issues to be resolved is the sharing of responsibilities among the
main stakeholders: hardware manufacturers, telecom operators and software waveforms
producers.

2.3 European projects on validation and testing of SDR and CR

This section provides some detail on the efforts within European projects towards validation
and testing of wireless equipment based on SDR/CR technologies.

2.3.1 FP7 CREW project

The “Cognitive Radio Experimentation World” (CREW) project has the objective to establish
an “open federated test platform” which allows experimentally-driven research on
advanced spectrum sensing, cognitive radio and cognitive networking strategies to be done
by remote experimenters. The test-beds and procedures defined in the project might
investigate, for example, horizontal and vertical spectrum sharing techniques in licensed
and unlicensed bands.

One document produced by CREW of relevance to this report is Deliverable 4.1, which
provides a definition of the test bed and scenarios. That Deliverable describes the various
test scenarios considered in CREW and gives the benchmarks for each usage scenario. Such
benchmarks are needed to compare results from different experiments.

The following test scenarios are identified:
e Radio environment sensing for spectrum sharing
e Horizontal sharing between heterogeneous networks in ISM bands
e Cooperation in heterogeneous networks in licensed bands
e Cognitive sensor networks
e Cognitive networks in next generation cellular systems

2.3.2 FP7 COGEU project

The “COGnitive radio systems for efficient sharing of TV white spaces in EUropean context”
(COGEU) project has the objective of developing CR systems which can exploit white spaces
in digital TV bands.

Technically, the mail goals are to:
e Design and demonstrate cognitive radio technologies to support mobile applications
over TV white spaces (TVWS) for spectrum sharing business models.
e Quantify the impact of TVWS devices on digital TV receivers and define
methodologies for TVWS equipment certifications and compliance in the European
regulatory context.
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COGEU will also define new methodologies for TVWS equipment certification and
compliance, addressing coexistence with the DVB-T/H European standard. An important
output of relevance this report is COGEU’s Deliverable D4.3, which provides a description of
the test-bed for coexistence evaluation. In particular, it describes the test set-ups, the
wanted signals and the interference signals that are used for the measurements in the
process of coexistence evaluation between DVB-T and White Spaces Devices.

The two main objectives of the test are to:

e Evaluate the interference caused by White Space devices, impacting the DVB-T
receivers,

e Evaluate the performance (e.g., throughput, quality of service) of White Space
devices.

2.3.3 FP7 QUASAR project (Quantitative Assessment of Secondary Spectrum Access)

QUASAR is a FP7 targeted research project (STREP) that has the objective to bridge the gap
between the claims made in traditional cognitive radio research and practical
implementation. The QUASAR project conducted measurements campaigns and they
assessed and compared the performance of various sensing scheme and algorithm to
identify the available “White Spaces” channels.

QUASAR project was mostly focused on CR test beds to validate the spectrum sensing
function or to assess the availability of “white spaces”.

The following deliverables are identified for their relevance to this report:

e Deliverable D2.2 Methodology for assessing secondary spectrum usage
opportunities — final report. This deliverable defines the methodology to assess the
availability of white spaces. It defines the methodology and tools to defined and
compute the metrics and spectrum opportunities. The outlined algorithm has
knowledge of primary and secondary system parameters, users’ locations, and
attenuations in the spectrum environment.

e Deliverable 5.4 Final Report on Models with Validation Results, which summarizes
and extends the quantitative assessment of secondary spectrum opportunities for
various European countries. The deliverable is based on the assessment
methodology defined in QUASAR and it provides tangible conclusions on the
feasibility to deploy secondary systems in Europe.

2.3.4 FP7 E3 project

The End-to-End Efficiency (E3) project was an ambitious FP7 EC Large Scale Integrated
Project (IP) aiming to integrate cognitive wireless systems in the Beyond 3G (B3G)
technologies. The key objectives of the E3 project was to design, develop, prototype and
showcase solutions to guarantee interoperability, flexibility and scalability between existing
legacy and future wireless systems.

Cognitive radio technologies are an important part of the E3 project and they are used to
optimise the use of the radio resources and radio frequency spectrum on the basis of
techniques like autonomic management, adaptive learning and policy management.

ICT-ACROPOLIS Deliverable D14.2 10/33



ICT 257626 ACROPOLIS Date: 30/09/2012

One document from E3 project that is of relevance to this report is Deliverable D6.4, which
includes the results obtained from the validation of the E3 cognitive systems. The test
challenges and techniques used in E3 are further discussed in Section 3.2.

2.3.5 FP6 WINTSEC

The WINTSEC (Wireless INTeroperability for SECurity) project had the objective to explore a
mix of complementary solutions to overcome the barriers for wireless interoperability
across different civil security agencies, taking into account the constraints of the security
services and legacy systems and equipment. WINTSEC studies the deployment of
standardized Internetworking layer at Core Network level and Software Defined Radio (SDR)
technology added value for Base Stations and Terminals.

WINTSEC also addresses information assurance and security aspects.

WINTSEC project investigated the establishment of an European “SDR Certification
environment”. This environment had the objective of certifying SDR Platforms and SDR
Waveforms against the European “SDR Architectural Framework”, taking into account the
various national constraints.

Even if the WINTSEC project was related to the civil security domain, which has different
business objectives from the commercial domain, many procedures and tools can be
tailored to other contexts and domains.

A description of the SDR certification activity in WINTSEC is also provided in [22].

2.3.6 FP7 EULER

The FP7 project EULER is the follower if the WINTSEC project and it has investigated the
application of Software Defined Radio and Cognitive Radio techniques for Public Safety.

Project EULER designed and developed an High Data Rate (HDR) waveform to create a
backbone network for SDR nodes, which are able to communicate with various
communication technologies like TETRA and Satellite Communications.

Project EULER has also investigated validation and certification challenges for SDR devices in
WP4. A first set of activities consists in proposing an overall approach for compliance of the
SDR platform to standards. In this regard, categories and types of procedures for evaluation
of ESRA compliance will be identified, and a set of well chosen and relevant procedures
defined and prototyped.

In a similar way to the WINTSEC project, validation and certification procedures and tools
can be tailored to the commercial domain.

2.4 European projects on validation and testing of SDR and CR

The testing and validation of CR technologies and devices in the single European member
states is still limited as for In UK, in 2011, Cambridge TV White Spaces Consortium has
conducted trials to evaluate and demonstrate the potential of CR technology to transmit in
the Digital TV White Spaces. The consortium has evaluated CR technology against a range of
applications and in various contexts: rural wireless broadband, urban dense population
coverage and the emerging "machine-to-machine" communication. The result of the trials is
very successful and it was found that TV white spaces can be successfully utilised to help
satisfy the rapidly accelerating demand for wireless connectivity.
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A description of the test plan and the related results is available at [21]. The test bed
network in the trial consisted of eight base stations, deployed across urban and rural
locations. The test and measurement programme included prediction of the coverage
provided by the test bed base stations, which have been validated by field measurements.

The discussion on the identified testing challenges from this trail will be presented in
chapter 3.

2.5 North America

The objective of this section is to provide an overview on the validation and certification
procedures defined in North America (USA and Canada) in various domains: military,
commercial and civil security domains.

2.5.1 USA

2.5.1.1 Commercial domain

In USA, the Federal Communications Commission (FCC) has adopted rule changes to address
the certification of SDR equipment in [1], where SDR is considered a new class of equipment
with streamlined equipment authorization. The purpose of the action is to modify
certification rules to accommodate the flexibility offered by SDR. Specifically, FCC amended
the equipment authorization rules to permit equipment manufacturers to make changes in
the frequency, power and modulation parameters without the need to file a new equipment
authorization application with the Commission. The action also permitted electronic
labelling so that a third party may modify a radio's technical parameters without having to
return it to the manufacturer for re-labelling current commercial waveforms [13].

2.5.1.2 Civil Security and Military domains

2.5.1.2.1 Joint Tactical Radio Systems (JTRS) Technology Laboratory (JTel)
In US, the JTRS Technology Laboratory (JTel) is the testing and certification arm of the JTRS
JPO for software defined radio technologies.
JTel has various responsibilities, which include:
- the definition of a JTR set operative environment, which is compliant to SCA

- the definition of a test bed and test procedures for the certification of SCA-compliant
SDR in the military domain.

- maintain a repository of all the certified JTRS waveforms and related tools and
products.

2.5.1.2.2 DARPA XG

The Defence Advanced Research Projects Agency (DARPA) has financed the Next Generation
(XG) programme to develop system concepts and technologies to enhance military
communications through Dynamic Spectrum Access (DSA) and Cognitive Radio (CR).

One of the stated objectives of the XG program is to demonstrate that cognitive radio can
produce at least the performance of a conventional radio but accomplish this with improved
efficiency through adaptation of transmission parameters on the basis of the information
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received from the environment. A detailed description of the DARPA XG program is out of
the scope of this report and is provided in [30].

Validation and testing activities have been carried out and they are described in various
references. In [31], fields test were executed to validate the policy management systems of
the XG radios. Four test scenarios were executed: a) No use of the Policy Management, b)
Limited Policy Operation, c) Enhanced Signal-based Policy and d) Enhanced Location-based
Policy. Various performance metrics were used. They included the a) spectrum evacuation
time to avoid transmitting in spectrum bands occupied by the primary users, b) the
scalability of the policy framework with the increase of number of policies or devices, c) the
effectiveness of the policy reasoning engine to execute the correct behaviour and d) the
level of interference generated to the primary users.

2.5.1.2.3 DARPA WNAN

The DARPA Wireless Network After Next (WNAN) programme is working on the
development of affordable handled communications for the “individual warfighter”,
leveraging inexpensive commercial parts. A key aspect of the handheld communications
devices will be dynamic spectrum access capability. In that sense, WNAN takes into account
the wealth of knowledge obtained in the XG program, aiming to support the opportunistic
usage of locally available spectrum by army personnel in area of the world in which it might
not be easy to access spectrum for such usages.

2.5.2 Canada

The Communication Research Centre (CRC) of Canada has developed a Wi-Fi based CR
networking system called CORAL [51], to prototype, test and evaluate various concepts of
CR technology. The CORAL system was designed as a research network, which links
universities and research in a live Wi-Fi network.

CORAL uses the ISM unlicensed bands at 2.4 and 5.8 GHz and is currently a fixed network,
even if there are plans for a future mobile development [51].

CRC has defined API and has developed various tools to support the deployment of the
Wireless Fidelity (WiFi) CR testbed. In particular the Radio Environment Awareness Map
(REAM), which is a core element of CORAL. An overview of the CORAL system is provided
also in [52].

Even if CORAL is a complete package with a remarkable level of maturity, the effort towards
validation and testing procedures and tools is still limited as this was not the main objective
of the CORAL project.

2.6 Asian context

The objective of this section is to provide an overview on the validation and certification
activities for SDR and CR technology in Asia.

2.6.1 Japan

On 2008, In Yokosuka Research Park in Yokosuka City, the Japanese NICT research center
has deployed several kinds of test beds of cognitive radio. In carrying out field tests,
evaluations and demonstrations of cognitive radio, NICT carried out several field
experiments using these test-beds from the early stage of cognitive radio research and
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developments. The CR devices used in the test bed support an extremely wide frequency
band of 400 MHz-6 GHz and supports various communication systems. The test results have
shown that the error vector magnitude (EVM) was lower than 3% on the sending side and
lower than 11% on the receiving side. The measured dynamic range was higher than 50dB
on 400MHz and 5GHz bands. The noise figure (NF) on the sending side was lower than 5dB
on 400MHz and 2GHz bands, and lower than 15dB on a 5GHz band.

In April 2010, NICT started field trials of CR technology in the city of Fujisawa. The CR nodes
were developed on the standard Institute of Electrical and Electronics Engineers (IEEE)
1900.4. The main server has been set at the NICT Yokosuka research Centre.

During the operation, NICT has distributed 500 CR nodes in the city of Fujisawa, which were
able to provide internet access to any users who want to access the internet.

During the field trial, NICT has collected both traffic data and controlling data, which have
been subsequently analyzed to verify the performance and improve the next release of
cognitive radio systems. The trials and the related results are expected to contribute to draft
new regulations and support the development of these technologies. There is also the idea
to apply these technologies to define Mobile Virtual Network Operator (MVNO).

After this field trial, NICT has continued the research and development of cognitive radio
solutions in the white spaces of television broadcasting frequency bands.

Furthermore, NICT will integrate concepts of virtual network technology into the cognitive
routers.

2.6.2 Singapore

In Singapore, the Infocomm Development Authority of Singapore (IDA) is promoting “White
Space Technology Trials”. The IDA recognizes the potential of “white space” concept and will
conduct trials for white space technology. On 7 April 2010, IDA announced the 'White Space
Technology Information Package and Test Plan' at the IEEE International Dynamic Spectrum
Access Networks (DySPAN) 2010 symposium held in Singapore, where organizations were
requested to indicate their interest in participating in white space trials.

The upcoming trials, named Cognitive Radio Venues ("CRAVE"), will support IDA in
developing the regulatory framework for the definition of TV geo-location databases. One of
the purposes of the trials is to obtain real-world measurements, which would facilitate in
the development of white space devices.

The test plan used in the trial is described in [20].

There were two main categories of tests: controlled test in the laboratory and test done in
the field.

In both categories, three different test plans were executed:

e TV Signals. This test plan included all the tests to validate the capability of the CR
device to avoid the generation of harmful interference to TV signals. In particular,
the sensing of TV signal (single or multiples) was tested, the capability to detect and
avoid a TV signal and the level of interference of CR device to TV signals.

e Wireless Microphone Signals. This test plan included all the tests to validate the
capability of the CR device to avoid the generation of harmful interference to
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Wireless Microphone signals. In particular, the capacity of detecting the wireless
microphone signals and the generation of interference to them.

e Operational environment (only in the controlled category). This test plan was
focused on a CR capability of sensing TV signals and avoiding them with different
values of the power of the TV signals.

The entire set of tests was executed successfully.
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3. Validation and Certification challenges

This section describes the main validation and certification challenges for SDR and CR
technology in comparison to conventional communication technologies.

3.1 Background research

This section provides a survey of the current state of art on validation and certification
challenges from journals/conference papers.

The research activity on this area is quite limited.

Reference [17] describes the activity of P1900.3 and identifies the following categories for
testing:

e Over The Air (OTA) Provisioning Testing — Verifies the ability of a device to correctly
obtain and install applications over the air and to communicate problem with a
provisioning server.

e Security Testing — Verifies sandbox boundaries and privileges of midlets plus verifies
Mobile Information Device Profile (MIDP) 2.0 security model.

e Performance Testing — Measures the time required for a device to perform
operations or combinations of operations.

e Stress Testing — Tests the behaviour and robustness of the implementation when
stretched to the limits of system resources. Ensures that device does not crash
during continuous execution.

Reference [17] acknowledges the presence of significant challenges to certify SDR devices.
The main challenge is the presence of non-functional attributes, where the cause-effect
behaviour cannot readily be specified. Complex systems commonly exhibit such non-
functional attributes due to the exceedingly large potential state space. SDR is considered a
complex system because of the large potential state space of different combinations of
hardware platforms and waveforms and the range of frequency where SDR can operate.

Reference [23] provides a description of the certification process for SDR devices developed
upon the Software Communications Architecture (SCA). No significant challenges are
described but critical areas of certification are identified.

Reference [10] describes the Iris test-bed for cognitive radio devices. Various challenges are
identified in the paper:

e Testing repeatability was not easy to achieve.
e Benchmarks for cognitive radio networks are not clearly defined yet.

e There is not enough attention from the academic community to validation and
testing of cognitive radio networks.

e Standards are not fully completed. As a consequence, it is difficult to define
complete test procedures.

Reference [14] describes the Cogito test bed for Cognitive radio networks. One significant
challenge was that some tests were not repeatable. Propagation and communication
uncertainty prevented the repetition of test results.
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Reference [32] describes a measurement test bed to measure the Minimum Response
Delays of real CR devices, which is usually not addressed in the theoretical framework. The
paper used the measurements to guide the implementation work and to verify algorithm
performance.

Reference [33] describes a cognitive radio test-bed for physical and link layer experiments.
The main objective of the paper is to demonstrate that practical implementation of
cognitive radio networks are able to implement spectrum-sensing to identify the presence
of Primary Users (PU) and avoid creating harmful interference. The paper identifies various
testing parameters, which include:

1) The time until detection of the Primary User.
2) The reliability of Primary User detection.
a) The probability of not detecting the Primary User (false negative).
b) The probability of false alarms (false positive).
3) The time needed to clear the spectrum once a Primary User has been detected.

Reference [34] describes a real time test-bed for the evaluation of the cognitive radio
Medium Access Control (MAC) algorithm. The authors of the paper implemented a cognitive
radio MAC algorithm based on the SoC programmable processors. The performance of the
implementation was evaluated on the basis of parameters like collision probability, traffic
capacity and conformance to the time thresholds.

Reference [35] describes the testing and evaluation of Policy-driven Dynamic Spectrum
Access (DSA) radios. The approach of the paper is to augment existing standards for testing
and evaluation of wireless communication systems to address the performance of specific
DSA features. The framework proposed by the authors addresses both radio frequency (RF)
aspects of DSA as well as the overall network performance of DSA systems.

The paper describes various metrics to evaluate the performance of the DSA network. This
list includes (it is not an exhaustive list of the parameters specified in the paper):

e Abandonment time, which characterizes the time required for the DSA network to
abandon a channel assigned to a spectrum user.

e Base Network Migration time, which characterizes the time it takes for the Policy
based master node in the DSA network to find an occupied frequency and start
transmitting.

e Network Reconnect time, which is the time for a DSA node to reconnect to the
network and to be operational.

e Migration time, which is the time for a DSA networks to reconfigure itself after that
the DSA master node has decided to leave a frequency band, because it is generating
harmful interference to a primary user.

e Power Control time, which is the time for the DSA node to readjust their
transmission power level to mitigate wireless interference.

Reference [34] also introduces the concept of defining testing scenarios, which can
reproduce a particular scenario. The paper identifies the following key scenarios:
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a) Urban Environment, which is characterized by building obstructions, indoors
and outdoors communications, and very dense RF spectrum utilization.

b) Clear Line of Sight, which is characterized by unobstructed, level terrain (or
naval or aerial environment), where line of sight is always maintained.

c) Unlevel Terrain, which is characterized by the presence of natural obstacles
like hills and mountains or different environment conditions, which can affect
radio propagation like various salinity and sea state conditions.

These scenarios have been defined with military applications in mind, but they could be also
adapted to commercial applications.

3.2 Identification of the challenges

This section identifies the main challenges for testing and validation of Software Defined
Radio and Cognitive Radio technology.

3.2.1 Generic Challenges

A significant challenge for the definition of a realistic test bed is scalability. Existing
Cognitive radio networks test bed are usually small (just few radio nodes) and based
on the same platforms. These test beds do not address issues of scalability of
aggregated interferences, which will definitively occur in real-world future cognitive
radio deployments.

As described before, a significant challenge is the large state space of combinations
of hardware platforms and waveforms for SDR and range of
frequencies/transmission parameters for CR devices. Alternatively, because of the
high flexibility of SDRs it is not always easy to ascertain the boundaries of their
capabilities that should be tested.

Because of the high degree of reconfigurability of CR devices, a significant challenge
is to development and testing of a user-modifiable protocol stack that can run on the
devices (see [26]).

As described in [27], wireless network simulation tools, which are designed for
conventional wireless communication systems are mainly focused on layer-2 and
layer-3 of the communication stack. CR networks are usually based on the
knowledge of the physical layer (e.g., spectrum sensing) and it is critical to
incorporate faithful physical models into these tools.

In comparison with conventional wireless communication devices, SDR technology
does not specify one common processing platform. Tools and procedures already
defined for specific hardware platforms should be modified for SDR technology. This
problem is obviously more important in “white box” testing in comparison with
“black box” testing.

3.2.2 Challenges for specific cognitive radio use cases and technologies

3.2.2.1 Dynamic Spectrum Access

In comparison to conventional wireless networks, DSA networks can change the
spectrum allocation and usage in time, space and frequency (i.e., DSA dimensions).

ICT-ACROPOLIS Deliverable D14.2 18/33



ICT 257626 ACROPOLIS Date: 30/09/2012

Most of the network engineering tools are designed to optimize the static allocation
of spectrum bands over the territory. It may be difficult for network operators and
the related validation and testing teams to ensure that the coverage of the DSA
networks will be conformant to spectrum regulations and that no harmful
interference will be created in any point of the DSA dimensions.

The reallocation of spectrum bands among different DSA networks will be based on
the coordination of the respective DSA network operators. This is a new paradigm,
which will require new testing and certification procedures.

Laboratory testing is a practical and efficient way to test the metrics and the features
of DSA nodes and the overall DSA network, but field test is necessary to ensure the
correct behaviour of the DSA network in the field. For example, the hidden node
problem may not be tested correctly in a lab environment. The challenge is to
identify realistic field testing scenarios, which can evaluate the performance of DSA
networks. As described in [34], more than one operational scenario should be
defined.

The design of DSA networks could be based on cognitive control channels (CCC),
which are used to distribute the information on the potential spectrum bands and
the need to reallocate the channels. Validation and testing of the CCC is very
important to evaluate the resilience of the overall DSA network. The CCC may
interface many different networks. A potential challenge is to define exhaustive
testing procedures to verify all the potential interfaces of the CCC.

3.2.2.2 Opportunistic/secondary spectrum access

The following validation and testing challenges are identified for secondary access:

Low Power Level for detection: In a similar way to Detect and Avoid (DAA) UWB
devices, CR devices must detect very low power levels of the incumbent signal (e.g. -
100-130 dBm per MHz as indicated in [28]). Measurements at these low power levels
can be quite challenging for a test-bed.

Timing: Manual test methods make timing-related measurements inaccurate. As an
example, the analyzers are required to start capturing the signal at the same instant
the device is powered on, which is a hard task when using manual test methods. This
challenge is important in the validation of detect and avoid of transmission in the
“White Spaces” bands by CR devices.

In this technical report, UltraWideBand is considered a particular case of secondary access.

Validation and testing of UWB has also its own specific challenges as described in [24]:

Low Power Level: Due to the low power levels to be detected, as well as the power
levels to be measured (-80 dBm/MHz in Zone 1) when in Non-Interference Mode
(NIM), a dynamic margin problem can arise, as these levels are close to the noise
floor limit of most conventional spectrum analyzers (-70 dBm/MHz). This constraint
is much worse in radiated test environments. Furthermore, the low power UWB
signal must be detected and discriminated in the presence of the victim signal. As a
consequence, test equipment must have high sensitivity to precisely detect the
uplink victim signal as defined by regulators.
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Realistic scenarios: The behavior of the victim service device and the UWB device
should be recreated in the testing environment.

Timing: Manual test methods make timing-related measurements inaccurate. As an
example, the analyzers are required to start capturing the signal at the same instant
the device is powered on, which is a hard task when using manual test methods.
Detection Probability. Generally it takes considerable time to measure the detection
probability because it is calculated as an average on a large number of
measurements. It is important to define alternate methods, which still validate the
testing requirement but reduces the testing time.

Radiated tests: In radiated test environments, problems can arise when measuring
power levels, specifically interfering levels and power levels transmitted by the DUT
(Device Under Test), since the positions of the test and interfering antennas relative
to the DUT position are different. The radiation pattern of the DUT’s receiving
antenna might not be symmetrical in azimuth, and thus the DUT needs to be rotated
in order to search for the maximum receive and transmit power levels, which can be
at different positions.

3.2.2.3 Collective Use of Spectrum (CUS) — Unlicensed
The following validation and testing challenges are identified for collective use of spectrum:

In comparison to other spectrum models, CUS networks can be based on various
dimensions to improve spectrum utilization in an area. These “dimensions” can be
time, frequency, space as in the other spectrum models but also coding, packet
contention, directional spacing (e.g., MIMO technique). A potential challenge is to
define test procedures, which addresses all these dimensions in a complete and
exhaustive way.

As described in the general challenges, scalability could be an important challenge
for the testing and validation of Cognitive Radio Networks. This challenge is even
more relevant for CUS spectrum model, where the same frequency bands can be
used by many radio devices in the same area.

3.2.3 Software Defined Radio

As described in section 3.1 and reference [17], a significant challenge for SDR validation and
testing is the very large state model of the potential combinations of hardware platforms
and software waveforms. Another potential challenges is the lack of maturity and
completeness of the standards, including even de-facto standards like the Software
Communication Architecture (SCA) [53].

Even with these challenges, the experience on SDR certification is more mature than CR
technology as shown by various references like [23], which identifies and describes key
procedures for SDR evaluation and certification.
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4. Validation/certification methodologies and tools

This section provides a survey of the existing methodologies and tools for testing software
defined radio and cognitive radio.

4.1 Introduction

Cognitive radio technology will require new methodologies and tools or an evolution of
existing ones. As described in section 3, the new testing and certification challenges will be
present. The reconfigurability, dynamicity and flexibility of CR technologies would probably
require tools, which are able to test the behaviour of the equipment not only for static
design but also for the dynamic behaviour.

In a similar way, the reconfigurability of Software Defined Radio may require new tools for
testing the various combinations of HW platforms and SW waveforms.

4.2 Methodologies

No standards testing methodologies have been defined for Cognitive Radio. Existing testing
methodologies could be extended to cognitive radio networks. For example, Capability
Maturity ~ Model Integration (CMMI) testing methodology  described at
http://www.sei.cmu.edu/cmmi/.

A specific methodology for Cognitive Radio technology is proposed in [27]. The methodology
is called REM-based radio scenario-driven testing (REM-SDT). The CR network under test is
subjected to various realistic situations stored in the Radio Environment Map (REM), which
could be in form of machine-readable Extensible Markup Language (XML) files. The REM
scenarios are coupled with Monte Carlo simulations to create different combinations of test
scenarios.

4.3 Tools

The objective of this section is to describe tools, which can be used for the validation and
certification of wireless equipment based on SDR and CR technologies.

4.3.1 Software Defined Radio

Currently JTRS Test Application (JTAP) is the only known SCA 2.2.2 test tool for certification
of the operating environment and the waveform. However, it is not released by JTRS yet.

Joint Program Executive Office (JPEO) and JTRS Test and Evaluation Laboratory (JTEL) does
have other software test tools called the Waveform Test Tool WTT and the Data Reduction
Parser (DRP). However, both software applications apply and test SCA requirements for
version 2.2 only.

JTAP allows for the inclusion of custom implementation of test cases by test developer.

4.3.2 Cognitive Radio

Currently, there are no standard tools for testing and validation of Cognitive Radio
networks. Tools already defined for testing wireless communication technologies, can be
extended to test cognitive radio technologies [36].

One example is the Testing and Test Control Notation Version 3 (TTCN-3) described at
http://www.ttcn-3.org/.
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TTCN has already various commercial tools, which can support the testing and validation
process. The list of available TTCN tools is identified at http://www.ttcn-
3.org/CommercialTools.htm.
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5. Mitigation techniques to enforce conformance to regulations
after deployment

The purpose of this section is to identify and describe potential mitigation techniques to be
adopted after the market deployment of wireless communication system based on SDR/CR
technologies.

5.1 Introduction

Even after the validation and certification phases, SDR and CR equipment could malfunction
or be subject to security threats like any other computing device.

The purpose of this section is to describe potential mitigation or protection techniques,
which could be used to improve the robustness of SDR and CR equipment against security
threats or internal malfunction.

A survey of security threats and related mitigation techniques for CR networks is presented
in [37]. The list of security threats includes not only external attacks from malicious parties
but also malfunctions due to internal failure or due to lack of knowledge of the environment
like in the Hidden Node problem.

A complete list of the potential security threats to SDR and CR is out of the scope of this
technical report.

Only the most significant threats are identified:

1. Malicious alteration of CR equipment. For example, a CR node or network can be
taken over by another party to release spectral bands, which can be used by the
malicious attacker.

2. Denial of service attack to functions of the CR Network. For example, jamming of the
cognitive control channel.

Unauthorized use of bands by an external party.
Internal malfunction of the CR equipment.

Download and activation of malicious software (i.e. waveform) on the SDR platform.

o v~ w

Hidden node problem.

The impact of these security threats can vary. In comparison to conventional wireless
communication network, a significant impact is the capability of jamming or creating
interference to primary users because CR devices can theoretically transmit in a range of
frequencies, which is not defined in the design phase of the equipment. Another impact is
the disruption of the CR network itself.

Finally, another potential issue is the impact of aggregated interference of secondary
devices against primary devices. Spectrum masks defined by regulators and certification
procedures could be appropriated against typical operational scenarios, which have well
defined upper limits for the density of CR devices in an area. In some cases like a major
event (e.g., concert, sport event) the density of CR devices may be higher than expected. It
is important to identify mechanisms to mitigate the risk of elevated aggregated interference
from high density CR networks.
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The next section will identify the potential mitigation techniques, which can be
implemented to address these threats and issues.

5.2 Mitigation techniques

5.2.1 Mitigation techniques for software radio equipment

Digital signatures can be used to protect SDR equipment from the download and activation
of malicious software like a corrupted waveform. The application of digital signatures to SDR
technology is described in [38], where the proposed security framework is based on
public/private key scheme for the authentication and verification of software, which can be
downloaded and activate on the SDR platform. As described in [38], the manufacturer
generates a digital signature of the software waveform after certification, which is usually
implemented as a hash and an encryption function. The digital signature is then added to
the software file of the waveform. The software file is then encrypted with a secret key,
which is unique to each terminal. The secret key is stored in tamperproof hardware on the
terminal device. Since symmetric encryption techniques are used, encryption and
decryption is fast. The software waveform file is then released for deployment in the
network. A potential limitation of this technique or similar techniques based on digital
signatures is scalability.

Trusted Computing (TC) has been also proposed to ensure that only authorized software is
executed on the SDR platform. The application of TC to SDR technology is described in [39].

5.2.2 Mitigation techniques for cognitive radio equipment

Reputation mechanisms can be implemented to protect a CR network from attackers or
malfunction of the CR nodes as described in reference [40]. For example, in the spectrum
sensing function, a CR node can be classified at different levels of reputation or trust on the
basis of spectrum sensing information, which they provide to the other nodes in the CR
network. If the information is not correct after a number of iterations, then the contribution
of that specific CR node is considered not valid, which may hint to a security threat or the
presence of a malicious CR node.

Even if other mitigation techniques may fail, it is still possible to implement a protection
mechanism in the SDR/CR node to ensure that it can only transmit in the spectrum bands
allowed by the spectrum regulators. This mechanism is called Automatic Calibration &
certification Unit (ACU) in reference [41]. The ACU is responsible for controlling the output
spectrum to be compliant to the radio regulation parameters. The ACU stores the local
constraints on spectrum emissions in configuration files. On the basis of its location (e.g.,
provided by GPS), the ACU verifies that the transmission requests by the SDR/CR functions
are compliant to the configuration files. Even if the CR node is malfunctioning or it has
received wrong information from other nodes, it is not allowed to transmit by the ACU.

Even if the CR device has implemented ACU and other security protection techniques to
protect itself against malicious attackers, it can still generate harmful interference to
primary users in the area if its knowledge of the spectrum environment is incorrect. One
potential scenario of this context is called “Hidden Node problem”.

The Hidden Node problem is a known problem in wireless communication systems and not
only in cognitive radio technology. The Hidden node problem and related mitigation
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techniques have been described in [42] for Wi-Fi networks and for Wireless Personal area
networks (WPAN) based on IEEE 802.15.4 in [43]. For these technologies, the issue is the
lack of knowledge on the presence of terminals in the area and the lack of synchronization
among terminals.

In the case of CR networks, the Hidden node problem is mostly related to failures of the
spectrum sensing function. In this case, a CR node has an uncorrected estimate of the
emission power of the primary users because of the presence of natural or man-made
obstacles (e.g., hill or building), which create shadowing effects. Because of the presence of
an obstacle, the spectrum sensing function of the CR device may detect low power levels of
the primary user, which may indicate an incorrect location of the primary user base station.
Due to the uncorrected estimate, the CR device may reach the false conclusion that it can
transmit its own signal at a high power because of the absence of primary users in the area.
By transmitting at high power, the CR device can generate harmful interference to primary
user receivers (e.g., Digital TV - DTV receivers), which are not shadowed by the obstacle.

Various mitigation techniques have been proposed in literature to mitigate the impact of
the “Hidden node problem”. A common approach is to improve the knowledge of the radio
frequency spectrum environment through a cooperative or collaborative approach at the
level of the CR network. Collaborative spectrum sensing has been proposed in various
references including [46], which discusses the benefits gained by cooperative spectrum
sensing to overcome the limitations of individual spectrum sensing challenges such as
hidden terminal problem, shadowing, fading, and hardware limitations. The study provides
a review of cooperative spectrum sensing techniques along with the various sensing
schemes that implement these techniques. The paper shows that cooperative spectrum
sensing can improve the cognitive radio network performance by increasing spectrum
efficiency and providing a better detection accuracy. However, the benefits come at the cost
of increased overhead traffic, power consumption, complexity, and the need for control
channels.

The spectrum sensing function could be also separated from the other functions in the CR
networks. References [44] and [45] propose a network structure where the spectrum
sensing task is separated from the unlicensed users (secondary users). The service provider
for the secondary users needs to place sensing devices within the networks of licensed users
(primary users). These sensing devices sense the primary users’ activity. This approach is
convenient also from a business model point of view because the sensing function is
implemented in devices provided and deployed by the CR network provider instead of low
cost consumer products. The disadvantage is that the coverage of the sensing devices may
not be extensive as the area used by the secondary devices and the deployment of such
network can be quite expensive. This function is also called spectrum monitoring.

An alternative approach is presented in [47], where is presented an Integral Equation based
propagation method, which can be used in conjunction with a Radio Environment Mapping
(REM) server to address the ‘Hidden Node Problem’ in Cognitive Radio (CR) technology. The
idea is to create and update a REM, which is initially based on signal strength predictions
and the known position of the primary users. The spectrum readings from CR devices or
monitoring stations can be used to improve the knowledge of the REM and detect “gaps” or
anomalies, which can identify the presence of hidden node problems in the area.
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To address the issue of aggregated interference in high density CR networks, various
techniques have been proposed: lower the emissions of CR devices, mitigate the effect of
aggregated interference or implement an administrative management systems to shutdown
or change the transmission parameters of CR devices.

Reference [48], deals with the problem of aggregated interference generated by multiple
cognitive radios (CRs) base don IEEE 802.22 at the receivers of primary (licensed) users. The
CR network (CRN) is modelled as a multiagent system where the multiple agents are the
different secondary base stations in charge of controlling the secondary cells. The paper
proposes real-time multiagent reinforcement learning, which is known as decentralized Q-
learning, to manage the aggregated interference generated by multiple CRNs. By directly
interacting with the surrounding environment in a distributed fashion, the multiagent
system is able to learn, in the first case, an efficient policy to solve the problem and, in the
second case, a reasonably good suboptimal policy. The paper also provides simulation
results, which show that the signalling overhead to control the level of aggregated
interference is minimal.

Another approach is proposed by [49], where a beacon transmitter is used at the location of
the PU transmitter or at the location of the PU receiver. The paper also investigates the
cooperative sensing effect on the aggregate interference statistical model. The paper
defines an aggregate interference model and evaluate the effect on the performance of a
network with a beacon consisting of multiple SUs and a single PU is investigated. The
metrics used to evaluate the performance of the model is the capacity-outage probability of
the PU.

Reference [50] investigates the application of power control, contention control or hybrid
power/contention control schemes to mitigate the impact of aggregated interference of
secondary users (SU) to primary users (PU). The paper describes two cases: a) a power
control scheme is proposed to govern the transmission power of a CR node, b) a contention
control scheme at the media access control (MAC) layer is proposed to coordinate the
operation of CR nodes with transmission requests. The probability density functions (PDFs)
of the interference received at a primary receiver from a CR network are derived
numerically for both cases. The paper also investigates and models the hybrid case, where
power and contention controls are jointly adopted by a CR node. The contribution of the
paper is valuable because it also investigates the case of a hidden primary receiver and it
evaluates the impact of interference at the PU receiver. The paper demonstrates that both
power and contention controls are effective approaches to alleviate the interference caused
by secondary CR networks.

The referenced papers are relatively recent and the research activity in this field is still
continuing. In many cases, standardization on mitigation techniques is still in early phase,
especially for the mitigation of aggregated interference.
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6. Conclusions

Validation and testing of SDR and CR equipment can be a complex activity, which is still very
much in the development process. While some existing validation and testing techniques for
conventional wireless communication systems can be extended to SDR/CR technology,
there are specific challenges which must be addressed in the cases of SDR/CR. In particular,
the capability of dynamically changing transmission parameters and the spectral bands,
which would conventionally be fixed in hardware, and the capability of downloading and
activating new software waveforms, must be taken into account. Means must be ingrained
to make sure that the adaptations of such devices are reliable and secure, and that the
range of possible configurations of such devices are test, or their bounds of operation.
Because configurations and situations which were not predictable prior to deployment
might arise with such devices, means for in-the-field testing must be devised.

Further studies are needed by the industry and research community to define and
standardization testing procedures for SDR and CR equipment. In addition, it is also
recommended to implement mitigation techniques in SDR/CR equipment to address specific
security threats or malfunctions, which can negatively impact primary users through
harmful wireless interference. One important example is the mitigation of aggregated
interference by secondary users against primary users. A list of the potential mitigation
techniques has been presented in this report.
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ACU Automatic Calibration & certification Unit
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Cccc Cognitive Control Channel
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CRN Cognitive Radio Network

CuUs Collective Use of the Spectrum
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DYSPAN Dynamic Spectrum Access Networks

ETSI European Telecommunications Standards Institute

EVM Error Vector Magnitude

FCC Federal Communications Commission

IDA Infocomm Development Authority of Singapore

IEEE Institute of Electrical and Electronics Engineers

ITU International Telecommunication Union

JPEO Joint Program Executive Office

JTAP JTRS Test Application

JTEL JTRS Test and Evaluation Laboratory

JTRS Joint Tactical Radio System

MAC Medium Access Control

MIDP Mobile Information Device Profile

MVNO Mobile Virtual Network Operator

OTA Over The Air

PDF Probability Density Functions

PU Primary User

R&TTE Radio and telecommunications terminal equipment

RF Radio Frequency

REM Radio Environment Map

REM-SDT REM-based radio scenario-driven testing

R&TTE Radio equipment and Telecommunications Terminal Equipment

SDR Software-Defined Radio
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SuU Secondary User

TC Technical Committee

TCAM Telecommunications Conformity Assessment and Market
Surveillance Committee

TR Technical Report

TTCN Testing and Test Control Notation

USRP Universal Software Radio Peripheral

WiFi Wireless Fidelity

WNAN Wireless Network After Next

WPAN Wireless Personal Area Network

WRC World Radiocommunication Conference

WSD White Spaces Devices

xG Next Generation

XML Extensible Markup Language
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