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Abstract: 

Spectrum sensing is a useful ingredient for spectrum coexistence technologies such as 
cognitive radio. Given recent regulatory directions, however, the importance of spectrum 
sensing has been somewhat reduced. Therefore, this deliverable, as well as investigating 
spectrum sensing approaches per se, aims to investigate the placing and scope of 
spectrum sensing within coexistence technologies such as cognitive radio and wider 
dynamic spectrum access, while also assessing other spectrum awareness mechanisms as 
appropriate. An extensive repertoire of such mechanisms is studied, including centralised 
approaches and those that require a level of cooperation between primary and secondary 
systems. 

Keywords: Spectrum Sensing, Spectrum Awareness, Geolocation Database, Spectrum 
Beacons, Dedicated Channels for Spectrum Information, Energy Detection, Feature 
Detection, Matched Filtering, Collaborative Spectrum Sensing, Cooperative Spectrum 
Sensing, Localisation and Power Estimation, Applications for Spectrum Sensing, Scenarios 
for Spectrum Sensing 
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Executive Summary 

One of the key forms of awareness identified by Mitola is that of the spectrum and 
spectrum usage, such that in Cognitive Radio contexts radio parameters can be adjusted in 
order to, for example, take advantage of opportunities to use available spectrum. To 
achieve this and other purposes, spectrum sensing is a key means of obtaining such 
knowledge of the spectrum. 

However, recent regulatory rulings and declared directions, in the shape of regulatory 
consultations and technical reports for example, have eroded the importance of spectrum 
sensing as a means of obtaining knowledge of spectrum availability. Instead, the only 
solution that secondary spectrum users are required to adhere to is the cross-checking with 
a centralised database, or centrally-controlled collaboration of databases, to obtain 
information on which spectrum bands/channels are locally available. This Deliverable has 
attempted to take into account this change of reality; as well as assessing spectrum sensing 
schemes, it has attempted to stretch to other realms for obtaining spectrum availability 
knowledge, including centralised approaches that might provide means of conveying 
information from a spectrum knowledge database, and beacons for obtaining information 
on spectrum availability, among other means. In addition, this Deliverable has provided 
arguments and examples the types of scenarios in which spectrum sensing might still be 
useful, aside from primary-user detection in licensed bands which is now of reduced profile. 

After introducing the concepts and issues around spectrum sensing in the current reality, 
alluded to above, this Deliverable discusses spectrum sensing schemes. In Section 2, it 
outlines the spectrum sensing approaches including their theoretical background, from 
energy detection schemes, to feature detection schemes, to matched filtering, to 
collaborative schemes, and finally to a range of schemes which don’t neatly fit into the 
aforementioned categories. For example, the range of energy detection schemes discussed 
include basic energy detection, FFT averaging ratio-based energy detection, eigenvalue-
based energy detection, higher-order statistics-based energy detection, and spectrum 
estimation-based energy detection. The feature detection schemes investigated include 
autocorrelation-based detection and cyclostationarity-based detection. After introducing 
the concept of matched filtering, the collaborative section introduces the basics of 
collaboration in spectrum sensing, some of the rules that apply around hard combining, soft 
combining and quantized combining, the issue of control channels for collaboration, and 
clustering, among other aspects. The other techniques for spectrum sensing introduced 
include a method of localisation and power estimation for enhanced information on 
spectrum opportunities, and spectrum sensing particularly related to MIMO transmissions. 
It should be noted here that Section 2 finally also quickly surveys some of the work on 
spectrum sensing in other European projects, for reference. 

In Section 3, this Deliverable investigates some performance aspects of those schemes 
introduced in section 2, including characteristics such as detection and false alarm 
probabilities, among others. As expected, feature detection schemes can achieve a far 
better performance. The collaborative spectrum sensing work in Section 3 investigates 
performances related to issues such as the probability of detection and false alarm, the 
reliability of resulting communication in collaborative sensing, and the impact of shadowing 
correlation which is essential considering that the key point of collaborative sensing is to 
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take readings from a number of different locations. The performance estimation of the 
localisation and power estimation technique introduced in Section 2 is studied here. 

In Section 4, some additional facilitators and aspects of collaboration/cooperation in sensing 
are investigated. This is important, as prior research has shown that collaboration or 
cooperation is essential for spectrum sensing to be viable in most use cases. This includes 
the cooperation for spectrum sensing sensor networks, enhanced means for information 
combining and selectivity among the range of sensed information, optimisation of settings 
for the location and power estimation approach, and the effect of mobility on cooperative 
sensing performance where the individual sensors use energy detection. 

In Section 5, the alternative non spectrum sensing-related means for obtaining spectrum 
information are introduced and investigated, including an approach to beacons on a 
harmonised spectrum awareness channel, as might apply as associated with a dedicated 
cognitive radio spectrum band in which primary users must also sign up to constraints and 
responsibilities before being allowed to use that band, and, still on the subject of a 
dedicated band for spectrum information, the cognitive pilot channel and its possible link to 
a spectrum information database information provision. 

Section 6 highlights a number of applications and scenarios for spectrum sensing and other 
knowledge acquisition approaches. Among other things, this illustrates that there are still 
cases in which spectrum sensing is highly relevant, aside from opportunistic secondary 
usage of licensed spectrum. It also highlights interesting scenarios that can be built around 
spectrum sensing. 

Finally, this Deliverable provides some concluding discussion in Section 7. 
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1. Introduction 
Spectrum awareness is an essential factor in the determination of appropriate transmission 
opportunities in Cognitive Radio (CR) or other Dynamic Spectrum Access (DSA) related 
technologies. Spectrum sensing is a primary means of spectrum awareness, implying devices 
and networks detecting spectrum characteristics such as signal power in certain bands or 
certain patterns in that power suggesting that it relates to digital radio transmissions [1]. 
However, given the decision by the US Federal Communications Commission (FCC) of 
September 2010, finalising the only required means of spectrum awareness for TV 
Whitespace access as being the cross-checking with a database rather than spectrum 
sensing [2], the relevance of spectrum sensing approaches at least for the meantime is very 
much reduced. Other regulators and regulatory groups, such as Ofcom in the UK and the 
CEPT in wider Europe are also following database approaches [4]. It should be noted, 
however, that the FCC and others are not ruling out spectrum sensing in the long term; the 
onus is on spectrum sensing approaches to prove that they can detect primary 
transmissions and those of other legacy radios with an appropriate sensitivity, something 
that will likely be achieved in the coming years. Moreover, it should also be noted that the 
FCC and others have not removed spectrum sensing from the TV Whitespace access 
equation completely. For instance, the FCC allows spectrum-sensing only devices still to 
operate, but with a maximum transmission power limit of only 50mW. 

In the light of the new regulatory visions around TV Whitespace, and therefore the 
implications for CR and DSA in general (considering that TV bands could in many cases have 
been considered as one of the “easiest” cases in which to introduce CR), new applications 
for spectrum sensing are required, and alternative approaches to spectrum sensing should 
be considered in more detail. Some new applications for spectrum sensing could involve the 
use of sensing, for example, in a dedicated spectrum band for CR, where all deployed radios 
would be designed specifically to operate in a primary-secondary CR scenario. In such a 
band, primary radios could be compelled to be more realistic about acceptable interference, 
and the constraints on secondary radios could be known and appropriately set a priori such 
that primary radios/networks/devices could also be designed to be compatible with those 
constraints and the nature of the implied interference. Within this context, such a dedicated 
CR band could even enforce a procedure where the primary system must actively 
participate in the procedures for spectrum awareness, such as proactively sending beacon 
messages to warn of its existence [5]. Such an approach may achieve far better 
performance, both among secondary radios and also in terms of net performance among all 
radios, and would be more power efficient, than alternative approaches such as 
independent sensing by the secondary transmitter. Considering the feasibility of such 
dedicated spectrum bands in general, it is noted that spectrum is often becoming available 
that might be reallocated for such a purposes, particularly for example in the TV “Digital 
Dividend” spectrum [6]. Moreover, regulators have shown some potential for such 
innovative uses of spectrum within the realm of spectrum sharing, one example being lite-
licensing spectrum as proposed by the FCC in the US [7]. 

As regards the use of alternative approaches to spectrum sensing, of course they must be 
compatible with the latest regulatory visions, i.e., the use of regulatory databases. One 
approach that is compatible is the use of centralised control channels for spectrum 
awareness, such as the widely-broadcast channel known in some circles as the Cognitive 
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Pilot Channel (CPC). Such approaches are therefore taken into account in this Deliverable. 
Another approach is to consider the use of spectrum beacons, as has already been 
discussed. 

In light of the above observations, this Deliverable aims to achieve a number of objectives. 
Firstly, it aims to study spectrum sensing technology and further the performance of 
spectrum sensing, such that spectrum sensing might in the future achieve the desired 
sensitivity to be operable in TV Whitespace and other CR/DSA bands, realising scenarios that 
are more closely linked with “true” CR. This improvement might be through concentrating 
on individual device spectrum sensing techniques per se such as energy and feature 
detection (see Sections 2.1, 2.2, 3.1, and 3.2), or through improving the collaborative 
sharing and use of information such that groups of radios/devices can better assess 
spectrum opportunities (see Sections 2.4, 3.3, and 4). Secondly, this Deliverable aims to look 
at alternative spectrum awareness techniques in some detail, such as the aforementioned 
CPC and the geolocation database, as well as beaconing mechanisms (see Section 5). 
Thirdly, it aims to discuss some of the applications and scenarios in which spectrum sensing 
might be used, such that it is possible to take advantage of spectrum sensing even in the 
light of current regulatory directions, and that it is also possible to identify novel realms in 
which spectrum sensing might apply in the future (see Section 6). Finally, this Deliverable 
concludes in Section 7. 
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2. Spectrum Sensing Techniques 
Since the 1940’s much attention has been paid to the development of reliable spectrum 
sensing schemes. Some of the well-known techniques including match filtering [8], 
conventional energy detection [9], cyclostationarity based detection [10], wavelet based 
detection [11] and multi-antenna eigenvalue-decomposition [12], have been introduced in 
the literature for sensing purposes each having various requisite, advantages and 
disadvantages. Amongst the proposed detection techniques, matched filtering is the 
optimum solution given the pilot information and reasonable time/frequency 
synchronization. Conventional energy detection is the most common and robust detector, 
as it does not require any a priori knowledge about the signal being detected. However the 
performance of energy detection is limited by the SNR wall, which is a phenomenon caused 
by noise uncertainty. The noise uncertainty issue becomes more severe as the SNR is 
reduced, making energy detection reluctant in low SNR environments. Cyclostationarity-
based detection approaches can deliver an excellent performance with the trade-off of 
introducing a long latency into the system. Given the signals cyclic frequency 
cyclostationarity is able to significantly reduce the noise uncertainty factor. Wavelet 
detection, which has recently been introduced in literature, is capable of performing coarse 
sensing with the aid of edge detection. Hence further processing is required in order to 
perform fine sensing. The eigenvalue-decomposition technique can only be implemented in 
systems that support multiple antennas. By exploiting the orthogonal subspaces of noise 
and signal, eigenvalue based detection can deliver reliable spectrum sensing.  A matter of 
primary interest is that almost all existing detection techniques do not deliver an acceptable 
performance in low SNR range, e.g. - 25 or -10dB, without introducing large latency or 
complexity into the system. 

This Deliverable, as well as touching on the performance of such well-known spectrum 
sensing mechanisms, also proposes and assesses the performances of novel spectrum 
sensing approaches. This section proceeds with descriptions of the legacy and novel 
spectrum sensing techniques. 

2.1 Energy Detection Techniques 

Energy detection based techniques are the most common spectrum sensing techniques. 
They are based solely on the power of the received samples and do not require any a priori 
knowledge of the detected signal. These techniques make decisions upon a comparison with 
a predefined decision threshold and aim to detect whether a signal (besides the noise) is 
present in the received power samples.  

In general, the decision whether a signal is present or not in the sensed environment [13] 
relies on a binary hypothesis testing. The detector decides between two hypotheses: 

 
(2-1) 

 
where yn is the received sample indexed by n, nn is the Gaussian noise sample, sn is the 
signal sample and hn is the amplitude gain of the channel. The hypothesis H0 represents the 
case when there is only noise present, whereas the hypothesis H1 corresponds to the case 
when there is a signal plus noise present in the received samples. Based on the two 
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hypotheses, there are four possible combinations that can be recognized as outcomes of the 
detection.  

The probability of detection is specified as: 

 
(2-2) 

 
and represents the probability that a signal exists and the detector correctly detects it.  

The probability of miss detection is defined with: 

 
  (2-3) 

 
and refers to the case when a signal exists, but the detector does not correctly detect it.  

The third probability represents the case when the detector does not detect a signal 
presence  correctly: 

 
(2-4) 

 
Finally, the probability of false alarm refers to the case when the detector reports a 
presence of a signal when the referred does not exist: 

 
 (2-5) 

 
The combination of the probability of detection and probability of false alarm defines the 
Receiver Operating Characteristic (ROC) curve. This curve represents the fundamental trade-
off in the spectrum sensing approach between the requirements to detect the primary users 
with high probability while minimizing the number of false positives. 

2.1.1 Basic energy detector 

The basic energy detector discriminates between two cases based on the hypotheses 
testing. The detector needs to know the noise power level in order to set the decision 
threshold correctly. The estimation of the noise power level can be done at the beginning or 
dynamically throughout the sensing process. The computation comprises the received 
power samples, an estimation of a decision metric and a threshold [1]. A decision metric is 
the received power itself: 

 
(2-6) 

 
The decision on spectrum occupancy is made by comparing the decision metric to a 
threshold λ as: 
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where the spectrum is considered available if the decision metric is bellow the predefined 
threshold or the spectrum is considered occupied if the decision metrics exceeds the 
detection threshold λ. 

Figure 2-1 shows a block diagram for the basic energy detector implementation. It 
integrates the A/D conversion, the FFT (Fast Fourier Transform), the averaging over T and 
the comparison to threshold blocks. 

 

Figure 2-1: Block diagram for energy detector [1] 

2.1.2 FAR based energy detector 

Another energy based detection technique is FFT Averaging Ratio (FAR) detection. This 
detection technique also distinguishes between two cases, i.e. signal presence or absence in 
the inspected frequency band. As in the simple energy detector case, no additional 
information about the primary signal is required. The only input parameters are the 
received samples amplitudes (no phase information is taken into account). The FAR 
algorithm operates in frequency and time domains, performing FFT transform on the 
amplitude samples (and squaring) to calculate power spectral density (PSD) and averaging 
the PSD over time and frequency bins.  

FAR detection first calculates N-point FFT on a block of N amplitude time samples twx ,  as: 

 

(2-8) 

 
The PSD is afterwards calculated as: 

 
(2-9) 

 
The averaging of the PSD is performed over T PSD frames:  

 
(2-10) 

 
Afterwards, averaging over the frequency tones (FFT bins) is performed: 

 
(2-11) 

 
The decision variable r(k), referred as a FAR ratio, is formed as the ratio between average 
PSD over all time frames and average PSD over frequency bins:  
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(2-12) 

 
In this manner, the decision variable is robust to the noise level.  

Decision Dk for the kth bin is made as: 

 
(2-13) 

 
where λ represents the predefined threshold. 

Figure 2-2 shows the block diagram for the FAR detector. It is evident that it comprises 
additional blocks differing from the basic energy detector. After the A/D conversion block, 
the detector requires calculation of the amplitude (absolute) value of the received samples. 
FFT is performed over the amplitude samples in the next block and, afterwards, averaging 
over T and averaging over bins is performed in the respective blocks. The output of the ratio 
computation block is compared with the decision threshold in the next block to evaluate the 
frequency band availability.  

 

Figure 2-2: Block diagram for FAR detector 

2.1.3 Eigenvalue based energy detector 

Eigenvalue based detection aims to overcome the noise uncertainty problem that arises in 
the simple energy detection case. The eigenvalue method uses either the autocorrelation or 
the covariance matrix of the received samples as in [14], [15] and [16], upon which the 
decision is made. The autocorrelation matrix is determined by computing the 
autocorrelation of the signal samples from a single antenna. The covariance matrix is 
determined by computing the covariance of the signal samples from different antennas. 
This subsection analyzes the autocorrelation case and the corresponding autocorrelation 
matrix is calculated as: 

 
 (2-14) 

 
where Y is a  matrix formed by the received samples.  
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In the case of white Gaussian system noise, the autocorrelation matrix R has nonzero off-
diagonal elements only if a signal is present. 

2.1.4 HOS based energy detector 

Higher order statistics or HOS detection method [17] is used to exploit certain additional 
statistical characteristics of the received signal samples. The higher order statistics for the 
power samples retrieved from an energy detection method can improve the overall 
detection ability resulting in a more realistic conclusions on the channel usage [18], [19], 
[20]. Besides the received samples, this detector needs information on the system noise 
distribution too.  

The HOS technique is realized through computing third and fourth order statistics on the 
received samples. The third order statistic, i.e. skewness, represents the symmetry (or more 
precisely the lack of symmetry) of a given data set: 

 
(2-16) 

 
while the fourth order statistic, i.e. kurtosis, is a measure of whether the data are peaked or 
flat relative to a normal distribution. Data sets with high kurtosis tend to have a distinct 
peak near the mean value and heavy tails. Data sets with low kurtosis tend to have a flat top 
near the mean rather than a sharp peak.  

 
(2-17) 

 
These statistics can be used for signal detection in the process of spectrum sensing and 
spectrum opportunity detection. More precisely, if skew and kurt statistics of the noise are 
known, then the statistical values obtained by measurements can be used for primary signal 
detection. In other words, when the calculated values for the skew and kurt statistics are 
close to the system noise, a signal is absent from the spectrum and vice versa, a difference 
in the values can represent that a primary signal is present.  

Spectrum availability decision can be made as: 

 

(2-18) 

 
where the channel is detected as available if the first condition is satisfied, i.e. the result of 
the condition does not exceed the thresholds. Otherwise the channel is used by the primary 
system.  

Except the binary decision on spectrum availability, the HOS detector can comprise 
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and the second when the channel is being used by a primary user. 

 

(2-20) 
 
The first weighted function util1(ch) refers to the first case when the channel is detected as 
free (the thresholds Δskew and Δkurt are not exceeded). The channel is weighted regarding how 
much of the signal values for skewch and kurtch are close to the ones computed for the noise, 
skewnoise and kurtnoise. The metrics µch and µmin represent the mean received power at the 
sensed channel and the minimum received power at any other channel. The weighted 
coefficients a1, b1 and c1 specify how much the channel utility is weighted by the mean value 
for the received power, the third order statistics and fourth order statistics respectively.  

The second weighted function util2(ch) is encountered when the channel is occupied by a 
primary user. This one uses the same metrics as in the previous function. The difference 
comprises in maximizing the kurtch value when skewch is close to skewnoise. The intent is to 
choose the channel which has the least significant and the most infrequent changes.  

The transition from one mode to another is done concerning the higher order statistics 
thresholds, i.e. Δskew and Δkurt. With maximization of the kurt statistics and minimization on 
skew statistics, the goal of the detector is not only to recognize the available spectrum, but 
also to rank the channels by quality in order to determine which channels represent specific 
spectrum opportunities for the secondary users. 

Besides on the received energy, the statistical analysis can be made on the amplitude or the 
phase of the received samples, the I or the Q part of the received samples etc. 

2.1.5 Spectrum estimation based energy detector 

In [21][22] an ameliorated energy detection approach based on spectrum estimation via 
some algebraic tools was proposed. The presented mathematical background leading to 
such technique is based on operational calculus and differential algebra which offers a new 
stand point in sensing theory. Even if the mathematical background leading to such a 
technique is quite heavy, the sensing algorithm related to this technique is nevertheless 
simple and remains with low complexity.  
 
This fully blind technique assumes as Inputs the frame in time domain and a fixed order, say 
N, for the detector and gives as Output the decision on the sensed band occupancy. 
 
The input signal is the amplitude spectrum of the received noisy signal. The goal is to 
estimate the spectrum via an algebraic means. This is done by filtering the received signal by 
a filterbank whose equation is determined after some mathematical operation detailed in 
[22]. The  k-th filter is thus given by:  
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Where N is the order of the polynomials used to approximate the spectrum. After this 
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2.2 Feature Detection Techniques 

Feature detection techniques aim to exploit various signal features in order to detect the 
presence or absence of signals in the inspected spectrum band. In general, they assume that 
some knowledge of the signal is already present and available for use when performing the 
actual sensing, but the level of knowledge can vary greatly. The most commonly researched 
feature detector is the cyclostationarity based detector. 

2.2.1 Autocorrelation detection 

The autocorrelation based methods rely on data from the received signal in order to 
calculate its autocorrelation. The main idea is to exploit the potential signal autocorrelation 
that arises from pilot tones, guard bands, partially occupied spectrum etc. The 
autocorrelation matrices of the noise and the signal usually differ and this can be used for 
signal detection. An autocorrelation based detector that utilizes the covariance matrix of the 
received samples is the Covariance Absolute Value (CAV) detector [23]. 

2.2.1.1 General Concept 

The CAV detector [23] uses the received RF data r(t). After performing down conversion, 
low-pass filtering and sampling, the receiver obtains the complex baseband signal {yn} which 
is an N-sample vector. The estimate of the autocorrelation function for the received signal is 
given by:  
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When there is no signal, then the off-diagonal elements of the matrix are equal to 0 and the 
autocorrelation function reduces to: 

                                                                (2-22) 

The hypothesis problem is given in equation (2-22), where  denotes the null hypothesis 
when the signal is absent and  denotes the hypothesis when a signal is present. )0(yR  

denotes the AWGN noise.  
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The CAV detector test statistic is given by: 
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or generally as:  
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where mw  is the weighting coefficient needed for achieving optimal performance. When a 

signal is present then . Otherwise, . 
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2.2.1.2 CAV algorithm 

The general algorithm comprises the following steps: 
1. Acquire complex baseband signal samples 

2. Choose threshold  

3. Compute the autocorrelations of the received signal 

4. Compute the test statistic given by (2-24) or (2-25) 

5. Compare the statistic to the chosen threshold  and determine the presence and 

absence of signals accordingly. When a signal is present then . Otherwise, . 

 
Another type of autocorrelation detector, known as correlation sum detector, is presented 
in [24]. It utilizes both energy and correlation based approaches. The idea is based on 
measuring deviation of the autocorrelation of the received data from the noise only case. 
This is a result of either increased energy or non-zero correlation. Ref. [25] gives the 
performance bounds of these detectors. 

2.2.2 Cyclostationarity based detection 

Most manmade signals exhibit periodicity in their statistics, namely the autocorrelation of 
the signal, and therefore can be classified as cyclostationary. These periodicities appear as a 
result of various signal characteristics such as: sin-wave carrier, pulse trains, guard intervals 
etc. Contrary to these signals, noise is stationary in nature, thus the existence of 
cyclostationarity most probably denotes a signal presence.  

The cyclic autocorrelation function (CAF) and the cyclic spectrum density (CSD) are functions 
that are used in the feature detection. The CAF is given as: 

 

,   (2-26) 

 
where  is a signal that is cyclostationary with period T,  is the cyclic frequency (that 
represents the periodicity as an inverse of T) and  is the delay. The CSD of the signal is a 
Fourier transform of the CAF given with: 

 

,  (2-27) 

 
where  is the frequency and  is the observation time. 

The CSD of a BPSK signal is shown on Figure 2-3. 
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Figure 2-3: Cyclic spectrum density of a BPSK signal 

The detection idea stems from the fact that the noise is stationary in nature. Therefore, the 
detection is based on the simple hypothesis model: 

 

 
                                                        ,                                       (2-28) 
 
where  represents the noise. The hypothesis model is transformed by inserting the 
CSDs of the signal in (2-23).  The most commonly used detectors based on this model are 
the multi-cycle and single cycle detectors given in equations (2-24) and (2-25). 

 
         (2-29) 

            
          (2-30) 

 
The theoretical basics for cyclostationarity based detection can be found in Gardner’s early 
work [26][27][28][29]. 

2.3 Matched Filtering 

Source sensing, meaning the binary hypothesis testing (detection) on the presence or the 
absence of a source in a given band, must typically be performed in the absence of detailed 
knowledge of at least some aspect of the system and signal model. This lack of knowledge 
may range from simply not knowing some of the channel characteristics, such as the 
channel complex gain in a flat-fading channel (but knowing precisely either the signal shape 
or some parts of the signal, e.g., its pilots or preambles), all the way to knowing nothing 
about the sought signal or the intervening channel. The latter case is the easiest to handle, 
meaning that then one can only resort to non-coherent, moment-based processing (energy 
detection, autocorrelation, spectral correlation/cyclo-stationary processing, etc.). This latter 
class of techniques is popular with the sensing community because it demands the least 
from the algorithm designer, although it is still subject to optimization of its various 
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parameters (for instance, which correlation or cyclic-frequency terms to incorporate in the 
detection statistic and with what weight). Still, it has the appeal of simplicity, least set of 
assumptions, and it may work well for high enough SNR. In addition, energy detection is 
indeed optimal under very specific modeling assumptions (Gaussian signal in Gaussian 
noise). If the signal is not patently Gaussian but unknown in its features, it still makes sense 
as an "agnostic" solution [30]. The difficulty with energy detection is that it is brittle when 
the noise level is not precisely known, because then the false-alarm-based threshold cannot 
be set with accuracy. This leads to the known "SNR wall" phenomenon [31], [32]. Ways to 
somewhat bypass this sensitivity to the relative ignorance of the noise level have been 
explored in depth and tend to center on autocorrelation or spectral correlation techniques 
that omit the zero-lag term which includes the mean value of the noise level (although there 
is still dependence on the noise level to set the threshold, just less). 

On the other extreme, the signal may be known in shape, including the values of the data 
symbols (i.e., pilot symbols). This can be exploited in a matched-filter or signal-correlation 
operation, similar to what is done in coherent receivers for digital communication 
operation. The result will be a coherent accumulation of energy during this correlation 
interval and a concomitant increase in collected energy versus the purely sample-by-sample 
non-coherent processing of the energy detector (which suffers the so-called "non-coherent 
combining loss"). Therefore, matched filtering which exploits such knowledge will result in 
an SNR shift for performance (an SNR benefit). We note, however, a fundamental difference 
between coherent filtering in coherent comm. receivers and pseudo-coherent processing in 
sensing receivers: the latter cannot exploit the exact channel knowledge (gain and phase) 
enjoyed by a coherent comm. receiver due to the synch/equalization pre-processing that 
the comm. receiver enjoys. As a result, there will be a non-coherent (complex-norm) 
operation at the end of the sensing receiver processing, and therefore in that sense all 
sensing receivers are non-coherent in nature; there is no such thing as a fully coherent 
sensing receiver. The only difference between classic non-coherent processing and 
matched-filter processing is whether the squaring operation takes place sample by sample 
or at the end of the observation interval. 

2.4 Collaborative Spectrum Sensing 

The collaborative spectrum sensing aims to improve the spectrum sensing performances of 
the individual nodes. In the case when a single node is used for spectrum sensing, 
(regardless of the kind of used detector), it might obtain incorrect sensing result due several 
reasons such as the common effects of deep fading, shadowing, noise uncertainty, sensing 
equipment capabilities, external malicious attackers or intruders etc. The collaboration 
among nodes in a cognitive radio network can help overcome these drawbacks since it 
introduces a form of spatial diversity that results in collaboration gain [33].  

2.4.1 Collaboration gain, limitations and tradeoffs 

The collaboration gain has direct influence on the reliability of the sensing result and 
increases as the number of collaborating nodes increases. Namely, when more nodes 
participate in the final sensing report (i.e. the decision about primary user presence), the 
probability of incorrect collaborate decision is smaller due to the spatial diversity. However, 
the higher collaboration gain reflects in additional control overhead. Moreover, there is a 
tight relation between the collaboration gain and the degree of correlation of the received 
samples among nodes. The degree of correlation between the readings of the spatially 
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distributed nodes is dependent on the distance among the nodes. The nodes should be 
physically separated enough in order to provide the satisfactory collaboration gain, but 
close enough because the collaboration does not make sense if the nodes are too far from 
each other. Therefore, the distance among nodes should be one criterion for collaborative 
group formation [34]. 

2.4.2 The collaborative spectrum sensing concept 

The collaborative spectrum sensing is usually conducted in two phases, i.e. sensing and 
reporting. In the sensing phase, each collaborating node gets a local sensing observation 
(i.e. sensing report) using some type of sensing detector. In the reporting phase, the nodes 
report their local observation to a common receiver through a control channel. Finally, the 
common receiver combines the local observations in order to obtain the final sensing report 
that is announced to all participating nodes.    

There are several scenarios where collaborative spectrum sensing schemes can operate:   

 centralized, 

 decentralized and 

 cluster-based scenario.  

In the centralized collaborative spectrum sensing cases, the nodes send the sensing 
observation to a common fusion center that combines the local sensing observations and 
makes a final decision about primary user presence [35][36]. In decentralized spectrum 
sensing schemes, a node sends its sensing observation to the one-hop neighbours and, 
consequently, every node combines the received sensing observations in the decision 
making process [37]. In this manner, every node represents a fusion center. The cluster-
based collaborative spectrum sensing schemes include two level hierarchy. At the first level 
of collaboration, the nodes report their local sensing observations to the cluster heads. 
Afterwards, the cluster heads make the first combining of the sensing observation and 
create and distribute the sensing reports to the common fusion center. On the second level 
of hierarchy, the data fusion center combines the cluster heads’ sensing reports and makes 
a final decision. Different combining rules can be employed on the two levels [38][39] in 
these schemes. 

2.4.3 Data fusion methods 

The methods for fusion of the sensing observations at the common receiver are the core 
part of the collaborative spectrum sensing schemes. There are mainly three types of 
combining techniques: 

 hard combining (HC),  

 soft combining (SC) or  

 quantized combining (QC).  

The HC methods are also known as decision fusion techniques, because they combine the 
one-bit decisions of the collaborating nodes. Every node makes a local decision based on its 
measured sensing observation in a form of one binary sensing report and sends it to the 
common receiver. The common receiver fuses the binary sensing reports using some fusion 
rule. The general fusion rule for HD schemes is k-out-of-N rule, i.e. a primary signal is 
present if k out of N collaborating users have noticed it. The most used variations of this rule 
are:  
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 For k = N, AND decision fusion rule: the primary signal is proclaimed to be present 
only if all users decide the same. 

 For k = 1, OR decision fusion rule: that primary signal exists if only one node decides 
that.  

 For k > N/2, Majority Voting decision fusion rule: the final decision is a hypothesis 
with more votes. These HC rules are analyzed in more details in [35]. 

The SC schemes are also known as data fusion techniques. When SC fusion is used, the 
nodes send their local observation to the common receiver that combines it in order to 
obtain final decision about primary user presence. The most eminent representative from 
SC methods is EGC (Equal Gain Combining) that makes simple linear combination of the 
individual soft observations in the decision making process [40]. The SC schemes achieve 
better detection probabilities than HC schemes, but the improvements are at the cost of 
higher control overhead. 

The QC schemes are a compromise between SC and HC schemes. The nodes send quantized 
form of their observations to the common receiver and the common receiver combines the 
quantized sensing reports in order to make a final decision. The most simple fusion 
technique is linear combination of the local results. The QC schemes have smaller control 
overhead than SC, larger than HD, and their performances are somewhere between the 
performances of HC and SC, in general case [41]. 

There are a lot of variations on the above listed fusion techniques. The most common 
variation includes weighting coefficients in combining the sensing reports from the local 
nodes. Different criterions can be used for optimal weighting coefficients selection, e.g. the 
received SNR as in the Maximum Ratio Combining (MRC) case [42], false alarm probability 
minimization, detection probability maximization etc. [43]. The weighting methods can be 
applied to any fusion scheme. The analyses show that weighting can greatly improve the 
performances of the basic fusion techniques.  

Another variation that should be considered is censoring. These schemes include censoring 
of the sensing reports that belong in the area of uncertainty. The main idea here is to avoid 
considering the nodes whose observation are not strong enough to infer primary user 
presence or not weak enough to infer primary user absence. The censoring fusion 
techniques can also improve the sensing performances of the basic schemes [37][44].  

The compressive collaborative spectrum sensing is a new class of collaborative spectrum 
sensing schemes. In these schemes, the used sampling frequency is smaller than the 
required to detect the full primary user signal and, thus, the smaller number of samples is 
used for sensing reports creation. The common receiver has to combine the sensing reports 
and decide about primary signal presence, even if the received sensing reports are obtained 
with under-sampling [45]. These schemes reduce the required sensing time and the control 
channel overhead. The latter one is especially important in the case of multiband 
collaborative spectrum sensing.  

The collaborative spectrum sensing schemes that aim to protect the secondary network 
from attackers and malicious nodes are referred as secure collaborative spectrum sensing 
schemes. These schemes introduce reputation coefficients for every collaborating node. The 
reputation of a node reduces when its local decision is not compatible with the final 
decision and the nodes with low reputation are excluded from the collaboration in the next 
decisions [46]. 
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2.4.4 Joint multiband collaborative spectrum sensing 

The issue of collaborative multiband joint spectrum sensing comprises simultaneous 
collaborative spectrum sensing of multiple bands. Each node makes a local sensing 
observation of all available channels of interests and sends the sensing report to the 
common receiver. The common receiver has to combine the reports on a multichannel basis 
and make a decision for each channel. This case of collaborative spectrum sensing imposes 
new issues such as: the optimal number of collaborating nodes per channel (regarding that 
it is not recommended for a node to sense all channels due to large sensing time and 
overhead), the selection of collaborating nodes and their assigned channels, which data 
fusion techniques should be used etc. These schemes investigate the optimal sensing 
parameters, under some constraints for detection probability and false alarm probability, 
while minimizing the interference to the primary users or maximizing the secondary users’ 
throughput [47][48][49].  

2.4.5 Control channel and other issues in collaborative spectrum sensing schemes 

The control channel through which the sensing reports of collaborating nodes are 
exchanged has to be considered. When collaborating nodes are close to each other, the 
assumption for error free control channel is justified. But, in general case, the impact of the 
control channel errors in sensing reports has to be accounted for. The dynamic control 
channel establishment (without using any predefined frequency) in cognitive radio networks 
is also an important aspect. In [50] the introduced protocol RAC2E overcomes the problems 
of synchronization among cognitive nodes.  

The optimal number of collaborating nodes in a collaborative spectrum sensing schemes is 
also an important challenge, as well as the selection of the threshold for comparisons of the 
measured observations or combined sensing reports in an optimal manner. The most 
commonly used performance metrics for relevant comparisons of the collaborative 
spectrum sensing schemes are the ROC curves as in the case with single sensing node.   

The collaboration can significantly improve the reliability of spectrum sensing results, avoid 
problems such as shadowing from large obstacles, deep fading, reduce the sensing time and 
ensure higher detection probabilities. 

2.4.6 Cluster-based cooperative spectrum sensing 

Efficiency in spectrum access and efficient resource allocation management has recently 
been pushed beyond its traditional limits by introducing spectrum sharing and coexistence. 
This goal has typically been achieved by adopting one of the following strategies: 

 Flexible use of the spectrum among different primary systems; 

 Cooperative spectrum sharing among primary and secondary licensed systems; 

 Spectrum sharing and coexistence among primary licensed systems and unlicensed 
systems, based on a CR approach. 

Important technical challenges still need to be overcome, however, in order to achieve 
successful coexistence and cooperation among heterogeneous systems. Spectrum sensing, 
in particular, is a key research topic in order to enable unlicensed networks to coexist with 
primary users [33]. In this context, the stringent requirements on sensing accuracy and 
reliability for devices forming a cognitive network are often impossible to meet for a single 
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device. Figure 2-4 shows a scenario where a cognitive device is required to determine the 
presence of a primary transmission from a distance larger than the nominal coverage range 
of the transmitter. Failure to detect the presence of such transmitter may potentially lead to 
interference to primary receivers located at the edge of the coverage area.  

 

 

Figure 2-4: Example of sensing scenario in which a cognitive device is required to 

perform sensing on a signal outside the nominal coverage area of the primary 

transmitter. 

Even in more favourable topologies, the sensing accuracy of a single device is affected by 
propagation effects such as fading and shadowing, potentially leading to missed detections 
of an active primary transmitter and, as a consequence, to the introduction of harmful 
interference. In order to address the above issue, several research groups investigated in 
the last few years the possibility of introducing cooperation in the sensing function. The 
most straightforward solution to introduce cooperation in sensing was proposed in [51]. The 
authors consider a network of n devices sensing the environment by means of an energy- 
detection receiver, and propose to combine the individual decisions of the devices 
according to an OR rule, leading the whole network to decide that a primary is present if any 
of the devices decides so. Assuming that each individual device is subject to independent 
fading/shadowing leading to the same average SNR, so that all devices are characterized by 
the same average probabilities of false alarm Pfa and of detection Pd, the corresponding 
probabilities for the whole network are the following: 

 
(2-31) 

The overall effect is thus to increase the probability of detection at the price of an increased 
probability of false alarm. A more refined cooperation scheme is proposed in [52] for a 
network composed of two users that send data to a Base Station (BS). The approach 
proposed in [52] relies on the adoption of a Time Division Multiple Access scheme, as shown 
in Figure 2-5.  
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Figure 2-5: Cooperation scheme proposed in [52] for a two users network. Signal 

relayed by user U1 also includes the signal transmitted by the primary user and 

overlapping to the signal transmitted by the user U2. By listening to the signal relayed 

by U1, U2 can subtract its own signal and improve the probability of detecting the signal 

transmitted by the primary user, leading to an overall improvement in detection 

probability. 

Each cognitive user transmits for two consecutive slots and then listens for the next two. 
The cognitive user uses the first of the two slots to retransmit the signal received in the last 
listening slot, according to an Amplify and Forward (AF) scheme (with reference to Figure 2, 
U2 will retransmit in slot k+1 the signal received while listening in slot k), and the second 
one to send new data (e.g. user U2 in slot k+2, with reference to Figure 2). It is shown in [52] 
that the above scheme increases the probability of detecting a primary user by the cognitive 
network, and in particular by the user that receives a weaker signal from the primary user 
due to bad propagation conditions. In turn, the time taken by the cognitive network to free 
the wireless medium when a primary user shows up is reduced as well. The approach is 
extended to the case of an arbitrary number of cognitive devices in [53], where a pairing 
scheme between users characterized by unfavourable channel conditions and relay nodes 
that apply the AF scheme is proposed. The approach in [53] poses however scalability 
issues, due to the need of pairing devices with the corresponding relays by means of explicit 
help requests. 

The scheme originally proposed in [51] requires the transmission of the n individual 
decisions to a Common Receiver in charge of taking the network decision according to the 
OR rule. Equivalently, one of the n devices can play the role of Common Receiver, thus only 
requiring n-1 transmissions from the other devices. In both cases, the strategy is subject to 
the quality of the channel between the devices and the Common Receiver, since errors can 
be introduced during transmission of individual decisions. In order to overcome such issue, a 
network organization based on clusters has been proposed in [54]. In this work, cognitive 
devices are organized in clusters and, within each cluster, the device with the best 
communications channel towards the common receiver is selected as ClusterHead (CH). The 
network decision is thus obtained as a two steps process, in which a cluster decision is first 
obtained by combining the observations of all devices in the cluster at the CH, and then 
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cluster decisions are combined at a common receiver again according to an OR rule. 
Different combination rules are compared at the cluster decision level, and it is shown that 
the proposed cluster-based approach outperforms the simple OR rule approach, in 
particular when a low Qfa is required. The clustering approach proposed in [54] is a very 
interesting solution to the cooperative sensing problem, but it should be noted that the 
clustering criterion is not explicitly defined and, most important, neither the definition of 
clusters nor the selection of the CHs is related to the sensing capabilities of the nodes.  

Moving from the above analysis, a novel scheme for cooperative spectrum sensing based on 
clustering that takes into account sensing performance in cluster formation and CH 
selection, and named CHESS, was proposed in [55]. 

The two key aspects taken into account in the design of the scheme in [55] are: 

 Sensing reliability: the secondary network should minimize the interference 
generated towards primary users. 

 Energy efficiency: the secondary network should minimize energy consumption for 
sensing operations and for its normal activity in order to maximize its lifetime. 

The network scenario considered for the secondary network is the same considered in [51], 
and is composed of a set of cognitive nodes scattered in random positions, sending 
information to a BS that coordinates network activities, as shown in Figure 2-6. 
Furthermore, it is assumed that secondary data traffic interferes with primary activity, while 
sensing and control traffic in the secondary network is sent on a separate, low-speed, 
interference-free channel. 

 

Figure 2-6: Network scenario considered in the design of the CHESS algorithm. 

The CHESS algorithm leads to the partition of the nodes in the secondary network in 
clusters, each cluster being managed by a CH. The CH is in charge of performing the sensing 
operation and of forwarding data traffic generated by nodes in the cluster to the BS. A 
secondary network operating in accordance to the CHESS algorithm can be in one of three 
possible states: 

• Training - while in this state, secondary nodes evaluate their reliability in sensing the 
presence of the primary user, in order to determine the nodes that are most suitable to act 
as CHs; 

• Clustering - while in this state actual cluster formation and CH selection take place; 

• Activity - while in this state the secondary network operates normally, with nodes sending 
data to the BS through the CHs. 
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Training: The network moves in the Training state following the transmission of a broadcast 
Training start packet by the BS. The packet includes the time Ttraining to be spent in this state, 
and the information required to define a slotted time axis. Each slot is divided in three parts: 
a beacon part, a sensing part and a reporting part. For the duration of the Ttraining time the 
following procedure is applied: 

1. in the sensing part of each slot all nodes carry out sensing and take an individual 
decision on the presence of the primary; 

2. in the reporting part of each slot nodes transmit their decisions to the BS adopting a 
CSMA access technique;  

3. in the beacon part of each slot the BS broadcasts the network decision on the 
presence of the primary based on the inputs received from the nodes in the previous 
slot. The decision is obtained on the basis of the individual decisions according to a 
majority rule; 4) each node compares the majority decision with its individual one, 
and in case the two decisions are in agreement, the node increases a counter 
measuring the number of correct decisions; 5) at the end of the training each node 
evaluates a reliability parameter R, obtained as the ratio between the number of 
correct decisions and the total number of taken decisions. 

Clustering: The network moves into the Clustering state following the transmission of a 
broadcast Clustering start packet by the BS. Following the reception of the packet each node 
measures its suitability to play the role of CH by evaluating the following parameter:  

 
(2-32) 

where: 

•  and ρ are weighting coefficients for the energy and sensing reliability aspects, 
respectively; 

• Eresidual and Estart are the remaining energy and the initial energy of the node, respectively. 

Next, nodes apply a distributed algorithm for the selection of the CHs and the formation of 
the clusters. The expected size of the clusters is determined by setting the value of the 
transmitted power, which is thus considered as a system parameter. The selected value is 
referred to as intra-cluster power level. The cluster formation algorithm can be described as 
follows: 

1) each node with Λ ≥ Λmin repeatedly transmits a Tentative CH packet, including its 
address and its value of Λ; 

2) upon receiving a Tentative CH packet, a node compares the received value of Λ with its 
own; 

3) if the received value of Λ is larger than its own, the receiving node stops sending 
Tentative CH packets since at least one better CH candidate is within its range, and waits for 
the procedure to finish; 

4) when a predefined time for Tentative CH transmission, communicated in the Clustering 
start packet, is over, nodes that did not stop transmitting the packets are the best 
candidates to become CHs, and transmit a Final CH packet, declaring themselves as CHs; 
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5) nodes that did not declare themselves as CHs and receive one or more Final CH packets 
select the best CH in range and join its cluster; 

6) nodes that did not declare themselves as CHs but do not receive any Final CH packet elect 
themselves CHs. Note that such nodes could have a Λ ≤ Λmin. 

Activity: After the clustering procedure is completed the network enters in the Activity 
state, following a broadcast Activity start packet by the BS. Network operation in this state is 
still organized based on a slotted time axis, but nodes behave differently depending on their 
role: 

 Standard nodes send their DATA packets to their CHs at the intra-cluster power 
level; 

 CHs relay DATA packets received from standard nodes to the BS at full power; 

 Additionally, CHs that meet the Λ ≥ Λmin condition perform sensing and report 
their decision to the BS. 

At the beginning of each slot the BS broadcasts the decision on the presence of the primary 
to the whole secondary network. Whenever the BS reports the channel as BUSY, all nodes 
stop transmitting DATA packets, while CHs keep on transmitting sensing packets to the BS 
on the dedicated control channel. When the channel is reported as IDLE for a minimum 
number NIDLE of consecutive slots, the network reverts to normal operation and nodes start 
transmitting and relaying DATA packets. While in Activity state, CHs keep on evaluating the 
value of their Λ parameter. Whenever a CH determines that its Λ fell below a predefined 
threshold it sends an alarm packet to the BS, which will force the network back to the 
Training state by broadcasting a Training start packet by the BS, moving next to the 
Clustering state and eventually back to the Activity state with a new cluster organization. 
The relationships between states and the events leading to state changes in the secondary 
network are presented in Figure 2-7. 

 

Figure 2-7: Possible states for the secondary network in the CHESS algorithm, and 

events leading to state changes. 

2.5 Other techniques 

This section introduces some of the novel spectrum sensing related concepts that don’t fit 
neatly into the categories drawn above. 

2.5.1 Source Detection based on ranging parameter estimation  

The localization of an emitter based on partial or full knowledge of the transmit (Tx) signal is 
a widely investigated field in the literature as well as in practice.  For this purpose, various 
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ranging techniques are engaged for spatially localizing the radio sources (emitters). These 
techniques provide sensor-local estimates in terms of distance or orientation related to the 
neighbors of a cognitive radio device. This sensor-local information (estimation) is then 
usually gathered from multiple CRs and further combined appropriately in order to provide 
the location estimates. The most usual types of information used for ranging techniques are 
the following:  

 Time of Arrival: This is the Time of Arrival (ToA) of a known or unknown (i.e., blindly 

processed) Rx signal. Known signals are usually named “pilot signals”, which are pre-

designed for a specific communication system.  The Time Difference of Arrival 

(TDOA) can be treated as a special case of TOA when the sensors are not clock-

synchronized with the transmitter (as is true in most cases in cognitive radio 

scenarios). 

 Angle of Arrival: This is the Angle of Arrival (AoA) of a known or unknown (blindly 

processed) Rx signal. The same assumptions hold as in ToA estimation. 

 Power (RSS): This is the total power that is received from a known or unknown 

signal. The measurement bandwidth can be narrowband (in order to sense a small 

number of transmitters) or wideband (for sensing a potentially large number of 

transmitters). The time horizon of the measurements is also a very critical 

parameter. 

After estimating the position-related signal parameters such as RSS, TOA, TDOA and AOA, 
source position estimation is performed based on various techniques.  An extended analysis 
of these techniques can be found in [60]. 
Our aim here is not to accurately estimate the location of a source but, rather, to detect its 
presence based on such location-dependent signal features as these are received at various 
points of the space-time plane. The conceptual difference in this approach versus classic 
localization is that we are not really interested in finding the most probable location of an 
emitter, but rather to decide if a source exists at all, based on relative probabilities of all 
candidate locations. The scenarios of interest are challenging, including limited knowledge 
of the Tx signal features, low SNR environments and large noise-level uncertainty. It will be 
shown that TOA- and AOA-based ranging techniques do not suffer from “location 
preference” (i.e., they are spherically symmetric) when the signal source does not really 
exist (the H0 hypothesis), thus allowing these techniques to be used as CFAR detectors. The 
implication is that the resultant detection tests should not suffer from SNR walls. The design 
and performance optimization of such tests will be under investigation for scenarios 
involving one as well as multiple synchronized sensors. Extensions of this work will also 
involve the joint detection and localization of an emitter.  

2.5.2 Localization and Power estimation for Radio Interference Field Estimation (RIFE) 

Efficient spectrum utilization is enabled by techniques further than detection of spectrum 
holes. More specifically, techniques that estimate the distribution of power in frequency 
and space based on power measurements exist to this direction (Radio Interference Field 
Estimation – RIFE). Within this category belongs an important class of techniques for which 
the characterization (possibly exhaustive) of transmitting sources is an intermediate step 
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towards RIFE.  One such method is presented in [56] where the authors develop an 
algorithm based on the Minimum Square Error criterion in order to estimate the power and 
location of an unknown number of transmitting sources in a path-loss wireless environment. 
The same questions become essentially harder to tackle when one considers a log-normal 
fading environment, additionally to the path-loss component. The single-source case has 
been studied in [58]. In particular, the authors show there that localization and power 
estimation of a single source is often possible with satisfactory accuracy (they analyze 
properties of the necessary topological configuration for the sensors) 

Herein we present an extension of the single-source to the multi-source problem in a log-
normal environment (see [59]). This extension is a cumbersome problem for which 
numerical difficulties remain open. In a spirit similar to [56] we model our lack of knowledge 
for the sources’ locations via a grid of hypothesized, candidate locations. We consider 
N sensors located in known places in the geographic area of interest measuring the power 
at this location and at a specific frequency bin and time instant. Let 

1,...,    be the 

collection of these measurements. We consider an environment described by shadow 
fading and path loss. In such an environment   is a random variable, for all {1,..., }k N . 

Namely, 
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Here, 2

k models the variance of the additive zero-mean Gaussian thermal noise 

corresponding to the k -th sensor and 
ip is the unknown transmitted power corresponding 

to the i -th among all S hypothesized sources. The parameter ikd is the distance between 

the i th possibly transmitting source and the k th sensor and  the path-loss exponent that 
is assumed to be known. The randomness in the above model is introduced by the shadow 
fading component 

ik , that is modelled as a log-normally distributed random variable, 

generated by exponentiating a zero-mean and 2 -variance Gaussian random variable, 

henceforth referred to as 2ln (0, )N   Note that 2 is assumed to be known and same for all 

source-sensor pairs. The shadow fading components are modelled as uncorrelated since it is 
known that their correlation practically vanishes already in small distance (ie. in few 
meters). 

The power received at each sensor depends probabilistically only on the values of the 
shadow fading between this specific sensor and each of the sources and is hence 
independent of the power received by any of the other sensors within the specified area. 
For a particular combination of sources transmitting some power, the joint distribution of 
the power received at all sensors is a multiplication of the distribution at each sensor. It 
hence suffices to describe the distribution of the power at each sensor separately. 

For each {1,..., }k N  2

k k   can be approximated by a log-normally distributed random 

variable ln ( , )
k kp pN   ,  where 
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This essentially originates from the approximation of the distribution of a sum of 
independent log-normally distributed random variables derived by Fenton and Wilkinson 
[57] 

The joint probability law of the power received by all sensors is then given by 
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The goal is to maximize this multiplicative law for all possible combinations of 1,..., Sp p . This 

yields a non-convex optimization problem that can be solved numerically. To this goal global 
optimization techniques, and in particular simulated annealing, can be employed. 

2.5.3 Source Detection via Maximum Likelihood Estimation 

Cellular networks are characterized by multiple simultaneous and dynamic transmissions 
combined with power control. Our work aims to explore the possibility of deploying a 
cognitive network that has opportunistic access to the spectrum allocated to a primary 
cellular network.  In our work we assume that the cognitive network is aware of the 
positions of both the primary base stations as well as its own base stations. The cognitive 
radio, based on power measurements, aims to detect the activity of the neighbouring 
primary base stations in order to determine the power with which it can opportunistically 
transmit. Detecting spectrum opportunities in the frequency bands allocated to cellular 
networks is more challenging than in TV white space due to several problems in the former, 
namely the requirement for pervasive coverage, the presence of different services with 
different quality constraints, dynamic traffic patterns, the presence of several neighbouring 
primary transmitters and adaptive primary transmit powers.  It is a reasonable assumption 
in the case of primary cellular network to consider that the cognitive radio knows the 
positions of primary base stations through a local or regional database as it is suggested by 
the FCC [61] without knowing their transmit powers. An extended analysis can be found in 
[62]. 

 To this end, we develop a technique that is based on the Maximum  Likelihood Criterion 
(ML Criterion) and that detects the neighbouring primary node’s activity through the 
intermediate step of estimating the transmitted power level. In particular, we present the 
system model and we formulate the problem of finding the allowed transmit power of 
cognitive nodes. Furthermore, we show how the ML technique can be used to identify the 
active base stations and provide simulation results. Our results show that it is possible to 
use such a method to deploy an IEEE 802.11 network as a cognitive network under specific 
constraints related to the position, the number and the distribution of the spectrum 
monitoring sensors inside the primary network.  
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2.5.4 Spectrum Sensing of MIMO Transmissions 

The detection of multiple-antenna transmissions has been addressed for example in [63] 
and [64]. The principle idea is to utilize the redundancy and structure, which result from 
space-time coding or beam forming. In both works, the authors employ a generalized 
likelihood ratio test (GLRT) framework for detection; however, only the work in [64] utilizes 
the structure imposed by space-time coding while [63] uses an approximation. We therefore 
focus in the following on the results from [64] which have been derived in the EU FP7 
project SENDORA. 
 
We consider in the following detection of a space-time coded transmission where the 
transmitter uses  transmit antennas, the detector uses  receive antennas, and the 

 matrix of channel coefficients is given by . We furthermore assume that the 
space-time codeword  spans  time slots such that the transmission is described by 

      (2-37) 
where  is the  receive matrix and  is a noise matrix. As shown in [64], the model 
above can be reformulated in the following way: 

      (2-38) 
where  is the vector of real-valued zero-mean data symbols with variance , which is 
mapped to the space-time codeword ,  is the vector of real-valued zero-mean noise 
samples with variance ,  and  is a matrix that depends on the channel matrix  and 
the structure of the space-time code. We refer to [64] for further details of this model. 
Based on this model, we define the two hypotheses 

      (2-39) 

     (2-40) 
describing the event of an unoccupied channel and an occupied channel, respectively. 
Assuming that the transmitted symbols are i.i.d. Gaussian (with zero mean), the received 
vector  is as well zero-mean Gaussian for both hypotheses; i.e., 

   (2-41) 

  (2-42) 
and the likelihood functions are given as 

   (2-43) 

Assuming perfect knowledge of the covariance matrices  and the optimal Neyman-
Pearson test can be formulated as  

     (2-44) 

with the detection threshold . However, since the noise and the signal variances as well as 
the coefficients of the channel matrix are typically unknown, the authors in [64] suggest to 
construct the generalized likelihood ratio test which is obtained from the optimal Neyman-
Pearson test by replacing the covariance the covariance matrices  and in the test 

above by their maximum-likelihood estimates  and  under the hypotheses  and . 
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As explained in [64], the maximum-likelihood estimates  and  are difficult to obtain. To 

circumvent this issue, the authors in [64] propose to estimate  and  from the received 
data under consideration of special properties of their eigenvalues. As shown in the 
performance evaluation in [64], the proposed estimator leads to slight improvements over 
the energy detector in this case, and the performance gain becomes more prominent with 
increasing number of receive antennas. From this results it can be concluded that the 
performance of spectrum sensing algorithms can be improved by utilizing the structure 
imposed by multi-antenna transmission techniques. 

2.6 Spectrum Sensing in EU FP7 Projects 

Finally, this section looks at the various spectrum sensing efforts in EU projects. 

Spectrum sensing has been addressed by several research projects within the seventh 
European framework programme. A brief overview is given in the following. The summary is 
mostly based on information collected from factsheets, the projects’ homepages, and 
publicly available deliverables. Note that the list of projects given in the following may be 
incomplete.  

 COGEU, http://www.ict-cogeu.eu/ 
The goal of spectrum-sensing activities in COGEU is to combine geo-location 
databases with spectrum sensing techniques. The research in this direction focuses 
on sensing algorithms for detection of TV white spaces and studies the impact of 
interference on commercial DVB-T receivers. 

 

 CREW, http://www.crew-project.eu/  
Crew project started in October 2010, and its research is dedicated to developing CR 
testbeds, where one of the testbed activities focuses on spectrum sensing. 

 

 CROWN, http://www.fp7-crown.eu/ 
Research activities in the Crown project, related to spectrum sensing, focus on 
eigenvalue based cooperative spectrum sensing, blind sensing strategies, and 
collaborative compressed sensing. 

 

 FARAMIR, http://www.ict-faramir.eu/ 
The focus of FARAMIR ranges from development of new Cognitive Radio hardware to 
novel system design that will exploit the benefits of Radio Environmental Maps in 
future Wireless Systems. The project also conducts spectrum measurements in effort 
to get a clear overview of the spectrum utilization in Europe. 

 

 PHYDYAS, http://www.ict-phydyas.org/  
Besides the conventional spectrum sensing approaches like energy detection and 
and feature detection, filter bank based sensing techniques are studied by the 
PHYDAS project.  
 

 QoSMOS, http://www.ict-qosmos.eu/ 
The QoSMOS project preforms research on spectrum sensing algorithms and 
protocols. Hybrid sensing algorithms combining for example energy detection with 
feature detection algorithms as well as smart-antenna approaches to spectrum 

http://www.ict-cogeu.eu/
http://www.crew-project.eu/
http://www.fp7-crown.eu/
http://www.ict-faramir.eu/
http://www.ict-phydyas.org/
http://www.ict-qosmos.eu/
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sensing are considered, and implementation aspects like quantization of decision 
metrics are addressed. 

 

 QUASAR, http://www.quasarspectrum.eu/  
The QUASAR project defines the spectrum opportunity and spectrum availability 
definitions. Additionally it classifies and examines the performances of the existing 
spectrum sensing techniques in terms of their cooperative and non-cooperative 
capabilities. 

 

 SACRA, http://www.ict-sacra.eu/  
The SACRA project has studied and evaluated a large number of single-node and 
multi-node spectrum sensing algorithms. Sensing algorithms considered by the 
project include classical energy and feature based detectors as well as advanced 
techniques like compressed sensing and algebraic methods. Different strategies for 
collaboration in spectrum sensing (hard/soft information, exchange of sensing 
information) are discussed.  

 

 SENDORA, http://www.sendora.eu/  
The SENDORA project studied wireless-sensor-network techniques for collaborative 
spectrum sensing. Sensing algorithms like energy detection, feature-based detection, 
as well as eigenanalysis and model selection based detectors were investigated, 
evaluated, and partly implemented in hardware. Other parts of the project 
addressed communication algorithms and protocols for collaborative spectrum 
sensing as well as network dimensioning. The SENDORA project ended in December 
2010. 

http://www.quasarspectrum.eu/
http://www.ict-sacra.eu/
http://www.sendora.eu/
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3. Performance Bounds, Implications and Limitations of Spectrum 
Sensing  
This section looks at the performances of various spectrum sensing approaches, implications 
of their implementation, and limitations of their usage, among other aspects. As well as 
assessing legacy techniques for spectrum sensing discussed in Section 2, this section also 
studies aspects of some of the more novel techniques proposed later in Section 2. 

3.1 Energy Detection Techniques 

Energy detection is the simplest form of spectrum sensing and is the most commonly used 
[68],[69]. It is an optimal detector for completely unknown signals. The ideal energy 
detector, with high number of samples, would be able to detect arbitrarily low signal levels 
with a high probability. A drawback of the energy detector is that it requires precise 
knowledge of the noise level, which is practically not possible considering the noise 
uncertainty problems. If the noise level is not precisely known, the detection becomes 
impossible for low signal levels. In the case that the noise variance is unknown, there is no 
possibility to clarify whether the measured signal difference from the mean noise level is 
due to the unknown noise level variation or due to the signal. Such a low noise level is called 
noise wall [1]. 

3.1.1 Basic energy detector 

The ROC curve gives the relation between the probability of false alarm and the probability 
of detection. The ROC function evaluation is the most convenient manner to examine the 
performance of a detector, Figure 3-1. It is easily seen that the detection performances 
increases as the signal to noise ratio increases.  

 

Figure 3-1: ROC curves for energy detector based spectrum sensing under different SNR 

values [14] 
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Besides threshold selection, some of the challenges with energy detection based sensing 
also include the inability to differentiate interference from primary and secondary users 
[14]. 

3.1.2 FAR based energy detector 

The FAR detector introduces a few additional complexities compared to the basic energy 
detection method in order to obtain better performances in sensing primary users’ signals. 
The ROC curve depicted in Figure 3-2 illustrates the trade-off between the probability of 
detection and the probability of false alarm for the FAR detector in the case of different 
input signal levels. Under the conditions observed in [70], the characteristic shows that the 
FAR detector works well when the received maximum PSD is -121 dBm/kHz or above and it 
almost stops operating as the maximum PSD goes below -126 dBm/kHz. 

 

Figure 3-2: ROC curves for FAR detector based spectrum sensing under different PSD 

values [20] 

3.1.3 Eigenvalue based energy detector 

The main advantage offered by the eigenvalue based detector is its robustness to the 
problem of noise uncertainty, which affects the previously elaborated energy based 
detection techniques [71]. Eigenvalue based detection techniques offer a substantial 
performance improvement compared to the simple energy detection methods (and a 
complete protection to noise uncertainty) at the price of an increased complexity. Most of 
the computational complexity of this method derives from the computation of the 
covariance matrix and its eigenvalues. 

Figure 3-3 represents the performance of the eigenvalue based detector in the form of 
complementary ROC curve, i.e. probability of miss detection as a function of the probability 
of false alarm. The graph compares the curves obtained from the empirical and analytical 
analysis. 
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Figure 3-3: ROC curves analytical vs. obtained curves [71] 

3.1.4 HOS based energy detector 

The additional statistics computation required for the HOS detector comes as a trade-off to 
higher performances in terms of detector sensibility and ability for channels classification. 
These characteristics make the HOS based detection a more sophisticated detection that 
can also offer classification of the spectrum availabilities versus the simple binary decision in 
the previously observed methods.  

Figure 3-4 depicts the dependence of the channel selection probability and the utility factors 
settings. It can be noticed that (if the environment conditions depicted on Figure 3-5 are 
considered) the worst results are gained when the channel selection depends mostly on the 
average received power [17]. 

 

Figure 3-4: HOS channel selection based on different utility factors settings [17] 
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The decisions on the best channel are better when the channel decision depends more on 
the skew and kurt obtained results of the received power. The best performances in terms 
of channel selection are gained when the decision depends equally on the skew and kurt 
obtained results of the received power, i.e. b = c = 0.5 (see subsection 2.1.4 for more 
details). This result reflects the actual environment conditions (see Figure 3-5).  

  

Figure 3-5: 2.4 GHz ISM spectrum conditions during USRP2 HOS detector demo [17] 

The channel selection decision improves as the sensing period extends and sensing period of 
3.2s (in the observed case in [17]) yields a free channel selection probability of 1 (thus 
resulting in successful avoidance of busy channels, see Table 3-1). 

Sensing period 
Busy channel selection 
probability 

Free channel selection 
probability 

800 ms 0.226037 0.773963 

1600 ms 0.118825 0.881175 

3200 ms 0 1 

Table 3-1: HOS detection, channel selection probability 

3.1.5 Spectrum estimation based energy detector 

For simulation results, we choose a DVB-T primary user system. This choice is justified by 
the fact that most of the primary user systems utilize the OFDM modulation format. The 
considered model is an Additive White Gaussian Noise (AWGN) channel. 
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Figure 3-6: Probability of detection vs. SNR for the simulated detectors with PF = 0.05 

This figure clearly shows that the proposed sensing algorithm is quite robust to noise. These 
curves show also that the detection rate goes higher as the polynomial order gets higher. 
This result is to be expected as the higher the polynomial order is, the more accurate the 
approximation goes. Nevertheless, it is to be noticed that this gain in precision is implies a 
higher complexity in the algorithms implementation. 

3.2 Feature Detection Techniques 

This section delves into the performances and characteristics of the feature detection 
techniques discussed in Section 2.2. 

3.2.1 Autocorrelation Detection 

Authors in [23] compare the CAV detection method, based on simulations and theoretical 
analysis, with the ideal energy detection (EG) for a narrow-band wireless microphone signal. 
Figure 3-7 shows an increase of the probability of detection with the CAV detection method, 
which stems from the high correlation among the samples from the narrow-band test signal. 
Figure 3-8 depicts the Receiver Operating Characteristic (ROC) curve (i.e. probability of 
detection, Pd, vs. probability of false alarm, Pfa) of the CAV detector and the EG detector for 
a fixed SNR = −20 dB. Figure 3-9 shows the performances of the methods for different 
sampling sizes. It is evident that CAV outperforms the EG detector.  
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Figure 3-7: Probability of detection for a wireless microphone signal [23] 

 
. 

 
Figure 3-8: ROC curves for a wireless microphone signal [23] 

 
 

 
Figure 3-9: Pd versus sample size Ns for a wireless microphone signal [23] 

 

Figure 3-10 shows simulation results based on Digital TV (DTV) signal detection using CAV 
[23]. If the noise variance is exactly known, then the energy detection method outperforms 
CAV. However, if there is noise uncertainty, then CAV shows better performances.   
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Figure 3-10: Probability of detection for the DTV signal [23] 

 
The analytical and the simulation results obtained in [24] indicate that the autocorrelation 
method provides significant improvements in the probability of detection for moderate SNR 
scenarios and scenarios where fast sensing is required. Additionally, the simulation results 
indicate better performance in fading environments and collaborative sensing scenarios as 
well.  
Figure 3-11 shows the comparison between the CorrSum (correlation sum) method 
proposed in [24] and the energy detection. The CorrSum method differentiates between the 
signal spectrum and noise spectrum over the sensing bandwidth due to the computation of 
the autocorrelation of the signal. It is clear that the autocorrelation method provides better 
performance in terms of signal detection probability. 

 
Figure 3-11: ROC curves comparing the performance of CorrSum method and  energy 

detection method for QPSK transmission [24] 
 

Figure 3-12 shows comparison of the CorrSum method with the energy detection method 
for different symbol rates. It is evident that CorrSum outperforms the energy detector for 
any symbol rate. Additionally, it must be stressed that the performance gain of Corrsum, in 
comparison to energy detection, is larger for smaller symbol rates.   
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Figure 3-12: Performance comparison of CorrSum method and energy detection in different 

symbol rates of BPSK transmission [24] 
 
Figure 3-13 depicts the performance of the CorrSum method for different combined fading 
and shadowing environments. The results show that the CorrSum method performs better 
in all simulated  environments. 
 

 
Figure 3-13: Performance comparison of CorrSum method and energy detection in 

combined fading with different shadowing levels [24] 
 

Ref. [24] also provides a set of results for introduced cooperation in the system. The authors 
implement simple fusion techniques such as “OR”, “AND” and “Parameter Combining”. The 
results in Figure 3-14 show that both “OR” and “Parameter Combining” improve the 
performance of both detectors. It is also evident that the CorrSum method outperforms the 
energy detector for all fusion techniques. 
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Figure 3-14: Performance comparison in combined fading with and without collaborative 

sensing [24] 
 

3.2.2 Cyclostationarity based detection 

Most implementations of a cyclostationarity based detector use the CSD of the sensed 
signal. The input data consists of baseband I/Q data gathered at a targeted spectrum band. 
The strongest detectable feature is the sin wave carrier of the signal, but practical 
implementations mainly focus on other periodicities since most of the equipment on the 
market currently offers only baseband data. The CSD is estimated from the baseband 
complex I/Q data. It is based on a variety of available algorithms depending on the targeted 
performance and processing speed. Possible algorithms include time – averaging of a cyclic 
periodogram, frequency – averaging of a cyclic periodogram, FFT accumulation method 
(FAM) [72], Strip spectral correlation algorithm (SSCA) etc. The detector uses the calulcated 
CSD for the decision making process. 

UKIM’s platform for the cyclostationarity based detector is shown on Figure 3-15. 

 

Figure 3-15: UKIM’s platform for cyclostationarity based detection 

The stream of I/Q data is gathered with either a signal analyzer or a USRP2 device and it is 
forwarded to MATLAB. The processing starts by fragmenting the stream to a set of 
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continuous blocks of I/Q data. Each block is then separately processed and its CSD is 
calculated using the FAM algorithm or simple time-averaging of a cyclic periodogram. The 
CSD of the signal is then used as an input to one of the implemented detectors. The 
implementation includes the traditional multi-cycle and single cycle detectors that use the 
CSD at all cyclic frequencies and a single cyclic frequency, respectively, as well as some 
additional modifications such as the regional-cycle detector that uses a set of cyclic 
frequencies and a max-cycle detector that simplifies the calculation by using only the 
maximum values of the CSD per cyclic frequency. The decision making is based on one of the 
detectors, where the threshold is set in accordance to the targeted performance in terms of 
probability of false alarm and sensing duration. Figure 3-16 shows the CSD of a BPSK signal 
generated with a signal generator and analyzed with a signal analyzer. Figure 3-17 shows 
the CSD over cyclic frequencies of the acquired data when no signal was generated i.e. CSD 
of noise. 

 

Figure 3-16: CSD of a BPSK signal from UKIM’s implementation 

 

Figure 3-17: CSD of noise from UKIM’s implementation 

The main advantage of cyclostationarity based detectors is that the noise variance has less  
impact on their performance compared to energy based detectors. Cyclostationarity is 
represented with peaks in the CSD of the signal at cyclic frequencies different from 0, 
whereas noise is only present at cyclic frequency 0 for infinite observation time. As a result, 
for low levels of SNR, the cyclostationarity based detector outperforms the energy based 
detector at the cost of significantly longer processing time. As it can be seen on Figure 3-18, 
simulation results show that peaks are still discernible at cyclic frequencies different from 0 
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for signal-to-noise ratio of -10 dBm. Gardner et al. [73] give a thorough analysis of the 
theoretical performances of a cyclostationarity based detector.  

 

Figure 3-18: CSD of a BPSK signal at SNR = -10dBm  

The performance of the detector varies depending on: 

 the type of the targeted signal 

 the feature used for detection of the signals 

Practical implementations face a number of limitations and issues that impact the 
performance of a cyclostationarity based detector. Hardware imperfections may introduce a 
sampling offset that can severely degrade the performance of the detector. The high 
processing complexity practically disables real-time operation of the detector. The 
processing speed may be reduced at the cost of precision. The CSD calculation process is 
also very sensitive to perfectly received I/Q data as imperfections can lead to lack of peaks 
in the CSD of the signal. 

3.3 Collaborative Spectrum Sensing 

This section delves into the performances and characteristics of the collaborative spectrum 
sensing techniques covered in Section 2.4. 

3.3.1 Sensing Performance and Reliability of Communication 

In the context of Cognitive Radio Systems (CRSs), wireless sensor networks are typically 
employed for collaborative spectrum sensing. Wireless sensor networks affect the 
performance of collaborative spectrum sensing in different ways. Transmission delays and 
latency of the network increase the sensing and processing time and reduce the agility of 
the system. Transmission errors have furthermore a direct impact on the detection 
performance. In the following we analyse how the detection and false-alarm probabilities 
are affected by the reliability of communication. For this purpose we consider a simple 
network model where the reliability of communication is characterised by the frame-error 
probability. The results presented in the following have been derived in the EU FP7 project 
SENDORA (see e.g. [74]), and similar results be found in [75]. 
 
We consider in the following a simplified model where a set of  sensors are connected to 
a fusion centre through packet-loss channels. It is illustrated in Figure 3-19 for the two-
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sensor case. In our model, the -th sensor is characterized by its false-alarm and detection 

probabilities  and , respectively, and the communication channel between the -th 

sensor and the fusion centre is described by a packet-loss channel with frame-error 
probability . The network state is described by a vector of random variables 

 with elements . The random variables  indicate whether the 

-th channel is in error or not, and they are distributed as follows:  and 

. The fusion centre is characterized by its false-alarm and detection 

probabilities  and , which are now conditioned on the network-state vector . 

The network-state vector  indicates in this case which packets are available to the fusion 
centre for decision making. 
 
 

 

Figure 3-19: Collaborative spectrum sensing with transmission over packet-los channels. 

Based on the model introduced above we can now give a general expression for the average 
false-alarm and detection probabilities  and . They can be obtained as the expected 

value of the probabilities  and , averaged over all network-state vectors : 

 (3-1) 
and 

 (3-2) 
 
 
In order to illustrate the effect of packet losses in the network, we specialize now to the 
case where all channels experience the same frame error probability  and we have 

. We assume furthermore that the fusion centre chooses a 

conservative decision rule such that whenever no sensing information is available (i.e., 
), the fusion centre decides that the sensed spectrum is occupied. It follows 

immediately that =1 and =1. Under these assumptions, we can get 

the following lower bounds on the average false-alarm and detection probabilities: 

   (3-3) 
and 

   (3-4) 
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The first bound on the average false-alarm probability provides interesting insights. The 
false-alarm probability can be seen as a measure for the effectiveness of the sensing 
algorithm and the decision making process. That is, the higher the false-alarm probability, 
the more spectral holes are not detected and the more opportunities are lost. Accordingly, 
it is typically desired that the false-alarm probability stays below a certain upper bound (see 

e.g. [81]). As the inequality above indicates, this is only possible if  is below the given 

threshold . We can finally use the threshold for the highest acceptable false-alarm 

probability to define a quality of service constraint for the frame-error probability in the 
network: 

      (3-5) 
As we can see from this inequality, there exists a tradeoff between the frame-error 
probability  in the network and the number of sensors : To meet the false-alarm 

constraint , we can either increase the reliability of communication on the links while 

keeping the number of sensors constant, or we can allow for a higher frame-error 
probability in the network and compensate for it by increasing the number of sensors. That 
is, we increase reliability through diversity. 

It is interesting to note, however, that an increase in the number of sensors is only 
beneficial to the performance of cooperative spectrum sensing when the requirement on 
the false alarm probability is not too close to the lower bound defined as a function of the 
frame-error probability on the reporting channels. In particular, in [77] it is shown that the 
average false alarm probability defined above can be approximated as: 

Pfa > Pfa
min =1- 1-Pe( )

Ns
» NsPe  

where, as defined above, Pe is the frame error probability on the reporting channels and 

Ns is the number of sensors. It is proven in [77] that an increase in Ns  may lead to a worse 

performance in terms of probability of missed detection Pmdwhen the requirement on Pfa  is 

set very close to the lower bound Pfa
min . Such result highlights the key role of the reporting 

channel on the performance of cooperative spectrum sensing: in the case of a very noisy 
reporting channel (high Pe ), the cognitive network would be forced to operate with a high 

probability of false alarm in order to guarantee the required probability of detection. Under 
such conditions even increasing the number of sensors would not help in improving 
performance. Achieving a low Pe  is thus fundamental in order to take full advantage of 

cooperation in spectrum sensing. Several approaches can be followed in order to meet this 
goal: 

 In [77] it is proposed to take advantage of transmit diversity for the transmissions 
from sensors to the BS by organizing them in pairs and creating transmit clusters by 
adopting Space Time Block Coding in order to realize a virtual antenna. In case the 
channel between the two sensors in a pair is characterized by a low error 
probability, the overall frame-error rate between the two devices and the BS taking 
the final sensing decision can be greatly reduced, improving the overall sensing 
performance, at the price of the additional overhead required for exchanging the 
sensing decisions between the pairs of sensors and setting up the virtual antennas. 
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 A subset of devices characterized by a good channel towards the BS can be selected 
as reflectors of the local sensing decisions. In this case, the network would organize 
in a clustered fashion, as suggested in Section 2.4.6, with clusterheads in charge of 
reporting decisions to the BSs. In an extension to the criteria adopted in Section 
2.4.6 and [55] for the selection of clusterheads, quality of channel towards the BSs 
could be included in the evaluation of the suitability of a device to play the role of 
clusterhead, in order to guarantee a low Pe . Several different approaches can be 

then adopted in order to handle sensing information within each cluster. 

Actual performance of cooperative spectrum sensing is also heavily affected by the 
presence of correlation between the propagation channel from the primary user and 
different sensors in the cognitive network. The work in [78] analyses the impact of 
correlation between measurements and sensing decisions on cooperative sensing 
performance: the authors show that as the number of sensors increases, the correlation 
between the measurements increases as well, reducing and eventually nullifying the 
positive effect of introducing new sensors in the sensing procedure. For a correlation index 
as low as 0.2, the net effect of increasing the number of sensors is indeed to reduce the 
sensing performance as a result of an increased probability of missed detection. Such a 
result further confirms that efficient cooperative spectrum sensing requires in most cases 
the selection of a subset of sensors on the basis of a set of selection criteria aiming at the 
maximization of sensing performance. 

3.4 Impact of shadowing correlation on sensing-based techniques 

This section studies the impact of shadowing correlation on spectrum sensing techniques, 
keeping in mind that shadowing is an extremely important factor determining the level of 
cooperation/collaboration required in spectrum sensing. Better understanding of how such 
shadowing is correlated assists in better and more efficiency configuration of such sensing 
schemes. 

In most DSA techniques, the correlation between the different links is not considered or, in 
the best case, only the correlation between the signals received by the CRs is taking into 
account. In reality the correlation appears in different links involved in the DSA procedure as 
it will be shown in the following. More importantly the correlation between these links can 
have an acute impact on the performance of DSA techniques as it was shown in [79]. 

In Figure 3-20, we show some examples of the possible correlation between the different 
links. These links include the ones between primary and cognitive transceivers, and the one 
between secondary transceivers. 
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Figure 3-20. Example of the correlation between the different links in a CR context. 

Let us focus now on Figure 3-20(b) and the three specific links. The first link is between the 
primary transmitter and receiver where the useful signal is carried. The second link is 
between the primary transmitter and the CR, used to decide about spectrum opportunities. 
The third link is the link between the primary receiver and CR. The assumption that these 
links are uncorrelated is not valid since these links has one common node. In the following 
we show how the three correlation factors between the three links on the performance of 
the DSA network using the model developed in [79]. Therefore, we consider a primary 
system consisting of one macrocell with a BS transmitting in the downlink. We assume that 
a CR at a given distance will decide on its transmit power based on the estimation of the 
path loss towards the primary transmitter that can be accurately estimated. The total path 
loss LXY between a transmitter X and receiver Y can be divided into a distance-dependent 

path loss XY = FXY(dXY) and shadowing factor XY, where dXY is the distance separating the 
transceivers and FXY is the path loss function: 

LXY = FXY(dXY) + XY 

For the sake of simplicity, we assume that FXY and the distribution of the shadowing factors 
are perfectly known by the CR. The correlation between two random variables X and Y as 
the Pearson’s correlation: 

   (3-6) 

where E is the expectation operator, X and Y are the standard deviations of X and Y, 
respectively. Specifically, we will study the impact of the three following correlation factors: 

    (3-7) 
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where TR is the shadowing factor between primary transceivers, TS is the shadowing factor 

between the primary transmitter and secondary node, and SR is the shadowing factor 
between the secondary node and the primary receiver. These shadowing factors are 
assumed to be correlated with the correlation matrix 

    (3-8) 

Since the correlation matrix is required to be positive semi-definite to guarantee the 

feasibility of the model [80], leading to the condition: det(M)  0, where det(M) is the 
determinant of the matrix M. Therefore, only the correlation values that satisfy the before-
mentioned condition can be used and thus defining the space of possible correlations. 
Shadowing correlation is normally considered to be positive. However, recent studies have 
shown that the correlation in some cases can be negative as well [81]. Therefore, the 
general case is considered in the following where correlation coefficients can vary in the 
interval [-1;1] while satisfying the primary constraint on interference. 

The analysis of the impact of shadow correlation on DSA performance we use two metrics: 

 The probability of dissatisfaction of any primary user, Prdiss, which is the probability 

that the SINR  of any primary user is lower than a threshold th. The primary will 

allow a probability of dissatisfaction lower than : 

    (3-9) 

 The allowed transmit power of the cognitive node PS that is computed while 
considering the primary constraint on SINR degradation. 

When the CR is active, the SINR at the worst case position of the primary receivers [79] is 
given by 

   (3-10) 

where PT, PS and PN are the transmit power of the primary transmitter, the transmit power 
of the secondary node and the noise power, respectively. In the following it is assumed that 
PT and PN are known. 

Using the model developed in [79], the allowed transmit power can be computed using the 
following equation 

   (3-11) 

where  is a random variable defined by 
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   (3-12) 

This variable depend on the three shadowing factor. The transmit power is then computed 
using Monte-Carlo method. 

The results showed that even if we know the exact correlation between the different links, 
the allowed power will highly depend on the detailed structure of the correlation matrix. 
Furthermore, if this information is not available the degradation of either primary or 
secondary users’ quality of service is highly significant. 

3.5 Other techniques 

This section assesses the performances and characteristics of the other novel techniques for 
spectrum sensing introduced in section 2.5, which don’t fit neatly into any aforementioned 
categories. 

3.5.1 Performance Investigation of Techniques for Localization and Power Estimation for 
RIFE 

The performance of the ML power-and-location estimator for the one-source case, as 
described in Section 2.5.1, has been investigated numerically in [58]. It has been shown that 
performance typically improves when the number of sensors increases. However, there 
exist certain configurations for the sensor topology where the ML estimator fails to provide 
a unique estimate for the power and location of the source, and then increasing the number 
of sensors does not result to performance improvement. 

Obtaining an analytic characterisation of performance of the method presented herein is a 
cumbersome problem. A numerical investigation of performance is presented in [59]. In 
particular,   the effect of the number of sensors, the grid size, the shadow fading variance, 
the unknown additive jitter and the  fading was investigated. Simulation experiments were 
performed on a setting with two transmitting sources (transmitting with power 100 and 50 
respectively) in a geographical area of size 100x100. Furthermore, sensors of known number 
and location, distributed uniformly in this area, measure the received power in a shadow 
fading environment. We employ the ML technique on a preselected grid (of size possibly 
variable) in order to estimate the number and power of transmitting sources. In this section 
we plot the estimated power on the points of actual transmission and on two points placed 
vertically to the sources. Simulations are typically performed on a grid of 9 candidate 
locations (S=9), except when the grid size is a variable parameter, and in an environment of 
α=2. Numerical results are obtained for small grid size via standard convex optimization 
tools and for larger grid via simulated annealing. (for large grid size convex optimization 
tools fail to converge to the global optimum). 

1) The effect of the number of sensors on the estimated power is depicted in Figure 
3-21. It can be seen that increasing the number of sensors beyond some level 
(approximately 10) does not result to higher estimation accuracy. Simulations were 
performed also in different settings (eg. for higher grid density or different source 
positions) and it was observed that the optimal number of sensors (when uniformly 
distributed in space) is characterized by the grid size and in particular it is O(S). 
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Figure 3-21: Effect of the number of sensor  

2) The performance of the ML technique was investigated for variable grid size 
selection. In particular, by employing simulated annealing and with randomly chosen 
initial conditions, the estimated power is computed and depicted in Figure 3-22. It 
can be observed that when the resolution of the grid is high the estimated power at 
the actual sources’ positions decreases since substantial power is estimated also in 
adjacent locations around the actual ones.  In Figure 3-22 the aggregate estimated 
power around the location of source 1 and 2 respectively is also depicted. 
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Figure 3-22: Effect of the grid size 

3) The effect of the shadow fading variance was investigated, when σ is unknown and 
considered to be σ=0.5 (Figure 3-23). It can be observed that when σ is unknown it is 
beneficial to overestimate it than to underestimate it, since the performance is more 
sensitive to the latter. 
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Figure 3-23: Effect of the unknown standard deviation of shadow fading 
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4. Approaches to Collaboration and Cooperation in Spectrum 
Sensing 
Given the importance of collaboration and cooperation in assisting the robustness of 
spectrum sensing, this section investigates some of the underlying technical solutions 
facilitating collaborative and cooperative sensing. 

4.1 Cooperative Communications for Spectrum Sensing Sensor Networks 

The tradeoff between sensing performance and reliability of communication in the context 
of sensor network based spectrum sensing has already been discussed in Section 3.3.1. The 
main conclusion is that even if the communication part of the sensor network is unreliable, 
we can ensure that a given constraint on the false-alarm probability can be satisfied by 
increasing the number of sensors and utilizing diversity. 

Gaining diversity by increasing the number of sensors is an appropriate strategy if the 
resources allocated to the sensor network support additional sensors (for example if only a 
limited number of channels has to be sensed by the network). However, if the bandwidth 
for the sensor network communication is limited and at the same time a large number of 
channels has to be sensed, utilizing diversity from multiple sensors may no longer be 
feasible. In such a situation, the required reliability has to be provided by the 
communication part of the sensor network, and cooperative communication and relaying 
have been identified in [74] as appropriate tools to achieve this. Their goal is to create the 
required diversity in the communication part of the network. 

The work in [74] studies how spectrum sensing can gain from the increased reliability, which 
is provided by advanced relaying schemes. In [74], different relaying protocols (decode-and-
forward relaying and amplify-and-forward relaying) and different cooperation schemes 
(conventional two-hop relaying, distributed space-time coding, distributed channel coding) 
have been considered. The results have shown that the best performance is obtained if 
space-time coding is combined with channel coding. The performance has been evaluated in 
[74] considering conventional link-layer metrics like frame-error probabilities and average 
transmission delay but as well by evaluating the gain in coverage area and the decrease in 
false-alarm probability. 

The scenario considered in [74] is illustrated in Figure 4-1. It is assumed that a cluster head 
wishes to transmit its sensing statistics to another cluster head through a helping relay. For 
the experiment, different relay locations are considered as shown in Figure 4-1, and the 
communication channels are modelled as frequency-flat, slow fading Rayleigh channel. An 
appropriate path-loss model (WINNER C2 suburban) is considered in order to study the 
impact of the relay position. The underlying sensing model is tuned to achieve a false-alarm 
probability constraint of 0.05 for error-free communication. As explained in Section 3.3.1, 
the false-alarm constraint implies that the frame error probability has to be below 0.05 in 
order to enable detection within the specified parameters. 
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In Figure 4-2, two examples for the results from [74] are given. The contour lines in subplot 
(a) show the frame-error rate, which is obtained by the proposed distributed space-
time/channel coding scheme for different relay positions. The white area indicates 
furthermore more relay positions at which the error probability is below the quality of 
service threshold which followed from the false-alarm constraint. The comparison to 
conventional transmission schemes like direct transmission and two-hop relaying in [74] has 
shown that proposed scheme leads to significant improvements in terms of error probability 
and coverage. For example, for two-hop relaying the quality of service constraint can only 
be satisfied if the relay is located in small area around the position (200 m , 0 m), which 
corresponds to the white area in subplot (b), and the error probability is improved by one 
order of magnitude. Subplot (b) shows finally the received false-alarm probability after 
decoding. Since the sensor was calibrated to a false-alarm probability 0.05 for the error-free 
case we can see a slight increase in false-alarm probability. However, compared to the 
conventional schemes we observe again significant improvement. As we can see from 
subplot (b), for a large set of relay positions the false-alarm probability stays below 0.07. 

The results in this study have shown that even if we cannot utilize diversity from multiple 
sensors (for example due to bandwidth and latency constraints in the network), we can 
maintain the desired reliability of the sensing and decision making algorithms by using 
diversity techniques in the communication part of the network. 

 

 

 

 

 

 

 

 

Figure 4-1: Relay channel model. 
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Figure 4-2: Performance evaluation for cooperative relaying with adaptive distributed 

space-time/channel coding for different relay positions: (a) frame-error rate and 

coverage, (b) false-alarm probability. 

The effectiveness of the CHESS algorithm described in Section 2.4.6 was investigated in [55], 
under the assumption of a majority rule decision strategy at the BS. A simulator was created 
in the framework of the OMNeT++ simulation environment, enhanced with the adoption of 
the Mobility Framework [83],[84]. A simulation scenario characterized by a playground of 
1000x1000 squared meters, where a variable number N of secondary nodes send data 
traffic to a BS for a simulation time Tsim, was considered. The scenario was characterized by 
the presence of a primary transmitter alternating activity periods and silence periods with 
average durations Tactivity and Tsilence, respectively; activity periods were furthermore 
characterized by introducing an activity factor denoted as AF. Secondary data traffic was 
assumed to interfere with primary activity, while a dedicated interference-free channel was 
assumed for secondary sensing and control traffic. Full simulation parameters can be found 
in [55]. Simulation results show that the introduction of sensing-related criteria in the 
selection of clusterheads may lead to significant improvement in the performance of 
cognitive network. As an example, Figure 4-3 shows the decrease in false alarm probability 
achieved by adopting CHESS in place of the sensing scheme in [51], referred to as Basic 
scheme.  At the same time, the introduction of energy related criteria in clusterhead 
selection led to higher energy efficiency, as shown in Figure 4-4, presenting the percentual 
residual energy per node for the two schemes after 5 hours of simulated time, and 
highlighting the energy savings made possible by the selection of a subset of nodes for the 
task of sensing and reporting sensing data to the BS. 
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Figure 4-3: Probability of false alarm for the CHESS vs. Basic sensing algorithms (drawn 

from [55]). 

 

 

Figure 4-4: Percentual residual energy per node for the CHESS vs. Basic sensing 

algorithms after 5 hours of operation (drawn from [55]). 

Following up the work in [55], research focused on the design of data combination metrics 
capable of taking into account the sensing reliability of nodes and on the analysis of the 
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impact of such metrics on network performance. The design of new metrics focuses on the 
following approaches: 

 Introduction of reliability-related weights in order to modulate the relevance of the 
information provided by a node based on the accuracy of its previous sensing 
decisions 

 Introduction of reliability-related prioritization of sensing data transmission, aiming 
at favouring a fast delivery of accurate data and discouraging or even preventing 
delivery of unreliable data.  

The first approach led to the definition of a weighted mean rule based on the following 
procedure: 

1. Each CR node performs local spectrum sensing measurements independently. Then 
each node makes its binary decision (±1). 

2. All the cognitive nodes forward their binary decisions to the BS. 

3. The BS weights each binary decision with the reliability of the corresponding node 
and sums up the resulting figures in order to take the final decision: 

 if the total is a positive number, the channel is declared busy;  

 if the total is a negative number, the channel is declared free. 

The second approach defined above led to the introduction of a delayed forwarding scheme 
were each node decides when to transmit its decision to the BS based on its reliability by 
adopting the following procedure: 

1. Each CR node performs local spectrum sensing measurements independently and 
takes a decision represented in binary form (1 or 0). 

2. The cognitive node forwards its binary decision to the BS with a delay that depends 
on the reliability of the nodes according to the following formula: 

delay = uniform
0.5

ex+0.1
,

0.5

ex-0.2

é

ëê
ù

ûú
 

where x is the reliability of the node. 

3. The BS combines all the binary decision available to infer the absence or presence of 
the primary user in the observed frequency band according to a majority rule. 

Note that in the case of a limited time for reporting sensing decisions, nodes with low 
reliability may select a delay larger than the reporting window, effectively neglecting to 
transmit a role, thus achieving the declared goal of discouraging reporting by unreliable 
nodes. 

The two schemes can be combined by substituting the majority decision rule in the second 
scheme with the weighted mean rule defined in the first one, further reinforcing the role of 
sensing reliability in determining the relevance of a local sensing decision. 

Performance evaluation in a set-up similar to the one defined in [55] is currently ongoing, 
and results will be reported in later Deliverable relevant to WP9. 
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4.2 Investigation of optimal settings for techniques for localization and 
power estimation 

Numerical investigation of the optimality of settings when the techniques of Section 2.5.1 
for localization and power estimation are applied has been compactly described in Section 
3.5. Essentially, for a fixed number of sources and sensors and fixed fading parameters there 
is some optimal performance with respect to grid resolution when the pair estimation 
accuracy – complexity is considered. Increasing the grid resolution further can only induce 
increase in complexity. Similarly to this, the required number of sensors for obtaining the 
desired performance has been also investigated in Section 3.5 and can be seen that there is 
a saturation point, further than which increasing the number of sensors does not increase 
performance. 

In contrast to the above optimal settings, estimating the number, location and power of 
sources in a log-normal fading and path loss environment is a problem with fundamental 
singularities. In [58] the authors have described settings for the single source subcase of the 
above, eg. when sensors form a regular polygon or are on a general circular arc (see Fig. 2 in 
[58]) where there is no unique ML solution to the problem. For the more general problem, 
with multiple sources (and unknown in number) such an exhaustive list of singularities is 
hard to obtain. The ML technique for this setting yields a non-convex optimization problem 
that is anyhow hard to tackle analytically. In most of the theoretical work it is therefore 
assumed that sensors are uniformly distributed in space, and sufficient in number.  

4.3 Collaborative Spectrum Sensing Scheme: Quantized Weighting with 
Censoring Approach 

This section introduces a bandwidth efficient collaborative spectrum sensing scheme, called 
Quantized Weighting with Censoring (QWC) [85]. The QWC can operate in both centralized 
and decentralized scenarios and, regarding the fusion method, belongs to the Quantized 
Combining (QC) schemes according to the classification introduced in 2.4. In the QWC 
scheme, the local node observations obtained with energy detectors are either censored, 
when they belong in the uncertainty area, or are quantized to one of four possible 
quantization levels. Additionally, the node calculates a weighting coefficient based on the 
amount of observed energy and forms a three-bit local sensing report. The sensing reports 
are linearly combined at the common receiver (i.e. fusion centre).  

4.3.1 Spectrum sensing model 

The spectrum sensing observations of the collaborating nodes are obtained by means of 
energy detectors. The collaborating nodes sense a single path Rayleigh fading channel (i.e. 
narrowband flat fading channel) with zero mean complex Gaussian noise. The Probability 
Density Function (PDF) of the received signal with an energy detector will be chi-square 

distributed with u2  degrees of freedom under the hypothesis 0H  and non-central chi-

square distributed under the hypothesis 1H  with u2  degrees of freedom and parameter of 

non-centrality 2  [86]. The parameter TWu   represents the time bandwidth product, 

whereas   is the received Signal to Noise Ratio (SNR).  
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4.3.2 Quantization and weighting coefficients selection 

As already mentioned, the QWC scheme imposes quantization of the measured energy 
observation from the local nodes. The quantization thresholds and levels are determined 

from the Cumulative Density Function (CDF) of the chi-square distribution under 1H . The 

CDF resembles the probability of primary user presence over the range of received energies. 
Therefore, each sensing observation is quantized according to the amount of received 

energy. Figure 4-5 depicts the CDF )(yFY , under 1H , with u2 ( 100u ) degrees of freedom 

and 0 . The thresholds of quantization and levels of quantization and censoring are 

specified as follows.  

 If
11TEy  , the quantization level is: 

2/)( '

1111111 TTTq                                                    (4-1) 

where Ey is the amount of the received energy of a sensing node with energy 

detection and 
11T  is the threshold for which the CDF is 0.2 ( 2.0)( 11 TFY , Figure 

4-5). The threshold '

11T  for which 01.0)(
'

11 TFY  is introduced since the quantization 

must be completed for a finite set of values.  

 

Figure 4-5: Quantization thresholds selection 

 If  
111 TEyT   then the quantization level is:  

 2/)( 111112 TTTq                                            (4-2) 

where 1T  is chosen with respect to 4.0)( 1 TFY .  

 If 
21 TEyT  , then the QWC scheme censors the node.  

The 2T  threshold is chosen so that 6.0)( 2 TFY . When Ey falls in an interval of [ 1T -

2T ], the probability for a primary user to be present (or absent) has the largest 

uncertainty (i.e. 6.0)(4.0  yY EF ). Therefore the QWC scheme censors the node 
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allowing only nodes with reliable observations (i.e. lower uncertainty in terms 

of )(yFY ) to contribute to the decision making process for primary user presence.  

 If 
222 TEyT   then the quantization level is:  

)2/)( 222223 TTTq                                                  (4-3) 

where 22T  is chosen so that 8.0)( 2 TFY .    

 If '
2222 TEyT   then the level of quantization is 

 2/)( 22

'

22224 TTTq                                                 (4-4) 

where the QWC scheme introduces the threshold '

22T  for which ,99.0)(
'

22 TFY  
because the quantization thresholds must be fixed when determining the 
quantization level. 

QWC introduces weighting coefficients in order to emphasize each local observation 
importance (i.e. reliability). The coefficients are chosen according to the CDF )(yFY  

depending on the energy amount of the local sensing observation:  

)()
1

/(
yi

E
Y

FH
yi

EP
i

w  
                                       (4-5) 

This allows to intensify the best sensing reports and weaken the impact of the non-reliable 
ones in the final sensing reports combining. Moreover, the number of weighting coefficients 
is limited to eight in order to avoid additional overhead (because the 

iw coefficients are 

also sent to the fusion centre). Thus, two coefficients per quantization level are used.
 

The final sensing report (quantized and weighted) from the thi  node is given with: 

iii qwE *
^

                                                                    (4-6) 

where 
iw  is the weighting coefficient and iq is the quantization level. 

The quantized and weighted sensing reports from all nodes are combined at the common 
receiver as a simple sum (i.e. linear combination) of the nodes’ sensing reports. The 
common receiver has to decide about the presence (or absence) of a primary user. In order 
to make a final decision, the common receiver compares the combined sensing reports with 
a decision threshold whose selection is elaborated in the following text. 

4.3.3 Threshold selection  

The threshold for comparison of the combined sensing reports at the common receiver for 
some fixed false alarm probability is determined as:      

  



Threshold

HYHYfa ThresholdFdyyfHThresholdyPP )(1)()/(
00 //0   (4-7) 

The )(
0/ yf HY

represents the PDF of the received signal under the 0H  hypothesis, whereas 

)(
0/ yF HY  is the appropriate CDF.   
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For the QWC case, the PDF and the CDF of the quantized weighted and censored received 

signal under 0H  are relevant. They are obtained using the impact of the quantization, 

censoring and weighting to the PDF of the received signal under 0H with energy detector.  

If there are more than one nodes implemented in the QWC scheme, then the optimal 
thresholds selection requires calculation of the joint distribution of the combined QWC 

sensing reports under 0H . This joint PDF is calculated as a convolution of the PDFs of the 

quantized weighted and censored noise samples. Then, the local node's thresholds (for a 

fixed faP ) are obtained using the joint PDFs under the hypothesis 0H  for the appropriate 

number of collaborating nodes and eq. (4-7). Also, a decision threshold at the fusion centre 

for the corresponding faP  value is determined. The common receiver proclaims primary 

user presence when the combined sensing report is larger than the threshold. Otherwise it 
regards the inspected band as temporary unused frequency channel (i.e. spectrum hole).  
More details can be found in [85]. 

4.3.4 Performance analysis  

The performance analysis of the QWC scheme is conducted in a scenario with one common 
receiver, several collaborating nodes and one primary user. The detection probability of the 
QWC in terms of Receiver Operating Curves (ROC) is calculated and compared with the EGC 
(i.e. Equal Gain Combining) and MV (Majority Voting) schemes by employing Monte Carlo 
simulations in MATLAB.   

Figure 4-6 shows a comparison of ROCs for QWC, MV and EGC for different number of 
collaborating nodes. It is evident that the collaboration gain of QWC exceeds those of the 
EGC and MV for six collaborating nodes (Figure 4-6(a)). However, when the number of 
collaborating nodes decreases, then the collaboration gain for QWC also decreases (Figure 
4-6(b) and Figure 4-6(c)). For two collaborating nodes (Figure 4-6(c)), the detection 
probability of QWC is smaller than EGC, but still higher than MV. It is obvious that in the 
analyzed scenario the minimal required number of nodes for justifiable QWC usage is at 
least six. 

 

Figure 4-6: Comparison of MV, EGC and QWC for a) 6 nodes, b) 4 nodes and c) 2 nodes 

The QWC scheme is a bandwidth and energy efficient scheme for collaborative spectrum 
sensing. It censors the unreliable nodes, while allowing the remaining ones to send only 
three-bit quantized collaborative information.  
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4.4 Impact of Mobility on Energy Detection based Sensing – Collaborative 
Approach 

In this section the impact of the time variance caused by the mobility of CRs on the 
sensitivity of spectrum sensing algorithm is considered. In order to exploit spatio-temporal 
diversity due to the user mobility, each CR performs multiple spectrum measurements, say 
N.  

4.4.1 Introduction 

A number of spectrum sensing algorithms are available in literature as detailed in section 
2.1, however, existing studies on spectrum sensing have focused on a model in which CRs 
are stationary. It is expected that in future, most of the wireless traffic will be generated 
from mobile devices as user wants services on the go. Spectrum sensing algorithms that 
perform outstanding in stationary environments may be totally inept when user mobility 
exists. Hence a proper model is needed which is more suited to rigid constraints encroached 
by user mobility.  
Recently, impact of user mobility on the performance of spectrum sensing has been 
presented in [87]. However, analysis presented in [87] has inaccurate expressions and 
numerical results. For example, the inverse of covariance matrix (defined in [87] as a sum of 
an identity matrix I and a symmetric Teoplitz matrix, say M) can not be expressed as a sum 
of an identity matrix and a tri-diagonal matrix i.e. .  
In this section, a mobility driven Collaborative Spectrum Sensing (CSS) mechanism using 
Neyman-Pearson’s (NP) criteria is presented. It is shown that a mobile CR can achieve better 
spectrum sensing performance by exploiting its mobility. In the considered system, each CR 
makes multiple spectrum measurements to exploit spatial diversity. Local test statistics and 
an optimal detection rule in the presence of mobility is also derived in this section.  

4.4.2 System Model 

We consider a scenario in which a CR user is moving with speed v m/s and makes a decision 
on the presence of the incumbent user (IU) signal collaboratively. Incumbent user is 
assumed to be a TV transmitter and CR is detecting IU signal in a certain bandwidth W in 
time T. CR makes multiple   measurements, N, in a discrete time interval Δt before sending 
its observation to the central controller (e.g. fusion centre) which makes a final decision 
about the existence of IU. We make following assumptions: (1) Direction of CR will not 
change during any two consecutive measurements (2) Average received signal power at a 
CR is less than the noise power as documented in IEEE 802.22 [88]. We take into account 
the log-normal correlated shadowing as well as distance dependent path loss, it should be 
noted here that effect of small scale fading is negligible because of larger bandwidths of TV 
channels i.e. 6MHz [88]. The received power at a CR can be expressed as, 

 (4-8) 

where Pr is the average received power, Y ∼ (0, σn
2) and σn is the standard deviation of Y . 

Log-normal shadowing is normally characterised in terms of σ-dB which is related with σ as, 
σn = 0.1 log(10)σ dB. We consider correlated log-normal shadowing and use exponential 
correlation model where a is an environment constant [89]. 
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4.4.3 Spectrum Sensing 

4.4.3.1 Measurement Statistics 

Spectrum sensing can be formulated as a binary hypothesis testing problem by assuming 
hypothesis of  the IU active and inactive as  and  respectively [90]. Following previous 
work [91], for a large value of m = T×W, the statistical model of received energy for ith 
measurement is given by [87], 

 

(4-9) 

Define x = [x1, x2 · · · , xN]T as a multi-variate Gaussian random variable having N 
measurements, its joint distribution under each hypothesis is given as, 

 

(4-10) 

where  and  are mean vector and covariance matrix of  for j = 0,1. From equation (4-9) 

and (4-10),  

 

 

(4-11) 

where IN  and  are N × N identity and covariance matrices with elements of  are 
,  is a measure of the correlation coefficient between two positions of a node 

separated by a distance of , here , and 1 is a N × 1 column vector of all ones. 
In equation (4-11), we assume that the average received signal power is less than the noise 
power (lower values of signal to noise ratios) as envisioned in IEEE 802.22 [88]. 

4.4.3.2 Hypothesis Testing 

After collecting measurements at each time step n×Δt, where , the NP test 
can be applied which is optimal in maximising probability of detection for a given probability 
of false alarm [88]. The likelihood ratio (LR) of  is given as, 

 

(4-12) 

where  represents probability density function of  under hypothesis  where 

j=0,1. After some mathematical manipulations, equation (4-12) can be simplified as, 

 

(4-13) 

where  is a constant. For a given threshold, , spectrum sensing test can be formulated as, 

 

(4-14) 

It should be noted that the test statistics defined in (4-14) consists of a quadratic term in , 

which makes mathematical analysis intractable [shellhammer06]. However, we can 
transform test statistics in linear form by assuming  which is possible if we 
assume non-zero received power  under hypothesis . We assume  which can be 
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considered as power of interfering signals. This assumption results in the following optimal 
decision fusion rule, 

 
(4-15) 

where   and  is a constant. Based on decision rule defined in equation (4-

15), structure of detector can be proposed which is shown in Figure 4-7 

 

 

Figure 4-7: Proposed Structure of Detector 

4.4.3.3 Performance Analysis 

In this section, we derived the closed form equation of the probability of detection,  and 
probability of false alarm,  based on the decision rule From equation (4-15),  and  are 

given by, 

 

 

(4-16) 

where E[.] and Var(.) denotes the expectation and variance operators respectively and Q(.) 
is the right tail probability of standard normal distribution. First order statistics of  can 

be calculated easily under both hypothesis  and  and hence a close form expression of 
 and  is given by: 

 

(4-17) 

where we used the fact that . Now consider, 

 

=   

                                                   =                                                                                               

(4-18) 
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4.4.4 Numerical Results 

In this section, proposed mobility driven spectrum sensing framework is evaluated 
numerically and results are presented. In most of the results, we plot probability of miss 
detection,   against various quantities and study the impact of CR mobility on 
the performance of spectrum sensing. The following parameters are used in numerical 
evaluation (as typically assumed in IEEE 802.22 [88]) until stated otherwise: = −95.2dBm, 
T = 1ms, W = 6MHz, a = 1/150 /m, σ = 1.0dB,  = −114dBm,  = 10-3

 and Δt = 1s. 

Figure 4-8 illustrates the effect of CR speed on the probability of miss detection for a fixed 
probability of false alarm in urban and suburban environment. As expected, with increase in 
number of sensing’s the  increases (or  decreases). For a given speed and number of 
sensing N, CR can detect incumbent user signal better in urban environment rather than 
suburban environment. This is due to the fact that in urban environment there is more 
scattering of incumbent signal and hence with mobility multiple measurements uncorrelate 
over shorter distances.  Intuitively, it is also obvious that for a fixed N and at a very high 
speed,  will approach to the case of N independent sensors placed at a distance of  
and it can not go down to zero. 
Figure 4-9 plots  versus number of sensing’s for different speeds and it can be seen easily 
that by increasing number of times a CR will perform spectrum sensing,  can approach 
zero. Figure 4-10 depicts  versus averaged received power from the incumbent TV 
transmitter and for a fixed speed v and N. It is clear from Figure 4-8 that performance of 
spectrum sensing (or ) is highly sensitive to the average received power. 
 

 

Figure 4-8: Probability of miss detection versus speed 
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Figure 4-9: Probability of miss detection versus number of sensing’s N 

 

Figure 4-10: Probability of miss detection versus received power 

4.4.5 Summary 

A large number of spectrum sensing and collaborative spectrum sensing algorithms are 
available but few of them considered mobility of CRs so far. In this section, we presented a 
theoretical analysis of energy detection based collaborative spectrum sensing in the 
presence of user mobility. Main conclusion of this section is that a CR can improve spectrum 
sensing performance if user mobility is exploited by performing multiple measurements. We 
presented a suitable detector structure which is optimal in Neyman-Pearson sense and 
derived the expressions for probability of detection for spectrum sensing.  
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5. Alternative Spectrum Awareness Techniques 
In the light of recent regulatory directions regarding spectrum sensing, this section delves 
into some alternative means for obtaining information on spectrum availability. These 
approaches are more centralised in approach and directly or indirectly primary-secondary 
system collaborative. 

5.1 Spectrum Beacons 

In defining the approach to spectrum beacons taken in this Deliverable, it is observed that 
regulators worldwide are turning away from spectrum sensing as a means to detect the 
presence of a primary “owner” of the spectrum [2]. This is at least for the meantime, until 
spectrum sensing approaches are proven capable of detecting primary/legacy radios with 
the desired sensitivity level. Such approaches might still be used, however, in newly-
specified spectrum bands, which might place requirements on primary radios and/or more 
lenient constraints on secondary radios than would otherwise be stipulated in legacy bands. 
The possibility of such newly-specified CR bands being created is made more likely by 
potential spectrum reallocation given the “digital dividend” for example [6], among other 
realities leading to a freeing up or reattribution of spectrum. It might also be observed that 
there is a freeing up of thinking among regulators as there are already innovative schemes 
recently established in the field of resource sharing that might be used as an indicator of 
greater regulatory freedom in the specification of such bands. One example of this is the 
“lite-licensing” band specified in the US [7], as the IEEE 802.11y system is developed to 
utilise and IEEE 802.16 “WiMAX” systems are encroaching into. 

In view of the above, our concept for spectrum beacons assumes a scenario where there is a 
dedicated CR band that compels the primary system to be more realistic in terms of 
received interference, and also to assist in the procedures necessary for the secondary 
system to be aware of whether the primary system is in the locality. Such a scenario is not 
necessary a prerequisite for our proposed system, although it does make it more likely. It is 
noted here that the concept described is also utilised in Sections 4.5 and 5.1.1, for example, 
of Deliverable D10.1 for the purpose of neighbour discovery, which must be taken as a sister 
effort with the work performed in the Deliverable at hand. In this Deliverable, however, we 
concentrate on functionalities related to secondary radios awareness of primary radios. The 
dedicated spectrum band to which this concept might apply is illustrated in Figure 5-1. 
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Figure 5-1: Dedicated CR spectrum band and associated common random access 

channel for spectrum/neighbour awareness 
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5.1.1 Approach to Spectrum Beacons 

Given the scenario described above, we assume an approach to spectrum beacons as 
follows. Primary radios must transmit small periodic beacon messages on the common 
random access channel that are used by secondary radios to ascertain awareness of, and 
nature of the presence of, the primary radios. Secondary radios can also transmit 
information on this channel, but that aspect of the scheme is discussed in Sections 4.5 and 
5.1.1, for example, of Deliverable 10.1. Secondary radios, by listening to these primary 
beacon messages, can ascertain important information on spectrum opportunities that 
would not be available by merely sensing the spectrum at the secondary radio. For instance, 
given a fixed transmission power for the beacon messages sent by primary radios, the 
secondary transmitting radios might infer information on the exact channel to primary 
receiving radios, where it is noted that this is the information that is required in order to 
manage caused interference as interference occurs at the location of the primary receiver, 
not the secondary transmitter. Moreover, such a concept allows not only whitespace access, 
but also vastly improved secondary performance through underlay access whereby the 
secondary transmitters can take advantage of opportunities to transmit with an appropriate 
transmission power level to imply a given interference level at primary receivers, achieving a 
much higher rate among secondary radios than would otherwise be achievable while still 
guaranteeing at least a certain level of performance among the primary radios. Through this 
realisation, such a scheme might have the benefit of allowing transmission per se for 
secondary radios, because secondary access power can be appropriately controlled. A 
whitespace scheme, with a fixed maximum transmission power for secondary radios, might 
not allow transmission at that location as that allowable (unmitigated) power level would 
cause unacceptable interference at the primary receiver. 

As regards regulating secondary radio transmission powers, there are two approaches 
jointly assumed here. These are an interference-limited approach, and target signal-to-
interference-ratio (SIR) approach. Within the broad workings of the concept, they are 
implemented as follows:- 

1) Before radios transmit on the dedicated CR band, or if there is a new secondary 
radio in the system (ascertained using step 4 below), secondary transmitters must 
listen to the common random access channel for at least one cycle. The secondary 
radio knows when a cycle has completed by listening to the channel until it hears a 
transmission from the same radio twice. 

2) Upon completion of the cycle, secondary radios are then permitted to transmit (up 
to) the power level equivalent to the interference limit power implied at the most-
affected primary receiver, divided by the number of secondary radios. Secondary 
radios can be reasonably aware of the interference power that would be implied at 
primary receivers because they will be aware of the channel from the primary 
receivers to themselves by listening to the power of the received beacon messages 
from the primary receivers. The acceptable interference limit to primary receivers 
will be determined independently of this highlighted system, most likely by the 
regulator responsible for creating this dedicated CR spectrum band and associated 
random access channel for spectrum/neighbour awareness. 

3) This ascertained allowable transmission power, using the approach described above, 
will give the correct result on average. However, it will be incorrect in some cases, 
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and for this reason transmissions from primary receivers on the random access 
channel also transmit information on their received (long term average) SIR level. For 
example, if the received SIR level is indicated by a primary receiver to be 50% of the 
required level, the secondary transmitters who are transmitting on that same 
channel will scale back their transmission powers by 50%. 

4) The above process is repeated on a continuous basis. Moreover, if the secondary 
receivers hear the transmission of a new secondary user on the random access 
channel, they infer that a new user has entered the system. Given this eventuality, 
the process reverts to step (1), with the secondary users transmissions not stopping 
in the meantime. 

The order of secondary radios transmissions on the random access channel, including both 
primary and secondary radio transmissions, is as depicted in Figure 5-2 (inspired from prior 
work in [5]). Radios use a carrier sense mechanism complete with back-off, but also attempt 
to advance their transmissions such that realisation of the capacity on the channel is 
maximised. This advancement of transmissions is made possible because the transmissions 
on the channel are periodic. Further information on the underlying concept of the random 
access channel can be obtained from [5]. 
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Figure 5-2: Example of primary and secondary radios competing for transmissions on the 

common random access channel for spectrum/neighbourhood awareness 

5.1.1.1 Grey Space Access 

A particularly attractive aspect of this proposed scheme is that it allows access to “grey-
space” spectrum through, in addition to the aforementioned underlay access, the ability for 
secondary radios to opportunistically use resources that are currently not being used by the 
primary radios within the scope of the primary radios’ radio access technologies. This might 
include the opportunistic use of time slots not being used by the primary radios within a 
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TDMA scenario, frequency bands in a FDMA scenario, codes in a CDMA scenario, and 
potentially even sub-channels in a OFDMA scenario. The achieve this, primary radios must 
advertise the resources that are being used at any one time to receive information on, given 
that, again, interference happens at the primary receiver. 

Considering the capabilities described above and also the possibility of combining this with 
the ability to convey SIR information for underlay access purposes, Figure 5-3, which 
expands on our past work in reference [5], depicts how a transmission from a primary radio 
might look on the channel. 
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Figure 5-3: Example of a primary radio’s transmission on the common random access 

channel for spectrum/neighbourhood awareness 

5.1.2 Simulation Performance Assessment 

Consider a scenario where we have a primary BS communicating with a primary user. 
Simultaneously, we have got several secondary BSs, each transmitting to its secondary user. 
We assume that the primary user requires its SIR to be greater than or equal to 3dB. The 
primary user periodically broadcasts a beacon message on a dedicated control channel, 
informing the secondary system about its currently received SIR. Each secondary BS, upon 
receiving the beacon message, can easily estimate the pathloss between itself and the 
primary user. Based on this pathloss estimation, each secondary BS calculates the 
interference that it is causing at the primary user. Once the interference level is estimated, 
the secondary BS can use the data it received in the beacon message to lower its 
transmission power, thus reducing the interference at the primary user such that the SIR at 
the primary user is satisfied. Note that since the secondary BSs are unaware about each 
other’s presence, therefore, several beacon transmissions will be required before the 
system reaches an equilibrium state, i.e., a state where the sum interference exerted by the 
secondary system, onto the primary user, is low enough so that the SIR requirement of the 
primary user is satisfied.   
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In our simulations, we implement the above system in UHF frequency band. Specifically, we 
assume the dedicated control channel to operate at a frequency of 808MHz, with a 
bandwidth of 4MHz, while the data channel operates at a centre frequency of 820MHz, with 
a bandwidth of 20MHz. Every BS is allowed a maximum possible transmission power of 
200mW while the pathloss is modelled using the Hata Model for Urban environment. 
Finally, the BS and the mobile station antenna heights are assumed to be 100m and 1.5m, 
respectively. 

 

Figure 5-4: Convergence to an equilibrium state when secondary users join the system. 

Figure 5-4 simulates our scheme under the above-mentioned configuration. It shows results 
for iterations of the scheme, performed once each period of the random access channel, 
i.e., once each time a complete new set of information is transmitted and received on the 
random access channel by all the radios. Results are in terms of SINRs achieved at the 
receiving radios, or the sum SINR among all radios for the secondary radios. 

At iteration 1, and you can see the steady-state SINR that is achieved to a primary receiver, 
whereby 3 secondary users have joined the system but are simply listening to the random 
access channel to obtain information in primary radios before transmitting. At iteration 2, 
the three radios have obtained a complete set of information from the random access 
channel, and begin transmitting according to the calculated transmission power for an 
acceptable interference limit at all primary radios. However, at this stage the calculation is 
wrong, because the secondary users are not aware of each other. This causes the primary 
SINR to drop considerably temporarily, and the secondary radio SINRs to be too high. At the 
next iteration, however, the powers of the secondary users adjust in response to received 
information in the SINRs at the primary receiving radio received on the common channel. 
This adjustment process continues until an equilibrium state has been reached. At this state, 
the primary radios achieve their target SINR, whereas the secondary radios have to adjust 
accordingly. 
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Figure 5-5:Achieved rates at primary and secondary receiving radios as a function as the 

number of secondary radios. 

Figure 5-5 simulates the achieved (Shannon) rates against the number of secondary radios 
that participate in the scheme. Primary radios reasonably consistently achieve a given rate 
as implied by the target SINR and bandwidth, whereas the secondary radios are forced to 
limit their power (hence rate) such that the primary radios can maintain their stipulated QoS 
level. 

5.2 Applications of the Cognitive Pilot Channel concept, and links with the 
Geolocation Database 

The accuracy of obtained knowledge on the context of the environment in a CRS can be 
increased through the deployment of a cooperation mechanism between management 
entities. Moreover, efficient coordination between infrastructure and devices is required as 
well. Cognitive Control Channels (CCCs) enable such exchange of information and 
coordination. In this direction, CCCs have been identified as a key feature required for the 
efficient operation of a CRS. In the framework of the European Commission funded IST-E2R I 
and II projects, the role of such a CCC, known as Cognitive Pilot Channel (CPC) has been 
studied for the specific context of heterogeneous CRS [92][93]. The CPC is defined as a 
channel (logical or physical) which conveys the elements of necessary information 
facilitating the operations of CRSs and can be seen as an enabler for providing information 
from the network to the terminals, e.g., frequency bands, available RATs, and spectrum 
information and spectrum usage policies. These results have been provided as inputs to the 
ITU. The ICT-E3 project has further deepened those studies, including for example the 
concept of inter-UE exchange of cognitive data through the so-called Cognitive Control 
Radio (CCR) [95],[96]. The CCR can be seen as a channel for the peer-to-peer exchange of 
cognition related information between nodes (e.g., between terminals) belonging to the 
same network. These studies stayed on a rather conceptual level, but they were exploited as 
inputs to standardization: IEEE SCC41 published the IEEE 1900.4 standard [97][98] in 2009 
related to the efficient operation of heterogeneous CRS by introducing a CCC in the form of 
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a so-called Radio Enabler. Corresponding studies were also undertaken in the context of the 
ETSI Reconfigurable Radio System Technical Committee (ETSI RRS TC). In particular, a study 
report was published building on the previously mentioned CPC concept [94]. In recent 
years, a number of papers have been published detailing usage examples and advantages of 
such a channel; for example, [99] illustrates how a CPC may be exploited for orchestrating a 
heterogeneous indoor-environment, [100] introduces user-context dependent Virtual 
Connectivity Maps (VCM) and details how the behavioural statistics of a radio node can be 
modelled based on Markov-models whose parameters can then be distributed via a 
cognitive channel, [101] illustrates how such a channel is straightforwardly exploited for 
distribution and collection of radio measurements, etc. 

While the conceptual framework for the CCC has been thoroughly considered in the past, 
plans and options with respect to implementation need to be addressed.  

To this effect, ETSI RRS has suggested two principle ways forward: 

 In-band CPC: The cognitive data is transported on top of an existing Radio Access 
Technology (RAT); either using a separate control channel or an existing one by 
adding e.g. specific IP based CPC packets; 

 Out-band CPC: A dedicated physical channel is defined for the distribution of 
cognitive data. 

The second possibility (Out-band channel) has, among others, been extensively discussed at 
the ITU level, since it requires the reservation of a (globally harmonized) cognitive frequency 
band. However, a broad support has not been gained at the ITU level and the consideration 
of such a physical channel is expected to be put on hold.  

The objective of a currently ongoing relevant work item in ETSI RRS is a feasibility study on 
Control Channels for Cognitive Radio Systems (DTR/RRS-03008 (TR 102 684)), where the 
focus is more on an In-band channel approach. The scope of this work item is "to identify 
and study communication mechanisms: (1) for the coexistence and coordination of different 
CR networks and nodes, operating in unlicensed bands like the ISM band or as secondary 
users in TV White Spaces; (2) for the management of Opportunistic Networks, operating in 
the same bands as mentioned above." The latest draft of the relevant technical report 
addresses various implementation options and presents several detailed solutions which are 
either system independent (such as an IP based provision of cognitive information) or 
system dependent (such as the introduction of new MAC/RRC messages). 

Database-driven DSA schemes can essentially be divided into two major categories. In the 
first, more well-established model, a backend system is used to compute explicitly the 
regions in which secondary use is allowed, including the characteristics of allowed 
secondary transmissions. This approach is inherent to, for example, the TV white space 
access following the recent FCC rulings on the matter. Geolocation data of the secondary 
transmitter is used here mainly as a way to query the database for the correct record 
containing the access parameters for the given location. In the second model geolocation 
information on the primary system is used by the secondary system to compute the allowed 
transmit power. The methods used in the computation will depend on the exact coexistence 
model adopted for secondary access, but usually would be expected to follow the example 
given in Section 2.3. That is, the geolocation information would be combined with the 
suitable propagation model to enable reasoning about the activities of the different primary 
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transmitters, and subsequently to estimate a suitable transmit power for the secondary 
devices so as to keep the aggregate interference at the primary receivers at an acceptable 
level. If explicit geolocation information on the primary receivers is not available, their 
locations would be estimated from the locations of the primary transmitters and the 
approximate coverage areas of those transmitters obtained from the propagation model 
used. However, a communications link with the database will be required in order to obtain 
this information, and keeping in mind that many secondary radios will be relying on the 
secondary spectrum for communication per se, that link may not exist. 

Centralised control channels could solve such issues, although historically they have been 
discussed in somewhat different contexts, one such context being commonly-called 
“cognitive pilot channel (CPC)”. The CPC was originally conceived as a dedicated spectrum 
band to inform devices in an area of connectivity options [93], with the information being 
specified cyclicly on a geo-location basis. However, it has frequently been observed that 
such a concept could apply for other purposes, such as to inform of spectrum availability in 
a secondary access context. Given the presence of such a channel devices might use it as a 
fall-back mechanism for access to the geolocation database, where the database 
information would be transmitted cyclicly on the CPC. 

From the above discussion, it is clear that there are several requirements posed on the CPC 
in order to enable geolocation-based approaches. The most elementary of these have to do 
with enabling the necessary queries towards the database(s) storing the relevant 
geolocation data, or the access details indexed based on geolocation data. More complex 
requirements might also be induced by the need to be able to infer geolocation data, which 
would normally be accomplished in a cooperative manner by a number of spectrum sensors 
or devices capable of carrying out spectrum measurements. In such schemes the CPC should 
support the flexible exchange of measurement data either amongst the spectrum sensors 
themselves, or between the spectrum sensors and a fusion centre responsible for carrying 
out the actual inference of geolocation information. 

Despite the potential of such an approach, regulatory conferences have shown little 
appetite for identifying appropriate widely-available spectrum bands to carry such 
information [102]. Proposals such as a boot-strapping mechanism being provided to kick the 
CPC compatible device onto the appropriate channel dependent on the operating region or 
country improve the situation, however, such approaches still require harmonised spectrum 
for the bootstrap. Nevertheless, approaches where the bootstrap itself might be cycled 
among spectrum bands dependent on the region is a possible solution to improve the 
situation further. Another option for the CPC is to use appropriate-propagation unlicensed 
spectrum, such as the 433MHz ISM band, to transmit upon. This, however, affects the 
reliability of such information. 

Given the challenges presented by the inability to identify appropriate spectrum for this CPC 
concept, progress on the so-called “out-band CPC” has been slow. 
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6. Application Scenarios for Spectrum Sensing and Awareness 
Techniques 
This section investigates some of the applications and scenarios for spectrum sensing and 
other spectrum awareness techniques. It also delves into the current placing and 
alternatives for spectrum sensing technologies given current regulatory directions. 

6.1 Self-optimization of cognitive devices 

In order to truly enhance the experience of all users, even technology agnostic ones, 
functionality is required, on both the network and the user-device side, for providing the 
“always best connection” in a transparent manner. In this direction, cognitive devices 
should comprise self-optimisation capabilities for dynamically selecting and adapting their 
behaviour and operation seamlessly [103]. This can be realised through appropriate 
management functionality that takes into account the device environment requirements 
and characteristics, goals and policies, and experience established through machine learning 
mechanisms. An important feature for the self-optimisation of cognitive devices is (among 
others) the acquisition and learning of context information. This feature encompasses 
mechanisms for the device to perceive its current status and the conditions in its present 
environment as well as estimating the capabilities of configurations based on machine 
learning methods. More specifically, context information should include data about 
available access technologies and operators in a given area and their corresponding status 
(e.g. used frequencies, available resources, coverage, etc.), information about the device 
status (e.g. coverage at the current location, power available, etc.), information about the 
status of other devices in the area (e.g. activity, ability to cooperate, etc.). Another 
important related feature is the acquisition of policies of various relevant entities (network 
operator, etc.), where a certain policy specifies a set of rules that the terminal must follow. 
The goal of policies is to refine the input provided in the context. In case negotiations are 
realised, policies may also define a list of networks that may be used to negotiate with. In 
other words, policies can influence available services and respective QoS levels, as well as 
the subset of available configurations for the device. 

As already introduced in the previous, in order to enable context and policy awareness of 
cognitive devices, the option of a CPC [94] has been investigated as an enabler for providing 
information from the network to the terminals, e.g., frequency bands, available RATs, and 
spectrum information and spectrum usage policies. Furthermore, approaches for the 
exchange of information between devices have been investigated, such as the CCC [96] with 
the aim of increasing the reliability of awareness techniques. 

6.2 Cognitive systems and opportunistic networks 

In the scope of meeting the requirements of new services, applications and content and 
facilitating ubiquitous network capacity, various network management and networking 
approaches have been investigated. One such approach is based on dynamically created, 
operator-governed, temporary extensions of the infrastructure, termed Opportunistic 
Networks (ONs) [104]. ONs are governed by operators through the provision of policies, e.g. 
regarding rules on resource/spectrum usage, as well as context/profile information and 
knowledge, which is exploited for their creation and maintenance. They are dynamically 
created if and when required (in certain locations and time points) with the aim of 
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delivering application flows to mobile users. Moreover, they comprise various 
devices/terminals, potentially organized in an ad hoc mode, as well as elements of the 
infrastructure itself. In addition, Cognitive Management Systems (CMSs), which comprise 
self-management and learning capabilities can be exploited for facilitating the rapid, reliable 
and efficient establishment of ONs. CMSs can be located in both network infrastructure 
elements as well as terminals/devices. In this scope, it is envisaged that control channels will 
be used for the coordination between CMSs and the exchange of information and 
knowledge [105]. Such control channels may be logical channels transporting information 
on top of a physical network architecture. These control channels can be based on the 
exploitation and evolution of the CPC and the CCR. 

6.3 Reconfigurable UAVs network 

This section presents some use cases which are of particular interest to evaluate the 
spectrum sensing techniques described in the previous sections. 
The reference scenario for all the proposed use cases is the reconfigurable UAVs network 
introduced in Deliverable 10.1 (see Figure 6-1). 
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Figure 6-1: Reconfigurable UAVs network. 

6.3.1 Opportunistic channel usage 

The use of cooperative spectrum sensing techniques has been identified as an effective 
countermeasure against many problems affecting wireless communications [1], like the 
hidden primary users’ effect or the degradations in spectrum sensing accuracy due to noise 
uncertainty, fading and shadowing. The most fruitful cooperation occurs when the 
collaborating nodes observe independent channel conditions (especially in term of fading 
and shadowing conditions) and it should result in a decreased probability of false alarm and 
failed detection. On the other side, the price to be paid is an increase of system complexity, 
response time and communication overhead, as well as the necessity to use a control 
channel to exchange information among the nodes. 
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We propose to use a cooperative sensing technique to monitor a frequency band assigned 
to licensed users and use it opportunistically whenever no primary users are detected. The 
cooperative method is particularly suitable as the mobile nodes move within an extended 
mission region and hence the assumption of independent channel condition is generally 
valid. 

The system architecture is composed by NM mobile terminals, NR relays and may or may not 
use the Network side Management Entity as fusion centre for operations related to 
spectrum sensing (respectively centralized and distributed approach).  

The system components exploit the outcomes of the spectrum sensing process to decide if a 
licensed frequency band is temporarily available and can therefore be used by secondary 
users. 

A possible example is the opportunistic utilization for inter-vehicles communications of a 
spectrum portion that is primarily assigned to other aircraft equipments. 

Within this use case it is at first important to validate the pertinence of a cooperative 
approach to accomplish the spectrum sensing operations. Afterwards, several cooperative 
techniques and decision making algorithms (for example, decision fusion based on AND, OR, 
majority rules) may be analysed and compared. Another relevant goal is to establish how 
the information exchanges shall occur and if an in-band or out-band control channel should 
be used.  

Table 6-1 below reports a schematic representation of this use case, which may be useful to 
facilitate the implementation within the simulation environment. 

 
 Task Node Relay Node Gateway 

Quantity 15 3 1 
Speed High Fixed Fixed 

Spectrum 
Sensing 

Yes Yes No 

Cooperation Yes Yes No 
Primary / 

Secondary user 
Yes Yes No 

Frequency 
selection 

Yes Yes No 

Technology 
selection 

No No No 

Number of 
transceivers 

Up to 2 Up to 2 1 

Direct link to 
ground 

Yes Yes - 

 

Table 6-1: Simulation parameters and characteristics for the opportunistic channel case 

study. 

6.3.2 Awareness-driven seamless connectivity 

A mission involving several task nodes simultaneously represents a challenging and 
stimulating test case for CR applications. 
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As an example, if the mission goal is to monitor a certain region and collect location-
dependent measurements, like for example the radioactivity levels in a contaminated area 
around a damaged nuclear power plant, the task can be distributed at the beginning among 
the fleet components, so that the network management entity can dispose of a rough 
forecast of the dynamics of network topology. It is however necessary to monitor the 
system status throughout the mission and to reorganize the network based on these 
feedbacks. The focus of this use case is to profit from any available information at the local 
level (including historical data, actual measurements, mission plan, prevision on future 
network configuration etc.) in order to find the optimal solution from its own perspective. 
Therefore, the described use case does not consider cooperation among terminals to make 
common decisions which maximise a joint utility function. Table 6-2 summarizes the 
parameters of this use case. 

 

 Task Node Relay Node 
Ground 
Gateway 

Quantity 10 3 1 
Speed High Low Fixed 

Spectrum 
Sensing 

No Yes No 

Cooperation No No No 
Primary / 

Secondary user 
No No No 

Frequency 
Selection 

Yes Yes No 

Technology 
Selection 

Yes Yes No 

Number of 
transceivers 

Up to 3 Up to 2 1 

Direct link to 
ground 

Yes/No Yes - 

 

Table 6-2: Simulation parameters and characteristics for the awareness-driven seamless 

connectivity case study. 

6.4 The Changed Regulatory Context and Alternative Applications for 
Spectrum Sensing 

Spectrum sensing has recently taken a setback in terms of its appropriateness for primary 
user detection, whereby the FCC in the US have finalised rules for TV Whitespace which, 
essentially, allow only for it to be the sole means of spectrum opportunity detection for 
devices with a transmission power limit of 50mW [2]. In all other cases, allowing a 
transmission power of up to 4W EIRP, a geolocation database must be directly or indirectly 
referred to [2]. Ofcom in the UK are following a broadly similar path [3], as are the CEPT in 
wider Europe [4], among others. Such a profile for spectrum sensing is expected to remain 
at least until it can be proven to be able to detect primary transmissions with the desired 
sensitivity level, of -114dBm in the USA [2], in a cost-effective implementation. 

Given this reality, new applications are needed for spectrum sensing in the meantime, in 
order for it (and the wider “CR”) to be remain with the same high profile it has had for the 
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last half-decade. Fortuitously, there are numerous potential applications for spectrum 
sensing that greatly benefit CR use cases. These include, perhaps not exhaustively: 

 CR in unlicensed bands 

 Low transmission power applications 

 To supplement secondary—secondary coexistence 

 Spectrum sensing in a dedicated CR band that has less stringent constraints, and 
other benefits? 

Here we discuss these applications. First, CR is unlicensed bands is a very interesting 
application that could apply to a very wide range of present and future unlicensed spectrum 
bands. Already in reasonably densely populated cities for example, there is commonly the 
situation where Wi-Fi access points in proximity of each other are tuned to the same 
channel, whereby other channels (and associated side-channels) are not being used. CR 
(with spectrum activity sensing) in such access points would allow them to detect and tune 
more appropriately to available channels. Moreover, this approach could, in a large business 
for example where many access points with the same SSID are providing access, allow these 
access points to autonomously manage themselves and utilise the entire unlicensed 
spectrum to extract the most capacity from it. 

The second case, low transmission power applications, are driven by the allowance of 
“spectrum sensing only” devices for such low powers. The 50mW limit of the FCC for 
example, although low, can be useful for many applications. Such a power could still be 
useful for in-the-home communications, with devices in reasonable proximity. Such a 
possibility would therefore be useful for Wi-Fi in TV Whitespace for example, although due 
to the constrained nature of this specification the author is uncertain, at this time, whether 
the associated developing standard (IEEE 802.11af) is being directed towards using this 
capability. Another possibility is for Body/Personal Area Networks, and for low data-rate 
communications such as machine-to-machine that can operate with a sufficient high coding 
and/of low order modulation to successfully serve their purpose with low transmission 
power. 

The supplementation of secondary-secondary coexistence is interesting and necessary 
considering that although many studies show that a large number of spectrum bands are 
available, the “quality” of that spectrum is often questionable and the amount of such 
spectrum is greatly reduced in highly populated areas. Moreover, there are numerous types 
of devices being developed to operate in TV Whitespace. Spectrum sensing might be 
employed to help detect if other secondary devices are using the spectrum, and therefore 
better coordinate the choice of spectrum among secondary devices. This is somewhat 
analogous to the unlicensed band application mentioned above. 

The final application is that where it is assumed that a dedicated CR band might exist, as 
created by the regulator, for example, as might be the result of a reallocation due to the 
Digital Dividend [6], for example. There are interesting regulatory viewpoints and 
developments, such a lite-licensing in the US, that indicate that consideration of such 
freedom in spectrum sharing is a possibility among regulators. Given this scenario, any 
relaxed interference constraint that is appropriate can be put on the primary system, as the 
primary system will participate in the spectrum band according to the rules with which it 
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was defined. Such a band is indeed an assumption of the work performed in Section 5.1 of 
this Deliverable, although it is not a prerequisite for that work. 
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7. Conclusion 
Despite the September 2010 Federal Communications Commission ruling regarding TV 
Whitespace, and strong signs of other regulators following a broadly similar path, the 
importance of spectrum sensing cannot be ignored. Spectrum sensing may for the moment 
not be as relevant for some spectrum awareness use cases and scenarios, with more 
emphasis being given to Geolocation Databases, but there are numerous other use cases 
and purposes that spectrum sensing could serve. Moreover, the fact that regulators are only 
postponing the idea of spectrum sensing being used as a reliable means for spectrum 
awareness in, e.g., TV Whitespace, indicates that faith has not been lost in such approaches 
and that they may yet be a primary method for spectrum awareness in the future. It may be 
just a matter of time until the technologies for spectrum sensing are proven to meet 
required performance criteria. 

Given that spectrum sensing is for the meantime lesser in the limelight, various other 
approaches to spectrum awareness have also been investigated in this Deliverable. Beyond 
spectrum sensing, this Deliverable has attempted to touch on spectrum databases, means 
for obtaining information from spectrum databases (e.g., the Cognitive Pilot Channel 
concept), other spectrum awareness approaches such as beacons, as well as investigations 
of the scenarios in which spectrum awareness techniques might be employed. This 
comprises possible use cases for spectrum sensing other than primary system detection, as 
well as scenarios for other awareness approaches. Above all else, however, it is important to 
not give up on spectrum sensing for purposes such as primary user detection: the 
deployment of spectrum sensing approaches will achieve far higher performance for 
secondary systems than databases, while concurrently protecting the primary systems. This 
Deliverable therefore has attempted to also cover important efforts to further the 
performance of spectrum sensing such that it can eventually be realised as a primary means 
for secondary radios and systems to be aware of primaries. 

Given the above ends, this deliverable has highlighted the advantages and performance 
limitations of spectrum sensing. It has started with a brief introduction of the most popular 
spectrum sensing techniques. These range from the simple energy detection approaches to 
the more advanced collaborative spectrum sensing schemes. Under energy detection 
approaches, this Deliverable has covered the basic, Fast-Fourier Transform Averaging Ratio, 
Higher-Order Statistics and Eigenvalue-Based energy detectors. The main drawback of 
energy detection technology is that it is very poor at distinguishing between signal and 
noise. Feature detection based techniques make use of the statistical periodicity as present 
in most digital signals. The advantage of such techniques is that, unlike energy detection, 
they are not very sensitive to noise variance, however, they do result in very complicated 
and processing-intensive systems, making them difficult to implement in practise. Finally, 
collaborative spectrum sensing can improve the performance of sensing systems by 
establishing cooperation between nodes and minimising the errors in spectrum sensing due 
to fading, shadowing, etc. 

After a detailed analysis of spectrum sensing techniques, this Deliverable has investigated 
various alternatives to spectrum sensing. These include spectrum beacons and Geolocation 
Databases. The associated section has begun with a detailed discussion of the appropriate 
scenario and approach to spectrum beacons. Then, it has developed a simple simulation 
configuration where the primary and secondary users attempt to coexist in the same 
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spectral band. A feedback mechanism is developed whereby the primary user periodically 
broadcasts a beacon message on a dedicated control channel. This beacon message carries 
information about the primary’s received Signal-to-Interference-plus-Noise Ratio values and 
based on this broadcast transmission, the secondary users bring down their transmission 
powers, thus minimising the interference to the primary user. An equilibrium state is 
achieved where the secondary users can achieve significant data rates whilst ensuring that 
the SINR requirements of the primary user are always satisfied. In the last part of this 
section, the Cognitive Pilot Channel and its link with the Geolocation Database has been 
discussed. To use geolocation data as a means for spectrum awareness, a communication 
link with the database is required and the Cognitive Pilot Channel is one possible means to 
provide such a link. 

Finally, this Deliverable has discussed some scenarios and applications that the sensing and 
awareness techniques are appropriate for. This is important given recent regulatory 
directions, in the realisation that there are many interesting cases that spectrum sensing are 
other approaches are still relevant to aside from pure primary device/system detection. 
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8. Glossary and Definitions 

Acronym Meaning 

A/D Analogue-to-Digital 

AD Algebraic Detector 

AF Amplify-and-Forward 

AWGN Additive White Gaussian Noise 

BPSK Binary Phase-Shift Keying 

BS Base Station 

CAF Cyclic Autocorrelation Function 

CCC Cognitive Control Channels 

CCR Cognitive Control Radio 

CDF Cumulative Density Function 

CDMA Code-Division Multiple Access 

CEPT European Conference of Postal and Telecommunications 
Administrations 

CH Cluster Head 

CMS Cognitive Management System 

CPC Cognitive Pilot Channel 

CR Cognitive Radio 

CRS Cognitive Radio System 

CSD Cyclic Spectrum Density 

DSA Dynamic Spectrum Access 

DVB-T Digital video broadcasting - terrestrial 

ECC Electrical Communications Committee 

ED Energy Detector 

EGC Equal Gain Combining 

ETSI RRS TC European Telecommunications Standards Institute, Reconfigurable 
Radio Systems Technical Committee  

FAM FFT Accumulation Method 

FAR FFT Averaging Ratio 

FCC Federal Communications Commission 

FDMA Frequency-Division Multiple Access 

FFT Fast Fourier Transform 

GLRT Generalized likelihood ratio test 

HC Hard Combining 

HOS Higher Order Statistics 

IEEE Institute of Electrical and Electronics Engineers 
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ISM Industrial, Scientific and Medical 

ITU International Telecommunication Union 

LR Likelihood Ratio 

LTE Long Term Evolution 

LTE-A Long Term Evolution – Advanced 

MAC Medium Access Control 

MIMO Multiple-Input, Multiple-Output 

ML Maximum Likelihood 

MRC Maximum Ratio Combining 

MV Majority Voting 

Ofcom Office of Communications 

OFDM Orthogonal Frequency Division Multiplexing 

OFDMA Orthogonal Frequency Division Multiple Access 

ON Opportunistic Networks 

ON Opportunistic Network 

PDF Probability Density Function 

PSD Power Spectral Density 

QC Quantized Combining 

QWC Quantized Weighting with Censoring 

RAC
2
E Rendezvous protocol for Asynchronous Cognitive radios in 

Cooperative Environments 

RAT Radio Access Technology 

RIFE Radio Interference Field Estimation 

ROC Receiver Operating Curve 

RRC Radio Resource Control 

SC Soft Combining 

SINR Signal-to-Interference-plus-Noise Ratio 

SNR Signal-to-Noise Ratio 

SSCA Strip Spectral Correlation Algorithm 

TDMA Time-Division Multiple Access 

UAV Unmanned Aerial Vehicle 

UE User Equipment 

UKIM Ss Cyril and Methodius University in Skopje 

USRP Universal Software Radio Platform 

VCM Virtual Connectivity Maps 

Wi-Fi Wireless-Fidelity 

WiMAX Worldwide Interoperability for Microwave Access 
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