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1 Project Overview

1.1 Project information
Project title: Secure Provision and Consumption in the Internet of

Services
Acronym: SPaCIoS
Project number: 257876
Programme: Seventh Framework Programme (FP7)
Call identifier: FP7-ICT-2009-5
Theme: ICT-2009.1.4 (Trustworthy ICT)
Instrument: Collaborative Project (Specific Targeted Research

Project, STREP)
Start date: October 01, 2010
End date: September 30, 2013
Duration: 36 months
Total cost: € 5,336,284.00
EC contribution: € 3,350,000.00
Website: www.spacios.eu

Contact: Prof. Luca Viganò
Dipartimento di Informatica
Università degli Studi di Verona
Strada Le Grazie 15
I-37134 Verona, Italy
Mobile: +39 3204251233
Phone: +39 0458027070
Fax: +39 0458027068
E-mail: luca.vigano@univr.it

1.2 List of beneficiaries
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1 Università di Verona UNIVR academia Italy
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5 Karlsruhe Institute of Technology KIT academia Germany
6 Università di Genova UNIGE academia Italy
7 SAP AG SAP industry Germany
8 Siemens Aktiengesellschaft Siemens industry Germany
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1.3 The overall goal of the SPaCIoS project
The vision of the Internet of Services (IoS) entails a major paradigm shift
in the way ICT systems and applications are designed, implemented, de-
ployed and consumed: they are no longer the result of programming com-
ponents in the traditional meaning but are built by composing services that
are distributed over the network and aggregated and consumed at run-time
in a demand-driven, flexible way. In IoS, services are business functionali-
ties that are designed and implemented by producers, deployed by providers,
aggregated by intermediaries and used by consumers. However, the new op-
portunities opened by IoS will only materialise if concepts, techniques and
tools are provided to ensure security.

State-of-the-art security validation technologies, when used in isolation,
do not provide automated support to the discovery of important vulnerabil-
ities and associated exploits that are already plaguing complex web-based
security-sensitive applications, and thus severely affect the development of
the IoS. Moreover, security validation should be applied not only at produc-
tion time but also when services are deployed and consumed. Tackling these
challenges is the main objective of the project, which will lay the techno-
logical foundations for a new generation of analysers for automated security
validation at service provision and consumption time, thereby significantly
improving the security of the IoS. This will be achieved by developing and
combining state-of-the-art technologies for penetration testing, security test-
ing, model checking and automatic learning. These will all be integrated into
the SPaCIoS Tool, which we shall apply proof of concept on a set of security
testing problem cases drawn from industrial and open-source IoS applica-
tion scenarios. This will pave the way to transfer project results successfully
in industrial practice. We shall execute 2 concrete migration paths: to SAP
and Siemens business units, and to industrial interest groups, standardisation
bodies and open-source communities.

1.4 Project objectives in more detail
To illustrate how SPaCIoS will contribute to achieving the ultimate goal
of a secure IoS and the impact of the SPaCIoS Tool, consider Figure 1.
The figure shows the IoS main stakeholders and their interactions (thin ar-
rows vertically connecting one stakeholder role to another) in the service
lifecycle, from production to consumption, as well as the security support
they can receive from security analysts (displayed by arrows from analysts
to stakeholders). Although it is, of course, of utmost importance to help
producers in avoiding vulnerabilities in the production phase (as a security
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Figure 1: IoS stakeholders and security support overall the entire service
lifecycle

analysts can do, for instance, by employing state-of-the-art tools such as the
AVANTSSAR Validation Platform to automatically analyse a service specifi-
cation; see www.avantssar.eu), this is clearly not sufficient to guarantee the
security and trustworthiness of the IoS over its entire lifecycle. Providers,
intermediaries and consumers are in dire need of a similar support, and this
is where the SPaCIoS Tool will make a difference, providing security ana-
lysts with an integrated platform for the automated validation of services at
provision and consumption time.

SPaCIoS will develop property-driven security testing and vulnerability-
driven testing techniques that employ a smart combination of model check-
ing and related automated reasoning techniques. By property-driven security
testing we mean a variant of testing that applies techniques that make se-
curity properties (e.g., confidentiality and authentication) testable. This is
a fundamentally difficult problem because of the contrast between the exis-
tential nature of testing and the universal nature of the security properties
— the latter need to be rendered operational in a well-defined sense so that
meaningful tests can be derived. When doing vulnerability-driven testing, we
take a dual approach to derive tests or test strategies not from (desired) se-
curity properties, but rather from vulnerabilities (e.g., XSS) that seem likely
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to invalidate the security goals. Automated support to property-driven se-
curity testing and vulnerability-driven testing activities will be achieved by
generating test cases with model checking and related automated reasoning
techniques, applied to a model of the system under validation (SUV), the
security goals, and a model of the attacker. The SUV comprises the compo-
sition of deployed services running in a service infrastructure and includes,
among other things, communication channels. The information that serves as
input for the analysis (i.e., the security goals, the model of the attacker, and
the model of the SUV) is typically provided by the security analyst. In spe-
cific situations, the model of the SUV can be automatically derived by taking
advantage of behavioural service model specifications likely to be available
in emerging service description languages for IoS (e.g., USDL), or they can
interactively be learnt/improved using automatic learning techniques, which
will thus also play a significant role in the project (but note that this ap-
proach does not require source code of the SUV, as is not based on module
testing or implementation conformance testing, which should be done in the
development phase of the constituent services).

In order to assess the effectiveness of the validation techniques developed
within the project, we will implement and integrate them into the SPaCIoS
Tool and apply the tool to a number of industrial-strength use cases from IoS
scenarios. A description of the SPaCIoS Tool is depicted in Figure 2. The
tool takes as input a formal description of the SUV, the expected security
goals, and a description of the capabilities of the attacker. The SPaCIoS
Tool automatically generates and executes a sequence of test cases on the
SUV through a number of proxies (e.g., http-proxies). Notice that, unlike
most state-of-the-art penetration testing tools, the testing activity carried
out by SPaCIoS Tool is not limited to a single web server/application, but
simultaneously exercises the entire distributed SUV. Moreover, our use of
existing penetration testing tools will be guided by information provided by
the SPaCIoS Tool.

Let us now consider the internal functioning of the SPaCIoS Tool. The
model of the SUV is initially provided by the security analyst or gener-
ated from emerging description languages for IoS, and can subsequently be
improved by a model inference engine (module “Model inference and adjust-
ment”) by observing the actual execution traces of the SUV. The resulting,
improved model of the SUV is then given as input to another reasoning
engine (module “Property-driven and vulnerability-driven test case genera-
tion”) that generates test cases by using model checking and related auto-
mated reasoning techniques. In order for the test cases to target the given
security properties/vulnerabilities, the module uses a number of libraries of
known vulnerabilities, attack patterns, related security goals and attacker
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models. In addition, it offers an interactive mode to provide guidance by
and to the security analyst. This is particularly useful to execute penetra-
tion testing driven by the results obtained with automated reasoning, while
still exploiting the valuable experience of the security analyst in tuning the
test case generation. The test cases, comprising the input part but also the
expected output part, are then turned into concrete test sequences by the
test drivers. The sequences are used to test the SUV, and the corresponding
outputs are compared with the expected ones to provide test results (e.g.,
undesirable behaviour of the SUV indicating a vulnerability exploit) to the
security analyst.

As proof of concept, we will assess usability and effectiveness of the lan-
guages, techniques and tools developed in the project on a set of security
testing problem cases from various industrial and open-source IoS applica-
tion scenarios. These problem cases are meant to be prototypical applications
or stripped-down versions of industrial-strength products, which will pave the
way to transfer the project results successfully in the industrial practice. The
final objective of the project is namely the dissemination and migration of
project results into the scientific community and industry. In particular, we
will execute two concrete migration paths: migration to SAP and Siemens
business units, and migration to industrial interest groups (including stan-
dardisation bodies) and open-source communities.

1.5 Overall strategy of the work plan
SPaCIoS is a 36-month project that can be subdivided into four main tech-
nical parts and a work package for dissemination, exploitation and industry
migration, together with a work package devoted to project management.
The dependencies (and input–output relations) between the WPs are de-
picted in Figure 3.

WP 2 has as main goal to provide the models that will be fed into the test
generation engines. It will define the inputs to the modules “model in-
ference and adjustment” and “property-driven and vulnerability-driven
test case generation”. It will also provide libraries, that will be fed into
test drivers, and it will develop techniques that are the core of the
module “model inference and adjustment”.

WP 3 focuses on technology for generating tests from security properties
and vulnerabilities, which requires transforming models and properties
so that generation technology on the grounds of automated reason-
ing technology can be performed. The work package will also develop
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technology for executing these tests, possibly using existing penetration
testing tools. Turning the model-based abstract tests into artifacts that
can be run on the system under validation requires the implementation
of adaptor components that bridge the levels of abstraction of model
and implementation. The dependencies in Figure 3 are explained as
follows. The security properties and vulnerabilities that are used as
basis for test case generation are a result of WP 2, and results on the
feasibility of the test case generation will help refine these properties
in WP 2. The technology to be developed in WP 3 is integrated into
the tool to be developed in WP 4. Finally, the results of validation and
assessment in WP 5 will initiate adjustments of the technology that is
developed in WP 3.

WP 4 focuses on the design and development of the SPaCIoS Tool, an ad-
vanced automated security validation platform that we will apply to
the problem cases defined in WP 5 as proof of concept of its industry
migration in WP 6. WP 4 will integrate the results of WP 2 and WP
3 into the SPaCIoS Tool, and it will identify validation methodology
patterns supported by the SPaCIoS Tool.

WP 5 will select from various industrial and open-source IoS application
scenarios a set of security testing problem cases. Each problem case will
be defined, formalised, prototypically implemented as far as needed,
and subjected to our testing methodology and tools. Applying the
modelling and security validation techniques and tools developed in
WP 2, WP 3, and WP 4, respectively, to the problem cases allows us
to assess their usability and effectiveness. The feedback process will
be done continuously through the project to support the affected work
packages in their on-going development. The industrial problem cases
handled in this work package are meant to be prototypical applications
(i.e., stripped-down versions of the actual industrial products) that pave
the way to transferring the project results successfully in the industry
migration step.

WP 6 focuses on the dissemination, exploitation and migration of the project
results into the scientific community, industry, and related parties. Be-
sides the dissemination activity, for which appropriate and standard
communication media including a web site, forums, project workshops,
and reports will be set up, a considerable effort will be dedicated to
exploiting and migrating the project outcomes to industry. Yearly dis-
semination and exploitation plans will be delivered to expedite, during
the timeframe of the project, the transferring of the project outcomes
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to the environments of the industrial partners of the consortium, but
also of the European industrial community in general, including in par-
ticular the relevant standardisation organisations and the open source
communities, which on the one hand are mostly driven by industry
and on the other hand strongly influence the future of industrial envi-
ronments. In terms of dependencies, project results from all the other
technical work packages will be promptly disseminated in WP 6, which
will use the SPaCIoS Tool developed in WP 4 to tackle real products
by exploiting validation results obtained in WP 5 on stripped-down
versions of the actual industrial products; feedback will be provided to
WP 4 and interactions with WP 2 are expected to generate formal ser-
vice models from emerging industrial service description languages. An
Expert Group, already counting four prominent experts, will provide
SPaCIoS with additional specialist scientific and industrial advice and
will surely offer further opportunities fostering the migration to stan-
dards and open-source communities (e.g., a representative of OWASP
is already part of the Expert Group).

Figure 3: Dependencies between the work packages
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2 Project Presentation Slides
The following set of slides provides a presentation of the project, which has
been given already at a number of meetings, in particular, at a press confer-
ence in Verona to present the project to the Italian press, at a meeting of the
Diamond project to which SPaCIoS was invited (http://www.fp7-diamond.
eu/), and also at a number of internal meetings held at different SPaCIoS
project sites.
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•  Automated security validation 
•  Formal methods and testing 
•  Security engineering 

The Consortium Academia 
 Università di Verona (I) 

 ETH Zurich (CH) 

 Grenoble INP (F) 

 KIT Karlsruhe (DE) 

 Università di Genova (I) 

Industry 
 SAP Research (F) 

 SIEMENS AG Munich (DE) 

Expertise 
•  Service-oriented enterprise architectures 
•  Security solutions 
•  Standardization and industry migration 
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Services and the main stakeholders 
 Services provide business functionalities 

  business functionalities can be the result of a composition of services 

  web-based applications and web services are in the scope of the project 

  we are not implying any specific technology to implement them 

 Four main service stakeholders (having own security requirements) 
  Producers: design and implement services 

  Providers: provide and deploy services  

  Consumers: consume services at runtime 

  Intermediaries: provide services to consumers by collecting services by providers 
–  have specific trust relationships with consumers and providers 

–  e.g., service brokers, service aggregators, etc 

 Security analysts 
  offer security consultancy to above stakeholders to analyze their security requirements 

  existing tools: not integrated, not relying on a scientific approach, not at all automated, etc.  
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Problems: 

 To provide required guarantees to providers, intermediaries, and consumers of 
distributed services, rigorous security validation techniques must be applied. 

 State-of-the-art security validation technologies fail to realise their full potential because 
they are typically used in isolation. 

 Security validation in the Internet of Services must be performed not only at production 
but also at deployment and consumption times.  

Project objectives and approach: 

  Improve IoS security by laying technological foundations of a new generation of 
security analysers for service deployment, provision and consumption. 

 SPaCIoS Tool: develop and combine state-of-the-art technologies for penetration 
testing, security testing, model checking, and automatic learning. 

 Assess SPaCIoS Tool by running it against a set of security testing problem cases 
drawn from industrial and open-source IoS application scenarios. 

 Migrate SPaCIoS technology to industry (SAP and SIEMENS business units), as well 
as to standardisation bodies and open-source communities. 

Project objectives and approach
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Strategic impact: a novel technology (SPaCIoS Tool) for security analysts 

 will strengthen the EU position in laying the fundamentals for a trustworthy IoS 

 has the potentialities to generate outstanding impact on EU industry and standards 

 will leverage on the traditionally European competence areas of formal methods and 
automated reasoning, and model-based security testing  

Tight relation to, and possible collaboration with, other EU and international projects (including 
previous projects of the consortium members) 

Plan for the use and dissemination of foreground: 

 Early and continuous dissemination, through standard or dedicated/novel channels 

 Meetings and workshops (Expert Group) covering broad range of target audience groups 
(system developers, business associations, standardisation bodies, journalists, citizen) 

 An elaborated exploitation plan is provided, especially by industrial partners 

 SPaCIoS has the potentials to generate remarkable impact at the business environments of 
its industrial partners (>30 PMs will be dedicated to really execute this exploitation) 

Impact 

A worked-out example 
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A worked-out example: SAML SSO 

 SSO is a key enabler for emerging trends such as SaaS, Web 2.0, SOA 

 OASIS SAML SSO is the de-facto standard: 

  open and interoperable to be applicable in a multitude of environments  

  widely adopted by producers/providers: e.g., Google, SAP, etc 

 

 SAML-based solutions are normally highly configurable 

  SAP NW NG SSO: 212 deployable variants x SP-initiated SSO front-channels 

 Chosen deployment options do have an impact on security! 

► Tool support needed to validate deployed SAML service environments 

A worked-out example: SAML SSO 
(reference SP-initiated variant) 

Client (C) 
Service 

Providers (SP)
Identity 

Provider (IdP)

Gmail resource?

SP asks for my credentials

My credentials

Your credentials?

Here they are your credentials!

You can access to Gmail

if        then

Client (C) 
Service 

Providers (SP)
Identity 

Provider (IdP)

Gmail resource?

SP asks for my credentials

My credentials

Your credentials?

Here they are your credentials!

You can access to Gmail

if        then

Simple view More detailed view 
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A worked-out example: SAML SSO 

Deploying “secure” SAML-based services is not an easy task 

  ..a few but critical fields neglected in the IdP SSO service provisioned by Google.. 
  ..so that any SP can access to the Google’s resources of IdP’s members! 

 by Google 

Abstract flaw automatically detected via automated reasoning (AVANTSSAR) 
Attack manually tested on Google Apps. Is it possible to automate? 

1.  SAML-based SSO for Google Apps (May 2008) 

A worked-out example: SAML SSO 

Deploying “secure” SAML-based services is not an easy task 

Abstract flaw automatically detected via automated reasoning (AVANTSSAR) 
Consequent XSS discovered via human inspection (manual testing) 
Can we automate this validation process?  

1.  SAML SSO authentication vulnerability and its exploitations (e.g., XSS in SAML-

based SSO for Google Apps, July 2009) 
 

  C and SP interact twice. If no binding among these two interactions  vulnerability  
 

  vulnerability makes C consuming a resource from SP2, while C asked for a resource from SP1 

 
  serious or not serious? severity depends from how the abstract vulnerability can be exploited 

  serious for SAML-based SSO x Google Apps where the vulnerability could be exploited as 
launching pad for cross-Site Scripting (XSS): malicious SP able to get client cookies and 
unrestricted access to Google Apps under client’s identity 

  not serious for other providers where the vulnerability could not be exploited like above 
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A worked-out example: SAML SSO 

What can we learn and what can we do?  
 
  AVANTSSAR is excellent in discovering abstract service vulnerabilities on relevant 

deployment environments foreseen at design phase.. 
  ..but it is of little help in (i) assessing if an abstract vulnerability has serious 

exploitations in the real world, and (ii) detecting low-level pitfalls (e.g. XSS) 

SPACIOS: combine automated reasoning with sophisticated 
testing techniques 

A worked-out example: SAML SSO 

  A Hospital wants  

a)  to outsource its basic IT services like email, calendar, etc to an external service provider 
that is offering specialized services in that area 

  In outsourcing its basic IT services, the Hospital wants  

a)  to keep the control of its identity management,  

b)  to not add burden on its employees when they are using these services, and  

c)  to have business continuity with its business partners (e.g., Medical Insurance) 

 

  Aware that all its business partners (e.g., Medical Insurance) already offer a SAML SSO 
access, the Hospital decides: 

  to establish a SAML environment where it’ll play as IdP to answer to both b), c) and d) 

  to use OpenSSO to deploy the SAML IdP service on its machines 

  to use Google Apps for a): Google Apps can be accessed via a SAML SSO 

Deployment environments and security requirements difficult to be foreseen 
when Google and OpenSSO are producing their own SAML services 
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A worked-out example: SAML SSO 

Deployment environments and security requirements difficult to be foreseen 
when Google and OpenSSO are producing their own SAML services (cont.) 

 The Hospital (H) just deploys IdP functionalities in its environment by means of OpenSSO 

 Is the overall environment where H’s IdP service is deployed secure wrt the H’s requirements?  
  patient info must not be disclosed to unauthorized entities  e.g., Google email account of doctor X should be accessed by 

doctor X only 

a Doctor (C)

Hospital (IdP)

Google (SP1)

Other healthcare 
services (SPi)

Medical Insurance 
(SP2)

XX
IdP deployed via 
OpenSSO 

A worked-out example: SAML SSO 

Deployment environments and security requirements difficult to be foreseen 
when Google and OpenSSO are producing their own SAML services (cont.) 

 A new service may be deployed at runtime and made available for consumption 

 Are consumers’ security requirements met? E.g., 
  assume Medical Insurance was providing a few services not dealing with sensible information and suddenly it deploys a 

new service dealing with consumer’s sensible data 

 Clearly that new service will have to offer more security guarantees to the Hospital (i.e., Consumer) 

 

a Doctor (C)

Hospital (IdP)

Google (SP1)

Other healthcare 
services (SPi)

Medical Insurance 
(SP2)

XX
IdP deployed via 
OpenSSO 
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A worked-out example: SAML SSO 

What can we learn and what can we do?  
 
  AVANTSSAR is excellent in discovering abstract service vulnerabilities on relevant 

deployment environments foreseen at design phase.. 
  ..but it is of little help in (i) assessing if an abstract vulnerability has serious 

exploitations in the real world, and (ii) detecting low-level pitfalls (e.g. XSS) 

SPACIOS: combine automated reasoning with sophisticated 
testing techniques 

  Not all deployment environments can be foreseen at design phase by Producers 
  Intermediaries, Providers and even Consumers may bring in new security 

requirements 

SPACIOS: validation has to be performed also at later stages 
(Deployment/Provision/Consumption) 
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The following set of slides provides a very presentation of the project.
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Problems: 

 To provide required guarantees to providers, intermediaries, and consumers of 
distributed services, rigorous security validation techniques must be applied. 

 State-of-the-art security validation technologies fail to realise their full potential because 
they are typically used in isolation. 

 Security validation in the Internet of Services must be performed not only at production 
but also at deployment and consumption times.  

Project objectives and approach: 

  Improve IoS security by laying technological foundations of a new generation of 
security analysers for service deployment, provision and consumption. 

 SPaCIoS Tool: develop and combine state-of-the-art technologies for penetration 
testing, security testing, model checking, and automatic learning. 

 Assess SPaCIoS Tool by running it against a set of security testing problem cases 
drawn from industrial and open-source IoS application scenarios. 

 Migrate SPaCIoS technology to industry (SAP and SIEMENS business units), as well 
as to standardisation bodies and open-source communities. 

Project objectives and approach
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The SPaCIoS Tool 
Strategic impact: a novel technology 
(SPaCIoS Tool) for security analysts 

 will strengthen the EU position in laying the 
fundamentals for a trustworthy IoS 

 has the potentialities to generate outstanding 
impact on EU industry and standards 

 will leverage on the traditionally European 
competence areas of formal methods and 
automated reasoning, and model-based 
security testing  

Use & dissemination of foreground: 

 Early and continuous dissemination, through 
standard or dedicated/novel channels 

 Workshops (Expert Group) covering broad 
range of target audience groups (system 
developers, business associations, 
standardisation bodies, journalists, citizen) 

 Potential to generate remarkable impact at 
business environments of industrial partners 
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Services and the main stakeholders:  
before and after SPaCIoS 
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3 Project Presentation Poster
The following poster will be used to present SPaCIoS at future meetings.
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Università degli Studi di Verona 
Dipartimento di Informatica 

Secure Provision and Consumption 
in the Internet of Services  

FP7-ICT-2009-5, ICT-2009.1.4, STREP project no. 257876 

www.spacios.eu 

The consortium 
 
 
 

Academia: Università di Verona, ETH Zurich, KIT Karlsruhe, Grenoble INP, Università di Genova 

Industry: SAP Research Sophia Antipolis, Siemens AG Munich 
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! Rigorous security validation must be applied 
to provide required guarantees to providers, 
intermediaries, and consumers of IoS 
 

! Security validation technologies fail to 
realise their full potential because they are 
typically used in isolation 
 

! Security analysts must perform security 
validation not only at production (e.g. using 
AVANTSSAR Platform) but also at 
deployment and consumption time 

Main objectives, principles, and innovation 

Project motivation 

! Improve IoS security by laying technological 
foundations of a new generation of security analysers 
for service deployment, provision and consumption 
 

! SPaCIoS Tool: develop and combine state-of-the-art 
technologies for penetration testing, security testing, 
model checking, and automatic learning 
 

! Assess SPaCIoS Tool by running it against a set of 
security testing problem cases drawn from industrial 
and open-source IoS application scenarios 
 

! Migrate SPaCIoS technology to industry (SAP and 
SIEMENS business units), as well as to standardisation 
bodies and open-source communities 
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4 Project Website
The URL of the project is www.spacios.eu.

The website is divided in a public area and in an area to which access is
restricted to authorized users. The public area contains general information
about the project, links to the project partners and the researchers working
in the different sites, news about the project and events organized by the
project partners, the public documents that have been generated by the
project (publications and public deliverables), and a page of links to related
projects or events.

The restricted area contains the confidential information and material
that is intended for communication between the project partners (who also
employ an svn repository to produce and exchange information and material)
and between the project partners and the European Commission.

FP7-ICT-2009-5, ICT-2009.1.4
Project No. 257876

www.spacios.eu
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