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1 Executive Summary 

IMPORTANT CAVEAT. Please note that as this is only the second version of this 
deliverable there are likely to be updates. It describes the open source software 
from WP7 that is ready for public download and release i.e. software that is ready 
to install, has been fully debugged and that has a complete set of documentation 
for it. It does not cover work in progress. It does not cover prototype and buggy 
experimental software that has been given to partners to experiment with and that 
does not yet have a full set of documentation. It does not cover software that the 
University of Kent has running at its own site to provide WP7 services to the other 
TAS3 partners, but which is still not in a fit state to release to the public. It does 
not cover demonstration software that is available at various public URLs to 
demonstrate features of the TAS3 infrastructure to the public, but which has not 
yet been packaged for release to the public. All of these will be added in the next 
year of the TAS3 project. 

This document describes the open source software made available to the TAS3 
project and the global community by the Information Systems Security Research 
Group of the University of Kent. 

Within the realm of the TAS3 project, the group has made four software packages 
publicly available, each of which implement one or more TAS3 components. The 
currently available software packages are: 

- A standalone authorisation server package which provides access control 
and credential validation functionality. The authorisation server has full 
support for Break The Glass policies. This software package also provides 
Master PDP functionality as it can resolve conflicts between different 
PDPs. The software package also has the ability to be configured with an 
Obligations Service without having to recompile the software; as such it is 
an AI-PEP as well. It is possible to configure the authorization web service 
with three different policy types: PERMIS policies, XACML policies and 
Trust Policies. 

- The Secure Audit Trail for Web Services (SAWS) package which provides 
the functionality to create a secure audit trail of messages sent to it. The 
package also supports off-line searching of the audit trail. 

- The Delegation Issuing Service (DIS) which empowers end users to 
dynamically delegate some of their attributes (privileges) to others in 
accordance with a delegation policy. The DIS supports both the push and 
pull mode of operation. Privacy preserving delegation (i.e. delegation by 
invitation) is now fully supported. Besides its proprietary web services 
interface, the DIS now also acts as an attribute authority using SAML v2 
AttributeQuery messages issuing short lived credentials from the long 
lived ones stored in its LDAP backend. 

- The PERMIS Policy Editor (PE) which provides users with the ability to 
write PERMIS authorisation and delegation policies while being shielded 
from the underlying XML policy language. This software package has 
three modes of operation: one can use the Policy Wizard, the Controlled 
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Natural Language Processing (CNLP) interface or the main GUI itself. 
The CNLP can now be used to generate XACML policies as well as 
PERMIS policies. 

For the next releases of the software, we plan the enhancement and addition of 
the following features: 

- The authorisation server will see its handling of sticky policies expanded 
and hardened (e.g. by giving the administrator the option to use a 
relational database to store the sticky policies in). We will also add the 
ability to remove and update sticky policies that have previously been 
submitted to it. The conflict resolution capabilities of the Master PDP will 
be enhanced by adding additional conflict resolution algorithms (such as 
most-specific-overrides) and by having ‘dynamic’ determination of the 
conflict resolution algorithm to use. Pluggable and configurable security 
modules will be written to perform additional security checks on the 
incoming message.  

- The main enhancement to the SAWS package will be the addition of a web 
service based searching functionality with proper authorization and 
filtering of results built in. 

- The Delegation Issuing Service will be enhanced to support role-based 
delegation as well as SOA based delegation. Support for role-based 
delegation requires a (major) overhaul of the underlying CVS policy 
schema and its evaluation.   

- The Policy Editor GUI is already quite mature, but this also means that 
the internal structure of the software could do with some major 
refactoring. The PE will be refactored to employ the Model-View-Controler 
design pattern to ensure its future maintainability. Time permitting, new 
features will be added to the CNLP engine.  

1.1 Reading Guide 

Each section in the following chapters will contain four subsections, one for each 
software package described. It is thus entirely possible to only read, say, the 
documentation for the SAWS software package and not read the rest at all. 

The next chapter describes the basic functionality of each of the software 
packages. It also states what TAS3 components each of the packages implements. 

In Chapter 3 installation and configuration guidelines are given for each of the 
packages. However, it is not the intention that this document replaces the actual 
software documentation and user guides that are publicly available. This 
document thus limits itself to stating the broad outline of the installation and 
configuration process and refers the interested reader to the actual software 
documentation available from the software’s website. Chapter 4 then briefly 
describes how to use the software, but the remarks applicable to Chapter 3 are 
applicable here as well. 
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Chapter 5 describes the position of the different components within the overall 
TAS3 architecture, while Chapter 6 describes the Java APIs and web services 
interfaces available. Chapter 7 contains a copy of the BSD license which applies 
to the software. Chapter 8 finally gives in more detail the enhancements that will 
be available in future releases of the software. 
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2 Introduction to the Software 

2.1 Purpose 

2.1.1 Standalone Server 

The Standalone Server software package delivers the following TAS3 components: 
T3-PEP-AI, T3-PDP-M, T3-ACVS and T3-PDP-P. As such it serves the following 
purposes: 

- Credential validation using the appropriate credential validation policy 
written in the PERMIS policy language. (T3-ACVS) 

- Computing authorisation decisions using the appropriate policy returning 
obligations if necessary. (T3-PDP-M and T3-PDP-P) 

- Enforce obligations returned by the T3-PDP-M component of the software 
and enforce them if configured to do so. (T3-PEP-AI) 

2.1.2 Secure Audit Trail for Web Services (SAWS) 

The SAWS software package delivers the T3-LOG-SAWS software component. 
This package creates a secure audit trail of the messages it has been sent. The 
audit trail has a number of security features built in that prevent it from being 
tampered with during creation (i.e. append only, chained MACs, heartbeats and 
sequence numbers). The audit trail can be stored on an untrusted medium, 
because it can detect any subsequent tampering via its digital signature. 
Optionally the audit trail can deliver confidentially by encrypting the messages it 
is given. 

2.1.3  Delegation Issuing Service (DIS) 

The Delegation Issuing Service software package delivers the T3-DEL 
component. It empowers users to delegate a subset of their attributes (privileges) 
to someone (or something) else, in accordance with the delegation policy in place, 
which is written in the PERMIS policy language.  

2.1.4 The Policy Editor (PE) 

The Policy Editor software package provides the functionality of the following 
TAS3 components: T3-POL-WIZ, T3-POL-NLP and T3-POL-GUI. Its main 
purpose is to allow end users (e.g. security administrators) to write PERMIS 
delegation and authorisation policies without being exposed to the PERMIS XML 
policy language defined by an XML schema. The CNLP interface also allows 
generating both PERMIS and XACML policies. 

2.2 Scope 

This document focuses on basic information about the above packages. The actual 
architectures of the packages (except for the Policy Editor which is a standalone 
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program and SAWS which was produced under a previous research project and is 
described in [14]) are described in deliverable D7.1. 

This document does not intend to replace the actual documentation for the 
packages which are all available, each with their own set of documentation, on 
the public websites of the ISSR group of the University of Kent.  

2.3 Functionality 

2.3.1 Standalone Server 

The standalone server software is written as an Axis2 SOAP server with ease of 
installation in mind and hence does not require a servlet container to run 
although people can use a servlet container if they value the services offered by 
such a container (such as more reliable SSL handling or load balancing).  

The service can be accessed with three different transport modes: HTTP, HTTPS 
and HTTPS with required client authentication. Both HTTPS modes do not seem 
to work reliably when not using a servlet container. The HTTP transport mode is 
mainly provided so that the functionality of the server can be easily tested but 
could also be useful in case HTTPS transport is not required, e.g. because the 
service is running behind a firewall and can only be accessed from ‘localhost’. 

The Credential Validation Service (T3-ACVS) part of the software is accessed 
through the following protocol [1], which is a profile of a SAML [2] attribute 
assertion carried by WS-Trust [3]. Basically the caller sends the service a SAML 
assertion containing any number of attribute statements, each attribute 
statement being an authorisation credential. These tokens can be presented in a 
number of formats, but the CVS always returns the valid and authentic 
attributes as XACML attributes. One enhancement that we have made to [1] is to 
allow the caller to choose which credential validation policy to use by including 
the policy name in the request. We have submitted this enhancement to the OGF 
for its consideration. At the last meeting of the OGF (Oct 2010) it was agreed to 
not update any of the Authz specifications at the current time, but rather to gain 
more implementation and experimentation experience, and to collect together full 
list of enhancements before updating the specifications. 

 The authorisation related part of the software (T3-PEP-AI, T3-PDP-M) can be 
accessed using the SAML 2.0 Profile of XACML, version 2 [4] which has been 
further profiled in [5]. The standalone server has  policy combination and 
(limited) conflict resolution features. It is possible to submit ‘sticky policies’ on a 
request (containing a RID) and subsequent requests using the same RID will 
then use these policies. When instructed to do so (by an obligation), the server 
will return sticky policies along with the authorisation response.   It also allows 
the PEP to choose which policy to use for decision making by passing it the policy 
name in the request when policy combination is not required. The 
ObligationsService is configurable using the Spring framework. This provides an 
extension point for the authorisation server in that it will execute any obligation 
for which the (compiled) code is available even if that code is not part of the 
software package itself.  
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Finally, the server also offers a pure XACML interface, which will respond to an 
XACML request context with an XACML response context. The XACML version 
used by the server is XACML version 2 [6]. Although XACML doesn’t exhibit the 
necessary security features required to make it secure in remote callout 
situations, this is still a useful interface to have because of its simplicity of use. It 
can therefore be used primarily for testing purposes to ensure that the 
authorisation infrastructure is working correctly, but the AIPEP functionality is 
unavailable when using this protocol. 

The standalone server is currently capable of supporting three different types of 
PDP:  

- Kent’s PERMIS PDP: accessible using WS-TRUST/SAML for credential 
validation and both the SAML/XACML profile and a pure XACML request 
context for authorisation decisions. 

- TUE’s Trust PDP: accessible using both the SAML/XACML profile and  
pure XAMCL request contexts 

- Sun’s XACML PDP: accessible using both the SAML/XACML profile and 
pure XACML request contexts. 

2.3.2 Secure Audit Trail for Web Services 

The SAWS software provides two modes of operation. Firstly, the actual logging 
service is available as an Axis2 SOAP web service exposing a single operation 
sendLogRecord expecting a base 64 encoded message. Secondly, the software 
can also be used through its Java API allowing for very fast audit logging from 
within a Java application.  

The package also provides the ability to query archived audit trails with 
database-like search queries using a graphical Java client. Work is in progress to 
provide the searching functionality as a web service as well. 

2.3.3 Delegation Issuing Service 

The Delegation Issuing Service acts as a SOAP web service and can either be 
accessed directly (when users have access to a PKI infrastructure) with any web 
service client. Alternatively, the web service may be accessed through a trusted 
proxy, so that authentication can be done via whatever method deemed fit for 
purpose. The software package includes a simple interface to the DIS written in 
PHP. In this case the web server hosting the PHP page will act as the trusted 
proxy and the authentication method is simple username/password 
authentication provided by the web server software. Additionally the software 
includes a simple command line client for direct access to the web service. 

When working in pull mode or combined pull/push, the Delegation Issuing 
Service requires an LDAP backend to store the delegated credentials. It is a little 
quirky that the implementation still requires the LDAP to be there even when 
working in push mode only. 
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The DIS supports (i.e. accepts and can generate) two different types of 
credentials, namely X.509 Attribute Certificates and SAML v2 assertions. 

2.3.4 Policy Editor 

Although ultimately all serving the same purpose, namely allowing the user to 
write a PERMIS policy without knowing the syntax of the PERMIS policy 
language, each component of the software has its own focus and modus operandi: 

- The Policy Wizard component (T3-POL-WIZ) guides the user through a 
series of screens by asking the user the ‘right’ questions on each screen. 
The user is able to create functional PERMIS policies, but may not be able 
to express the more advanced features of PERMIS policies. 

- The Controlled Natural Language component (T3-POL-NLP) is intended 
to let users express their policies in (a controlled subset of) the English 
language. Examples of valid sentences are provided with the software. On 
top of PERMIS policies, the CNLP component can also export policies in 
XACML and RDF format. 

- The Policy Editor itself (T3-POL-GUI) allows the user to express more 
advanced PERMIS policies, but the user now must choose the ‘correct’ 
tabs to work on. 

In all cases the user can inspect the content of their policy in XML or in the 
English language. The latter is achieved through an XSLT transformation of the 
underlying XML policy. 

2.4 Available Releases and Components 

2.4.1 Standalone Server 

The latest publicly available release of the Standalone Server software is always 
available from 
http://sec.cs.kent.ac.uk/permis/downloads/Level3/standalone.shtml. 

The TAS3 software pool contains the following releases: 

Component Version Comments 

T3-PEP-AI 0.1 First release exposing the correct web 
services interface. 

T3-PEP-AI 0.2 Internal refactoring of the code. 
First support for Sun’s XACML PDP. 
Start of supporting TUE’s Trust PDP. 
Limited (non-configurable) support for 
obligations. 

T3-PEP-AI 0.3 Full support for BTG policies. 
The ObligationsService is now 
configurable using the Spring 
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framework. 
Sun’s XACML PDP and TUE’s Trust 
PDP can be called using the 
SAML/XACML profile as well. 
First version including limited 
MasterPDP and dynamic creation of 
policies functionality. 
 

 

2.4.2 Secure Audit Trail for Web Services 

The latest publicly available release of the SAWS software package is always 
available from http://sec.cs.kent.ac.uk/permis/downloads/Level1/SAWS.shtml.  

The TAS3 software pool contains the following releases: 

Component Version Comments 

T3-LOG-SAWS 0.1 Initial version of the SAWS software 
package. Still using Axis1 

T3-LOG-SAWS 0.8 First version of SAWS software package 
running on Axis2. 

 

2.4.3 Delegation Issuing Service 

The latest publicly available release of the Delegation Issuing Service is always 
available from http://sec.cs.kent.ac.uk/permis/downloads/Level3/DIS.shtml. 

The TAS3 software pool contains the following releases: 

Component Version Comments 

T3-DEL 0.1 Version with only pull mode 
functionality. Running on Axis1. 

T3-DEL 0.2 Uses Axis2. 
Works in both push and pull mode.  
Supports privacy protecting delegation 
(delegation by invitation) 

 

2.4.4 Policy Editor 

The latest publicly available release of the Policy Editor is version 5.2.1 which is 
available from http://sec.cs.kent.ac.uk/permis/downloads/Level1/policy.shtml. 

The TAS3 pool contains the following releases: 
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Component Version Comments 

T3-POL-GUI 0.9  

T3-POL-GUI 0.91 Small improvements to user interface 
and natural language processing. 

T3-POL-GUI 0.92 Usability improvements to the GUI. 
New export formats XACML and RDF 
now supported. 
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3 Installation Guidelines 

3.1 Hardware and Software Prerequisites 

3.1.1 Standalone Server 

Installing the Standalone Server package requires the following components on 
your computer: 

- A recent JRE (Java Runtime Environment). Java 6 has been tested.  

For those wishing to deploy the service inside a servlet container, the following 
components are required as well: 

- A recent servlet container. Tomcat 5.5.31 has been tested. 

- An Axis2 WAR file. Axis2 1.5.1 has been tested. 

3.1.2 Secure Audit Trail for Web Services 

If you would like to run SAWS as a web service you need the following 
components: 

- A recent JRE (Java Runtime Environment). Java 6 has been tested. 

- A recent servlet container. Tomcat 5.5.27 has been tested. 

- An Axis2 WAR file. Axis2 1.5.1 has been tested. 

If you would like to compile and run the SAWS client delivered with the package 
you will need: 

- A recent JDK (Java Development Kit). Java 6 has been tested. 

- The Java libraries included with a recent Axis2 standard binary 
distribution. Axis2 1.5.1 has been tested. 

If you would like to use the SAWS Java API, then you will need: 

- A recent JDK. Java 6 has been tested. 

  

3.1.3 Delegation Issuing Service 

To install the web service part of the delegation issuing service, you will need the 
following: 

- A recent JRE (Java Runtime Environment). Java 6 has been tested. 

- A recent servlet container. Tomcat 5.5.31 has been tested. 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 15 of 38 

- An Axis2 SOAP engine, version 1.5.1 has been tested. 

- Read/write access to an LDAP v3 server. 

To install the example PHP client for making proxy requests via Apache, you will 
need the following: 

- A recent web server with PHP module, mod_ldap and mod_proxy 
installed.  

- Access to an LDAP server holding the login credentials of the users 
(delegators). 

3.1.4 Policy Editor 

A Java JRE version 5 or higher is required to run the Policy Editor software. 

In principle the software should be completely platform independent (it depends 
on the Java platform) but has been confirmed to work on both recent Windows 
and Linux installations. 

3.2 Installation and Configuration Instructions 

3.2.1 Standalone Server 

An out-of-the-box installation of the Standalone Server software package is 
extremely simple and requires three steps: 

1. Download the zip folder containing the software to the directory of your 
choice. 

2. Endorse the XML libraries by copying them to the relevant folder of your 
JRE installation. The relevant folder depends on your exact setup but 
should be something like: $JAVA_HOME/jre/lib/endorsed. 

3. Start the server. On Linux this involves making the file standalone.sh 
executable and running it. On Windows this involves running 
standalone.bat (probably by double-clicking it). In both cases the 
server will have been started with the default supplied configuration. 

Details of how to adapt the configuration file can be found in the actual software 
documentation [7]. 

Those wishing to install the service in a servlet container have to take the 
following steps: 

1. Install a servlet container (e.g.Tomcat) and endorse the supplied XML 
processing libraries in the servlet container. 

2. Install the Axis2 servlet in the container. This should be as simple as 
dropping the Axis2 web archive in the relevant directory of the servlet 
container (e.g. webapps on Tomcat). 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 16 of 38 

3. Copy the Axis Archive (.aar) file in the package to the services folder of 
the Axis2 servlet.  

4. Edit the META-INF/services.xml file inside the .aar file so that the 
configFile and log4jConfigFile parameters point to the main 
configuration and log4j properties file respectively. 

The configuration file should be edited as detailed in the standalone installation 
guide [7]. 

3.2.2 Secure Audit Trail for Web Services 

The main steps in installing SAWS as a web service are: 

1. Installing a servlet container (e.g. Tomcat) with an SSL connector 
enabled. The SSL connector should be configured so that client 
authentication is required. 

2. Installing Axis2 in the servlet container. This should be as simple as 
dropping the Axis2 web archive in the relevant directory of the servlet 
container (e.g. webapp on Tomcat). 

3. Configure the SAWS configuration file saws.xml to your liking. 

4. Do a first time initialisation of SAWS by running the relevant 
SawsServer script multiple times and working through the different 
options. On Linux the script is called SawsServer.sh while on Windows 
it is SawsServer.bat. 

5. Copy the files saws.xml and saws.properties into the servlet 
container where they can be found by the SAWS web service. Edit the 
saws.xml file so that it now runs in webservice mode. 

The SAWS user guide [8] explains these steps in much more detail. It also 
provides all the necessary information about the content of the SAWS 
configuration file saws.xml. 

3.2.3 Delegation Issuing Service 

The main steps involved in installing the web service part of the delegation 
issuing service are: 

- Install and configure the LDAP backend for holding the delegated 
credentials 

- Install a servlet container (e.g. Tomcat) with an SSL connector enabled. 
The SSL connector should be configured so that client authentication is 
required. Tomcat’s native library should be enabled, otherwise the SSL 
connector seems to interfere with one of the libraries required by the DIS. 

- Install an Axis2 servlet into the servlet container. 
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- Edit the DIS configuration file dis.cfg to your liking and deploy the DIS 
web service by copying the DIS’ .aar file into the services directory of the 
Axis2 servlet.  

If you would like to install the sample PHP client for doing proxy based 
delegation then you will need to do the following additional steps. 

- Install and configure an authentication mechanism for use with Apache, 
e.g. LDAP authentication. 

- Install and configure Apache web server with SSL enabled. You should 
also have PHP and mod_proxy enabled. 

- Edit the configuration file proxysigning.cfg of the sample PHP client 
and install the PHP files where the web server can find them. 

The DIS installation guide [9] covers these steps in much more detail. 

3.2.4 Policy Editor 

After downloading and unzipping the software package you may run the software 
as follows depending on your platform: 

- Windows: double-click the file pe.bat 

- On other platforms, issue the following command from within a terminal: 
java –jar policyEditor.jar. This command has to be run from the 
directory containing the file policyEditor.jar as its manifest depends 
on the libraries included in the include folder of the unzipped software. 

3.3 Running the Tests 

All software developed by is available from their publicly available SVN located 
at http://projects.cs.kent.ac.uk/projects/permis/svn Users can 
check out the source code corresponding to their distribution from the 
tags/releases folder of this SVN repository.  

After obtaining the iaik_jce.jar library [10] and putting it in the lib folder of 
the checked out source, they can then run the set of regression tests for 
themselves. This is done by issuing the command ant clean compile test 
junit from within the build directory. After some time a success message 
should then be printed on the console1. 

3.3.1 Standalone Server 

The Standalone Server software package comes with a usable default 
configuration file (permis.xml). Leaving this file untouched and simply starting 
the server should reveal that the service is now listening on port 1104. The 
                                                 
1 If you are not on the Kent network the CoordTest will fail because of the database 
used by this test not being available to the outside world. You can safely ignore this as 
long as all other tests report success. 
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easiest way to verify this is to navigate a browser to 
http://your.host.here:1104/. This should then display a page generated 
by Axis2 showing the three available operations. 

Secondly, the software package comes with a number of different requests that, 
when used with the default configuration, have the ‘expected answer’ in their 
name. These example requests messages are located in the folder called Example 
Request Messages. For example, the request XacmlRequest-GRANT.xml in 
the XACML folder should give a ‘Grant’ answer when using the default 
configuration file. Of course, requests to the CVS don’t have such a simple 
Grant/Deny answer, but the expected answer for these requests (contained in 
WS-TRUST folder) have a matching text file with the expected returned 
attributes. 

3.3.2 Secure Audit Trail for Web Services 

Appendix C of the SAWS user guide [8] describes ‘Acceptance Tests’ for both 
SAWS as a Java API and SAWS as a web service. 

3.3.3 Delegation Issuing Service 

After installing the software, users should go download the ‘acceptance tests’ 
document available from the URL http://sec.cs.kent.ac.uk/permis/documents/dis-
acceptance-tests.pdf to confirm that their installation of the Delegation Issuing 
Service is working as expected. It is paramount that the tests are executed in the 
order described in the document. 

3.3.4 Policy Editor 

Being a standalone GUI component, the Policy Editor does not have any tests 
associated with it. 
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4 How to Use the Software 

4.1 Tutorial 

4.1.1 Standalone Server 

The Standalone Server software package comes with a default configuration file 
which is usable out of the box, so the user can get started easily. 

The standalone user guide gives the meaning of the available different XML 
configuration elements and attributes, but most if not all of the configuration 
should be very straightforward. For the harder bits (e.g. the ones that require the 
Spring framework) example configuration files are supplied with the package. 

In fact, the hardest bit of configuring the Standalone Server correctly is writing 
the policies correctly. The art of policy writing is outside the scope of this 
document. 

4.1.2 Secure Audit Trail for Web Services 

After the software has been installed, the SAWS logging web service can be 
called just like any other web service, except maybe for the fact that client 
authentication is required so the client will need to have its own SSL certificate 
(and matching private key). The SAWS software package comes with a complete 
set of testing keys and certificates that alleviate the need to have (or generate) 
‘proper’ keys and certificates when first testing the service. 

The SAWS software client comes with a simple command line demonstration 
client, but of course it is equally simple to use a program like soapUI [11] if you 
are just starting out with SAWS. 

Being a GUI, the SAWS Viewing Tool should be quite intuitive to use; 
nevertheless section VI of the SAWS user guide explains how to use this 
program. 

4.1.3 Delegation Issuing Service 

A publicly available demo of the Delegation Issuing Service is available at 
https://sec.cs.kent.ac.uk/dis.html. Trying out this demo will give users a better 
understanding of what they are trying to build. 

4.1.4 Policy Editor 

The Policy Editor (T3-POL-GUI) comes with a build-in tutorial that helps the 
user in getting started using the actual Policy Editor. The tutorial can be 
accessed by doing Help->PE Manual and then clicking on Policy Tutorial. 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 20 of 38 

5 Architecture 

For a description of the position of the various components in the overall TAS3 
architecture please refer to D2.1 [12]. 

5.1 Standalone Server 

The Standalone Server software package is central to the authorisation part of 
the TAS3 architecture. It implements the components in green from the figure 
below. 
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Figure 1. The Architectural Components of the Standalone 
Authorisation Server (in green) 

More information about the internal working of this software package can be 
found in the detailed design document [7]. 

5.2 Secure Audit Trail for Web Services 

Within the TAS3 world, each organisation has a duty to keep a local audit log in a 
secure fashion. The SAWS software package can be used to facilitate this audit 
requirement. More specifically, the SAWS software package provides the 
requirements I to VIII of Section 6.5 of [12]. The provision of requirement IX 
(authorised reading) will be available in the next release of the software package. 

Additional information about the SAWS design decisions and architecture can be 
found in this paper [14]. 
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5.3 Delegation Issuing Service 

The Delegation Issuing Service software package implements the requirements 1 
to 10 (with the exception of requirement 6) as mentioned in Section 6.1 of [13]. 
The TAS3 delegation requirements are mentioned in Section 3.3.of [12]. 

The internal architecture of the Delegation Issuing Service is depicted in Figure 
6.1 of [13] reproduced below for the convenience of the reader 
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Figure 2. The Delegation of Authority Web Service Architecture 
 

Figure 3 shows the integration of the DIS into the TAS3 architecture, along with a 
standard TAS3 IdP and TAS3 SP. In this scenario, privacy protected delegation 
has taken place, and the user (delegate) is known by a different permanent 
identity at the DIS to his other identities at the SP and IdP. 
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Figure 3. Integrating the DIS into the TAS3 Architecture 

 

5.4 Policy Editor 

As a standalone GUI component, the Policy Editor does not have a place in the 
networked TAS3 architecture. 
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6 API and Library Information 

6.1.1 Standalone Server 

The Standalone Server software package is meant to be deployed as a web 
service, so we will restrict ourselves here to the description of the web service 
interface. 

The web service exposes three different operations: 

- SAML2XACMLAuthzRequest for requesting an authorization decision 
using the SAML 2.0 Profile of XACML, Version 2 protocol 

- XACMLAuthzRequest for requesting an authorization decision using the 
pure XACML request/response context protocol.  

- WsTrustAuthzRequest for accessing the Credential Validation Service 

The web service is implemented in such a way that the XML schema type 
determines the operation that will be invoked. As such it is not necessary to 
specify the operation in the request. 

6.1.1.1 Authorisation Decisions 

Asking for an authorization decision using the SAML2XACMLAuthzRequest 
operation requires the use of the SAML 2.0 Profile of XACML, Version 2 as 
profiled in [5]. We will restrict ourselves to giving some examples here. 

In Figure 3 a XACMLAuthzDecisionQuery is shown having the following 
characteristics: 

- The subject is anonymous. This can be seen by the absence of an attribute 
with AttributeId of urn:subject-id2 within the <Subject> 
element. 

- The subject possesses a valid role of type permisRole with a value 
member. The fact that the role type is a permisRole can be seen by the 
use of the AttributeId urn:oid:1.2.826.0.1.3344810.1.1.14 
which is derived in the obvious way from the OID for the permisRole 
type as specified in the PERMIS policy. Note that when pushing in values 
in this way, the credential validation part of the PERMIS authorisation 
policy will not be checked again. It is assumed that this has been done 
already. 

- The action requested is GET. This follows from the specification of an 
attribute with an AttributeId of urn:action-id in the <Action> 
element of the actual <Request>. 

                                                 
2 urn:subject-id is shorthand for 
urn:oasis:names:tc:xacml:1.0:subject:subject-id. In an actual request of 
course the complete URI must be used. Where aiding readability, other attribute 
identifiers will be abbreviated in a similar way. 
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- The requested resource is the URL http://www.mysite.com/members/. This 
follows from the specification of a urn:resource-id in the <Resource> 
element of the <Request>. 

- The policy to use to evaluate the authorization request has the policy 
identifier mysite-policy. This follows from the value of the PolicyId 
attribute in the Policy element included in the request. When using a 
PERMIS policy for the authorisation the rule combining algorithm should 
always be set to urn:permit-overrides. 

When using the mysite-policy included with the software package, this 
request will lead to a Grant result. 

 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
 <soapenv:Header/> 
 <soapenv:Body> 
 <XACMLAuthzDecisionQuery xmlns="urn:xacml-saml:cd-01"3 
    ID="A2009-10-13T12.57.07" 
    Version="2.0" 
    IssueInstant="2009-10-13T12:58:12.209Z"> 
  <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
   <Subject> 
    <Attribute AttributeId="urn:oid:1.2.826.0.1.3344810.1.1.14" 
               DataType="http://www.w3.org/2001/XMLSchema#string"> 
     <AttributeValue>member</AttributeValue> 
    </Attribute> 
   </Subject> 
   <Resource> 
    <Attribute 
      AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
      DataType="http://www.w3.org/2001/XMLSchema#string"> 
     <AttributeValue>http://www.mysite.com/members/</AttributeValue> 
    </Attribute> 
   </Resource> 
   <Action> 
    <Attribute 
      AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
      DataType="http://www.w3.org/2001/XMLSchema#string"> 
     <AttributeValue>GET</AttributeValue> 
    </Attribute> 
   </Action> 
   <Environment/> 
  </Request> 
  <Policy xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
    PolicyId="mysite-policy" 
    RuleCombiningAlgId="urn:permit-overrides"4> 
   <Target/> 
  </Policy> 
 </XACMLAuthzDecisionQuery> 
 </soapenv:Body> 
</soapenv:Envelope> 

Figure 3 An anonymous subject with the validated ‘member’ role tries to GET 
the /members directory of www.mysite.com 

                                                 
3urn:xacml-saml:cd-01 is shorthand for 
urn:oasis:names:tc:xacml:2.0:profile:saml2.0:v2:schema:protocol:cd-01  
4 urn:permit-overrides is shorthand for urn:oasis:names:tc:xacml:1.0:rule-
combining-algorithm:permit-overrides 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 25 of 38 

As explained before, the request in Figure 3 will not lead to the credential 
validation part of the policy being checked again. This can be overcome by 
pushing in unvalidated credentials, e.g. in the form of Base64 encoded attribute 
certificates. 
Suppose that ABCD5 is the Base64 encoded form of an X.509 attribute certificate 
issued by cn=Fred,ou=www.mysite.com,c=gb to 
cn=David,ou=www.mysite.com,c=gb. Assume furthermore that this X.509 AC 
states that the holder (i.e. David) has been given the attribute (role) of type 
permisRole with value member by the issuer (i.e. Fred). 
Replacing the <Subject> element of Figure 3 with the <Subject> element 
shown in Figure 4 will still lead to a Grant result. However, if the 
urn:subject-id value were to be changed to 
cn=Stijn,ou=www.mysite.com,c=gb then access will be denied because the 
identity of the subject stated doesn’t match the holder of the X.509 attribute 
certificate. 
 
<Subject> 
 <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
            DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>cn=David,ou=www.mysite.com,c=gb</AttributeValue> 
 </Attribute> 
 <Attribute AttributeId="urn:oid:2.5.4.58" 
            DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>ABCD</AttributeValue> 
 </Attribute> 
</Subject> 

Figure 4 <Subject> element that will lead to the CVS being called and the X.509 
AC being validated. 

An example of using the pure XACML request/response context protocol can be 
obtained by replacing the Body of the SOAP envelope with the actual XACML 
request embedded in the <XACMLAuthzDecisionQuery> element. 
 

6.1.1.2 Submitting and Returning Sticky Policies 

It is possible to submit sticky policies together with an authorisation request. The 
sticky policies will then be used for this request and for any subsequent request 
using the same RID. (Note that the attribute identifier specifying the RID is 
specified in the AIPEP configuration file.) The sticky policies are to be carried in 
a <StickyPolicy> element with a schema described in [15] within the 
Extensions element of the <XACMLAuthzDecisionQuery> element. 

When the AIPEP notices that certain policies need to be attached to any data 
that will leave the calling service, it puts the sticky policies as an obligation in 
the XACML response which has the identifier 
http://sec.cs.kent.ac.uk/obligations/stickypolicyobligation  

                                                 
5 There is no point in showing the actual Base64 encoded String. One can find it in the 
example request messages. 
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6.1.1.3 Obtaining Validated Credentials 

Contacting the credential validation part of the service requires the use of the 
following profile[1], which is a profile of a SAML [2] attribute assertion carried by 
WS-Trust [3]. 

An example request using the push mode of operation is given in Figure 55. In 
this particular request, the CVS is asked to validate the credential pushed in for 
the subject CN=David,OU=www.mysite.com,C=gb. The value of the Dialect 
attribute indicates that it is a push request. The credential pushed in is encoded 
as a X.509 AC. This can be seen from the Name attribute on the 
saml:Attribute element which is stated as urn:oid:2.5.4.58. 

It is also possible to query the CVS in pull mode. In this case it is assumed that 
the standalone server software has been configured so that at least one credential 
location (e.g. an LDAP backend) is associated with the policy used to do the 
credential validation. In this case, no credentials need to be pushed in and it is 
sufficient to state the name of the subject of which the valid credentials are to be 
retrieved. In other words, the <Assertion> element will not contain any 
<AttributeStatement> elements. A pull request could thus be obtained from 
the push request shown in Figure 55 by replacing the value of the Dialect with 
http://www.ogf.org/authz/2008/06/CVS/pull and by removing the 
<AttributeStatement> and <Condition> elements from it.  

It is also worth noting how the use of the <PolicyReference> element specifies 
the OID of the policy to use to validate the credentials. If this element is not 
present then the default policy, as specified in the server’s configuration file will 
be used. 
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
 <soapenv:Header/> 
 <soapenv:Body> 
 <wst:RequestSecurityToken xmlns=http://www.w3.org/2001/XMLSchema 
   xmlns:wst=http://docs.oasis-open.org/ws-sx/ws-trust/200512/ 
   xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"> 
  <wst:TokenType> 
    urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML 
  </wst:TokenType> 
  <wsp:PolicyReference uri="mysite-policy"/> 
  <wst:RequestType> 
    http://schemas.xmlsoap.org/ws/2005/02/trust/validate 
  </wst:RequestType> 
  <wst:Claims Dialect="http://www.ogf.org/authz/2008/06/CVS/push"> 
   <saml:Assertion 
      ID="_167f2fa0-bd18-4c21-8221-86baee8b33f2" 
      IssueInstant="2009-12-07T14:53:50.754Z" 
      Version="2.0" xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"> 
    <saml:Issuer> 
      cn=A Permis Test User,o=permis,c=gb 
    </saml:Issuer> 
    <saml:Subject> 
     <saml:NameID 
       Format="urn:oasis:names:tc:SAML:2.0:nameid-format:X509SubjectName"> 
       CN=David,OU=www.mysite.com,C=gb 
     </saml:NameID> 
    </saml:Subject> 
    <saml:Condition NotBefore="Wed May 14 13:54:01 BST 2008" 
                    NotOnOrAfter="Thu May 15 13:54:15 BST 2010"/> 
    <saml:AttributeStatement> 
      <saml:Attribute Name="urn:oid:2.5.4.58"> 
        <saml:AttributeValue>ABCD</saml:AttributeValue> 
      </saml:Attribute> 
    </saml:AttributeStatement> 
   </saml:Assertion> 
  </wst:Claims> 
 </wst:RequestSecurityToken> 
</soapenv:Body> 
</soapenv:Envelope> 

Figure 5 Accessing the CVS with a push request. 

6.1.2  Secure Audit Trail for Web Services 

6.1.2.1 Logging Web Service 

The SAWS logging web service exposes a single operation called 
sendLogRecord. This operation expects a single argument, which is the 
Base64 encoded form of the message that has to be logged. For instance, the 
SOAP message displayed in Figure 6 will send the sentence “Logging to SAWS is 
easy”6 to the SAWS logging service. 

                                                 
6 TG9nZ2luZyB0byBTQVdTIGlzIGVhc3kK is the Base64 encoding of “Logging to SAWS 
is easy” 
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<soap:Envelope xmlns:soap=http://www.w3.org/2003/05/soap-envelope 
     xmlns:xsd="http://sec.cs.kent.ac.uk/saws/xsd"> 
  <soap:Header/> 
   <soap:Body> 
    <xsd:sendLogRecord> 
      <xsd:args0>TG9nZ2luZyB0byBTQVdTIGlzIGVhc3kK</xsd:args0> 
    </xsd:sendLogRecord> 
   </soap:Body> 
</soap:Envelope> 

Figure 6 Example SOAP message to a SAWS logging service. 

If the message has been successfully logged by the SAWS service a message 
similar to the one in Figure  will be returned. This is a serialised version of the 
issrg.SAWS.RecordStatus class. The important part here is to not that the 
<status> element has a value of zero. This signifies that the message has been 
successfully recorded by SAWS. In this case the <description> element just 
gives the serial number of the recorded message. 
A failure to record the message would be indicated by having a <status> 
element with a value equal to minus one. The <description> element then 
gives the error code of the reason why the logging failed. A full list of all the error 
codes together with their description can be found in Appendix E of the SAWS 
user guide. 
 
<soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope"> 
  <soapenv:Body> 
   <ns:sendLogRecordResponse xmlns:ns="http://sec.cs.kent.ac.uk/saws/xsd"> 
    <ns:return xsi:type="ax23:RecordStatus" 
       xmlns:ax23="http://SAWS.issrg/xsd" 
       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
      <ax23:description>103</ax23:description> 
      <ax23:status>0</ax23:status> 
    </ns:return> 
   </ns:sendLogRecordResponse> 
  </soapenv:Body> 
</soapenv:Envelope> 

Figure 7 Example SOAP message returned by the SAWS logging service. 

6.1.2.2 Using the SAWS logging API 

After installing the SAWS library and configuring SAWS’ configuration file 
saws.xml correctly, together with the saws.properties file, it is possible to 
record a SAWS audit trail from within your Java application as well as to read 
existing audit trails. 

The relevant Java classes are situated in the issrg.SAWS package. The classes 
you need to get started are: 

- issrg.SAWS.SAWSServer: contains the functionality to send log records 
(messages) to the audit trail. Also contains methods to read the audit 
trail. 

- issrg.SAWS.RecordStatus: contains the status of a logging request. Is 
returned from the sendLogRecord method on SAWSServer. 
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- issrg.SAWS.RecordBlock: contains the message bytes of a logged 
message along with a byte indicating the user ID of the original logger. 
The readOneLogFile method on SAWSServer returns a 
java.util.Vector of these objects. 

The example program in Figure 8 illustrates the use of the SAWS API in your 
Java program. It is shown how to construct a SAWSServer and how to use this 
object to then read all the previously recorded messages by calling 
sawsReadOneLogFile repeatedly until null is returned. Next, it is shown how 
to start the server so that it is ready for recording and the message “Logging to 
SAWS is easy” is recorded through the use of sendLogRecord. The returned 
RecordStatus object is inspected and a message printed accordingly. Finally 
the audit trail and the server are closed down in an orderly fashion by calling 
closeLog. 

import java.util.Vector; 
import issrg.SAWS.SAWSServer; 
import issrg.SAWS.RecordStatus; 
import issrg.SAWS.RecordBlock; 
 
public class SawsTest { 
  public static void main(String [] args) { 
   SAWSServer sw = new SAWSServer(1); 
   Vector<RecordBlock> v = null; 
   /* Here is an example to show how to read all log records  
      from the secure audit trail. */ 
    while ((v = sw.sawsReadOneLogFile()) != null) { 
     for (RecordBlock rb : v) { 
      System.out.println("Content of this record is: " 
        + new String(rb.getRecord())); 
     } 
    } 
   /* Start the server so that we can record message. */ 
   sw.sawsStart(); 
   RecordStatus rs = sw.sendLogRecord( 
       “Logging to SAWS is easy”.getBytes()); 
   if (rs.getStatus() == 0) { 
     System.out.println(“Successfully logged message”); 
   } else { 
     System.out.println(“Something went wrong “); 
   } 
   sw.closeLog(); 
  } 
} 
 

Figure 8 A small example program illustrating the use of the SAWS API. 

6.1.3 Delegation Issuing Service 

6.1.3.1 Proprietary Interface 

The delegation issuing service is only meant to be used as a web service. The 
following Java method signatures form the basis for the operations exposed: 

- String storeACForMe(String base64EncodedCertificate) This 
method will store the X.509 AC in the correct entry in the backend LDAP 
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server, provided the content of the X.509 AC is in accordance with the 
delegation policy in place. 

- String delegateForMe( 
               String holderDN,  
               String[] roleValues,  
               String roleType,  
               String from, String to,  
               String assertion, 
               int depth) 
This method is an actual delegation method. The holderDN parameter 
holds the distinguished name of the intended delegate.  
The roleType parameter specifies the type of the attributes to be 
delegated (e.g. permisRole) while the roleValues array gives the 
values of that type that should be delegated. 
The from and to parameters specify the start and end date of the 
delegation respectively given in the following format YYYY.MM.DD.  
The value of the assertion parameter should either be can or cannot. 
When the value is can it means that the delegate will be able to assert the 
received privileges, when it is cannot the delegate cannot assert these 
privileges, but may be able to delegate them further.  
Finally, the depth parameter limits the length of the delegation chain, 
with -1 signifying that no delegation is possible. A value of zero means 
unlimited delegation and any positive value just signifies the actual 
delegation depth limit.  
The careful reader will have noticed that the distinguished name of the 
issuer is not mentioned anywhere; indeed the distinguished name of the 
issuer is determined from the subject/holder field of the client SSL 
certificate. 

- String delegateByProxy( 
               String issuerDN 
               String holderDN,  
               String[] roleValues,  
               String roleType,  
               String from, String to,  
               String assertion, 
               int depth) 
This is the method for using the delegation by proxy model. In this case 
the issuer’s distinguished name is mentioned as one of the parameters. 
However, the DIS web service should be configured so that it trusts the 
holder/subject of the client SSL certificate to state who the actual issuer 
is. If this is the case the issuer is taken from the issuerDN parameter and 
all other parameters have exactly the same meaning as in the 
delegateForMe method.  

- String[] searchForMe(String requestorDN, String holderDN) 
The purpose of this method is to search the LDAP backend for the X.509 
ACs of the user represented by the holderDN parameter. If the holder of 
the SSL client certificate of the caller matches the requestorDN 
parameter then the search is performed immediately, otherwise it is 
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checked first whether the caller is one of the trusted proxies configured in. 
The returned value is an array of Base64 encoded X.509 ACs that the 
requestor is allowed to see. 

- String revokeACForMe(String base64EncodedCertificate) 
This method revokes the certificate passed as the parameter of the 
method on the condition that the caller (as determined by the subject field 
of the client SSL certificate) is allowed to do so. The returned String 
gives information about whether or not the revocation succeeded. 

- String[] revokeForMe( 
             String requestorDN, 
             String holderDN, 
             String[] issuerDN, 
             String[] serials) 
This method revokes a number of X.509 ACs, which all belong to the same 
holder (holderDN), but may have different issuers (issuerDN) and serial 
numbers (serials). The returned array of String will give information 
about each revocation. 

- String[] delegateForMePullMode( 
               String delegateeDN,  
               String[] roleValues,  
               String roleType,  
               Calendar startTime, Calendar endTime,  
               boolean canAssert,  
               int deep,  
               String credDirection,  
               String credFormat) 
This method is an enhanced version of delegateForMe. It allows the 
delegation credential to be stored and/or returned (delegateForMe only 
stores the credential). This can be specified in the credDirection 
parameter: "STORE_ONLY" means the delegation credential will be 
stored; "RETURN_ONLY" means the delegation credential will be 
returned; "STORE_AND_RETURN" means the delegation credential will 
be both stored and returned. The format of the delegation credential can 
also be specified (delegateForMe only supports X.509 ACs). This can be 
specified in the credFormat parameter: "X509AC" for X.509 ACs and 
"SAML2_ASSERTION" for SAML 2.0 assertions. The method returns a 
String array of length two. The string in the first position is exactly the 
same as what delegateForMe would have returned. The string in the 
second position is the delegation credential, if requested, encoded in 
Base64 format. 

- String[] delegateForMePushMode( 
               String delegateeDN,  
               String[] roleValues,  
               String roleType,  
               Calendar startTime, Calendar endTime,  
               boolean canAssert,  
               int deep,  
               String credDirection,  
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               String credFormat,  
               String[] pushedCreds, 
               String[] pushedCredFormats) 
This method is similar to delegateForMePullMode, but allows 
credentials to be pushed to the DIS. Credentials to be pushed should be in 
the pushedCreds array. Each credential can be either a X.509 AC or 
SAML 2.0 assertion, encoded in Base64 format. The format of  each 
pushed credential has to be specified in the corresponding 
pushedCredFormats array: "X509AC" for X.509 AC and 
"SAML2_ASSERTION" for SAML 2.0 assertion. 

- String[] delegateByProxyPullMode( 
               String delegatorDN, 
               String delegateeDN,  
               String[] roleValues,  
               String roleType,  
               Calendar startTime, Calendar endTime,  
               boolean canAssert,  
               int deep,  
               String credDirection,  
               String credFormat) 
This method is an enhanced version of delegateByProxy. It has the 
same features of delegateForMePullMode.  

- String[] delegateByProxyPushMode( 
               String delegatorDN, 
               String delegateeDN,  
               String[] roleValues,  
               String roleType,  
               Calendar startTime, Calendar endTime,  
               boolean canAssert,  
               int deep,  
               String credDirection,  
               String credFormat,  
               String[] pushedCreds, 
               String[] pushedCredFormats) 
This method is the proxy model version of delegateForMePushMode. 

- String issueShortLivedCredForMe( 
               String roleType,  
               String[] roleValues,  
               Calendar startTime, Calendar endTime,  
               String credFormat) 
This method allows users to be issued a short lived credential from one or 
more long lived ones that they hold. The method returns the credential, in 
the requested format, encoded in Base64 format.  

- String issueShortLivedCredByProxy( 
               String requesterDN, 
               String roleType,  
               String[] roleValues,  
               Calendar startTime, Calendar endTime,  
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               String credFormat) 
This method is the proxy model version of issueShortLivedCredForMe.  

- String delegateByInvitation( 
               String requesterDN, 
               String roleType,  
               String[] roleValues,  
               Calendar startTime, Calendar endTime,  
               boolean canAssert 
               intMaxDelegationDepth) 
This method allows users to delegate one or more of the roles they hold to 
a delegate whose real identity is never known to the service. The method 
returns a cryptographically secure pseudorandom number (the secret). 
The delegator then gives the secret to the intended delegate by any 
means, e.g. email. The delegate can then use the presentInvitation 
method to receive the delegation.  

- String[] presentInvitation( 
               String requesterDN, 
               String secret,  
               String credDirection,  
               String credFormat) 
This method allows users to present a secret that was returned from a call 
of delegateByInvitation in exchange for a credential of the original 
delegation. The method returns a String array similar to 
delegateForMePullMode. 

6.1.3.2 DIS-AA 

As shown in Figure 3, the DIS also exposes the DIS-AA interface which can be 
queried with standard SAML v2 <AttributeQuery> messages. At the backend 
this translates into a call of  ‘issueShortLivedCredByProxy’. The service 
responds with s SAML v2 <Reponse> element containing an Assertion which in 
turn contains the <AttributeStatement> elements. 

 

6.1.4 Policy Editor 

Being a standalone GUI component, the Policy Editor doesn’t expose an 
externally usable API. 
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7 License Information 

All software produced by the ISSR group at the University of Kent is released 
under the following modified BSD license. 

/* 
 * Copyright (c) 2009, University of Kent 
 * All rights reserved. 
 * 
 * Redistribution and use in source and binary forms, with or without  
 * modification, are permitted provided that the following conditions are met: 
 * 
 * Redistributions of source code must retain the above copyright notice, this  
 * list of conditions and the following disclaimer. 
 *  
 * Redistributions in binary form must reproduce the above copyright notice,  
 * this list of conditions and the following disclaimer in the documentation  
 * and/or other materials provided with the distribution.  
 * 
 * 1. Neither the name of the University of Kent nor the names of its  
 * contributors may be used to endorse or promote products derived from this  
 * software without specific prior written permission.  
 * 
 * 2. THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS   
 * IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
 * THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR  
 * PURPOSE ARE DISCLAIMED.  
 * 
 * 3. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE  
 * LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR  
 * CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF  
 * SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS  
 * INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN  
 * CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)  
 * ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE  
 * POSSIBILITY OF SUCH DAMAGE. 
 * 
 * 4. YOU AGREE THAT THE EXCLUSIONS IN PARAGRAPHS 2 AND 3 ABOVE ARE REASONABLE 
 * IN THE CIRCUMSTANCES.  IN PARTICULAR, YOU ACKNOWLEDGE (1) THAT THIS 
 * SOFTWARE HAS BEEN MADE AVAILABLE TO YOU FREE OF CHARGE, (2) THAT THIS 
 * SOFTWARE IS NOT "PRODUCT" QUALITY, BUT HAS BEEN PRODUCED BY A RESEARCH 
 * GROUP WHO DESIRE TO MAKE THIS SOFTWARE FREELY AVAILABLE TO PEOPLE WHO WISH 
 * TO USE IT, AND (3) THAT BECAUSE THIS SOFTWARE IS NOT OF "PRODUCT" QUALITY 
 * IT IS INEVITABLE THAT THERE WILL BE BUGS AND ERRORS, AND POSSIBLY MORE 
 * SERIOUS FAULTS, IN THIS SOFTWARE. 
 * 
 * 5. This license is governed, except to the extent that local laws 
 * necessarily apply, by the laws of England and Wales. 
 */ 

 

Figure 9 Software license governing the software produced by the ISSR group 
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8 Roadmap and Conclusions 

8.1 Standalone Server 

Although the Standalone Server software package already fulfils many useful 
security features, there still remain some things to be done. 

 Future releases will have sticky policy management built in. At the moment 
users only have to ability to submit sticky policies to the authorisation server 
which will then subsequently be used. However, there is a clear need for users to 
be able to remove and/or update sticky policies from the authorisation server. We 
envisage an architecture in which the authorisation server is a consumer of bus 
messages and receives notification of policy updates and/or removals through 
messages sent on this bus. 

We expect to improve the conflict resolution mechanism used by the Master PDP, 
both by implementing additional conflict resolution algorithms (such as most-
specific-overrides), but also by having a dynamic conflict resolution policy 
determination rather than the static one currently available. 

Pluggable security modules will be written that will do additional security checks 
on the incoming authorization requests to check e.g. freshness of the request as 
well the signature on it. This will be so that authorisation servers who deem 
these checks unnecessary (because they are behind a corporate firewall for 
example) should not need to endure the overhead caused by them. 

8.2 Secure Audit Trail for Web Services 

The logging interface of the SAWS service is mature and will remain stable. The 
main enhancements to the SAWS software package will be the addition of a web 
services based searching mechanism (as opposed to searching the logs through 
the thick client which is the SAWS Viewing Tool). Proper care will be taken to 
design appropriate authorisation and filtering mechanisms into this web service. 

We expect the SAWS searching web service to be based upon the following Java 
interface. 

public interface LogSearcherWS { 
  /* Searches the complete audit trail. */ 
  Document searchWithXQuery(String xQuery); 
  /* Searches a single log file of the audit trail. */ 
  Document searchWithXQuery(String xQuery, String logFile); 
  /* Searches the audit trail but tries to limit itself to 
     records logged between start and end. */ 
  Document searchWithXQuery(String xQuery, Date start, Date end); 
  /* Searches the audit trail, starting from the given file and  
     including depth additional files. */ 
  Document searchChainWithXQuery( 
    String xQuery, String logFile, int depth); 
  /* Searches the audit trail starting from the given log file. */ 
  Document searchChainWithXQuery(String xQuery, String logFile); 
} 
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8.3 Delegation Issuing Service 

The following enhancements will be made in further release: 

- Adding support for role based delegation rules, this is, allowing delegation 
based on the roles a subject possesses rather than its identity. 

- Allowing trusted Sources of Authority not in the possession of a private 
signing key to delegate roles through the Delegation Issuing Service. 

- Allow the delegation of tasks, which are more fine grained than roles 

8.4 Policy Editor 

The Policy Editor is already a fairly mature software component. For future 
releases we plan: 

- To further increase the capabilities of the controlled natural language 
processing engine, 

- to further improve the user interface as users provide us with feedback, 

- to do a major internal refactoring of the code so that it uses the Model-
View-Controller (MVC) design pattern. 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 37 of 38 

9 References 

[1] David Chadwick, Linying Su. “Use of WS-TRUST and SAML to access a 
Credential Validation Service”. GFD.157. 13 November 2009. Available from 
http://www.ogf.org/documents/GFD.157.pdf. 

[2] OASIS. “Assertions and Protocol for the OASIS Security Assertion Markup 
Language (SAML) V2.0”, OASIS Standard, 15 March 2005  

[3] OASIS, “WS-Trust 1.3”, OASIS Standard, 19 March 2007 

[4] OASIS. "SAML 2.0 Profile of XACML, Version 2.0". Committee Draft 1, 16 
April 2009 

[5] David W Chadwick, Linying Su, Romain Laborde. “Use of XACML Request 
Context to Obtain an Authorisation Decision”. GFD.159. 13 November 2009. 
Available from http://www.ogf.org/documents/GFD.159.pdf 

[6] OASIS “eXtensible Access Control Markup Language (XACML) Version 
2.0”OASIS Standard, 1 Feb 2005 

[7] G. Inman, D. Chadwick “Design and Implementation of the Standalone 
Authorisation Server” ISSRG, University of Kent 

[8] http://sec.cs.kent.ac.uk/permis/downloads/Level1/SAWS.shtml 

[9] http://sec.cs.kent.ac.uk/permis/downloads/Level3/DIS.shtml 

[10] http://jce.iaik.tugraz.at/ 

[11] http://www.soapui.org/  

[12] TAS3 Architecture, TAS3 Deliverable D2.1, Version 23. 30 June 2010 

[13] D7.1 Design of Identity management, Authentication and Authorization 
Infrastructure, TAS3 deliverable D7.1 Version 3.0 Dec 2010.  

[14] Wensheng Xu, David Chadwick, Sassa Otenko. “A PKI based secure audit 
web service”. IASTED Communications, Network and Information Security 
CNIS, November 14 - November 16, 2005, Phoenix, USA 

[15] StickyPAD and StickyPolicy schema: 
http://sec.cs.kent.ac.uk/permis/documents/StickyPAD8.xsd 

 

 

 

 

 



  TAS3 Deliverable 7.2, Version 2.0 Dec 23, 2010 

TAS3_D07p2_Open_Source_Software_V2p00.doc Page 38 of 38 

 

 

Amendment History 

Ver Date Author Description/Comments 
0.1 2009-12-09 S. Lievens First draft of deliverable 

0.2 2009-12-11 S. Lievens David’s changes accepted. References 
updated. Minor updates 

1.0 2009-12-28 S. Lievens Status changed to public. Minor updates. 

1.0.1 2009-12-30 D.Chadwick General tidying up 
2.0 2010-12-23 S. Lievens First draft of version 2.0 
    
    
    
    
    
 


