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1 Executive Summary 
The final cycle of this deliverable focuses not only on technical testing and 
evaluation of the results, but also on Usability and Trust Perception, following 
the recommendations of the previous reviews. However the test strategy based on 
the XACML specifications is also included in this deliverable, as was announced 
in the previous iteration of the Pilot evaluation report.  
With regard to the evaluation of Usability and Trust perception,  the 
employability demonstrators from the Netherlands and the UK have been 
integrated into one overall demonstrator and was used to test these aspects, 
while the Healthcare demonstrator was evaluated following the XACML route. 
In this deliverable we first explore the Usability and Trust Perception aspects, 
which have been approached from both the usability expert’s and the user’s 
perspective. Advanced Laboratory tests − where representative users were 
guided by usability experts to perform user walkthroughs of the TAS³ aspects of 
the employability demonstrators − and more classical techniques, such as 
surveys, have been used to obtain the measurements to evaluate both aspects. 
In addition, given the importance of user centricity, allowing the user to manage 
some aspects of the TAS³ architecture the Healthcare demonstrator also 
concentrated on these aspects. User centricity was initiated in the previous 
version of the Healthcare demonstrator. The development work undertaken in 
WP10 for X-CREATE was used to evaluate (test and feedback analysis) the 
soundness of the policies expressing the user’s choices about how to share 
personal sensitive medical data securely.  
This functional division of the demonstrators was a deliberate choice made with 
the aim of demonstrating the different aspects clearly, in order to be able to 
evaluate each aspect separately. Policies were, of course, also included in the 
employability demonstrator and, equally, usability aspects were also taken into 
account in the Healthcare demonstrator. 
In concluding the project, we felt it important to express the observations 
collected in the course of the work in a way that could allow future similar work 
to benefit from this experience. The Lessons Learned section of this deliverable 
therefore translates the view of the implementers when using and integrating 
the TAS³ architecture within existing User Applications and available services in 
the marketplace. 
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2 Reading Guide 
This deliverable includes extensive Appendices which illustrate in detail how the 
evaluation of all aspects was conducted. 
In Chapter 3 : Usability and Trust Perception, we explain the approach, describe 
the tests conducted and discuss the results. Special attention is given to the 
impact on the TAS³ architecture and the feedback to the Description of Work. 
Chapter 4: Policy Testing, Healthcare includes the X-CREATE test strategy detail 
description, the test plan used for the Healthcare demonstrator and the 
presentation of the results obtained. 
Chapter 5: Lessons Learned attempts to summarise the observations related to 
implementation work that were collected during the project. The analysis for 
each observation shows where we tried to identify the origin, the cause and the 
possible explanation for why it happened. 
Appendix A: Usability comprises a number of screenshots taken from the video 
recordings made during user testing sessions. The complete recording has been 
uploaded to the TAS³ wiki. 
Appendix B: Scenarios describes the employability scenarios used in the NL-UK 
employability demonstrator. 
Appendix C: Trust perception Model and Survey contains a detailed report and 
study on Trust perception. Analysis of the User Survey is also included here. 
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3 Usability and Trust Perception 

3.1 Approach 
There exist a number of structured methodologies for usability and user-centred 
design. While these vary in their emphasis and approach, it is nonetheless 
possible to identify three main types of evaluation method: testing, inspection 
and inquiry.  
 
In the Testing approach, representative users work on typical tasks using the 
system (or the prototype) and evaluators use the results to see how the user 
interface supports the users to do their tasks. In the Inspection approach, 
usability specialists (and possibly also software developers, users and other 
professionals) examine usability-related aspects of a user interface. In the 
enquiry approach, usability evaluators obtain information about users' likes, 
dislikes, needs, and understanding of the system by talking to them, observing 
them using the system in real work (not for the purpose of usability testing), or 
letting them answer questions verbally or in written form.  
 
Under guidance from the project’s external usability consultant, rather than 
following any one specific methodology, we chose to adopt a hybrid approach to 
evaluating and promoting usability that encompassed elements of all three of the 
above.  

3.1.1 Persona development 

Personas are fictional characters created to represent the different user types 
which a system is targeted at. They consider the goals, desires and 
limitations of particular user types and put a ‘human’ face on otherwise 
abstract data, thereby facilitating communication and consideration of user 
needs and responses. For TAS³ we developed key ‘personas’ under the 
guidance of the project’s usability consultant, drawing on demonstrator 
partners’ experience of real users and distilling these into a set of defined 
characteristics. The resulting two detailed personas, ‘Charlie’ and ‘Anna’, 
representing the ‘everyday’ TAS³ user and the ‘power’ user, were further 
validated through consultation with the wider project team and used as a 
reference point for interface design.  

3.1.2 Expert review  

This involves bringing in groups of experts with experience in the field to 
evaluate usability. We used the specialist team from the City University 
Human Computer Interaction Design laboratory to evaluate and comment on 
both UK and NL employability demonstrator systems and designs during the 
course of their development.  
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3.1.3 User Walkthrough 

This involves observation of naïve users during the course of their interaction 
with the system. For the NL employability pilot, scenarios and tasks were 
developed for testing with users, via a set of clickable wireframes. Screen 
audio and video capture were used during testing to help identify usability 
problems and made recommendations for improvements.  

3.1.4 User lab tests 

We carried out lab tests of interface designs for the user portal, the input 
screens for the NL and UK processes, the IDP login screen and the policy 
editor. This was done iteratively during the design process to allow user 
feedback to be taken into account incrementally. Examples of report feedback 
for testing on the policy editor interface are given in appendix A.  

3.1.5 Surveys 

To investigate wider user attitudes and responses we developed 
questionnaires and conducted both online and paper surveys to achieve both 
qualitative and quantitative results. This is discussed in more depth later in 
this document. 

3.2 Introduction 
The objective of the Employability Demonstrators has been to prove the generic 
applicability of the TAS³ trust infrastructure for exchanging and managing 
personal information in a variety of realistic scenarios. Because end users are 
very important, we have drawn on real-life scenarios with a focus on user needs, 
usability and trust perception. We have made use of four different scenarios (see 
appendix B) in which the TAS³ architecture and components have been tested, 
demonstrated and experienced by users in live sessions.  
 
We carried out a quantitative survey, live demonstrations and workshops with 
real users, as well as conducting usability tests, asking the users about their 
experience with the system and inviting further feedback. 
The numbers of users involved were:Trust perception survey: 335 participants 

• User lab test: 6 participants 
• Workshops: 20 participants 
• Live demonstrations: 202 participants 

 
When Where What Scenario Participants 

19-01-2010 MISCconference, 
London 

Demonstration Mass Layoff 24 

06-07-2010 Learning forum, 
London 

Demonstration Mass Layoff 34 

09-01-2011 Interaction Lab, User test Mass Layoff 6 
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City University 

10-06-2011 NEN conference, 
NL 

Demonstration Mass Layoff 74 

12-07-2011 ePIC conference, 
London 

Workshop APL 7 

14-09-2011 Kenteq, NL 2 Workshops APL 13 

07-12-2011 National 
ePortfolio 
congress, NL 

Demonstration APL 70 

3.2.1 Trust perception 

To develop a TAS³-enabled system it is essential to have insight into the end 
user’s perception of trust. To achieve this, Technische Universiteit Eindhoven 
conducted a quantitative survey to assess trust perception with a significant 
number of users. 
 
To understand how trust is established online, we needed to discover the 
analogous signals of trust and learn how these influence users' perception of 
trust. In this context, online signals of trust are referred to as factors of trust: 
these represent particular characteristics of a website (or an e-service) such as its 
look and feel, its quality, its privacy management, or its security. 
 
To succeed in understanding the online user's perception of trust, we need a deep 
understanding of what trust means (can trust be formally defined?), of the way it 
is established (which are the factors of trust?), and whether (and if so, how) trust 
perception changes according to different application domains. 
 
In the survey, we investigated the different dimensions (factors) of online trust 
perception, their importance for the end user, and if and how they change 
according to the application domain. 
 
Studies on trust perception aim to understand the mechanisms adopted by 
humans to trust other humans, machines or e-services. Generally, they are based 
on a theoretical trust perception model (TPM), accounting for several factors of 
trust. Such a model is usually validated by means of a user study, used to 
understand which of the factors present in the model are actually considered by 
the user. Every trust model generally applies to specific application domains and 
categories of users (see Appendix C for further details). 
 
To verify our hypotheses empirically, an online trust perception questionnaire 
which addresses the following research questions was developed: 

1. What level of knowledge in the IT Security field (UK), does a potential 
user of e-services possess? 
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2. What is the weight the user gives to the different factors of trust? Is it the 
same for each factor? Is it the same for different application domains 
(such as e-banking, e-commerce, e-portfolio and e-health)? 

3. Is the user's IT Security knowledge correlated to the weight given to the 
factors of trust? 

A web interview methodology was chosen for the survey: respondents selected by 
a random procedure received an email, with a reminder one week later, 
explaining the scope of the research and inviting them to participate in an online 
questionnaire. In the email, they were informed of the anonymous nature of the 
questionnaire. A total of 335 valid responses was collected.  
 
The results of the survey we carried out to validate our hypotheses show that, 
although the factors of trust have different importance in different domains, 
factors such as the reliability and availability of a service, its usability, the ‘look 
and feel’ of its user interface and the security have the highest impact on trust 
perception. 
 
In the final year of the TAS³ project we conducted qualitative research through 
workshops with end users, utilising the same questionnaire as used in the 
survey. In this way we were able to compare results from the overall trust 
perceptions with those showing the trust perception of the users who had 
actually worked with the system. 

3.2.2 Usability 

The TAS³ project set out to develop and implement an architecture to manage 
and process distributed personal information for trusted services. Services may 
be provided as a multi-step process, with some actions required by the user and 
others by the service provider. The user may interact with steps in this process, 
supported by the TAS³ architecture, either on the service provider’s site or 
through a business process engine. The underlying architecture which supports 
these services and processes needs to be dependable, robust, cost-effective and 
reliable – in short, display usability – for both the service provider and the end 
user. 
 
The employability services were first implemented as a wireframe prototype 
supported by TAS³ functionality.  This service was evaluated for its general 
usability and its ability to convey a safe and trustworthy environment for users 
through workshops at the interaction laboratory in the Centre for Human 
Computer Interaction Design (HCID) at City University, London. 
 
For the Interactive Lab study we recruited six participants aged 25+ who were 
PC and Internet literate, to represent a cross-section of average users.  We chose 
to focus on mature participants who had previously been in employment (and 
may still have been employed) to participate in the usability study as we saw 
these as representative of the users most likely to be interested in using the 
Tripod TAS³-enabled system. All participants had some experience of the using 
the Internet, and all used the Internet a few times a day. We only recruited 
participants with a minimum level of expertise, so as to identify usability issues 
with the specific system instead of general issues with Internet use. 
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The live sessions were recorded using screen, video and audio capture. In 
addition, the participants were observed as they completed the tasks, and the 
moderator asked relevant questions both during the tasks and after the tasks 
were completed, in order to gather richer information regarding the participants’ 
experiences. The video and audio recordings can be viewed at: 

 
http://vds1628.sivit.org/tas3/wp-content/uploads/2011/07/UsabilityTest3.WMV. 

In order to identify underlying usability and design issues, we analysed the 
testing recordings for each participant, noting issues found within each of the 
scenarios. In addition to qualitative data from session recordings, information 
was gathered from the participants via a pre-test questionnaire and a post-study 
questionnaire, facilitating comparison of ‘before’ and ‘after’ views.  
 
We then drew on results from the Interaction Lab to develop a full version of the 
TAS³-enabled Tripod system. The reactions of the test users and the 
disappointing real-time performance of the original Business Process Engine led 
us to develop a customized business process system to guide users through the 
process. We also improved the screens of the interface based on the feedback 
received. We then gathered further user feedback through a number of 
demonstrations showing the new Tripod ‘Work2Work’ Mass Layoff-scenario as 
well as running live experience ‘Boost your Career’ APL (Accreditation of Prior 
Learning) workshops with end users.  
 
The ‘Boost Your Career’ workshops involved up to eight participants per session 
with a total of 20 users overall. All participants used the same type of hardware 
as well as receiving a version of the scenario on paper. We opened with a brief 
explanation of the scenario and what was expected from the participants. During 
the live sessions, they could all see the process on a large screen. During the 
sessions the participants were also guided and monitored by a coach and could 
ask questions. After the live session participants completed the questionnaires 
online. In addition, participants were able to give verbal feedback at the end of 
the workshop.  

3.2.3 Description of the test results 

3.2.3.1 Usability 
Participants were asked to rate the system on a scale of 1 to 7. Lower ratings or 
numbers are an indication of more positive responses, whereas higher ratings 
and numbers are an indication of more negative responses. Once users had 
completed the questionnaires, we asked them to expand further on their answers, 
where necessary, in order to gather more detailed information. 
 
The following questions were asked about usability: 

1. How hard was the process and steps involved in looking for a job or 
making a career step using the Tripod (TAS³) system? 

2. How pleasing to use do you judge the interface and design of the screens? 
3. Were you concerned about your privacy during the tasks you 

accomplished? 
4. How mentally challenging (thinking, deciding, calculating, remembering, 

looking, searching) was the process? 

http://vds1628.sivit.org/tas3/wp-content/uploads/2011/07/UsabilityTest3.WMV�
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5. How much time pressure did you feel due to the rate or pace of the tasks 
in the process? 

6. How successful were you in accomplishing what you were asked to do in 
the process? 

7. How hard did you have to work to accomplish the tasks (pointing, clicking, 
and typing) in the process? 

8. How insecure, discouraged, irritated, stressed and annoyed were you 
while performing the tasks in the process? 

9. Would you be happy to use this system to search for a suitable position or 
make a career step?   

10. Would you be happy to recommend the system to others? 
 

 

Figure 1 Average of all responses from the usability questionnaire 

3.2.3.1.1 How hard was the process (Tripod and related 
services) 

• Participants felt that the process ranged from not hard to use to very hard 
to use, with an average rating of 3.5, and Mentally Challenging attracting 
the highest number of responses. In comparison with other questions (see 
Figure 1), these questions attracted both the highest and the least positive 
ratings.  

• Some user comments included: 
o It is difficult to understanding the process with different service 

providers 
o Complexity of processes and websites with different look and feel 
o Lack of flow and clear direction in the process 
o Lots of terms and conditions to accept. 

3.2.3.1.2 Pleasing to use rating of interface   
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• All of the participants felt that the interface was pleasing to use (average 
rating of 2.8): it is interesting to note that ‘hard to use’ rated higher (3.2) 
than the design of the interface. 

• Some issues highlighted included: 
o Use of unfamiliar terminology and company names 
o Lack of help functionality or further explanations 
o Some participants felt that some of the screens were repetitive. 

3.2.3.1.3 Privacy concerns  
• On average, participants were not so concerned about privacy during the 

process (average rating of 2.9).  
• In one workshop concern was expressed about who has access to the 

personal information, because the information is exchanged with different 
legacy applications outside the Circle of Trust. 

• Some user statements included: 
o Care taken for user’s privacy  
o Privacy was taken too seriously during the process 
o ‘Because the workshop is very focused on security of information, 

you begin to think more about the privacy issue’. 

3.2.3.1.4 Mentally challenging 
• Most participants found the tasks mentally challenging, although for one 

the tasks were not challenging at all (rating of 1). The others found the 
tasks to be very challenging (average rating was 3.6).  

Note: During one workshop we faced some technical issues that 
may have adversely affected the results. 

3.2.3.1.5 Time pressure 
• Time pressures were not something that affected any of the participants, 

who felt that ample time was given to explore and complete the tasks 
(average rating of 2.3). 

3.2.3.1.6 Success level 
• Most participants were able to complete tasks: ratings ranged from 1 to 3 

(with an average rating of 2.3). 

3.2.3.1.7 Difficulty of completing tasks 
• Most participants did not have any difficulties in physically completing 

tasks (pointing, clicking and typing), although:  
o Task completion for three participants was very challenging 

(rating of 6.3)  
o The others found the tasks to be not very challenging and ratings 

varied from 1 to 3 (average rating was 2.8). 

3.2.3.1.8 Stress level 
• The participants found the tasks rather stressful (the average was 3.1) 
• The two participants who also found it difficult to understand the process, 

and the tasks hard work, experienced the most stress (rating of 7). 
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• Note: during one workshop we faced some technical issues that may have 
affected these results. 

3.2.3.1.9 Happy to use again 
• Most participants would be inclined to use the system again (average 

rating of 2.3). Some did mention that if the process was made clearer and 
the stages were explained better, then they would be very happy to use a 
system that enables them to connect to the services to find a job in an 
effective manner.  

• Most of the participants liked the fact that personal information is 
recorded and maintained by the system and does not need to be re-entered 
several times.  

• Four participants were most likely to use the system again (rating of 1.0). 
Interestingly, these were also the youngest participants. 

3.2.3.1.10 Happy to recommend 
• Most participants felt that they would recommend the system to others, 

although of course this decision would be based on their experience and 
use of the system prior to recommending it (average rating of 2.4). There 
was a direct correlation between participants’ inclination to use the 
system again (Question 11) and to recommend it to others (Question 12), 
as these ratings were the same.  

o Two participants with a rating of 4 were the most reluctant to 
recommend the system to others.  

o 15 participants where most likely to recommend the system to 
others, and to use it themselves (average rating of 1.4) 

o Quote from one participant: 
‘This system of interconnected employability services in a secure 
way offers the opportunity for individual career paths.’ 

3.2.3.1.11 Comparison between Interaction Lab and workshop 
Figure 2 shows a comparison between the results ratings from Interaction lab 
sessions and those from the workshops. It is interesting to note that the themes 
‘Pleasing Interface’, ‘Success level’ and ‘Happy to recommend’ scored the same 
results in both situations. 
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Figure 2 Difference between Interaction Lab and workshop results 

Some significant differences can be observed: 
• In general the scores from the workshop are equal to or higher than those 

from the Lab situation. This is possibly because the Lab participants were 
in a test environment and had one-to-one coaching. 

• Participants in the workshop were more concerned about their privacy. 
This may be explained by the fact that the workshop participants were 
older and better educated. 

• The stress level was higher in the workshop, possibly because we used live 
applications and there was more pressure to keep up with others who 
were faster to complete the task. 

• Participants in the workshop were also more critical in the ‘Happy to use’ 
area, again possibly as a result of working in a live situation which 
included some technical difficulties. 

3.2.3.2 Trust perception 

3.2.3.2.1 Questionnaire for the “Boost Your Career” APL 
Workshop 

We also used the survey questionnaire in these workshops. A limitation of the 
online questionnaire was the fact that users in the survey were provided with the 
description of a scenario, rather than being able to interact with a real one. We 
felt it would be useful to compare the results obtained when users were provided 
with only a description of the scenario, with those obtained after a user 
experienced a scenario ‘for real’.  We took advantage of the ‘Boost Your Career’ 
workshops in order to make such a comparison. 
 
After users attended the workshop, they were asked to complete a modified 
version of the online questionnaire used previously in the survey, with the 
following main changes:  
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• The questionnaire addressed both trust perception and usability of the 
Employability demonstrator; 

• The user was asked to evaluate the e-portfolio (employability) scenario 
only (questions relating to other scenarios were omitted); 

• The questionnaire was not given out until after users had tried the 
Employability demonstrator; 

• The questions were rephrased to reflect the fact that the user had actually 
used an employability service (instead of having to imagine one); 

• A new question was added regarding the weighting of the privacy factor. 
The question asks explicitly whether the way the system manages the 
user’s personal data influenced his trust in it. This question was used to 
measure the weight given to privacy and to compare the results obtained 
in this way with those obtained when the privacy is measured by asking 
whether the users read the privacy policy stated by a service provider. We 
anticipated the weight given to privacy to be higher in the first case.  

3.3 Trust Perception results  
In this section we show the results obtained from the responses collected during 
the workshop and compare them with those obtained via the online survey. We 
collected 17 valid answers from the workshops. Since these are not sufficient to 
provide statistically relevant results, we used them only to confirm or deny the 
results and conclusions from the previous questionnaire.  
 
We ran three workshops in total: one at the international ePortfolio conference 
(ePIC) in London in July 2011, involving participants from five nationalities, and 
two in September 2011 at Kenteq in the Netherlands involving participants with 
some knowledge of employability services. 

Figure 3 Educational Level Comparison 

Looking at Figure 4, Figure 5 and Figure 6 it is possible to see how the workshop 
participants differ from the respondents to the survey. The participants to the 
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workshop wer on average older (justified by the absence of students), with a 
greater percentage of individuals with a higher level of education (50% of 
respondents had at least a Masters degree). The respondents frame is identifiable 
only by employee (75%) and employer (25%), none of whom declared they were 
looking for a job. 

  
Figure 4 Age distribution comparison between respondents in the Survey and 

the Workshop 

Figure 5 Educational level comparison between respondents in the Survey and 
the Workshop 
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Figure 6 Job position comparison between respondents in the Survey and the 
Workshop 

From the level of knowledge (Figure 7) in the IT Security field, we can assess 
either that they know nothing or almost nothing (35% with No Knowledge, and 
almost 15% with Limited Knowledge), or that they know the field quite well (30% 
with Good Knowledge and more than 20% with Expert Knowledge).   
 
The differences in the two sampling frames can help in verifying how general the 
results of the survey are, and whether they can be extended to users with 
different characteristics in age, educational level, work experience or IT 
knowledge. 

 

Figure 7 Level of knowledge comparison between respondents in the Survey 
and the Workshop 

To verify how close the results of the survey are to those from the workshop, we 
compared them using the graph in Figure 8. We can observe how the first three 
positions do not change in the new scenario: Reliability and availability, Look 
and Feel and Usability remain the most import factors influencing trust, even 
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though Look and Feel is no longer in first place and has lost some weight. There 
is a possible explanation in that, given the nature of the demonstrator, the major 
focus was not on this aspect during development. It is interesting to observe that 
the security factor is no longer at the bottom of the list, gaining position at the 
expense of brand name: it appears that when users have to imagine a service, 
they care more about how well known the service provider is, and how pleasant 
the interface is to look at, whereas when they experience the service for real, they 
concentrate more on security aspects. Reputation also gained in importance, 
possibly because a reputed system was used in the demonstrator and this was 
appreciated by the users.  The other factors present only minor variations with 
respect to the results obtained from the survey, which can be then considered as 
a good approximation for the e-portfolio scenario. 

 

Figure 8 Comparison between ranking of factors in the Survey and the 
Workshop 

A significant result from the workshop is that presented in Figure 9; here we 
compare the importance associated to the factor Privacy when computed in two 
different ways: i) in association with the importance given to privacy policies, and 
ii) in association with the way personal data is managed.  The results clearly 
confirm our intuition: privacy’s weight in the survey results was always low not 
because users do not consider privacy important, but because they do not read 
privacy policies. The main message of this result is that users do actually care a 
lot about privacy (the Privacy factor is second only to Reliability and availability 
in the workshop scenario), but the privacy policies provided to them to address 
privacy issues are not used. 
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Figure 9 Impact of computing the weight of privacy using two different 

methods  

3.4 Impact on the TAS³ architecture 
The components of the TAS³ architecture are an orchestration of technical 
innovations intended to provide a user-centric end-to-end exchange of sensitive 
PII (Personally Identifiable Information) in a manner that enables both trust and 
user control. However few of the technical features implemented are directly 
visible to end users. They therefore need to appreciate the reliability and the 
value of the system in meeting their needs, and feel that the usability level of 
contact points is high. Examples of these user contact points are the TAS³ IDP 
Authentication login screen, the Dashboard and Audit Viewer, and the Policy 
Editor. 
 
The usability test showed, for example, that the original version of the ZXID 
authentication screen used during initial integration trials (Figure 10) appeared 
difficult and technical to users. Most users did not know what they needed to do 
and they also attempted to use functionalities that were not available to or 
intended for them. Based on comments from test users, we developed a new 
screen which hides the more advanced functionality from basic users by using 
three tabs (see Figure 11). 
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Figure 10 Original ZXID authentication screen 
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Figure 11 Redesigned ZXID authentication screen 
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Similarly, conversations with users about the Policy Editor screens revealed a 
number of issues with the planned scenario and the order of events. 
Conversations with users revealed that although it was possible to set policies to 
enable the full set of CRUD (Create, Read, Update, Delete) permissions, for the 
vast majority of instances users would only need to grant Read access on their 
PII to Service Providers. The number of instances where Update or Delete would 
need to be granted were very few, and likely to be time limited. We therefore 
designed the Policy Editor screen to grant and deny Read access as a default, 
with users having to work further through the interface in order to grant more 
potentially dangerous levels of permission. 
 
Further information on user feedback during the design process is given in 
(Appendix A - Usability). 
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4 Policy testing – Healthcare 
In this section we report the experience in applying XACML based techniques 
and tools for automating the process of testing and debugging of the access 
control systems. In common understanding, testing is the process of finding 
faults in an application after it has been implemented, but before it is deployed to 
the final users. The main goal of testing techniques is to produce inputs that 
manifest faults in the application. Debugging is the process of giving an input 
that manifests a fault, gathering enough information about the fault so that it 
can be fixed. This typically requires understanding the fault and its causes. 
 
Even when early assurance and secure programming techniques have been used, 
testing is still needed to identify faults that may have been introduced during the 
implementation of the application or during the integration with external 
systems, while debugging is needed to fix those faults. 
 
Traditionally, testing and debugging have been slow and costly processes 
requiring a large amount of manpower. In the dynamic environment such as 
TAS3, where access control policies need to be quickly and easily updated to 
reflect different requirements, it is of fundamental importance to develop 
automatic techniques and tools that reduce the time needed for testing and 
debugging, while assuring the safety and reliability of the deployed application. 
 
For testing purposes we focus in particular on the XACML language that is one 
of the standard for specifying policies for access control decisions in many 
application domains such as Service Oriented Architectures (SOAs) and Peer-to-
Peer (P2P) systems and also adopted inside TAS3. The purpose is to exercise the 
access control system by exploiting the declared policies so to carefully test the 
correct protection of data from unauthorized access. 
 
As already introduced in D10.5, a  common approach for testing XACML policies 
is the derivation of test inputs (XACML requests) that are used for probing the 
PDP (XACML policy implementation engine), and checking the PDP's responses 
against the expected ones. 
 
In this section we present therefore the techniques for testing complex access 
control policies typical of the Internet-based applications that require tight 
control over the access to private information.  In particular for aim of 
completeness we summarize the description of the testing techniques already 
presented in D10.5 and we introduce a new, more effective one, specifically 
conceived for increasing the fault detection effectiveness inside the healthcare 
domain. 
 
Moreover, by using the new version of the tool called X-CREATE, already 
schematized in D10.5, we provide the main details of the test plan developed for 
the testing of the Healthcare access control system and the obtained results. The 
test plan and the obtained results are summarized in (1). 
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Finally, we provide details about the debugging technique applied for analysing 
the faults. 
 

4.1 Testing scenario 

 

 
Figure 12 Testing Scenario 

 
In this section we detail the context in which testing of access control system has 
been performed. We provide in Figure 12. a simplified version of the testing 
scenario considered inside the TAS3 project. 
Usually in the TAS3 context the healthcare applications patients are provided 
with the possibility to set policies regarding sharing of personal information. 
Patients get access to their policy specifications via a GUI where they can 
indicate which information they want to share with healthcare professionals. A 
Service Provider hosting a PILS Portal can be used to look for patient 
information on repositories which are registered in a Medical Circle of Trust. In 
the Figure 12 this is simplified by representing a generic user accessing to portal 
by a web access. The PILS portal then creates an identification request for the 
IdP, that contains the authentication method chosen by the user. The IdP 
intercepts this request, inspects it to see the user credentials and creates a 
response. 
At this point the user can: either create the necessary access policy for a defined 
type of healthcare professional (pharmacist, general practitioner, specialist) or 
for a specific role (emergency doctor); or control his/her personal preferences 
regarding data protection and check audit logs of whom accessed his/her data. In 
TAS3 project the access management has been implemented by a distributed 
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access control framework. Thus different levels of Policy Decision Points work 
together for managing requests to either access or modify a policy  or access to 
personal data. 
In the pilot application in which Custodix has been involved, two level Policy 
Decision Point are implemented: the Central (Domain) Policy Decision Point 
(Central PDP)  and the Application Policy Decision Point (Application PDP) (see 
Figure 12). 
The Central PDP manages the possibility of a patient to set a policy and to 
change a policy for dealing with personal preferences. The Central PDP was built 
with a number of validation rules in it, to validate the requests received upon 
conformity with the standard Application PDP in the management of the 
reading, creation or deleting of the patient record or information. In case of 
successful authentication, the Repository can give a response to the PILS portal 
and the results are shown to the user. 
As evidenced by the Figure 12, the objective of testing was the Application PDP. 
In particular, for evaluating the benefits of the introduction of an automated 
testing facility inside Custodix development process we compared the 
performance of the Custodix manual derived test plan with that obtained by the 
automatic facility (called X-CREATE) in terms of test effectiveness and required 
effort. 
 
In particular, for the automatic test plan derivation we modify the existing test 
framework called X-CREATE (2) that is able to derive a set of XACML requests 
useful to verify the functionality of the Application PDP considered. 
Detailed description of the adopted test strategy will be provided in Section 4.3.3. 

4.2 Background and related work 
  
XACML (2) is a platform-independent XML-based language designed by the 
Organization for the Advancement of Structured Information Standards (OASIS). 
At the root of all XACML policies there are the tags <Policy> or <PolicySet>. A 
policy set can contain other policies or policy sets. 
 
A policy consists of a target, tagged as  <Target>, a set of rules, each one tagged 
as <Rule> and an attribute, identified as RuleCombiningAlgId, specifying the 
rule combining algorithm adopted in the policy. The target specifies the subjects 
(<Subjects> and <Subject>), resources (<Resources> and <Resource>), actions 
(<Actions> and <Action>) and environments (<Environments> and 
<Environment>) on which a policy can be applied. If a request satisfies the target 
of the policy, then the set of rules of the policy is checked, else the policy is 
skipped. 
A rule is the basic element of a policy. It is composed by a target, tagged as 
<Target>, that is similar to the policy target and specifies the constraints of the 
requests to which the rule is applicable. The heart of rules is a condition, tagged 
as <Condition>, that is a boolean function evaluated when the rule is applicable 
to a request. If the condition is evaluated to true, the result of the rule evaluation 
is the rule effect (Permit or Deny), otherwise a NotApplicable result is given. If an 
error occurs during the application of a policy to the request, Indeterminate is 
returned. 
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More than one rule in a policy may be applicable to a given request. The rule 
combining algorithm specifies the approach to be adopted to compute the decision 
result of a policy containing rules with conflicting effects. 
For example, the first-applicable algorithm returns the effect of the first 
applicable rule or NotApplicable if no rule is applicable to the request. 
The permit-overrides algorithm specifies that Permit takes the precedence 
regardless of the result of evaluating any of the other rules in the combination, 
then it returns Permit if there is a rule that is evaluated to Permit, otherwise it 
returns Deny if there is at least a rule that is evaluated to Deny and all other 
rules are evaluated to NotApplicable. 
If there is an error in the evaluation of a rule with Permit effect and the other 
policy rules with Permit effect are not applicable, the Indeterminate result is 
given. 
Similarly, the deny-overrides algorithm returns Deny if there is a rule that is 
evaluated to Deny. 
The behaviour of ordered-deny-overrides and ordered-permit-overrides rule 
combining algorithms is identical to that of deny-overrides and permit-overrides 
except that the set of rules is evaluated in the order by which rules are listed in 
the policy. 
More policies in a policy set are combined according to the policy combining 
algorithm attribute, identified as PolicyCombiningAlgId, that has the same 
behaviour as the rule combining algorithm. 
The access decision is given by considering all attribute values describing the 
subjects, the resource, and the action of an access request and comparing them 
with the attribute values of a policy. 
 
Policy testing is a critical issue and the complexity of the XACML language 
specification prevents the manual specification of a set of test cases capable of 
covering all the possible interesting critical situations or faults. This implies the 
need of automated test cases generation. 
Some existing approaches consider the policy values in the test cases derivation. 
In particular, (3) presents the Targen tool that derives the set of requests 
satisfying all the possible combinations of truth values of the attribute id-value 
pairs found in the subject, resource, and action sections of each target included in 
the policy under test. 
The X-CREATE framework (2) exploits the potentiality of the XACML Context 
schema defining the format of the test inputs, and also applies combinatorial 
approaches to the policy values. 
In (4) a comparison between X-CREATE and the existing tool Targen  has been 
performed in terms of fault-detection capability, and the results obtained showed 
that X-CREATE has a similar or superior fault detection effectiveness, and yields 
a higher expressiveness, as it can generate requests showing higher structural 
variability. 
A different approach is provided by Cirg (5) that is able to exploit change-impact 
analysis for test cases generation starting from policies specification. In 
particular, it integrates the Margrave tool (6) which performs change-impact 
analysis so to reach high policy structural coverage. 
Other approaches for policy testing are based on representation of policy implied 
behaviour by means of models (7) (4). 
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Usually these approaches provide methodologies or tools for automatically 
generating abstract test cases that have to be then refined into concrete requests 
for being executed. 
 

4.3 Manual Testing of Healthcare Policies 
Notwithstanding the Custodix valid experience and knowledge in developing 
trusted Service Providers, the particular nature of  XACML policies, containing a 
set of targets and rules destined to be interpreted by an XACML engine, 
remained for the company a difficult and effort consuming activity. Indeed 
testing process required skilled personnel and a time consuming writing activity 
for trying to specify the set of test cases for verifying the possible critical 
situations that can make applicable a policy. Moreover, because XACML is not 
purposefully conceived for human manipulation, the manual derivation of test 
cases was by its very nature human-intensive and error-prone. Thus the 
necessity for Custodix to push automation as much as possible in the testing 
stage, so to drastically decrease the time and effort required by the verification of 
the XACML PDP. 

In this section, we describe the standard test process adopted by the Custodix for 
the testing scenario presented in Section 4.1. For testing the multiple-PDP the 
policies considered were:  create-document, read-document, delete-document, 
read-information-unit, read-patient, dashboard, that specify the creation of a 
document in a patient record, the deletion of a document from a patient record, 
the reading of a document, the reading of a document content, the verification 
whether the patient has documents in the repository, the access for setting and 
changing a policy respectively. 

For aim of completeness we provide in Table 3 some details about the policies 
considered. In particular for each policy we provide the number of rules, 
conditions, subjects, resources, actions and functions (columns 1,2,3,4,5,6 
respectively) characterizing the policy itself. 

Using this set of policies a test suite was manually derived and executed on the 
Application-PDP (see Figure 12) so that test results could be collected. As already 
said Custodix did not follow a systematic approach for test cases derivation; test 
requests were ad-hoc derived either exploiting the domain knowledge and the 
expertise of the personnel involved, or randomly generated using the values of 
the policies itself. Generally, the derived requests included the policy target 
values, the central PDP result and the specific attributes of the Application PDP. 
Approximately for each policy of the Table 3 a test plan of around 10 test 
requests was derived with the only exception of the dashboard for which 30 test 
requests were considered. Once the test plan for each policy was derived each test 
request was processed on the Application PDP. The overall testing process for the 
considered policies, from the test derivation to the test execution, took 3 working 
days. 
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Test results were then analyzed and the conclusion for this experiment was that 
all requests manually derived were successfully executed, which led Custodix to 
the consideration that the Application PDP correctly managed the user access.  

These testing results have been successively compared with the test plan derived 
by the automated testing strategy implemented in the X-CREATE tool and 
described in the next section. The comparison results are presented in Section 
4.7. 

4.4 X-Create test strategies 
For aim of completeness, we summarize in this section the methodologies for 
deriving XACML requests for policy testing already presented in D10.5 and a 
new one specifically conceived considering the peculiarities and the needs of the 
healthcare scenarios. Thus in the following section we provide: 
 

• A XACML Context Schema-based testing strategy described in D10.5 and 
published in (2); 

• A combinatorial testing strategy called Simple Combination; 
• A new testing strategy called Multiple Combination. 

 
The first exploits the XACML Context Schema and applies a Category Partition 
based approach, the second applies a simple combinatorial strategy to the 
XACML policy values, and the third a more structural combination of all the 
values of the XACML policy.  
All the testing strategies have been implemented in the tool called X-CREATE, 
which automatically provides the test suites. We refer to Deliverable D10.5 for a 
detailed description of the X-CREATE tool. 
 
In Section 4.5 we provide also a  comparison of the proposed methodologies in 
terms of their fault detection effectiveness so to motivate the test strategy 
selection for the healthcare environment.  In the following, we describe these 
strategies and present some results. 

4.4.1 XACML Context  Schema based strategy 

This approach generates conforming XML instances from the XACML Context 
Schema by applying a variant of the Category Partition (CP) method (8) and 
traditional boundary condition. In particular, the occurrences declared for each 
element in the schema are analysed and, applying a boundary condition strategy, 
the border values (minOccurs and maxOccurs) to be considered for the instances 
generation are derived. 
Combining the occurrence values assigned to each element, a set of intermediate 
instances are derived. The final XACML requests are derived from these 
intermediate instances by assigning values to the various elements. 
Given the XACML 2.0 Context Schema, this strategy can derive 3Y×2Z 
intermediate instances, where Y is the number of schema elements with 
unbounded cardinality, and Z is the number of elements having [0,1] cardinality. 
Specifically, a maximum number (MAXREQ) of 28697814 structurally different 
intermediate requests can be derived. 
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By applying the pair-wise approach (9) , a test subset with good fault detection 
capability can be finally selected and successively used for final requests 
generation. In particular, the intermediate instances are filled with the values 
taken from the XACML policy for elements and attributes. A detailed description 
of the steps for the XACML policy analysis and assignment of the policy values to 
the intermediate instances for the final requests generation is provided in D10.5 
and (2). 

4.4.2 Simple combination 

In this strategy, we apply a combinatorial approach to the policy values. We 
define the SubjectSet, ResourceSet, ActionSet, and EnvironmentSet sets with the 
values of elements and attributes specified in the policy concerning the subjects, 
resources, actions and environments respectively. In particular, we define a 
subject entity as a combination of the values of elements and attributes of the 
SubjectSet set, and similarly the resource entity, the action entity and the 
environment entity as a combination of the values of the elements and attributes 
of the ResourceSet, ActionSet, and EnvironmentSet respectively. We also 
consider random entities to be included in each set so that the resulting test plan 
could be used also for robustness and negative purposes. 
These added random entities include a random value associated to the 
<AttributeValue> element and each <DataType> that is in the SubjectSet, 
ResourceSet, ActionSet, and EnvironmentSet. 
Then, we generate all combinations of subject entities, resource entities, action 
entities and environment entities (for details on the entities definition see D10.5) 
contained in these sets in the following way: 
 

• First, we apply the pair-wise combination and we obtain the PW set; 
• Then, we apply the three-wise combination and we obtain the TW set; 
• Finally, we apply the four-wise combination and we obtain the FW set. 

 
These sets have the following inclusion propriety PW ⊆TW⊆FW. For eliminating 
duplicated combinations we consider the following set of combinations: PW called 
Pairwise, TW\PW called Threewise and FW\(TW∪PW) called Fourwise. 
 
For each combination included in the above sets, we generate a simple request 
containing the entities of that combination. The derived requests are first those 
obtained using the combinations of the Pairwise set, then those ones using the 
combinations of the Threewise set and finally those using the combinations of the 
Fourwise set. In this way, we try to generate a test suite guaranteeing a coverage 
first of all pairs, then of all triples and finally of all quadruples of values entities 
derived by the policy. The maximum number of requests derived by this strategy 
is equal to the cardinality of the FW set. 
Thus the main difference between the instances generated with the XACML 
Context Schema-based and those with the Simple Combination testing strategy 
consists in the cardinality of subjects, resources, actions and environments 
considered in each generated request: in Simple Combination testing strategy the 
cardinality of each group is at most 1. The main advantage of the proposed 
strategy is that it is simple and achieves the coverage of the policy input domain 
represented by the policy values combinations. 
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4.4.3 Multiple combination 

The new test strategy tries to integrate the advantages of the XACML Context  
Schema based and the Simple Combination test strategies. In particular, the 
strategy, called Multiple Combination, is focused on the structure of the test 
requests which have to include multiple entities and maximises the values 
combinations. The strategy relies on the combination of subsets of entities, 
concerning the Subject, Resource, Action, and Environment.  
Thus considering the XACML policy we first derive the SubjectSet, ResourceSet, 
ActionSet, EnvironmentSet and consequently the entities sets i.e. the subject 
entity, resource entity, action entity and environment entity as defined in the 
previous section.  The cardinality of each S∈{ SubjectSet, ResourceSet, ActionSet, 
EnvironmentSet} is equal to the number of  subject entities, resource entities, 
action entities and environment entities derivable from the XACML policy itself.  
We then consider for each set S∈{SubjectSet, ResourceSet, ActionSet, 
EnvironmentSet}, the power set of S, called P(S), defined as the set of all the 
possible subsets of S. 
For instance if S = {a,b,c} then P(S) = {{}, {a}, {b}, {c}, {a, b}, {a, c}, {b, c}, {a, b, c}}.  
For each S∈ {SubjectSet, ResourceSet, ActionSet, EnvironmentSet}  #P(S) = 2n, 
where n is the cardinality of S, and each element in P(S) is called a subset entity. 
Specifically, the element is called: subject subset  if S=SubjectSet,  resource subset  
if S=ResourceSet, action subset if S=ActionSet and environment subset if 
S=EnviromentSet.  
 
Using this simple approach because the cardinality of P(S) is exponential, could 
be that the overall number of subset entities is extremely high even for quite 
simple policies. In this case we define a possible criterion that can be applied for 
establishing a boundary on the number of subset entities in each set. Indeed the 
necessary condition for a XACML request to be applicable on a field of the 
XACML policy (rule, target, condition) is that this request simultaneously 
includes all the entities that are specified in that policy field. 
From the analysis of the XACML policy we establish the minimum and 
maximum number of entities of the same type that have to be included in the 
same request in order to make all policy fields applicable by a request.  
For instance, if in a XACML policy there is never a condition or a target in which 
not less than two and not more than three subject entities are required for its  
evaluation, the minimum and maximum number of subject entities is 2 and 3 
respectively.  We use these numbers to (optionally) decrease the subject subsets. 
For instance if SubjectSet = {a,b,c}, and consequently P(SubectSet) = {{}, {a}, {b}, 
{c}, {a,b}, {a,c}, {b,c}, {a, b, c}} and the minimum and maximum number of subject 
entities for the considered XACML policy are 2 and 3 respectively, then the set ( 
{}, {a}, {b}, {c}) will be discarded and the P(SubectSet) decreased by four. 
Once finalized each set of subset entities the test requests are generated by 
combining the subject subsets, resource subsets, action subsets and environment 
subsets following an approach similar to that used for the simple combination. 
Thus we first apply the pair-wise combination, then the three-wise combination 
and finally the four-wise combination avoiding duplications. This guarantees that 
in case only a subset of the generated test requests is used during the test phase, 
the test effectiveness of the subset of requests is in any case maximized.  
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4.5  Comparison of test strategies 
    

 Simple 
Combination 

XACML Context  Schema 
based 

Multiple 
Combination 

Policy 
# 

Mut #Req Mut  
Kill % #Req Mut 

Kill % #Req Mut 
Kill % #Req Mut  

Kill % 

demo-5 23 84 100 84 95.65 210 95.65 210 100 

demo-11 22 40 95.23 40 95.45 100 95.45 100 100 

demo-26 17 16 43.75 16 94.11  40 94.11 40 87.5 

student-
application 15 16 46.66 16 86.66 40 86.66 40 86.66 

matching 
service 28 16 35.71 16 64.28 40 64.28 40 64.28 

  
 

        

Table 1 Mutant-kill ratios achieved by test suites of the presented testing 
strategies. 

 

Policy 
#Policy 
Set #Policy #Rule #Cond #Sub #Res #Act #Funct 

demo-5 0 1 3 2 2 3 2 4 

demo-11 0 1 3 2 2 3 1 5 

demo-26 0 1 2 1 1 3 1 4 

student-
application 0 1 2 0 5 2 2 2 

matching 
service 

1 2 2 0 7 2 2 3 

Table 2 Policies data 

In this section, we propose a comparison of the presented testing strategies 
(Simple Combination, XACML Context Schema based and Multiple Combination) 
in terms of fault-detection capability. 
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The test suites of the three test strategies were derived by the tool X-CREATE. 
For the comparison we used (see column 1 in Table 1), three XACML policies 
(specifically demo-5, demo- 11, demo-26) taken from the Open Source repository 
software Fedora (Flexible Extensible Digital Object Repository Architecture) (10) 
and two policies released in the context of the TAS3 project: student-application 
and matching service. Note that the former is a simplified version of the real 
matching service while the latter is the complete one.  In Table 2 we summarize 
the characteristics of the policies used for the comparison.  
 
To measure fault-detection, we applied mutation analysis, which in software 
testing is a standard technique to assess the effectiveness of a test suite (10) 
Mutation techniques have been adapted to policy testing, and policy mutation is 
now commonly used in all comparable works for assessing the fault detection 
effectiveness of policy testing approaches. We generated for each policy a set of 
mutants by considering the mutation operators for XACML policies indicated in 
(11) These operators introduce syntactic faults, by mutating the predicates for 
the target and condition elements, and also emulate semantic faults, by 
modifying the logical constructs of the policies. We refer to (11) for a more 
detailed description.  
 
The number of mutants that we developed for each policy is reported in the 
second column of Table 1. The requests obtained by the three testing strategies 
have been executed on each policy, taken as the golden reference policy, and on 
its mutants. A mutated policy is killed by a request when the PDP verdict is 
different from that of the golden policy. The percentage of mutants killed by a set 
of test requests is taken as a measure of the set fault detection effectiveness. In 
particular, the 3th and 4th columns report the number of requests executed and 
the percentage of mutants detected using Simple Combination while the 9th and 
10th show the same data for the test suite derived with Multiple Combination.  
For a fair comparison we generated with the XACML Context Schema based 
strategy the same number of requests as the Simple Combination and Multiple 
Combination strategies (see 5th and 7th respectively) an for each set we 
computed the percentage of mutants detected of the XACML Context Schema 
based strategy (columns 6th and  8th respectively).  
 
From the observed results we can draw the following preliminary conclusions: 
 

• The effectiveness of Simple Combination strategy is generally lower than 
those of XACML Context Schema based and Multiple Combination ones.  
This is evident in particular for demo-26, student-application and 
matching service policies because some of the mutants of these policies are 
killed only by requests having more than one subject or resource or action 
or environment entity. 

• The effectiveness of XACML Context Schema based strategy is higher 
than that of the Simple Combination strategy because includes requests 
having multiple entities. However, this experiment does not show an 
increase of the test effectiveness by increasing the number of requests (see 
column 6th an 8th). This is because the few mutants remaining alive are 
not killed by varying the structure of the requests derived with the 
XACML Context Schema based strategy. 
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• The Multiple Combination strategy achieves fault detection equal or 
higher than that of the other presented strategies. In this case the 100% of 
the mutants killed is reached only including ad-hoc requests that cannot 
be obtained exclusively adopting a combinatorial approach.  

 

Considering the above mentioned results we chose the Multiple Combination 
strategy for deriving the test plan for the healthcare demonstrator. The details of 
the application of the selected test strategy are provided in Section 4.6. 

4.6 X-create test plan for the Healthcare demonstrator 
 

#Rul
e 

#Con
d 

#Su
b 

#Re
s 

#Ac
t 

#Fun
ct Policy 

#Req by 
Multiple 
Combinati
on 

#Req 

additi
onal 

#Reduced 
Test Suite 

3 2 1 2 1 3 create-
document 24  2 14 

4 3 2 4 1 3 read-
document 90 4 22 

3 2 1 3 1 3 delete-
document 40 3 14 

2 1 0 2 1 2 
read-
informatio
n-unit 

12 1 
10 

4 3 2 4 1 3 read-
patient 90 4 21 

6 5 3 3 0 4 dashboard 300 6 37 

Table 3 Healthcare Demonstrator Policies data and test sets 

 
In this section we describe the application of the Multiple Combination test 
strategy to the test scenario described in Section 4.1. We use the same policies 
adopted by Custodix for the manual test request generation of the Application 
PDP. In particular CNR group finalized the definition of the automated testing 
process to be adopted inside Custodix in two rounds: in the first round by means 
of X-CREATE the Multiple Combination test strategy has been used for the 
derivation and execution of test requests and analysis of the obtained results has 
been performed; in the second round, on the base of the results obtained, some 
improvements to the test strategy have been implemented so to increase the test 
effectiveness of the automatic derived test suites. 
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In the rest of this section we provide details of the two rounds and we discuss 
results obtained in each of them. 
 
 

4.6.1 First round: test suites execution and results analysis 

 
The XACML requests, useful for testing the Application PDP functionalities, 
have been derived using the Multiple Combination strategy with the sets of 
policies of Table 3. In the same table we report the cardinality of the derived 
requests set (8th column of Table 3). 
 
Once derived the test plan Custodix executed each request on the Application 
PDP and provided CNR group with the obtained log info. By the analysis of these 
results some advantages ware immediately evident such as: 
 the test plan derived by using X-CREATE contained specific test requests 

useful for negative testing. These were obtained by including random 
values in subset entities which have been used for constructing the 
requests as described in Section 4.4.3. This kind of requests were only 
partially included in the manual test derivation and resulted useful for 
forcing the Application PDP to deal with not conventional/partially wrong 
access; 

 because the Multiple Combination test strategy took in consideration the 
combinations of all subset entities of the policies, the derived test request 
provided a more specific and accurate test plan. When the execution of 
requests did not reveal errors in the Application PDP, an increasing in the 
confidence on the correct performance of this engine can be experienced. 

 
As an example, we show in Table 3 the results obtained by the execution of the 
test plan for the create-document policy. Specifically, the second column 
represents the <AttributeValue> values, associated to each <AttributeId>, 
contained in the ActionSet, the third and fourth those of the ResourceSet and the 
fifth those of the SubjectSet.  The random values are those specified with the 
prefix “R:[B@”. The last column  contains the evaluation of the requests on the 
Application PDP. 
Once executed the test plan of each policy, the CNR group further investigated if 
the generated XACML instances could cover all the policy verdicts so to 
guarantee a complete testing of all the possible behaviours of the Application 
PDP. 
This analysis evidenced that for create-document, read-document, delete-
document, read-information-unit and read-patient policies the Deny verdict was 
never covered. In addition some of the test request executions provided an 
Indeterminate result. 
Because of the criticality of the Application PDP component inside a trusted 
architecture, both the anomalous situations evidenced required a deeper 
investigation so to avoid weakness or vulnerabilities of the access control engine. 
For instance, for the create-document policy (in Listing 1), executing the 24 test 
cases derived by the Multiple Combination the results obtained were: 4 Permit, 2  
Indeterminate and 18 NotApplicable as showed in Table 4. But in the Listing 1 
the DenyByDefault rule has a Deny effect that is not covered by the test suite. 
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Moreover the PDP result associated to the request of Listing 2 (see tenth row of 
Table 4) is associated with an Indeterminate result. The given error message is 
urn:oasis:names:tc:xacml:1.0:function:string-one-and-only expects a bag that 
contains a single element, got a bag with 0 elements. This is because the 
evaluation of the condition of the pdpDecision rule requires that in the request 
there is a resource with an <AttributeId> equal to central-pdp-decision and that 
the associated <AttributeValue> must be unique. But in Listing 2 the request 
does not satisfy this constraint. 
Thus, Indeterminate result in this case is given for the semantics of the permit-
overrides rule-combining-algorithm (the semantics of the rule-combining-
algorithms is detailed in Section 4.2). 
The combinatorial approach implemented in the Multiple Combination strategy 
does not take into account the semantics of the rule combining algorithm and 
that of the condition functions. 
Moreover, the Multiple Combination strategy includes only one random entity 
where the random value is associated to a randomly chosen <AttributeId> 
(details about random entities are specified in Section 4.4.2). 
For instance, for the  create-document policy the R:[B@1af7c57:3 random value 
has been associated to the resource-type <AttributeId>. 
Then, the only entity containing the central-pdp-decision <AttributeId> has the 
Permit value (see column 4th of Table 4). 
All requests containing this entity are applicable to the pdpDecision rule and 
those ones that do not include this entity throw an error in the evaluation of the 
condition of the pdpDecision rule. 
Then an Indeterminate result is returned according to the semantics of the 
permit-overrides rule-combining-algorithm and the result of the evaluation of the 
other policy rules. 

4.6.2  Second round: increasing test suites 

To guarantee the coverage of all possible policy verdicts we increased the test 
suites derived by the Multiple Combination with additional test cases. 
These test cases are able to guarantee the decision coverage of the policy 
conditions. Specifically, following the Category Partition approach (8) we added 
the test cases that return a TRUE and FALSE evaluation of each rule condition, 
if they are not already included into the test set. 
In column 9th of Table 3 we report the number of additional test cases for each 
policy. 
We add a feature to X-CREATE tool able to derive additional test cases so that 
the decision coverage of the policy conditions was satisfied. This is of course not a 
general functionality because specifically  conceived by the analysis of the 
structure of the healthcare policies. 
We executed the improved test suites derived from all policies of Table 3on the 
Application PDP and we verified that for each policy the Deny verdict was 
covered. 
For instance for the create-document policy we added two requests (rows 25th 
and 26th of Table 4), the one that gives a Deny result is that of Listing 3. Note 
that, the Deny result is the effect of the DenyByDefault rule. 
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4.7 Manual vs Automated testing 
The comparison between the performance of the manual an automatic test plan 
has been developed considering the following aspects: the time necessary for test 
plan derivation and execution; the cardinality of the test plan; the test plan 
effectiveness in finding problems or errors in the Application PDP; the coverage 
in terms of PDP verdicts. 

The time for the test cases derivation and execution is always a critical point for 
companies. The adoption of an automatic facility as X-CREATE provided an 
important improvement in terms of effort and time for Custodix: manual test 
plan took 3 working days while the automatic derivation of test suites took less 
than 20 minutes (for test cases derivation and execution). This is even more 
evident considering the cardinality of the test requests in each test plan. Manual 
test plan included around 80 test cases while X-CREATE around 570, thus a test 
plan six time bigger in number, executed in an inconsiderable time. 

Another advantage emerged by the test plan analysis was that all test cases 
manually generated by Custodix personnel were included in the requests 
generated by X-CREATE. This confirmed that the current Custodix testing 
process is effective. However, the success is greatly due to the strong expertise of 
the developers and their profound knowledge of the application environment. 
Skilled personnel can focus immediately on the peculiarities of each policy 
document, and consequently develop a useful set of XACML requests, each one 
able to stress different key parts of the policy itself.  However, the analysis and 
the requests writing is a time consuming activity and this prevent to include in 
the test plan all the possible value combinations. Only a limited number of test 
cases can be developed. Moreover, this manual process could be critical when 
novel policies specification or application domains are encountered: test case 
definition could clearly require unpredictable learning cycles and error-prone 
tuning processes. 

Considering the test effectiveness the X-CREATE test plan revealed to be an 
extremely important contribution. Thanks to the execution of some of the X-
CREATE requests, Custodix discovered some errors in the management of the 
access decision from the Application PDP. In particular, the Application PDP 
decision resulted in contrast with that provided by the Central PDP and the 
verdict of Application PDP overwrote that of the Central PdP. This problem, 
which was never emerged before with the execution of the manual testing, 
represented a vulnerability of the multi-level access decision engine and has been 
promptly corrected by Custodix. Finally we analysed the coverage of the verdicts 
of the two test plans. The manual test suites did not guarantee the coverage of all 
policy verdicts because  the Deny and Indeterminate results were never 
experienced.  With the improvements of the X-CREATE test strategy, described 
in Section 4.6.2, the coverage of all policy verdicts is assured. This increased the 
confidence in the goodness of the X-CREATE test plan. 

However the weakest point in the test manual or automatic process adopted 
remained the analysis of the verdicts provided by the Application PDP, i.e. to 
check whether the obtained results correspond to the expected ones. Since 
Custodix did not have an automated facility (usually called oracle), this analysis 
has been manually performed. The estimation provided by Custodix for this 
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activity was an average of 2 minutes for each verdict. Considering the cardinality 
of the manual and the automatic test plan this has been translated into: less 
than 3 hours for the manual test suite analysis and around two and half working 
days for the X-CREATE test plan. Consequently the complete test plan execution, 
from the test case generation to the verdicts analysis, took 3 and half days for the 
manual test plan and 2 and half days for the automatic one. The overall 
reduction in time was therefore just a working day. Thus even if the test 
effectiveness was improved by the automatic test plan,  the advantage in time 
reduction was not so evident. 

An approach for reducing the X-CREATE test suites guaranteeing their 
effectiveness in terms of verdicts coverage and faults discovering became an issue 
for Custodix and CNR group. Working together, the definition of a new testing 
approach, specifically conceived for Custodix needs, was then fixed. Details are in 
Section 4.8. 

 

row  action resource-type central-
pdp-
decision 

hcp-type Application 
PDP result 

1 create  documententry Permit  physician  Permit  

2 create  documententry Permit  R:[B@1c634b9:2  Permit 

3 create  documententry  physician Permit 

4 create  documententry  R:[B@1c634b9:2 Indeterminate 

5 create  R:[B@1af7c57:3 Permit  physician  NotApplicable 

6 create  R:[B@1af7c57:3 Permit  R:[B@1c634b9:2 NotApplicable 

7 create  R:[B@1af7c57:3  physician  NotApplicable 

8 create  R:[B@1af7c57:3  R:[B@1c634b9:2 NotApplicable 

9 create  R:[B@1af7c57:3 
documententry 

 physician  Permit 

10 create  R:[B@1af7c57:3 
documententry 

 R:[B@1c634b9:2  Indeterminate 

11 create  Permit physician  NotApplicable 

12 create  Permit R:[B@1c634b9:2 NotApplicable 

13 R:[B@c5da6:2 documententry  Permit physician  NotApplicable 

14 R:[B@c5da6:2 documententry  Permit R:[B@1c634b9:2 NotApplicable 

15 R:[B@c5da6:2 documententry   physician  NotApplicable 

16 R:[B@c5da6:2 documententry   R:[B@1c634b9:2 NotApplicable 
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17 R:[B@c5da6:2  documententry 
R:[B@1af7c57:3 

 physician  NotApplicable 

18 R:[B@c5da6:2  R:[B@1af7c57:3 Permit physician  NotApplicable 

19 R:[B@c5da6:2  R:[B@1af7c57:3 Permit R:[B@1c634b9:2 NotApplicable 

20 R:[B@c5da6:2  R:[B@1af7c57:3  physician  NotApplicable 

21 R:[B@c5da6:2  R:[B@1af7c57:3  R:[B@1c634b9:2 NotApplicable 

22 R:[B@c5da6:2  R:[B@1af7c57:3 
documententry 

 R:[B@1c634b9:2 NotApplicable 

23 R:[B@c5da6:2  Permit physician  NotApplicable 

24 R:[B@c5da6:2  Permit R:[B@1c634b9:2 NotApplicable 

Additional test cases 
25 create  documententry   Deny 

26 create  documententry Permit  Permit 

Table 4 Test suite for create-document policy and its PDP results 

4.8 Experience feedback and X-CREATE improvement 
An important feedback obtained by the comparison of manual and automatic test 
case derivation has been the need of an approach for reducing the cardinality of 
the X-CREATE test suites keeping the same test suite effectiveness. The 
criterion has been developed exploiting the peculiarities of the healthcare testing 
scenario presented in Figure 12. As evidenced in the Figure, the test cases 
derived by X-CREATE are executed only on the Application PDP; the Central 
PDP behavior is  simulated with the value of the <AttributeId> of the central-
PDP-decision  contained in the policies (see Table 3). Specifically, if a request 
executed on the Application PDP is applicable to the policy target, this simulate 
that the same request has been executed also on the Central PDP and the 
corresponding result has been returned. This result is specified as the value 
associated to the central-PDP-decision <AttributeId> contained in the 
pdpDecision rule of the healthcare policies. For instance, in the pdpDecision rule 
of the policy in Listing 1, the value Permit of the <AttributeValue> represents 
the result of the Central PDP execution. If a request executed on the Application 
PDP is not applicable to the policy target that simulates either that the execution 
of the same request on the Central PDP has been bypassed (for instance for an 
intrusion attack) or an error occurred in the Central PDP execution. 

In the Multiple Combination strategy some requests have the same effectiveness 
in the target and rules evaluation of the healthcare policies. For instance, the 
requests containing values specified in rows from 5th to 8th in Table 4 give 
NotApplicable because all include values of action and resource-type that do not 
satisfy the policy target. Considering these specific situation the following 
reduction criteria have been identified: 

 a set of requests is useful if it contains the only values of the policy target 
that make it Applicable combined with the values of the attributes of the 
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policy rules. These requests allow for the testing of the Application PDP in 
all cases in which a central PDP decision has been given and depending on 
the combination of the values of the attributes of the policy rules, the 
Central PDP decision could be overridden by that of the Application PDP; 

 a set of requests is useful if it contains all the possible combinations of the 
policy target attributes that make it NotApplicable. These requests allow 
for the testing of the Application PDP in all cases in which the decision of 
the central PDP decision is wrong or it has been bypassed. 

Referring to the test suite of Table 4 we mark with gray color the rows 
corresponding to the requests included in the reduced test suite. Thus all 
requests making the target Applicable are included in the reduced test suite (for 
instance the first four gray rows).  Moreover only one request containing each of 
the four possible combinations of values of resource-type and action attributes are 
included so to make the policy target NotApplicable. Considering for instance the 
requests in the rows from 5th to 8th, which have the same values for action and 
resource-type and the same Application PDP result,  only the 5th is included in 
the reduced test suite. 

The possibility of creating a reduced test suite has been added to X-CREATE to 
better satisfy the Custodix needs. We show in the last column of Table 3 the 
cardinality of the reduced test suites. After executing the reduced test suites we 
analyzed the obtained results and we observed that: 

 the effectiveness of the reduced test suites in terms of coverage verdicts is 
preserved; 

 the cardinality of the reduced test suites for some policies (for instance the 
dashboard policy in the last row of Table 3 is extremely decreased; 

 the time analysis of all reduced test suites took around 4 hours. 

This positive result has persuaded Custodix to introduce X-CREATE in the 
Multi-PDP testing process reducing considerably the time required for providing 
access control management, and improving the competitiveness of Custodix in 
developing data protection solutions for eHealth sector. This let Custodix to move 
resources on other critical step of the development process improving in any case 
the access control quality of the released products. 

For the CNR researchers, the opportunity of experimenting X-CREATE on 
healthcare testing scenario has paved the way for many possible improvements of 
the tool. The modularity and flexibility of the X-CREATE architecture allowed an 
easy introduction of additional functionalities that make the tool able to address 
the specific application scenario requirements, as those of the Multi-PDP. 

This experience highlighted several weaknesses of the tool when dealing with the 
semantics of the XACML functions contained in the policy rules. From the 
analysis of the Indeterminate results we detected that they were all due to 
specific XACML functions. Missing the semantics of these functions in the test 
cases generation could make not valid the testing results obtained by adopting a 
purely combinatorial approach. We improved X-CREATE with a functionality 
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taking into account the semantics of the functions defined in the healthcare 
policies. 

<Policy PolicyId="urn:custodix:pils:policies:1" 
 RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides"> 
 <Target> 
  <Resources> 
   <Resource> 
    <ResourceMatch 
     MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
     <AttributeValue 
      DataType="http://www.w3.org/2001/XMLSchema#string">documententry</AttributeValue> 
     <ResourceAttributeDesignator 
      AttributeId="resource-type" 
      DataType="http://www.w3.org/2001/XMLSchema#string"/> 
    </ResourceMatch> 
   </Resource> 
  </Resources> 
  <Actions> 
   <Action> 
    <ActionMatch 
     MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
     <AttributeValue 
      DataType="http://www.w3.org/2001/XMLSchema#string">create</AttributeValue> 
     <ActionAttributeDesignator 
      AttributeId="action" 
      DataType="http://www.w3.org/2001/XMLSchema#string"/> 
    </ActionMatch> 
   </Action> 
  </Actions> 
 </Target> 
 <Rule RuleId="DenyByDefault" Effect="Deny"> </Rule> 
<Rule RuleId="pdpDecision" Effect="Permit"> 
  <Condition> 
   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
    <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Permit</AttributeValue> 
    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only"> 
     <ResourceAttributeDesignator AttributeId="central-pdp-decision" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
    </Apply> 
   </Apply> 
  </Condition> 
 </Rule> 
 <Rule RuleId="SenderIsPhysician" Effect="Permit"> 
  <Condition> 
   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-is-in"> 
    <AttributeValue 
     DataType="http://www.w3.org/2001/XMLSchema#string">physician</AttributeValue> 
    <SubjectAttributeDesignator 
     DataType="http://www.w3.org/2001/XMLSchema#string" 
     AttributeId="attribute:hcp-type"/> 
   </Apply> 
  </Condition> 
 </Rule> 
</Policy> 
 

Listing 1 create-document policy 
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<Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
 xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-xacml-2.0-
context-schema-os.xsd"> 
 <Subject> 
  <Attribute AttributeId="hcp-type" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>R:[B@1c634b9:2</AttributeValue> 
  </Attribute> 
 </Subject> 
 <Resource> 
  <Attribute AttributeId="resource-type" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>documententry</AttributeValue> 
  </Attribute> 
  <Attribute AttributeId="resource-type" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>R:[B@1af7c57:3</AttributeValue> 
  </Attribute> 
 </Resource> 
 <Action> 
  <Attribute AttributeId="action" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>create</AttributeValue> 
  </Attribute> 
 </Action> 
 <Environment/> 
</Request> 

Listing 2 A request for create-document policy 

 

<Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
 xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-xacml-2.0-
context-schema-os.xsd"> 
 <Subject> 
  <Attribute AttributeId="hcp-type" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue></AttributeValue> 
  </Attribute> 
 </Subject> 
 <Resource> 
  <Attribute AttributeId="resource-type" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>documententry</AttributeValue> 
  </Attribute> 
  <Attribute AttributeId="central-pdp-decision" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>Permit</AttributeValue> 
  </Attribute> 
 </Resource> 
 <Action> 
  <Attribute AttributeId="action" 
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   <AttributeValue>create</AttributeValue> 
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  </Attribute> 
 </Action> 
 <Environment/> 
</Request> 

Listing 3 An additional request for create-document policy 
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5 Lessons Learned 
In the course of the project a number of observations were collected, originating 
from discussions between implementers and developers, from comments from 
implementers and from feedback from users. These observations have been 
analysed, categorized and formulated as items in the lessons learned section. 
Some may appear detailed comment, while others are more general; however 
they all contribute to the formulation of a number of   recommendations to 
improve further similar work. 

In general we have learned a lot in this project through involvement of  partners 
from different organisations representing different domains and aiming at 
different targets. A commercial company looking for improvements in sharing 
information in employability via legacy systems and a university researching 
innovative optimal solutions for a subset of an overall architecture are indeed 
from two different worlds. One is more focused on user perception of the proposed 
solution, whilst the other is concerned with developing the perfect solution for 
design specifications.  

Discussion of the lessons taken from this project is followed immediately by the 
appropriate recommendation. 

5.1 Lesson1 
Options chosen by developers do not always meet user requirements and often 
result in workarounds on the user application side when demonstrating the 
applicability of the development 

5.1.1 Observation 

The “Break the Glass” and the “Sticky policy” implementations, amongst others, 
did not fully match the user requirements 

5.1.2 Analysis 

User requirements were not clearly expressed and/or choices to be made at 
development level were not discussed with the users. 

5.1.3 Recommendation 

User involvement during the development process (via prototyping or Agile 
Development Methods) would lead to evolution of requirements and solutions 
during the development through collaboration between cross-functional teams. 

5.2 Lesson 2 
User involvement should be taken care of from the start of the project, avoiding 
the need for such a high degree of integration development effort when preparing 
demonstrators. 
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5.2.1 Observation 

Components developed within the project were given “as is” to the implementers . 
The specifications accompanying these components only expressed the 
requirements from the component’s viewpoint. 

5.2.2 Analysis 

Time pressure is one reason for this behaviour; lack of user involvement during 
development addresses the core of this observation and causes a need for extra 
development by the target applications to integrate the components delivered. 

5.2.3 Recommendation 

Regular feedback to users (implementers) via prototypes and incremental 
development cycles could solve this. 

5.3 Lesson 3 
Legacy applications will need a significant development effort to become TAS³ 
compliant. 

5.3.1 Observation 

Components can barely be integrated with legacy applications. It is impossible to 
make legacy applications compliant with TAS³ unless prepared to spent 
important development cost. 

5.3.2 Analysis 

When developing components to support an innovative architecture, the 
interfaces between components should be a constant concern. When 
demonstrators had to be built/adapted for TAS³, the integration work took place 
within the application. Instead, building demonstrators should have been 
conceived as field testing with an integrated set of components representing the 
major/full functionality of the TAS³ architecture. Components were hardly past 
the stage of proof of concept, which is perfectly acceptable from a Research point 
of view. 

5.3.3  Recommendation 

Again, progressive prototyping from the beginning of the project could have 
prevented these anomalies. Greater attention should be given to the specification 
of the interfaces and testing of these interfaces from the start of the project. 

Integration testing will be feasible when components interact independently with 
each other. This will benefit the connectivity of existing/legacy applications. 
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5.4 Lesson 4 
The Sequence Diagram testing described in the previous iteration of this 
deliverable proved very beneficial in testing the logic of the demonstrators with 
integrated TAS³ components. The policy testing as described in the present 
deliverable also generated the expected advantages. 

5.4.1 Observation 

Though a lot of effort and training in use of this automated means of functional 
testing was necessary to bring the partners responsible for the demonstrators up 
to the level of required knowledge, the  results have  justified the effort. 

5.4.2 Analysis 

It is generally accepted that errors detected in an early stage of the development 
lifecycle show a significant reduction the effort (time and resources) needed to 
correct them. It goes without saying that testing at functional level before 
development takes place is beneficial to the end product of the development. 

5.4.3 Recommendation 

More effort should be spent in developing/acquiring testing tools, not only at 
functional level but also at level of integration of new components. It cannot be 
repeated enough that the full weight of testing should take place in the technical 
working groups, and not in the demonstrator working groups. 

 

5.5 Lesson 5 

5.5.1 Observation 

The goals and expectations of different partners did not always match within the 
project. Universities and research units were interested in furthering their 
research, whereas more commercial partners expected outputs to be more 
‘production’ standard and less experimental. 

5.5.2 Analysis 

This issue was compounded by many changes in personnel within partners 
during the course of the project. The senior staff who committed to the initial 
idea were not the actual people working on building the code and the original 
ideas were not always aware of the ‘big picture’. 

5.5.3 Recommendation 

More time should be spent early in the project making a clear formulation of the 
levels of expectation and clarity of shared vision, so that demonstrators are clear 
about the expected level of completeness of software they need to demonstrate 
and developers of the expectations of end users. Shared agreement about the 
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level of demonstrator that is reasonable from a ‘research project’, which is not 
expected to create production level outputs but is expected to provide something 
that can be converted to a production output, needs to be fully understood and 
expressed.  

 



  TAS³ D9.2 Pilot Evaluation Report   Dec 31, 2011 

D9.2 Iter3 v0.2       Page 50 of 96 

6 Appendix A - Usability 

6.1 Video Snapshots 
As an illustration you will find herewith some snapshots of the video that was 
used during the User test sessions 
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6.2 Usability Dashboard 
 

 
 

6.3 Evaluation of Policy editing 
The following screenshots represent the material used to seek User Evaluation of 
the TAS³ policy editor. The Policy Editor was demonstrated during the user 
workshops. 
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6.4 Results of the Policy Editor Evaluation 
The following page comprises the first impressions of the users when 
working/presenting the TAS³ policy editor. 
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7 Appendix B - Scenarios 
We tested the TAS³ architecture using different sets of components in four 
scenarios in the domain of employability: 

1. Work Placement (bottom up, UK) 
2. Work-based Learning (international, NL-UK) 
3. Mass Layoff – Work2Work (legacy application, NL) 
4. APL – Boost your Career (user centricity focus, NL) 

7.1 Employability UK scenario 1: Work placement 
Betty is a student looking for a work placement. She uses the services of a 
Placement Agency (TAS³ service provider), who need to access her data to match 
her to a suitable opportunity. 

7.1.1 Scenario 

 Action 
1 Betty visits Placement Co-ordinator website 
2 Placement site asks Betty for authentication 
3 Business Process instance starts 
4 Betty agrees to Terms and conditions/privacy notice for the service and the 

process. These include information about how TAS³ will be used; accepting 
them also covers accepting use of TAS³  

5 Betty fills in a form to collect her application data. The placement co-
ordinator accepts her as a client and creates a Mahara account; her 
application form data is transferred to this and stored there. A policy is set 
via the policy issuing service; Betty also has access to her TAS³ Dashboard 
to track activity. 

6 The Placement co-ordinator looks at Betty’s data and matches her to a 
programme; Betty accepts any further specific terms and conditions. She 
chooses to delegate to the placement co-ordinator to negotiate with the 
matching service on her behalf. 

7 Betty sets Trust Policies for the process, these will filter the search process 
for suitable providers 

8 The agent accepts Betty’s delegation and starts the discovery service.  
9 The selected matching services is executed, using the ontology manager and 

credential validation service to support the PEP process. Data from the 
Learner’s PDS is pulled by the business process and pushed to the matching 
service  

10 The OCT service is running on a regular basis to ensure that the trust 
ranking of services is correct 

11 A list of results that match Betty’s trust criteria is returned. The agent 
chooses the one he thinks is best for Betty. 

12 The agent informs Betty about her results 
13 Betty has the opportunity to give feedback on the process 
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7.2 Employability UK scenario 2: Work-based learning 
Betty is a NewCarFactory employee who has been through the CareerStep 
process and been promoted to a new job in the factory (i.e. she has used TAS³ 
before). She needs to do some training to gain skills to help her in her new role so 
she needs to be able to study while she works (i.e. as a work-based learner).  
Betty goes to an Information, Advice and Guidance agency (which is a TAS³ 
Service provider) who can find her a suitable accredited training provider and 
course provision. To access the service the agency needs to see information about 
Betty’s education and employment status, so she needs to share evidence from 
her HR data and her TAS³ PDS. 

7.2.1 Scenario 

 Action 
1  Betty goes to the IAG agency webpage to register as a client. The agency 

(representative Paul) is part of a TAS³ Circle of Trust. She chooses the service she 
wants (Find me a CPD opportunity). The SP screen tells her that to run the service 
they will need access to her HR data (to show she’s employed) and her other 
education experience 

2  Betty’s ID needs to be verified . She logs in using the TAS³ IDP and completes an 
application. This tells the agency she has education and employment data in her 
PDS. 

3  The agency accepts Betty as a valid client and allocates Paul to the role of her 
Placement Agent.  

4  Betty has data in her TAS³ PDS. She has created a view for sharing, which has a 
policy on it. But this is the default policy, which is deny all. There is a policy editor 
that allows her to view and edit that policy so that anyone with the role of  Placement 
Agent at the IAG Agency can access it.  

5  Betty’s PDS data is in four sections: PersonalDetails, EmploymentDetails, 
EducationDetails and SkillsAndExperience. EmploymentDetails records that she has 
HR data at NewCarFactory (used previously for her CareerStep process) but does not 
hold the data itself, it only gives a reference to it because this data does not belong to 
Betty directly. But Betty has rights to view it in the HR database. (When Betty 
created the PDS data she asked NCF for her data and they gave her a TAS³ URI to 
store in her PDS.) 
To access this full data it is necessary to be identified as Betty, or as someone 
authorised to act on behalf of Betty (i.e. delegated to).  

6  Paul tries to access the secret URL for Betty’s PDS data. This is protected by 
ModauthSAML so that only Paul can access the link. But the policy is still ‘deny all’, 
so Paul can’t see any of the data. He notifies Betty that there is a problem . 
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7  Betty sees (from her account/via email?) that Paul can’t access her data and she 
needs to modify her policies to use the service. She goes to the policy editor and 
changes permissions so that Paul can see PersonalDetails, EmploymentDetails and 
EducationDetails, but she doesn’t want him to see SkillsAndExperience so this stays 
blocked. She notifies Paul that the policy has been changed (via the SP system/email) 
[But she can only share her PDS data (data ‘by me’), which includes the NCF data 
reference, not her actual NCF data which belongs to her employer (data ‘about me’) 
and is bound by the NCF policies.] 

8  Paul identifies himself as having a role that has access according to Betty’s policy, 
and accesses Betty’s PDS data, which has her educational record and the link to her 
NCF data. Paul can now see Betty’s PDS data.  

9  But Paul also needs to see the original NCF data, which needs to be from a verified 
source rather than self-asserted by Betty. So Paul follows the reference in the PDS, 
which directs him to the SOAG but he is denied access. He notifies Betty that he 
needs her to delegate rights to him, and sends her the link to the delegation service. 

10  Betty goes to the delegation service and delegates to Paul the rights to see her NCF 
data. She can only delegate the level of rights she has herself. (In this demo we are 
treating the whole record as one unit, but Betty could choose to set different levels of 
access at field level.) 

11  The delegation service sends a token to Paul. Paul has to identify himself via the IDP 
to accept the delegation token for Betty’s NCF data.  

12  Paul now requests access to the NCF data. The SOAG checks the request against the 
legacy-to-TAS³ PDP: it returns a valid result via the PEP as Paul’s delegation token 
means that he has appropriate permissions. The SOAG calls the NCF DB to find and 
filter Betty’s records. 
Paul does not access this data directly: the SOAG sends it to a local viewing 
application which consumes it and presents it to Paul. The Dashboard logs that 
someone accessed Betty’s data. 

13  Paul looks at Betty’s data and matches her to a suitable course. 

7.3 Employability NL scenario 3: Mass Layoff 
A brief overview of the process in 10 sequential steps: each step needs to be 
completed before the next can begin. 

1. The company stops production and the employees face redundancy in six 
months 

2. A job seeker does an intake at Tripod (consortium of employability 
providers) 

3. His HR data is exchanged between the company and the employability 
provider 

4. He does an assessment which results in his Personal Competency Profile 
(PCP) 

5. His PCP is exchanged between the employability provider and his 
ePortfolio 

6. Via  his ePortfolio he gets access to a Vacancy data provider (database 
with Vacancy Competency Profiles -VCP-) 

7. He searches for a well-matched vacancy (Match between PCP and VCP) 
8. He applies for a job and sends a link to his e-portfolio to the new employer 
9. He checks whether his data policies have been complied with 
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10. He finds a new job. 

7.3.1 Preconditions 

• Employees have an account with the TAS³ IDP. 
• Organiser and the Assessor also have accounts with the TAS³ IDP. 
• In the scenario the organizer of Tripod has already registered all actors 

with ZXID for Single Sign On services. 

7.3.2 Story 

Dirk Brown is 41 years old and not highly educated. He has 15 years’ experience 
at NewCarFactory in different positions. His company stops production of a 
certain model of car and Dirk faces redundancy in six months. There is an 
agreement between NewCarFactory and the Tripod consortium to use their 
employability services. 
 
The HR manager of NewCarFactory sends the basic information (names and 
email addresses) of the redundant staff to the organiser of Tripod. The Organiser 
of Tripod fills in both the contract data and basic information of the redundant 
staff. 
 
The employability assessment services include a PCP (Personal Competence 
Profile), where the skills of the employees objectively are inventoried. The results 
of the employability assessment are a PCP and careers advice. 

7.3.3 Scenario 

 Action 
1 Dirk Brown want to use the employability services from Tripod to find a 

new job. He gets information about the process and the URL, username and 
password of the Tripod network. 

2 Dirk goes to the Tripod site and logs in using his ID for authentication. 
After being successfully authenticated he is able to log in the whole process 
using Single Sign On.  

3 The first time that Dirk logs in the system a TAS³ Dashboard is created. If 
login is successful, he sees a screen with information about the process and 
which services will help him to find a new job.  

4 Dirk reads and accepts the Terms and Conditions and policies from TAS³ 
and Kenteq PCP 

5 Dirk creates a PCP assessment 
He agrees to personal data discovery and reuse of that data 
He wants to search for his data in the network 
He consents to data transfer to PCP provider Kenteq for reuse 

6 Dirk is redirected to Kenteq for PCP assessment 
He fills in CV information 
He completes the questionnaire 
He has an interview with the assessor 
He accepts the results 

7 Dirk creates an e-Portfolio 
He accepts the term and conditions and policies from Paragin 
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He agrees to personal data discovery and reuse of that data 
He wants to search for his data in the network 
He consents to data transfer to the ePortfolio provider Paragin for reuse 

8 Dirk is redirected to Paragin “Toegang tot Techniek” for ePortfolio 
He reads the information 
He completes all the parts of the ePortfolio 

9 Dirk searches for a vacancy provider 
He accepts the term and conditions and policies of UWV werk.nl 
He complete his search data 
He search for a well-fitting vacancy 
He gets results from the vacancy search 

10 Dirk applies for a job 
He sends the link to his Portfolio showcase to the new employer 
He has an interview 

11 Dirk goes to his TAS³ Dashboard to check who in the network accessed his 
data  

12 Dirk accepts a suitable job at a mechanical company. 

7.4 Employability NL scenario 4: Accreditation of Prior 
Learning (APL) 

2011 TAS³ demo APL: Career Step and workshop: Boost your career 
A brief overview of the process in 10 sequential steps: each step needs to be 
completed before the next can begin. 

1. A company wants to upgrade their staff. 
2. The company signs a contract with Tripod employability services. 
3. All employees are given the opportunity to do an APL assessment.  
4. The employees log in on the Tripod website. 
5. HR data (from the HR system) is transferred to the APL provider. 
6. The APL provider executes the APL process.  
7. The APL results are transferred to an ePortfolio. 
8. Employees use their ePortfolio to develop a Personal Development Plan 

(PDP). 
9. HR manager reads and comments on the PDPs. 
10. Employees can make a career step. 

7.4.1 Preconditions 

• Employees already have accounts with the TAS³ IDP. 
• Organiser, HR manager and the Assessor also have accounts with the 

TAS³ IDP. 
• The Tripod organiser of Tripod has already registered all actors with 

ZXID for Single Sign On services. 

7.4.2 Story 

NewCarFactory wants to upgrade their staff to the best fitting positions within 
the company. To reach this goal the company has an agreement with the Tripod 
consortium to provide large-scale employability services using the TAS³ network 
to ensure a safe and secure environment for personal data. NewCarFactory gives 
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their employees the opportunity to make a career progression within the 
company. Alex Brown and Lucy White, employees at NewCarFactory, would like 
to develop professionally and use this opportunity to make a career step. 
 
The employability assessment services include an APL (Accreditation of Prior 
Learning), where the skills of employees are inventoried objectively and qualities 
compared to the national qualification structure, then their skills are recognized 
in relation to the qualifications. The result of the employability assessment is 
development advice as to which career step can be made. 
 
The results of the assessment are available in an ePortfolio, in which the 
employees can manage their professional development to work on their next 
career step. 

7.4.3 Scenario 

 Action 
1 The employees Alex Brown (assembly operator) and Lucy White 

(administrative assistant) want to use the Tripod employability service to 
make a career step. They get information about the process and the URL, 
username and password for the Tripod network. 

2 Alex/Lucy logs in on the Tripod site and is asked for authentication. S/he is 
able to do this because the organizer of Tripod has previously registered 
them with the TAS³ ID Provider. After successful authentication they are 
able to log into the rest of the  process using Single Sign On.  

3 The first time that Alex/Lucy logs in, a personal instance of the TAS³ 
Dashboard is created. If login is successful, the employee sees a screen with 
information about the process and which service will help them make the 
next step in their career. It will take them through five stages: 

• Accepting Terms & Conditions and policies 
• Create an APL assessment using Kenteq Competent application 
• Create an ePortfolio with Paragin’s ‘Toegang tot Techniek’ 
• Grant their employer access to their ePortfolio; 
• Make the next step in their career. 

4 Accepting Terms and Conditions: 
• Read the Terms and Conditions and policies of all service providers; 
• Accept all Terms and Conditions and policies 

5 Carry out an APL assessment 
• Personal data discovery in order to reuse that data 
• Agree to search for personal data in the network 
• Consent for data transfer to the APL provider Kenteq for reuse 

6 Redirect to Kenteq for APL assessment 
• Fill in CV information 
• Complete the questionnaire; 
• Have a face-to-face interview with the assessor 
• Accept the results 

7 Create an e-Portfolio 
Personal data discovery and reuse of that data 

• Agree to search for my data in the network 
• Consent to data transfer to ePortfolio provider Paragin for reuse 
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8 Redirect to Paragin ‘Toegang tot Techniek’ ePortfolio service 
• Read the information 
• Fill in all or part of the ePortfolio 

9 Send link of Portfolio showcase to HR manager 
• HR manager reads and gives comments 
• Employee takes action for career development 

10 Employee goes to TAS³ Dashboard 
• Checks who in the Network accessed his data 

11 Employee makes a career step 
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8 Appendix C – Trust Perception Model and 
Survey 

8.1 Executive Summary 
Trust and users are keys points in the context of the TAS³ project. In this 
Appendix, we describe work by the TAS³ consortium to understand users, and 
their perception of trust better, in order to meet their needs when developing e-
services.  
 
In this Appendix we define a model describing the user’s perception of trust. The 
analysis aims to discover the factors the user considers important to decide 
whether to trust a website (web service). The trust perception depends on the 
user’s characteristics: different users can have different perceptions of the same 
service according to their general disposition to trust, their knowledge in the 
security field, and the factors they are more influenced by. We created a Trust 
Perception Model (TPM) listing the most important factors influencing on-line 
trust perception. Also, we hypothesized that such factors have different 
importance in different application domains, and for different levels of users’ 
knowledge in the security field. The results of the survey we carried out to 
validate our hypotheses show that, although the factors of trust have different 
importance in different domains, factors such as the reliability and availability of 
a service, its usability, the look and feel of its user interface, and the security are 
the ones with the highest impact on trust perception. The main contributions of 
our study are the following: 
• The definition of a General Trust Perception Model (GTPM), based on 

literature study, and accounting for a comprehensive list of factors of trust. 
An importance value (also called weight) is associated with each factor: 
changing this value allows the model to adapt to different application 
domains. This model can be of help to TAS³ developers, to improve specific 
characteristic of the services, connected to trust perception, such as usability, 
reputation, or security.  

• Evidence that factors of trust have different weights, in different application 
domains. This means that the factors on which developers need to spend 
their energies the most, changes from domain to domain. The aspect of a 
website, for example, can have a greater impact on the trust perception in e-
portfolio domains than in the e-health ones. TAS³ developers can have 
benefits from these results, by using them when deciding on which factors 
focus on, in a given domain.   

• Evidence that the weight of a factor depends on the user and on some of his 
characteristics, especially on his level of knowledge in the Information 
Technology (IT) Security field. Particularly, we believe that users with little 
or no knowledge about security, or privacy mechanisms and technologies, 
attach more importance to aspect-related factors (as Look and Feel) than to 
the technical-related ones (such as Security). On the other hand, users with 
expert IT Security knowledge, rank security as one of the most important 
factors of trust. This can give hints on the user’s lacks that need to be 
covered in training programs.  
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The evidence mentioned above is provided from the results of a user study in 
which we asked potential e-services users to fill in a questionnaire. The 
questionnaire was developed to investigate the user's perception of trust within 
different application domains: e-banking, e-commerce, e-health and e-portfolio.  
 
To the best of our knowledge, this is the first study trying associate a specific 
numeric weight distribution to the factors of trust, and to analyse the 
relationship existing between the weight distribution and the user's IT Security 
knowledge. This brings two major benefits to the innovation produced by TAS³: 
first, assuming that each factor can be objectively measured, a trustworthiness 
value for an e-service in a given domain can be computed; second, developers in a 
given domain, where users have a specific IT Security knowledge profile, have 
guidelines on which factors should focus the most to make their website more 
trustworthy. 
 

8.2 Reading Guide 
In the next Chapters we describe our Trust Perception Model and the results of 
our Survey on Trust Perception. In 8.3 we present an introduction to the Trust 
Perception problem, in 8.4 we introduce the related works, and in 8.5 we 
illustrate our TPM and the way we obtained it. In 8.6 we explain the 
questionnaire we used to test and validate our hypotheses, while in 8.7 the 
results of the questionnaire are presented and discussed. In 8.8 we discuss the 
application of our questionnaire to the Employability NL Demonstrator, and, 
finally, in 8.9 conclusions are provided. 
 

8.3 Introduction 
Trust governs most of the human-to-human relationships: persons trust their 
family, their doctor, or their boss. When it comes to the use of e-services, trust is 
even more critical, because it is more difficult to establish. This is mostly due to 
the fact that the signals of trust generally used to establish human-to-human 
relationships, such as physical aspect or body language, are missing in the on-
line world. To understand how trust is established on-line, we need to find the 
analogous signals of trust and learn in which way they influence the users' 
perception of trust. In this context, we refer to the on-line signals of trust as 
factors of trust, and they represent peculiar characteristics of a website (or an e-
service) such as its look and feel, its quality, its privacy management, or its 
security. 
 
Understanding the on-line user's perception of trust is important to TAS³ because 
it helps to: i) develop services that better meet user's requirements for trust; ii) 
provide tools able to assist the user ranking services according to their 
trustworthiness; and iii) create ad hoc training programs to increase the user's 
trust awareness where lacking. For example, an outcome of our study indicates 
that the privacy policy stated by a service provider, do not influence the user's 
trust perception, mainly because users do not read it. This suggests that is 
important to i) improve the way privacy policies are expressed, to make them 
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more user-friendly; and ii) train the user to make him understand the importance 
of checking privacy policies content, because it can actually state malicious usage 
of personal data. 
 
To succeed in understanding the on-line user's perception of trust, we need a 
deep understanding of what trust means (can trust be formally defined?), of the 
way it is established (which are the factors of trust?), and whether (and if so how) 
trust perception changes according to different application domains (does Bob 
assess the trustworthiness of his e-banking services in the same way he does for 
the e-health ones?). 
 
Trust has been defined in different ways: as expectation ( (12), (13) , (14)), as 
vulnerability to the actions of others ( (15)), as probability ( (16)), and as risk ( 
(17)). Ermisch observes that “(trust) someone doing X does not necessarily extend 
to trust in that same person doing Y” (18).  This leads us to consider trust as a 
multi-dimensional, context-dependent concept. Studies on trust perception aim to 
understand the mechanisms adopted by humans to trust other humans, 
machines or e-services. Generally, they are based on a theoretical trust perception 
model (TPM), accounting for several factors of trust. Such a model is usually 
validated by means of a user study, to understand which of the factors present in 
the model, are actually considered by the user. Every trust model generally 
applies to specific application domains and categories of users. Trust models for 
human-to-human ( (15)), human-to-aid systems ( (19), (20)), human-to-computer ( 
(21)), and human-to-e-services ( (22)) relationships can be found in the literature. 
In the field of human-to-e-services, specific trust perception models about e-
commerce ( (23), (24), (25), (26), (27), (28), (29)), e-banking ( (30), (31)), and e-
health services ( (32), (33), (34)) can be found. 
 
We observed that existing TPMs share a significant number of factors of trust: 
these factors can be aggregated to form a generic trust perception model (GTPM), 
accounting for the shared factors and adaptable to different application domains 
(35). No matter what the domain is, such a model should be able to describe the 
trust perception of an e-service by giving the right importance to each factor: for 
example, privacy should be much more important in domains where sensitive 
data is collected (as in e-health systems) than in those where only an e-mail 
address is requested (as in mailing lists). 
 
Note that trust evolves with time and use of an e-service. In our study, we 
focused on the factors of trust important at a very early stage, when the user 
approaches a website for the first time. Also, it is important to mention that trust 
is not trustworthiness: trust is an action (someone trusting, someone, or 
something else), while trustworthiness is a property of someone or something ( 
(22)). In this context we focus on trust perception, i.e. the user's perceived 
trustworthiness of a service.  
 

8.4 Related Work and Factors of Trust 
Trust has been studied at different levels: individual, interpersonal, relational 
and societal (36). We focus on the interpersonal trust ( (14), (17), (13), (16)) that 
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has been defined as the “generalized expectancy held by an individual that the 
word, promise, oral or written statement can be relied on” (37). 
 
Despite claims such as “people trust people, not technology” (38), several human-
to-computer trust perception models have been proposed over time ( (20), (21), 
(19), (30)). Muir asserted that trusting computer systems is crucial to use them 
(20), while Mayer et al. started to look at trust as a multi-dimensional concept, 
where context and risk represented important dimensions (15). Atoyan et al. 
demonstrated that usability is a relevant dimension of trust and that, if it is 
improved, that also improves trust in the system (19). Madsen and Gregor 
divided trust dimensions in two categories: cognition-based (as technical 
competencies, reliability, and comprehensability), and affect-based (as personal 
affinity to the system) (21). According to Hoffman, security, together with privacy 
and usability, are amongst the most decisive factors of trust; also, he suggested 
the importance of finding metrics able to measure the trust level of a system (39). 
The recent explosion in the provision of e-service moved the interest of 
researchers towards on-line transactional systems (websites). According to Camp, 
such systems, to be trusted, need to be `designed for trust' i.e. accounting for 
factors such as privacy, security and reliability from the very beginning (40). 
Corritore detected reputation, usability and risk as determinant factors of trust 
in websites (22), while McKnight, focusing on trust in e-commerce services, 
affirmed that users go through two different stages before using an e-commerce 
service: an introductory stage, where they decide whether risk to explore the 
website, and an exploratory stage, where they have to decide whether to make 
any transaction using it (41). The quality of a website, such as the absence of 
presentation flaws, also seems to influence the trust and the willingness to buy, 
in the e-commerce setting (28). 
 
Another factor that seems to be related with trust is the user's knowledge (39): 
studies revealed that misconceptions about the technologies used for security and 
privacy on-line, can lead to a false perception of trust (42). The influence that 
such knowledge has on trust is still not clear; some authors assert that having 
expert knowledge on security mechanisms decrease the general trust in e-
services (43), while others believe that the higher the knowledge, the higher the 
trust (44). 
 
The following table shows the results of our literature review: each row 
represents a Trust Perception Model, while each column represents a factor of 
trust; a cross indicates that the factor has been considered by the model. Authors 
use different terms to refer to the factors of trust, which we try to unify as 
follows. 
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(20) General x x        x  
(15) General x      x   x  
(19) General           X 
(21) General          x X 
(22) General x  x    x x x   
(39) General  x  x x x   x  X 
(40) General  x  x  x      
(32) e-health  x     x x  x X 
(33) e-health     x   x   X 
(34) e-health   x     x x x  
(24) e-commerce x  x  x  x x x   
(27) e-commerce x x    x x x  x X 
(28) e-commerce        x    
(45) e-commerce   x   x     X 
(46) e-commerce x   x  x x   x  
(47) e-commerce   x     x    
(48) e-commerce   x x x x x x x   
(31) e-banking x   x  x    x  
 Rate (%) 39% 28% 33% 28% 22% 39% 39% 50% 28% 44% 39% 
 

Table 5: Trust Perception Models (TPMs), the Literature Review 

The last row of the table indicates the percentage of analysed TPMs accounting 
for each factor. We can observe that some of the listed factors refers to properties 
of the website (e.g. reputation, privacy, security), while others refers to properties 
of the user (e.g. user's knowledge and disposition to trust). 
 
Let us give a brief explanation of the meaning of each factor. Risk is expresses as 
the probability that damages or loss can happen due to the use of a website; 
Reputation represents the others' experiences with the website; Privacy regards 
the safeguards of the user's personal data; Security has to do with protection 
mechanisms such as login or encryption procedures used by the website; and 
Usability assesses how easy is, for the end-user, to accomplish his goals using the 
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website. Reliability and availability is a factor representing the probability that 
the website will perform and maintain its functionalities; Third party seals refers 
to the presence of trusted third party logos on the pages of the website; quality 
and Look and Feel is the summation of characteristics such as an overall 
pleasant aspect of the website, and the absence of spelling and grammatical 
errors; finally Brand name says how well the brand behind the website is known. 
We need to mention that the Brand name factor has been obtained merging the 
factors Competence, Integrity and Benevolence, since these characteristics are 
often associated to well-known brands. As concerns the factors representing 
user's characteristics (light blue in the table), the Disposition to trust is a 
subjective factor representing the user's general predisposition to trust the world 
(25), while the  User's knowledge refers to the expertise the user has about web, 
risk and security matters (e.g. level of knowledge about internet security, https, 
digital certificates, reputation system). 
 

8.5 A General Trust Perception Model 
Observing Table 4, we can notice how the analysed TPMs share several factors of 
trust: Disposition to trust, for example, is present in half of the models. The 
aggregation of these factors in a generic trust perception model (GTPM) is 
important for several reasons (48), amongst them the fact that it provides a 
single model adaptable to different situations, and that it unifies the work 
carried out by different studies in different areas. Our GTPM, able to measure 
𝑇𝑃(𝑢), the user's (𝑢) perception of the trustworthiness (𝑇𝑃) of a website (𝑊𝐵), is 
presented in Figure 12. Measuring 𝑇𝑃(𝑢) can help the user to choose a website 
based on its trustworthiness, seen as a numerical value, and developers to verify 
whether their website is trustworthy enough (the user in that case would be a 
profile of the website's target users). 𝑇𝑃(𝑢) can be formalized as follows: 

Equation 1.  𝑻𝑷(𝒖) = 𝜶𝑻𝑫(𝒖) + (𝟏 − 𝜶)𝑻𝑾𝑩(𝒖) 

𝑇𝑃(𝑢) is built as a weighted (𝛼 ∈ [0,1]) average of two components: the user's 
independent disposition to trust 𝑇𝑃(𝑢), and the user's view of the website 
trustworthiness 𝑇𝑊𝐵(𝑢). Several scales are available to measure 𝑇𝐷(𝑢) (14), (49), 
while to measure 𝑇𝑊𝐵(𝑢) we need to refer to the factors of trust highlighted by 
our model. Let 𝐹𝑆 be the set of factors of trust (the ones above the website block 
in Figure 12, and 𝑓 ∈ 𝐹𝑆 a specific factor: if 𝑤𝑓is the weight of the factor 𝑓 and 𝑣𝑓 
is its value, then we can define 𝑇𝑊𝐵(𝑢) as: 

Equation 2. 𝑻𝑾𝑩 (𝒖)  =  ∑ 𝒘𝒇(𝒖) 𝒗𝒇𝒇∈𝑭𝑺  

Combining Equation 1 and Equation 2, we obtain the following expression to 
quantify trust perception:  
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Figure 13: General Trust Perception Model (GTPM). Trust Perception (TP) is 
influenced by the user's characteristics, such as his knowledge (UK) and his 

disposition to trust (TD), and characteristics of the website, referred as factors 
of trust 

To measure 𝑇𝑊𝐵(𝑢) we need to know the value and the weight of each factor of 
trust. Finding metrics able to give values to such factors is part of emerging 
research topics. Here, the focus is on understanding the factors' weight 
distribution, which, we believe, depends on the user's knowledge (hence the 
notation 𝑤𝑓(𝑢)). 
 
Different from others (39), (44) we do not think that knowledge influences trust 
in a direct (positive or negative) way. We believe, instead, that it determines the 
higher or lower weight associated to a factor of trust. Essentially, the more the 
user knows about privacy and security technologies, the more importance he will 
give to such factors. We expect that users with expert knowledge will give higher 
weight to factors such as Privacy, Security and Reputation than users with 
limited knowledge, which will be more interested in factors such us Quality and 
Look and Feel, Reliability and availability, and Usability. To validate these 
expectations, in our study we tested the following hypotheses: 
 

Hypothesis 1. The weight of a factor 𝑤𝑓 is not the same in every 
application domain. 
 

Hypothesis 2. The weight of a factor 𝑤𝑓 is correlated to the user's 
knowledge in the IT security field (𝑈𝐾); 

 

8.6 The Methodology 
To empirically verify our hypotheses, an on-line trust perception questionnaire 
was developed, which addresses the following research questions: 
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1. What level of knowledge in the IT Security field (UK), does a potential 
user of e-services possess? 

2. What is the weight the user gives to the different factors of trust? Is it the 
same for each factor? Is it the same for different application domains 
(such as e-banking, e-commerce, e-portfolio and e-health)? 

3. Is the user's IT Security knowledge correlated to the weight given to the 
factors of trust? 

The questionnaire is composed by a total number of 10 questions, divided in 
three sections: one to gather demographic information about the respondent, one 
to measure the weight he associates to each factor of trust, and one to evaluate 
his IT Security knowledge.  
 
The validity of the questionnaire has been shown applying the content validity 
method (50). We asked a panel of experts from the TAS³ Consortium to review 
and rate each item (question) of the survey. The items rated as relevant remained 
untouched, while the others were deleted or adjusted according to reviewers' 
feedback. A pilot study, monitoring five respondents while answering the 
questionnaire, was also performed. This helped in rephrasing unclear questions, 
verifying and eliminating the presence of bias, and adding details to terms seen 
as vague (e.g. quantifying  very often to mean at least once a month). In the 
remainder of this Section, we present the questionnaire, and we discuss in depth 
the three different parts it is composed of, named the sample frame, the users' 
knowledge, and the factors' importance. 

8.6.1 The Sample Frame 

The population of our survey is represented by users of e-services such as e-
banking, e-commerce, e-portfolio and e-health. The "Digital Report 2009" (51) 
reveals that 89% of Dutch internet users aged 25-44, use e-banking services; that 
the typical on-line shopper is highly educated, aged 25-44; that 19% (aged 12-74) 
use the Internet to look for a job; and that 30%, aged 55-64, surf the web to look 
for health-related information. This let us to believe that employees and students 
of the Eindhoven University Technology (TU/e), chosen as sampling frame for our 
survey, well represent the population of e-users. Moreover, they cover the 
spectrum of knowledge since both people with low and high IT Security expertise, 
are part of the sample. The TU/e has about 6000 students and 4000 employees 
(PhD students are considered as employees). To obtain enough responses, 
statistically significant results, and to account for lost e-mails and uncooperative 
subjects, about 1600 e-mails were sent to addresses randomly selected from the 
TU/e internal mailing list. During the sample selection the percentage of 
students (about 60% of the whole) and staff (about 40% of the whole) has been 
maintained. The first part of the survey contains questions, listed below, about 
gender, age, educational level, and job position of the respondents. He role of 
these questions is mainly the one of helping us in verifying whether the 
respondents group reflects the sampling frame of our study. 
 

DEMOGRAPHIC SECTION  

1. What is your gender? 
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( ) Male 

( ) Female 

 

2. What is your age? 

( ) under 12 

( ) 12-24 

( ) 25-44 

( ) 45-64 

( ) 65+ 

 

3. What is the highest Educational Level Completed? 

( ) Primary School 

( ) Secondary School 

( ) Bachelor Degree 

( ) Master Degree 

( ) Doctor of Philosophy (PhD) 

( ) Other 

 

4. Is your job/study field related to the ICT (Information and Communication Technology)? 

( ) yes 

( ) no 

 

5. What is your job position? Multiple choices allowed 

[ ] Student 

[ ] Unemployed 

[ ] Looking for a job 

[ ] Employee 

[ ] Employer 

[ ] Retired 

[ ] Other 

 

8.6.2 The User’s Knowledge 

Questions in this part of the questionnaire aim to understand the user's 
knowledge in the IT Security field. Users are asked to judge their own knowledge 
and ability on IT security-related topics, such as computer and internet usage, 
privacy policies, https, PKI, reputation, and digital certificates. A four-item scale 
is used for the answers (each item has a numerical value associated): no 
knowledge (0.00), limited knowledge (0.33), good knowledge (0.66), and expert 
knowledge (1.00). The global UK is computed as average of the values associated 
to the answers. The questions used in this part of the questionnaire are listed 
below.  
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USER’S KNOWLEDGE  SECTION 

6. When it comes to use a computer I consider myself to have: 

( ) No knowledge {not able to use it} 

( ) Limited Knowledge {able to use it but not really confident with it} 

( ) Good Knowledge {able to use it with high confidence in what I do} 

( ) Expert Knowledge {able to use it with high confidence and understanding of technical aspects} 

 

7. When it comes to using the Internet I consider myself to have: 

( ) No Knowledge {not able to use it} 

( ) Limited Knowledge {able to use it but not really confident with it} 

( ) Good Knowledge {able to use it with high confidence in what I do} 

( ) Expert Knowledge {able to use it with high confidence and understanding of technical aspects} 

 
8. How would you rate your knowledge about each of the following items? 

No knowledge = I have never heard about it 

Limited Knowledge = I have heard about it but I could not really explain the meaning 

Good Knowledge = I know the word, I could explain its meaning and its purposes 

Expert Knowledge = I know  a lot about it, including its technical aspects 

 No 
knowledge 
 

Limited 
Knowledge 

Good 
Knowledge 

Expert 
Knowledge 

Encryption or secure channels ( ) ( ) ( ) ( ) 

HTTPS (Hypertext Transfer Protocol Secure ) ( ) ( ) ( ) ( ) 

PKI(Public Key Infrastructure) ( ) ( ) ( ) ( ) 

Trust Policy ( ) ( ) ( ) ( ) 

Privacy policy ( ) ( ) ( ) ( ) 

Reputation (e.g. the mechanisms used by e-
Bay) 

( ) ( ) ( ) ( ) 

Digital Certificate ( ) ( ) ( ) ( ) 

Service Provider ( ) ( ) ( ) ( ) 

 

8.6.3 The Factors’ Importance 

Another part of the questionnaire is the one aiming at measuring the weight the 
users give to each factor of trust. This is done by verifying how much attention 
users dedicate to each of them. Respondents were presented with a service usage 
scenario in each of the settings (e-banking, e-commerce, e-portfolio and e-health) 
and asked to answer questions assuming it was the first time they used the 
specific service. 
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Questions were formulated in such a way as to verify the influence each factor 
has on trust perception. To test the importance of the factor Quality and Look 
and Feel, for example, we asked to the user whether the design aspects of the 
website (e.g. attractive colours), or professional icons, influence his trust in it. Let 
𝑄𝑓 be the set of questions used to measure the weight of the factor 𝑓. For each 
question 𝑞 ∈ 𝑄𝑓, respondents were allowed to choose amongst four optional 
answers: never, almost never, very often, and always; to each option is associated 
a numerical value: (in the order) 0.00, 0.33, 0.66, 1.00. The value of the answer to 
the question 𝑞 is denoted as 𝑣𝑞. To compute the weight 𝑤𝑓 of each factor 𝑓 ∈ 𝐹, 
we first compute its score, as an average of the answers given to each question 
𝑞 ∈ 𝑄𝑓; then, the score is scaled to sum up to 1. In formulas: 

Equation 3. 𝒔𝒄𝒐𝒓𝒆𝒇 = 𝟏
|𝑸𝒇|

∑ 𝒗𝒒𝒒∈𝑸𝒇   

Equation 4. 𝒘𝒇 = 𝒔𝒄𝒐𝒓𝒆𝒇
∑  𝒔𝒄𝒐𝒓𝒆 𝒇𝒇∈𝑭

   

The questions used to measure the factors’ importance, and the scenario provided 
to the respondents, are listed below.   
 

TRUST FACTORS IMPORTANCE  SECTION 

9. Please, read carefully the following scenarios before proceeding to the next questions. 

e-banking 

Nowadays banks usually offer to their customers the possibility to manage their bank 
account on-line. This kind of service is known as e-banking or internet banking. 

Suppose it is the first time you want access to such services allowing you to make payment, 
transfer money or check your balance. 

e-commerce    

The term e-commerce usually refers to the on-line shopping activities. You choose the 
product you need and pay for it through a web site. 

Suppose you want to buy a product (a shirt, a belt, a notebook) using an on-line shop you 
never experienced before. 

e-health 

There are many web sites providing patients with general medical information (e.g. about 
diabetes, flu, cancer...) and allowing them to chat with a doctor or with other patients 
suffering from the same disease. 

Suppose you are feeling sick and you want to find out more information about the 
symptoms; how serious they are and whether you need to see a doctor. Suppose you are 
looking for web sites offering such services and optionally giving you the possibility to 
consult a doctor on-line. 

e-portfolio 

The term e-portfolio refers to web sites for the employability, helping people looking for a 
job and developing their career. These web sites usually offer services like the uploading of 
CV, the settings of preferences for the job one would like to get and offers for suitable 
vacancies or specialization courses. 

Suppose you are looking for a job and you are intending to use a web site of this kind. 

 
Please, answer the following questions imagining you are in each of the scenarios previously described even 
if you have never experienced it for real. 

The possible answers are the following: 

never = I never did it; 

almost never = I do it sometimes, very few; 

very often = I almost always do it; 
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always = I carefully do it every time; 

 e-banking e-commerce e-health e-portfolio 

Would you usually verify the 
presence of trustworthy third 
party logos on the web site 
pages (i.e. certificates like 
VerySign, eTrust, Ministry of 
Health)? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you verify that the 
connections of your 
transactions are secured (e.g. 
https:// in the url or the lock 
sign on the browser)? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you verify that the web 
service provider is a well-
known brand you link with 
high competences in the 
sector (e.g. Amazon, 
Rabobank, Ministry of 
Employment, and Ministry of 
Health)? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you analyse the risks 
associated to the usage of 
that web site (e.g. money loss, 
personal information 
disclosure)? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you verify the web site 
(or the service provider) has a 
good reputation (e.g. looking 
for its ranking among other 
users)? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you ask your friends if 
and what kind of experience 
they had with the web site? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would you read the privacy 
policy stated by the web site? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would any crashes or error 
messages shown during your 
use of the web site influence 
your trust in it? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would the fact that the web 
site is often not available (i.e. 
the web site is not reachable 
or not working when you need 
to access it) influence your 
trust in it? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would the design aspects of 
the web site (e.g. attractive 
colours, professional icons) 
influence your trust in it? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

Would the presence of 
spelling or grammatical 

never ( ) 
almost never ( ) 

never ( ) 
almost never ( ) 

never ( ) 
almost never ( ) 

never ( ) 
almost never ( ) 
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mistakes influence your trust 
in the web site? 

very often ( ) 
always ( ) 

very often ( ) 
always ( ) 

very often ( ) 
always ( ) 

very often ( ) 
always ( ) 

Would the ease of use of the 
web site influence your trust 
in it? 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

never ( ) 
almost never ( ) 
very often ( ) 
always ( ) 

10. Please, answer the following questions imagining you are in each of the scenarios previously described 
even if you have never experienced it for real. 

 
e-banking never ( ) almost never ( ) very often ( ) always ( ) 

e-commerce never ( ) almost never ( ) very often ( ) always ( ) 

e-health never ( ) almost never ( ) very often ( ) always ( ) 

e-portfolio never ( ) almost never ( ) very often ( ) always ( ) 

 

8.7 The Results 
A web interview methodology was chosen for our survey: respondents, selected by 
our random procedure, received an e-mail, and a reminder one week later, 
explaining the scope of our research and inviting them to participate to our on-
line questionnaire. In the e-mail, they were informed of the anonymous nature of 
the questionnaire. A total of 335 valid responses were collected. Responses 
presenting missing values were ignored since their percentage was below the 
20% and this, as indicated in (52), does not affect our final results. To check the 
presence of CMV (Common Method Variance), i.e. the “variance attributable to 
the measurement method rather than to the constructs the measures represents” 
(53), Harman’s one-factor test was conducted. No single factor with covariance 
bigger than 50% emerged from the test, indicating that CMV does not constitute 
a problem for our study. 

8.7.1 The Sample 

Our respondents group was composed of 76% male and 24% female, which 
reflects the overall population at TU/e. The age distribution, divided for gender, 
is presented in Figure 13: the graph shows the percentage of the male component 
(respectively the female) falling in each of the age categories. In each category 
men and women are more or less equally represented but there is a lack of 
respondents aged 65 or older: this is mostly due to the fact that we did not have 
the possibility of inviting retired people to fill the questionnaire. Figure 14 shows 
the education level accomplished by our respondents: assuming that those 
persons who already have a Masters degree are employees at the TU/e, we can 
say that 60% of our sample is formed by students and 40% by employees, 
matching the sample frame. 



  TAS³ D9.2 Pilot Evaluation Report   Dec 31, 2011 

D9.2 Iter3 v0.2       Page 78 of 96 

 
Figure 14: Respondents age distribution. The graph shows the percentage of 

male and female for each age range. 

 

 
Figure 15: Education level accomplished by the respondents. 

 

8.7.2 The User’s Knowledge 

To measure the user's knowledge we considered the questions in the User’s 
Knowledge Section, presented above. Cronbach's alpha test was conducted to 
calculate the reliability of the scale. The item-total correlation is above 0.5 for 
each item (values above 0.3 are acceptable) and the Cronbach's alpha value, for 
all the items we used to build UK, is 0.9, proving the reliability of our scale. UK 
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has been computed summing the value associated to each answer, and then 
dividing the sum by the number of items. The minimum registered value for UK 
(ranging in [0, 1]) has been 0.07, and the maximum 0.87. A correlation analysis 
between the weight of the factors and the user's class of knowledge was carried 
out, and the results are presented in the Table 5. We used the Spearman's non-
parametric correlation test since the normal distribution assumption was not 
verified by our sample. 
 

 E-BANKING E-COMMERCE E-HEALTH E-PORTFOLIO 

BRAND NAME 0.093 0.065 0.022 0.0063 

USABILITY -0.169* -0.184* -0.114* -0.127* 

LOOK & FEEL -0.158**  -0.156** -0.051 -0.119** 

PRIVACY 0.119* 0.120* 0.177** 0.210** 

RELIABILITY & AVAILABILITY -0.164** -0.224** -0.183** -0.185** 

REPUTATION -0.072 0.043 0.078 0.047 

RISK 0.088 0.125* 0.008 0.087 

SECURITY 0.183* 0.249** 0.116* 0.197** 

THIRD PARTY SEALS 0.110* 0.043 0.021 0.019 

*  = Correlation is significant with p < 0.05 

** = Correlation is significant with p < 0.01 

Table 6  Spearman's Correlation test 

Table 5 shows that a correlation amongst the weight of each factor and UK, does 
exist for Usability, Quality and Look and Feel (excluding the e-health context), 
Privacy, Reliability and availability, Security, while this has not been confirmed 
for Brand name, Reputation, Risk (excluding the e-commerce context), and third 
party seals (excluding the e-banking context). Note that the factors Risk, 
Reputation, and Third party seals, constant over domains, are also constant over 
knowledge, showing no correlation. Observing the graphs in Figure 15., obtained 
using a clustering technique to classify the user according to his knowledge, we 
can conclude that users with limited or no knowledge tend to pay more attention 
on factors such as Reliability and availability, Look and Feel, Usability, and 
Brand name, while, at the increasing of the knowledge level, factors such as 
Security, Risk and Privacy show an increased importance. The fact that the 
weight of privacy increases with knowledge, support the idea that current 
privacy mechanisms are not easy to be understood and therefore require much 
knowledge. The graph shows the results for the e-commerce domain but the trend 
is the same for the other domains accordingly to the correlation coefficients 
shown in Table 5. 
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Figure 16: The weight distribution of the factors of trust, clustered for class of 

knowledge, in the e-commerce domain 

8.7.3 The Factors’ Importance 

Results of our experiment confirm that the weight of a factor of trust is not the 
same in different application domains. The graphs in Figure 16 and Figure 17 
represent the factors ranking in two of the different scenarios we considered: e-
banking and e-commerce. Below we describe notable results, and provide possible 
explanations. 

 
Figure 17: Factors ranking in the e-banking domain 
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Figure 18: Factors ranking in the e-commerce domain 

In the e-banking domain, the factor that influences the perception of trust the 
most is the Brand name: this supports the theory that trust in traditional 
banking influences trust in the online bank (30). As expected, another factor of 
trust is represented by the presence of Security mechanisms: 89% of our 
respondents asserted they verify (always or very often) that the online banking 
transactions are carried out through the HTTPS protocol. Furthermore, 
Reliability and availability appears to be essential for e-banking environment: 
frequent error messages and crashes influence the feeling of trust towards the 
online bank. The presence of Trusted seals and the Risk associated to the use of 
the website, have the same importance, exceeded by the Look and Feel of the 
bank's website that is considered more important. Surprisingly, the factors 
Reputation and Privacy do not seem to considerably influence user's perception of 
trust. It appears that users do not look for third party opinions about their online 
bank: 59% of our respondents said they never (or almost never) verify the 
reputation of the e-banking service provider and 45% does not bother to ask their 
friends about what kind of experience they had with the on-line bank. This can 
be explained by the fact that users do not like to manually collect and evaluate 
feedback on their own, but not necessary that they would not like to use 
automatic systems providing them with the reputation of the service (a fact 
confirmed by the success of reputation systems such as TripAdvisor1

Figure 20

). Another 
reason for the low importance given to Reputation in e-banking can be that users 
trust the brand and, then, the on-line version too, so that they do not have to 
check the reputation. Indeed, in the other domains, reputation scores higher (see 

).  
 
The Privacy factor needs special attention: in all the scenarios we analysed, its 
weight is never higher than 0.05. This result can be misleading, letting us think 
that users do not care about privacy. Actually, most of the respondents said they 
never read the privacy policy stated by a website. This does not necessarily mean 
users are not interested in their privacy but, most probably, that mechanisms 

                                                
1 http://www.tripadvisor.com/ 
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currently used to address the privacy issue (natural language privacy policies 
above all) are not usable enough. Privacy policies, indeed, are too long, written in 
a complex language, which is difficult to understand, and for this reason they are 
just ignored by the users. This result, suggests that new mechanisms, easy to use 
and allowing the user to understand how good or bad a privacy policy is, are more 
suitable.  
 
In the e-commerce settings, the factors' ranking is different from the one 
presented in the e-banking scenario, with a slightly more uniform weight 
distribution. The most important factor is the Reliability and availability, 
followed by the Brand name. It is interesting to note how users care more about 
the aspects of a website Look and Feel than about its Security mechanisms: their 
trust is mostly influenced by good-looking, good-working services, provided by 
well-known firms. The Risk factor is a bit more important than in the e-banking, 
and Third party seals is almost as important as in the e-banking environment. 
Privacy and reputation are still at the bottom of the list.  
 
Figure 18 shows the factors’ ranking in the healthcare domain; Reliability and 
availability is here the most important factor of trust, followed by Usability and 
Brand name. Look and Feel, Risk and Trust seals have approximately the same 
weight, while Reputation, Security and Privacy factors are at the bottom. The low 
weight associated to security-related factors, suggest the needs to inform the user 
on the existence of security, reputation and privacy mechanisms, and on their 
importance as means to protect him from cyber-threats (e.g. frauds, phishing or 
identity theft). On the other hand, developers need to put effort in creating 
reliable and easy to use services, to meet the trust requirements of their users. 

 
Figure 19: Factors ranking in the e-health domain 

In the e-portfolio scenario, Figure 19, the Look and Feel is the most important 
factor of trust, followed by reliability and availability, and usability. We think 
the usability and Look and Feel gain importance in the e-portfolio and e-health 
domains, mainly because users expect more usability from these still not-well-
known services. Although our respondents have been provided with scenario of 
use of such domains, only a low percentage of them (1.5% for e-health, and 15.8% 
for e-portfolio) had previously used, at least one time, such services (versus the 
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96.7% of e-banking and 71.9% of e-commerce). Moreover, e-banking and e-
commerce have almost de facto standard features (e.g. wish-lists or carts) that 
help users in understanding how a website works even if they never used it 
before. This is not true with the new-borns e-health and e-portfolio services, that 
therefore need to focus on usability and Look and Feel. The brand name 
associated to the services (e.g. well known service providers) is also an important 
factor; risk, reputation and trust seals are constant over domains, while security 
totally drops down, followed only by the privacy. 

 
Figure 20: Factors ranking in the e-portfolio domain 

 
In Figure 20 a comparative graph of the results obtained in the different domains 
is presented. The graph is divided into three bands of equal width, defining the 
importance of a factor as low, medium or high. We can observe that the brand 
name is especially high in the e-banking scenario, maybe because a strong 
connection between on-line and off-line organizations mainly exists with banks. 
The quality and Look and Feel is considered very important in the e-portfolio, at 
cost of risk and third party seals, slightly lower for the e-portfolio but almost 
constant elsewhere. The factor reputation, is also almost uniform in all the 
domains we considered, but in the e-commerce, where it is more important 
probably because it is the domain with the highest presence of automatic 
reputation systems (e.g. eBay, TripAdvisor). For the reasons explained before, 
privacy is the only factor occupying the low band in each scenario, while 
reliability and availability is always in the high band, suggesting that, to get the 
user's trust, it is very important to have an always-available, error-free service. 
The fact that security, considered one of the most important factors in e-banking 
and e-commerce, is at the bottom in the e-health and e-portfolio domains is 
counterintuitive. Since both the domains manage extremely sensitive data, users 
should require much stronger security mechanisms in these cases. To clarify why 
security is not considered as important as expected, further analyses are 
necessary. Especially, we considered to repeat the questionnaire in a real-life 
scenario. In such scenario the users are first provided with a real system, and 
then asked to fill in the questionnaire, accordingly modified. The results of this 
new study are presented in 8.8. 
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Figure 21: Factors' ranking in the different application domains (e-banking, e-

commerce, e-health and e-portfolio). 

8.8 Extensions of the Questionnaire to the 
“Employability NL Demonstrator” 

A limitation of the questionnaire presented in the previous Chapters, regards the 
question used to assess the privacy's weight: we measured it asking to the users 
whether they read the privacy policy stated by a service provider. We think this 
does not actually measure the importance of privacy, but the effectiveness of 
privacy policies. To actually measure the importance of privacy, one should 
reformulate the question and ask, for example, whether, the way service 
providers manage user’s personal data, influences the user’s trust in the website. 
Another limitation of the questionnaire was the fact that users were provided 
with the description of a scenario, and were not able to interact with a real one. It 
would be useful to compare the results obtained when the users where only 
provided with a description of the scenario, with the one obtained after a user 
experienced a scenario for real.  To make such comparison we took advantage of 
the “Boost Your Career” workshops made in the context of the Employability NL 
Demonstrator. The workshops were organized as follow:  eight participants per 
session were allowed; all the participants used the same type of notebook, and 
were provided with the description of the scenario on paper. The scenario 
explained to the participants what they had to do during their usage of the 
Employability NL Demonstrator. Participants were coached, guided, and 
monitored during their activities. At the end of the live session they were asked 
to fill in a slightly modified version of the questionnaire, containing the following 
main changes:  

1. To Trust Perception questionnaire was extended with question related to 
the usability of the Employability NL Demonstrator; 

2. The user is only presented with the employability scenario (all the 
questions related to the other scenarios have been omitted); 
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3. The questions are rephrased to reflect the fact that the user user fills in 
the questionnaire only after experiencing a live session of the 
Employability NL Demonstrator (he doesn’t have to imagine one); 

4. A new question has been added, regarding the weight of the privacy 
factor. The question asks “whether the way the system manages the user’s 
personal data, influences his trust in it”. This question is used to compare 
the importance of privacy obtained in this way, with the one obtained 
when asking “whether the users read the privacy policy stated by a service 
provider”. We expect the privacy’s weight being higher in the first case.  

8.8.1 The new Results 

In this Section we show the results obtained with the responses collected during 
the workshop, and we compare them with those obtained with the survey. A total 
number of 17 answers were collected: clearly they are not enough to provide 
statistically relevant results, but can be used to confirm or deny results and the 
intuitions obtained using the first iteration of questionnaire (from now on named 
the survey).   
 
The workshops the new data come from were held in at the ePortfolio 
International Conference (ePIC) in London, with participants from 5 
nationalities, and at Kenteq, with participants who knew something about 
employability services. The total number of recruited participants is 22, while 17 
participated to the workshops. 
 
Figure 21, Figure 22, and Figure 23 show the differences between the 
participants to the workshops and the respondents to the survey. The firsts are 
in average older (that is justified by the absence of students), and with a higher 
educational level (50% of the workshops’ respondents has at least a Master 
degree). The respondents frame is composed by employee (75%) and employer 
(25%), and none of them declared to be looking for a job. About the level of 
knowledge in the IT Security field, we can say that they either don’t know 
anything (35 % with No Knowledge, and almost 15% with Limited Knowledge), or 
they know the field quite well (30% with a Good Knowledge and more than 20% 
with an Expert Knowledge).   
 
The differences in the two sampling frames can help us in verifying how general 
the results of the survey are, and whether they can be extended to users with 
different characteristics in age, educational level, work experience or IT 
knowledge.    
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Figure 22:  Age distribution comparison between respondents to the Survey and 

to the Worksop. 

 

 
Figure 23: Educational Level comparison between the respondents to the 

Survey (dark colour) and to the Workshop (light colour). 
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Figure 24: Job Position Comparison between the respondents to the Survey 

(dark colour) and to the Workshop (light colour). 

 

Figure 25: Level of Knowledge Comparison between the respondents to the 
Survey (dark colour) and to the Workshop (light colour). 

Figure 24 shows a comparison on how the factors are ranked according to the 
survey (dark colour) and to the workshops (light clour) results. It can be noticed 
that the first three positions are the same in both the scenarios: reliability and 
availability, Look&Feel and usability are the most import factors influencing 
trust, even though the Look&Feel is not anymore at the first place and has lost 
some weigh. This can find an explanation in the fact that, given the nature of the 
demonstrator, during its development them major focus was not on its aspect. It 
is interesting to observe that security is not anymore at the bottom of the list, 
gaining position at expenses of the brand name: this may be because participants 
have been warned about the importance of security mechanisms and of looking 
for privacy communications during their activities with the demonstrator. 
Reputation also gained importance, we think because a reputation system is in 
place, and it is appreciated by the users. 
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The others factors, except the brand name, present small variations respect to 
the results obtained with the survey. 

 
Figure 26: Comparison between the importance associated to each factor of 

trust in the results obtained with the survey (dark colour) and the ones 
obtained in the workshop (light colour).  

A main result obtained with the workshop data, is the one presented in Figure 
25: here we compare the importance associated to the factor privacy, when 
computed in two different ways: i) in association with the importance given to 
privacy policies, or ii) in association with the importance associated to the way 
personal data is managed.  The results clearly confirm our intuition: the 
importance of privacy measured in the survey was always low, not because users 
do not consider privacy important, but because they do not consider privacy 
policies worthy to read. The main message of this result is that users do actually 
care a lot about privacy (the privacy factor is second only to the reliability and 
availability in the workshop results), but the privacy policies, provided them to 
address privacy issues, are not the right way to achieve user’s interest. 
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Figure 27: The impact of computing the weight of privacy in two different 
methods: as related to privacy policy (dark colour) or to the importance of 

personal data management (light colour). The comparison is made out of data 
coming from the workshop.   

8.9 Conclusions 
In this Appendix we analysed the user's perception of trust. Based on the existing 
trust perception models (TPMs) taken from Literature, we developed a general 
trust perception model (GTPM) that contains a comprehensive set of trust 
factors. The GTPM can be used to measure the user's perception of the 
trustworthiness of a website, in different application domains. Also, we argued 
that trust perception is influenced by the user's knowledge in the IT Security 
field and, specifically, we hypothesized that such knowledge influences the 
importance users give to the different factors of trust. The results of the user 
study, aiming at investigating the main hypotheses of our research, have been 
presented, confirming that the weight of a factor changes according to the 
application domain. Particularly, the weight of privacy and security increases 
with the knowledge, while for Reliability and availability, Usability, and Look 
andFeel the weight decreases where the knowledge increases. 
Also, we compared the results obtained with the user study (where participants 
were not provided with real services to use) with the ones obtained during three 
Employability NL Demonstrator workshops. The main results of this comparison 
show that reliability and availability, Lookand Feel and Usability are the most 
important factors of trust in both the settings. Moreover, in the new setting, we 
tried to solve a design mistake, reformulating the question related to the 
importance of privacy. The new results show that privacy gains much importance 
after the modification, standing amongst the most important factors of trust, 
right after reliability and availability. 
To the best of our knowledge, this is the first attempt to quantify the user's 
perception of trust; while previous studies are limited to identify the set of factors 
influencing trust, we focused on quantifying the importance associated to each 
factor in a given application domain. The results of our study can be useful to 
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TAS³ developers, to focus on the elements that need to be addressed to make a 
site trustworthy. Moreover, this work can be considered as a first step towards a 
trustworthiness evaluation process: once detected the important factors and their 
weight, researchers can look at ways to find metrics to measure the factors and to 
quantify the trustworthiness of a service (website). 
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9 Appendix D – Persona Profiles 

9.1 Charlie Brunel Persona 

  

9.2 Anna Becker Persona 
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