
 

TAS3 Deliverable D1.1: State of the Art 

 

 

 

Accompanying Letter to the Reviewers 

 

 

 

 

At the TAS3 review on February 26th, 2009, the project reviewers indicated that deliverable 

D1.1 State of the Art was provisionally accepted. The TAS3 Consortium has addressed the 

reviewers’ comments as follows. 

 

In addition to the recommended updates, more content has been provided. A new specific 

chapter (5) has been created concerning Threat Analysis, additional information on Trust KPI 

as well as large update in Identity Management. 

 
a) Ch. 4: Include at least the Common 

Criteria (ISO/IEC 15408) as a real 

methodology for security requirements. 

(Microsoft SDLM is another one.) 

Several threat methodologies have been 

included within a new dedicated chapter 

(Chap 5). 

 

b) Ch.6 Include CardSpace, Information 

Card Forum.  

Information exists in Identity 

Management (chap 11). 

Updated accordingly. 

 

c) Ch. 7: Are there any industry specific 

blueprints of enterprise architecture 

models relevant for TAS3? 

Updated accordingly. 

 

d) Ch. 8: Reconsider the claims made 

about BestCrypt. Add reference for 

Trustbuilder and Protune. Add European 

Citizen Card (ECC). 

Updated accordingly. 

 

e) Ch. 9: Explain the link of SAP SSO 

capabilities to trust policies. Add web of 

trust models (like PGP), certification 

authority services, scoring models (as used 

by eBay) and their (ir) relevance to TAS3 

For SAP SSO/Trust:  in fact the real 

relation is that a user is going to logon 

using SSO to use the reputation system for 

a ranking of providers. This is true for 

some SAP product only, so this comment 

as been removed because it’s not relevant 

in this context. CA services and scoring 

model have been added. 

 

f) Ch. 10: Add definitions of key terms used 

here. Justify why the focus is laid on IFG. 

Add Kim Camerons laws of identity. 

Whereas KC's 7 laws are fully expounded 

in Ch 11, WP7, additional information 

have been added in Legal chapter (chap 

10). 

 

g) Ch. 11: (minor remarks: Change 

1,024bits to 2,048bits. Consider spending 

one sentence about modern cryptography 

like certificateless PKI, identitybased 

cryptography and groupbased 

cryptography. Mention the possibility of a 

smart card being an IdP.) 

Updated accordingly. 

 

h) Ch.12: Check the end of the chapter 

(ends abrupt). 

Updated accordingly. 

 

i) Ch.13: Add the EU government project 

STORK and IDABC. 

Added accordingly. 

 

j) Ch.14: Complete 13.3.4 Standards and 

add some elaboration. Justify the 

exclusion of health insurances. 

Updated accordingly. 
 

The WP01 Team 
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2 TAS3 Overall Presentation 

2.1 Issue   

 

The world today is growing more interconnected with both markets and supply chains having global 

dimensions.  This greater interconnectedness, coupled with advances in technology and new 

business models is creating markets of dynamic opportunity.  The concept of a dynamic opportunity 

is an opportunity that is potential and time limited.  Economies, businesses and workers need to be 

able to capitalize on these opportunities when they are present.  Governments must look at the 

regulatory environment and the context for doing business in the country as foundations for 

attracting such opportunities.  Businesses must look at flexible, adaptable, efficient and competitive 

business models coupled with an appropriately skilled and resourced workforce.  Workers must have 

the required skills and capacity to seize the opportunity.  All of this, coupled with the objectives of 

the Lisbon Agenda to make the EU the most competitive region in the world, has significant 

implications for the employment paradigms that have been the basis of current societal concepts of 

worklife and job security. Technology, new business models and cultural and lifestyle trends have 

resulted in a greater likelihood that people are more likely to change jobs (either voluntarily or 

through workforce changes) and be more mobile during their lifetimes. Technology today is more 

able to support this greater likelihood of workforce change and general mobility but concepts of 

accountability and user control have not kept pace. 
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2.2 Solution 

 

The Trusted Architecture for Securely Shared Services (TAS3) project’s objective is to develop a 

trusted infrastructure to support the responsible security and privacy management of information in 

a world of ever increasing mobility of people and information.  The project is organized in a user-

centric manner that is designed to foster user trust and acceptance while allowing for more robust 

and beneficial use of the information in a controlled and accountable manner.  TAS³ will thus 

provide a next generation trust & security architecture that is ready to meet the requirements of 

complex and highly versatile business processes; that enables the dynamic user-centric management 

of policies; that ensure end-to-end secure transmission of personal information and user-controlled 

attributes between heterogeneous, context dependent and continuously changing systems. This 

includes a trust and data protection infrastructure for managing & assessing the risks associated with 

identity authentication (level of assurance) and the trustworthiness of actors.  

 

Improved usability of information enables new information economy related services that reflect 

evolving business, governmental and societal needs.  These needs are addressed in a new cross-

functional and dynamic trust infrastructure based on legal and policy frameworks supported by 

technological implementations of authentication, validation, identity management, policy 

mediation/interpretation, accountability, audit and oversight.  The TAS³ proposal aims at having a 

European-wide impact on services based upon personal information, that is to say information 

which is (co-)owned by the individual, being the ‘data owner’ who has either full rights or rights 

shared with the ‘data controller’, typically an educational, corporate, governmental, or service 

organization. Personal information is typically generated over a human lifetime, and therefore is 

collected and stored at distributed locations and used in a multitude of business processes. The TAS3 

architecture can be instantiated in different contexts because the nature of this personal 

information is not specific to TAS³. 

2.3 Application Domains 

 

While TAS3 results in the creation of a secure trusted services infrastructure that is broadly 

implementable, we have selected two specific areas to demonstrate the competence of platform: (1) 

employability with its many processes & services ranging lifelong learning & competence 

development to assessment & certification, job matching, etc and (2) the healthcare domain with 

Personal Healthcare Records and patient self-management.   

 

Skills requirements are becoming more dynamic and change more often over the lifespan of a 

worker than ever before.  Jobs and employment opportunities are shifting. In some cases, 

technology is eliminating the need for some mid-level positions that were mostly data re-entry 

though by self-service applications.  In other cases, efficiencies derived from technology may require 

less people to manage a process or workflow.  Finally, the greater fluidity of the job maker coupled 

with the global nature of markets and value chains may mean some jobs are being shifted to other 

locales.  In all these cases, valuable workers are faced with a need to revaluate their skills.  

Companies are faced with a greater complexity of training needs and career planning to assure that 

they have the right workforce to capitalize on opportunities. 

 

The TAS3 project helps address these needs through developing a training (e-skills) and record-

keeping (e-portfolios) architecture and infrastructure that is secure, adaptable and able to meet the 

employment needs driven by dynamic opportunity.   The project comprehends the needs of security 

and trust in the architecture to drive employee participation.  It also provides the functionality and 
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validation to assure that businesses and service providers also find value.  Lastly, the project 

operates within the parameters of the legal obligations of the specified jurisdictions and helps 

provide assurance to workers that laws and rights are respected, while providing businesses and 

service providers the technology, policy, contractual and governance architectures to facilitate 

compliance.  

 

As populations become more global and medical specialization, laboratories and test equipment 

becomes more distributed, individuals are finding treatment across a larger cross section of 

providers.  The need for flexibility, trust, integrity, security and portability requires new approaches 

to medical records to be developed.  As in the case of e-portfolios, the TAS3 project addresses these 

needs by providing value add to each of the stakeholder groups and by facilitating compliance with 

local legal and regulatory requirements. 

 

Both of these areas are information intensive, need to accommodate greater requirements of data 

subject mobility and are areas where governments are playing increasing roles in developing 

repositories of information that can help facilitate new and dynamic services.  Both employment and 

health deal with sensitive information that must be more portable and shared across multiple 

service providers that need to be able to access information in order to accomplish the data subject 

requirements. 

2.4 Project Organization 

 

TAS3 is organized into 12 integrated project modules (work projects, WP), which are designed to 

operate across three phases of implementation over the 4-year lifespan of the project.  The project 

modules are coordinated in a 13th module: project management.  The WPs may be broken into 3 

main categories of – horizontal issues, operational parameters, and proof of concept/examples of 

implementation.  TAS³ is the natural continuation of previous research and IST Framework projects 

on trust and security, lifelong learning & competence development, and identity management 

systems, semantic technologies and adaptable business processes on the one hand and their 

standardization efforts in the field of BPMS/SOA and HR-XML and other Human Factor standards 

involvement on the other. 

2.5 The TAS3 Consortium  

 

The Consortium consists of 17 partners from 10 different countries in a well-balanced consortium 

consisting of 8 universities, 2 global companies (and several more in the pilot programmes), 4 expert 

SMEs, 1 governmental research institute and 2 non-profit organizations.  

2.6 Architecture 

 

TAS³ will deliver an open and interoperable service oriented architecture that provides a world 

leading open source BPMS/SOA that allows adaptive processes while being able to maintain the 

needed trust and security. For this purpose TAS³ will research & develop a trusted architecture and 

set of adaptive security services that will preserve personal privacy and confidentiality in dynamic 

environments. It is clear that such an architecture is dependent on four very important 

requirements: (1) the personal information must be processed by service providers that are 

perceived to be trustworthy by the individuals and other service providers involved, (2) the 

processor of personal information must be authorized to process this information, (3) all personal 

information should be managed and transferred securely, and (4) cross-context processes must 

respect all relevant data protection requirements. 
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An essential element of the architecture is a community-managed ontology which at all times allows 

for unambiguous, but flexible, meaning agreement. This ontology effectively brings together the 

elements of security, trust, and semantics. TAS³ will maintain a consistent and integrated semantic 

approach while describing the features of the trust architecture. This description both functions as 

machine-readable documentation of the architecture, and as the primary formal vehicle to exchange 

explicit semantic agreements (commitments) between partners and, eventually, systems. The 

integrated, co-evolved ontology will assure that relevant parts of the system commit to the same 

interpretation of possibly ambiguous elements in order to allow for meaning alignment, certification 

and early conflict discovery. This ontology will enable improved understanding, common methods of 

expressing terms enabling people, and organizations to better trust each other in these application 

environments. TAS³ will integrate these architecture elements into a fully embedded trust 

framework to automate business processes managing personal information, which will result in 

considerable societal benefit. 

 

The TAS³ architecture will be versatile and open so that it can deal with evolving legal paradigms and 

with new (and possibly not yet existing) business models and their corresponding processes and 

technologies. The TAS³ architecture will provide a user-centric environment that enables people to 

perceive trust in a highly distributed and dynamic information management system that allows (a) 

the user to manage his personal information in a secure, trustworthy and privacy-friendly 

infrastructure, and (b) the service providers to easily optimize the processing of this information 

without introducing uncontrollable data protection and privacy risks, while keeping the business 

processes architecture open and based on shared concepts. Lastly, all parties, systems, and services 

commit to the relevant parts of the architecture and its supporting ontologies as a contract with the 

community as a whole, agreeing that they adhere to these. This forms a basic fundamental aspect of 

the user’s trust perception. The open ontology can be dynamically updated and evolves along with 

the community, in order to retain its validity. Certification, standardization, and compliance checking 

procedures are implemented to assure and enforce the ontology commitments over time, and gain 

and maintain trust. 

2.7 Application in the Domains 

 

 In the employability sector, the personal information will refer to the competencies, awards, 

interests and goals of the players, and to the current and previous activities of workers, learners, and 

employers, etc. The fast emerging employability market will be greatly facilitated if this personal 

information can be made readily available – with the users well-informed consent – for the related 

processes of job migration and employment. The process view on lifelong employability of people 

perfectly fits in the decision number 1672/2006/EC of the European Parliament and of the Council of 

the 24th of October 2006 establishing a Community Programme for Employment and Social 

Solidarity.  In the healthcare sector, the TAS3 architecture will provide healthcare service providers 

with a unique tool to provide better services to their customer base that can use the patient’s own 

health parameters such as (weight, body temperature, glucose level for diabetes patients, etc.), or 

that are injected into the system by the laboratories; and enable the patient to request and securely 

access his/her own electronic medical records as by Council of Europe Recommendation No. R (97) 5 

of the Committee of Ministers to member states on the protection of medical data, which is 

something that few if any EMR systems can provide today. 

 

2.8 Validation 

 

TAS³ will validate and demonstrate its generic applicability in the domains of employability and 

eHealth. In doing so, the project will help establish the upcoming employability (data exchange) 
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market and the self-management of personal eHealth information by trust-enabling the processing 

of personal data. Overall TAS³ will allow European citizens (learners, workers, patients) to self-

manage their own personal information and provide at the same time trust for the increasing 

number of service networks that eligibly will make use of this information. 

 

3 State of the Art structure 

 

As described in the overall introduction, TAS3 covers a wide area of trust & security architecture. The 

definition of work packages fits the different requirements and expertise needed in particular areas 

of interest. Accordingly the document’s chapters are structured by each area and they address 

today’s standards and solutions. Each chapter outlines a specific problem in the context of TAS3, 

describing existing standards, research/commercial solutions, and can be the starting point for 

future enhancement. 

 

The structure of the document allows a quick overview of the overall project and the possibility to 

drill down into a specific and challenging area of TAS3. In addition, some of the chapters interlink and 

therefore provide a more detailed cross-reference. 

 

The purpose of the state of the art is to become the handbook of the TAS3 project permitting it to 

evolve beyond this current state. 
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4 Methods for Requirements 

 

4.1 Introduction 

 

The focus is an Analysis focusing Trust Security & Dependability properties. It will provide a survey of 

the state-of-the-art in S&D Methodologies at business and organizational levels. Some content is 

acquired from the Serenity FP6 [1,2] experience, enhanced with other and newest literature. 

4.2 Problem statement 

 

Security is an increasingly important issue for Internet-based information systems. New kinds of 

threats keep coming up, and many technologies have emerged to protect systems and data. 

Consequently, identifying and analyzing security requirements is an important element of the 

software engineering process [3]. Additionally the internet context also creates medium and large 

multi-agent systems (MAS) whose complexity should be specifically addressed. 

 

Looking at traditional approaches for software engineering, security is treated as a non-functional 

requirement [4].  Although security is generally addressed at a technical level, it still remains an 

afterthought and it is ultimately about social, legal and personal concerns of relevant stakeholders. 

This context means that security mechanisms have to be fitted into a pre-existing design which may 

not be able to accommodate them due to potential conflicts with functional requirements.  

 

One goal of TAS3 is to propose a strategic modelling approach that can potentially help the 

elicitation, identification and analysis of security requirements at a very early stage. 

 

4.3 Overview of existing solutions 

 

4.3.1 Standards and extensions 

 

Defining requirements usually comes with use cases, as use cases can put requirements in context, 

describing them in clear relationship to business tasks.  

 

Uses cases are goal-oriented and UML notation is the most used in the industry.  Still there is a need 

for a notation that would be used in the very first and often informal stages of the development 

cycle.  The User Requirements Notation (URN)[5] facilitate the transition from a requirements 

specification to a high level design involving the consideration of alternative architectures and the 

discovery of further requirements that must be vetted by the stakeholders. Thus URN provides this 

earlier stage definition but yet no security specific extension has been made. 

The method and notation standards that are the use cases and UML have several interesting 

research extensions for security. 
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Misuse Cases (Sindre et al.) [6] [see also Anti-goals on page 14on page 14Anti-goals] , are the inverse 

of a use case for security requirements by representing actions that the system should prevent 

together with actions which it should support. 

 

Abuse cases (McDermott and Fox) [7], define a specification of an interaction between the system-

to-be and one or more actors, where the result of such interaction is harmful to the system or one of 

the actors in the system. 

 

UMLsec (Jurjens) [8], extents UML with security related features, such as confidentiality and access 

control. Security requirements are integrated in the modelling framework and associated constraints 

are used to evaluate specifications and indicate possible vulnerabilities. UMLsec models focus more 

on security services and related mechanism than security requirements. 

 

AUML (Agent UML) [9], extends and adjusts UML to the context of agents. This approach simplifies 

the capture of MAS. Many of the AUML agent-related features are part of UML 2.1 release. 

 

The MESSAGE modelling language [10] is based on RUP (Rational Unified Process) extends the basic 

UML concepts of class and association with knowledge-level agent-centric concepts and modelling 

views. The MESSAGE methodology covers the MAS analysis and design phases of the software 

engineering lifecycle.  

 

 

4.3.2 Research solutions 

 

In this section approaches to organizational and business modelling are overviewed. A number of 

methodologies and languages for the organizational modelling described in this section are strongly 

related with agent-oriented software development methodologies. Organizations are modelled in 

terms of agents and their interactions, agent coordination and negotiation, commitments and 

obligations, institutions and norms.  

 

4.3.2.1.1.1.1 Agent Organizations Modelling Frameworks 

 

In many works done in the area of agent organizations, the organization-centric view is taken, i.e. 

the individual characteristic of an agent are no longer the main point, instead, a multi-agent system 

(MAS) is viewed as an organizational structure. In the following we describe a number of agent 

organizations modelling frameworks, in particular OperA [11], AGR [12], and MOISE+ [13]. 

 

OperA methodology [11] aims at designing the models for organizations that support dynamic and 

autonomous interaction, and therefore can reflect changing requirements and objectives in an open 

environment. The main focus of OperA is not the design of the individual entities that form the 

organization, but the design of the environment where those entities interact, such that a balance 

can be found between the autonomy of agents, their coordination needs and the environment 

expectations. 

 

The AGR model [12] (former AALAADIN) is based on three core concepts:  agent, group and role. The 

model does not impose any constraints on the internal architecture of agents, so an agent is only 

specified as an active communicating entity which tries to achieve its design goals.  
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An organizational model, called MOISE+ [13], considers the structure, the functioning of the 

organization, and the deontic relation among them to explain how a MAS organization achieves its 

purpose. The main contribution of this model is the independence of the design of each one of these 

dimensions. 

4.3.2.1.1.1.2 Agent-oriented Software Engineering 

 

A number of methodologies and languages for the organizational modelling described in this section 

are strongly related to agent-oriented software development methodologies. Organizations are 

modelled in terms of agents and their interactions, agent coordination and negotiation, 

commitments and obligations, institutions and norms. 

4.3.2.1.1.1.2.1 i*/Tropos 

The i* modelling framework [14] offers primitive concepts of (social) actors, goals and actor 

dependencies, which allow to model both software systems and organizational settings. The 

framework includes the strategic dependency model for describing the network of inter-

dependencies among actors, as well as the strategic rationale model for describing and supporting 

the reasoning that each actor goes through concerning its relationships with other actors.  

 

Tropos [15] is an agent-oriented methodology which uses extended i* notation with actor, goal, 

task/plan, softgoal, resource, and dependency as basic modelling constructs. It covers all software 

development phases from early and late requirements analysis through architectural and detailed 

design to implementation. The key point in Tropos is in using the same notation through the whole 

software development process.  

4.3.2.1.1.1.2.2 KAOS 

KAOS [16] is a goal-oriented approach aiming at formal modelling of functional and non-functional 

system requirements. KAOS methodology provides a specification language for (i) capturing why, 

who, and when aspects in addition to the usual what requirements; (ii) goal-driven elaboration; and 

(iii) providing meta-level knowledge used. The KAOS methodology is aimed at supporting the whole 

process of requirements elaboration – from the high-level goals to be achieved to the requirements, 

objects, and operations to be assigned to the various agents in the system and its environment.  

 

The method roughly consists of the following: identifying and refining goals progressively until 

constraints that are assignable to individual agents are obtained; identifying objects and actions 

progressively from goals; deriving requirements on the objects and actions to meet the constraints; 

and assigning the constraints, objects and actions to the agents composing the system. 

4.3.2.1.1.1.2.3 GAIA 

GAIA [17] is the first agent-oriented software engineering methodology that explicitly takes into 

account social concepts. GAIA does not directly deal with particular modelling techniques, 

implementation issues, and the activities of requirements capture and modelling (specifically of early 

requirements engineering). 

4.3.2.1.1.1.2.4  

4.3.2.1.1.1.2.5 AORML 

RAP/AOR (Radical Agent-Oriented Process/ Agent-Object-Relationship) [18], an agent-oriented 

software engineering process follows the RUP, but is based on AORML (AOR modelling language) 
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instead of object-oriented modelling approach. Rather, the focus is on declarative models of 

communication and interaction founded on reactive behaviour and on the basic mental state 

components of beliefs, perceptions, and commitments. At the levels of computational design and 

implementation, the internal (first-person) view of a particular agent is adopted. 

4.3.2.1.1.1.2.6 MAS-CommonKADS 

MAS-CommonKADS [19] is an agent-oriented software engineering methodology that guides the 

process of analyzing and designing multi-agent systems. The origins of MAS-CommonKADS come 

from CommonKADS, a well-known knowledge engineering methodology, and from object-oriented 

methodologies such as Object Modelling Technique (OMT), Object-oriented Software Engineering 

(OOSE) and Responsibility Driven Design (RRD). In addition, it includes techniques from protocol 

engineering such as Specification and Description Language (SDL) and Message Sequence Chart 

(MSC). All these techniques are combined in order to provide support to agent developers.  

4.3.2.1.1.1.3 Security Engineering 

4.3.2.1.1.1.3.1 SecureUML 

This language focuses on modelling access control policies and integrating them into a model-driven 

software development process. SecureUML [20] is a modelling language based on UML developed 

for the model-driven development of secure and distributed systems.  It’s designed to integrate 

information relevant to access control into application models defined with UML. It defines a 

vocabulary for annotating UML-based models with information needed to model access control 

features. In particular, the focus is on the integration of RBAC models and the specification of 

authorization constraints in the software development process. SecureUML provides support to 

express RBAC concepts, like roles, role permissions and user-role assignments.  

4.3.2.1.1.1.3.2 Anti-goals 

KAOS framework has been extended by introducing obstacles [21]. An obstacle defines a set of 

undesirable behaviours.  Although obstacle are sufficient for modelling accidental, non-intentional 

obstacles to security goals, they appear too limited for modelling and resolving malicious, intentional 

obstacles. To this end, a further extension introduces the notion of anti-requirements and anti-goals 

that are, respectively, the requirements of malicious attackers and the intentional obstacles to 

security goals.  

4.3.2.1.1.1.3.3 Abuse Frame 

Problem frames [22] define problem classes in terms of the characteristics of their domains, 

interfaces, and requirements. Domain and interface characteristics are based on phenomena, that is, 

interactions that can be observed in the world. Crook et al. [23] introduce the notion of anti-

requirements to represent the requirements of malicious attackers. Anti-requirements are 

expressed in terms of the problem domain phenomena and are satisfied when the security threats 

are realized in any one instance of the problem. Lin et al. [24] propose to incorporate anti-

requirements into problem frames and call this extension abuse frames. Therefore, abuse frames 

were designed to represents security threats and to facilitate the analysis of the security conditions. 

This approach allows for the examination of vulnerabilities affecting a system with respect to 

different kinds of security threats.  

4.3.2.1.1.1.3.4 Context-based Access Model 

He et al. [25] present a goal-driven framework for modelling privacy requirements in the role 

engineering process. This framework was proposed to bridge the gap among security and privacy 
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requirements of competing actors. It focuses on privacy concerns by assisting customers to trust the 

privacy policies stated by an enterprise. Privacy requirements are modelled as contexts and 

constraints of permissions and roles 

4.3.2.1.1.1.3.5 Secure Tropos 

Tropos is well suited to describe both organizations and IT systems. However, it was not conceived 

with security in mind and as a result it fails to adequately capture security requirements. The process 

of integrating security and functional requirements throughout the whole range of the development 

stages is quite ad hoc, and in addition, the concept of soft goal that Tropos uses to capture security 

requirements fails to adequately capture some constraints that security requirements often 

represent.  

 

One of the main features of Secure Tropos [26] is the role given to the early requirements analysis 

phase. The main advantage of this phase is that one can capture not only the what or the how, but 

also the why a security mechanism should be introduced in the system.  

Secure Tropos extends the methodology by allowing the modelling and analysis of issues related to 

security and privacy since the organizational environment modelling. This allows for the 

understanding of the problem of trust management and security engineering first at the 

organizational level. 

 

4.3.3 Commercial solutions 

 

Stakeholder’s interview determines the requirements that are documented into various forms after 

a deep analysis.  

Today’s commercial solutions provide support for documenting these requirements based on the 

most used notation or modelling. These methodologies/notations are not as numerous as products 

using them, for example UML is used into the historic IBM/Rational™ and lots of other products, 

FMC could be used from Visio™ Add-on . However, even if these commercial solutions provide some 

extension for security specific requirement (e.g.: UML 2.0, UML-Sec), no real methodology or 

security driven framework exist as product to define security requirement at the earliest stage. 

 

4.4 In-situ perspective 

 

Modelling requirements is one of the key challenges that secure system engineers must meet, and 

many proposals have been already proposed to answer this challenge. Basically, the proposals for 

Security Requirements Engineering can be classified into an object-level and a meta-level. 

 

The Object-level modelling uses an off-the-shelf requirement framework, such as UML, KAOS, 

i*/Tropos, etc., to model the security requirements. Then, the framework analysis features are used 

to draw conclusions about the security aspects of the system and, moreover, to derive some 

guidelines for implementation.  

 

The advantage of the object-level approach is that reasoning about security is virtually cost-free 

from the user’s point of view, i.e., there is no new language to learn, all (good and bad) features of 

the modelling framework are immediately usable. If the framework is equipped with a formal 

semantics and reasoning procedures, then they are also inherited and can be used to reason about 

security requirements.).  
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As an Object-Level framework, i*/Tropos has been used in many recent scenarios: 

 

Security and Privacy Requirements Analysis within a Social Setting  [27] uses i*/Tropos to deal with 

security and privacy requirements by using softgoals , to model ”Security” or ”Privacy”, and use 

dependency analysis to check whether the system respects security-privacy or not. Moreover, this 

framework provides mechanisms that explicitly relate social concerns with technologies and policies 

addressing the concerns, by means of integrating security analysis with the normal requirement 

analysis process. 

 

Analyzing Security Requirements As Relationships among Strategic Actors [28] uses i*/Tropos to 

model and analyze security concerns in a P2P setting. It shows how its approach encourages and 

facilitates the analysis of security-related issues within the full operational and social context of 

relevant actors.  

 

 

4.5 Trends & Future development 

 

Starting from an i*/Tropos point of view, the Secure Tropos extension model, can be used for 

performing a security check over the solutions. However, Tropos notation may need to be improved 

because very often in complex scenarios, the same requirement can be favoured by more than one 

solution and the only way to be able to choose among these solutions is to have a sort of “scale" of 

levels of contribution.  

Tropos model goals are conceived of as independent, while in real world they are very often 

constrained (they must be achieved in a certain sequence, the achievement of one can cause or 

prevent the achievement of another, etc.); The possibility of expressing these constraints will 

significantly improve the power of the approach. 

On the other hand, frameworks like Tropos need an expertise to get used of notations and method. 

Widely-used UML based methods are usually better known, thus easier to use and may improve 

communication with stakeholders while gathering information. 

 

 

4.6 Project based Gap Analysis with potential enhancement 

 

None of the commercial solutions could cover TAS3 today’s needs, mostly general requirements are 

targeted moreover security as well as early stage analysis are not addressed. Within the Research 

landscape, object-level modelling frameworks with use of some extensions have been created to 

focus on these security aspects, additionally framework like secure-i*/Tropos can cover this early 

stage analysis. 

 

 

4.7 Stakeholders 

 

One of the success key for requirement is the ability for stakeholders to define in a standardized way 

their goals and environment. Uses cases and UML is a common way, widely used, to extract the 

requirements into model. However, we’ve seen that this standard may not cover security and early 

analysis issues. In the e-Voting domain [47], the complementary uses of UML and i*/Tropos offered 

a “standard” approach adding the security as an extension. 
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5 Methods for Threat Analysis 

 

5.1 Introduction 

 

This section lists state of the art regarding threat modelling. Even if some ongoing research works 

aim at improving or formalizing such modelling, this goal is not part of TAS3 project. 

1.1 Problem statement 

 

Any system or organization has vulnerabilities that external or internal threat can exploit in order to 

cause damage to their assets. Threat Modelling aims at studying the potential problems and attacks 

against a system in order to document how attacks are mitigated. 

5.2 Overview of existing solutions 

5.2.1.1.1.1.1 Formal methods 

Formal methods [29] provide potentially the most complete way of evaluating security of the 

system. Formal approaches to security can be divided into two classes: model checking and theorem 

proving. 

Model checking considers a relatively large, but finite, number of possible system behaviours, and 

allows checking that they satisfy a set of correctness conditions. This approach is generally more 

suitable for finding attacks on protocols, rather than proving their correctness. 

Theorem proving aims at analysis of all possible system behaviours, and allows checking that they 

satisfy a set of correctness conditions. It is generally more suitable for proving protocol correctness 

than finding new attacks. Several formal verification tools are available, e.g., AVISPA (Automated 

Validation of Internet Security Protocols and Applications),  CSP (Communicating Sequential 

Processes)/Casper, FDR (Failures-Divergences Refinement) model checker, Murφ, Brutus, NRL (Naval 

Research Laboratory) Analyzer, BAN (Burrows, Abadi and Needham) Logic, Strand Space Model, and 

inductive model. Formal methods have been successfully applied to verification of security of, e.g., 

many widely used security protocols [29]. However, formal analysis of complex systems, in particular 

component-based software, is still an open problem. 

5.2.1.1.1.1.2 Qualitative approaches: recommendations, guidelines and certifications 

 

Multiple approaches to evaluate the security of IT systems exist [30][31]. Those methods aim at 

verifying that a software component fulfils specified security requirement. 

- Common Criteria (CC) [32] does not provide security requirements that product should fulfill 

but describes a framework letting user define security requirements and vendors make 

claims about the fulfilment of those requirements by their products. Independent 

laboratories are in charge of the evaluation and certification. 

- Federal Information System Management Act (FISMA) Implementation program [33] 

provides requirements and guidelines for assessments of risks and countermeasures for 

cyber attacks on critical infrastructure, security testing, and security management. In 

particular FISMA aims at promoting standards and guidelines related to security 

categorization of information and information systems, verification of effectiveness of 
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security controls, determination of vulnerabilities, and security accreditation of information 

systems. FISMA security-related publications provided by NIST are summarized in the figure 

below. For example, the risk management guide for IT systems (NIST 800-30) [34] defines a 

methodology to assess risks while developing an application. 

-  
FISMA security-related publications (taken from FIPS 199) 

- NIST Computer Security Resource Center (CSD) provides large amount of guidelines and 

regulations related to Cryptographic Standards and Applications; Security Testing; and 

Security Management and Guidance. For example, Federal Information Processing Standard 

140 (FIPS 140) [35] is a US computer security standard that defines security levels for 

cryptographic modules taking into account hardware and software aspects. The scope of this 

standard is too specific to be useful in this project. Security related FIPS publications are 

summarized in below. 
Security-related FIPS publications 

Publication  Date Content 
FIPS 113 May 1985 Computer Data Authentication 
FIPS 140-2 
 

May 2001 Security requirements for Cryptographic Modules 
Annex A: Approved Security Functions 
Annex B: Approved Protection Profiles 
Annex C: Approved Random Number Generators 
Annex D: Approved Key Establishment Techniques 

FIPS 180-2 Aug. 2002 Secure Hash Standard (SHS) 
FIPS 181 Oct. 1993 Automated Password Generator 
FIPS 185     Feb. 1994 Escrowed Encryption Standard 
FIPS 186-2  Jan. 2000, Digital Signature Standard (DSS) 
FIPS 188     Sep. 1994 Standard Security Labels for Information Transfer 
FIPS 190 Sep. 1994 Guideline for the Use of Advanced Authentication Technology 

Alternatives 
FIPS 191 Nov. 1994 Guideline for The Analysis of Local Area Network Security 
FIPS 196    ,  Feb. 1997 Entity Authentication Using Public Key Cryptography 
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FIPS 197    Nov. 2001 Advanced Encryption Standard 
FIPS 198 Mar. 2002 The Keyed-Hash Message Authentication Code (HMAC) 
FIPS 199 Feb. 2004 Standards for Security Categorization of Federal Information and 

Information Systems 
FIPS 200   
 

Mar. 2006 Minimum Security Requirements for Federal Information and 
Information Systems 

FIPS 201-1 
 

Mar. 2006 Personal Identity Verification (PIV) of Federal Employees and 
Contractors 

-  

- The IT Grundschutz manual from BSI [36] provide standards security advices for securely 

implementing and configuring IT systems. This is however not sufficient to tackle non-

standard threats.    

- ISO 17799 and 27001 [37][38] list numerous of best-practice IT security control objectives to 

protect information assets against threats to their confidentiality, integrity, and availability.  

-  

The goal of this project is not to achieve certification of components but to have secure-enough 

components for a research framework. Components that will be part of products or released as 

open source will require further analysis and even certification depending on the targeted market. 

We however see this as out of the scope of this project. 

5.2.1.1.2 Statistical methods 

Statistical methods for evaluation of security have their roots in statistical research, and in particular 

in the dependability techniques. The statistical approach is based on establishing a 

statistical/probabilistic model describing system behaviour. This model can be used in order to 

acquire further knowledge on the (simulated) system and forecast the evolution of system security. 

5.2.1.1.3 Economic approaches 

Economic principles can be also used in order to assess system security, by assigning appropriate 

economic value to security vulnerabilities and taking into account cost related to implementation of 

security mechanisms [39].This approach however would be difficult to implement in TAS3, as we do 

not possess the relevant financial estimation of the risks involved and exact cost of the 

implementation of security mechanisms. 

5.2.1.1.4 Reliability-based techniques 

Reliability block diagrams are often used in large network analysis. In this approach, system is 

represented as composed of many interconnected components. Components are modelled with 

statistical properties, e.g., mean-time-between-failure. System behaviour is simulated taking into 

account components and links characteristics 

Fault trees, are an example of acyclic graph trees, where root of the tree is the system failure and 

leaves represent single components. Inner nodes are “logic gates”, able to model the failure flow 

from the leaves to the root. If a flow from leaves to root is established, then a failure occurs. Fault 

trees analysis is often applied to hardware/software in complex computer-based systems 

Attack trees are a security adaptation of fault trees [40]. In this adaptation a system failure is a 

security breach.  

5.2.1.1.5 Software security evaluation  

ITS4 and counterparts RATS and Flawfinder provided an early set of software security rules built into 

very basic static analysis tools [41]. More advanced tools, such as Fortify Source Code Analysis Suite 

offer an integrated set of tools that enables finding, tracking, and fixing security vulnerabilities in 

software applications. In many cases, such tools can interwork seamlessly with existing development 

and audit tools and processes. A structure of Fortify analysis tool is illustrated in the next figure. 
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Fortify structure. 

The “Threat Modeling Tool” [42], developed by Microsoft, allows users to create threat model 

documents for applications. It organizes relevant data points, such as entry points, assets, trust 

levels, data flow diagrams, threats, threat trees, and vulnerabilities into an easy-to-use tree-based 

view. This tool focuses on functional assets and proposes traditional security mechanisms to deal 

with well-known threats related to specific technologies. 

The tools described above are helpful editors for threat modelling documents but do not replace 

human expert investigation of the threat tree.  

5.2.1.1.6 Risk taxonomies 

Currently, there is no single universal taxonomy for describing risks. For example, separate 

taxonomies are being used in order to address safety and security risks. A first attempt to define a 

unified risk framework that bridges the existing safety and security risk frameworks, resulting in 

terminology readily applicable to either, has been recently propose in [43]. 

 
 

1.1 In-situ perspective 

 

 

Whereas research work on this topic is not part of TAS3’s scope, one or several methods may be 

chosen to identify and describe the risk on different aspects of the project. 
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6 Framework, Architecture and Semantics 

6.1 Introduction 

 

The project combines a great number of disciplines and actors from many different domains. The 

main goal of this section is to establish common ground in terms of an agreed upon high-level 

architecture. In order to ensure common understanding, semantic support is necessary. This will be 

provided in the form of ontologies. 

 

  

6.2 Problem statement 

 

The TAS3 architecture addresses the following question: “how can different service users and 

providers securely exchange, process, share and refer to information from multiple information 

providers through business processes of which the individual steps are not hard coded.” 

 

For each of the four pillars of the TAS3 architecture (authentication, authorization, trustworthiness 

and reputation scoring, and data protection policy enforcement), there already exist very decent 

systems that take in their business process care of a subset of these aspects but a single solution 

that simultaneously deals with these four aspects in one integrated, user-centric and efficient system 

has not yet been presented. 

 

Due to the distributed nature of TAS3 service providers, one of the main issues that can be expected 

in a solution that addresses this question is semantic interoperability. 

 

  

6.3 Overview of existing solutions 

  

6.3.1 Standards and extensions 

 

6.3.1.1.1.1.1 Focusing Authentication and Authorization 

Shibboleth[44] is a standards based system for web single sign-on across or within organizational 

boundaries. It allows sites to make informed authorization decisions for individual access of 

protected online resources in a privacy-preserving manner. The Shibboleth software implements 

widely used federated identity standards, principally OASIS’ Security Assertion Markup Language 

(SAML), to provide a federated single sign-on and attribute exchange framework. It also provides 

extended privacy functionality allowing the browser user and their home site to control the 

attributes released to each application. Using Shibboleth-enabled access simplifies management of 

identity and permissions for organizations supporting users and applications. 

 

Liberty Alliance[45] allows customers, citizens, businesses and governments to easily conduct online 

transactions in a networked world while protecting the privacy and security of identity information. 
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This world, where devices and identities of all kinds are linked by federation and protected by 

universal strong authentication, is being built today with Liberty’s open identity standards, business 

and deployment guidelines and best practices for managing privacy. 

6.3.1.1.1.1.2 Focusing Privacy 

PRIME[106] aims at  developing  a working prototype of a privacy-enhancing identity management 

system. To foster market adoption, novel solutions for managing identities will be demonstrated in 

challenging real-world scenarios, e.g., from Internet communication, airline and airport passenger 

processes, location-based services and collaborative e-learning. PRIME is primarily a research 

project. Their prototype development is a means to validate the new and scientific research results. 

6.3.1.1.1.1.3 Focusing Business Processes 

Intalio BPMS[46] is a very powerful business processes management system with a graphical 

process design tool, web-based workflow user interface, automated generation of forms, and an 

enterprise-class open-source architecture. The tool can be used for process analysts and bridges the 

gap between business and IT in an elegant and easy to use manner. 

6.3.1.1.1.1.4 Focusing Employability 

Limosa[47] is a portal site of the Belgian federal ministry dealing with work and ICT to stimulate 

cross-country services and employability engagements within the boundaries of the individual 

Member States of the EU with respect to competition and inter community exchange of services. As 

such, Limosa supports foreign companies, organizations or self-employed people that wish to 

employ someone in Belgium, or individuals who wish to establish themselves in Belgium in order to 

pursue a temporary or partial activity as a self-employed person. The Limosa back-office provides 

user-centric monitoring and control systems to manage all forms of foreign activities in Belgium, and 

results in a better follow-up of foreign activities and a simplified administration. The portal site is 

connected with many different partners, both federal, regional and local administrations, including 

the ministries of social security, the home office, foreign office, economics… 

6.3.1.1.1.1.5 Focusing Healthcare 

BeHealth[48] is a federated identity management system o the Belgian administration that offers 

companies, citizens, institutions (hospitals, nursing groups…) and professionals in health care various 

services in the form of electronic applications. BeHealth provides users access to services, depending 

on their profile, and offers access to personal pages with information from the various applications, 

management of favourites with a list of services that the user uses on a regular basis, and of a proxy 

which allows the user to delegate somebody else to supply certain services. Health care 

professionals that can use the BeHealth services include chemists-biologists, chiropodists, dentists, 

dieticians, doctors, midwives, orthopaedists, physiotherapists, speech therapists and visiting nurses. 

The user and access management is purely federated: the professional guild decides on whether a 

particular actor is allowed to act under a certain role, where the different institutions (day care 

centers, general hospitals, group of nurses, psychiatric hospitals, homes for the elderly, retirement 

and care homes) decide on which actions they can perform. 

6.3.1.1.1.1.6 Focusing Ontologies 

Different standards exist for the representation of ontologies in a web environment. RDF[49] is very 

popular, but provides limited expressiveness. RDF-S[50] is an RDF application that introduces an 

extensible type system to RDF. With RDFS we can define class hierarchies and domain and range 

restrictions for properties. OWL [51] is an extension of RDFS and provides 3 increasingly expressive 

sub-languages: OWL-lite, OWL DL and OWL Full. Still, increased expressiveness comes at a price. The 
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more expressive an ontology, the harder it is for people to understand [52], which could prove to be 

too high a cost to pay in a project where people with very heterogeneous knowledge backgrounds 

are expected to use the produced ontologies. Therefore, it should be considered what standard to 

use, although partners from “Identity Management” have already expressed a preference for OWL.  

 

 

 

6.3.2 Research solutions 

6.3.2.1.1.1.1 Ontology engineering  

Research in ontology engineering has reached a certain level of maturity, considering the vast 

number of contemporary methods and tools for formalizing and applying knowledge representation 

models found in main-stream research [53, 54,55]. Several EU FP6 integrated projects and networks 

of excellence tested and validated these technologies in a wide variety of applications. Many 

ontology development methodologies have been developed, like Methontology[56], 

OnToKnowledge [57], TOVE [58], Enterprise Ontology[59], as well the ”unified methodology”[60] 

and CommonKADS [61]. However, there is still little understanding of, and technological support for, 

the methodological and evolutionary aspects of ontologies as resources[62], especially if they are to 

be community-driven. Yet these aspects are crucial in distributed and multi-organizational settings 

such as the ones that are under study in this project. What is needed is a methodology supported by 

a set of tools that can produce ontologies, which are created in a distributed way, and that can 

support a modelling process across organizational boundaries. 

6.3.2.1.1.1.2 Semantics 

6.3.2.1.1.1.2.1 Semantics in the general area of security 

According to Muthaiyah, S & Kerschberg [63], comprehensive security ontology does not exist. 

However, a number of papers have been published on the issue, describing aspects of IT security 

applied to specific areas. Kim et al. [64] present a security ontology and apply it to the description of 

web services. The presented ontology is composed of 7 sub-ontologies, covering the following areas 

: Main security ontology, Credential ontology, Security algorithms, Security assurance, Service 

security, Agent security, Information objects. The main security ontology ties together all the other 

ontologies and some of the sub ontologies reference each other. The main and credentials 

ontologies are the most articulate and seem most relevant to this project. The ontologies are useful 

resources, although the relationships presented in the figures included below only represent 

generalization (class-subclass) relationships, which is rather limited in terms of relationship 

semantics. In addition, the application of the described ontology is mainly oriented towards military 

use, which does not fit the context of this project.  
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Figure 1 : a part of the main security ontology (Kim et al. 2005) 

Amoroso[65] presents a very general and high-level security ontology and offers a number of 

definitions which are useful to the understanding IT security in general. The provided ontologies are 

too general to be directly applied in the TAS3 context, but the can be used as a high-level starting 

point for the UCO. 

6.3.2.1.1.1.2.2 Semantics in the area of trust management 

In their discussion of trust in service-oriented environments, Chang et al.[66] discuss 3 different 

types of trust, namely agent trust, service trust and product trust. The authors have constructed 

separate ontologies for the different types of trust concepts. Figure 2 shows one of the discussed 

ontologies, on agent trust. 
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Figure 2: Agent trust ontology, adapted from Chang et al. [66] . Ovals with solid contours represent entities. Ovals with 

dashed contours represent property values 

Toivonen & Denker[67] argue that during communication, it is important to be able to represent 

context. This is why they present an ontology with the purpose of adding context to communication 

messages. We believe this approach will be applicable to TAS3, due to the message-based nature of 

web-services.  

Figure 3 : ontology for adding context to communication messages (left)and  core concepts for context-sensitive trust 

(right) (Toivonen & Denker ) 

6.3.2.1.1.1.2.3 Semantics in security standards and project 

A number of standards and projects are related the areas of authorization, authentication, trust and 

data protection. They embody the results of focused and lengthy efforts to reflect on the ontological 

nature of key aspects of IT security and are therefore an important basis for the definition of further 

semantic artefacts. The list of standards includes: SAML Authentication standard, X.509 public key 

infrastructure, Liberty alliance project, Shibboleth Authentication framework, OpenID 

Authentication framework, XACML Authorization standard, Platform for privacy preferences (p3p), 

Role-based access control, and OASIS "Open Reputation Management Systems" technical 

committee. 

 

Related projects 

The following ongoing initiatives offer promise in order to re-use efforts on developing semantics-

related work:  

• SAWSDL: Semantically annotated WSDL W3C working group[68]  

• WSMO : Web service modelling ontology working group [69]  

• The EU Active project[70] 

• The EU Mature project[71] 

 

 

6.4 Trends & Future development 

 

There is a clear tendency towards federated information management and processing systems that 

go further than authentication and authorization clearances only. 

 

  

6.5 Project based Gap Analysis with potential enhancement 
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TAS3 goes even further than the current tendency whereby the classic authentication and 

authorization mechanisms are integrated with trust and reputation scoring: the enforcement of data 

protection policies has never been done before. 

 

Ontology engineering methodology 

Given the diversity of knowledge domains that must be accommodated in the context of this project, 

a viable ontology engineering methodology should not be based on a single, monolithic domain 

ontology maintained by a single knowledge engineer. Instead, it should support multiple domain 

experts in the gradual and continuous building and managing of increasingly mature versions of 

ontological artefacts [De Leenheer and Meersman[72]]. In order to introduce synergy in this 

collaborative ontology evolution process, the socio-technical aspects of the community are 

important [73]. This differentiates our approach from other ontology design methods, which do not 

account for socio-technical aspects and therefore fail to provide support for community-drive 

ontology evolution. 

 

 
Figure 4: overview of the DOGMA-MESS iterative ontology engineering method 

 

DOGMA-MESS (Meaning Evolution Support System) is STARLab’s methodology and tool to support 

inter-organizational ontology engineering. The importance of DOGMA-MESS is that it allows the 

domain experts themselves to capture meaning, relevant commonalities and differences. Each 

iteration in the process results in a useable, commonly accepted ontology. The DOGMA-MESS 

ontological layers, depicted in has been described as follows: 

 

"The engineering process starts with the creation of an upper common ontology (UCO), which 

contains the conceptualizations and semantic constraints that are common to and accepted by a 

domain. Each participating organization specializes this ontology into its own Organizational 

Ontology (OO), thus resulting in a local interpretation of the commonly accepted knowledge. In the 

Lower Common Ontology (LCO), a new proposal for the next version of the IOO is produced, aligning 

relevant material from the UCO and various OOs. The part of the LCO that is accepted by the 

community then forms the legitimate UCO for the next version of the IOO." 

 

Whereas DOGMA-MESS is well established, it still needs to be refined by applying it to more 

distributed environments with users that are not necessarily very tech-savvy. In order to do this, 

new tools must be developed that support DOGMA-MESS. 
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Semantics for securely shared services 

 

As discussed in the previous section, a number of security and trust ontologies have been created, 

but none of them is comprehensive and adapted to the TAS3 context. Therefore, an effort is needed 

to first combine all the ontologies found in literature into an UCO and then refine the ontology 

through the DOGMA-MESS process.  

 

Semantic interoperability 

 

One of the key issues in this project will be a problem of semantic interoperability. Each entity has its 

own way of representing information and modelling business processes. This means that we will 

need to look at ways to solve interoperability issues. Creating ontological artefacts is a first, enabling 

step towards avoiding interoperability, but does not solve them. The interoperability issue can be 

solved by mapping between 2 different ontologies, or by providing an intermediate common 

ontology to which each TAS3 actor can map its ontology. Decisions need to be taken on how to 

resolve interoperability issues. 

 

 

6.6 Stakeholders 

 

The main stakeholders for the TAS3 environment are the end-users, service users, data owners, data 

repositories, and the service providers. An end-user will typically sign an agreement with a data 

repository of her choice which will commit to providing access to this information within the 

contractual boundaries agreed with the end-user. 

 

The end-user will be able to transparently verify which service providers and service users accessed 

(or tried to access) her information available at the data repository. 

 

Semantics 

The main stakeholders for the semantic aspects of this WP are the providers and requesters of 

services. In addition, the high-level ontologies will benefit the different research partners, as they 

will produce common meaning.   
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7 Adaptable Secure Business Processes 

 

 

7.1 Introduction 

 

TAS3 will develop a trusted architecture and a set of adaptive security services which will preserve 

personal privacy and confidentiality in dynamic environments. For that, we propose an open and 

interoperable service-oriented architecture with business process support. The business processes 

have to be adaptable, typically using  highly distributed personal information (sources), and have to 

be able to maintain the needed trust and security.   

 

  

7.2 Problem statement 

 

Business process modelling and management have to address security and trust issues on the web 

service and at the process level. The involved data comprise personal information with strong trust 

requirements in distributed data sources. In order to facilitate a flexible, open architecture with 

dedicated trust management, we need to enhance business processes with adaptability. That means 

that we have to  allow to configure processes to suit distinct user needs, to use the resources in a 

flexible way, and to adapt processes to changes of contexts that are dynamic with respect to 

involved data and trust requirements. 

 

Therefore we need business processes with first-class support of security handling, both on the 

modelling and the execution level. We also need the adaptability to adapt processes, including 

running instances, in an automatic manner.  Thus, we can e.g. support context adaptation and 

flexibility to handle changing trust properties of involved services and resources. Furthermore, we 

also need to supported user-driven adaption of processes to address user-specific requirements.  

 

  

7.3 Overview of existing solutions 

  

7.3.1 Standards and extensions 

 

The Web Services Business Process Execution Language (WS-BPEL[74]), popularly referred to as 

BPEL, provides a broadly adopted process orchestration standard that is supported by many vendors 

today and used to define business processes that orchestrate services, systems and people into end-

to-end business processes and composite applications. BPEL provides a sophisticated language for 

defining the process flow, system interactions, data manipulation, exception handling, 

compensation rules, etc. BPEL is a key building block of an enterprise service-oriented architecture 

as it introduces needed process capabilities. It is an XML based language primarily designed for types 

of processes that are automated and composed of reusable (Web) services to describe an 

executable business process.  
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BPEL4People[75] and WS-HumanTask[76] are vendor specifications and proposed OASIS standards 

enhancing WS-BPEL to enable defining human workflow. BPEL4People allows the assignment of 

people to generic roles in human workflow specifications and is a proposed standard BPEL extension 

to address human interactions in BPEL as a first class citizen. Most real world business processes 

involve human interactions for approvals, exception management, and other manual tasks, as well 

as notifications. The BPEL4People specification adds a new People activity and related concepts to 

BPEL that enable the specification of human activities in BPEL – what task needs to be performed, 

who should perform the task, who are the stakeholders, when should it be performed, and what 

happens if it is not performed on time. 

 

BPMN, the Business Process Modelling Notation is an OASIS standard proposal for a more abstract, 

formal and user-friendly language to model business processes. There exist transformations to WS-

BPEL, which then executes the business processes.  

 

BPMN and WS-BPEL does not support security specifications, there are several proposals to add 

security properties to web services, see e.g. SAML in the next paragraph. 

 

XACML[77] specifies a generic method for specifying access control policies and for requesting and 

communicating access control decisions.. SAML[78] defines an XML-based framework for describing 

and exchanging security (authentication, attribute and authorization) information between on-line 

business partners. These two specifications are addressed in more detail in section Standards and 

extensions. 

 

Several specifications address policies and security with respect to Web services. WS-Policy [79] is 

used for representing the capabilities and requirements of a Web service. WS-

SecurityPolicy[80] deals with defining policy assertions for the security properties for Web services. 

However, while these specifications apply to Web service calls as the basic elements of WS-BPEL 

processes, they don't extend to processes as a whole.  

 

The Liberty Alliance is a global identity consortium formed in 2001 with the goal of developing open 

technical, business and privacy standards for federated identity management. Liberty Alliance is 

currently working toward developing ID-SAFE (Identity Strong Authentication Framework), an 

industry’s open framework for deploying and managing interoperable strong authentication.   

 

Liberty Alliance recently published the Identity Assurance Framework (IAF) [81]. It addresses 

organizational and legal aspects of creating federation research solutions and is not a technical 

standard. IAF outlines business processes used to set up and maintain a Circle of Trust/federation, 

and for registering and deregistering users.   

 

With the Identity Governance Framework (IGF) [82], which was originated from Oracle, Liberty 

Alliance Technology Expert Group (TEG) developed a framework for secure and appropriate 

exchange of identity-related information between users and applications and service providers (both 

internal and external) as basis of providing deeper and richer functionality for service-oriented 

architecture. IGF enables organizations to define enterprise-level policies to securely and confidently 

share sensitive personal information between applications that need such data. Furthermore, it will 

ease the burden of documentation and auditing of these controls. 

 

The idea is that each leaf data consumer declares its needs in a declarative way, and each leaf data 

source declares what it has available. The business processes are modelled to see interactions 

between abstract data consumers and sources. Declarations for data consumers (CARML) are 
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already well, but no common set of interaction labels exists, so that every deployment will invent 

their own labels. TAS3 could play a role in standardizing some of these labels or use ontology 

mapping capabilities. The data source declaration is still open. Business process modelling is part of 

the IGF vision, but there are still no efforts. IGF is just a vision and set of specifications advanced. 

Data needs are declared in terms of named "interactions" - similar to labelling stored procedures, to 

put in practical tools is future work. 

 

  

7.3.2 Research solutions 

 

Previous EU projects and other researchers have already addressed some issues and proposed 

possible solutions. TAS3 may take the benefit of Serenity for example, other projects may be 

relevant for semantics of web services and business process for better process adaptability, as for 

example SUPER. Attempts to integrate security aspects into the systems engineering process have 

mainly focused on security extension of systems analysis and design methods, e.g. UMLsec [83], SSE-

CMM, etc, newer approaches as Serenity use pattern technology in security engineering. 

 

Serenity handles security on the level of BPEL4WS and uses WS-Security to formulate policies for 

web services and workflows. Thus, policies may be associated with specific operations, messages 

and links between services. The Serenity project provides patterns of special application areas, i.e. 

smart items, e-government and e-business, and therewith define restrictions on parameters of 

services and workflows in order to assure that the security properties are not compromised when 

the parameters are substituted by concrete values.  

 

Adaptable Workflow Management is an emerging research topic in recent years. Role-based access 

control (RBAC) has gained a great acceptance in managing access control in workflow management, 

and several extensions have been proposed to support security in adaptable workflow management 

systems [84], [85], [86], [87]. 

 

Work published by the Kent group [88] describes how separation of duties can be supported in 

workflow systems by storing state based information in a secure audit trail attached to the PDP. 

 

Wu et al [89] propose a data authorization and access control mechanism for WfMSs. It involves four 

aspects: role, task, process instance-based user group, and especially data content. For 

implementation, a predicate-based access control method is used, but workflow adaptation is not 

supported.  

Weber et al [90] present an extended access control model, which meets particular requirements of 

workflow adaptations, as support of user and process type dependent access rights and provide a 

fine-grained definition of access rights. They propose to implement the model as a separate security 

service.  

Some security mechanisms are proposed in [91] to secure the execution of distributed workflows. 

Capitalizing on onion encryption techniques and security policy models the latter mechanisms assure 

the integrity of the distributed execution of workflows and prevent workflow instance forging. 

 

The Karlsruhe group has investigated requirements on workflow adaptation in an application that 

combines workflow functionality and collecting content collaboratively called ProceedingsBuilder 

[92]. The scenario of ProceedingsBuilder, collect and generate conference products, is different to 

the TAS3 context, but there are a lot of similarities between them. Therefore, our experiences with 

ProceedingsBuilder and the resulting requirements regarding the adaptability of workflows are also 

valid in this project context and apply to future workflow systems. With these experiences we 
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started at the Universität Karlsruhe to develop a workflow framework in order to facilitate the 

adaptation of workflows. Security issues are not yet part of it, but it provides a basic framework, that 

will be used in this project, where adaptation mechanisms can be investigated. During the design 

phase and for adapting workflows, we are using BPMN (Business Process Modelling Notation) and 

the WS-BPEL execution engine of Intalio. 

 

The above mentioned approaches propose a couple of interesting issues, which may be helpful for 

our planned tasks, but they need to be extended in many aspects in order to adequately support the 

goals of this project and we will have to adjust it to our application scenarios.  

  

7.3.3 Commercial solutions 

 

Emerging industry standards in workflow modelling, such as the WS-BPEL language, are strongly 

supported by the main software vendors and are focusing on the integration of web services with 

business processes.  

 

Intalio|BPMS [93] is at present the only business process management system for workflow support 

based on open source technologies. It supports the standards BPMN (business process modelling 

notation), and WS-BPEL (business process execution language). Intalio|BPMS is comprised of three 

main products, Intalio|BPMS Designer which is an Eclipse-based integrated development 

environment for BPMN business processes, Intalio|Server which is a native BPEL 2.0 process server 

based on J2EE, and Intalio|Tempo [94] which is an integrated human workflow suite based on the 

BPEL4People extensions and compatible with any JSR 168 [95] portal. The Intalio products will be 

used as basic platform to design BPMN processes and execute WS-BPEL processes. 

 

Main software providers for Enterprise Integration Systems are going to stress the area of business-

driven security. 

E.g., IBM suggests taking a holistic approach to business-driven security [96]. They discuss guidelines 

how to overcome the actual situation, where security is addressed in isolation from other business 

activities, and to yield a stronger integrated approach to security support. The proposed strategy 

involves a level of planning and assessment to identify risks across key business areas, i.e. people, 

processes, data and technology of enterprise software, and technological methods in enterprise 

integration platforms. They emphasize that secure business processes are crucial and identify five 

key security areas or domains need to be examined for their potential impact: people and identity, 

data and information, applications and processes, the area "network, server and end point", and 

finally physical infrastructure. They demand that IT security needs to be elevated to a business-

driven approach starting in the context of business goals. In an outlook on emerging security 

technology trends [97], information security, predictable security of applications and protecting the 

evolving networks are trends that are related to the TAS3 goals. 

 

Also, Oracle calls for service security and service-oriented management for design principles of 

service-oriented architectures [98]. Service Security should manage identity and security policy and 

enforcement as well as ensure proper access to data, messages, and services. Service-oriented 

management should provide a facility to define, enforce, and monitor systems policy in a 

distributed, network-based environment in adherence to business rules and service level 

agreements. 

 

  

7.4 In-situ perspective 
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The basic support of the service-oriented architecture will be provided by a BPMN modeller and a 

WS-BPEL execution engine for workflows, in our case the open-source suite of Intalio. Enhancing 

processes with security and trust issues have to strongly fit to the overall security architecture, 

which will be developed in TAS3. A further important characteristic is the embedding with the 

project-wide ontology to enhance trust to the process and to allow for considerable support of 

process adaptability. Standards have to be observed as far as possible and adequate. Where 

necessary, we will propose extensions to existing standards. 

 

  

7.5 Policies 

 

Trust policies will be used in process adaption to select adequate replacements for certain process 

elements, and for validating adaptions of processes. This comprises two major challenges. First, we 

have to allow the specification of trust policies at the process modelling level. BPMN, which is used 

to model processes, will be enhanced or annotated with trust policies. Secondly, these policies need 

to be evaluated at run-time as an integral part of the adaption mechanism. Existing trust policies 

concerning secure data sources and web services have influence of processes that use these web 

services and data sources. Therefore we are planning to imply these policies into the adaptation of 

processes and use it for improving adaptation strategies and support.   

 

7.6 Trends & Future development 

 

Main keywords identifying trends in the adaptable secure business processes context are business 

processes and trust management, human processes, enhanced flexibility of business processes to 

adapt processes to changing context and user needs, and process modelling supporting all these 

enhancements and new features.  

 

  

7.7 Project based Gap Analysis with potential enhancement 

 

As in detail described in the previous subchapters the existing systems, standards and also research 

approaches are not sufficient to meet the TAS3 requirements of business process support. There 

exist a couple of interesting approaches, which may be helpful for our planned tasks, but they need 

to be extended in many aspects and combined in order to adequately support the goals of this 

project and we will have to adjust it to our application scenarios.  

For example, XACML leaves it to the application to define the semantics of the actions and objects 

that are subject to access control. Future standardization efforts should define an authorization 

model with a precise semantics with respect to a business process meta-model. Other issues are on 

enhancing process models by security specifications, and using security to improve process 

adaptation guidance. 

 

7.8 Stakeholders 

 

Stakeholders are users of the TAS3 framework, i.e. people for whom personal information is 

managed and provided. They use the framework via business processes that service providers offer 

and have to be adapted to the user needs and existing information in the distributed framework. 
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Business processes are also used to model the underlying security and trust processes as part of the 

overall architecture. The processes framework is part of the generic security architecture, therefore 

we have as stakeholders also security managers and business process designers, who have, e.g. to 

specify trust policies during business process modelling or have to enhance business process models 

by trust issues, or business analysts using secure processes.  
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8 Information Protection   

8.1 Introduction 

 

Will give an overview of the state of the art and challenges to be addressed in TAS3 to protect the 

information containers used to encapsulate the payload prepared and used by TAS3 actors. 

 

8.2 Problem statement 

 

The information protection work package deals with the specification, design and implementation of 

a comprehensive data set that meets the requirements of  “Trust Policy Management”, “Legal, 

Privacy and Ethics”, “Identity Management, Authentication and Authorization” and of the 

employability and healthcare use cases. Given these requirements, the information protection 

proposes audit mechanisms, data protection policy enforcement mechanisms and trust negotiation 

mechanisms, together with the information containers and repositories in which these containers 

will be stored. How this information can and may be used later on will be specified by the user or 

data owner herself to result in a transparent and user-centric identity and information management 

system.  

 

Advanced identity management systems and architectures, such as those deployed in the public, 

banking or medical sector, depend on the ability to precisely identify information, services and 

actors. Identifying these actors and services may raise certain privacy concerns, including profiling 

and linking the actors’ activities. Identity management systems also need to be able to assert that a 

service or an actor was properly authenticated and has sufficient qualifications to use certain 

services.  

 

To avoid data replication, information is stored only once, i.e., in an authentic data repository that 

holds the master copy, where references identify the actual information, and where meta-data 

provides the necessary information to guarantee semantic interoperability. The repository has to 

enforce the sticky policies specified by the information owner so that the latter can depend on the 

correct enforcement of the right policies when TAS3 actors process the information. These policies 

enable the information repository to establish the right level of trust in a service provider to 

cooperate with the latter under the conditions specified by the information owner. This trust 

negotiation gradually establishes trust between both actors through an iterative exchange of 

credentials. 

 

 

 

 

 

 

 

 

 

  

8.3 Overview of existing solutions 
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8.3.1 Standards and extensions 

 

8.3.1.1.1.1.1 Self-contained Information Containers 

S/MIME[99] (Secure Multi-Purpose Internet Mail Extension) is a protocol that adds digital signatures 

and encryption to Internet MIME messages described in RFC 1521. MIME is the official proposed 

standard format for extended Internet email. Internet email messages consist of two parts, the 

header and the body. The header forms a collection of field/value pairs structured to provide 

information essential for the transmission of the message. The body is normally unstructured unless 

the email is in MIME format. The MIME format permits email to include enhanced text, graphics, 

audio and more in a standardized manner via MIME-compliant mail systems. As MIME itself does not 

provide any security services, the purpose of S/MIME is to define such services, following the syntax 

given in PKCS#7 for digital signatures and encryption. secure method of sending email that supports 

digital signatures and message encryption. S/MIME is included in the latest versions of web browsers 

and mail clients. 

 

XML[100] (Extensible Markup Language) is a simple, very flexible text format from SGML originally 

designed to meet the challenges of large-scale electronic publishing. XML is also playing an 

increasingly important role in the exchange of a wide variety of data on the web and elsewhere. 

 

TLV[101] (Tag/Length/Value). The basic idea is to describe data elements as a three piece 

combination: tag/length/value. The basic unit is the octet or byte (8 bits of information). TLVs can be 

nested, i.e., the value part of a TLV tuple can contain TLVs. Each TLV data object consists of one or 

more consecutive fields: the tag field T consists of one or more consecutive bytes. It encodes a class, 

a type and a number. The length field consists of one or more consecutive bytes and encodes an 

integer L. if L is not null, then the value field V consists of L consecutive value bytes. If L is null, then 

the data object is empty. TLV-formatted data objects can easily be parsed and constructed. 

 

SOAP[102] (Simple Object Access Protocol) is a lightweight protocol intended for exchanging 

structured information in a decentralized, distributed environment. It uses XML technologies to 

define an extensible messaging framework providing a message construct that can be exchanged 

over a variety of underlying protocols. The framework has been designed to be independent of any 

programming model and other implementation specific semantics. Two major design goals for SOAP 

are simplicity and extensibility. SOAP attempts to meet these goals by omitting, from the messaging 

framework, features that are often found in distributed systems such as reliability, security, 

correlation, routing, etc. 

 

BestCrypt[103] provides users with the highest security level as well as with a number of various 

ways of encrypting data: storing encrypted data in container files and accessing the data through 

virtual drives, whereby the drives are visible as regular drives with corresponding drive letters or as 

subfolders; encrypting sets of files into a single compressed and, if needed, self-extracting archive; 

encrypting and accessing transparently whole partitions or volumes. The BestCrypt software keeps 

confidential data in a strongly encrypted form in platform independent binary large objects (BLOBs) 

that can be exchanged among applications and systems. 

 

SAWS[104] is a Secure Audit Web Service that can log any messages. The secure audit trail 

generated by SAWS can be stored on any untrusted machine and it is impossible to be modified or 

destroyed without detection. The trail is cryptographically protected against tampering, which 
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makes it a sound platform for storing all sorts of audit trails securely. Its integrity can be validated by 

any client. Optionally, the audit trail can be encrypted, making it impossible for unauthorized parties 

to read its content. 

 

SAML 2.0[105] is v2.0 of the Security Assertion Markup Language and defines the syntax and 

processing semantics of assertions made about a subject by a system entity. SAML system entities 

may use other protocols to communicate either regarding an assertion itself, or the subject of an 

assertion. SAML assertions and protocol messages are encoded in XML and are typically embedded 

in other structures for transport, such as HTTP POST request or XML-encoded SOAP messages. SAML 

2.0 is a major revision of SAML 1.1 that unifies the previous disparate federated identity building 

blocks with input from both Shibboleth and the identity federation framework of the Liberty 

Alliance. SAML 2.0 also has a number of features that support deployments in which privacy is a 

requirement. Most notably, the definition of the format of a pseudonymous identifier that allows 

providers to refer to individual principals. Such opaque string protects the privacy of the principle 

because it inhibits collusion between multiple providers (as possible with a global identifier such as a 

username or email address). SAML 2.0 also includes mechanisms that allow providers to 

communicate privacy policy/settings from one to the other, e.g., a principal’s consent to some 

operation being performed. 

8.3.1.1.1.1.2 User-centricity 

Prime [106] (Privacy and Identity Management in Europe) is an FP6 European project dedicated to a 

range of issues in identity management, including (but not limited to) standardization, public 

tutorials, and developing prototypes. The guiding principle of PRIME is to put individuals in control of 

personal data. It follows an integrated approach for privacy and data protection, starting from 

maximum privacy. Enforcement of privacy policies is aimed at, where personal data are being 

released. Meanwhile, the user is put in the center, offering easy abstractions of privacy, thus 

facilitating informed consent when personal data are processed. PRIME offers solutions, but also 

describes what remains to be done. 

 

Idemix [107] (identity mixer) is an anonymous credential (or pseudonym) system that consists of 

theoretical results (cryptographic algorithms and protocols to realize an efficient anonymous 

credential system) and a prototype implementation of these protocols and some basic applications 

logic on the server and client side, a wallet for users to manage (store, show, obtain) their 

credentials, and some demo applications. Today, anybody who subscribes to an online service has to 

register with the service using a username and a password which she has to produce each time she 

wants to access the service. The Idemix system allows the user to register under a pseudonym with a 

corresponding credential. If later the user wants to access the service, she only must first provide 

proof to the service that she possesses the credentials corresponding with the pseudonym. A user 

can present her credentials any number of times without revealing her actual identity, as the 

repeated use is hidden from the online service, which allows her to act completely anonymously. 

However, the Idemix system also allows a designated authority to uncover the identity of an Idemix 

user under certain conditions. 

 

OpenID [108] is a lightweight method of identifying individuals that uses the same technology 

framework that is used to identify websites. As such, anyone can choose to be an OpenID user or 

provider without having to register or be approved by any organization. The OpenID eliminates the 

need for multiple usernames across different websites by means of an OpenID provider that best 

meets the user’s needs and that meets her trust expectations. OpenID is an open, decentralized, free 

framework of user-centric digital identity that takes advantage of already existing Internet 

technology (URIs, http,…). A user who uses OpenID is able to visit a website and sign-in with her 

OpenID, removing the need to create yet another username and password. 
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GUIDE-ME [109] is the Georgia Tech User-Centric Identity Management Environment. It discloses 

the minimum a relying party needs, as users want to provide the least amount of attributes and 

evidence needed for a transaction. It allows the user to control when and where a credential is used, 

i.e., the credential use is monitored so that users can choose to know when and how their 

credentials are used. To avoid over-reliance on identity providers, it uses a symmetric relationship 

between providers and customers of credentials. 

 

VeriSign PIP [110]is a Personal Identity Provider (PIP) that allows a user to manage her personal 

information online by providing a single sign on to multiple websites. It also provides the flexibility to 

share only the information she chooses with each website. Each user has her personal identifier in 

the form of a URL that can be used to sign in or register at any site that supports OpenID. The PIP 

protects one’s information and shares it with sites trusted by the user. It can be initialized to track 

what sites shared her information and for how long. Sites that are no longer trusted can easily be 

banned. 

 

Windows CardSpace [111](formerly InfoCard) lets any application give its user a common way to 

work with digital identities. Windows CardSpace is built on an identity metasystem that provides a 

consistent way to work with multiple digital identities, regardless of the kind of security tokens they 

use. Using standard protocols that anyone can implement on any platform, the identity metasystem 

allows the acquisition and use of any kind of security tokens to convey identity. By providing a way 

for users to select identities, Windows CardSpace plays an important part in the identity 

metasystem. Windows CardSpace and the identity metasystem are entirely agnostic about the 

format of the underlying security token that is requested from an identity provider and passed on to 

a relying party. Therefore, CardSpace can work with any digital identity system, using any type of 

security token, including simple usernames, X.509 certificates, Kerberos tickets, SAML tokens, or 

anything else. 

 

Liberty Alliance Advanced Client [112] is designed to make clients smarter by allowing them to store 

identity credentials locally inside a trusted module and then present them for authorization to 

access services or a network without requiring those credentials be validated each time by an 

outside identity service provider. The model is similar to those employed by user-centric identity 

systems such as OpenID and Windows CardSpace, but this one is built off of the Liberty Alliance’s 

current ID-Web Service Framework 2.0 specification, which includes mechanisms that define the 

exchange of identity information. 

 

Eclipse Higgins 1.0 [113] is a freely downloadable identity framework designed to integrate identity, 

profile and social relationship information across multiple sites, applications and devices using an 

extensible set of components. Web 2.0, mash-ups, social networking and the general rise of 

networked applications have made web-based identity management complex for both the end-user 

and the developer. The Eclipse Higgins project has been working to address these issues. Multiple 

identity protocols have been developed to address different needs, including WS-Trust, OpenID, 

SAML, XDI and LDAP. Higgins provides a software framework that delivers three technologies: first, it 

provides multi-platform identity selector applications that end-users can use to sign-in to web sites 

and systems that are compatible with the emerging user-centric “information card”-based approach 

to authentication. Second, it provides “identity provider” web services that can issue information 

cards as well as the code necessary to enable web sites and applications to accept these cards. Third, 

it implements the Higgins Global Graph data model and the Higgins Identity Attribute Service that 

make it possible to mash-up identity and social network data across highly heterogeneous data 

sources, including directories, relational databases and social networks. Higgins is not another 
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identity protocol like OpenID, SAML, or WS-Trust; it is a framework that allows software developers 

to integrate and leverage multiple protocols within their applications. 

 

The European Citizen Card (ECC) standard has been published by the European Standard 

Organization CEN under reference number [CEN TC224 WG15] in June 2007.  The standard specifies 

the logical characteristics, security features, together with the card/system interface of a smart card 

that mainly provides identification, authentication signature services to support digital signature 

applications.  It also supports the files and access mechanisms necessary for international travel 

documents that are compatible with existing ePassports.  The aim of the ECC standard is to ensure 

interoperability at card/system interface level in the usage phase. 

 

8.3.1.1.1.1.2.1 Policy Description Languages 

P3P (Platform for Privacy Preferences) enables web sites to express their privacy practices in a 

standard format that can be retrieved automatically and interpreted easily by user agents. P3P user 

agents allow users to be informed of site practices (in both machine- and human-readable formats) 

and to automate decision-making based on these practices when appropriate. Users need not read 

the privacy policies at every site they visit. P3P uses machine readable descriptions to describe the 

collection and use of data. Sites implementing such policies make their practices explicit and thus 

open them to public scrutiny. Browsers can help the user to understand those privacy practices with 

smart interfaces to develop a predictable behaviour when blocking content like cookies, thus giving a 

real incentive to e-commerce sites to behave in a privacy friendly way. 

 

XACML-based [114](eXtensible Access Control Markup Language) web services policy constraint 

(WS-PolicyConstraints) language proposes a generic, domain-independent language for expressing 

constraints for a web services policy in the form of predicates or assertions. With this language, 

constraints for any type of policy can be written without requiring changes to the policy processor. 

8.3.1.1.1.1.2.2 Trust Negotiation 

Trust negotiation refers to gradually establishing trust between strangers in an open system through 

the iterative exchange of digital credentials (see also Trust Policy Management on page 40). 

Complete strangers can build trust in one another by disclosing only those credentials that are 

relevant and essential. 

 

TrustBuilder [115,116] is a system that performs "trust negotiation" in which each party gradually 

releases its credentials to the other party based on its strategies and policies. Policies determine if a 

credential may be disclosed or not. Strategies control which credentials to disclose, when to disclose 

them, and when to terminate a negotiation. The strategies and policies are designed to work 

together. The original research has recently been continued and TrustBuilder2 has been released as 

configurable open source software [117]. 

 

 

Protune [118] provides an easily deployable framework in order to secure an application or a 

website.  Security administrators specify which policies must be enforced in the system and Protune 

negotiates access to resources as well as generate explanations of the decisions taken.  The Protune 

framework has been developed to provide a very powerful and flexible policy language able to 

encode among others security and privacy policies, business rules and trust management policies.  

Parties using Protune can negotiate access to resources releasing information and credentials 

iteratively to the other party, therefore reducing the information exchanged to the minimum 

required. 
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8.4 Trends & Future development 

 

There is a clear tendency towards privacy-enhanced identity and information management systems 

that depend on revocable anonymity, whereby the communicating actors are fully anonymous while 

behaving correctly, but a trusted authority is able to reveal the identity of one (or even all) of the 

anonymous actors when necessary. 

 

These systems need to be easy to deploy with respect to the service providers and extremely easy to 

configure and fine-tune with respect to the human end-user. This necessitates the support for 

natural languages to express the policies and other user-configurable settings. 

 

  

8.5 Project based Gap Analysis with potential enhancement 

 

The currently existing solutions only cover isolated parts of the TAS3 requirements. These building 

blocks need to be combined to fit the TAS3 architecture specifications. 

 

 

8.6 Stakeholders 

 

Stakeholders for the information protection work include:  

Service Provider: this stakeholder needs to deploy user-centric information protection system that 

enforces the data owner’s policy. 

Policy issuers: this stakeholder provides recommendations for the boundaries within which the 

service provider can operate with respect to the policies that can or cannot be specified. 

Service user and End-user: .the ultimate stakeholders who have to be able to use the system and 

must be able to easily configure and fine-tune the TAS3 behaviour. 
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9 Trust Policy Management 

 

 

 

9.1 Introduction 

 

A trusted architecture for services in settings such as ePortfolio and eHealth systems, which use 

personally identifiable information (PII), will have to manage trust for the subjects of this 

information as well as other users of the system. The trust of information subjects requires 

addressing the following concerns: 

 

- The trust architecture should deal with a wide range of potentially complex and dynamic policies 

expressing the requirements of different users, data subjects and service providers while still 

offering an understandable simple to way of expressing trust preferences. These preferences may 

address the conditions in which the data are to be used, the intended purposes for which it is 

provided, the responsibilities and obligations that come with its use, and the way(s) in which these 

restrictions have to be ensured/enforced. 

 

- An appropriate level of user-control should be provided to manage the disclosure and propagation 

of this data within the system as well as at the system’s external boundaries (and beyond?). 

 

- For those conditions and purposes that cannot be enforced a-priori, effective ways to detect and 

report breaches of the usage policy (a-posteriori) have to be set up and in case a breach is reported 

should provide input for compensation mechanisms as set by the legal and contractual context of 

the policies. Appropriate logging mechanisms should be provided, and logging activities should be 

enforced where possible and monitored elsewhere, to enable breach-detection via (semi-) 

automated auditing of the logs. It will depend on the legal and contractual context, what kind of 

compensation (if any) is to be applied upon detection of a breach. However, just like software 

interfaces and policies can reflect aspects of human contracts, a TM system should incorporate the 

possibility for (semi-) automated adjustment of its trustworthiness assumptions upon detection of a 

breach of trust. 

 

  

9.2 Problem statement 

 

Two kinds of problems can be identified in systems that aim at fulfilling these requirements.  

 

Problems related to the policy language. The policy language should be suitable for use by the 

system’s end-users: it should provide the necessary expressive power without requiring too much 

technical expertise of its users. The complexity of this dual requirement is an important reason for 

the multitude of policy- and trust management languages that dominate the recent scientific 

literature on this topic. Moreover, the policy language should have a well defined formal semantics, 

to support reasoning on the complex interaction of rules and on the resulting possibilities of 

using/abusing PII. 

Technical problems and implementation concerns. These include for example: 
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• Guaranteeing availability of appropriate context-data during policy enforcement (e.g. 

identification and availability of key performance indicators, consistent subject-identification 

over several interactions, and guaranteeing appropriate levels of assurance on subject-

identification).  

• Guaranteed run-time traceability of distributed policy-data (Decentralized TM Systems). 

• Guaranteed privacy of sensitive data used during policy enforcement (e.g. trust negotiation). 

 

  

9.3 Overview of existing solutions 

   

9.3.1 Research solutions 

 

Several aspects of the problem statement were addressed in recent research reports. 

 

Decentralized trust management (DTM) [119,120] is an approach to managing authorization in 

environments where authority emanates from multiple sources. An authorization policy consists of 

statements issued by many participants. Resource sharing is facilitated by delegation of authority 

from one principal to another. DTM specifies and manages the trust model, i.e. the trust 

relationships between entities, in a general way which can straightforwardly [121] capture existing 

models such as the X5.09 [158] certificate authority approach and the PGP [161] web of trust. Using 

the trust model DTM system generalizes and decentralizes the access control mechanism and is 

more suited for settings where data needs to be gathered from and shared between many parties. A 

decentralized approach helps to increase the availability of the data. In application areas such as 

healthcare data availability is an important concern. With more dynamic use of data and the growing 

importance of user control, access decisions often involve different administrative domains.  

 

Behavioural Trust Management (BTM): A large number of behaviour-based trust models for open 

environments have been proposed, see [122,123] for an overview. In general, such models propose 

an evaluation scheme to derive the trustworthiness of a participant based on its behaviour in 

previous interactions. Those schemes range from rather simple (weighted) average computation to 

more sophisticated ones like the graph-based concept of centrality measures (e.g. [124,125,126]). 

However, these trust models rely on a fixed evaluation scheme (in our terms: a fixed policy), i.e. a 

participant has no impact on the way how the trustworthiness of a partner is derived. To facilitate 

this, so-called trust policy languages have been proposed. Existing languages (see [127] for an 

overview) are logic-based, i.e. they allow participants to define rules or clauses to derive the 

trustworthiness of a partner. Policies for behaviour-based trust models in turn require more complex 

operations like aggregation or centrality computation. Logic-based policy languages do not support 

this. The TAS3 trust policies will support behaviour-based trust models with flexible evaluation 

schemas. 

 

Session Based Trust Management (STM): At this time, the guidelines on Level of Assurance (LoA) 

published by [128] provide the best approximation to a concept of Session Based Trust 

Management. This defines 4 levels of LoA, but provides no automated mechanisms for calculating 

the levels. SAML 2.0 is capable of providing the raw data for computing the LoA in its authentication 

context, as it provides parameters that describe how the user is authenticated to the IdP. A service 

provider can then utilise this raw data to compute a LoA. 
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Compliance Control: Logging and auditing can be used as a method for posteriori compliance 

control. [129,130]. Compliance is not necessarily enforced but policy related actions are logged and 

auditing of the logs reveals policy violation. 

 

KPI: A Key Performance Indicator (KPI) is a financial ratio used to measure progress, performance or 

goals of an organization. KPIs comprise of objective and measurable data that can be used to choose 

partners in a distributed and open environment. Examples of key performance indicators are the 

time a supplier or service provider takes to deliver an order or a service, and the time a customer or 

service consumer takes to pay for a shipment or service. 

 

Originally KPIs are financial and non-financial measures or metrics used to help an organization 

define and evaluate how successful it is, typically in terms of making progress towards its long-term 

organizational goals [131]. This financial ratio used to measure progress, performance or goals of an 

organization or a business entity. Based on the strategic goals of a company, target values for KPIs 

are set of measurable data giving an indication about the most suitable business partner that 

matches with the performance requirements.  

 

One of the first studies linking KPIs with trust and reputation was published by Rob et al. in [132], 

where a market is analysed but from an economic perspective. Turnover, investments and other 

economic indicators/inputs are used to validate the author’s claims about reputation impact on the 

market by mathematical proofs, calculated in closed form. More concretely, the author’s proof their 

claims by stating that reputation leads to stable (or unstable) equilibria which are desired (or not). 

Winkler et al. [133] and Haller [134], proposed a trust management approach that stochastically 

models so-called organization inherent trust indicators serving as root of trust. They first defined a 

taxonomy that classifies a set of trust indicators along with their attributes that are required for 

stochastic modelling. Trust is used as support in business oriented decision processes. Then they 

proposed a formal trust model for aggregating trust indicator values to reputation using Bayesian 

networks. 

 

Liu et al. [135] adapted KPI-based selection systems to service-oriented workflows. They proposed a 

service-oriented performance evaluation model, based on process-related indicators and activity 

related indicators. They achieved a correlation analysis of KPIs in order to use it for selecting 

services. 

 

9.3.2 Commercial solutions 

  

Regarding reputation systems, there is a wide variety of commercial solutions. Applications of 

reputation systems include auction sites such as eBay[136], expert sites such as AllExperts[137], 

product review sites such as Epinions[138], and e-commerce sites such as Amazon[139]. All these 

systems use a simple scoring model to compute reputation, e.g., the summation or average of 

ratings. There are various problems with such simple scoring models, see [122] for an overview. 

Additionally, the scoring models of these reputation systems are fixed, i.e., users cannot define 

scoring models that meet their individual trust preferences. The trust policies provided by TAS3 will 

use robust and flexible scoring models. 

 

9.4 Trends & Future development 

 

To overcome the limitations of each of the individual approaches we will need to find a way to 

combine their strengths. In this area we see several promising combinative approaches. 
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In [140] a unifying framework is proposed for behaviour-based trust models. Instead of a fixed 

evaluation scheme, we define an algebra-based trust policy language that allows each participant to 

make its own trust policy explicit. With that algebraic approach we can define arbitrary complex 

operators to support a wide range of behaviour-based trust policies. In [141] authors evaluated the 

quality of various centrality measures as basis for trust policies in detail. This study outlines and 

discusses different techniques that can be used to represent the behavioural knowledge about the 

participants as a graph. Experiments show that this technique significantly influences the quality of 

centrality measures to serve as basis for trust policies. 

 

Another important idea on Combining DTM and BTM has been explored in [142]. However, the 

policies that can be dealt with in this setting are severely limited. For example, useful trust 

requirements such as `all my friends have a good opinion about this service’ where friends is 

specified by a DTM role while opinion is behaviour based cannot be dealt with. More research in is 

needed in the area of combining DTM and quantitative approaches such as BTM and STM. 

 

Since so little work has been done on Session Based Trust Management to date, we can also expect 

to find important and novel trust feedback mechanisms based on logging and auditing for policy 

compliance and Key Performance Indicators respectively. 

 

Suitable secure logging methods for storing trust policy related events have been explored in [143]. 

New and powerful methods for auditing these logs will provide audit results that can allow us to 

devise policy compliance metrics and apply them as a powerful trust feedback mechanism. 

 

Applying KPIs as trust feedback mechanisms is an open and promising research field. It will allow 

users (and service providers) to base their trust decisions on past behaviour on those aspects that 

are the most relevant for the business processes. Such KPIs are often not included in current trust 

frameworks. 

 

  

9.5 Project based Gap Analysis with potential enhancement 

 

We argued that centrality measures should be used as basis for behaviour-based trust policies. To 

accomplish a seamless integration of centrality measures into our algebra-based trust policy 

language, we defined a centrality operator as first-class construct. Until now, little work has gone 

into query optimization techniques for centrality measures. These optimization techniques apply to 

both the logical level (e.g. rewrite rules for algebra expressions) and the physical level (e.g. multi 

query optimization). Thus, an important enhancement of our behaviour-based trust model would be 

the development of such optimization techniques as well as an evaluation of their effectiveness. 
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10 Legal, Privacy and Ethics 

10.1 Introduction 

 

Privacy and security are important issues in both the on and offline world.  In this section of the 

document we shall review how policy frameworks supported by legal instruments and enabled by 

technology can help affirm trust in the employability and health secotrs. 

 

  

10.2 Problem statement 

 

Distributed work environments coupled with greater mobility of persons have created an increasing 

need to address portability of information and access to related and supporting services in a 

dynamic, secure and user-centric fashion. The two sectors, employability and health, deal with some 

of the most sensitive data in an individual’s life.  The other important factor about these sectors is 

that the data is cumulative and need to be maintained over the person’s lifetime.  Thus while there 

are transactions within the context of employability and healthcare that have defined lifecycles for 

providers, much of that information is relevant throughout the person’s lifecycle.  These greater 

complexities coupled with the previously mentioned need for portability of records to accommodate 

mobility of persons and allow greater choice in professional associations creates new challenges in 

defining an environment that offers security and trust over a lifetime.  We also must consider the 

greater user involvement in control and management of these records and the need for technology 

as well as policy and legal instruments to be accessible and usable by people not specifically trained 

in those disciplines. 

 

  

10.3 Overview of existing solutions 

  

10.3.1 Standards and extensions 

 

As a result of the multiplicity of legal requirements1 related to personal data, as well as the myriad 

company policies, practices and procedures, which may apply depending on why information was 

collected and for what purpose, there has been little success in developing a global approach much 

less standard related to privacy.   Despite the lack of consensus on a global approach to privacy, both 

EU standards bodies[144] and more recently the ISO[145]  done work to develop technical standards 

related to privacy.   In the case of the former, the attempt was to develop standards to implement 

the EU Directive, in the latter to implement what was misperceived to be an agreed global policy 

                                                           
1
 While one could argue that there are as many approaches to privacy as there are regions, nations and provinces that have tried to 

address it, many commentators would argue that there are five main approaches to privacy.  The EU approach (top down, proscriptive, 

central authority requires formal finding of adequacy), EU Light (more or less top down, but more flexible in practice central authority 

and some type of adequacy needs to be asserted), APEC (harms-based, flexible and based on accountability that can be accomplished by 

different regulatory agencies some leveraged by private sector actors), US (sectroal national and state laws enforced by a variety of 

agencies and private sector actors, includes concepts of self- or co-regulation) and the blended approach which represents an amalgam 

of some aspects of two or more approaches (Japan is often cited as a blend of EU and US approaches – top down, but enforced by 

multiple agencies…) 
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framework related to privacy.  In neither case were these efforts to create the security and trust 

framework for a secured and trusted, web-services user-centric environment. 

 

Previous attempts at standardization in this space have included P3P (platform for privacy 

preferences project) [146] and EPAL (Enterprise Privacy Authorization Language) [147].  Both were 

attempts to create a common ontology to facilitate a policy expression language in order to enable 

the articulation of privileges and related controls.  P3P focused more on the browser as interface 

while EPAL encompassed controls on the back end use of information at the enterprise level.  While 

both approaches have expanded thinking in this area, each was faced with significant limitations. 

P3P lacked the granularity to deal with the variety of uses for which information is collected and 

used.  EPAL, on the other hand, suffered from overhead and complexity that worked in smaller 

models or models that fit the test paradigm, but became burdensome especially where specific 

information elements were collected for multiple uses and different retention and refresh periods.  

In many ways both EPAL and P3P were limited by their failure to appropriately account for the 

needed flexibility of the ecosystem in which they operated. 

 

Issues of Identity and privacy have been of significant interest as concerns over identity theft have 

increased.  In 2005, Kim Cameron first published his seven laws of identity in his blog2.  These laws 

provide a useful foundation for placing identity and privacy in context.  Since then Ann Cavoukian, 

the Information and Privacy Commissioner for Ontario has built on the 7 laws in a paper entitled 

“The case For Privacy Embedded Laws of Identity in the Digital Age3.  Commissioner Cavoukian is also 

known for her work on promoting the concept of privacy by design4 - the idea that privacy is built 

into the technology at the design stage, not bolted on after deployment.  A review of the Seven Laws 

of identity as enhanced for privacy is informative: 

 
LAWS OF IDENTITY  

The 7 Laws of Identity  7 Privacy-Embedded Laws of Identity  
LAW #1: USER CONTROL AND CONSENT LAW #1: PERSONAL CONTROL AND CONSENT 
Technical identity systems must only reveal 
information identifying a user with the user’s 
consent.  

Technical identity systems must only reveal 
information identifying a user with the user’s 
consent. Personal control is fundamental to 
privacy, as is freedom of choice. Consent is pivotal 
to both.  
Consent must be invoked in the collection, use and 

disclosure of one’s personal information. Consent must 

be informed and uncoerced, and may be revoked at a 

later date. 

 

 

 

 

 

 

 

 

The 7 Laws of Identity  7 Privacy-Embedded Laws of Identity  
LAW #2:  
MINIMAL DISCLOSURE FOR A CONSTRAINED 
USE 

LAW #2:  
MINIMAL DISCLOSURE FOR LIMITED USE:  
DATA MINIMIZATION 

                                                           
2
 http://www.identityblog.com/?p=352/#lawsofiden_law1 

3
 http://www.ipc.on.ca/images/Resources/up-7laws_whitepaper.pdf 

4
 http://www.ipc.on.ca/images/Resources/up-2007_09_17_UofT.pdf 
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The identity metasystem must disclose the 
least identifying information possible, as this is 
the most stable, long-term solution.  

The identity metasystem must disclose the least 
identifying information possible, as this is the most 
stable, long-term solution. It is also the most 
privacy protective solution.  
The concept of placing limitations on the collection, use 

and disclosure of personal information is at the heart of 

privacy protection. To achieve these objectives, one must 

first specify the purpose of the collection and then limit 

one’s use of the information to that purpose. These 

limitations also restrict disclosure to the primary purpose 

specified, avoiding disclosure for secondary uses. The 

concept of data minimization bears directly upon these 

issues, namely, minimizing the collection of personal 

information in the first instance, thus avoiding the 

possibility of subsequent misuse through unauthorized 

secondary uses. 

LAW #3:  
JUSTIFIABLE PARTIES 

LAW #3:  
JUSTIFIABLE PARTIES: “NEED TO KNOW” 
ACCESS 

Identity systems must be designed so the 
disclosure of identifying information is limited 
to parties having a necessary and justifiable 
place in a given identity relationship.  

Identity systems must be designed so the 
disclosure of identifying information is limited to 
parties having a necessary and justifiable place in 
a given identity relationship. This is consistent with 
placing limitations on the disclosure of personal 
information, and only allowing access on a “need-
to-know” basis.  
Only those parties authorized to access the data, 

because they are justifiably required to do so, are granted 

access. 

 

 

 

LAW #4: DIRECTED IDENTITY LAW #4: DIRECTED IDENTITY: PROTECTION AND 
ACCOUNTABILITY 

A universal identity metasystem must support 
both “omnidirectional” identifiers for use by 
public entities and “unidirectional” identifiers 
for use by private entities, thus facilitating 
discovery while preventing unnecessary 
release of correlation handles.  

A universal identity metasystem must be capable 
of supporting a range of identifiers with varying 
degrees of observability and privacy. Unidirectional 
identifiers are used by the user exclusively for the 
other party, and support an individual’s right to 
minimize data linkage across different sites. This is 
consistent with privacy principles that place 
limitations on the use and disclosure of one’s 
personal information. At the same time, users must 
also be able make use of omnidirectional identifiers 
provided by public entities in order to confirm who 
they are dealing with online and, thereby ensure 
that that their personal information is being 
disclosed appropriately. To further promote 
openness and accountability in business practices, 
other types of identifiers may be necessary to allow 
for appropriate oversight through the creation of 
audit trails. 
 
 
 
 

The 7 Laws of Identity  7 Privacy-Embedded Laws of Identity  
 
LAW #5:  
PLURALISM OF OPERATORS AND 

LAW #5:  
PLURALISM OF OPERATORS AND 
TECHNOLOGIES:  
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TECHNOLOGIES MINIMIZING SURVEILLANCE 

A universal identity solution must utilize and 
enable the interoperation of multiple identity 
technologies run by multiple identity providers.  

The interoperability of different identity 
technologies and their providers must be enabled 
by a universal identity metasystem. Both the 
interoperability and segregation of identity 
technologies may offer users more choices and 
control over the means of identification across 
different contexts. In turn, this may minimize 
unwanted tracking and profiling of personal 
information obtained through surveillance of visits 
across various sites. 

LAW #6:  
HUMAN INTEGRATION 

LAW #6:  
THE HUMAN FACE: UNDERSTANDING IS KEY 

The identity metasystem must define the 
human user to be a component of the 
distributed system, integrated through 
unambiguous human-machine communication 
mechanisms offering protection against 
identity attacks.  

Users must figure prominently in any system, 
integrated through clear human-machine 
communications, offering strong protection against 
identity attacks. This will advance user control, but 
only if users truly understand. Thus, plain language 
in all communications used to interface with 
individuals is key to understanding. Trust is 
predicated on such understanding. 

LAW #7:  
CONSISTENT EXPERIENCE ACROSS CONTEXTS 

LAW #7:  
CONSISTENT EXPERIENCE ACROSS CONTEXTS:  
ENHANCED USER EMPOWERMENT AND 
CONTROL 

The unifying identity metasystem must 
guarantee its users a simple, consistent 
experience while enabling separation of 
contexts through multiple operators and 
technologies.  

The unifying identity metasystem must guarantee 
its users a simple, consistent experience while 
enabling separation of contexts through multiple 
operators and technologies. We return full circle to 
the concept of individual empowerment and 
informed consent. Clear interfaces, controls and 
options that enhance an individual’s ability to 
exercise control across multiple contexts in a 
reliable, consistent manner will serve to enhance 
the principle of informed consent. 

 

The privacy articulation of the seven laws provides a useful roadmap for the application of 

technology and the consideration of privacy in context.  In today’s world of ever increasing 

information flow and uses, privacy must be considered in a larger context than just the enterprise or 

the transaction it must considered at the ecosystem level and across its lifecycle.  This is the TAS3 

approach. 

 

As the Data Protection Directive is coming under review (this is a periodic review, not occasioned by 

any particular incident) these concepts are being explored Data Protection Authorities.  The Irish 

Data protection Commissioner, in cooperation with an OECD process to look at privacy in the 

context of today’s information society hosted the Galway project which focused on how to enable 

accountability in light of today’s global information flows.  The Spanish Data Protection 

Commissioner has developed the Barcelona Process, which is an exploration in to development of 

more international and harmonized policy standards related to privacy.  Both the Galway project and 

the Barcelona process will be developing papers that summarize their findings for the fall of 2009.  In 

advance of the review of the Directive, the UK Information Commissioner commissioned a study of 

Directive and its applicability to today’s information society which also reviewed the need for flexible 

accountability constructs and the need for privacy to be designed into technology. 
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In looking at ecosystem concepts, Commissioner Cavoukian also saw the need to develop new tools 

to assess privacy, and to that end, in conjunction with the Liberty Alliance, her office developed a 

paper entitled: Building Privacy and Trust-enabled Federation: Federated Privacy Impact 

Assessment (F-PIA)5.  It is informative to consider the approach to accountability (the basis of 

PIPEDA, the Canadian privacy law) taken in the paper: 

 

 

 

 

 

While more of a framework than a standard, the Identity Governance Framework (IGF), developed 

by Oracle but now propagated by the Liberty Alliance[148], addresses a number of the limitations of 

P3P and EPAL.  The IGF by definition comprehends the complexity of an ecosystem since it was 

created with federated models in mind.  The IGF also is predicated on a services oriented 

architecture, which enables greater efficiency, modularity and flexibility. 

 

Further work is currently underway within the Liberty Alliance exploring identity governance and 

increasing understanding of the application of how to implement privacy priorities in technology. 

This work, which embraces previous Privacy Preference Expression Language (PPEL) work done by 

Liberty, is focused on defining a framework to help enterprises easily determine and control how 

identity related information, including Personally Identifiable Information (PII), access entitlements, 

attributes, etc. are used, stored, and propagated between their systems. The Identity Governance 

Framework (IGF) will enable organizations to define enterprise level policies to securely and 

confidently share sensitive personal information between applications that need such data, without 

having to compromise on business agility or efficiency. Furthermore, it will ease the burden of 

documentation and auditing of these controls, allowing organizations to be able to quickly answer 

questions on how personal information such as social security numbers and credit card data is being 

used, by whom, at what time, and for what purpose The Identity Governance Framework is designed 

to allow: (1) application developers to build applications that access identity-related data from a 

                                                           
5
 http://www.ipc.on.ca/images/Resources/F-PIA_2.pdf 

Finally, the collection of personal information entails a duty of care for its 
protection. Obligations related to all relevant privacy-related policies and 
procedures should be documented and communicated as appropriate, and 
assigned to a specified individual within an organization. When transferring 
personal information to third parties, organizations should seek equivalent privacy 
protection through contractual or other means. Further, in order to ensure the 
accountability of federation members, the principles of openness and transparency 
should be adopted. That is to say, information about the policies and practices 
relating to the management of personal information should be made readily 
available to the individuals whose data is being held. 

Organizations should also establish compliance and redress mechanisms, and 
communicate information about them to the public, including how to access the 
next level of appeal. Compliance with privacy policies and procedures should be 
monitored, evaluated and verified on an ongoing basis. 

The combination of these factors leads to the concept of accountability, in which 
information is appropriately secured and protected across both the scope of 
federated enterprises and the life cycle of the information. This concept not only 
forms the basis of Canadian privacy laws, but is found in the OECD Guidelines, 
and is the defining principle of the APEC Privacy Framework. 
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wide range of sources, (2) administrators and deployers to define, enforce, and audit policies 

concerning the use of identity-related data. As proposed, IGF will have four components: (a) identity 

attribute service, a service that supports access to many different identity sources and enforces 

administrative policy (b) CARML: declarative syntax using which clients may specify their attribute 

requirements, (c) AAPML: declarative syntax which enables providers of identity-related data to 

express policy on the usage of information, (d) multi-language API (Java, .NET, Perl) for reading and 

writing identity-related attributes[149]. 

 

Apart from the other XML and WS based expression languages, CARML[150] is an important 

specification describing a declarative way for a client application to define the set of identity-related 

attribute data from an identity service provider. A CARML document is an XML document format 

that allows applications consuming identity-related data to declare identity data requirements and 

intended usage for personally identifiable information otherwise known as attributes, claims, and 

assertions. The information specified includes the desired operations and intended usage  (indexes, 

read/write, sharing, privacy). 

 

The graphic below provides a general overview of information flows in an IGF context151. 

IGF Walk-thru

 
IGF initially focuses on how to assess an application (shown on the left) that is to be deployed in an 

enterprise or web service environment. What data will the application consume, retain, or update? If 

federated with another identity provider do we know in advance the type of operations that are to 

be performed? 

 

A CARML declaration provided with an application allows for a privacy impact assessment review 

and allows identity service infrastructure managers and providers greater ease to understand how to 

facilitate the information requirement of the application.  What information must it have? What 
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information can be masked? How does the application want to obtain, use, or modify the 

information? 

 

A CARML declaration contains data definitions (or schema) that define attributes (such as birthdate), 

predicates (such as IsAdult), and roles (for example BusinessClassFlyer) that the application will use.  

 

The CARML declaration also contains Interactions that define the transactions that an application 

intends to make with identity services. There are several types of operations: Find, Search, Compare, 

and Read each designed for accessing identity information in different scenarios. For example, read 

is often used when you just want to pull information about the currently authenticated user.  

Compare is used to test attribute value conditions about a user yielding a yes or know response, 

while Find and Search are used to perform reporting queries such as “Who holds the role 

businessClassFlyer?” Other operations include add, modify, and delete to support full create, read, 

update, delete (CRUD) functionality. 

 

In addition to knowing the data an application uses and the transactions it is going to perform, it is 

useful to know the how and why information will be used from an information privacy perspective. 

These declarations are knows as Identity Privacy Constraints and they are expressed inside CARML in 

WS-Policy form.  

 

Some privacy constraint declarations are made by the developer that reflect the nature of how an 

application is coded (e.g. the application uses a cache, or persists information). These declarations 

reflect the hard-coded nature of an application that cannot easily be changed. 

 

In addition there may be privacy constraints that the deployer of an application may wish to declare 

when an application is being deployed. Examples of these constraints (or declarations) might be 

“DataLossOrBreachConstraint”, “PropagateConstraint”, or “PurposeConstraint”. 

 

When data transactions occur via various protocols such as LDAP, ID-WSF, SAML, or WS-Fed, 

additional context (such as application and user credentials) as well as privacy metadata in addition 

to the typical protocol information is also exchanged. This allows the attribute authority to have full 

context for making policy decisions regarding identity related transactions. It also allows the 

attribute authority to indicate policy failures (e.g. such as a consent constraint) that may have 

prevented information from flowing, but enabling the client application to react appropriately to the 

policy failure. 

 

The final part of IGF occurs at the attribute authority side. AAPML is a policy language profiling of the 

XACML specification. AAPML allows for fine-grained process of both the context (who is using what 

application to perform what action) under which information may be released or modified. 

Additionally AAPML is capable of defining rules that test various conditions that confirm consent by 

a subject for a particular action. 

 

AAPML is currently an open draft proposal from Oracle and is under review with the Liberty Alliance. 

While XACML is reaching maturity for using in providing fine-grained web policy, AAPML is expected 

to be a relatively straightforward adaptation of XACML for Identity information. 

 

Other relevant expression languages that need to be considered are referenced in other parts of this 

document.  They include: Shibboleth6, XACML7, SAML8, Eclipse/Higgins9.  

                                                           
6
 See Infra; 4.3.1, p.3.3.6 

7
 See Infra 5.3.1 

8
 See Infra:5.3.1, 6.3.1, 9.3.3.1 

9
 See Infra:6.3.1, 9.3.3.5 
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10.3.2 Research solutions 

 

Previous EU projects and other researchers already addressed some issues and possible solutions. 

TAS3 may take the benefit of PRIME10, or Serenity for example, other projects may be relevant for 

semantics, modelling languages and so on. We are also reviewing other FP7 projects like MASTER for 

relevant linkages. , 

 

Outside of FP 6 and 7 Projects, relevant work is also being done by W3C on concepts related to 

privacy and use models, GUIDE-ME on data minimization11 Idemix12 for anonymous attributes. 

 

Over the last two years new work has also been undertaken on broader international concepts of 

use-based models and information accountability.  These concepts are predicated upon the notion 

that we live in a ubiquitous information society and that control of information through traditional 

notice and consent based models is no longer sufficient since so much information is publicly 

accessible through the internet and web 2.0/3.0 technologies13.  In defining what technical 

architectures should look like in these new accountability models, the major requirements are 

around policy aware tools including transactions logs, language frameworks and perhaps most 

importantly policy-reasoning tools.   

 

10.3.3 Commercial solutions 

 

Policy frameworks related to privacy are associated with a multiplicity of factors and stakeholders, 

which go beyond pure commercial solutions.  Privacy or data protection may be established in local 

law, which may vary across provinces, nations and regions. Information that is related or relatable to 

an identified or identifiable individual may also have different related obligations based on the 

sensitivity of the information, type of information, or type of person to who it pertains (elderly, 

children…).  These legal obligations may also be enhanced by sectoral codes of conduct and 

company policies, practices and procedures.  Privacy also has a cultural dimension as well as a 

subjective interpretation of what is appropriate by the data subject. 

 

A number of products such as: Tivoli from IBM, Cardspace from MS, anonymizers and identity guards 

from a number of vendors have addressed one or a few of these issues, but each has been a point 

solution for parts of the problem rather an architecture for trust and security that is designed for a 

dynamic, user-centric, web services environment.    

 

10.4 In-situ perspective 

 

The main objectives of TAS3 for this section are based on two essential elements: policies that 

enable trust and reliance and a framework that helps assure legal compliance.  As was stated above, 

solution elements exist for various issues, but not at the framework level.  The breadth of these 

issues is bounded by the case studies.  While the solutions will be articulated in a manner that is 

                                                           
10

 see infra 4.3.1, 6.3.1 
11

 see Infra 6.3.1 
12

 see infra 6.3.1 
13

 Weitzner, Abelson, Berners-Lee et al, June 2008/Vol 51, No 6 Communications of the ACM 
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generally applicable, the specifics, context and nuances related to the solutions will be predicated on 

the employability and health scenarios.  The project will also build upon established conventions and 

instruments that already exist in those fields related to practices, policies and contractual forms and 

obligations.  Focus of WP6 will be in assuring the ability of technology to work in conjunction with 

policy and be appropriately supported in technology. Such a conceptual framework requires a 

balancing of tasks to understand which functions that might be foundational for the ecosystem, 

should be defined in contract, which should be executed in policy supported by contract and which 

should be coded into the technology. 

 

 

  

10.5 Policies 

 

 

The interaction of policy, technology and contract will require common ontology’s that recognize the 

differing usage of terms related to context. The expression of these languages will need to enable 

this flexibility of ontology across contexts and applications.  Policies will need to be expressed as 

obligations in contracts, operational practices and technological controls.  

 

 

 

10.6 Trends & Future development 

 

The major trends that will require future development include the greater mobility of persons, their 

increased need for choice and control over their information and the increased need for more 

parties to have some access to that information and ability to share that information with 

downstream partners.  Information models that were predicated on relationship with known 

organizations have been replaced by models of interaction across ecosystems including players 

unknown.  Security that had been based on transactional concepts now needs to be integrated 

across a lifecycle.   Trust needs to be portable and context sensitive to be effective. 

 

  

10.7 Project based Gap Analysis with potential enhancement 

 

Many solution elements exist today but not in an interoperable fashion.  The greater portability, user 

centricity and sharing requirements related to both health and employment/employability records 

require new levels of integration, functionality and usability/accessibility.  One of the main gaps that 

this project will address and one of the main areas that will require continued innovation is the 

relationship between technology, policy and contracts as well facilitating interactions and 

coordination across the relevant professional communities.  New developments and coordination 

within each group are also required, but could be considered more evolutionary where cooperation 

between the three in order to develop a coordinated and integrated solution strategy and lifecycle 

approach to information management is more revolutionary.  Solutions need to be founded in 

policy, supported by technology and bound by contract.  The appropriate balancing is the greatest 

difficulty. Technology can hardwire both policy and contract terms.  Contracts can bind policies and 

take some burden off the need of technology to hardwire common requirements across an 

ecosystem.   Policies inform contracts, give operational form to legal requirements and set 

parameters for use of information through technology.  Developing a balanced approach across the 
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three requires coordination and iteration since changes in legal requirements, improvements in 

technology and evolving policy must all be accommodated over the lifecycle of the information.  The 

proper balancing and coordination is key to optimizing the functioning of the system, its usability 

and efficiency.  All of these can be significant contributors to European competitiveness in these 

areas.  

 

 

 

10.8 Stakeholders 

 

TAS3 creates an enviornment of security and trust which is based on the concepts of user centricity, 

shared responsibility, mutual respect, legal compliance, and the credibility, reliability and availabilty 

of information in an environment that respects least means, need-to-know access requirements.  

 

Stakeholders in this process are multiple and will need to understand their responsibilities and 

obligations.  Furthermore, while respecting user rights and controls, information must remain usable 

by providers of services and reliable to meet their requirements to provide services.  Lastly, the TAS3 

environment should encourage providers to adopt policies and procedures that are demonstrably 

compliant and respectful of users’ rights. As the regulatory and legislative frameworks evolve 

recognition of enhancements of this type should be recognized and participation is such 

environments may be considered to be evidence of compliance, where appropriate. 

Stakeholders will be identified as common groups as well as by use case. 

 

 

Technical: Software developers, (would people who develop languages and create ontologies and 

semantic frameworks be covered under developers?  If not please provide appropriate reference) 

consultants, implementers, security personnel, technology maintenance service and support.  Some 

of these persons may also have specialized experience in health or HR technology solutions. 

 

Legal: Lawyers (including in-house counsel and/or related support staff), legislators, regulators, 

representatives from various agencies that may be involved in oversight and compliance, privacy 

officers and data protection/consumer protection authorities. As in technical some of these 

professionals may operate in the employability or health fields. 

 

Employability: Educators, students, school administration, records/transcripts managers, curriculum 

developers, student recruiters, student placement professionals, parents/guardians, relevant boards 

of accreditation and oversight, professional placement, employment recruiters, employee, co-

workers, unions/works councils, employers, HR departments, corporate administrators that 

develop/enforce corporate policy, employee evaluators, benefits professionals, insurance and 

pension professionals, unemployment related professionals. 

 

Health:  Patients, former patients, referrals, doctors, nurses, technicians, medical device and 

procedure developers, hospital administrators, other hospital staff, labs and staff, outpatient service 

providers, medical research, pharmaceutical companies, medical supply, health insurance 

companies. 
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11 Identity Management 

11.1 Introduction 

 

This document (section 11.3.1) will first define important identity Management (IDM) concepts and 

models then section 11.3.2 will discuss the perceived need for a user centric approach to identity 

management. Section 11.3.3 looks at some of the existing research and commercial technologies 

within the IdM field focusing on the technologies that seem to currently hold pre-eminence over the 

field of identity management. Section 11.3.4 looks at the current state of attribute aggregation 

models and analyses them against some user requirements obtained from a recent survey 

questionnaire. The remaining section briefly describes the future trends and policies and the focus of 

our work in the TAS3 project.  

 

 

  

11.2 Problem statement 

 

Within distributed systems such as the internet different considerations must be taken into account 

when designing identity management systems (IdMs) than when designing for closed systems. The 

inherent openness of the internet and the fact that the internet was defined with no way to 

determine who or what a client is connecting to, coupled with the increased criminalisation of the 

internet through attacks such as Phishing and Pharming has lead to a proliferation of different 

security standards and technologies. This document attempts to both document and analyse the 

current state of the art within identity management solutions. 

 

Enabling local attribute based authorisation, using attributes issued by remote attribute authority is 

possible today using some IdM systems such as Shibboleth[152] and CardSpace[153]. However a 

problem arises if a Service Provider (SP) wishes to use attributes issued by multiple Attribute 

Authorities(AAs) to grant access to its resources, as most of these systems have been designed to 

use a single Identity Provider for attribute release. Researchers and early adopters are realizing that 

a single source of user attributes is insufficient for authorization in many applications e.g. access to a 

medical database may require a GP attribute from the General Medical Council and a consultant 

attribute from the employing hospital be present in order to grant access to patient records. Since 

the same user will generally be know by different identifiers in each IdP/AA, this makes the 

collection and aggregation of attributes from different IdPs difficult.  

 

  

11.3 Overview of existing solutions 

  

11.3.1 Identity Management Principals and Definitions  

 

11.3.1.1 Digital Identity 
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The concept of a digital identity can be reasonably stated as a set of data that can be used to 

uniquely represent a single person or organisation within a specific domain. A single identity can be 

seen to be made up of a collection of all the electronic information (or identifiers) associated with an 

individual’s account in a particular identity system. The identity itself does not have to refer to a 

single individual but rather a single entity which could consist of multiple user’s but as far as the 

service provider is concerned, it will always be dealing with a single real world entity e.g. any 

employee within a company may be able to use a single company identity to access an offsite 

resource. It must also be see that in most cases it is possible for any entity to posses several different 

but equally valid identities within a single identity management domain e.g. A user may possess both 

an account that he uses to identify himself in a professional capacity when he is at work 

representing his employer and a separate account that he uses in a personal capacity. Josan, Zopmai 

and Suridadi[154] define a digital identity as “the identity resulting from the digital codification of 

characteristics and attributes in a way that is suitable for processing by computer systems.”  

 

In order to interact with an IdM system a user must be assigned an identifier that uniquely identifies 

a user account within that particular domain in order to prevent confusion of users within that 

domain. This identifier can then be linked with additional identifiers (or attributes) in order to create 

the whole of the entities digital identity. Authentication can take place using any user identifier that 

uniquely identifies the principal whereas any additional identifiers/attributes can be used for 

authorisation  

 

Digital Identity Management Architecture can be described as the components that support a users 

identity, allowing users to modify and access their identities, often across a hugely distributed 

system and through multiple namespaces. Most IdM architecture is generally consists of two types 

of entities; identity providers that issue information about users and service providers that consume 

that information in order to make an informed access control decision about a principal. Whilst most 

identity providers will offer an online service to users, and generate identity assertions for the user 

on the fly, identity providers could issue the user with a smart card allowing the user to use the card 

to make identity assertions on its behalf, without requiring the user to have a direct interaction with 

the identity provider (although most relying parties will still usually contact the identity provider to 

check that the card has not been revoked). 

11.3.1.2 Trust 

Whilst there have been many definitions of trust the following definition found in [155] is that “trust 

is the extent to which one party is willing to depend on something or somebody in a given situation 

with a feeling of relative security, even though negative consequences are possible”. This definition 

includes the basic ingredients of trust; dependence on the trusted party, the reliability of the trusted 

party and the risk inherent in using the trusted party. The definition also infers that trust 

requirements are directly correlated to risk exposure and therefore the level of trust required to 

access a service can be can be seen to represent a level of risk that the user should be able to 

determine and act accordingly. 

 

Trust deals with assumptions, expectations and behaviour. This clearly implies that trust cannot be 

measured quantitatively, that there is a risk associated with trust and that the establishment of trust 

cannot always be fully automated. However the concept of a trust model is useful as it shows where 

and how trust is initiated, which can allow more detailed reasoning about the security of the 

underlying architecture as well as any limitations imposed by the architecture.  

 

 A typical IdM system has three types of trust models[156]: 
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a pair wise model for two entities that have direct business agreements with each other; 

a brokered trust model for two entities that don’t have a direct agreement with each other, but have 

agreements with one or more intermediaries so as to enable construction of a business trust path 

between the two entities; and 

a community trust model for several entities that have common business agreements within the 

community or federation. 

 

The set of requirements below summarises the necessary pre-existing trust requirements involved 

between entities in identity management architecture, as determined in [157]: 

  

A clients trust in a service provider: 

• The SP protects client privacy   

• The SP has implemented satisfactory user registration procedures and authentication 

mechanisms( from the client’s perspective) 

• The SPs adhere to the accepted policy for correlating personal data about the same client 

from other SPs 

 

A service providers trust in a client: 

• The client handles their authentication credentials with appropriate care. 

 

Trust between Federated Service Providers: 

• Service access by assertions between service providers on behalf of users will only take place 

when legitimately requested by the client. 

 

Trust In the Identity Mapping: 

• The mapping of identities between service providers is correct 

 

Service Provider trust in Credentials Provider 

• The credentials provider has implemented adequate procedures for registering users and for 

issuing credentials. 

 

These trust requirements represent what I believe to be the minimum level of trust required to 

successful implement an identity management system.  

 

11.3.1.3 Integrity and Non Repudiation 

 

The concept of integrity of messages is one of the foundation stones of digital identity management 

as it allows us to know whether messages have been tampered with before being opened by the 

intended recipient. This is often accomplished using digital signatures that encrypt a hash of a 

message using either a symmetrical secret key only the issuer and receiving parties has access to or 

by encrypting the hash using the private key of an a-symmetrical private/public key certificate pair 

that only the sender of the message has access to thereby allowing any recipient with the issuers 

public key to decrypt the signature. The recipient can then perform the same hashing function on 

the message and compare this hash against the signatures message hash and if both match then the 

message has not been tampered with.    

 

Non Repudiation is the concept of ensuring that a party in a dispute cannot refute the validity of a 

statement or contract. In regard to digital security the cryptological meaning and application of non-

repudiation shifts to mean; A service that provides proof of the integrity and origin of data discussed 

above and an authentication that with high assurance can be asserted to be genuine. The proof of 
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data is typically the easiest of these requirements to accomplish. Non repudiation is generally 

achieved in the digital identity realm via the use of asymmetrical private and public keys where 

possession of a private key is taken to mean that the issuer of the signature is the entity certified by 

the certificate’s common name field. 

11.3.1.3.1 Public Key Infrastructure signing and Encryption 

Public key cryptography is based upon the concept that each entity to be authenticated possesses a 

Public/Private key pair, which consists of a pair of asymmetric keys that are sufficiently different so 

that the knowledge of one does not allow derivation or computation of the other. This allows one of 

the keys to be made publicly available without reducing the security of the system, provided that the 

other key remains private. The keys in a public key cipher are different, but at the same time related 

in order to allow one to decrypt what the other encrypts. This relationship is mathematical and 

typically relies on information know only to the creator of the key pair e.g. a randomly generated 

large integer value. The security of these keys is based upon the assumption that some problems (for 

instance integer factoring, discrete logarithm) are hard to be solved. PKI provides three main 

services security between strangers, encryption and digital signatures. 

 

Public keys allow for the establishment of secure communications between strangers through the 

dissemination of the public key certificate, which allows third parties to encrypt messages that can 

only be read by the holder of the private key. The problem is that the holder of the public key must 

trust that the holder of the private key is the same as the person/entity they believe it to be as in 

itself possession of a key is not proof of authenticity. Therefore the holder of the public key must 

either trust the place where she acquired the key a trusted repository or some mechanism must be 

provided in order to allow for independent verification of the key. As public repositories cannot in 

general be trusted the second option must be taken. The most common mechanism for independent 

verification of keys is through the use of public key certificates (PKCs). PKCs provide integrity 

checking of public keys through the use of certificate authorities (CAs) that verify that the contents 

of a certificate signing request correspond to the actual details of the holder before issuing a PKC 

that contains both the principals public key and the digital signature of the CA. Therefore as long as 

the user trusts the CA to only sign valid certificates a user can trust that the contents of a certificate 

match that of the purported holder. There are many different types of PKC but the most commonly 

used formats are X509[158], SPKI[159][160] and PGP certificates[161]. 

 

Public-key algorithms provide the ability to encrypt data using the public key in such a way that the 

resulting ciphertext can only be read with the corresponding private key. However the 

computational power required to perform the required mathematical calculations for a-symmetrical 

algorithms is much higher than with traditional symmetrical ciphers so typically the message data is 

encrypted using a new symmetrical cipher and then only the key to this symmetrical cipher is 

encrypted using the public key. 

 

Public Key Algorithms also provide the ability to digitally sign attributes due to the fundamental 

concept of the related key pair. As the key’s holder only knows the private key when data is signed 

using that key it becomes uniquely and explicitly tied to the holder. Once the data has been signed 

the widespread dissemination of the public key allows others to check that the data is tied to the 

keys holder. Data to be signed may be of any arbitrary size but a private key operation takes a fixed 

size input and computes a fixed size output, therefore a cryptographic hash is used to compute the 

data to a fixed size value, which is then encrypted using the private key. This encrypted hash can 

then be considered the digital signature of the data. In order to verify both the signer and that the 

message has not been tampered with the signature can be decrypted and the contained message 

hash compared against one calculated from the received message. 
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A number of public key algorithms exist; RSA[162], DSA[163], DH[164], ECDSA[165], and ECDH [166] 

are a few of the most common and are discussed briefly below: 

RSA is a signature algorithm proposed by Ron Rivest, Adi Shamir, and Len Adleman in 1978, is one of 

the earliest and most versatile of the public key algorithms. It is suitable for encryption/decryption 

and for signing/verification. It can be used as the basis for a secure pseudorandom number 

generator. Its security is based on the difficulty of factoring very large integers. In order to provide 

adequate security for the short term the key size should be at least 1,024 bits long. For the medium 

term at least 2048 should be utilised. 

  

 

The Digital Signature Algorithm (DSA) is a FIPS publication of the NIST. It is a variant of the ElGaml 

signature mechanism. The DSA was designed exclusively for signing/verification, but other 

algorithms like the ElGaml family can be used for encryption/decryption. The security of this 

algorithm is based on the difficulty of computing logarithms in a finite field. In order to provide 

adequate security for the medium term key size should be at least 2048 bits long. 

 

The DH algorithm was developed by Whitfield Diffie and Martin Hellman and is specifically a key 

establishment protocol. Each of two entities uses it own private key and the other entities public key 

to create a symmetric key that no third entity can compute. The security of this algorithm is based 

on the difficulty of computing logarithms in a finite field. As with DSA and RSA in order to provide 

adequate security for the medium term key size should be at least 2048 bits long. 

 

The ECDSA and ECDH algorithms are similar to the DSA and DH algorithms but are computed over 

the group of points defined in the solution to an equation for an elliptic curve over a finite field. This 

leads to a greater level of security as it more computationally expensive to compute logarithms in 

this way. Therefore a smaller key is required to keep the data secure. 

 

Public-key certificates need mechanisms to generate a secure digest of an arbitrarily long input; the 

digest should be one-way and collision resistant in order to be considered secure. The Secure Hash 

Algorithm SHA-1 is described in a NIST publication [167] and is an example of such mechanism. This 

hash algorithm was designed to use with DSA but can be used with RSA or other public key signature 

algorithms. It design principals are similar to those used by the MD5 hash functions proposed by Ron 

Rivest. 

 

PKI can also be used for entity authentication to a remote host using TLS [168]. Transport Layer 

Security (TLS) is the IETF standard version of the Secure Sockets Layer (SSL) protocol. TLS creates a 

secure channel between source and destination entities at the transport layer, providing certificate-

based authentication, information integrity and data confidentiality.  

11.3.1.3.2 XML Signatures 

XML signature’s[169] are digital signatures designed for use in XML transactions. The standard 

defines a schema for capturing the result of a digital signature operation applied to XML data. Like 

PKC based digital signatures, XML signatures add authentication, integrity, and support for non-

repudiation to the data that they sign. A fundamental feature of the XML Signature specifications is 

the ability to sign only specific portions of the XML document tree rather than the complete 

document. This is relevant if an XML document has different sections authored at different times 

and by different authors each signing those elements relevant to themselves. This flexibility also 

allows us to verify the integrity of certain portions of an XML document whilst allowing other 

portions of the document to change. Signature validation requires that the data object that was 

signed be accessible by the party attempting verification. The XML signature itself will generally 

indicate the location of the original signed object. This reference can be referenced by a URI within 
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the XML signature; reside within the same resource as the XML signature; be embedded within the 

XML signature; have its XML signature embedded within itself. Criticism has been levelled at the 

standard [170] due to the large amount of processing required to support the standard and the 

complexity of adhering to it due to the ability to sign messages in multiple different ways leading to 

confusion.   

11.3.1.3.3 Other Asymmetric Key Based Systems 

Group signatures [171,172] enable members of a group to sign messages on behalf of the group 

anonymously. The signature can be verified using the group public key. Only the trusted authority 

with the group secret can identify the signer from a valid group signature. 

 

Threshold cryptography [173] shares secrets among shareholders, and requires at least k out of t 

shareholders to cooperate together to reconstruct the primary key. Threshold cryptography 

promotes ad hoc cooperation between shareholders, and supports separation of duties. A downside 

of threshold cryptography is that membership revocation is hard to achieve.  

 

The concept of identity based encryption was first introduced by Shamir [174]. Realization of identity 

based encryption includes the work proposed by Boneh et al. [175] and the work proposed by Cocks 

[176]. Baek et al. [177] presented a good coverage of various construction methods of identity based 

encryption systems. The fundamental concept of identity based encryption is to use public identifier 

information (along with the public key of a trusted third party) as the key to either encrypt 

information to the associated receiver, or to validate a signature from the associated sender. The 

private key of the associated receiver/sender is used to decrypt the received information or 

generate the signature, respectively.  A trusted third party, the Private Key Generator (PKG), creates 

its master and public key pair, publishes its public key, and generates the private keys of all the users 

from its master key.  Each user receives its private key from the PKG after first proving it has the 

right to use the associated public identifier. The primary advantage of identity based encryption 

schemes over conventional PKI systems is that identity based encryption schemes do not require 

certificates to work, and thus are spared from the issue of certificate revocation. However, their 

downside is that the PKG is able to decrypt all messages that are sent to all recipients and generate 

all signatures that are sent by all signers by using its master private key, and therefore the PKG must 

be highly trusted. Furthermore everyone needs to know which public identifiers to use for all the 

other users. 

 

Certificateless public key cryptography [178] is a variant of identity based cryptography.  It also 

requires a trusted third party who is in possession of a master key, but the master key on its own is 

insufficient to create signatures or decrypt messages, unlike in ID based systems. This is because the 

TTP only generates part of a subject’s private key, who then uses its own secret information to 

complete the generation of its own private/public key pair.  In this way, a user’s private key is not 

available to the TTP. To encrypt a message to another user, or to validate a signature, three pieces of 

information are needed: 1) the other user's public key, 2) the other user’s identity, and 3) the TTP's 

public key. To decrypt or sign, a user just needs to use their private key. 
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11.3.1.4 Identity management Models 

11.3.1.4.1 The Silo Model 

 

 

 
In the silo model the SP 

manages all aspects of identity 

management, both the name 

space and authentication 

tokens for all its users are 

defined by the SP itself, which 

can therefore be seen to be 

taking on the role of a 

dedicated IdP. The SP also 

provides authentication based 

on the principals identifier-

token pair during service 

access. Users are often allowed 

to define their own identifiers to access each SP and whilst each of these identifiers must be unique 

within each SP’s security context they may be the same across multiple SP entities. It may also be 

possible for the principal to define his own authentication token at each SP e.g. by setting a 

password. The largest advantage of this model is that it is simple to deploy for the SPs and only 

exposes personal information to the SP. The major disadvantages are identity overload and 

password fatigue for users when they access services from many different SPs. It must also be noted 

that Users routinely forget passwords to infrequently used SPs and this coupled with the fear of 

forgetting passwords may present a significant barrier to usage especially when accessing highly 

sensitive services the cost of service provision can significantly increase. 

 

11.3.1.4.2 The Common Identity Domain Model 

 
In the Common Identity 

domain model a central 

authority acts as an IdP and 

manages identifiers and 

authentication tokens, but 

doesn’t authenticate users. 

Each SP will then provide their 

own authentication service to 

identify a user based on a 

unique identifier valid within 

the common namespace. The 

authentication token in this 

case is often a public key 

certificate signed by the IdP. 

The advantage of this model is 

that it is easy to manage by both the SP and User’s perspective as the user only needs to manage a 

single identifier-token pair for all services within the common namespace. The main disadvantage of 
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this model is that is almost impossible to define and manage a unique name space for all users 

worldwide. Although users do not need to expose personal information to use this model the 

common unique identifier allows different SPs to match personal information about the same user 

which represents a privacy threat. 

 

11.3.1.4.3 The Centralised SSO Identity Model 

 

 
In the Centralised SSO identity model a single authority manages the name space, issues 

authentication tokens and authenticates users during service access. This central authority then 

sends a security assertion to the SP, either directly or via the client’s browser. The advantage of this 

model is that it provides good usability through SSO and as such it is well suited for closed networks 

such as universities, governments and large companies where each user must have an account in a 

centralised identity provider. However when applied to open systems where SPs are not governed 

by a common policy it is unlikely that SPs would accept a single IdP to manage identities and issue 

authentication tokens as it would violate the user centric principle of minimising exposure of 

personal information.  
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11.3.1.4.4 The Centralised Model with Browser 

Support

 

The Centralised Model with Browser Support is an adaptation of the Centralised SSO in which 

multiple independent IdPs can be used to provide authentication services for e-commerce. In this 

model an IdP authenticates the user and issues an authentication token which the users browser 

then redirects to the SP for service access. As the browser redirects the token to the SP there is no 

direct communication between the IdP and SP. The advantages of this model are that by adding 

browser support the model is simple to use and the use of multiple IdPs means that the problem of a 

single IdP monopoly is diminished. The Disadvantages of this model are that the model is still 

centralised and SPs are likely to resist models that don’t provide a close relationship between them 

and the IdP. This model also requires the use of multiple domains and will therefore still present the 

problem of password fatigue. This model is also likely to require the storage of credentials to access 

the individual identity providers on the client’s machine which will increase the risk if the clients 

computer is compromised. 
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11.3.1.4.5 The Federated SSO Identity Model 

11.3.1.4.6 
 

The federated SSO identity model is based on groups of SPs that enter into mutual security and 

authentication agreement forming user SSO “circles of trust”. The term identity federation can be 

seen as set of agreements, standards and entitlements that enable SPs to recognise user identities 

from other SPs. In the federated model each SP manages their own namespace as in the silo model. 

Various silo identities are then linked together to form a federated domain. These different domain 

specific identifiers are then mapped, making it possible for different SPs to refer to the same user 

with different identifiers. For authentication purposes an SP will accept a security assertion from 

another trusted SP claiming that a given user has already been authenticated. The advantages of this 

model are that it provides SSO in open environments and can be retro fitted to SPs already using the 

silo model. The Disadvantages of this model are that it presents legal and technical complexities. The 

largest of these is that each SP must have a higher level of trust between members of the federation. 

The use of mapping could allow SPs to collude. In practice however most implementations of this 

model allows the use of transient or opaque identifiers that can be used to authenticate a users to a 

service based on relevant authorisation attributes without revealing the users name identifier, but in 

order to provide true SSO there must be some mechanism to link the name in the authentication 

assertion to a user account as described above. The biggest security concern within this model is 

with the collusion of SPs who have the potential to correlate information about the users, which 

could represent a privacy threat and therefore the principal must trust the SPs to protect their 

privacy. On the other hand as previously pointed out, the user’s identity within a specific SP’s silo 

domain can be a transient identifier with only the authenticating SP knowing the users true identity 

providing additional privacy protection. It is also possible for users to hold personal information 

across multiple IdPs minimising the risk if a single IdP is compromised. Once again there is a 

scalability issue with this model as with the centralised SSO model with browser support as we must 

assume that multiple circles of trust exist each with different requirements for membership 

requiring that multiple identifier token pairs exists leading to password fatigue. 

11.3.2 User Centric Identity Management 
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The usability of security is an extremely important, but still poorly understood element of IT security. 

The confusing interfaces to many security solutions can cause errors or contribute to most security 

failures. Bishop claims in [179] that more than 90% of all computer security failures are user based. 

Since the goal of many identity management architectures is widespread adoption by the non 

technical community, user friendliness must be taken into account when designing any such system. 

Some of the identity models described in Section 2, especially the federated model, have been 

motivated by the need to simplify the user experience. User-centric identity management focuses on 

the usability and cost-effectiveness of security products from the user’s point of view.  

11.3.2.1 The Laws of Identity 

Before Microsoft developed Cardspace Kim Cameron in a Microsoft white paper [180] set out a set 

of generic problems that currently affect identity management systems and attempted to define a 

set of rules for developing identity management systems that satisfy both usability and privacy 

concerns. A short summary of this paper is present below. 

 

The paper starts by laying out a problem statement that expresses major concerns for the design of 

any secure system that the author felt were not currently being addressed. These concerns stem 

from the fact that the internet was built without a way to know who and what entity users were 

connecting to. This has lead to a “patchwork of identity one-offs” which condition users to accept 

any interface to their identity management solutions and prevent the user from creating a persistent 

mental model of how security transactions should be performed. This lack of a mental model has 

meant that no consistent and comprehensible framework has emerged, which would allow users to 

evaluate the authenticity of the sites they visit or to know when they are disclosing personal 

information to rogue parties. This coupled with the increased criminalisation of the internet has lead 

real requirement for a new unifying Identity layer.  

 

The role of the laws themselves are designed to structure understanding of digital identity with the 

aim of ultimately creating this identity layer.  

User Control and Consent - Digital identity systems must only reveal information 

identifying a user with the user’s consent 
No matter what the circumstance is, the user must always have control. If users ends up not trusting 

the system, they will try to bypass it. The system must be clear about what information it requires 

and what it will do with the information. 

 

Minimal Disclosure for Limited Use – The solution that discloses the least identifying information 

and best limits its use is the most stable long term solution 

The less information passed to providers, the less information that they can keep for future use. And 

subsequently the less information that can be compromised. 

 

Justifiable Parties – Digital identity systems must limit disclosure of identifying information to 

parties having a necessary and justifiable place in a given identity relationship. 

 

Making users, aware of whom information is being released to and the reason for them to have it. 

This can be resolved through the use of a statement presented to the user before the information is 

released describing why the information has been gathered, the contents and the intended target of 

the information. 

Directed Identity – A universal identity system must support both “omni-directional” 

identifiers for public entities and “unidirectional” identifiers for private entities, thus 

facilitating discovery while preventing unnecessary release of correlation handles. 
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Directed identity is an extension of the public/private key setup. A public entity is omnidirectional, 

broadcasting its existence for all to see. A private entity, like a user, is unidirectional. Any identifier 

should respond only when it can be certain that the reader is trusted. 

 

Pluralism of Operators and technologies - A universal identity system must channel and enable the 

inter-working of multiple identity technologies run by multiple identity providers. 

Context is always important in identification. For this reason, a good identity management system 

will allow for components that offer divergent—and sometimes contradictory—features. While a 

system can adopt a single protocol, and even a consistent user experience, the actual identity 

providers will vary depending upon whether the user is acting in the context of a consumer, an 

individual, an employee, or some other role 

 

Human Integration - The universal identity metasystem must define the human user to be a 

component of the distributed system integrated through unambiguous human/machine 

communication mechanisms, offering protection against identity attacks. 

The easiest way to commit identity fraud is to steal identifiers right from the user. That's why human 

integration is so important to successful identity systems. A system that is to work should be clear to 

the end user and should be demonstrably effective. ID systems don't end at the keyboard, they end 

at the individual and systems must take this into account. 

 

Consistent Experience Across Contexts - The unifying identity metasystem must guarantee its users 

a simple, consistent experience while enabling separation of contexts through multiple operators 

and technologies. 

Depending upon what context you're trying to access, the relying party may ask you to provide one 

or more tokens to prove you are who you say you are and that you have the rights you're asserting. 

Users need to be able to understand and differentiate between the tokens they have and this should 

be accomplished through a simple standardised interface so that credentials all appear to have the 

same format however they are created. 

11.3.2.2  Design goals of User Centric IdM systems 

In order to properly analyse the existing technologies described in Section 4 a collection of desirable 

attributes for user centric IdM systems should be described. This section describes some of the 

perceived goals of user centric IdM systems: 

 

Single Sign On (SSO) – When accessing protected resources on the internet the user experience 

should be of a single authentication step. After that, the user should be able to access any service on 

the net with which it has a pre-existing relationship and be logged into the user’s account without 

the user consciously doing another authentication. 

 

Protection from Phishing – If a user is tricked into authenticating to a rogue site, the site should gain 

no credentials with which to impersonate the user, either at the site the user intended to visit or at 

other sites to user has access. 

 

Minimal Dependence on third Parties – A user should be able to communicate directly with a web 

site without having to first communicate with other machines, this is desirable as it provides 

efficiency as only one machine is required to service the request and robustness as only one site 

must be available at any one time. 

 

Flexible use of accounts – A user must be able to have multiple accounts at the same service 

provider as a user may have different requirements depending on the reason that he is accessing the 

service. In this situation it is desirable for the user to be automatically authenticated but with the 
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option to choose the account to be accessed. Multiple users may use the same account e.g. a family 

sharing a DVD-rental service and in this case it may be desirable for the user to authenticate 

automatically to shared accounts but to require credentials in order to access a private account. It 

should also be easy to create and modify a new account and to have it automatically use, for future 

authentication, the credentials with which the user is currently logged in. 

 

Convenient Roaming – Users should be able to access accounts from a variety of machines on a 

variety of different platforms. Levels of assurance should be supported allowing users to access 

different levels of management depending of the chosen method of authentication. The user should 

also be able to access the web through whatever authorisation methods are practical for the 

situation. 

 

Additional User Attributes – Users should be able to request the release of user attributes to a 

designated third party if required for authorisation. 

 

Credential loss or theft – The Revocation of credentials should be immediate and easy to achieve. If 

the user loses or has their credentials stolen the attacker should not be able to glean any information 

about the principal from the credential itself. Once the old credential has been revoked it should be 

convenient to start using a new credential without for example requiring the user re-establish his 

accounts at each SP. 

 

Minimal Platform Change – The deployability of an authentication/authorisation scheme depends 

on the number of components that must be updated before it can be used. 

 

Access Privacy – A user should be able to access sites without any server being able to know which 

other services a user is using. Where possible a degree of anonymity where the user knows that the 

user is authorised without knowing the identity of the user should be used. 

 

11.3.3 Existing Technologies and protocols for Federated Access to Resources 

 

11.3.3.1 Security Assertion Markup Language (SAML) V2.0 

The Security Access Markup Language[181] (SAML) defines an XML encoded framework for 

exchanging Authentication Authorisation and Attribute information. The framework is based upon 

the principal that Asserting Parties (APs) can produce signed Assertions containing various 

statements about the Subject of the Assertion, usually after an appropriate act of authentication has 

taken place. These Assertions can then be consumed with a Relying Party (RP) who can verify the 

validity of the Assertion and make a decision as to whether it should accept the asserted 

information. If this assertion is accepted and sufficient information is provided within the assertion 

to authorise the subject the RP may provide additional services to the Subject. There must be a level 

of implicit trust between the AP and the RP. In the interests of consistency throughout this 

document it must be noted that the terms AP and an RP can be seen to be conceptually equivalent 

to that of the terms IdP and SP used elsewhere. 

 

The SAML framework is intended to be a generic solution and as such does not mandate any 

additional functions or specific instantiations of the AP and RP roles. Nor does it provide any 

framework for checking the validity of information contained within signed assertions or any other 

higher level functions. This focus on federation enablement and asserted information exchange, has 

worked in its favour leading to wide scale adoption by various standards and industry consortia e.g. 

the Liberty Alliance consortium described in Section 4.2 bases its Identity Federation Framework (Id-
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FF) on the SAML framework whilst also defining higher level functions such as discovery services to 

leverage it.  

 

The SAML framework also offers the flexibility to extend the specifications via the use of generic 

abstract elements, which may be suitably extended to match application usage requirements. SAML 

also keeps the core protocols specification distinct from the transport protocol bindings, which can 

be defined on a need basis. It must also be noted that several application-usage specific extensions 

and bindings have been defined based on SAML. 

 

The SAML specifications provide support for SSO transactions through the use of the SAML SSO 

profiles defined in Section 4 of [182]. In itself the SAML framework does not provide protection 

against Phishing only providing a framework for the secure transfer of assertions. It does however 

provide a profile for enabling transparent federated roaming between service providers and 

therefore the reduced amount of login attempts may offer a limited protection against Phishing 

particularly if SAML compliant implementations of the Identity provider entities employ anti-

phishing methods such as two-factor authentication. There is also support for a range of 

authentication contexts that can be used to describe the level of assurance of any act of 

authentication. Attribute requests and responses are supported allowing for secure retrieval of 

attributes embedded within Assertions, these assertions can then be signed and encrypted ensuring 

both the privacy and the integrity of the data. As the SAML specification are an implementation of 

the Federated Identity IdM model conversion from the silo model to allow for federated identity 

would only require a small change to existing architecture.  The SAML specifications also offer 

excellent levels of privacy protection allowing users to access sites using transient identifiers that 

prevent service providers from determining the true name of the principal and whilst assertions are 

in most cases un-revocable they contain validity period elements allowing sensitive attributes to be 

issued for a short time span.  

11.3.3.2  The Liberty Alliance Framework  

The Liberty Alliance framework consists of two major components; the Identity Federation 

Framework (ID-FF)[182] and the Identity Web Services Framework (ID-WSF)[183]. These frameworks 

are based upon the SAML framework discussed in Section 4.1. above. 

 

The ID-FF is built on top of SAML and other XML based standards such as XML signatures and 

enables identity federation and management through SSO, user account linking and simple session 

management. Web based SPs form a federated network with an IdP for SSO forming a “circle of 

trust” The framework links the user’s SP and IdP through transient identifiers eliminating the need 

for global identification and preventing name space collisions between different service providers. 

This also enables anonymous attribute release preserving user privacy. The ID-FF specifications 

provide three main Components. Web Redirection, which specifies how web based redirection, 

should be accomplished and when and how cookies should be used. Allowing liberty enabled clients 

to provide services via the client’s browser using either HTTP or SOAP based redirection. The 

specification also specifies the use of metadata and schemas specifying various subclasses of 

metadata information. The Account/Identity subclass is specified as the opaque user handle which 

serves as the name that the SP and IdP use in referring to the user when communication. The 

Authentication context subclass specifies how the user was authenticated at the IdP. The Provider 

Metadata subclass specifies each SP and IdP’s public X509 certificates in order to allow each provider 

to recognise other providers within the circle of trust. This specification also specifies how SSO and 

identity federation protocol exchanges are to take place using the ID-FF Single Sign On and 

Federation Protocol.  
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The ID –WSF leverages services in the ID-FF to provide a framework for building interoperable 

identity services, permission-based attribute sharing, identity service description and discovery , and 

associated security profiles. Identity services are deployed using a SOAP based service invocation 

framework with a layered architecture. The framework includes a number of key features. 

Permission based attribute sharing which enables IdPs to release user attributes after explicit 

permission to release those attributes has been granted by the user. A discovery service which 

dynamically and securely provides the location of a user’s identity service to the requesting SP. An 

Interaction service, which offers IdPs the ability to obtain permission from users to share attributes 

among SPs. Security profiles that specify how these services should be used and a SOAP binding 

specification, which defines the SOAP based invocation of the identity service.  

 

The liberty Alliance frameworks do not ostensibly provide any protection against Phishing only 

providing a framework for identity management systems to communicate with one another. It does 

however provide a profile for enabling transparent federated roaming between service providers 

and therefore the reduced amount of login attempts may offer a limited protection against Phishing 

particularly if implementations of the Identity provider entities employ anti-phishing methods such 

as two-factor authentication.  

 

Once again there is also support for a range of authentication contexts that can be used to describe 

the level of assurance of any act of authentication. Attribute requests and responses are supported 

allowing for secure retrieval of attributes embedded within Assertions, these assertions can then be 

signed and encrypted ensuring both the privacy and the integrity of the data. As the SAML 

specification are an implementation of the Federated Identity IdM model conversion from the silo 

model to allow for federated identity would only require a small change to existing architecture.  The 

SAML specifications also offer excellent levels of privacy protection allowing users to access sites 

using transient identifiers that prevent service providers from determining the true name of the 

principal. and whilst assertions are in most cases un-revocable they contain validity period elements 

allowing sensitive attributes to be issued for a short timespan.  

 

 

 

 

11.3.3.3 OpenID  

 

OpenID [184] is a lightweight HTTP-based decentralised user centric authentication and attribute 

release protocol. It was originally developed as a free and open specification that has since produced 

a strong community base that has helped to evolve the specification. The basic specifications can be 

seen to have four layers, A base layer consisting of OpenID Identifiers (either URLS or XRIs), A Yadis 

layer which provides simple service discovery using the OASIS XRDS document format, OpenID 

Authentication providing a basic SSO layer and the OpenID data Transport Protocol. Other identity 

based services such as secure messaging or profile exchange have the potential to be layered on top 

of this. 

 

The first layer consists of an address-based identifier, which uses a unique digital address to identify 

the user, either publicly or privately in the context of a particular relationship. This digital address is 

then de-referenced to discover and invoke various associated identity services. In the case of OpenID 

the identifier can consist of either an OpenID-enabled URL such as http://user.example.com or an 

XRI i-name such as xri://=example.user. 
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Once the user has an OpenID digital address the next step is discovery of the user’s associated 

identity services. This is accomplished using the Yadis discovery protocol for URLs or the XRI 

resolution protocol for XRIs. Both of these protocols share the XRDS format specified by the OASIS 

XRI technical committee. The actually discovery process is very simple returning an XRDS document 

conveying the set of service endpoints available to the URL.  

 

The Authentication layer allows users to prove that they own a URL or I-name. It does this through a 

series of communications between the SP and the user’s OpenID provider. First the SP discovers the 

URI of the user’s OpenID authentication service endpoint as described above. The use of URLs and 

XRIs as identifiers means that OpenID can be fully decentralised e.g. no central authority needs to 

enrol/approve users, relying Parties or Identity Providers. OpenID also supports the use of a feature 

called “delegation” that allows users to retain their OpenID identifier if they switch Identity Provider. 

The OpenID specification also introduces the ability to use private digital addresses that do not 

identify the principal publicly but only in the context of a specific SP by entering only the URL or I-

name of their identity provider. The final layer is the data transport layer, which provides an abstract 

method for exchanging data between IdPs and SPs. It supports both data pushed from an Identity 

Provider to a SP as well as data pulled by an SP from an IdP. This enables OpenID to act as an 

extensible framework capable of supporting secure messaging, data synchronization and other 

services that require trusted data sharing relationships.  

 

There is also an OpenID Attribute Exchange specification [185] that provides a profile exchange layer 

that fits directly within an Authentication request. OpenID attribute exchange extracts the data 

exchange portion from the DIX protocol and describes how it can be transported as part of an 

OpenID Authentication 2.0 request providing a alternative to the OpenID Simple Registration 

protocol that works with the OpenID authentication 1.1 specifications to provide data exchange of 

common profile elements found on new account creation forms. 

11.3.3.4  WS-* 

WS Security [186] is an OASIS standard developed primarily by IBM and Microsoft, which provides a 

framework for Securing SOAP messages based on XML encryption, XML signatures and security 

tokens. XML encryption is used to provide confidentiality protection for portions of a SOAP envelope 

while XML signatures are used to provide integrity protection for the same. The protocol provides 

guidelines for placing multiple security tokens in the same message and allows different portions of 

the soap envelope to be encrypted/signed for different intermediaries. Whilst WS-Security specifies 

mechanisms for placing security tokens in SOAP messages and referring to those tokens it doesn’t 

define how those security tokens should be obtained or even what format they should be in. 

 

Ws-Trust [187] builds upon the WS-Security framework by defining mechanisms for brokering trust 

relationships, requesting and returning security tokens. Requests are made by asking a Security 

Token Service (STS) to return a security token with a set of characteristics based upon an existing 

security token that both the requester and STS have prior knowledge of, often the use of PKI to sign 

requests. Requests for tokens are made by sending a Request Security Token (RST) message to the 

STS. The specifications define three possible actions that can be performed; issue a new token, 

renew a token or validate a token. The request contains an X509 certificate that is used as the basis 

for the request The security token service will then verify that it recognizes the X509 certificate and 

that the holder of that certificate is authorised to be issued with the custom token. Once the security 

token service has verified the request, it returns the requested token, along with a proof token. The 

requested token can then be used by the receiver, placed in a subsequent SOAP messages and 

referred to using the mechanisms defined in WS-Security. The proof token contains information that 

the receiver needs in order to prove it is able to use the returned token. The key is encrypted using 

the public key in the X509 certificate of the original request.  
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WS-Federation [188] is a specification that builds on WS-Security and WS-Trust to support 

federation of identity across trust domains, and to support mapping identities in support of single 

sign-on and sign-off. There are two profiles for WS-Federation. The passive requestor profile which 

enables browser-based Single Sign-On (SSO) and identity federation and the active requestor profile 

which supports identity federation over web services. WS-Federation solves a similar problem to the 

Liberty Alliance IDWSF framework, but is composable with other WS* protocols. 

11.3.3.5 The Higgins Project 

 

The Higgins Project[189] is an open source identity framework managed by the Eclipse foundation 

which enables clients to integrate identity, profile, and relationship information across multiple 

heterogeneous systems. Higgins unifies all identity interactions regardless of protocol/format under 

a common user interface metaphor called i-cards. Higgins enables developers to write to a common 

API for Identity management, rather than needing to support multiple identity management systems 

individually. Software applications written using the Higgins API are designed to allow people to 

store their digital identities and profile information in locations of their choice and to allow clients to 

share the stored information with companies and other parties in a controlled fashion. One of the 

key focuses of the Higgins Project is in providing a new more user-centric identity platform. 

 

The Higgins Service interacts with a set of context providers that either adapt existing systems to the 

platform or implement new ones. A context can be expressed as “the surrounding environment and 

circumstances that determine meaning of digital identities and the policies and protocols that govern 

their interactions” and a context provider implements or adapts a context.  

 

The project itself offers three types of identity solutions; identity selector applications, identity 

provider and relying party web services and Higgins Identity Attribute Service(IdAS). Identity selector 

applications are multi platform applications that clients can use for SSO to websites and systems that 

are compatible with information card authentication. Higgins uses “I-card”s which are graphical 

representations of groups of identifiers designed to be sent to websites and programs. These icards 

are used in an attempt to standardise identity interactions no matter which format is used as the 

underlying protocol or data source in those interactions. The project also provides complete identity 

provider web applications and relying party code in order to enable service providers to implement 

information card and OpenID frameworks. Finally the Higgins project implements the Higgins Global 

Graph(HGG) data model and the Higgins Identity Attribute service which provides a framework that 

provides an interoperability and portability abstraction layer over existing stores of identity 

information. Allowing applications to combine identity data across highly disparate data sources. It 

must be noted that Higgins is not a protocol but a software infrastructure designed to leverage the 

existing digital identity protocols. 

 

11.3.3.6 Shibboleth 

The Shibboleth System is a SAML based, open source software package for web single sign-on across 

or within organizational boundaries. It allows sites to make informed authorization decisions for 

individual access of protected online resources in a privacy-preserving manner. Shibboleth consists 

of two major components a Shibboleth Identity Provider and a Shibboleth Service Provider.  

 

The IdP is written in Java, and operates in any standard servlet container such as apache tomcat. 

Authentication can be performed many ways, including through Kerberos, LDAP, or the web server 

itself. Attributes can be sourced from any directory or database or generated internally, and 

transformed using predefined rules or almost any scripting language. It has built-in replication. The 
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SP runs in Apache, IIS, or NSAPI, and these environments can be proxied into Java and other web 

servers. It can run automatically or on-demand, and protect resources itself or allow applications to 

handle access control.  

 

The identity provider software authenticates users and releases selected attribute information about 

them while the SP accepts and processes this user data before making access control decisions 

based on it. Shibboleth has support for any number of users and any number of partner sites via 

federation metadata which is used to specify the members of the federation by way of their public 

key certificates.  

 

The basic authorisation profile for shibboleth 2.0 takes place in the following way. The user attempts 

to access a protected resource via a browser or shibboleth enabled application at which point 

shibboleth intercepts the request and attempts to determine the users home IdP this can either take 

place via a Where Are You From (WAYF) page which allows the user to select their home IdP via a 

HTTP form or via a cookie stored the browser. The SP then issues a <samlp:AuthnRequest> inside a 

SOAP message to the IdP which is redirected via the users Browser to the IdP. The IdP examines the 

request and determines which authentication method to use based on the configuration for this SP. 

The user is then redirected to login and comes back bearing an authenticated username. The IdP 

then gathers a set of attributes about the user from back-end sources, shibboleth allows a number 

of backend database solutions to be used to store attributes including LDAP and SQl based 

databases. These attributes are then filtered according to SP release policies so that only necessary 

information is revealed to the SP. The attributes are then encoded and wrapped in a SAML 2.0 

assertion, which also contains an authentication statement specifying how the user was 

authenticated by the IdP. This assertion is then signed with the IdPs private key and encrypted to the 

SPs public key to ensure the messages privacy and security. This assertion is then placed into a 

<samlp:Response> message which is redirected back to the SP via the clients browser. The SP can 

then unpack the message, decrypt the assertion and perform security checks to ensure that the 

signature is correct and that the message has not been tampered with. The SP will then extract the 

attributes and authentication statement and transform the attributes into local variables which can 

then be used for authorisation. 

 

Shibboleth supports the SAML 2.0 Web Browser SSO Profile, CardSpace, Shibboleth Profile, ADFS, 

and SAML 1.1, along with other protocols such as LDAP, SQL, and Kerberos. It is interoperable with 

known commercial SAML 2.0 providers, and fully backward compatible with Shibboleth 1.3. 

11.3.3.7 Microsoft CardSpace 

 

CardSpace is a Windows application integrated into the Windows Vista operating system, this level 

of integration is used to provide a consistent and secure user experience for identity interactions. 

When a card space enabled web service wishes to access identity information, it activates 

CardSpace. CardSpace then takes over the user interface in order to check the SP credentials (to 

prevent Phishing), examine the requested identity information sought by the SP, compares this set 

of requirements to a set of InfoCards stored on the clients machine in order to determine if any of 

these existing cards contain information suitable to access the resource. After choosing an 

appropriate info card CardSpace forwards the request to the appropriate IdP and proxies the 

returned identity attributes.  

At web sites that support card space a user can authenticate by exchanging a previously established 

key rather than a password. The CardSpace application managers the keys and performs 

authentication on behalf of the user. CardSpace also enables personal information and attributes to 

be exchanged with the explicit permission of the user. 
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CardSpace itself is both platform and application specific currently only running on Internet explorer 

within Microsoft Windows various open source initiatives plan to deliver software that is 

interoperable with both InfoCards and CardSpace most notably the Higgins Project discussed in 

Section 4.5. CardSpace is the user centric front end to Microsoft’s Identity meta-system which is 

based on the WS-* web service standards discussed in Section 4.4.  

11.3.3.8 MyVocs 

 

MyVocs[190] is a virtual organisation collaboration system developed at the University of Alabama 

at Birmingham funded by NSF ANI-0330543 "NMI Enabled Open Source Collaboration Tools for 

Virtual Organizations". MyVocs is a SAML IdP Proxy which acts as a bridge between a federation of 

Shibboleth IdPs and a federation of Shibboleth SPs. Using MyVocs the SPs can be aggregated into 

virtual organisations(VOs) and each SP may serve multiple VOs. 

 

The MyVocs proxy service works in the following manner, the client attempts to access a VO 

resource in his web browser and is redirected to the MyVocs IdP which proxies the request to a 

WAYF service in effect acting both as a IdP and an SP. The WAYF allows the user to select a federated 

IdP for authorisation. This federated IdP then releases attributes to the MyVocs SP, which can then 

be processed and stored at the MyVocs VO IdP and then repackaged and released to the MyVocs VO 

SPs whilst appearing to be issued by the MyVocs IdP. In effect the MyVocs collaboration 

environment provides a mechanism for joining multiple circles of trust via a combined IdP/SP 

gateway application. 

 

11.3.3.9 Virtual Organisation Member Service (VOMS) 

 

The VOMS[191] software is designed to offer a secure method of attribute release for Grid 

environments and is based upon the Globus Toolkit framework. VOMS is essentially an attribute 

service for authorisation within such grid-based environments. The VOMS system is composed of the 

following elements; A user server which receives requests from clients and returns information 

about the user, A user client which contacts the server presenting the user’s certificate and obtains a 

list of groups, roles, and user capabilities. An Administration Client that is used by the administrator 

of a VO for account management and an Administration server which accepts the requests from the 

clients and updates the Database. The VOMS system defines a new type of proxy certificate called a 

“pseudo-certificate” that contains the credentials of both the user and the VOMS server itself. In 

order to use this certificate the authorisation service must be able to extract the additional 

information embedded certificate. The administrative clients share a common server to modify the 

database.  This server is SOAP enabled and offers three services, core which provides the core 

functionality, admin which provides methods to administrate the database and history which 

provides logging and accountability functions. 

11.3.4 Attribute Aggregation 

 

Non-federated approaches to authentication and authorisation rarely require runtime attribute 

aggregation because there is often only one source of identity in the domain; and when there are 

multiple identity sources; tight control allows for processes like identity reconciliation and data 

warehousing to address the problem. The loose coupling of federated identity and the introduction 

of inter realm trust breaks the control needed for those methods and make the invention of new 

techniques necessary. [192] 
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In this section we first describe a set of existing attribute aggregation models before describing and 

analysing the results of a survey undertaken to determine a set of requirements suitable to be used 

within the context of attribute aggregation from multiple sources. In this section unless stated 

otherwise it is assumed that the federated identity management model is being used and that the 

SAML protocol is being used for authentication/attribute requests and responses. These specific 

technologies are only used as examples of how such flows could be implemented.  

11.3.4.1  Existing Models 

 

The following conditions must be met before attribute aggregation can take place: 

The SP must have sufficient information about and trust in the assertions it receives to accept them 

and their contents 

The identities containing attributes to be aggregated must have been associated in some manner 

The users client application must establish a security context with the SP. 

 

11.3.4.1.1  Application Database 

 

The simplest form of attribute aggregation extends a standard SP in order to allow it to supply 

additional information about principals that present assertions based on information that it can 

access. This model is most often used in cases where applications being protected by the SP need to 

maintain additional information about the principal. In this model the SP manages additional 

attributes and identifiers for applications 

 

 
• UA attempts to access a resource protected by an SP. 

• The SP creates an AuthnRequest asking the client to authenticate itself at the IdP. 

• The principal presents the AuthnRequest to the IdP. 

• The IdP requires the principal to authenticate and maps this authentication to an 

internal principal. 

• The IdP generates a SAML assertion targeted at the SP, which contains an 

AuthnStatement and an AttributeStatement describing the principal and the act of 

authentication. This assertion is then placed in a SAML response message and 

redirects the principal to the SP. 
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• The client redirects the SAML assertion to the SP which consumes it to create a new 

security context. 

• The SP recognises that the protected service needs additional local information and 

uses either the SAML NameID or another attribute to create or update an entry in 

the SP’s related database. If the SP  recognises an existing account then the SP may 

retrieve attributes from it as well. 

• The SP makes an access control decisions based upon the combined set of attributes 

and either grants or denies access to the resource. 

 

This model offers a simple flow of transactions which can be useful in situations where legacy 

applications require different information from that presented by federated identity, when user 

information is stored across multiple applications behind a single SP and when the application needs 

to maintain information such as preferences that are inappropriate for storage by an IdP. The major 

security concern with this model is to ensure that both the IdP and the user are informed that user 

details may be cached by the SP. 

 

 

 

 

11.3.4.1.2  Identity Proxying 

 

A proxying IdP transforms an identity obtained through qualified trust from an originating IdP into 

one that is acceptable to an SP with which it has a trust relationship. The proxy may retain pieces of 

information from the original identity or reassert them itself. The SP may have qualified trust or no 

trust in the original IdP entity.  

 
• The principal attempts to access a resource protected by the SP 

• The SP creates an AuthRequest asking the principal to authenticate itself at IdP (a). 

• The Principal presents the AuthnRequest to IdP(a) 

• IdP(a) attempts to authenticate the principal, but determines that the user can only 

authenticate at IdP(b). 

• IdP(a) creates an AuthnRequest asking the principal to authenticate at IdP(b). 



   75/140 

FP7-ICT_2007-1 May 27, 2009 - TAS³ IP 

• The principal presents the AuthnRequest to IdP(b). 

• IdP(b) requires the principal to authenticate itself and maps this authentication to an 

internal principal 

• IdP(b) generates a SAML assertion containing an AuthnStatement and an 

AttributeStatement describing the principal and the act of authentication. This 

assertion is then placed in a SAML response message and redirects the principal to 

IdP(a). 

• The principal conveys the SAML assertion to IdP(a) which consumes it in order to 

create a security context. The IdP uses either the NameID or an attribute as a 

primary key to create or update an entry in the database. The IdP then caches or 

updates some number of attributes in its own database 

• IdP(a) then generates a new SAML assertion based upon attributes that it has 

cached about the principal and possibly additional attributes that it maintains about 

the principal. The principal is then redirected to the SP. 

• The principal conveys the SAML assertion to the SP, which consumes it in order to 

create a security context. 

• The SP makes an access control decision based upon the union of the attributes and 

chooses whether to grant or deny access to the requested service. 

 

A wide variety of issuance styles and trust relationships fall under the header of provider chaining 

because the flows between the providers follow the same pattern where a set of information is 

passed through multiple identity providers which each then process and add requests and assertions 

before handing if off to the next provider in the chain. The chains endpoints are the SP that initiates 

the chain of requests and the IdP that actually performs the act of authentication. The 

intermediaries can therefore be thought of as a combination of both an IdP and an SP as they both 

receive and issue assertions. The original authentication request will always be created by the SP, 

but intermediaries can choose to proxy the authentication rather than passing it on directly. This 

choice will largely depend on whether the authenticating IdP and SP have a pre-existing trust 

relationship and whether the SP is able to determine the authenticating IdP when the request is 

made. If the SP only knows an intermediate provider it may address an authentication request to 

that provider which will then proxy the request to the authenticating IdP. Each provider that 

receives an authentication request can choose to either authenticate the principal or to rely on the 

use of a trusted assertion received from an authenticating IdP. It may choose to re-authenticate if it 

has problems identifying the user or the level of assurance is too low to allow attribute release.  

 
Issuing assertions in response to requests is difficult in this model as each provider may choose to 

issue assertions to either the SP or to an IdP which it trusts and from which it has received an 

authentication request. Therefore any provider that receives a message from another provider must 

first check it for assertions that are intended to be consumed by it, if there are any they should be 

consumed to create a security context. It must then check for requests intended for it and if present 

the request should be unpackaged and checked for additional embedded requests. The provider 

must then generate assertions based on the inputs and attach to the rest of the received assertions 

and any remaining requests. This may lead to the repackaging of attributes or authentication 

information received from other providers, if this is done the information about the true provider is 

hidden from SP and is therefore unavailable for decisions. If there are no more requests then the 

assertions should be sent to the SP for an authorisation decision. 

 
The discovery and user interface problems are very challenging in this model and the order in which 

providers are chained together for requests and responses matters. The mechanism by which 

providers identify the next provider in the chain is unspecified and may rely on message contents or 

user interaction. This model also has significant security and privacy issues because every 
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intermediary IdP relays credentials intended for a third party and  the possibility of substitution 

attacks must be considered as an IdP may take a credential intended for one client and gives it to 

another client, or the credential could be used by the intermediary itself. It is also possible for IdP(b) 

to send false authentication information to IdP(a) causing it to release the wrong users attributes, to 

protect against this IdP(a) must perform its own act of authentication limiting usability.     

11.3.4.1.3  Identity Relay 

The identity relay model is similar to the identity proxying model but places only qualified trust in 

the intermediating IdP. The trusted information hops between two qualified trust relationships 

before reaching the final consumer therefore attacks that account for possible malevolence by the 

intermediary identity providers must be accounted for requiring a more complicated set of flows. 

 

• The principal attempts to access a resource protected by the SP 

• The SP recognises that in order to provide access to the principal it will require 

information from both IdP(a) and IdP(b). It creates an AuthnRequest asking the 

principal to authenticate itself at IdP(b) with IdP(a)’s key imbedded in the request 

and redirects the user to IdP(a).  

• The principal    presents the AuthnRequest to IdP(a). 

• IdP(a) realises that it is not the intended target of the AuthnRequest and redirects 

the principal to IdP(b) whilst also including a new AuthnRequest issued on its own 

behalf. 

• The principal presents both of these AuthnRequests to IdP(b). 

• IdP(b) performs authentication and matches this act of authentication to an internal 

principal. 

• IdP(b) generates a SAML assertion containing an AuthnStatement and an 

AttributeStatement describing the principal and the act of authentication encrypted 

with the SP’s public key. It also generates a new AuthnStatement and 

AttributeStatement for IdP(a) encrypted using IdP(a)’s public key. These assertions 

are placed in a single message and the principal is redirected to IdP(a). 

• IdP(a) consumes the assertion encrypted using its public key. This assertion may 

then be used to authenticate the principal, but IdP(a) may authenticate the principal 

directly. 

• IdP(a) generates an assertion containing an AttributeStatement and optionally an 

AuthnStatement. It encrypts the assertion using the SPs public key and places it 

alongside IdP(b)’s assertion a single message, redirecting the principal back to the 

SP. 

• The principal presents both assertions to the SP which consumes them both to 

create a security context. 

• The SP performs authorisation and choices whether to grant or deny access to the 

resource. 

The Identity relay model is an extension to the identity proxying model described in “Identity 

Proxying” extended for use when the intermediary cannot be trusted. Whilst the information passed 

differs significantly from the simpler identity proxying model, the transactions remain largely 

unchanged. Because the intermediary IdP relays bearer credentials intended for a SP with which it 

has only an implicit trust relationship, substitutions must be considered. It is also possible that IdP(b) 

could send false information about the principal to the relay, causing it to release the wrong users 

attributes.  

11.3.4.1.4 Client-Mediated Assertion Collection 

Client mediated assertion collection leverages intelligent clients that can create requests and 

maintain state to assemble information about a user. The client application requests assertions from 
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all the IdPs required and presents them together to the SP. The SP can optionally be accessed first to  

inform the client application about which IdP’s to access. This is the model typified by Microsoft 

CardSpace 

 

 
• The client generates an AuthnRequest with an thrpty:RespondTo element 

referencing the SP and presents it to IdP(a) 

• IdP(a) authenticates the user and maps this act of authentication to an internal 

identifier. 

• IdP(a) returns a SAML response message containing a SAML assertion with an 

audience of the SP. This assertion contains an appropriate AuthnStatement and 

Attribute Statement elements. The client app then caches this assertion for future 

use. 

• The client generates an AuthnRequest with an thrpty:RespondTo element 

referencing the SP and presents it to IdP(b) 

• IdP(b) authenticates the user and maps this act of authentication to an internal 

identifier. 

• IdP(b) returns a SAML response message containing a SAML assertion with an 

audience of the SP. This assertion contains an appropriate AuthnStatement and 

Attribute Statement elements. The client app then caches this assertion for future 

use. 

• The client application accesses a resource at the SP and pushes the cached 

assertions from IdP(a) and IdP(b). The SP consumes the assertions in order to create 

a security context. 

• The SP makes an access control decision based upon the union of the attributes and 

returns information to the client application. 

 

If an intelligent client can be relied upon to be present such as with Cardspace, it is often best to 

perform attribute aggregation in this client itself because few privacy and security vulnerabilities 

exist and the flows are simple. This cannot be considered as SSO as the client must authenticate 

multiple times to different IdP entities. However IdP entities never require linking instead by 

presenting all the assertions from multiple IdPs together the client creates an implicitly linked 

security context. It should be noted that that the authentication requests while appearing to have 

been issued by the SP cannot be signed by the SP as the client initiates these requests and that 
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special handling policies must be put in place to allow clients to request information about 

themselves directly. 

 

 

 

11.3.4.1.5 Identity Federation 

The identity federation model requires the user to be able to associate multiple identifiers owned by 

the user. If a client authenticates successfully as different identities it can claim ownership of both 

identifiers and request that one identity be federated with another. When this is done a uni-

directional persistent identity is created that allows one IdP to point to an account at the second IdP. 

This may be repeated with the providers swapped in order to create a bi-directional link with two 

distinct identifiers.  

The identifiers themselves can only contain limited information about this link. It is possible to 

encode large amounts of information into an encrypted string to be used as a NameID, but 

eventually this approach becomes impractical. Assertions can be used to better associate other 

information with the NameID. To allow third parties to use the link to aggregate attributes the 

mapping must be embedded in an assertion. It should also be noted that linked IdPs may require 

additional information beyond the encoded mapping, such as expiration, level of assurance and 

evidence of intent information that a SAML /ID-WSF assertion would include.  

 
• The client accesses the identity linking interface at IdP(a) 

• IdP(a) requires the client to authenticate and maps this authentication to an internal 

principal. 

• IdP(a) presents an interface that allows the client to choose which IdP to establish a 

link with. 

• The client requests that an link be created to allow IdP(b) to refer to the identity at 

IdP(a). 

• IdP(a) constructs an AuthnStatement with a persistent NameIdentifier, the 

allowCreate attribute set to true and a NameQualifer that matches the IdP’s 

providerId. The audience of the assertion must include IdP(b) and should include 

IdP(a). The statement is placed in a SAML assertion and the client is redirected to 

IdP(b).  

• The client presents this assertion to IdP(b) for identity linking. 
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• IdP(b) caches the assertion or stores the NameIdentifier and NameQualifier which 

can now be used to contact IdP(b)  and returns a success page to the client.  

 

The established link must then be expressed to a third party in order to allow it to retrieve 

information from IdP(a) based on a pointer received from IdP(b). ID-WSF can be used in order to 

create a transient, opaque NameIdentifier based on the persistent pointer. The following flow allows 

the SP to retrieve information from the principal's identities at both IdP(a) and IdP(b). By presenting 

an encrypted attribute statement encoding the identity federation, the SP can retrieve information 

about the client. IdP(a) can choose to release information based on its policies for IdP(b) and the SP. 

 

 
• The client attempts to access a resource protected by the SP. 

• The SP creates an AuthnRequest asking the client to authenticate itself at IdP(b). this 

request also indicates additional information will be needed from IdP(a). 

• the client presents the AuthnRequest to IdP(b). 

• IdP(b) requires the client to authenticate and maps this authentication to an internal 

principal. 

• IdP(b) creates a SAML assertion with an audience of IdP(a) and subject of a 

saml:EncryptedID with SP holder-of-key confirmation encrypted with the SP's key 

signed by IdP(b). The EncryptedID contains the original persistent identifier created 

by IdP(a) encrypted with IdP(a)’s public key. It should contain an AuthnStatement 

that describes the authentication of the client. It also contains an 

AttributeStatement containing an attribute with a name of DiscoveryEPR and a 

namespace of urn:liberty:disco:2005-11. this attribute contains a ID-WSF Endpoint 

reference element which points to IdP(a)’s discovery service and a sec:Token 

referencing this assertion. Any other attributes must be encrypted using the SP’s 

public key. A second SAML assertion containing an AuthnStatement and 

AttributeStatement containing information about the principal is also issued by 

IdP(b) for the SP. 

• The SP consumes the assertion that it is the audience for when it is present by the 

users client and uses it to create a security context. 

• The SP recognises the ID-WSF assertion and issues a Liberty Query to IdP(a) for 

information about the EncryptedID at the ID-WSF DS referenced, authenticating 

itself with client TLS and the SAML assertion issued by IdP(b). 
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• IdP(a) decrypts the EncryptedID and maps the persistent NameID to a local principal. 

It then generates a SAML assertion containing an AttributeStatement and presents it 

to the SP in a query response. 

• The SP makes an access control decision based upon the union of the attributes and 

either grants or denies access to the resource. 

 

This is a very complex and challenging flow to implement because of the need to maintain a large 

amount of information within the tokens that are passed around. Not only does an IdP have to 

manage information provided by other IdPs but it must also be able to express some of that 

information to other providers without compromising security or privacy. This leads to a 

requirement for intelligent providers. However this model does involve few transactions and no 

modification of the users client.  

11.3.4.1.6  SP Mediated  Aggregation 

 

SP-mediated attribute aggregation relies upon the ability of the SP to construct persistent sessions 

that span multiple authentication instances,  in order to compensate for clients that are unable to 

cache multiple assertions themselves. This is done by retrieving information from each IdP in series. 

 
• The users client attempts to access a resource protected by the SP. 

• The SP creates an AuthnRequest asking the client to authenticate itself at IdP(a) 

• The client presents the authnRequest to IdP(a) 

• IdP(a) requires the client to authenticate and maps this act of authenticating to an 

internal principal. 

• IdP(a) generates a SAML assertion containing an AuthnStatement and an 

AttributeStatement describing the users client and the act of authentication. It 

places these in a SAML message and redirects the client back to the SP 

• The client conveys the SAML assertion to the SP, which consumes it to create a 

security context. 

• The SP recognises that the application it protects needs additional information and 

issues a second AuthnRequest asking the client to authenticate itself at IdP(b). 
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• The client presents the authnRequest to IdP(a) 

• IdP(a) requires the client to authenticate and maps this act of authenticating to an 

internal principal. 

• IdP(a) generates a SAML assertion containing an AuthnStatement and an 

AttributeStatement describing the users client and the act of authentication. It 

places these in a SAML message and redirects the client back to the SP 

• The client conveys the SAML assertion to the SP, which adds the attributes received 

to the set collected from IdP(a). 

• The SP authorises the user and either grants or denies access to client for the 

requested resource. 

 

This is a fairly simple set of flows that requires a high level of user interaction as users must 

authenticate with separate credentials to each IdP and the client requires a large number of steps to 

complete the aggregation process. 

11.3.4.2  User Requirements 

The Shintau project [193] has captured a set of user requirements for attribute aggregation [36]. The 

project realised that it would not be possible at this early stage of federated IDM systems to capture 

requirements directly from end users, since most end users would not be sufficiently conversant 

with the problem space or terminology to present the project with their considered requirements. 

Consequently the people surveyed were security professionals who were already working in the 

general area of network authorisation and virtual organisations, and who were already aware of this 

problem space. The project designed a questionnaire to explore the requirements for a new 

attribute based authorisation system that can be used to query multiple attribute authorities and 

return a set of aggregated attributes based on the multiple sets returned from the AAs.  

 

A brief summary of the methodology employed, and a summary of the results of the questionnaire 

responses are presented in chapter Determining User Requirements. In chapter Requirements 

Analysis these requirements are compared against the models described in chapter Existing Models. 

 

11.3.4.2.1.1  Determining User Requirements 

Since the Shintau respondents were distributed around the globe, face to face interviews and focus 

groups were not feasible. Even telephone interviews would have been difficult given the large time 

zone differences between the participants. Consequently the project decided that a questionnaire 

distributed by email was the most appropriate tool for eliciting requirements. There were several 

different sets of requirements that the project wished go gather, for example, privacy requirements, 

trust requirements and protocol requirements. Consequently the questionnaire was divided into six 

sections. The first section attempted to capture general requirements in terms of the perceived 

need for attribute aggregation in both the short to medium term, the likely number of IdPs that will 

need to be aggregated and the typical end users of attribute aggregation. The second section 

determines the privacy requirements that any attribute aggregation authorisation system will need 

to meet. The third section determines the control requirements for attribute aggregation, in terms 

of who should have the power to decide which attributes can be aggregated either in a user session 

or independent of any session. The fourth section determines the protocol requirements for 

collecting the attributes. The fifth section determines the trust requirements between the various 

entities involved in attribute aggregation, and the need for attribute (credential) signing and 

dynamic delegation of authority. The last section was a catch-all that allowed the users to supply any 

additional requirements they might have that had not been covered in the previous sections of the 

questionnaire. It also allowed the respondents to provide their use cases for attribute aggregation 

and optionally their demographic information. 
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 The questionnaire comprised of 23 questions in all. When questions needed to elicit a respondent’s 

opinion about a topic, a Likerttype 5-point scale was used , with answers ranging from i) Of no 

importance at all, ii) Probably not that important, iii) Potentially important (50/50) iv) Important v) 

Very Important/Essential. Sometimes the project added a sixth option of Don’t Care when this 

seemed like a sensible choice. Other questions required users to choose one or more of several 

options e.g. whether digitally signed assertions should be available in all protocol exchanges, or only 

in some or in none at all. The draft questionnaire was distributed to six people who had a close 

relationship with the project team, in order to test its semantic clarity, lack of ambiguity, 

effectiveness and coverage of the topic. Half of these respondents provided useful feedback to 

improve several of the questions. The survey was distributed to members of 12 international mailing 

lists. The project received 26 replies within the allotted timeframe, and a summary of the results is 

presented below. The full questionnaire can be obtained from 

http://sec.cs.kent.ac.uk/shintau/Questionnaire.doc and an full analysis of the results can be found in 

[194] . This analysis lead us to determine the following set of requirements as those which would be 

seen to be important by the majority of the respondents for any new multi-source attribute 

authorisation system:  

 

• Attribute aggregation must be usable in a variety of ways: Humans via web browsers, 

Applications via APIs and Grid users via grid clients etc. 

• Privacy protection of user attributes is of high importance and this should be through the 

use of technical controls, which are independent of legal means. 

• Service Providers should be able to track users between sessions if required 

• Service Providers should be able to learn the true identity of users in exceptional 

circumstances, but only by contacting the user’s IdPs. 

• AAs/IdPs should only be able to communicate with each other to link together the attributes 

of a user with the user’s permission. 

• Service providers should only be able to query multiple identity providers, in order to pull 

additional attributes for authorisation purposes, with the user’s permission 

• Should be able to tunnel through firewalls using existing open ports (http/https) 

• System should use existing standard protocols and only extend them in a standard way if 

necessary. SAML is the most popular choice. 

• The proxying of information should be supported through multiple hops/proxies 

• The ability to sign assertions should be supported for all exchanges 

• The SP should be able to require that all assertions are signed by their authoritative sources 

• Should be easy to use by end-users and have the minimum amount of interaction 

 

Unfortunately some of these requirements are mutually exclusive i.e. 9 and 6/11. In general it is not 

possible to support multi-hop proxying, where entities on one side of the proxy are not always 

aware of the entities on the other side of a proxy, and to have attribute assertions that are always 

signed by their authoritative sources and to have the SP directly query multiple IdPs.  

 

11.3.4.2.2 Analysis of user requirements against Existing models 

In the IdP Proxy and Relay models multiple IdPs are accessed in succession before a single set of 

assertions is returned to the SP. This is the model typified by myVOCS [4]. Each intermediary IdP in 

the chain is a combination of both an IdP and a SP as they both receives and issues attribute 

assertions. The initiating SP redirects the user to the first intermediary IdP, which redirects the user 

to the next intermediary IdP and so on down the chain until the terminating IdP is reached. The user 

is then authenticated by the terminating IdP, and is redirected back up the chain to the SP co-

located with the last intermediary IdP in the chain. This redirection response contains an 
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authentication assertion from the terminating IdP and may contain attribute assertions as well. The 

SP at this intermediary IdP redirects the user to the IdP component co-located with it, asking the 

user to authenticate to this IdP. The IdP notes that the user has already been authenticated by the 

terminating IdP, and therefore issues its own authentication assertion along with its own attribute1 

This last requirement was not part of the questionnaire, but was mentioned by at least one 

respondent, and should be a “given” for any system that is to gain wide acceptability assertion which 

will include any attributes provided by the terminating IdP. The user is then redirected back up the 

chain to the SP co-located with the next intermediary IdP in the chain. Eventually the user is 

redirected back to the initiating SP, by which time his request contains an authentication assertion 

and attribute assertion issued by the first intermediary IdP in the chain. The attribute assertion 

potentially contains attributes from each IdP in the chain. This model can be seen to have a low level 

of protection for user attributes as every intermediary IdP must relay bearer credentials intended for 

a third party allowing for an increased risk of substitution attacks as well as the possibility of an IdP 

sending false authentication information through the chain causing the wrong users attributes to be 

released to the SP. As this model uses trust relationships between linked IdPs rather than explicit 

trust links with the SP all relevant attribute assertions will be returned to the SP by the last IdP in the 

chain regardless of what circles of trust the other IdPs in the chain might belong to. There is 

therefore an implicit trust relationship between every IdP in the chain and the SP, even though the 

SP may not be aware of it. This model allows the SP to track users between sessions if the same first 

intermediary IdP is used in each request. In this model the project assume that each IdP-IdP link is 

initialised only with the user’s permission, but it may not be obvious to the user what chains exist 

between IdPs. This model is the only one that allows for the use of multi-hop proxying as each link in 

the chain can be seen to be a proxy hop. Assertions signed by their authoritative sources could be 

supported but the protocol becomes more complex. This model requires the use of browser 

interactions and requires a medium to high level of user interaction. 

 

The SP-Mediated Attribute Aggregation model is an enhancement of the Shibboleth model , in which 

the SP now queries multiple IdPs, rather than just one, in order to obtain their attribute assertions. 

As each IdP is contacted, the user is invited to authenticate to it. This model can be seen to offer 

excellent levels of privacy protection as the user must authenticate at each IdP, fully controls the 

attribute linking, and each set of assertions can be encrypted for the SP. The assertions are also 

signed by their respective authoritative sources. As this model is primarily SP based the requirement 

for SPs to be able to track users between sessions is easily accomplished as is the requirement for 

SPs to be able to learn the true identity of users. This model however precludes the use of multi-hop 

proxying as attributes are explicitly requested using a SP-IdP trust relationship. Unfortunately this 

model requires browser based technologies and requires a high level of user interaction as users 

must authenticate themselves at each IdP via redirects from the SP before the attributes are 

returned.  

 

The Client-Based assertion collection model is an enhancement of the model utilised by Microsoft’s 

Cardspace so that multiple IdPs are contacted instead of just one. When each IdP is queried, the user 

authenticates to it and a set of attributes are returned. This model requires a smart client that is able 

to create the attribute requests and collect the returned assertions into a single bundle to forward 

to the SP. The assertions obtained by the UA may be encrypted for the SP only, so that the UA or any 

intermediate nodes cannot read them. There is a high level of privacy protection for the user 

attributes, the assertions are signed by their authoritative sources, and the user is in control of the 

attribute aggregation. Unfortunately multi-hop proxying is precluded by this model as explicit 

requests must be made from the UA to each IdP, which then issues attribute assertions for the SP 

preventing the use of IdPs that are unknown to the UA or SP. This model also mandates the use of a 

smart browser or smart client that is able to make the attribute requests and store the returned 

assertions until the complete set of assertions have been obtained. 
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The identity federation model relies on the ability of a user to associate identities that it controls, 

prior to invoking any SP. If a user authenticates successfully as different identities to two different 

IdPs, it can claim control of both identities and request that one identity be federated with the 

other. When this is done, a unidirectional persistent identifier is created that allows one IdP to point 

to the counterpart identity at the second IdP. This may be repeated with the IdPs swapped to create 

a bidirectional link with two distinct identifiers [195,196]. When a user contacts an SP for a service, it 

is redirected to one of the IdPs for authentication, and this provides the SP with the user’s attributes 

that it holds plus the unidirectional link to the second IdP so that the SP can retrieve additional 

attributes from there. A variation on this model is to have an IdP discovery service that holds links to 

all the user’s IdPs [197], rather than having multiple IdP-IdP links. This model offers high levels of 

privacy protection for user attributes by ensuring that all attribute assertions are signed by their 

authoritative sources, and IdP attribute sets are only linked with the users permission. However it 

requires the SP to have more trust in the IdPs when they hold links to other IdPs, and to have a high 

level of trust in the central discovery service as it contains links to all the user’s identification details 

for each IdP as well as potentially a list of attributes stored at each IdP. This model also implicitly 

requires that each IdP trusts every other linked IdP to authenticate principals correctly. This model 

allows SPs to track users between sessions to find out their true identities. Multihop proxying is 

unsupported as the initial IdP encrypts the request to the linked IdP or discovery service using its 

public key, preventing it from being passed to any other service. As each attribute assertion is 

encrypted to the SP there must be explicit trust links between the SP and each IdP that issues the 

attribute assertions. The level of user interaction can however be seen as quite low as users are only 

required to authenticate at a single IdP and that authentication request is used by the system to 

issue attribute requests to other IdPs. Due to this low level of user interaction there is no need for 

this model to require the use of a browser-based client. 

 

11.3.4.2.2.1 Requirements Analysis 

The table below summarizes how each of the models satisfies the 12 requirements presented in 

section 10.3.4.2. A “1” indicates the requirement is satisfied, “0” that it is not satisfied. 
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Whilst none of the models can provide every requirement proposed, each model has their own 

strengths and weaknesses. Provider chaining is the only one of the four models to offer multi-hop 

proxying but the use of repackaged attribute assertions from potentially any IdP, which the SP may 

or may trust, could presents significant problems to some applications. SP mediated aggregation has 

a simple message flow but requires each SP to either have a list of all the user’s IdPs to connect to 

(which places a high burden of trust on the SP) or the user must be asked for each IdP in turn. In 

both SP mediated and client based collection the user must authenticate at each IdP, so there is a 

high level of user interaction required in order to obtain the aggregated attribute set. In the latter 

model the smart client must be configured with a list of IdPs to query for attributes, tying users to a 

single configured client which may not be available in all circumstances e.g. when using a public PC 

or roaming. The Identity linking model, whilst not supporting multi-hop proxying, does have the 

lowest level of user interaction, only requires the user to authenticate once and does not tie the user 

to any SP or configured client as all the required links come from the IdPs or discovery service. 

 

11.3.5 Research solutions 

The previous section 10.3.3 described several research solutions that address part of the problem 

space. Of particular note is Shibboleth which is currently being rolled out in several hundred 

universities throughout Europe. Shibboleth is based on the SAML standard from OASIS, which one 

might also consider a commercial solution. 

11.3.6 Commercial solutions  

 

The previous section 10.3.3 described several commercial solutions that address part of the problem 

space. But there is no single clear winner at the moment. One might have expected that Cardspace, 

having been developed by Microsoft, would have been a major player at this time, but it has had 

surprisingly little acceptance to date. Similarly OpenID, whilst being adopted by a large number of 
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Identity Providers, has been accepted by very few service providers to date, and the latter are the 

players who will ultimately decide which technology wins. 

 

11.4 Policies 

Identity Management infrastructures have multiple stakeholders who are each entitled to make 

some policy statements about access to electronic resources. Governments are entitled to write 

laws about privacy protection and access to electronic records. Individuals are entitled to say who 

should have access to their private information. Companies who are holding confidential 

information can set their own policies for who should be granted access to it. In this multiple 

stakeholder world, we need an identity management and authorisation infrastructure that is able to 

acknowledge the policies of these multiple stakeholders, and when policy conflicts occur, have a 

recognised and widely accepted way of resolving them. TAS3 will address this important area of 

policy management. 

 

It is not uncommon for people to make mistakes when writing policies and it is even more common 

for people to make mistakes when transcribing policies from one format into another e.g. from a 

natural language into a computer based language. If a person requires access to electronic 

information, but the computer policy says they are unauthorised, that person needs some way of 

“breaking the glass” in an emergency situation in order to gain immediate access to the data e.g. in a 

hospital emergency ward when a doctor is denied access to a patient’s health record, or in a quickly 

descending aircraft when a pilot is denied access from overriding the electronic controls on the 

aircraft. TAS3 will address this issue through the specification and implementation of break the glass 

policies. 

11.5 Trends & Future development 

 

Identity Management is currently a very active research topic. As the number of federated systems 

grow, as the take up of grid technology increases, and as governments put more of their services on 

line, the need for large scale identity management solutions that can simultaneously authenticate 

and authorise users whilst maintaining their privacy, can only increase. One other important aspect 

of any newly developed solution, is that it must be very easy to use by members of the public. TAS3 

has an important role to play in this exciting field. 

11.6 Project based Gap Analysis with potential enhancement 

 

TAS3 will contribute in a number of significant ways to the Identity Management problem domain. A 

critical aspect of attribute or role based authorisation is the ability for a user to provide attributes 

from a number of unrelated authorities, where the user is known by a different identities at each 

authority, and have these merged together into a unified set in order to provide authorisation to a 

service provider. Such a system must be easy to use, and should not require the user to login to each 

authority in order to separately authorise the release of his attributes. It is proposed that TAS3, 

working with Liberty Alliance, will define standard protocols for this use case, whilst maintaining full 

user privacy protection. Such a mechanism could then be extended in order to merge the different 

document parts of an e-portfolio, or the distributed records of an electronic patient record. 

 

The role of TAS3 is to provide identity management, authorisation and privacy protection, using any 

existing or yet to be defined authentication technique. TAS3 will not be researching new 

authentication techniques, say based on smart cards or biometrics, but these will be able to be 

included in the TAS3 architecture when they are defined by other researchers. This will be achieved 

by introducing a level of abstraction, known as the Level of Assurance or Level of Authentication 
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(LOA), into the TAS3 conceptual model. TAS3 will integrate the LOA into its identity management 

infrastructure, so that when new authentication mechanisms are defined and implemented, Identity 

Providers will simply need to map this new mechanism into one of the existing levels of 

authentication, in order to ensure that proper user authorisation is achieved. 

11.7 Stakeholders 

 

Stakeholders are all users of electronic resources and all providers of electronic services. The 

infrastructure being developed will be completely generic to any application. Since we are only able 

to interact with a limited cross section of the entire population, we will have users and service 

providers from just two application domains, namely, electronic health care, and e-portfolios. These 

domains are very different in the services that they provide, and they have significantly different 

privacy and security requirements. However, we will be able to show that the generic identity 

management infrastructure being provided by TAS3 WP7 is able to cater for the diverse 

requirements of these two domains, and hence by extension, will be able to cater for any application 

domain.  
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12 Trusted Application Infrastructure 

12.1 Introduction 

 

The TAS3 project is determined to design an infrastructure which is capable to support the flexible 

and secure handling of personal information in all contexts. This requires a drastic change from an 

organization centric view on personal data to a view which puts the user into the focus, while also 

supporting the needs of organizations to handle personal data. This section describes the state 

found by the project, the problems to overcome these problems and indicates the envisaged steps. 

 

  

12.2 Problem statement 

 

Systems to handle personal information have been developed independently in many areas. 

Education, health care, employers, insurances, governmental institutions are just a few to be named. 

Beside those institution or at least domain specific data there are the data which the user normally 

collects in her private archive. The internet, in particular what is known as the Web 2.0, makes it 

easy for the user to make his personal data accessible for the public or for restricted communities. 

By personal data we mean any information that concerns a person. Such information can be 

demographic information, like name and date of birth, products produced by the user evidencing 

her competencies, certificates and licenses. 

 

These data are of very different nature and access to them may be restricted by various rules and 

policies. For example a person usually has the right to distribute a certificate, but not the right to 

issue or change it. Sometimes the allowed use depends on context or purpose. 

 

From a practical point of view it is a major obstacle that personal information is mostly locked in 

organizational systems to an extent which prevent its re-use. For example a worker who is laid off 

has important information witnessing his competencies at his employer’s server as well as on the 

servers of education providers where he may have been learning in the past. However usually there 

is no simple way for him to access this information in order to provide this information to an 

employability agency determined to help him finding a new job. Even if this is possible, the only way 

to forward this information is to copy it and usually the receiver has to upload the data manually 

into his own system, restructure it and trust the correctness of the information provided with only 

few possibilities to verify their authenticity. 

 

  

12.3 Overview of existing solutions 

  

12.3.1 Standards and extensions 

 

Before describing the state of these standardization efforts, it is necessary to clarify some of the 

concepts we are talking about. 
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When we speak of personal information, we are in particular interested in the data of personal 

profiles, i.e. in data which provide authentic and diverse evidence that represents facets which a 

person has acquired over time and on which the person has reflected (cf. Educause definition of 

ePortfolio [198] and its further development in [199], [200]) 

 

It is important to understand that “personal information” does not necessarily mean that the person 

“owns” the information in any legal sense. For example, a piece of work delivered by an employee is 

personal information to the extent to which it certifies a competency of the worker, but it is not 

owned by the worker. The TAS3 project is interested in personal information which is at least 

temporarily accessible for the user so that she can reflect on.  

 

Problems of security, trust and authenticity are most important when the user or an institution has 

the right to make this information available to others. The TAS3 project is mostly concerned with the 

case that the user is in control of the data in the sense that she has the right to make these data 

accessible to a set of third parties. This does not exclude the case that the set of these third parties 

can be restricted by policies of the owner of the data. For example a product of work may be used 

by a worker who made it as a reference for applying for a new job only within the same company, 

but not in reply to a competitor’s job offer. 

 

It is also important to distinguish that personal information can be made available “by value” – i.e. as 

a copy of the original data – or “by reference” – i.e. as a pointer to the original data with the 

credentials to temporarily access these data. Currently there is no worldwide accepted standard for 

packaging personal data and it is unlikely, as discussed below, that there ever will be such a 

standard. Therefore currently the only solution is to pass data between domains in a rather random 

package which is analyzed by humans and re-packaged to meet the needs of the receiver and her 

systems. For this to work, data are almost exclusively made available by value. The specification 

neutral approach of the TAS3 project opens up a new perspective to use data by reference and to 

package them according to a variety of “standards”. 

 

Also the word “standard” deserves some clarification. A standard can be issued only by official 

standardization bodies, backed by the national authorities of their members. CEN/ISSS and IEEE are 

examples of standardization bodies. Issuing a standard is a politically sensitive and time consuming 

process. This process, which makes it costly to create a standard, makes it equally costly to change it 

or to adapt it to changing needs. Therefore standards should be created only if a broad consensus on 

an important issue has been reached and is not likely in need to be revised. In the field of personal 

information there is no European-wide accepted standard. 

 

Because of the difficulties to release a standard, in practice often specifications take over the role to 

be filled by standards. Specifications are developed by domain-specific organizations. HR-XML and 

IMS Global Learning are for the field of the project the most important organizations to be named 

here. These organizations analyze the best practice that has emerged in their respective 

communities and issue specifications as recommendations for further work. An important 

consequence of this development is that different domains have developed different specifications 

which have also been (sometimes partially) implemented by widely used systems. For the sake of 

completeness it needs to be mentioned that there are also de-facto standards, introduced by 

individual organizations by providing tools supporting their proprietary specifications with a high 

penetration of the market. 

 

It is not surprising that no specification/standard can ever meet all needs. The process of adapting a 

specification to the needs of a community is called application profiling. A detailed discussion of 

ways to profile a specification is beyond the scope of this paper. It can be found in [201]. 
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The following table lists the specifications that are relevant for the field of employability. 

 

 

 

 Name Type   Usage   

 Euro pass XML Schema Supported by Cede fop (Europass CV Editor), 

Eures and EuroCV.eu 

Purpose: Support mobility in Europe 

HR-XML SEP XML Schema  Used by HR systems vendors and big 

implementations. 

Purpose: Human resource management, in 

particular data exchange between companies 

and employment agencies 

 GermanCV XML Schema (HR-XML 

profile)  

Purpose: Standard CV. 

Contact : Milch&Zucker 

  iProfile UK XML Schema

(HR-XML profile)  

 Used by iProfile (SkillsMarket) in UK.

contact : SkillsMarket 

Europortfolio / Europass 

CV  

XML Schema (HR-XML 

profile)  

Purpose: Link between academia and 

industry.  

Profile of Europass data model using HR-XML 

schemas (supported by EIfEL). 

Contact : EIfEL 

HR ID-SIS XML Schema (HR-XML) / 

webservice (ID-WSF) 

Purpose: Enhance Europass with identity 

management facilities. 

The data model is the same as Europortfolio / 

Europass CV profile but it is using Liberty 

Alliance ID-WSF to manage personal attribute 

sharing. 

(number of users : unknown, used by CV 

Universel project)

Compliant opensource libraries: Lasso, Zxid

Contact : Symlabs / Liberty Alliance 

 hResume microformat  Purpose: Exchange of personal data between 

Web2.0 communities 

Very simple CV format to embed in HTML tags.

Mainly used by LinkedIn in all their public 

profile pages (more than 2 million users) 

Contact : LinkedIn (Steve Ganz) 

 IMS ePortfolio (IMS LIP) XML Schema  Purpose: Personalization of education and 

training 

Format proposed by IMS Global consortium  

Contact: IMS Global Learning 

 UK Leap XML Schema

(IMS LIP profile)  

Purpose: Learner profiles for British HE, 

UK BSI standard 

Employability Portfolio 

(NL) 

XML Schema

(IMS eP profile)  

Purpose: Data exchange between employers, 

educational institutions and employment

agencies 

Used in Netherland by Nedcar project 

Contact: Synergetics 
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12.3.2 Research solutions 

 

Related projects like Prolix or TenCompetence specify services or ontology. However, to our 

knowledge, the fundamentals of transferring data between domains using different specifications 

has not been addressed yet. 

 

  

12.3.3 Commercial solutions 

 

In the past systems for systematically managing personal data have been implemented almost 

exclusively by organizations, sometimes tailored to their needs, sometimes just as copies of standard 

solutions. Human resource management systems, as provided by Oracle and SAP, learning 

management systems and health record systems are relevant examples. In each case, data are 

collected and structured with the objective to optimally support a specific class of business 

processes in the organization. Beyond this class of pre-determined processes no re-use or re-

purposing is foreseen or supported. 

 

Over the last years considerable efforts have been made in the various domains to harmonize 

information models in order to facilitate data exchange and re-use. The ultimate objective of these 

efforts is to create domain-wide standards for this purpose. 

 

  

12.4 In-situ perspective 

 

The TAS3 project is concerned with personal data that arise in a variety of fields – employability and 

eHealth are just examples from this variety. Lifelong learning and Web 2.0 communities are other 

related fields. Experts in each of these fields have already explored the possibilities to exchange data 

between respective systems. In contrast, only very few efforts have been made to let systems from 

different fields communicate, as it is an objective of TAS3. Most fields have developed technical 

specifications how the data they find relevant should be encoded in XML as the lingua franca of 

today’s internet communication. Beyond the use of XML, similarities are few but differences are 

many: 

Each field is interested in a particular set of data. Therefore, systems active in one field have no 

mechanisms to handle data not of interest for this field if they encounter them. At best they ignore 

such data, at worst they crash. For example, for Human Resource Management the dates of 

availability of a person applying for a job are crucial while they are not of primary concern in the 

field of learning and hence cannot be directly transmitted in learner profiles. 

 

Even when two fields are interested in the same data, they will usually encode them in different 

ways. We give some examples to illustrate this for even the most basic data identifying a person. 

In HR-XML [202] the complete name of a person has the data fields: 

 

• FormattedName, LegalName, GivenName, PreferredGivenName, MiddleName, FamilyName, 

Aristocratic Title 
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In comparison, a complete name in IMS-LIP [203] is composed of the fields: 

• formname, particle, prefix, suffix, given, middle, surname, nickname, last, first, family, 

maternal, paternal, initials. 

An example for providing a name in a personal health record is taken from Indivo-Health [204]: 

• Salutation, FirstName, MiddleName, LastName, Suffix, Type 

where the content of Type can be any string determining what kind of name is concerned. 

 

Not only that IMS-LIP has a larger number of fields, the way of structuring the information is also 

fundamentally different. While the information is enclosed in HR-XML in the corresponding tags, the 

meaning of a particular tag content in IMS-LIP and in the Indivo eHealth record depends on presence 

of values at a defined place near the tag in question. From a technical point of view, each of these 

ways to structure the information has its advantages and drawbacks. 

The above examples show that 

• Different information is encoded 

• Information is structured in different ways 

• Different tags are used to hold the same information 

•  

Even when the same tags are used for some information this only indicates that the information 

means the same.  Further evidence must be gained from the accompanying narrative descriptions of 

the incorporating structure. Naturally, these descriptions are at risk to be interpreted differently. 

There are two approaches used to reduce this risk. They attempt to attach further semantic 

information to the definitions of the respective data structures. 

• A more formal approach relating data structures with concepts in an agreed 

ontology with formal relations between those concepts. The advantage of this 

approach is that the formal structure of the ontology can be processed by machines 

to provide additional services. A major problem is that ontologies can be 

constructed in many ways for the same field, which makes a central coordinating 

agency a necessity for the development of an ontology.  This problem may be eased 

when the totality of information fields can be split into disjoint subsets of 

information fields for which subontologies can be developed under the control of 

different agencies. For the situation of the TAS3 project with different but 

overlapping fields and no central control there is an inherent danger that the 

existing syntactic variations to encode information is reflected in a similar variety of 

variations of semantics descriptions. 

 

• An informal approach (taken by UN/CEFACT-CCCTS) is, to refer to some authoritative 

narrative description, say the Oxford English Dictionary. This leaves a larger degree 

of vagueness and depends on the correct interpretation of sometimes subtle terms 

also by developers for whom English is not the native language. The approach is also 

limited when it comes to very domain specific terms. As in natural language, 

different authors may introduce different expressions to describe the same 

information. 

 

Anyhow, attaching semantic information to the specification of syntax for data exchange is in its 

infancy, at best. Hopefully, the TAS3 project will contribute to its development. 

 

  

12.5 Trends & Future development 
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The recent development in the field of specifications and standards shows some trends which will be 

directly relevant to the TAS3 project. 

It is increasingly acknowledged that real business cases require the simultaneous use of many 

standards/specifications/profiles. This leads to the definition of so-called domain profiles which 

define the interaction of several application profiles. While these discussions are currently emerging 

within the domain specific specification organizations, their outcome may be as well beneficial for 

the future collaboration between the specification bodies of different domains. This would 

considerably facilitate the work of TAS3. 

 

There is increasing awareness that vendors need better support for testing conformance of their 

products. This might considerably help closing the gap between the attempts to follow a 

specification and achieving the goal of real interoperability of systems and data. 

Current specifications mostly attempt to be comprehensive, covering all business processes in the 

domain that can be envisaged. As a consequence, implementations of the specifications tend to be 

incomplete, leaving it to chance whether two implementations implement the same subset and 

become fully interoperable. There are recent attempts to accompany these general specifications 

with profiles capturing what is widely used in current practice. Then it is demanded that all systems 

which claim a to-be-tested conformance with these profiles do fully implement them. 

 

 

  

12.6 Project based Gap Analysis with potential enhancement 

 

Recognizing the fact that it is futile to design a uniform language that covers all needs and that is 

accepted by everybody, the standard way to overcome differences in the way to encode data is the 

design of translations between different data formats. XSLT transformations are the most direct and 

popular way to implement these transformations. Graphical tools are available to construct these 

transformations or to automatically create source code for even more efficient transformation 

software. This approach, to translate data between two formats, requires a large number of 

translations when applied at large scale. Another restriction of this approach is, that it will inevitably 

loose data, for example when data in format A are transformed to format B and then, for use with a 

third system, transformed back to format A. 

 

The project addresses these issues in a specification-neutral way by taking up the concept of a 

language that covers all needs but Transforms it from a problem of language to a problem of system-

internal data structures Does not request acceptance of these data structures by stakeholders 

outside the project. 

 

TAS3 conformant systems will use whatever internal data structures they find appropriate, as long as 

they are capable to keep all personal data. They are expected to deliver their data in the major 

formats that may be expected by the receiving systems. In this way, TAS3 systems can interoperate 

with existing systems following a variety of widely agreed specifications. 

 

In designing internal data structures, the project will take up the philosophy of the UN/CEFACT Core 

Components approach [205], [206]. This approach originated from the field of eCommerce. Its 

structures consist of name-value pairs and of pointers to other similar structures. Advantages of this 

approach, relevant to the project, are: 

Simplicity: Name-value pairs are easy to build and are supported by many tools, in particular by 

relational database management systems and by REST service communication (see below) 

Extensibility: New names may be introduced as needed when new kinds of information emerge 
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Reusability: Grouping data into data objects linked through pointers is a prerequisite for re-using 

these groups of data. 

The price to pay for these benefits is that structured data, as they are communicated in XML files, 

need to be broken down into a large set of interlinked simple data objects and need to be re-

assembled again for delivery. But the specification-neutral approach described above requires a re-

structuring anyhow when data are received by a repository in one format and need to be delivered 

in another. Going through a simple intermediate format is a convenient step. 

 

For the project, data are – from a technical point of view – the payload of web services. Therefore 

web service standards are for the project as important as standards for describing the data.  

 

Fortunately, there are basically only two variants of protocols for the communication of web services 

– SOAP and REST. Of these two, SOAP is the more complex but also more expressive protocol. The 

REST protocol transmits all its payload data in the form of name-value pairs in a URL. It is up to the 

communicating services to agree on the intended structure of these data and on the restrictions on 

the allowed values. In contrast, each SOAP service publishes a so-called WSDL file which contains 

precise information on the methods it provides and on the data it expects or delivers. 

 

Within the project, SOAP is expected to play the more important role. Already the Intalio business 

process modelling tool supports the use of WSDL files. There are many tools at hand that allow to 

use these WSDL files as a bridge from service modelling to service implementation. Last but not 

least, the more precise specification of SOAP requests can be expected to increase interoperability 

of TAS3 services. 

 

 

12.7 Stakeholders 

 

The TAS3 infrastructure will directly interact with representatives of the stakeholders, in particular 

with 

• End users whose personal data are processed 

• Institutional users running business processes involving the end users 

• Owners of repositories and archives 

 

End users will need clients to define and maintain their security and trust information. These clients 

must be capable to connect to the TAS3 infrastructure which in turn connects to the involved 

institutions and repositories. This goes beyond the current state of the art where users must use the 

clients provided by the various institutions. 

 

For institutions it is most important that the infrastructure allows them to integrate their existing 

infrastructure and to adapt their business processes to make use of the extended possibilities of the 

TAS3 infrastructure, for example by exploiting references to data residing at other stakeholders. The 

project will support this by defining open interfaces to the infrastructure. 

 

Similarly, stakeholders who run repository services will want to link their systems to the TAS3 

infrastructure. The project supports this by expanding existing gateway technology, assuming that 

security issues are handled behind the gate, by ways to communicate with a network which is highly 

security-aware.   
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13 Quality Measures and Trustworthiness 

13.1 Introduction 

 

Ensuring Quality and Trustworthiness of open and distributed service-oriented architectures such as 

the one proposed in TAS3 is of paramount importance. “Quality” is a broad term encompassing all 

those features of a system affecting the degree to which its specified requirements or the user 

expectations are met [207]. “Trustworthiness” is a relatively newer buzzword [208] which somehow 

encapsulates and enlarge the old-established concept of quality, by asserting that a trustworthy 

system does “what is required—despite environmental disruption, human user and operator errors, 

and attacks by hostile parties—and that it does not do other things”. Ensuring Quality and 

Trustworthiness involves several complex aspects, including of course security and privacy (which 

are the main focus of previous chapters), but also related to verifying and guaranteeing reliability, 

interoperability, usability and performance attributes. This chapter overviews the state of the art 

and challenges to be addressed in TAS3 to achieve Quality and Trustworthiness with regard to the 

latter features.  

 

13.2 Problem statement 

 

The problem considered in this chapter is how to develop and implement a comprehensive and 

efficient verification and validation methodology for ensuring Quality and Trustworthiness of a 

distributed networked service-oriented system such as the TAS3 deployed services. In particular, the 

challenges to be tackled involve interoperability, monitorability, Quality of Service and usability. 

 

Interoperability. In a widely distributed open architecture spanning over different platforms and 

frameworks, interoperability needs to be ensured at different levels, such as regulatory, social, 

cultural, and administrative levels. It is important to establish rigorous and automatable testing 

procedures to ensure that: (i) personal information to be shared across the TAS³ architecture 

conforms to the previously agreed/standard format (non-conforming data should be not be 

exchanged as they could undermine the network functioning and reliability); and that (ii) the 

invoked/provided services behave as defined or expected. 

 

Monitorability. Considering the characteristics of the infrastructure, we will have to be able to 

evaluate a system where there is not a central focus of control and whose configuration changes 

dynamically as clients and providers enter and exit the system. Solutions ask for the inclusion of 

suitable mechanisms enhancing service testability from within the platform. In particular, to build 

trust into the architecture functioning, a crucial objective is the introduction of effective and 

lightweight monitoring approaches, able to observe the service behaviour at run-time and in case of 

errors to react in a suitable way. Another interesting topic to be explored is the inclusion within the 

TAS³ platform of special-purpose directory and discovery services granting registration only to those 

services that show a given quality (clearly increasing the confidence of client services on the services 

that will be returned). The objective here is to establish automated support to an acceptance testing 

stage which is used to certify the quality and trustworthiness of new or modified services.  

 

QoS and contractually agreed Service levels. The successful provision of trusted services is not 

separable from the achievement of the contractually agreed levels of QoS. Whereas the primary 

concern of TAS³ is the trustworthy management of personal information, many situations could be 
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envisaged in which the processing and exchange of this information must satisfy given quality levels: 

for example, for the e-health scenario some life-critical services should guarantee a maximum 

agreed response time, or in the employability scenario we could establish a maximum allowed off 

time for the server. In other terms, the trust guarantees could be coupled to QoS levels. Balance is 

key to all security efforts. A combination of engineering and education is required. Engineering 

builds security systems that are safe and usable, education informs users about the actual risks so 

that they will be motivated to use your security (or at least so that they won't disable it). A key issue 

to consider is that security and privacy are rarely the user's main goal. Users would like privacy and 

security systems and controls to be as transparent as possible. On the other hand, users want to be 

in control of the situation and understand what is happening. As a consequence, the display of 

information and the interaction methods related to security and privacy need to be accessible if and 

when desired by the user, but they shouldn't get in the way.  

 

Usability. Finally, as for any Service-oriented applications, also in the eHealth and in the 

employability context, the provided services are used by a wide spectrum of end users, who will 

probably have a diverse expertise of internet, of security procedures, and of remote access. Also the 

capability to easily access services becomes important for trustworthiness. According to ISO 9241 

[209], IT system usability involves the effectiveness, efficiency and satisfaction with which users 

achieve specified goals in particular environments. Usability has been shown to be a key factor when 

the services of an organization use an IT (information technology) system. In order to convince end-

users that the TAS3 infrastructure is trustworthy, their experience in terms of ease of use and 

performance must be taken into proper account. 

 

 

13.3 Overview of existing solutions 

 

13.3.1 Standards and extensions 

 

Relevant standards include SOAP, WSDL, UDDI, WS-Security, XML and XML-Schema[95,100] 

Usability standards can be classified into five different categories [209]:  

� in terms of the use of the product: ISO/IEC TR 9126-4, ISO 9241-11 

� in terms of the user interface and interaction: ISO/IEC TR 9126-2, ISO/IEC TR 9126-3, ISO 

9241, ISO 11064, ISO 14915, IEC TR 61997, ISO 18789, ISO 9241,  ISO/IEC 10741-1, ISO/IEC 

11581, ISO 13406, ISO/IEC 14754, ISO/IEC 18021 

� in terms of the process used to develop the product: ISO/IEC 14598, ISO 13407, ISO TR 

16982, ISO/IEC 18019, ISO/IEC 15910  

� in terms of the capability of an organization to apply user centered design: ISO TR 18529 

� others: ISO 9241-1, ISO 9241-2, ISO 10075-1, ISO DTS 16071 

With the aim of developing an user-centered designed service, we will mainly focus on the usability 

standards in the use of the product: ISO/IEC TR 9126-4 (contains examples of metrics for 

effectiveness, productivity, safety and satisfaction), ISO 9241-11 (explains how to identify the 

information that it is necessary to take into account when specifying or evaluating usability in terms 

of measures of user performance and satisfaction). 

 

13.3.2 Commercial solutions 
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Introduction of XML as the standard technology for data exchange had a big impact on not only the 

improving the interoperability between (sub)systems adopting such format, but also their testability. 

Data validation can be a prerequisite to service testing techniques. In particular, permitting the 

interfacing between separately developed subsystems, the adoption of XML for data definition can 

also facilitate the automation of black-box testing techniques. The XML Schema provides an accurate 

representation of the input domain into a format suitable for automated processing. In this 

direction, [210] presents a new approach to testing Web services. Other significant data testing 

program are promoted and developed by the HR-XML[211] and the IMS [212]. 

 

One of the widespread methods for the verification of SOA applications is monitoring, which is a 

runtime activity whose objective is to collect information about a phenomenon and to analyze them 

with respect to certain criteria. Relevant work on monitoring dynamic web service compositions is 

surveyed in [213]. A substantial research effort has been devoted to QoS assessment, which is one of 

the critical aspects of the systems built according to the SOA paradigm. Cremona [214] from IBM 

devised to help clients and providers in the negotiation and life-cycle management of WS-

Agreements. Colombo[215] is a lightweight, optimized middleware for service oriented architectures 

supporting BPEL, also proposed by IBM. GlassFish[216] is an open-source community 

implementation of a server for JavaEE 5 applications that allows for collecting data on response 

times, throughputs, numbers of request, and message tracing, of the deployed services. IBM Tivoli 

Composite Application Manager for SOA[217] uses an event-based collaboration paradigm, 

implemented through a special purpose integration bus. 

 

Software testing is a broad discipline encompassing a wide spectrum of activities and can be aimed 

at different objectives [218]. Some WS test approaches in the literature suggest augmenting the 

discovery and directory service with testing functionalities [219]. The  general idea is that  services 

can be tested at the time when they ask for registration. For instance, registering a WS, the WS 

developer provides precise test suites that can be run by one of the given a UDDI[220]. In 

alternative, a WS is required to specifically implement interfaces that permit to bring the WS in a 

specific state from which it is possible to apply a specified sequence of tests [221]. 

 

In the ICT sector, particularly addressing the services and software domain, several European 

projects have addressed SOA validation. Most notably, a comprehensive and seamless validation 

methodology, combining off-line and on-line approaches is currently under development with the 

PLASTIC (Providing Lightweight and Adaptable Service Technology for pervasive Information and 

Communication) Strep. The stated objectives in that project with regard to validation are to develop 

a testing methodology for the PLASTIC services, to develop methodologies for assessing QoS of the 

PLASTIC services, and to develop a test framework to be incorporated into the PLASTIC platform. The 

results from the PLASTIC validation work package will be transferred and adapted to the TAS³ 

infrastructure. Other relevant FP6 projects in the framework of SOAs are ASG[222], SeCSE[223] , 

COMET[224], INFRAWEBS[225], to cite a few.  

 

The goal of security is not to build systems that are theoretically securable, but to build ones that are 

actually secure. This requires a close examination not only of the technology, as discussed so far, but 

also of the human beings that will use it. Concerning usability measurement, it must be present 

during all stages of the software lifecycle. Management should not give priority to the design of 

complex software but concentrate instead on designs and structures that are simple and easy for the 

user to understand. Obtaining a satisfactory level of usability requires different studies, including 

inquiry, inspection, and usability testing. 

 

Inquiry is the first activity that should be considered usability development. Inquiry is related to the 

identification of product and users’ requirements. It is very important in the initial stages of website 
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design (e.g. when a simple idea exists). Into this category we find contextual inquiry; ethnographic 

study/field observation; interviews and focus groups; surveys; questionnaires; journaled sessions; 

self-reporting logs and screen snapshots. 

 

Inspection includes heuristic evaluation; cognitive walkthroughs; formal usability inspections; 

pluralistic walkthroughs; feature inspection; consistency inspection; standards inspection; guideline 

checklists. The most frequent technique is the formal usability inspections. The basic steps for this 

technique are: 

1. to assemble a team of inspectors (four to eight); 

2. to assign each a role in the inspection context; 

3. to distribute the design documents; 

4. to have the inspectors go off on their own to do their inspection; and 

5. to convene later in a formal inspection meeting. 

Usability testing involves carrying out experiments to find out specific information about a design. 

The process requires obtaining some users and observing how they work with the product. This 

method includes thinking aloud protocol, co-discovery method, question-asking protocol and 

performance measurement. 

 

Regarding usability assessment, some solutions are already available. Specific software packages 

exist for tracking the software user's behaviour, especially when the software is implemented over 

web protocols. Among these, we may point out ClickTracks[226] and WebTrends[227], which are 

based on log analysis. Secondly, we may note tools for the development of predictive models of 

user's behaviour. Structural equation modelling based on covariances (Lisrel[228], EQS[229]) or 

correlations (SmartPLS[230], PLS-Graph[231]) are employed to evaluate the influence of usability 

levels on trust, security, satisfaction and intention to use a given software (Guinalíu[232], Chin[233]). 

Finally, some companies [234] have developed tools for identifying what participants look at during 

the course of a usability test. Tobii[235] T60 or T120 Eye Trackers offer a platform to work with 

comprehensive gaze analysis and visualization software. This eye tracking system allows software 

developers to design and run psychology experiments. 

 

Besides the aspects discussed so far, other contributions, which are relevant to the goals of TAS3, 

are the Liberty Alliance[236]. This initiative provide useful building blocks that TAS3 can leverage 

(there is no value in trying to duplicate these efforts). The emerging Liberty Identity Assurance 

Expert Group work is much closer to goals of TAS3, so it is desirable to collaborate or at least to 

harmonize the efforts. The purposes of the Identity Assurance Expert Group include: 

• To plan testing of deployments  

• To identify  best practices focusing on business aspects  

However, pricing and business model of the certification are still unknown. 

Liberty Interoperable Certification Program (defined by Liberty Alliance): 

• SAML 2.0 certification  

• Endorsed by OASIS SSTC (OASIS does not plan to run its own testing program)  

• Tests vendor implementations  

• Main focus on interoperability (full matrix of participants of given event)  

• Vendor self declaration of specification compliance  

• Some active validation of spec compliance, but not complete  

• Obligation for vendor to fix compliance later if defects found  

• Identity ProviderId - IdP - (Regular, lite, extended)  

• Service Provider – SP - (Regular, lite, extended)  

• Attribute Authority  

• Some other modes  

• Rather expensive to tune of $20k per profile per implementation (4Q07)  
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• Uses external partner: Drummond Group, Inc. (DGI)  

• Currently there is no reference implementation against which to test compliance. 

• ID-WSF certification  

• Tests vendor implementations  

• Main focus on interoperability (full matrix of participants of given event)  

• Vendor self declaration of specification compliance  

• Some active validation of spec compliance, but not complete  

• Obligation for vendor to fix compliance later if defects found  

• Reference implementation foreseen in next 12 months (as of 1Q08)  

• Current price unknown, but likely to be similar to SAML 2.0 (i.e. expensive)  

 

Generally Liberty Technology Expert Group organizes inter-op events, which usually involve a heavy 

element of inter-op testing, when new specifications are released. 

The RSA Federated Identity Manager is an enterprise class standalone solution that allows 

organizations to easily implement a system to securely exchange trusted identities across 

autonomous business units, among customers and partners, and between applications and 

web services [237]. 

Burton Catalyst  

European Identity Conference  

13.3.2.1.1 Government Efforts 

• US GSA eAuth program  

• Tested interoperability  

• SAML 1.0 and 1.1 well covered  

• Vendors entered permanent lab  

• Full matrix interoperability of all lab participants (not just event participants)  

• Appears to have been discontinued and partially merged to Liberty SAML 2.0 program  

• DK used FuGen for evaluation  

• NZ used local contractor for evaluation  

13.3.2.1.2 FuGen - Procurement / Deployment Specific Testing 

• Start-up company based on business model of performing  

• product testing for procurement processes  

• deployment testing  

• retesting upon software upgrades  

• Covers technical interoperability  

• Does not cover business aspects, at least not very much  

13.3.2.1.3 Others 

Many established testing companies are trying to expand to this market but generally lack vision and 

do not have very compelling proposition except for their existing customers. 

Large IdPs are likely to establish their own testing or certification programs  

 

 

13.4 In-situ perspective 

 

Implementing networked systems that fulfil their requirements and users’ expectations is a big 

challenge. The goal of the TAS3 project is to build a trustable infrastructure on which personal 

information will be shared, therefore achieving quality and trustworthiness is a central target. Trust 
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into a system can be easily and definitely eroded by failures experienced in operation, as well as by 

unsatisfying user’s perception. Trustworthiness validation requires to address many different 

research and development challenges that have been discussed above. In order to gain users' trust, 

it is important to ensure not only that systems behave properly with respect to their functional 

specification, but also that they maintain an acceptable level of other quality properties, such as 

extra-functional  characteristics (performance, availability) and usability. 

 

TAS3 will focus on demonstrators in the e-health and employability sectors. In the former, a recent 

report from the Unit ICT for Health [238] emphasized that ICT can and must facilitate the co-

operation among health care, social care and other providers, who must be granted access to and 

share securely up-to-date information on a citizen's health status. Similar notions apply to the 

employability sector, in which workers and employees need to securely exchange and update 

personal data which they can correctly interpret, and act upon.  

 

With reference to the research challenges above listed, the TAS3 project will focus on proper 

approaches and tools to ensure interoperability, monitorability, QoS adequate levels and usability. 

 

 

13.5 Trends & Future development 

 

XML-based languages for data representation and message exchange. Over the last years, XML has 

played a fundamental role in addressing the issue of integrating and making interoperable 

heterogeneous systems developed by different vendors and running independently in a distributed 

environment. XML and the related standards, especially XML-Schema are somewhat crosscutting 

almost every aspect of today’s systems. Describing input data via XML Schema yields important 

positive effects for improving interoperability between system components. Establishing in fact a 

formalized agreement on the format of data exchange supports the application of testing strategies 

for checking the local data structures and the interfaces used by the different components. 

 

Runtime monitoring verification of services. Crucial monitoring steps are the elicitation of which 

data should be collected (which corresponds to the just mentioned test sampling problem), how 

long the observing windows should be, what policies should be applied when a malfunction is 

detected, and so on. QoS annotations of WS are not yet state-of-practice; nevertheless their 

relevance is raising fast in many domains as the SOA paradigm aims at removing the barrier among 

different organizations so that they can then directly interoperate. 

 

Usability. Traditionally, in usability consultancy the evaluation of usability has been conducted 

through the development of automatic analysis and the use of heuristic methodology [flavián2008]. 

On the one hand, automatic analyses are usually referred to the evaluation made by specific 

software that looks for possible mistakes in the source code. On the other hand, heuristic 

methodology is based on the analysis of established guidelines by experts. Moreover, in the last 

years there has been an increasing use of methodologies based on the sensorial and physiological 

user’s responses to the interface (e.g. eye-trackers). However, any usability analysis is limited if it is 

not completed with indicators that allow accurate measurement of how easy it is to manage the 

application; that is, perceived usability by end-users.  
 

 

13.6 Project based Gap Analysis with potential enhancement 
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Within TAS3, for enhancing the interoperability between applications expecting in input conforming 

XML instances, a proposal could be the adoption of XML-based Partition Testing (XPT). This approach 

will be focused on the automatic generation of XML instances from a XML Schema. The generated 

instances could be used not only for  interoperability testing but also for database population, XML 

Schema benchmarking, web services testing, and so on. To limit the number of generated instance 

the approach will foresees also  practical strategies for handling element weights and type values. 

 

As with any other newly introduced technology, the SOA emergence asks for reviewing both testing 

and monitoring approaches. Service-based applications are built by integrating pieces of software 

and other services generally developed by different stakeholders, managed and running on different 

machines owned by different organizations. In the general case nobody has a full control on all the 

software parts composing a service-based application. The validation of such applications would 

demand that, for each given service under test, we think in advance of all the many changes of 

context that could happen and observe which is the behaviour of the service under each new 

context. This is the reason why conventional conformance testing approaches should be 

complemented with on-line testing, by which we can potentially monitor the executions in their real 

environment, and in principle detect all potential malfunctions. In the proposed Audition framework 

the registration is granted also on the base of the interactions occurred between the WS under 

registration and the providers of services already registered. For doing this the framework needs 

support from the platform in order to distinguish testing phases from “normal” phases, in particular 

when stateful resources are involved in the process. 

Even though it is possible to monitor the behaviour at runtime and detect malfunctions, it is late for 

counteracting, since we identify the failure only after it manifests itself. This is why we also need to 

exploit and improve off-line testing so that we can early experiment the service usage under 

different configurations. Furthermore, when using monitoring, it is crucial to use judiciously the 

system resources in order not to introduce an unacceptable performance penalty.  

At the same time, given the extraordinary importance that user-perceived QoS has on the objectives 

of TAS3, it is necessary to enhance conformance and usability testing techniques with appropriate 

approaches for QoS evaluation. Testing specified QoS attributes for a service in a choreography may 

involve many technical difficulties. The consequent challenge for off-line testing is providing a 

support infrastructure to TAS3 in which the QoS levels of external software services (e.g. latency, 

reliability, trustworthiness) can be reproduced in a realistic way. 

Regarding the functionalities of the TAS3 platform, conducting usability testing regularly will allow us 

to identify possible improvements in the developed prototypes. Thus, this implies to analyze 

usability levels in each stage so that these findings can be considered and progressively applied to 

the software development. This process of usability testing can be also conducted on third-party’s 

applications and services. To do that, we will conduct: 

Focus groups and personal interviews with potential end-users to understanding end-user behaviour 

and identifying possible problems in the use of the platform  

Expert analyses to identify major concerns with the use of the system (according to established 

criteria) and propose possible solutions. 

Concerning the testing of systems involved in identity management, an important lesson learned 

from the experience with Liberty Alliance is that Single Sign-On protocols are expensive to test, for 

several reasons, such as: 

Many parts of protocol have varying time stamps and validity time constraints that prevent trivial 

rerun of the test.  

Some protocol flows (e.g. artefact resolution) have one-time properties that prevent rerun of tests.  

The test scripts themselves tend to be extremely fragile due to Small changes to user interface 

design break scripts, Optionality of some flows, e.g. federation confirmation, breaks scripts : 

• Preconditions, such as existence of federation, break scripts  
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• Optional ("OPTIONAL", "SHALL", "MAY", "RECOMMENDED") features of the protocol 

specifications break the scripts  

• Testing Web Services is more automatable, but even they have some challenges 

• Random components in tokens and identifiers  

• Time stamp constrains  

• One time use constraints  

• Dependency on preconditions such as existence, or nonexistence, of federations or 

discovery registrations  

• Dependency on persistent data storage and its initial state  

• Optional features of protocols  

• Optional protocol flows  

 

Some of the problems can be overcome by schemes to consistently reset the test to a known initial 

state (possibly including time). Depending on technology used, this may be more or less difficult. It is 

certainly difficult in multiparty tests. Relaxing requirements, such as one time use, would allow 

easier regression testing, but carries a danger that the relaxations are forgotten on for production 

deployment. Temptation of such relaxations should be resisted.  

 

 

13.7 Stakeholders 

 

Stakeholders for the functional and QoS validation of TAS3 Services include:  

Service Developer: the developer tests the service under development to assess its conformance to 

the specification. The developer can apply both white and black box approaches. The specification 

used to derive black-box test cases could be successively made available to service customers. 

 

Service Deployer:  this stakeholder acquires a service from a developer and deploys it on a server, 

making the service available to possible users. In testing the service the deployer wants to verify that 

the service actually behaves as agreed with the developer. However, it is not uncommon that the 

developer and the deployer coincide. 

 

Service Integrator: aim of the service integrator is to assemble several services to provide to the 

user a more complex service. Testing is focused on verifying that the assembled services behave as 

expected and then that the composed service can correctly provide the specified service. 

 

Service User: when accessing a service the user ultimately wants that his/her expectations are 

satisfied. Testing could be a useful mean to verify that the service corresponds actually to what 

he/she needs. Nevertheless testing is an expensive and difficult task to apply during the discovering 

and binding of a service, especially when some kind of dynamism is allowed. It is probably more 

reasonable in this case that the user specifies some parameters concerning the required service and 

that the service provided by the directory service is in some way “guaranteed” – see next 

stakeholder. 

 

Directory service: aiming at providing only high quality service to the users, the provider of a 

directory service can be interested in testing that the services asking for registration are of “good” 

quality. For this purpose the directory could submit the service under registration to a verification 

step before granting the registration.  

 

Standard Body: standard organisations can be interested in developing choreography specifications 

and then in verifying that a set of services can actually implement the specified choreography. 
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Usability testing activities required the participation of potential end-users. To do that, we will 

conduct exploratory personal interviews and focus groups in the Laboratory of Usability of Walqa 

(Huesca, Spain). To be precise, focus groups needs the participation of 6 to 12 people per group and 

have the aim of understanding end-user behaviour and identifying possible problems in the use of 

the platform [239]. In addition, personal interviews will help to explore end-user motivations, 

feelings and opinions regarding the platform [240]. These methods have the following advantages 

[241,240]:  

- In-depth information about potential end-users 

- Observation of end-users reactions 

- Flexibility 
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14 Demonstrators 

 

14.1 Employability in the UK  

 

14.1.1 Introduction 

 

Employability is emerging as a strong area of concern for UK Government. In a constantly-changing 

labour market, with the demise of traditional manufacturing industries and the rise of service-based 

industry in the UK, the need to support skills development and employee mobility and education, 

including lifelong learning, is strong in the policy agenda and is also an area of growing concern for 

the UK education system.  

 

The 2010 demographic downturn (a result of the falling birth rate) and increasingly aging population 

have led to a recognition that the majority of the labour force for the next 10 years is already in 

work. The commissioning of a report by Lord Leitch[242] and the subsequent plan for its 

implementation[243] recognise that the future prosperity of the UK economy will depend on 

individuals being given the opportunity and encouragement to develop their skills and abilities to the 

maximum. For adults, this will be better skills and economically valuable qualifications; for 

employers, a highly-skilled workforce as a route to achieving higher productivity, and for 

communities better skills to create an escape route from generations of low ambition and low 

achievement. The stated aim is to close the identified skills deficit compared with other developed 

nations by 2020. In March 2008 a report by the City and Guilds Centre for Skills Development[244], 

surveyed 9 countries and concluded of the UK that 'Esteem is particularly low in the UK, which 

contrasts with a comparatively high level of employer investment in training, less of a shortfall in 

skills and frequent practitioner training. Communication is a key area for improvement. 

 

This awareness is one of the drivers for a comprehensive programme of reform across the whole of 

UK education, training and skills: in schools, colleges, training providers and universities. The reform 

of UK 14-19 education to include a greater emphasis on vocational qualifications is exemplified by a 

series of new Diplomas in 14 sector-based areas[245]. These have been designed in close 

partnership with industry and will be delivered not by an individual institution but by consortia 

which include employer partners. A Government Green Paper[246] proposing that all young people 

in the UK remain in training or education until the age of 18 is currently under consultation. 

Furthermore, there is a rise in support for apprenticeships (with the ambition to have 500,000 

people a year in apprenticeships by 2020[247]).  

 

The UK has an associated target for increased participation in Higher Education: the aim is for 36% of 

adults to be educated to level 4 and above by 2014. As with the training of the workforce, from 2010 

if the UK is to meet participation targets HEIs must look increasingly to adults for recruitment. It is 

increasingly recognized that new patterns of delivery are essential, exemplified by an increase in 

work-based learning, part-time courses and flexible delivery (e.g. distance learning, eLearning); there 

is an increasing onus on HE to promote higher-level skills in the workforce[248]. As part of this 

flexible delivery there is increased support for delivery of HE via FE institutions, including through a 

series of regional Lifelong Learning Networks[249 ]focusing specifically on progression into and 

through vocational higher education. LLNs aim to create new learning opportunities, to forge 
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agreement across institutions on how qualifications are valued and to produce publicity to help 

people understand how they can progress through the system. They are clarifying existing 

progression opportunities and engaging in collaborative curriculum development in order to meet 

better the needs of vocational learners.  

Furthermore, UK Employers are now being offered the opportunity to gain accreditation for their 

own (often modular) in-house education programmes via the Qualifications and Credit Framework 

(QCF)[250]. In the autumn of 2007 the first three organisations were granted status to deliver 

qualifications accredited at level 3 (entry level to UK Higher Education). Employer Based Training 

Accreditation (EBTA)[251] pilots are working with employers to give them the opportunity to get the 

training they provide recognised by higher education for credits and/or awards. Foundation 

degrees[252], largely offered in Further Education settings, are designed with employers, and 

combine academic study with workplace learning to equip workers with relevant knowledge and 

skills to improve performance and productivity.  

 

The increased emphasis on skills and employability brings a necessary increase in the requirement 

for record-keeping, accreditation, authentication, and authorisation, as well as the need to control 

digital identity. As the UK moves further towards a culture of lifelong learning, the need to join up an 

individual's episodes of learning and for individuals to record evidence of skills is rising up the 

national agenda.  

 

As part of these initiatives there will necessarily be a greater focus on good-quality Information and 

Guidance supported by services that share appropriate intelligence concerning a young person's 

abilities and aspirations, not only with other educational institutions and support agencies but also 

with employers involved in providing apprenticeship opportunities.  To facilitate the exchange and 

sharing of attainment and student aspiration data through the Managing Information Across 

Partners (MIAP) service, a new Unique Learner Number (ULN) will be issued to all Further Education 

and 14-19 Diploma students from September 2008[253].  

 

Records of achievement, mostly paper-based, are still in use in some UK schools but their wider use 

is not supported[254]: largely as they are cumbersome and time-consuming to maintain, and the 

system is supply, rather than demand, led. Contents are not verified, tend to be uniform and are 

difficult to search. However, the UK e-Learning strategy, Harnessing Technology[255], states that all 

English school pupils are entitled to access personal electronic learning space capable of supporting 

an ePortfolio. Becta[256] is responsible for leading and supporting the use of innovative technology 

to support learning in UK pre-18 education, including the use of ePortfolio. There is also a general 

rise in the use of ePortfolio-based assessment, with a small number of qualifications (such as 

DiDA[257] and some NVQs[258]) being entirely ePortfolio assessed.  

 

Learner tracking and aggregation of experience is increasingly seen as important. The new 14-19 

Diplomas involve students working on more than one site and at more than one institution in order 

to access the specialist teaching and equipment which may not be available to support a particular 

discipline at their home institution. Similarly, Foundation degree students are usually in work; they 

and other work-based learners need to be able to draw together the evidence of their learning and 

experience, including Accreditation of Prior Education Learning (APEL) claims, to advance their 

progression. There is now an almost universal emphasis on personalising learning and on delivering 

personalised programmes of study. Increasingly, learners need to evidence 'soft' as well as 'hard' 

skills: the new Personal, Learning and Thinking Skills agenda in schools[259]reflects this but is 

proving difficult to evidence.  

14.1.2 UK Policy Requirements: The Leitch Report 
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In 1996 and 1997 Lord Dearing recommended the introduction of ‘Progress files’ in UK schools and 

universities. Six universities, including the University of Nottingham, were funded under DfES HEQE 

to develop electronic progress files/PDP systems[260], and these have laid the foundation for the 

increased move towards use of genuine ePortfolios in UK HE. This has been strongest in vocational 

areas aligned to professional bodies, most notably medicine/healthcare and teaching, where 

professional bodies dictate specific competency standards and frameworks which successful 

students must achieve. These in turn form the basis of CPD when students move out into the 

workforce.  

 

In UK HE, graduate employability is an area in which HEIs are under increasing pressure to 

demonstrate their effectiveness. The recent Burgess report[261] suggests revisions to the traditional 

UK degree classification system in order to give employers more information about graduates than is 

offered by the current broad and dated classifications. The transcript and Diploma Supplement 

which are currently offered to graduates will be encapsulated into a new Higher Education 

Achievement Record (HEAR), due to be trialled from January 2009. This will contain information 

about academic credit which will link directly to the national credit framework, and which the issuing 

institution is prepared to verify. The report suggests that this academic information should be 

supplemented by evidence of 'soft' skills which could be recorded in an ePortfolio.  

 

Research into the practice of large graduate recruiters has found that a significant minority of 

employers are already using evidence other than the current degree classification to sift large 

numbers of applicants. At the beginning of the student lifecycle, HEIs whose courses are over-

subscribed are now making use of enhanced learner information beyond the standard data received 

via the centralised admissions system (UCAS). It is increasingly clear that there are significant 

parallels between the processes required to select appropriate applicants for courses and current HR 

practice in employment. 

14.1.2.1.1.1  

14.1.3 Scoping & Trends 

 

ePortfolio use in the UK is growing, particularly in the education sector, and the potential it offers to 

support employability is becoming increasingly recognised.  

 

Web 2.0 is changing the UK view of ePortfolio. Increasingly, individuals are expecting to use facilities 

from social software to incorporate evidence (photos from Flickr, video from YouTube, etc) into their 

ePortfolio record. While institutions remain largely wedded to the idea of locked-down in-house 

systems, often embedded in their Learning Management Systems, there is increasing recognition of 

the issues associated with these, portability and progression being key. There is growing interest in 

the idea of 'distributed' or 'thin' ePortfolio as proposed by the JISC-funded ePortfolio Reference 

Model project led by the University of Nottingham[262]. Use of a service-oriented approach and 

web services is now high on the agenda, promoted by work led by JISC[263] and CETIS[264]. In 

addition, there is a trend towards use of mobile technologies, especially in medical and veterinary 

education, to allow immediate capture of evidence and reflection. This is also useful in areas such as 

Health and Safety training. Learners are able to capture evidence directly 'from the field' and files 

are either synchronised later or uploaded wirelessly.  

 

The increased focus on the educational/employability agenda in the UK is exemplified by the 

national priority areas identified for support by HEFCE (the Higher Education Funding Council for 

England) in 2007[265]:  
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work-based learning (learning derived from undertaking work) accreditation of prior experiential 

learning (APEL) enhancement and accreditation of employers' in-house training programmes short 

courses tailored to employers' needs flexible provision (at a time and place to suit employers and 

employees, and credit accumulation and transfer systems) e-learning, blended learning new types of 

programme which embed skills that are relevant to employers (for example, HE programmes with 

NVQ Level 4 embedded) programmes designed or delivered in conjunction with employers 

However the focus on skills is blurred by the fact that there are many agencies and organisations 

with individual competency frameworks in use across different sectors and levels, with vastly 

differing degrees of granularity and very little interoperability.  

 

While employers are interested in accessing verified data, current APEL processes are largely 

cumbersome and expensive to administer, so that it is often easiest to verify competence by merely 

administering a test. Meanwhile, in education there is increasing interest in the use of ePortfolio for 

assessment, both formative and summative. This trend has been evident in vocational education for 

some time, with the assessor-led model of ePortfolio assessment being widely associated with the 

NVQ system258. With the demise of traditional sandwich courses, employers are losing the 

opportunity to get to know students during an extensive 'interview' period. The need for learners to 

evidence their developing skills from work placements and vacation employment has therefore 

never been greater.  

 

HE and employers are now recognising their need to work together: the work of the University 

Vocational Awards Council (UVAC)[266], which now has over 100 members, is finding ways to join up 

professional vocational and educational agendas. Even traditional research-led institutions are 

recognising the business case for offering skills at postgraduate level, via a combination of academic 

and professional qualifications, as demonstrated by the successful pilot UVAC have conducted with 

GSK (Glaxo Smith Kline)[267].  

 

As the reliance on electronic records increases, the need to join up sources of data, including legacy 

data, from MIS systems, ePortfolios, ILPs and other sources, grows greater, not just to evidence and 

support the progression of the individual but to provide services which are of value to institutions. 

Rather than accumulating and aggregating entire sets of information, increasingly individuals need 

to be able to reference and aggregate verified data from a variety of sources dynamically for specific 

purposes. The framework proposed by TAS3 should help to empower employees and potential 

employees to match authenticated distributed evidence to required skill sets and then share it as 

appropriate. 

14.1.4 Overview of existing initiatives 

 

A number of UK Government initiatives aim to improve information services for education. New 

services will transform the way information is shared across the education sector, enabling 

education establishments to personalise services while both saving time and increasing data 

security. There is a vision that these will enable individuals to take ownership of their information 

and to share it with providers and employers if they wish. This, in turn, is expected to enable 

providers to focus on meeting the needs of both learners and employers.  

 

The strategic vision of MIAP[253]  is collect once, use many times, used by all'. It is responsible for 

provision of a learner registration service providing learners with a Unique Learner Number (ULN) to 

simplify the collection of data, a register of UK Learning Providers (UKRLP), and a set of common 

data definitions (CDD). The ULN, which is a randomly-generated 10-digit number to be introduced as 

a ‘foreign key’ to student identity data, will be a mandatory requirement from September 2008 for 

all learners entering Further Education. The Learner Registration Service (LRS) is an internet-based 
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service with assigns a ULN to every person over the age of 14 in UK education and training and 

confirms with them how their learning participation and achievement data is shared. UK HEIs are 

being encouraged to make use of the ULN from September 2009 instead of assigning their own 

identifiers to learners, offering a way to link Student Transcripts and European Diploma Supplements 

to a student’s previous academic record. (It is not possible, however, to mandate this within UK HE 

owing to the autonomy granted to institutions under the UK Higher Education Act). Furthermore, 

although the ULN will remain current within the education system to support lifelong learning, it is 

not intended to act as a citizen UID. UK employees are referenced by their National Insurance 

Number; within the health service they have a National Health Service Number, and they may make 

use of a variety of other identifiers throughout their lives. 

 

The UKRLP is accessible via the internet and allows individuals and organisations to access 

information about learning providers, including their contact details and courses. Each provider 

which registers is allocated a UK Provider Reference Number (UKPRN), a unique number used to 

share information with UKRLP partner agencies.  

 

The MIAP Learner Record is in development and expected to be available from September 2009. This 

will be an aggregation of records about an individual’s learning that have already been collected by 

UK education bodies, with a focus on qualifications and participation. Learners will be able to view 

their Learner Record and retain full control over who sees which elements, including their 

demographic details. They will not be able to change a factually correct record, but will be able to 

challenge any errors. The service is expected to contain a learner interface and web service 

interface, will have granular consent management and will contain data from the Individualised 

Learner Record and National Pupil Database. It will be underpinned by the CDD, which are being 

adopted by all organisations collecting information from learning providers and are expected to 

facilitate an improved flow of information between all parties.  

 

In March 2007 Becta commissioned a Proposed ePortfolio Security Model[268], which gives a 

detailed assessment of security requirements and candidate solutions for ePortfolio systems. The 

report describes a number of recommendations, including areas of further research and work. It 

suggests that a minimum set of security standards for authentication be defined by the sector, that 

research be undertaken to determine the appropriate age and level of skill at which an individual be 

considered capable of genuine ownership of an ePortfolio. Seven common security functions are 

identified and candidate technologies and existing infrastructure examined for each: Registration, 

Logon, authentication, Consent management, Content management, Transfer management, 

Transfer security and Logging. 

 

The LSC positioning paper on the 14-19 Area Prospectus[269] identifies the Prospectus as ideally 

positioned to be the focal point for joining up the diverse initiatives and policy plans designed to 

meet individual policy requirements for investing in education and training, academically, 

vocationally and in applied and practical learning. It suggests that by integrating the prospectus with 

the Common Application Process, Individual Learning Plans and the Client Caseload Information 

System, the information collected can be used to build a full picture of where, how, when and why 

learners make their choices of educational direction. This will in turn enable identification of 

disengaged learners so that interventions can be made, and learners’ potential and actual choices 

can inform a demand-led planning process. The need for development of this into a National Portal 

has been identified under the Transformational Government Implementation Programme.  

 

The UK National Occupational Standards (NOS)[270] describe what an individual needs to do, know 

and understand in order to carry out a particular job role or function. They can be used to describe 

good practice in particular areas of work, to set out a statement of competence which bring together 
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the skills, knowledge and understanding necessary to do the work, to provide managers with a tool 

for a wide variety of workforce management and quality control, to offer a framework for training 

and development, and to form the basis of a range of vocational qualifications. They are intended to 

help employers by reducing the costs for recruitment by facilitating the selection of new employees, 

providing a means for better HR planning, to help effective skills upgrading and to act as a 

benchmark for rewarding experience, knowledge and competence. They should also help employees 

by increasing mobility within industries. The NOS are maintained by the Sector Skills Councils and 

Sector Bodies; unfortunately there is disparity between the NOS for different areas; the NOS tend to 

be highly granular and very specific. It is not always easy to relate them to wider competence 

frameworks, or to international standards such as RDCEO, the suggested schema for the XML 

binding of IEEE RDC, officially standardised at the end of 2007. 

 

Following the recommendations of the Leitch review and the UK Government’s response, on 1 April 

2008 the Alliance of Sector Skills Councils, a collective body made up of all 25 Sector Skills Councils, 

was launched with the aim of representing and co-ordinating the strategic work to stakeholders. On 

the same date, the Sector Skills Development Agency was replaced by the UK Commission for 

Employment and Skills (UKCES)[271 ]with a brief to benefit employers, individuals and government 

by advising how improved employment and skills systems can help the UK become a world-class 

leader in productivity, in employment and in having a fair and inclusive society, in the context of a 

fast-changing global economy. It is expected to strengthen the employer voice and influence over 

employment and skills systems.  

 

The e-Framework for Education and Research [272] is a joint initiative between JISC, SURF, DEEWR 

and the New Zealand Ministry of Education. The primary goal of the initiative is to facilitate technical 

interoperability within and across education and research through improved strategic planning and 

implementation processes. In pursuing this goal it is guided by the following principles:  

A service-oriented approach to system and process integration development, promotion and 

adoption of Open Standards community involvement in development of the e-Framework open 

collaborative development activities flexible and incremental deployment. 

 

The e-Framework will therefore evolve over time. In supporting a service-oriented approach it has 

the potential to maximise the flexibility and cost effectiveness with which IT systems can be 

deployed, in institutional contexts, nationally and internationally. It allows the various stakeholder 

communities to document their requirements and processes in a coherent way, and to use these to 

derive a set of interoperable network services that conform to appropriate open standards. By 

documenting requirements, processes, services, protocol bindings and standards in the form of 

'service usage models' members of the community are better able to collaborate on the 

development of service components that meet their needs (both within the community and with 

commercial and other international partners). It is expected that further material will be contributed 

to the e-Framework arising from the work of TAS. 

 

The XCRI Course Advertising Profile XCRI-CAP[273 ]is an emerging standard, developed under 

funding from JISC, for exchanging data about courses within and between institutions. A key activity 

for is the development of an XML specification which enables learning providers to publish their 

courses information in a standard format, so that it can be collected easily by organisations with 

course search services and to facilitate comparison of courses across institutions, including the 

competences and learning outcomes they support. Opening up the offerings of learning providers 

creates new possibilities for value-added services and information channels for universities, colleges, 

and training providers. Individuals and guidance professionals will be able to match gaps in 

competence profiles with potential course offerings; recruiters will also be able to match claimed 

learner achievements with further details about the course delivery in which they were attained. 
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JISC has also funded a number of projects in the UK for transfer of information between episodes of 

education. These remain largely small-scale regional initiatives but include transition from primary to 

secondary school, from secondary school to FE, FE to HE and (to a lesser extent) HE to employment 

and vice-versa. The RIPPLL project led by the University of Nottingham[274 ]explored some of the 

issues involved with these transitions in the Nottingham area, looking at both ‘pass the parcel’ and 

distributed models using Shibboleth. Some of the resulting issues, including the need to take 

Information, Advice and Guidance services into account, are now being explored by the subsequent 

JOSEPH[275] project. However many of these projects are revealing issues in the areas of security 

and trust when transferring personal data, many of which still need to be explored and which may 

benefit from the type of architecture offered by TAS.  

 

In the commercial world there are some major initiatives which are have significance for personal 

control of information for employability. Skillsmarket[276] is a recruitment clearing house which 

currently manages a database of over 2.5 million CVs in the form of iProfiles, dynamic online 

professional profiles which individuals can easily generate from traditional CVs and update as 

required. The company has also recently acquired the Purple Passport system[277], a verified record 

of all a learner’s skills, qualifications and achievements which are also hosted online and can be 

automatically transferred to a CV. Training and achievements can therefore be captured in the 

iProfile, enabling skills and skills gaps to be more easily identified. Individuals can control access to 

their iProfile and use it to keep track of any applications. Recruitment agencies pay for access to the 

iProfile database: as a CV parsing process ensures that any CVs received by the system are processed 

and manually verified within minutes, recruiters are able to search against them quickly without the 

need to carry out their own verification.  

 

An iPlace tool integrates with the CRM system, job board posting provider and CV parsing solution, 

utilising current search technology and allowing recruiters easily to store and maintain the up-to-

date records of candidates they have previously assessed as being good enough to place. The whole 

system complies with HR-XML standards and may well be the largest use of HR-XML CV 

specifications in Europe. 

Also working to transfer verified learner information, Digitary®[278] is an Irish company offering to 

securely issue, distribute and authenticate official electronic graduation documents over the 

Internet. Digitary documents are electronically signed by officials of issuing institutions via Advanced 

Electronic Signatures that are compliant with EU Digital Signature Directive 1999/EC/93, and are 

considered legally valid. They are made available via a fully web-based, thin-client solution. Access to 

Digitary® servers is over fully encrypted, 128-bit SSL connections, and the system maintains a full 

audit trail of all activity for security and data protection. Server applications can be deployed inside 

standard J2EE-based web containers such as Apache/Tomcat, Oracle IAS, and JBossL: as the system 

is based on open standards, it can be seamlessly integrated with existing student administration 

systems and integrated with existing mechanisms to achieve organisational Single Sign-On for users. 

Graduates and students create Document Access Tickets, in which they can define access 

permissions, to send to Relying Parties (prospective employers, other Higher Education Institutions 

and others). Recipients of a Document Access Ticket for a document that has been created with 

appropriate permissions can use it to access, authenticate and view the document. 

14.1.5 Standards 

 

A large number of specifications for standards have been (and are still being) proposed for this 

domain: 

IMS ePortfolio 

UK LeaP (BS 8788 draft for development)  
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IMS LIP 

IMS Enterprise 

Europass 

HR-XML 

e-Gov[279]  

e-GIF[280 ] 

 

In practice few have been yet adopted by commercial developers. Pragmatic solutions using 

elements of IMS LIP and Enterprise have been included in XML schemas and appropriate mapping 

software used to enable partial interoperability: some commercial ePortfolio systems such as 

PebblePad281 have attempted to output data using IMS ePortfolio and HR-XML, but uptake of this 

has been low. A recent JISC study on provision of feedback to HE applicants282, which compared 

this with feedback offered to applicants to employment, found that while organisations made use of 

HR-XML for internal purposes, they made little or no use of it for interoperability. However the 

increasing readiness of the market for computer-based tools in this area will increase the 

engagement of commercial suppliers of tools and systems and therefore the urgency for appropriate 

workable standards. HR-XML is considered to offer a basis for such work within the employability 

service industry. 

 

CETIS (the Centre for Education Technology Interoperability Standards, a service funded by JISC) is 

working with IMS in developing and adapting specifications for UK education. This includes 

development work on LEAP 2.0, a proposed development of the UK LeaP specification for use with 

ePortfolio. 

14.1.6 Misuse of information / Known attacks 

 

Misuse of personal information is a sensitive issue in the UK at present. There have been a number 

of high-profile data losses in recent months:  

Tougher data laws needed, say MPs Reckless or repeated breaches of data security should become a 

criminal offence, a committee of MPs has said.  

Currently, government departments cannot be held criminally responsible for data protection 

breaches.  

But a report on the "truly shocking" loss of 25m people's personal details by HM Revenue and 

Customs, the Commons justice committee demands tougher laws.  

The government welcomed the report and said it was considering measures to toughen up the Data 

Protection Act.  

The committee found there was a "widespread problem" and "systemic failings" in the government's 

handling of personal data.  

Its Liberal Democrat chairman Alan Beith said: "The scale of the data loss by government bodies and 

contractors is truly shocking but the evidence we have had points to further hidden problems.  

"It is frankly incredible, for example, that the measures HMRC has put in place were not already 

standard procedure."  

Speaking on BBC Radio 4's Today programme, he said Information Commissioner Richard Thomas, 

who gave evidence to the select committee, was warning of more personal data loss cases "in the 

pipeline".  

Criminal value  

"(Whitehall) departments are coming to him on almost a confessional basis, quite rightly, to report 

that they too have got problems."  

Mr Beith added: "It's a very serious situation and it impairs the proper use of data, which is often 

very important both to individuals and in areas like child protection and dealing with criminal 

behaviour."  
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Proper data protection was still not routine, he warned, despite its "potentially immense value" 

among criminals.  

The report follows the loss of child benefit data on two discs sent unencrypted by HMRC in north 

east England to the National Audit Office in London.  

Further data losses have emerged as a result of investigations into how Whitehall handles people's 

details.  

As well as new criminal laws, the committee wants stronger enforcement powers and better 

resources for the information commissioner.  

'Proper policing'  

It also called for a legal obligation to report significant data losses to those affected and to the 

commissioner.  

And MPs said the need for a "proper approach" to data handling was even more important given the 

proposed database of every child in the UK, the proposed identity card scheme and moves to allow 

other EU member states access to data held in the UK on UK citizens.  

The prime minister and chancellor apologised over the data loss row last month and an inquiry is 

under way, alongside a police investigation.  

Millions of families were told to be on the alert for fraudulent use of their details, which include 

children's names, addresses and dates of birth and National Insurance and bank details.  

A Ministry of Justice spokeswoman said the need to strengthen data protection laws had been 

recognised before the child benefit discs were lost and a review had been commissioned in October.  

"Parliament is currently considering proposals to amend section 60 of the Data Protection Act 

through the Criminal Justice and Immigration Bill," she said.  

"This will provide a custodial sanction as well as the existing fines for those found guilty of unlawfully 

obtaining or disclosing personal data."  

 

Story from BBC NEWS283:  Published: 2008/01/03 09:33:24 GMT 

14.1.7 Ethical 

 

As a result of recent high-profile security breaches, millions are now afraid that they can be 

defrauded through identity theft. A number of companies are offering identity theft insurance and 

the sale of shredders is on the increase. Meanwhile Becta are campaigning to educate young people 

in the issues around data security, and to be aware of the potential misuse of data they publish on 

social networking sites such as FaceBook.  

 

There is a plethora of advice available, for example, that offered by Becta to schools284. Some 

organisations solve the problem by allowing information to flow only through strictly-defined 

channels. UCAS, for example, will only disclose information to member organisations; furthermore 

live hyperlinks are not enabled in their Apply system. Furthermore, there is a perceived tension 

between the data protection laws and the Freedom of Information Act. Citizens can obtain advice 

from the Information Commissioner's Office285. The ICO recommends the use of approved 

encryption software for storage and transfer of personal information and adherence to ISO 27001 

best practice methodology. They have also issued guidance for determining what counts as personal 

data.  

The challenge for TAS is to gain the confidence of all stakeholders that personal data will be 

referenced accurately and appropriately.  

14.1.8 Stakeholders 

 

For the application to employment from HE Use Case:  
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o Learner 

o Awarding Bodies  

o Universities/Colleges 

o Recruitment clearing house  

o Recruitment agencies/companies  

o Employers 

o ePortfolio suppliers 

o MIS system vendors 

o Government services (e.g. MIAP) 

 

For the learning in employment use case:  

o Employee  

o Line manager/mentor/reviewer 

o HR department 

o Higher Level Skills adviser 

o Senior management 

o Training provider/college tutor  

o Training provider/college MIS staff 

o Trades Union 

o Professional body/association 

o Funding body 

o Awarding Body 

o ePortfolio suppliers 

o MIS system vendors 

o HR system vendors 
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14.2 Employability in the Netherlands 

14.2.1 Introduction 

 

For some years now the EC has been stressing the need for a sustainable outcome of IST framework 

projects. Several of the TAS3 partners have indeed been consistently working within their own fields 

of expertise towards such employability services. As such this is the culmination of several years of 

‘Human Factor’ innovation, including, firstly, several IST FP5 and FP6 IP’s and NoE’s and Leonardo 

projects and, secondly,  global competency and ePortfolio standards activities (IEEE, HR-XML, IMS, 

Europortfolio). 

Results up to now are:  

 
 

• The development of an employability Portfolio, which is currently the world’s largest 

application profile of the IMS ePortfolio standard  

• A technical pilot for supporting employability services for 1400 employees of the Dutch car 

manufacturer Nedcar[286 ] 

• The hosting of the European ePortfolio conference to Maastricht for the coming two years  

• The city of Maastricht is aiming to become employability capital of Europe. 

Several Human Capital initiatives have now joined in Europe’s first “Human and Social Capital 

Technology Summit” in Maastricht[287], followed by the EP2008 conference[288]. 

 

Until now labour market mechanisms have been mainly supply driven as employment services are 

mostly concerned with taking away any possible barriers for jobseekers, while generally keeping 

some distance from the demand side of the labour market and more particularly any competency 

requirements of the industry in particular. It would, however, be much better if service providers 

focused primarily on employers. A more personalized service for employers would provide a more 

active and in-depth mediation for jobseekers and a more market driven vacancy acquisition.  
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With TAS³ it will be possible to have all relevant information on a regional labour market available in 

a trusted and secure way, to the right people in the context of the right process. As such TAS³ will be 

able to provide individuals with their own demand and supply offering and propose a much 

improved service. By the end of the project this will be used as a launching path for the exploitation 

plan, especially for a series of national (Dutch) pilots in general and for specific employability 

services for the European Automotive sector and in particular for the Euro-region Maastricht (NL) - 

Köln (DE) - Genk (BE).We name a few of the technologies involved which are or could be included at 

various stages at the beginning of research and/or implemented or are even ready to be rolled out:  

 

• Turning ePortfolios into a genuine web service enabled “employability Portfolios” 

• Federated digital employability repositories used to generate, host and convert any 

employability related data and standard specification.  

 

It is clear that none of the above will withstand a real world test and have genuine societal impact 

without the full embedding of the needed trust, security, privacy and identity management. TAS³ 

therefore will research, develop and embed the trust and security architecture in the technologies 

mentioned above to form the basis for a truly innovative employability market. The pilot partners 

will also have extensive training, increasing their skills, change management and usability testing to 

assess the trust perception of both the user and the service provider support for sectors and regions 

to start using such networked employability services. TAS³ will support the various phases by which 

the current regions, sectors, and their future employability service providers can be included in an 

open, collaborative and networked employability setting. For instance, within this environment, end-

users are consistently supported in developing competence, knowledge and learning opportunities, 

have their competencies certified, and finding work. TAS³ distinguishes between the following 

phases in maturing such regional or sectorial employability:  

 

• regional and sectorial strategy development towards open and shared services 

• researching the specific services needs and potential 

• developing specific training programs  

• upskilling involved partners and service providers 
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14.2.2 Scoping & Trends 

 

The following trends are detected in Holland but are also recognized in other European countries. 

The individual is central (user centricity). The tendency in society is that the scholar, the employee, 

and the individual are at the centre of processes and are seen and treated as customers; 

personalisation is the key-word. Monsterboard (a large job offer site on the web, 

http://www.monsterboard.nl/) has changed from having companies as their main customers to now 

having employees. 

• Influence of social networks is increasing  

• As  social networks are more used as a kind of ePortfolio by employers and 

employees, although content mostly is not controlled and is easy to manipulate.  

• More job switching 

• Loyalty between employers and employees seems to be decreasing as the latter 

now tend to switch jobs more often. Privatisation of enterprises and changing the 

supply of services often leads to a large surplus of workforce that is supported when 

there is a change of job.  

• Arrival of new and different generations (Generation Einstein, 

http://www.keesie.nl/generatieeinstein/), and the influence of WEB 2.0,  

• There seems to be less occupation with privacy issues. A lot of personal data is 

stored on social network sites, without strict security, and is difficult to remove.  

• Demand driven approach 

Companies are transforming their services from supply- to demand driven. In 

employability services this is observed as well.  

• Matching on competences 

Matching employee profiles with job profiles is increasingly based on competences. 

This leads to more precise and successful matches. IT makes quick and accurate 

matches on competences for large groups possible.  

• Organizational ePortfolio - as a strategic result 

Organisations develop portfolios directly based on the company strategy. The 

translation is made from goals to the required competences of employees at all 

levels.  

• Required education level increases next years 

Jobs for lower educated employees are increasing: “manufacturing industry” is 

mainly moving to Asia and location based productivity 

 

The Dutch government has implemented a personal site for every citizen, as a start of a personalized 

relation between government and citizen (https://www.mijnoverheid.nl/burger/login) 

14.2.3 Overview of existing initiatives 

 

In the Netherlands there are a lot of Employability projects. We mention a few successful projects in 

the domains of Education, Labour Market, and Work.  

 

Education 

Pedagogic record between primary and secondary schools. The exchange of all the 

pedagogic information of the pupil to the next school.  

Transition portfolio from secondary to higher Education. The student who goes to a school 

for Higher Education can use his old ePortfolio. (In this case the school used the same 

ePortfolio system.)  
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Employability portfolio between vocational education and companies. In this project the 

student can use his Portfolio during the practical part of the training in the company.  

Labour Market  

ePortfolio for Job seekers. The Dutch Public Employment Service offer services through the 

internet. One of the tools is “The work map”, a kind of ePortfolio. This tool enables job-

seekers to manage their own activities including the organization of professional support.  

Employability portfolio. This ePortfolio is used is situations of mass lay-off and work2work. 

(NedCar, Cordis, TNT, etc.)  

Work  

Employability Portfolio for employees. This is the ePortfolio that supports the employability 

services of the providers like Kenteq. (Assessment, APL, PDP, development, review and 

certification)  

Branch Portfolio. This project will develop a Portfolio that can be used in a branch or sector. 

(EMU-pass: Metal industry, Horeca-portfolio: catering industry)  

14.2.4 Standards 

 

The standards used in these applications are:  

Standard Europass CV 

The NTA ePortfolio NL, the standard for ePortfolio in the Netherlands based on the IMS LIP 

specifications.  

 

The NTA is placed in the NEN Learning technologies (National standardization Institute) and 

with that alliance with the international standardization institutes CEN/ISSS Learning 

technologies (Europe) and ISO/IEC JTC (Global).  

 

SUVI-XML, the standard in the Netherlands for employment service en social security based 

on HR-XML.  

 

Competency standards (IEEE RDC and SHL, http://www.shl.com/shl/en-int) 

14.2.5 Incident/Issue reports  

 

See Misuse of information / Known attacks  

14.2.6 Security breach 

 

Most applications that are in use do not have special trust or security measures. Internet 

applications with CV online often are not appropriately secured.  

14.2.7 Misuse of information / Known attacks 

 

Lots of CV’s are being “pimped”, often without lying, but without mentioning the whole story. For 

example, an education has actually been followed, but the diploma has never been achieved.  

False diplomas for sale on internet  

Edited: 28 November 2006 17:34  

Last changed: 28 November 2006 20:56  

HILVERSUM – On the internet you can easily have false diplomas of Dutch training institutes. 

Research from NOS (Dutch Broadcasting Foundation) showed that for 300 Euros you can obtain a 



   118/140 

FP7-ICT_2007-1 May 27, 2009 - TAS³ IP 

good copy of a secondary education. The diploma was ready within 3 days, officially stamped and 

signed.  

Two experts from the Information Management Group (IBG, Dutch Governmental Education Group) 

were required to conclude that the diplomas were falsifications. The Nuffic, the organization that 

controls diplomas for falsifications, confirmed to the NOS that Dutch diplomas are easy to forge.  

The IBG is creating a database in which all Dutch diplomas will be stored. Secretary of State Maria 

van der Hoeven declared in the NOS TV News that it is a shame that diplomas are being forged. The 

Dutch Ministry of Education already announced last year that distributors of false diplomas will be 

prosecuted. 

About 60 diplomas from different institutions were sold for 300 Euros each.  

 

 

Politicians lie on their CV 

Politicians also lie in their CV. Minister of State Charles Schwietert (VVD) lost in 1982 his job because 

he lied about his diplomas, saying he was a Master of science, while he was not. He also lied about 

his Military position, claiming he had been a lieutenant instead of a corporal. Labour Party member 

Evan Rozenblad had to quit the Parliament in 1994because he did not succeed in his BA/B Sc/LL B 

examination although he said he had. He also lied about his occupation as a member of the 

University Board of the Anton de Kom University in Paramaribo. He was not a Board member but an 

employee at the University library. Social Party member Düzgün Yildirim lied in 2007 about Higher 

Educational diplomas he had.  

 

 
Commune Transport (OV) card is hacked 

In February 2008 the Commune Transport (OV) card is hacked and there is a potential risk of 

personal information theft.  

 
National Tax Authorities: use the ID of your neighbour 

Government goes wrong with DigiD Published: 4 April 2007 00:00 | Edited: 4 April 2007 16:55 |NRC 

Author: Ward Wijndelts Rotterdam, 4 April 2007. The Ministry of Internal Affairs confirms that 

taxpayers can upload their declaration with the digital signature of someone else, for example their 

neighbour. This advice was given by the National Tax Authorities to private individuals who lost their 

DigiD (digital identity code for governmental administrations) or were too late to activate the code. 

That policy has changed now, according to a spokesman of Internal Affairs, who is responsible for 

DigiD. “This is not allowed any more. We oppose immediately now” Private individuals who want to 

declare their declaration over the internet, this year need a DigiD with login and password. The 

DigiD functions as a personal digital signature for entrance to governmental administrative services, 

connected to the civilian service number and address data. The advice to use the DigiD of someone 

else was given by the information telephone numbers of the National Tax Authorities and DigiD. “It 

is fully unacceptable that this is advised by the Administration” says spokesman Emiel Bunck of the 

Federation of Tax Councillors. “With DigiD personal data can be called up and managed. The 

Administration violates the legal protection of citizens”. Members of  Parliament were astonished by 

the possibility of declaring taxes with the DigiD of someone else. “It seems possible to misuse DigiD. 

I wonder if the National Tax Authorities have thought through the consequences”, says Parliament 

member Jules Kortenhorst (CDA). Parliament member Ineke Dezentjé Hamming (VVD) is asking 

questions at Secretary of State De Jager (Taxes, CDA). ”This is a call for fraud by the National Tax 
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Authorities, this is crazy. It seems we have been fooled with DigiD. This is pseudo security. I want to 

know why we implemented an expensive digital signature if anyone can use it and security doesn’t 

exist”. The Dutch Government implemented DigiD in 2003 to make communication between citizens 

and administration (such as IBG-study financing, UWV-social security CWI-employment service) 

more efficient. Kees Keuzenkamp (Ministry of Internal Affairs) explained at the end of February in 

the TV program Radar the strong security around address data “to prevent someone else stealing 

your DigiD”. More than 4 million people made their tax declaration with DigiD. The information on 

the amount of people who used someone else’s DigiD is denied by the National Tax Authorities. 

“With the DigiD of someone else you can only send in your declaration, but the taxpayer himself 

remains responsible” says a spokesman. 

 
Stolen online CVs 

As well as Monsterboard-private employment service, as CWI-public employment service, had to 

deal with stolen online CVs in recent years.  

 

 

14.2.8 Ethical 

 

The Dutch Data Protection Authority (http://www.dutchdpa.nl/) supervises the fair and lawful use 

and security of personal data, to ensure privacy today and in the future. 

The Dutch DPA supervises the compliance with acts that regulate the use of personal data. This 

means that the Dutch DPA supervises the compliance with and application of the Wet bescherming 

persoonsgegevens (Wbp; Personal Data Protection Act), the Wet politieregisters (Wpolr; Data 

Protection [Police Files] Act) and the Wet gemeentelijke basisadministratie (Wgba; Municipal 

Database [Personal Records] Act). 

The Dutch DPA must be notified of the use of personal data, unless an exemption applies. 

The framework for performing this task has been set forth in the Wbp and other related legislation. 

In this context, the legislator has implemented Article 28 of the European Privacy Directive 

95/46/EC, which explicitly provides for the existence of such a supervisory authority and which also 

provides that this authority should fulfill its task completely independently.  

These tasks sometimes relate to obligations, but as a rule they relate to powers. Subject to the law 

and the opinion of the court, the Dutch DPA is entitled to take decisions itself regarding the 

execution of these powers. Other tasks, such as providing information and conducting studies of 

new developments, result from the general supervisory task. Also in view of its independence, the 

Dutch DPA has considerable free rein to work out the details of its tasks within the frameworks of 

the act and to set the necessary priorities and decide where to lay particular emphasis.  
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Tasks and powers of the Dutch DPA: 

• Making recommendations regarding legislation  

• Testing codes of conduct  

• Testing regulations  

• Notification and preliminary examination  

• Information  

• Exemption from the prohibition to process sensitive data  

• Making recommendations regarding permits for transfers to third countries  

• International affairs  

• Mediation and handling of complaints  

• Official investigation  

• Enforcement  

• International tasks  

 

Guarantees regarding a proper performance of the tasks  

In the execution of its powers, the Dutch DPA is bound by the standards laid down in the Algemene 

wet bestuursrecht (Awb; General Administrative Law Act). In view of the enforcement powers, the 

guarantees regarding the proper fulfilment of the tasks have been specified more stringently in the 

act: 

• The possibility of objection to and appeal against Dutch DPA decisions to the 

administrative law court.  

• The possibility of submitting a complaint to the National Ombudsman.  

• The Wet openbaarheid van bestuur (WOB; Freedom of Information Act) applies.  

• Pursuant to Article 56(3) Wbp, the Dutch DPA is obliged to adopt administrative 

regulations, among other things providing for rules regarding the work methods and 

procedures in view of the proper and careful performance of the various tasks.  

• As an administrative body, the Dutch DPA is of course also bound by the general 

principles of proper administration.  

 

The information in the employability record itself is not confidential. But it becomes very 

confidential when connected with a person. When connected to a person, someone’s whole social 

and judicial identity is at risk. There is a potential risk of theft. To whom do you show the available 

information? And what does it mean or say about you if you refuse to share information? Can the 

knowledge of information from an employability record be grounds for blackmail? Employability 

history can become a status symbol in relationships between people, also in family relations. How do 

we manage periods without working experience (detained, drug abuse, hospitalization, unemployed, 

…..). Or work experiences we don’t want to share with others? How do we give people a chance to 

break with their past?  

 

In a number of cities in Holland there are experimental situations on anonymous applying for jobs, 

to avoid discrimination. Can TAS3 will have to meet this challenge.  

 

14.2.9 Stakeholders 

The stakeholders for employability are:  

• Employers  

• Trade Unions  

• Department of Education  
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• Department of Labour  

• Education  

• Public employment service  

• Private employment service  

• Social security service  

• Training institutes  

• Employability service providers  

• ePortfolio suppliers  

The users of employability are:  

• Students  

• Employees  

• Job seekers  

• Employers  

In the TAS3-project we make scenarios and use cases for employability that are based on the user. 

We also need to modelling the processes of the employability services.  
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14.3 Healthcare 

 

14.3.1 Introduction 

 

The primary objective of healthcare is the improvement of “quality of care“. This comprehensive 

goal includes such things as treatment improvement (e.g. cure people faster with less side effects, 

drug research, personalized medicine, etc. ), diagnosis improvement (more accurate, avoiding 

unnecessary treatment, etc.), disease prevention, elderly care (home care) and less obvious topics 

such as palliative care. Next to this “noble” objective, there is the harsh reality of cost associated 

with healthcare. Modern societies are suffering from a seemingly unstoppable upward trend in 

healthcare expenditure, e.g. the financial burden of the US healthcare systems reached in 2007 

approximately 15% of the Gross National Product (GNP), in the Netherlands and Belgium this is 

about 10%. Stabilization (and preferably reduction) of the increasing cost is thus another very 

important driver in the sector. 

 
The dynamics regarding these healthcare drivers are illustrated on Above. Among the current trends 

striving for improvement of the quality of care, one of the most important ones is ensuring 

“Continuity of Care”. Next to improving healthcare, a follow-up of patients from cradle to grave 

within a well coordinated healthcare system is an important step in trying to harness the exploding 
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healthcare cost. The availability of a correct view on a patient’s history avoids unnecessary testing 

and therapy, allows for better diagnosis, improved safety (decreasing cost associated with incidents), 

etc. 

 

To achieve this, optimizing the exchange and sharing of medical data is the primary work topic. 

Patient information is distributed in nature, it is created at different locations, e.g. at the primary 

care physician, at a lab, at a hospital (in different departments), etc. Modern eHealth communication 

platforms must provide real-time access to up-to-date patient information to healthcare 

professionals (HCPs). The most common approach to achieve this, is virtual federation of the 

healthcare information available at the different sources. Logically, one of the most important 

aspects of such configuration is preservation of the confidentiality of this sensitive personal health 

information, security and privacy are thus major concerns. 

 

14.3.2 Scoping and trends 

Current trends in the context of the improvement of “quality of care“ and the approach to tackling 

“Continuity of Care” are clearly indicated on [FIGURE] and need no further explanation. 

 

TAS3 aims to provide a solution for managing trust, security and privacy when dealing with personal 

information¸ which is typically generated over a human lifetime and therefore is collected and stored 

at distributed locations and used in a multitude of business processes. TAS3 envisages a dynamic 

user-centric management of policies, putting the end-users in control of their own personal 

information. It is clear from the above that the needs of the modern healthcare information 

exchange environment are perfectly within scope of TAS3. 

 

Finally, it is especially interesting to focus on the evolutions regarding the Personal Health Record 

(PHR) in this context, as they are the ultimate expression of “patient empowerment”. A PHR is a 

health record that is initiated and maintained by an individual and within the scope of TAS3 

restricted to on-line managed information. Roughly, a PHR has three main functional parts: 

History/summary of medical decisions: discharge and referral letters 

Recording of observations and measurements 

Self care planning 

14.3.3 Overview of existing initiatives 

 

As mentioned above, there is a global (i.e. industrialized world) commitment to improvement of the 

medical information flows. The paragraphs below illustrate a number of ongoing initiatives, including 

national initiatives and recent evolutions on the PHR market. Note that all of these initiatives are in a 

initial development or testing stage, and although there is no coordination between the different 

projects, they all share the same view. 

14.3.3.1 National Initiatives 

The Netherlands - "Landelijk SchakelPunt" (LSP) 

Especially relevant to TAS3 is the Dutch initiative, as the TAS3 healthcare pilot will be deployed 

there. The “Landelijk SchakelPunt” (LSP) or “National Healthcare Information Hub forms the heart of 

the new IT infrastructure for the Dutch healthcare sector. The most important service it provides is 

the "referral and routing service", through which healthcare practitioners (and other parties too, 

including patients, at a later date), can request up-to-date patient information from systems located 

at other hospitals, pharmacies and GP practices throughout the Netherlands. 
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The LSP's primary function is to ensure the security of the information that is viewed or exchanged. 

Moreover, the LSP is also the platform by which further development of the Electronic Patient 

Record or EPR can be made possible, such as allowing the patient access to his own record. Finally, 

the LSP offers the opportunity for parties in the healthcare sector to exchange information in a 

standardized, quick and reliable way. 

 

Since the beginning of 2007, the first applications are being rolled-out: the Electronic Pharmaceutical 

Record and primary care summary information for the out-of-office-hours care providers are 

currently used in several parts of the country. 

 

Belgium – (B)eHEalth initiative 

The goal of the Belgian government is to provide a “cooperation platform” for exchange of 

information within the healthcare domain. Important components, relevant to TAS3, are the security 

services, including: 

The use of the electronic identity card (Belgian eID) as authentication mechanism 

"Validated Authentic Sources” as credential providers, currently being: 

Register of healthcare providers 

Database with recognitions of the National Institute for Sickness and Invalidity Insurance 

Database with persons authorized to act on behalf of a health care institution 

Timestamping service 

Anonymizing services for secondary use of patient data 

Reference directory which will not only contain a reference to patient data, but also authorization 

information 

 

Finland - KanTa 

The ‘KanTa’ archiving system (i.e. a central database) will store the records of 5.3m citizens, serving 

the Finnish public healthcare and pharmacies, as well as private medical clinics. In relation to TAS3, it 

is important to note the chosen approach on patient information confidentiality: citizens themselves 

will be able to ensure the protection of their personal data by limiting the type of data displayed on 

their medical profiles. 

 

The US “Nationwide Health Information Network” (NHIN) 

NHIN aims at providing a secure, nationwide, interoperable health information infrastructure that 

will connect providers, consumers, and others involved in supporting health and healthcare. 

Currently prototypes of architectures are being tested, focusing on patient identification and 

information locator services; user authentication, access control and other security protections and 

specialized network functions. 

And the others... 

Other well known examples are: the French “dossier médical partagé”, the UK National Programme 

for IT (NPfIT) by “NHS Connecting for Health”, the Swedish National Patient Overview (NPO), etc. All 

pursuing the same objective. 

14.3.3.2 Personal Health Record 

Especially in the US several companies and institutions offer a Personal Health Record as a service 

for managing a personal health portfolio. Still, patient and physician uptake of PHRs has been slow, 

despite the proliferation of healthcare organizations, health insurers, independent technology 

companies and even large employers offering PHRs in a variety of flavours. 

 

PHR became a worldwide hot-topic when both Microsoft and Google launched their PHR initiatives, 

HealthVault (October 2007) and Google Health (Feb. 2008) respectively, both offering free personal 
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health records on the Web. At the time of writing, Google and Microsoft are still evaluating if they 

will market this product in Europe. 

 

14.3.4 Standards 

 

Many standards exist within the eHealth domain to deal with syntactic and semantic 

interoperability.  In order to illustrate the range of standards that exists and to explain what 

different issues they deal with, a non comprehensive list of frequently mentioned standards is given 

in this paragraph: 

  

Probably the best know organisation involved in the development of international healthcare 

standards is Health Level Seven (HL7). HL7 has defined a whole range of standards, such as: 

  

o Conceptual Standards: the HL7 v3 Reference Implementation Model (RIM) which expresses 

the data content needed in a specific clinical or administrative context and provides an 

explicit representation of the semantic and lexical connections that exist between the 

information carried in the fields of HL7 messages. 

o Document Standards:  The HL7 version 3 Clinical Document Architecture (CDA) is an XML-

based mark-up standard intended to specify the encoding, structure and semantics of 

clinical documents for exchange. 

o Application Standards: HL7 Clinical Context Object Workgroup (CCOW) designed to enable 

disparate applications to synchronize in real-time, and at the user-interface level. 

o Messaging Standards (the most commonly used) 

• HL7 v2 defines a series of electronic messages to support administrative, logistical, 

financial as well as clinical processes. It uses a textual, non-XML encoding syntax 

based on delimiters. HL7 v2 messaging is supported by many medical information 

systems vendors (especially in the US). 

• HL7 v3 messages are based on an XML encoding syntax. 

  

The Dutch national infrastructure for the exchange of data between healthcare providers (of which 

the LSP is one of the base components) uses HL7 v3 messages and documents as its core mechanism 

for information exchange.  

  

One of the most important EU standards within healthcare is EN 13606, which aims to define a 

rigorous and stable information architecture for communicating the Electronic Health Record (EHR) 

of a single patient. The most important contribution of this standard is the information model 

adopted to structure the EHR Information (archetype model). 

  

Integrating the Healthcare Enterprise (IHE) provides implementation standards aimed at medical 

information systems interoperability. The goal of IHE (an organisation of healthcare professionals 

and industry) is to promote the  coordinated use of established standards (such as HL7) and focus on 

providing precise definitions of how standards can be implemented to meet specific end user needs 

(IHE are). 

  

Coding standards aim to solve the semantic interoperability in healthcare, the most well known 

standards are: 

o SNOMED CT (Systematized Nomenclature of Medicine -- Clinical Terms), is a systematically 

organized computer processable collection of medical terminology covering most areas of 

clinical information such as diseases, findings, procedures, microorganisms, pharmaceuticals 

etc.  
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o ICD (International Statistical Classification of Diseases and Related Health Problems ) 

provides codes to classify diseases and a wide variety of signs, symptoms, abnormal findings, 

complaints, social circumstances and external causes of injury or disease. Every health 

condition can be assigned to a unique category and given a code. Such categories can 

include a set of similar diseases.  Extensions include (such as the ICD-CM "Clinical 

Modification") morbidity data and procedure codes. 

o The International Classification of Primary Care (ICPC) is a classification method for primary 

care encounter classification. 

o Logical Observation Identifiers Names and Codes (LOINC) is a standard for identifying 

medical laboratory observations. 

  

  

Particularly relevant to Belgium (and the summary record use case) is the KMEHR -BIS (Kind 

Messages for Electronic Healthcare Record Belgian Implementation Standard) messaging standard. It 

is a simple XML Messaging format, especially used for information exchange with primary care 

physicians. The Summarized Electronic Health Record (SUMEHR - used in the pilots) is a KMEHR 

message, it is only used in Belgium. 

 

14.3.5 Incident/issue reports 

 

A few minutes of “googling” illustrate the fact that incidents involving involuntarily or malicious 

disclosure of medical data unfortunately occur relatively frequently. A good example is the following 

renowned case: from March 2000 until June 2001, drug company Eli Lilly provided an internet 

service called "Medi-messenger" through their promotional website “prozac.com”. Subscribed 

patients received e-mail reminders to take their medicine (Prozac) or renew their prescriptions. On 

June 27, 2001, an e-mail message was sent to all Medi-messenger subscribers announcing the 

termination of the service. In the "To:" line of the message, all of the recipients' e-mail addresses 

were listed. That way, the e-mail addresses of 669 users of the antidepressant Prozac were 

disclosed. The case received quite some media attention and was appropriately regarded as a very 

serious breach, given the stigmatization associated with depression and mental illness. 

 

Regarding more recent events, it is worth mentioning the discovered cases of data loss at the UK 

NHS (end of 2007), which received quite some public attention: see e.g. 

http://news.bbc.co.uk/2/hi/uk_news/7158019.stm, and incident report sites such as 

http://www.privacyrights.org/ar/ChronDataBreaches.htm, which contain many cases involving 

medical data. 

14.3.6 Misuse of information 

 

The cases of abuse of medical information that appeal most to the imagination are abuses of genetic 

data by insurers and employers. Again several reports can be found online, a single example is given 

here: a study conducted in United Kingdom interviewed persons with different genetic disorders. 

The participants were asked whether they had experienced any problems in obtaining life insurance. 

The study found that 33.4% of respondents with a genetic condition reported problems when 

applying for life insurance. The same problems were reported by 46% of persons in families affected 

by Huntington’s disease (i.e. relatives of patients). 

14.3.7 Ethical 
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It needs little explanation that medical information is very sensitive and prone to abuse. Any ethical 

debate regarding healthcare data management thus becomes a difficult exercise often clouded by 

emotional and anecdotic arguments. Relevant topics for TAS3 include: 

• Balancing of the two conflicting interests, common benefit and individual interest (privacy), 

when discussing the (secondary) use of personal medical data for research.  

(cf. data de-identification, consent management, etc.) 

• The “need to know” privacy principle with respect to liability in a direct care or emergency 

setting. 

14.3.8 Stakeholders 

Patients 

• Together with their legal guardians (if there are) 

• Together with their family 

• Healthcare Actors 

• Primary Care 

• Secondary Care 

• Home Care 

• Governmental Bodies 

Associations 

• Patient 

• Professional 

• Scientific 

 

The subject of health insurance and third party payers is left deliberately outside of the scope of the 

use cases and scenarios. Although healthcare data consists of both an administrative (financially 

important) part and a medical/clinical part, the latter is regarded more sensitive than the former. 

Not only because the medical part contains a detailed personal health status, but also because it is 

exchanged frequently amongst professionals and between professionals and patients. In order to be 

useful, health data needs to be available to a range of people for an extended period of time, hence 

patient control on dissemination and use is important. Medico-administrative data lives in a more 

“confined” environment and exchange is largely limited between professionals and insurance, at 

least in the demonstrator countries. 
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Glossary  

 

APEL Accreditation of Prior Experiential Learning 

Becta British Educational Communications and Technology Agency 

CDD Common Data Definitions 

CETIS Centre for Educational Interoperability Standards 

DCSF Department for Children, Schools and Families 

DEEWR 
Department of Education, Employment and Workplace Relations 

(Australia) 

DfES Department for Education and Skills (now divided into DCSF and DIUS) 

DIUS Department for Innovation, Universities and Skills 

EBTA Employer Based Training Accreditation Pilots 

FE Further Education (post-16) 

HE Higher Education 

HEAR Higher Education Achievement Record 

HEFCE Higher Education Funding Council for England 

HEI Higher Education Institution 

ILP Individual Learning Plan 

IMS RDCEO Reusable Definition of Competence or Educational Objective 

JISC Joint Information Systems Committee 

LLN Lifelong Learning Network 

LSC Learning and Skills Council 

MIAP  Managing Information Across Partners 

NOS National Occupational Standards 

NVQ National Vocational Qualification 

PDP Personal Development Planning 

PLASTIC  
Providing Lightweight and Adaptable Service Technology for 
pervasive Information and Communication 

PUPPET      Pick UP Performance Evaluation Test-bed 

QCF Qualifications and Credit Framework 

QoS         Quality of Service 

SLA         Service Level Agreement 

SOAP        Simple Object Access Protocol 

SURF NL ICT foundation for HE and research institutes 

UCAS Universities and Colleges Admissions Service 

UDDI        Universal Description, Discovery and Integration        

UKCES UK Commission for Employment and Skills 

ULN Unique Learner Number 

UVAC University Vocational Awards Council 

WSDL        Web Service Description Language 

WS-GUARD    WS-Guaranteeing Uddi Audition at Registration and Discovery 

XCRI Exchanging Course-Related Information 

XPT       XML-based Partition Testing 

XSD XML Schema Definition 
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