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1. EXECUTIVE SUMMARY 

 
 
 
The WP01 “Design Requirements” (D1.4) is the 3P

rd
P contribution to the requirements. Part of 

the requirements work package, “State of the Art” (D1.1) describes current standards, 
technologies and methodologies; “Requirement Report” (D1.2) gathers all requirements for 
reusability as well as requirements for unsolved problems. The “Design Requirements” 
document takes as input the “State of the Art” and the “Requirements Report” to ensure that 
the future design is achievable and consistent with TAS3’s expectations. These Design 
Requirements directly impact the Architecture Design (D2.1) and must be fulfilled within the 
future framework’s architecture. “Requirement Reports” and “Design Requirements” are the 
outcome of multiple meetings and discussions involving all partners. 
 
This document is a first iteration version, it provides a list of necessary features for TASP

3
P 

architecture. The included Design Requirements are derived from on a set of scenarios 
selected for having the most common requirements among the different demonstrator’s 
domains.  This document will be updated, in its next version, with all the details from other 
scenarios and use cases 
 
For a wider approach and a better understanding, specific Legal Requirements have been 
included. Legal aspects have been checked in relevant Design Requirements, however 
describing specific legal issues in the design document gives a better visibility of what should 
be part of contractual agreements or IT solutions. The same approach has been taken for 
Technical Validation that defines requirements to ensure that the framework will be testable. 
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2. Introduction  

1.1 Scope and objectives  

The primary objective of the first iteration of this document is to elicit and specify the 
requirements based Employability (Kenteq) scenarios. Furthermore, it also provides the 
refinement and, in some cases, an extension of the scenario story, thereby painting a clearer 
picture of the scenario itself. Requirements are used as inputs for the design phases of the 
system development process. In order to elicit and specify the security and trust 
requirements, we adopt classical software engineering approaches X[1] XX[2]XX[2]X.    
 
Requirements provide descriptions of the problems rather than specifications of the possible 
solutions to the problems. As an example, we avoid describing the security mechanisms 
(e.g., digital signature) as a requirement since it is a service fulfilling a requirement and not 
a requirement itself (for instance an appropriate requirement would be, “the information in 
the Customer Information File shall not be shown without customer authorization”). 
 
A requirement is expressed as a sentence in natural language representing a single logical 
statement. Ideally, it should be simple and precise enough so that it is not possible to break 
it down. As a rule, a requirement might contain parts that describe a “cause” and an “effect” 
namely “if something happens, then react as follows”. Many processes in the development 
phase of a product depend on the quality of the requirements. As a consequence 
requirements must be easily understandable so as to avoid ambiguity and prevent 
misinterpretation by the people that will use them. Writing quality requirements implies to 
separate multiple requirements that may have been aggregated in one single statement. 
Even more important, it must be testable to see if each requirement has been met. We can 
devise tests or use other verification approaches, such as inspection or demonstration, to 
determine whether each requirement is properly implemented in the product. If a 
requirement is not objectively verifiable, determining whether it was correctly implemented 
or not is a matter of human interpretation and this can endanger the entire development 
phase. Requirements that are not consistent, feasible, and unambiguously specified are not 
objectively verifiable.  
 
The specification of requirements is a difficult but well-known process.  The methodology 
behind it has been improved over time and a standard terminology language has been 
proposed. According to this language each sentence written to express a requirement must 
contain some keywords. The keywords to be used are: 
 

• “SHALL” or “MUST”: this feature is mandatory and will be tested, 
• “SHOULD”: this feature is appreciated but not mandatory, 
• “NOTE“: it could be used in order to better explain a requirement,  
• “AUTOMATICALLY/MANUALLY”: it could make a requirement clearer. 
•  

On the contrary the following keywords are not acceptable in a requirement: “MAY”, 
“MAYBE”, “POSSIBLY”, “WILL” as they may introduce some uncertainty.  
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1.2 Document overview 

The rest of this document is articulated in five sections. Sections are the following:  

Scenarios from demonstrators: these scenarios contain the requirements from the 
business demonstrators with a summary which briefly explains what happens in the 
scenario. It then presents:  

• A description of the actors. 

• The process diagram of the scenario. 

• A step by step description which presents the various steps to be performed under 
the scenario. Each step is more a “TAS3” description than a demonstrator’s one. 
Scenario and processes are fully described in the demonstrator’s deliverables for 
more details (see WP09 D9.1). 

 

Design requirements, a list of requirements that will be elucidated using the 
methodology (Classic engineering approach) that has been shortly detailed above.  

Architectural & Technical Design Requirements will focus on the framework’s overall 
requirements as well as requirements’ dependencies. 
 
Legal Requirements will provide a global understanding of legal issues. These have an 
impact on the design thus they are described in this document.  Other design 
requirements have been cross-checked for legal issues. 
 
Technical Validation Requirements for the testing phase. These requirements are 
dependent on the framework rather than the demonstrator’s scenario. 
 

Many concepts and solutions used in this document are described in details in the “State of 
the Art “(D1.1) or in  the “Requirements assessments report” (D1.2) from WP01. 
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3. Scenarios from Demonstrators   

This chapter introduces “Accreditation of Prior Learning” and “Mass layoff” employability 
scenarios; these are fully described in deliverable D9.1 from WP09. Further iteration of this 
document will provide additional requirements from UK employability and health care. 
However, even if UK employability and health care scenarios are not specifically part of this 
document, TAS3’s discussions involved all employability and health care domains to avoid 
major updates or future inconsistencies in the architecture’s design. 

1.3 Accreditation of Prior Learning (APL) 

 
Description of the Use Case scenario APL: 

1. Employee wants to use an “APL voucher”. He asks for an APL voucher at the Branch 
Office. The coach grants a voucher to the employee. 

2. The employee starts the process and searches for a trusted Employability provider 

3. Search criteria, trust and privacy negotiations between coordinator and employability 
providers. 

4. Initializing APL, employee selects Kenteq as Employability provider 

5. Employee receives credentials for the Kenteq APL process 

6. He fills out his portfolio information 

7. Kenteq executes the APL process. The APL results and the certificate are exchanged 
with his ePortfolio 

8. Feedback from the employee to the Branch Office that the APL execution is completed. 

9. The employee authorizes his employer (HR manager) to access the showcase of his 
ePortfolio 

 
A video of this scenario is available at HTUhttp://www.youtube.com/watch?v=-sbELE8xMrIUTH 

 

1.3.1 Actors  

  
Scenario Actor Person Task 
ePortfolio Provider 
 

Employee The employee (user) applies for an 
APL 

Branch Office Personal coach 
Coordinator 

The coach grants an APL voucher 
The coordinator controls the APL 
procedure 

Employability Provider 
Kenteq 

(APL) coach 
Assessor 

Helps to fill out the portfolio 
Execute the APL process 

Employer 
 

HR Manager Supports the development of the 
employee 
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1.3.2 Process  

 

 
Figure 1 : APL Process 

1.3.3 Step by step description 

1.  

- TEmployee (user) authenticates to Portal SSO. 
- TMutual Authentication and Authorisation. 
- THe contacts his coach and asks for an APL voucher. 
- TThe APL voucher is granted (provided by human) 

2.  

- TThe user contacts the coordinator in the Branch Office 
- TAttribute aggregation of credentials  
- TMinimum of credentials in order to Register required by National Criteria from 

Social Partners 
- TSet the user's privacy policy for TPersonal Identifying InformationT (PII) and 

consent to use this PII 
- TIndirection between service names and locations to enable change of location 

and addressing information and evolution 

3.  

- TFind possible Employability Providers that provide the APLT Tthe employee wants 
to do. 

- TFind out which are trustworthy 
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- TNeither party must reveal too much information about themselves. 

4.  
- TEmployability Providers must not be able (to collude) to link requests of Branch 

Office 
- TUser credentials must be tamperproof, confidential and only usable by Branch 

Office coordinator 
5.  

- TUser ranks reputation of Employability Provider and one is choosen.T TThis 
performance rating is provided after using the services of the Employability 
provider and used in future computations of the reputation of the EP. 

- TDelegation from the user to the portal 
- TEmployability provider may have to merge policies of employee and itself. 

6.  
- TPortal must be able to understand that additional user credentials/certificates 

are required 
- TPortal may need to discover the providers of these certificates 
- TRequirement for portal intermediary to pass messages between service 

providers without fully understanding their contents 

- TRole based signing is required 

7.  
- TPortal must be able to understand that additional user credentials/certificates 

are required 
- TPortal may need to discover the providers of these certificates 
- TRequirement for portal intermediary to pass messages between service 

providers without fully understanding their contents 

- TRole based signing is required 

8.  

- TThe user gives Tfeedback to the Branch Office that the APL execution is finished 

9.  

- The employee authorizes his employer (HR manager) to access the showcase 
of his ePortfolio 

 
 



 
 
 

Design Requirements Page 11 of 35 

  
  

  

 

1.4 Mass Layoff Scenario 

 
Description of the Use Case scenario Job seeking: 
 

1. Job seeker asks a “search voucher” 

2. Job seeker does an intake in the mobility centre 

3. He does an assessment which result in his Personal Competency Profile (PCP) 

4. His PCP is exchanged with his ePortfolio 

5. He gets access to a certified Vacancy data provider (database with Vacancy 
Competency Profiles -VCP-) 

6. He searches for a good fitting vacancy (Match between PCP and VCP) 

7. He applies for a Job 

8. He signs a contract 

9. (He starts a course of training) 

 

 

1.4.1 Actors  

 
Scenario Actor Person Task 
ePortfolio provider 
 

Job Seeker find a job 

Mobility centre 
 

Personal coach grant a voucher  

Employment Office Employment coordinator 
 

Provide vacancies profile credentials 

Employability provider Assessor Kenteq 
 

Executes the assessment 

Vacancy providers Randstad, CWI, 
Nationale vacaturebank, 
etc.. 

Maintenance and providing Vacancy 
database 

Employer 
 

HR Manager Searches for new staff 
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1.4.2 Processes  

 

 

T 

Figure 2 : Mass Layoff process 

1.4.3 Step by step description 

 
1.  

- TJob Seeker (user) Authenticates to Portal SSO 
- TFind a Coach 
- TMutual Authentication and Authorisation 

 
2.  

- TFind Employment Offices 
- TAttribute aggregation of credentials  
- TMinimum of credentials in order to Register 
- TSet the user's privacy policy for TPersonal Identifying InformationT (PII) and 

consent to use this PII 
- TIndirection between service names and locations to enable change of location 

and addressing information and evolution 
 

3.  
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- TCollect self asserted preferences from the user and the privacy policy 
regarding these preferences 

- TConsent to collect additional PII or ask user to provide it 
- TThe submitted Profile must be tamperproof and forwardable to Vacancy 

providers 
- TUser must be able to act with different personas with different vacancy 

profiles 
 

4.  
- TFind possible Service Providers that provide the right sort of jobs via the portal. 
- TFind out which are trustworthy 
- TNeither party must reveal too much information about themselves 

 
5.  

- TVacancy providers must not be able (to collude) to link requests of 
employment office 

6.  
- TUser ranks reputation of Employment office 

7.  
- TRequirement to handle very large data sets 
- TUser ranks reputation of Vacancy Provider 
- TDelegation from the user to the portal 
- TVacancy provider must be able to stick policies to the returned vacancies 
- TVacancy provider may have to merge policies of employer and itself. 

 
8.  

- TPortal must be able to understand that additional user credentials/certificates 
are required 

- TPortal may need to discover the providers of these certificates 
- TRequirement for portal intermediary to pass messages between service 

providers without fully understanding their contents 
- TRole based signing is required. 

 
9.  

- TUser must have a means of signing the contract 
- TEmployer must have means of signing 
- TEmployer must have means of sending contract to user. 
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4. Design requirements  

This chapter describes requirements with a focus on scenario’s steps. As scenario have a 
major overlap from a TAS3 perspective, the list of requirements may refer to both scenario or 
only one if indicated. 
 
For easier access, requirements are split and numbered per work package.  

1.5 Business Process 

Business process specific requirements are based on the “APL” scenario. 
- Req 3.1: People should be able to use their existing accounts when taking part in 

processes of organisations they did not have contact with before. 
o Req 3.1a: The Candidate should be able to log into the system of the 

employability using his existing account from his company. 
 

- Req 3.2: The assignment of users to workflow tasks and roles needs to be flexible. 
Assignment should be possible based on a mapping to organisational roles and by 
explicit modelling in the process. 

o Req 3.2a: The candidate’s coach for the APL process can be chosen based on 
the fact that he is assigned the role “APL coach” at the employability agency. 

o Req 3.2b: The candidate’s assessor will be chosen by the employability 
provider (or, later, possibly automatically) after he or she has signed up for 
APL. 
 

- Req 3.3: It must be possible to delegate the right to access data to others. 
o Req 3.3a: The APL coach should be able to grant access to e-learning 

resources to the candidate. 
o Req 3.3b: The candidate must be able to grant his coach and his assessor 

access to his portfolio. 
 

- Req 3.4: It must be able to delegate workflow roles or tasks. 
o Req 3.4a: When the APL coach responsible for a candidate is on vacation, he 

should be able to delegate his responsibilities regarding the APL of that 
candidate to someone else. 

o Req 3.4b: Delegations must be subject to a delegation policy. With such a 
delegation policy, it must be possible to specify to whom delegation may occur, 
if chained delegation is allowed, and which application-dependent constraints 
must be fulfilled. Such application-dependent conditions can also be based on 
whether data in the process contains certain categories of specifically sensitive 
information (e.g., medical information). 

o Req 3.4c: The assessor might be allowed to delegate the assessment to a 
junior assessor, but only for basic qualifications or specific parts of the 
qualifications to be accredited. 
 

- Req 3.5: It must be possible to specify separation of duty constraints, i.e. that some 
tasks may not be performed by the same person. 

o Req 3.5a: The candidate should not be coached and assessed by the same 
person, because there is a conflict of interests between these two tasks: The 
assessment of the candidate’s performance after coaching is implicitly also 
about the quality of the coaching. 
 

- Req 3.6: It must be possible to change permissions to individually identifiable 
information at any time, and the updated permissions must be honoured immediately. 
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o Req 3.6a: The candidate discovers that he has included the certificate of a 
Norwegian language course that he had visited for fun some years ago into his 
portfolio. Since neither the grade was very good, nor he remembers any of it, 
he does not really want this certificate to be looked at by third parties. He must 
be able to revoke access rights with immediate effect. 

o Req 3.6b: The coach informs the candidate that detailed grades from his high 
school diploma are not available to him, and that the candidate’s training might 
be shortened if these grades proof abilities he needs for his new qualification. 
The candidate should be able to grant access to the coach, who must then be 
able to access it. 

 

 

1.6 Trust Requirements 

The architecture shall provide a trust policy evaluation component (T-PDP cf XGlossary X).  The 
requirements related to the T-PDP are elaborated below, starting with requirements that the 
T-PDP places on the overall TAS3 architecture in which it is embedded, followed by general 
requirements of the T-PDP.  Finally specific requirements based on “Mass Layoff” scenarios 
are given. 
 

- Req 5.1 the T-PDP must support user selected policies. 

o Req 5.1a A Job Seeker must be able to choose trust requirements for access to his 
PII and preferences (Steps 2,3) 

o Req 5.1b A Vacancy Data Provider must be able to express the job profile in a 
policy and attach as trust requirements to the full project description and the 
application process. (Steps 5, 6) 

o Req 5.1c The T-PDP must support structural trust rules  

o Req 5.1d A Job Seeker must be able to express trust in only Vacancy Data 
Providers Certified by a trusted Accreditation agency. (Step 4) 

o Req 5.1e A Vacancy Data Provider must by able to require a degree from a 
certified Higher Leaning Institution in the policy expressing the job profile 
requirements. (Steps 5,6) 

 

- Req 5.2 the T-PDP should support trust decisions based on dynamic data such as KPIs (cf 
XGlossary X). 

o Req 5.2a A Vacancy Data Provider should be able to define the weighted KPI 
metric and use this in his trust requirements. (Step 5,6). Part of job profile could 
be e.g. good performance on number of patents applied for and billable hours. 
Only candidates which satisfy the basic requirement will be allowed to see the full 
project description 

 

- Req 5.3 the T-PDP should be able to fetch required KPI data from external sources. 

o Req 5.3a Evaluating a Vacancy Data Providers trust policy the T-PDP should 
determine the KPI information needed and download the KPI statistics from a web 
service and thus use up-to-date information in its trust decision. (Steps 5,6) 
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o Req 5.3b a (web) service should provide normalized KPI factors 

 

- Req 5.4 the T-PDP must support reputation based on different behavioural factors (cf 
XGlossary X). 

o Req 5.4a A Vacancy Data Provider should be able to define the required 
reputation; e.g. a good score on the facets `cooperation’ and `communication’ 
within feedback on the applicants’ performance. (Steps 5, 6) 

o Req 5.4b The T-PDP should evaluate the reputation of a Job Seeker and 
incorporate it in the trust decision, (Step 8). Evaluation can be done by calculating 
the value of the reputation metric defined by the vacancy data provider in step 5,6 
(req 5.4a) 

o Req 5.4c The Trust Information Collector (cf XGlossary X) should collect and store 
reputation and performance feedback information and make this available to the 
T-PDP for evaluating reputations. 

o Req 5.4d. A Job Seeker should be able to provide feedback to be used in 
determining the reputation of the Employment office. (Step 7) 

o Req 5.4e. A Job Seeker should be able to provide feedback to be used in 
determining the reputation of the Vacancy Providers. (Step 8) 

 

- Req 5.5 the T-PDP should be able to request required credentials from external sources. 

o Req 5.5a The T-PDP should be able to fetch and validate additional credentials 
needed to establish trust worthiness of the Doctor assigned to perform the Medical 
Tests (Step 9)  

 

1.7 “Trusted Application Infrastructure”  

 

- Req. 8.1.: “TrustAndPrivacyNegotiator”:  a service must  return an endpoint for a 
service call that is trusted. That means the user should define a trust parameter or a 
trust threshold. Based on this trust level the TrustAndPrivacyNegotiator should decide, 
whether the service is trusted or not. (Step 3) 

- Req. 8.2.:  a component should provide a method to call service providers based on 
trust criteria and a method to determine which security information is needed to 
decide particular policies (Step 6).  
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5. Architectural & Technical Design Requirements 

 
This chapter focuses on the overall framework design’s requirements needed to fulfill 
Employability Demonstrator requirements. Furhter requirements will emerge in future 
iteration. 
 
Each WP/domain describes its requirement with a dependency part allowing to highlight 
cross-requirement among WP’s.    

 

1.8 Business Process 

1.8.1 Architectural 

 
- Req 3.8: The architecture should provide secure data repositories. 

o Req 3.8a: The data repositories should support delegation of authority. 
 

- Req 3.9: The architecture should provide a mechanism to identify data of designated 
sensitive categories. 

o Req 3.9a: The architecture should provide a data format and ontology to mark 
such data. 

o Req 3.9b: The architecture should provide a service to check for such marks. 
 

- Req 3.10: Processes must be able to react to and recover from security violations in a 
secure way. 

o Req 3.10a: The process execution engine must be notified about security violation 
: 

o Req 3.10b: The process execution engine must raise BPEL events on security 
violations. 

o Req 3.10c: The modelling tool must support modelling of security event handlers. 
 

1.8.2 Dependencies 

- Req 3.11: The business process execution engine must evaluate and enforce sticky 
policies as defined for the architecture. 

 

1.9 Identity Management, Authentication and Authorisation 

1.9.1 Architectural 

The architecture shall meet the following requirements. 

- Req 7.1 Users must be able to authenticate to services using their existing authentication 
credentials without needing to be issued with new authentication credentials by each new 
service they wish to access 
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o Req 7.1a The system shall support multiple Identity Providers (IDPs) and multiple 
Service Providers (SPs) that have mutually agreed trust relationships between 
them. If the IDP sends the attribute assertion to the SP, then it  has to trust the 
SP since it is providing it with an attribute assertion. There are privacy issues here 
– the IDP must trust the SP to protect this information. If the IDP gives the 
assertion to the user, the IDP trusts the user to act responsibly with this, and 
allows the user to give it to anyone the user trusts. 

o Req 7.1b Users must be enrolled with an Identity Provider in order to use the 
services of its mutually trusted Service Providers. 

- Req 7.2 Users shall be allowed to enrol with multiple Identity Providers under different 
unrelated identities 

- Req 7.3 Users shall be allowed to link their various identities together, at their sole 
discretion, in order to use their combined credentials to access Service Providers which 
require the combined credentials. The SP will know that the user has multiple attributes 
from multiple authorities but won’t know the individual IDs of the user with each SP. The 
ID itself is of no concern unless the SP provides personalized services or wishes to track 
the user between sessions. E.g. The user presents a Visa card and an IEEE card which 
gives him 10% discount, but the SP does not know the ID of the user with either Visa or 
IEEE 

- Req 7.4 User shall be able to delegate access permissions to their private resources to 
other users 

- Req 7.5 Service Providers shall be able to set the policies (authentication, authorisation 
and trust) that control access to the resources under their control 

- Req 7.6 Users shall be able to set the policies that control access to their personal 
identifying information (PII), and this policy should stay with their PII regardless of where 
this PII is subsequently held. 

- Req 7.7 Regulatory Authorities shall be able to set the policies that control legal access to 
PII 

- Req 7.8 The Authorisation system shall support the setting of multiple authorisation 
policies by multiple authorities and be able to resolve any conflicts between these in a 
mutually acceptable manner 

- Req 7.9 The authorisation system shall be able to support an escape mechanism (called 
Break The Glass) that allows unauthorised users to access protected information under 
specified conditions. 

- Req 7.10 The authorisation system shall be able to support history based access control 
decision making i.e. where the current decision is based on both the current context and 
previous decisions. 

- Req 7.11 The system shall support a tamper proof audit capability in which the audit logs 
are visible to trusted third parties 

- Req 7.12 The system should provide the users with a single sign on (SSO) capability. 
(Note, this is not mandatory since some experts believe that SSO is a vulnerability) 

- Req 7.13 The system should provide users with a single sign off capability. 



 
 
 

Design Requirements Page 19 of 35 

  
  

  

- Req 7.14 The system shall allow two entities (typically an IDP and SP) that do not have a 
trust relationship to dynamically create one 

- Req 7.15 The authorisation system shall allow policy administrators to dynamically update 
their policies without requiring any system components to be stopped and restarted 

- Req 7.16 Policy administrators shall be able to delegate the management of (parts of) 
their policies to others. 

1.9.2 Dependencies 

- Req 7.17 All system components must be able to write to the audit function. 

- Req 7.18 The authorisation component shall be able to make use of information from the 
Trust component when making an authorisation decision 

- Req 7.19 All services and applications shall depend upon the same IDM, authentication 
and authorisation infrastructure and not invent their own. 

- Req 7.20 There shall be a simple easy to use service oriented interface between the 
application dependent code and the IDM, authentication and authorisation application 
independent infrastructure 

- Req 7.21 The information that is sent to the audit function should be dependent upon the 
state of the system, and events (external or internal) must be able to dynamically effect 
what information is sent to the audit function. 

 

1.10 Trust 

1.10.1 Architectural 

- Req 5.6 the architecture shall provide a facility (PEP) to determine when trust policies 
need to be evaluated and call the appropriate component (the Trust PDP). 

- Req 5.7 the T-PDP should provide sufficient performance. 

o Req 5.7a The T-PDP should be able to handle high load traffic. 

o Req 5.7b The T-PDP should perform well in a distributed and heterogeneous 
environment.  

o Req 5.7c The T-PDP should be able to support mechanisms for caching decisions 
and determining the need for re-evaluation. 

- Req 5.8 the T-PDP should be open and flexible enough to support multiple systems. 

- Req 5.8a the T-PDP interface definition should be open. 

- Req 5.8b the T-PDP should be implementable without imposing proprietary solutions. 
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1.10.2 Dependencies 

 

- Req 5.9 the T-PDP should integrate well in the TAS3 middleware and be 
implementable on different systems. 

o Req 5.9a the T-PDP should accept queries expressed in XACML request 
style format. 

o Req 5.9b the T-PDP should respond with XACML style response messages. 

o Req 5.9c the T-PDP should be able to retrieve trust policies form a trust 
policy administration/information point. 

 
 

1.11 Trusted Application Infrastructure 

1.11.1 Architectural 

Components of the “Trusted Application Infrastructure” are built as web services and 
therefore they need clearly designed interfaces. Detailed information of this infrastructure is 
present in the annexes (chapter X11X) 
 

- Req. 8.3: “Obligations Watchdog Service”: a service should be able to attach 
obligations to requests or responses. 

 

1.11.2 Dependencies 

 

- Req. 8.4: “Audit Guard Service”: a service should be able to log outgoing requests, 
policies, and transactions. 

1.12 Integration Requirements 

 

- Req 12.1 All components of the system SHALL be constructed and configured in such a 
way that no single failure of any component can reduce the security and trustworthiness 
level of any other component or the system as a whole. NOTE this does not mean that the 
system shall be reliable in terms of uptime or throughput performance. 

- Req 12.2 If any component encounters trouble, the system SHALL be able to correctly 
identify the root cause of the problem using log escalation and other techniques. 

- Req 12.3 to improve trustworthiness, the system SHALL have a clear time limit on failure 
fix attempts. Beyond the time limit, a routine rollback to a known-secure state SHALL be 
executed. 

- Req 12.4 wherever possible, the system SHALL deploy standard software components to 
perform well-defined tasks instead of integrating these tasks into custom software. NOTE 
the reasoning is that this should reduce the chance of error and lowers the maintenance 
burden on the developers. 
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- Req 12.5 the relevant interface specifications SHALL be published on a revision-controlled 
system with mandatory subscription, so that any changes can be guaranteed to reach the 
relevant developers. 

- Req 12.6 All components of the system SHALL be built using strict quality assurance 
procedures, with evidence of the process available. 

- Req 12.7 All components of the system SHALL be certified for compliance with TASP

3
P 

security requirements (“play the game”) and evidence SHALL be available that these 
components have not seen uncertified changes since the certification. 

- Req 12.8 to improve trustworthiness, the system SHALL implement Audit Guards in all 
relevant places as early as possible. 

- Req 12.9 to improve trustworthiness, the system SHALL implement constellation-wide 
testing facilities as early as possible. These facilities will be used to do early certification 
testing and run-time monitoring. 

- Req 12.10 to improve trustworthiness, the system SHALL have clearly distinct roles and 
duties for developers and administrators. 
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6. Legal Requirements 

The Employment scenario listed in the requirements provides an excellent starting point to 
explore the information governance and contractual framework that need to be applied in a 
TAS3 infrastructure.   
 
All organizations will need to have appropriate polices and will need to be bound to the TAS3 
policy frameworks by contract (contract 1.1.x-1.3.x).   In light of the different environments, 
we would see three versions of the general framework obligations contract: Educational 
(1.1), recruitment/placement services (1.2) and employers (1.3) As the scenario is further 
developed we will be able to determine if the needs of the organizations and uses of 
information by them vary sufficiently to have multiple versions of contract 1.1-1.3 hence the 
use of possible “.x”. Organizational participants to a TAS3 trusted infrastructure might also 
provide incidental or occasional services that may warrant one off as opposed to framework 
contracts.  These should be considered ad-hoc, or where periodic occurrence is possible may 
be a contract 1.4.x – the “x” being a variable as to type. 
 
Once more of the obligations inherent in the data flows have been clarified and associated 
with processing needs, contract details can be specified.  For 1.4.x and ad-hoc contracts it is 
most likely that a guidance/checklist approach would be best to assure needed flexibility 
exists to deal with some less foreseeable one-off contracts.  
 
Framework contracts will need to bind organizations, to policies (privacy, security…); 
technical implementation requirements; information access, use, control; operational 
requirements; audits and controls.  As matriculation occurs and employment histories are 
initiated, contracts will also be used to assure that skills are appropriately reflected in 
employment portfolios.  Optimally these terms will be part of the larger organizational 
framework contracts (1.1-1.4), but could be separated out should the need arise.   
 
All participants will also need to be contractually enrolled in the system so that their 
obligations are clarified and made binding on the participating organizations.  Local 
requirements may require differing contracts between students and employees, so we would 
foresee two possible enrolment requirements – Students – enrolment contract 2.1 and 
employees enrolment contract 2.2.  A variable of these contracts may also exist for 
enrolment via a trust agent – a third party acting on behalf of the individual and that may 
manage or store an employment portfolio. 
 
While beyond the scope of TAS3, participating organizations must develop appropriate 
clauses within their employment contracts and related policies to assure that employees are 
properly bound to organizational policies that correctly reflect these obligations. 
 

- Req 6.1 : Personal Data should only be collected/processed for fair and legitimate 
business purposes. 

- Req 6.2 : The purpose(s) for collection must be clearly specified. 

- Req 6.3 : The collection related to those purposes must be relevant and non-excessive. 

- Req 6.4 : Personal data must be accurate and, where needed, up-to-date. 

- Req 6.5 : Use, and subsequent use, of personal data must not be incompatible with the 
purposes specified and should be with the consent of the data subject 
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- Req 6.6 : Appropriate security (technical and organizational) measures against 
unauthorized/unlawful/accidental access; modification, disclosure, destruction, loss or 
damage to personal data must be in place. 

- Req 6.7 : Controllers and processors should have duties to maintain confidentiality of 
information. 

- Req 6.8 : Modification of sensitive data should be possible for greater restrictions. 

- Req 6.9 : Data subjects should have the right to know what types of data are being 
maintained and should  have the right to access and correct personal data.  

- Req 6.10 : Service Provider Obligations:  While actual contract instruments will need to 
be tailored to the role of the service provider, some basic questions arise as to what 
infrastructure and policy requirements should be binding.  A framework should consider 
whether the following list of major issues should be required, or at a minimum be 
addressed in some way: 

• Use of up-to-date Anti-virus/ Spyware/ Malware detection systems 
• Spam filters (may need to define settings to assure that legitimate mail is not 

suppressed) 
• Penetration testing (may only be appropriate for largest players)TPD

i
DPT 

• Encryption 
o In transit 
o At rest 

• Security polices 
o Physical 
o Logical 
o Administrative 
o Separation of Duties 

• Privacy policy 
o W/specific obligation to honor preferences and negotiated obligations of end 

users  
o Notice 

• Complaint handling policies / mechanism 
• Compliance processes/officer 
• Contact points 
• Internet Access and Use Policies 
• Training 
• Code of ethics 
• HR Policies (related to vetting of employees that have access to personal to the 

extent permitted by law) 
• Service Level Agreements 
• Breach Notification 
• Disaster recovery / Business continuity plans/exercises 
• Audit/oversight 
• Exceptions and Emergencies handling polices 
• Government/Law Enforcement obligations/request for information policies  
• Third party agreements’ obligations/requirements clauses 

 

- Req 6.11 Infrastructure Obligations: Beyond the contracting framework and 
depending on the organization of the infrastructure, the infrastructure itself should 
include some framework elements : 

o privacy policy notice to participants 
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o compliance processes and staff 

o minimum technical requirements to access the infrastructure and terms 

o conditions and service levels 

- Req 6.12 : A versioning and archiving system should exist for contract terms.  We 
need to understand what terms were in place if an after the fact issue arises. 

- Req 6.13  :  A checklist methodology should assure that contract are in place prior to 
actors being considered for services or being provided system access.   

- Req 6.14 : Audit procedures related binding terms of technical security or 
infrastructure (level of encryption, required infrastructure) should be defined. 

- Req 6.15 : the framework should provide Feedback mechanism into contract with 
possible revocation for consequences for breach of terms.  If TAS3 is centralized 
infrastructure run a service provider or consortium how does a user complain and 
what are the consequences related to the action. While the consequences are beyond 
technical the compliant has to include and online mechanism.  Tracking may need to 
be in place to prove or disprove complaints and if termination of rights occurs that 
system information and access must reflect those findings. 
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7. Technical Validation Requirements 

1.13 Online Testing Phase 

This section describes the requirements that concern the online testing phase, as defined by 
the Audition technique. The requirements are grouped in requirements imposed on the TAS3 
infrastructure ( X1.13.1X), requirements imposed on the TAS3 registry  (X1.13.2X), and 
requirements imposed on the services that are to be deployed on the TAS3 infrastructure  
( X1.13.3X). 
 

1.13.1 Requirements on the TAS3 Infrastructure (I) 

 
Req. 10.1 Service Registration 
Services must undergo a registration phase 
Rationale: Services providing to be accessed by other services should undergo a registration 
phase before accessing other services or being accessed by other services. If no registration 
phase (or similar phases) is foreseen by the TAS3 infrastructure the audition testing phase 
will not be applicable. 
 
Req. 10.2 Testing Driver 
TAS3 infrastructure must include a service testing driver 
Rationale: in order to test services asking for registration the TAS3 infrastructure must 
include a specific component able to retrieve/generate a test suite. The test suite is used to 
evaluate the service asking for registration. 
 
Req. 10.3 Test Storage 
Text: TAS3 infrastructure must provide a storage to save and retrieve test cases 
Rationale: Test suites to be used for audition purpose should be available through a suitable 
storage provided by the TAS3 infrastructure. Implementation of this requirement provides 
better guarantees over test suites control. The storage is used by the driver to retrieve test 
suites. 
 
Req. 10.4 Service Identification 
TAS3 infrastructure must impose the use of identified communications among services.  
Rationale: the use of identified communication (i.e. the message sender is explicitly 
specified) is required in order to recognize the service communicating with the registry. This 
information is needed by the registry to recognize the status of the requesting service. 
 
Req. 10.5 Service Upgrade 
TAS3 infrastructure should be able to recognize when a registered service is upgraded or 
modified by the service provider. 
Rationale: if a service corresponding to a registered end-point is modified or upgraded, it 
must undergo a new audition phase. A modification to the service could undermine the 
stability of services using the upgraded service. Therefore at this stage we ask for the 
notification of the event. 
An important open problem is how to deal with services that are using the old service. To 
stick to the Audition stategy they should retested, but probably this is not feasible in most 
real-life scenarios. One solution could be to disallow service upgrade, which means that new 
versions of a service should be registered using a different end-point. 
 
Req. 10.6 Service Stubs 
TAS3 infrastructure should provide support to store service stub definitions. 
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Rationale: Stubs will be used in place of stateful services when a service undergoing the 
audition phase asks for references to required services. 
 

1.13.2 Requirements on the TAS3 Infrastructure Registry Component 

 
Req. 10.8 Testing Registry 
TAS3 registry must be able to activate a testing phase when a service asks for registration 
Rationale: To apply the audition stage the registry should not guarantee immediate 
registration to requiring services. Registration within the directory should be linked to the 
results of the audition/testing phase. The registry should be able to start a testing phase 
when a service asks for registration. 
 
Req. 10.9 Service Registration 
TAS3 must guarantee publication only to those services passing the audition phase 
Rationale: publication is guaranteed only to those services for which the associated test 
suite does not highlight any error. 
 
Req. 10.10 Pending Status 
TAS3 registry must be able to recognize services undergoing audition 
Rationale: to fully apply the Audition phase it is required that the registry be able to put 
services undergoing the testing phase in a pre-publication state (“approval pending” status). 
To apply audition it is necessary to record and recognize services in the pending status. 
 
Req. 10.11 Inactive status 
TAS3 registry must be able to keep track of services in an inactive state 
Rationale: it is possible that services asking for registration are not usable since they need 
to use services that are not available yet in the registry. Such services should be associated 
to an inactive status in which it is specified what is the missing service that causes the the 
“inactive” status. 
 
Req. 10.12 Resuming audition 
After registration of a service, TAS3 registry must be able to resume the audition phase 
for services that had been kept in a inactive status because of that service. 
Rationale: Successful registration of a service could permit the activation of services in the 
inactive state. For such services the audition phase should be resumed. 
 

1.13.3  Requirements on Services deployed over the TAS3 Infrastructure 

 
Req. 10.13 Service are test-aware 
A Service asking for registration must be aware of the fact that it will undergo a testing 
phase. 
Rationale: This requirement asks the service developer to consider that the service will be 
submitted to a testing phase. All invocations made during the testing phase should not lead 
to permanent consequences (e.g. spurious writes on databases or other undesired side-
effects). 
 

1.14 Offline Testing Phase 
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1.14.1 Testing of XML-based interchange and communication formats 

 
Req. 10.14 XML-Schema specification 
All data exchanged as XML must conform to a Schema specified according to the 
XML-Schema standard 
Rationale: This is needed in order to employ CNR's TAXI , which is currently able to 
generate instances of documents based on XML-Schema 
 

1.14.2 Testing of response-time and availability of services (optional 
requirements) 

Requirements in this section are optional. However, if QoS testing must be carried out, all of 
them must be fulfilled. 
 
Req. 10.15 Service Under Test 
An implementation of one or more services under test must be available 
Rationale: The test-bed generator should provide test-beds that help testers in assessing 
that a specific service implementation can afford a required level of QoS 
 
Req. 10.16 QoS property definition 
The definition of the QoS properties has to be considered should be given in a precise way. 
Also, the behavior expressed by such properties should be reproducible by an algorithm 
Rationale: The test-bed generator (CNR's Puppet) cannot reproduce properties that are not 
computable 
 
Req. 10.17 Machine-readable specifications of QoS constraints 
QoS properties must be specified in a formal and agreed format, preferably using open 
standards. 
Rationale: QoS specification must be machine processable 
 
Req. 10.18 Interface Description Language 
The interface of a service must be described in a formal and agreed format. As long it is 
possible, it would be preferable considering open and standard specifications 
Rationale: The Interface Description Language has to be machine processable 
 
Req. 10.19 Interactions among services 
It is necessary to have precise specifications that describe how different services 
interact. 
Rationale: Such specifications can be used to generate test-beds that mimic real-world 
scenarios. 
 
Req. 10.20 Service interactions specified in machine-readable format 
TAS3 should adopt specifications for services interactions that are machine processable 
Rationale: The information described in a machine-processable format can be exploited by 
tools for the automatic generation of test-beds 
 
Req. 10.21 Service Specification Compiler 
TAS3 should include a compiler that produces code-skeletons from the interface specification 
of the service. 
Rationale: In the different instantiation fo the SOA paradigm, is common to have such kind 
of compilers. The implementation of the test-bed generator would benefit form the use of 
standard skeleton compiler 
 
Req. 10.22 Service Deployment Engine 
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TAS3 should choose at least one reference implementation of the engine for the deployment 
of the services 
Rationale: In SOA, the implementation of a service generally depends on the deployment 
platform. The automatic generation of test-beds must be supported at least by one of the 
platform available for TAS3 
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8. Glossary 

- The T-PDP or Trust Policy Decision Point is a component that returns a trust 
decision by evaluate the trust policies for a request passed to it in the form of an 
XACML request context. In the TAS3 architecture the T-PDP can be called by a master 
PDP so its decision can be combined with other aspects related to a request such as 
authorization (see also WP02 D2.1 deliverable). 

- Structural trust rules can be simple trust statements as Provider X is trusted to 
supply Job Vacancies and the combinations trust relations for example when the party 
trusted to issue credentials is itself determined by trust rules; Provider X is trusted to 
supply Job Vacancies if a trusted Accreditation agency certifies them.  An Accreditation 
agency is trusted to certify Providers if it is registered at a national registry and has a 
good reputation, etc. 

- Behavioural Factors are aspects of feedback used in define a reputation. For 
example for a helpdesk one could consider politeness, responsiveness, usefulness of 
supplied information, etc. These factors may be combined into the reputation 
differently depending on the needs of the user. 

- KPIs or Key Performance Indicators are combinations of different Business 
Performance factors such as Time to deliver, or number of patent application, etc. 

- The Trust Information Collector is the point which gathers feedback information 
needed to calculate reputations (see also WP02 D2.1 deliverable).  

- PCP Personal Competency Profile  

- SOA : Service Oriented Architecture. 

- Audition : Aiming at providing only high quality service to the users, the provider of a 
directory service can be interested in testing that the services asking for registration 
are of "good" quality. For this purpose, the directory could submit the service under 
registration to a verification step before granting the registration. The implementation 
of such process with respect to the technical assessment is called Audition (Automatic 
Model-Based Interface Testing In Open Networks). 

- Test Driver : A dedicated software service that is able to run test suites on a service 
under test. 

- Test Storage : A dedicated special software repository that stores test suites to be 
used by Audition. 

- Pending Status : A service is in a pending status if it is registered to a directory 
service, but has not been tested by Audition yet. 

- Inactive Status : A service is inactive if it needs to use services that are not yet 
available according to the registry. 

- TAXI : Testing by Automatically generated XML Instances. It is a tool by CNR that 
generates XML instances from an XML Schema automatically. The methodology is 
largely inspired to the Category Partition testing technique. 
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- PUPPET : Pick UP Performance Evaluation Test-bed. It is an approach for the 
automatic generation of test-beds to empirically evaluate the QoS characteristics of a 
Web Service under development. Specifically, the generation exploits the information 
about the coordinating scenario, the service description (WSDL) and the specification 
of the agreed QoS properties. 

- QoS : Quality Of Service 

- IDL : Interface Description Language. For example within the standards of the family 
WS*, WSDL is an IDL. 

- Offline Testing : Testing phase that includes the activities that are performed while 
no user ("paying customer") is using the service. Hence, off-line validation of a 
system implies that it is tested in one or more artificially evolving environments that 
simulate possible real interactions. 

- Online Testing : Testing phase that concerns a set of methodologies, techniques, 
and tools to monitor a system after its deployment in its real working context. 

- AIPEP, (Application independant PEP), The AIPEP can understand the standardised 
policy contents and therefore can potentially treat different outgoing messages in 
different ways: e.g. encrypt some, sign some, use SSL etc. The AIPEP sends the 
outgoing message to its peer AIPEP and includes details of the recipient application 
system (i.e. application endpoint) with the first message. The AIPEP at the receiving 
system strips off the security header and policy, enforces the policy (as before), then 
calls the PDP (as before). The application message is finally passed to the application 
dependent PEP at the specified application endpoint.” 

 

 

 

 



 
 
 

Design Requirements Page 31 of 35 

  
  

  

9. References 

[1]  “The art of writing Specifications”. Internal SAP document from Andreas Bathelt SRM Quality 
Management, September 22, 2004. 

[2] “Requirements Engineering”. Second edition. Elizabeth Hull, Ken Jackson and Jeremy Dich. 
Springer. 2005. 

[3] “ HTUhttp://www.amazon.com/exec/obidos/ASIN/0735622671/processimpactUTHTMore About 
Software Requirements: Thorny Issues and Practical Advice” T. 2006. HTUMicrosoft PressUTH. A 
companion volume to TSoftware Requirements, 2nd EditionT. Karl Wiegers. 

[4]  Trusted Architecture for Securely Shared Services, “Annex I - “Description of Work””. 
29/11/2007 

 

 



 
 
 

Design Requirements Page 32 of 35 

  
  

  

10. Document Control 

  
Amendment History 
 
Version Baseline Date Author Description/Comments 
0.1 draft 10 Oct 2008 WP’s Early draft 
0.2 Final draft 11 Nov 2008 WP’s All contributions included 
1 Release 26 Nov 2008 SAP Formatting and updates 
1.1 Release 15 Dec 2008 SAP WP1/3/7/8/9/CNR/12 review 
1.2 Release 17 Dec 2008 SAP Formal review from Ingo Dahn 
1.3 Release 22 Dec 2008 SAP Formal review from Jeroen Hoppenbrouwers 
2.0 Final 23 Dec 2008 SAP Final version for EC 
 
 
 
 

 



 
 
 

Design Requirements Page 33 of 35 

  
  

  

11. Annexes 

Trusted Application Infrastructure 

Components of the “Trusted Application Infrastructure” are built as web services and 
therefore they need clearly designed interfaces. Those components are ‘the glue’ to connect 
‘application dependent’ components to the TAS3 ‘application independent’ components (see 
Figure 9.1). 

Actually there exist two types of applications: 

(1) Business Process Execution Engines: 

As partner of TAS3, Intalio provides it’s ‘Designertool’ to design business processes 
based on the BPM notation and the ‘BPEL engine’ to transform BPMN processes to 
BPEL. ‘The BPEL engine’ then can run the business processes and keep track of the 
business process context information. 
One task of this so called ‘Application dependent Policy Enforcement Point’ component 
(short ADPEPRequester) that connects the BPEL engine to the TAS3 ‘application 
independent’ components is the collection of business process context information. 
This information is needed by the ‘Policy Decision Point’ to decide whether a request is 
allowed or not. The collected data is transformed into a standard formal, for example 
XACML for policies. In this XACML policy exists a special tag called ‘environment’, 
which is responsible for storing information about the business process. 
 
Together with the ‘subject’, ‘action’ and ‘resource’ data in the policy, the Policy 
Decision Point can decide whether the ‘action’ is allowed or not. The requester then 
gets back a simple ‘yes’ or ‘not’ (in case of a ‘not’, an explanation about the failure 
cause is added) or a more complex type of answer in form of a ‘yes, but’, meaning a 
so called ‘obligation’. 
The component, which is responsible of collecting information about the business 
process, has also the task of preparing the request, that’s send to the other 
application. By preparing is meant, that the receiving application has to understand 
the request and the format of the sent data. Therefore this component has 
functionalities like transforming, aggregating and disaggregating of data items. 
 

(2) Data provider like the Fedora repository or legacy systems (shielded by the RISARIS 
SOA Gateway): 

Beside business process engines, the other type of applications, which is typically to 
connect to TAS3, are data providers. In this first iteration of the project, two possible 
types of data provider are envisaged. 

• Fedora Repository: The Fedora repository (HTUhttp://www.fedora.info/UTH) is a special 
database that allows storing of artefacts from simple text files, over XML based 
documents to videos. All functions provided by Fedora are accessible via a web 
service interface. Moreover, Fedora supports the XACML standard and provides 
a built-in XACML policy decision point. For the first phase of the project, this 
Fedora PDP can be used for test purposes. Later on a special PDP provided by 
our partners from work package 7 will be integrated. 

Fedora will be used as storage for person related information. 

• Legacy Databases: It’s obvious that not every client of TAS3 will use Fedora. 
Instead they will have their own database and not willing to migrate their 
person related data to a complete new repository. Therefore, in TAS3 it’s a 
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major task to get or to create access to legacy databases. This will be realized 
by the ‘SOA Gateway’ from Risaris. This component from Risaris is already able 
to access SQL-Databases and provide a clear Fedora/like web service interface 
to the world. This interface is called ‘TAS3 Apache module’ (see Figure 9.1) and 
will be extended to establish a connection to TAS3 components. One solution is 
the prepending of the Fedora repository in front of the SOA Gateway. This will 
simplify the TAS3 access, because of a unified interface provided by a web 
service around Fedora. Legacy databases are then ‘shielded’ by 3 components: 
a Risaris SOA Gateway, a Fedora Repository, that acts as a ‘router’ that tides 
over requests and data, and a special web service for connecting Fedora to 
TAS3. 

• This special web service is called ‘Application dependent Policy Enforcement 
Point for Data Provider’ or short ADPEPDataprovider (see Figure below). 

 

 

Figure 3 :over TAS3 infrastructure components 
Beside the TAS3-PDP (Policy Decision Point) there is another component called 
TrustAndPrivacyNegotiator, which is also application independent. Both components are 
accessed by application dependent components: Service Requester PEP and Service Provider 
PEP. 
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The TrustAndPrivayNegotiator is requested to find a service, which is certified by TAS3 and in 
addition also trusted by the requester (concretely the Service Requester PEP). It’s called 
Negotiator, because the Service Requester PEP can decide, whether it trusts the offered 
service or not. If the service is decided as not trustworthy, the TrustAndPrivacyNegotiator 
can initiate another search and offer a new palette of possible services. If the service is 
trustworthy, then the requester needs more information about the requirements for a 
successful request. An important requirement is the credential and its claimed format. 
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