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1. Executive Summary 
This document reports on the results achieved after one year of integration work. WP12 has 
reached a workable conceptual integration level overall, and made preparations to guide 
and monitor system integration starting with the PM15 and PM18 software component 
deliverables. 
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2. Introduction 
The Integration Work Package (WP12) has the following specific objectives: TPF

1
FPT 

 Ensure that all developed software modules, and all work performed by WP1–10, 
maintain a close fit and integrate with the overall TAS³ project. 

 Define, document, implement, and manage interfaces between the core technical 
modules (i.e., trust layer: WP3-7, application layer: WP8). 

 Integrate the trust layer with the employability & eHealth application layers, and test 
the TAS³ system as a whole on the following: 

 Functionality 
 Performance and manageability 
 Usability and effectiveness 
 Adaptivity 

 
It follows that WP12 is no design or development work package, and as such it does not 
bring core components, models, interfaces, architectures, or prototypes to the project. 
These tasks are firmly in the hands of WP1–10, which are equipped with the right 
knowledge, skills, and tools to do a good job. The main task of WP12 is to assure that there 
will be a coherent end result of all the development work, instead of ten incompatible mini 
systems. 

2.1. Integration in a Research Project 

TASP

3
P is a research project, which largely implies that there is no predetermined system 

construction blue print to follow, unlike a commercial system development project. 
Integration therefore means an almost organic outreach from alien components towards 
each other. The integration process can be broadly planned and some formal methods to 
keep records can be put in place. Still, many aspects of integration are all but routine and 
need significant ad hoc study and efforts to complete. Achieving integration in TASP

3
P is more 

a creative art than a mature industrial process, and interpersonal skills are more useful 
than strict schedules and delivery contracts. This also demarcates the difference between 
WP12 Integration and WP13 Project Management: the latter assures project progress 
towards preset intermediate targets, while the former aims at fluid, more strategic goals. 

In the first project year, not all of the project objectives could yet be addressed. With the 
fundamental architecture of the TASP

3
P infrastructure still in development and no software 

modules scheduled to be delivered, interface specifications, definitions, documentation, and 
implementations were unavailable. This phase of conceptual design calls for broad interface 
ideas, such as “we use XACML for policies,” which is not concrete enough yet to fix and 
commit to. Where partners created prototype software modules, their own immediate 
implementation needs took precedence and in many cases, an educated guess was made to 

                                          
TP

1
PT See also TASP

3
P Description of Work, p. 82. 
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which direction the interfaces could possibly develop. It is this early input from various 
work packages that will feed the subsequent integration efforts. 

WP12 aimed to assure that the non-software “interfaces” were established and followed: 
the basic TASP

3
P architectural model, the integration with the business processes, and last 

but not least the mutual understanding between often very different partners. The 
achievements were remarkable, transforming the consortium from nearly twenty unrelated 
partners to a few larger groups that internally agreed on most aspects and in between each 
other developed a good understanding of the external requirements. 
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3. Overview Project Year One (2008) 
The first project year of TASP

3
P from an integration point of view has been a challenging 

experience for all project partners, but probably even more for the WP12 Integration 
partners. With almost twenty international organisations participating in this comprehensive 
project, coming from significantly different domains, the knowledge gaps to bridge were 
large. 

TASP

3
P partners range from technical security groups, via business process modeling and 

usability research, to privacy-related legal experts. Add in a mixture of Healthcare and 
Employability demonstrators, and it becomes evident that “integration” in this context 
means foremost partner integration. The projected system integration will naturally need to 
be performed later on, but this first project year we focussed on knowledge transfer (and 
often knowledge translation) between project partners. 

3.1. An Early Start 

Although WP12 was scheduled to start in June 2008, we decided to get a firm grasp on the 
project as early as the kickoff meeting in January. This approach has proven to be not only 
successful, but also very important. The first few months of TASP

3
P were characterized by 

many misunderstandings and assumptions between partners, usually caused by their 
unfamiliarity with the new domains they suddenly had to work in. When observations of the 
many presentations given at the kickoff and subsequent work package meetings revealed 
that there were such persistant misunderstandings, WP12 turned out to be the logical and 
capable group to look at the TASP

3
P project as a whole. 

If you ship a lot of data at once, you increase the risk that the
whole shipment is rejected due to a problem.
The guards cannot take something out of the box for you.

@#!%#@ 
#&*$!%@&$%@^#@$
#&^%@*#*@%%$@#
@^$%@#*&@^#%^^

@&%@#@#@#*&*!*@
!!

 

Figure 1: A typical slide from the project presentation 

By carefully outlining the major presentations of the most important work packages at that 
stage (WP2 Architecture and WP8 Trusted Application Infrastructure), we could draft a 
general technical project presentation. After a careful review process with a steadily larger 
group of people, we delivered the presentation to the whole consortium for the first time at 
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the Karlsruhe meeting in June, the formal start of WP12 (see XFigure 1: A typical slide from 
the project presentationX). The reactions of the partners were such that we decided to 
continue down this road, as many people insisted that they now finally felt “in touch” with 
the project as a whole. This, of course, was better than what we could have hoped for. 

The same presentationTPF

2
FPT was extended over the year to include more and more details of 

the project, and was used as the starting point for many sub-presentations including the 
“general marketing” ones delivered by WP11 Dissemination. 

3.2. Architectural Challenges 

One of the most salient contributions of WP12 to the project as of today has been the 
continuous questioning of WP2 and WP8 about what they wanted from each other, what 
they needed, and what they thought the other needed. Coming from two fundamentally 
different backgrounds, the Architecture group and the Infrastructure group had issues with 
nearly everything. Yet, they at first did not notice their fundamental differences and failed 
to link up at the same level. It has happened that a conceptual architectural drawing by one 
group was interpreted as being a detailed software design diagram by several other groups, 
with the obvious exchange of questions “totally besides the point” between groups. 

WP12, being not itself a contributor to either architecture or infrastructure (or anything else 
besides the process of integration), could successfully maintain their “independent man-in-
the-middle” role and managed to uncover most of the hidden fundamental conflicts 
between partners that thought they understood each other. 

A concrete and important project mile stone was forced by WP12, by suggesting a change 
in drawing style for the main trust and security process architecture (aka “The Snake”, see 
XFigure 2: An early Conceptual Architecture DiagramX). This process had begun its design life 
deep inside the security group, where it was an adaptation of existing security research 
which was fundamentally application-independent. 

                                          
TP

2
PT https://portal.tas3.eu/public/index.php/projects/18/files/2619 
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Figure 2: An early Conceptual Architecture Diagram 
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Figure 3: An early Timeline Architecture Diagram 

The diagram presented some components that were intentionally left abstract and which 
represented well-known concepts from the trust and security world, arranged in an 
innovative fashion. However this diagram turned out to be open to so many 
misinterpretations by non-security experts that a different way of drawing the same 
architecture was needed. This eventually became the time line diagram (XFigure 3: An early 
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Timeline Architecture DiagramX). Using this time line diageam, WP12 successfully got the 
process across to most other partners and work packages, and elicited so many good 
questions and remarks that the security group could significantly improve the architecture. 
Many components were renamed, moved, and reconnected. The end result was a much 
better balanced architecture, which was baselined in October (see the WP2 deliverables for 
the final results). 

Although this architecture baseline came quite a bit later than planned for, we are confident 
that the process in which we got to this baseline enables the project to fruitfully develop 
the required software components without many hidden misunderstandings. WP12 still is 
concerned with the slow progress of the Architecture development in the project, and will 
not cease to push the timely update of the documentation and technical references required 
to implement any part of the architecture. 

3.3. Integration of the Quality and Trustworthiness Work 
Package 

Soon after the project kickoff meeting, WP12 was approached by WP10 Quality Measures 
and Trustworthiness to investigate how these essential contributions to a Trust and Security 
project could be integrated with the Architecture and the Infrastructure. It became 
immediately clear that the contributions that WP10 had in mind were going to be essential 
to the eventual success of the project (i.e., its acceptability in the market for securely 
shared services), but that little attention had been given so far to the implications that 
these contributions would have for both the architecture and the infrastructure. 

In close cooperation between WP10, WP2, and WP12, a setup was thought out in which the 
initial TASP

3
P partner certification process could be partially facilitated by automated built-in 

test equipment (BITE). Essential for this approach was the establishment of an application-
neutral part of the infrastructure, which led to immediate requirements for WP2. Further 
investigations led to a focus on policy-driven testing, since these (data protection, privacy) 
policies are the main distinghuishing aspect of TASP

3
P compared to mere “data transport and 

storage security” approaches elsewhere. The near future will see more activities around the 
testability of anything that TASP

3
P produces, not just at the traditional unit testing level, but 

also at the assembly choreography and policy level. 

Next to these testing and, eventually, certification aspects, TASP

3
P needs a fierce usability 

effort to reach the right markets. It took a while to reach common understanding on what 
usability means for a layer of generic infrastructure and shared protocols without any form 
of end-user interface. After some skirmishes around the Dashboard, which might become a 
TASP

3
P-branded (style, logo) graphical user interface element used by some services, current 

understanding is that “usability” for TASP

3
P means: do the end users and the participating 

organisations have actual trust in the system and the legal foundation framework, so that 
they dare to let TASP

3
P manage and disseminate their private, personal data? To reach this 

level of trust, specific knowledge transfer will need to take place, and sufficient resources 
need to be made available to help (potential) users get acquainted with the atypical 
problems of privacy-sensitive data in a relatively open, international business ecosystem. 
What others perceive as a danger and a problem, we see as a challenge and an 
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opportunity, to turn a “protectionist” market into an “open” market without trespassing 
legal and ethical limits. Discussions with the “Vendor Relationship Management” 
communityTPF

3
FPT will also facilitate these developments. 

3.4. Integration of the Business Processes Work Package 

In the second half of 2008, WP12 was asked to investigate some issues in the WP3 
Securely Adaptable Business Processes work package. WP3 has the challenging task to 
extend existing business process modelling and execution methods (using the IntalioTPF

4
FPT 

platform as main demonstration vehicle) with security and trustworthiness elements. This 
obviously needs work with WP2 and WP8, but even more complexity was added by the 
project’s wish to develop proper, security-enabled business processes for several 
demonstrators. With neither any demonstrator nor the WP8 people particularly adept at 
business process modelling, and with a knowledge gap of the trust and security architecture 
at WP3, yet another task for WP12 was cut out. 

Bridging the gap between business-oriented high-level process modelling using BPMN and 
low-level security guards below application code level turned out to be a variant of the 
policy-driven approach that makes TASP

3
P stand out. It is the policies that allow a business 

process to become secure, adaptable, and capable of handling sensitive data that has not 
been encountered before. However, several problems must be solved before we can 
successfully claim to have made progress here. Whereas BPMN has been designed to be 
usable by business analysis (see XFigure 4: A partial Intalio|Designer BPMN process modelX), 
the current policy languages are largely at the academic IT level of complexity. No existing 
BPMN/BPEL execution engine can handle security exceptions which need business-level 
decision making. Mainstream WS-∗ specifications do not sufficiently support build-in 
security at the required level, and therefore even the Intalio tool kit will need significant 
extensions to support TASP

3
P transactions. 

                                          
TP

3
PT http://en.wikipedia.org/wiki/Vendor_Relationship_Management 

TP

4
PT http://www.intalio.com/ 
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Figure 4: A partial Intalio|Designer BPMN process model 

A workable plan was developed which lets WP3 build two separate tracks first. One track 
will be a full but experimental implementation of “the Snake”, the TASP

3
P security 

architecture, as application-independent as possible, connecting to existing components 
using WS-∗ or other callout protocols. This will be a good test bed to do integration testing 
of these components before a hard-wired (efficient) implementation of the architecture 
becomes available from WP2. The second track is the implementation of a TASP

3
P-enabled 

demonstrator process (likely the new Kenteq process) assuming certain security features 
are available in the BPMN/BPEL execution platform. Eventually this should support a full-
size demonstration of TASP

3
P security at the business level, without exposing the business 

users to low-level security components. We see integration advantages by using the Intalio 
platform early on as the integration system, possibly even calling the experimental TASP

3
P 

process repeatedly as a subprocess from the Kenteq one. This will not perform very well, 
but it should work. 

3.5. Further Work Package Integration Efforts 

With the previously mentioned work packages already a part of the integration efforts, our 
attention will turn to the two next most important ones: WP5 Trust Policy Management, and 
WP6 Legal, Privacy, and Ethics. 

WP5 is scheduled to deliver a number of major software components in project year two. 
Being quite strong at the security side of the project, we do not expect significant problems 
in how it interfaces with the other security work packages. However there likely will be 
issues with infrastructure, business, and quality measures work packages. 
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WP6 clearly is in a totally different domain and will be a challenge to interface to the 
technical work packages, but we have full confidence in the capabilities of the legal 
specialists involved to help us bridge the gap. 
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4. Integration Organization and Tools 
A large-scale international Integrated Research Project such as TASP

3
P comes with its own 

challenges in terms of conceptual and technical integration. Next to the diverse domain 
background of the partners, we have to solve important differences in partner culture. 

For the purpose of the project, intercultural differences as created by nationality and 
ethnical backgrounds are not the predominant challenge (though they certainly do affect 
the project dynamics in some cases). We want to discuss the cultural variation in how 
partners approach a project, especially a software engineering project. This can be called 
their technical culture. 

The partners in the TASP

3
P Consortium can be broadly divided into three groups: 

1. Demonstrators, who are mainly interested in deploying a prototype product in their 
operations to see whether this gives them benefits or would give them benefits if it 
were a real product. 

2. Professional ICT organisations, who are mainly interested in prototyping certain 
technologies or to extend products they have in their portfolio with new 
technologies. 

3. Research organisations, who are mainly interested in developing research 
prototypes to experiment with innovative, new approaches to tackle challenging 
scientific problems. 

It will be obvious that these three groups have significantly different cultures, 
requirements, and approaches to the same subject. Whereas research organisations tend to 
see a product as “sufficiently mature” when the research prototype has proven that a 
theoretical solution was indeed feasible, ICT organisations require a stable and 
maintainable software base that is surrounded by a vast array of support and service 
offerings which can be sold to customers. End user organisations in turn request specific 
solutions to acute business problems they perceive in their daily operations, and usually are 
less interested in all technical backgrounds and the challenges that have to be overcome to 
solve their problem with a software product. 

For the TASP

3
P Integration work package efforts, this means that we cannot impose one 

single standard on each individual partner. We may be able to group partners according to 
the triple division developed above, but even then we have to face technical differences 
such as in programming paradigm. Still, in the end, TASP

3
P needs to deliver a solid 

demonstration of the practical usability and engineering soundness of the proposed 
architecture for securely shared services. It is the purpose of this chapter to develop a 
workable approach for system integration. 



 

 

Interface Management Report Page 15 of 24 

 

4.1. Software Engineering 

Fundamentally, WP12 will not accept contributions that are below the required minimum 
engineering quality level. For a research project, this implies pro-active work to control and 
pre-coordinate development efforts as soon as possible, instead of waiting for delivery and 
“just” focus on acceptance testing. A good balance must be found to allow developers to 
solve the problems they encounter, as few development goals will be routine – yet the 
development itself, the practice of designing, coding, testing, and packaging, must be 
routine. 

It goes without saying that all developing partners need to contribute resources that are up 
to the task. Assigning junior programmers most likely will not suffice to reach the required 
quality level. For the integration to succeed, and the project to be successful, we do need 
appropriate efforts beyond the isolated development of core algorithms and unustainable 
adaptations of existing components. Developing software is not an amateur job any more, 
and the people dedicated to software development need to be sufficiently fluent both in the 
security domain and in the software engineering domain. Careful team composition is key 
here. Cross-partner assistance probably is going to be required as well, in which WP12 will 
assist. 

We leave it up to the partners to decide on their preferred software engineering approach. 
In a project such as TASP

3
P we cannot enforce any “standard” method to be adopted in terms 

of drawing methods, tools, and practices. The gap between a research organisation and a 
professional ICT production enterprise is too big to bridge, and the larger the participating 
organisation, the more difficult it will be to have it adopt a non-native method just for the 
project. 

However we insist on established practices where possible, i.e., even research organisations 
will need to perform in a professional way when it comes to software production. We want 
to avoid the scenario in which one-time proof-of-concept “disposable software” is promoted 
to “production class software” just by marking one check box on a form. There are plenty of 
methods and tools available that have sufficiently matured to be called canonical (such as 
UML) and with TASP

3
P being no research project about software engineering, there is little 

incentive to re-invent the wheel. 

Of course this is not true for methods and diagramming tools which are specific to the 
research fields of TASP

3
P. We expect and encourage experimentation in these areas, and if 

research organisations want to field-test their research by using their own methods or even 
advocate them to other partners, they are very welcome to do so. In the same line of 
thought, if mature professional production organisations can offer help or tools to research 
institutes to adopt their practices, this may be a very good opportunity to streamline non-
core work. 

4.2. Balancing Central and Distributed Development 

In many cases, developing an integrated system intuitively calls for a centralised approach. 
There is one single system and all developers contribute pieces to this system until it is 
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complete. Development of fragments may be done locally on developers’ machines, but as 
soon as a fragment nears completion, it is moved to the central system and its integration 
is completed in the real target environment. 

For a project such as TASP

3
P, this centralised approach is likely not the optimal choice. Firstly, 

we have many partners who have a strong culture of local development, often down to the 
personal computer of a single developer with no shared resources. For research prototypes, 
such a completely flexible environment without rules and bounds is the best option, as it 
allows unconstrained exploration. Secondly, the project aims for service-oriented 
infrastructure which also does not favour the selection of a single central system in the 
classical sense. And lastly, the projected demonstration cases will not use any form of 
central system that follows TASP

3
P integration rules. They will focus on existing, domain-

dependent application systems that get extended by secure communication infrastructure. 

However for proper acceptation testing and, later on, semi-production stable environments 
for the demonstrators to execute their case studies, a central reference environment is a 
must. 

A possible solution to this challenge is the following stepwise approach. It is 90% about 
integration and 10% about development, and WP12 urges developers to take notice that 
their work is not by any means restricted to actual code development. 

Initial Component Development (alpha) 
In order to get to components that perform properly in isolation (including locally rigged 
laboratory orchestrations with other components), developers may elect any platform or 
system or setup they wish. This approach is especially valuable for advanced research 
prototypes of yet untried solutions. It also readily enables loose coupling of existing 
modules that are not operationally maintained by their respective developers (in other 
words, downloaded copies of other software packages that are left unmaintained). 

Developing components that work in isolation does in no way imply that the development 
can take place in isolation as well. For TASP

3
P it is essential that very early in the alpha 

development stage, the developers start communicating to their future “customers”, which 
are fellow developers of adjacent components. There will be few if any cases where an 
existing interface specification is sufficiently mature to cover all aspects of inter-component 
communication, so thorough discussions of projected interfaces will be needed. Instead of 
focussing on the “core” of their component, developers in TASP

3
P should focus mostly on the 

“edge.” However it is unrealistic to assume that all neighbour components will be available 
for immediate interfacing during the development, so a level of independence is granted 
during the alpha stage. As long as there is communication between developers, which 
WP12 will monitor. 

As is common in research environments, developers are encouraged to swap as many 
components as they wish, especially if two components need each other to perform the 
desired function. But for the sake of efficiency and engineering freedom, no formal 
maintenance or service level agreements need to exist between developers. Neither is there 
any requirement to package software, to keep documentation current, or to use a source 
code control system to track software changes. We assume that many researchers already 
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use some of these tools anyway, as they are certainly valuable even to the most 
unorganised developer. 

We consider it part of any serious development effort, professional or research, to have 
proper unit tests available for the component. Stand-alone unit testing tools are commonly 
available, and many modern software development methods emphasize early unit testing 
as an essential part of development. We leave it to the developers to decide whether to first 
write the tests and then the code, or to use any other sequence, as long as eventually there 
is local test code available to exercise the component. The WP10 partners offered their 
assistance if partners need advice on how to implement unit tests and how to deploy 
testing frameworks. 

Lastly, there is a use for alpha components that are just empty shells. Even with no real 
functionality, developers can already install, interface, document, and pre-integrate the 
component. Focussing on these aspects before any “real” code is being written will allow 
the developers to get the basics right from the start, and will reveal early interface 
problems we other developers gain insight in what will be offered. WP12 encourages early 
releases of all components, which are feature-incomplete, but adhere to all requirements to 
make it through alpha, beta, and even mockup gamma testing. It is an illusion to think that 
any component will integrate the first time, no matter how well the specifications have been 
written and implemented. Early releases and continuous integration will be a requirement 
for any success. 

Sharing Components for Integration (beta) 
Integration is very much part of development. In TASP

3
P we cannot expect components to get 

fully finished in isolated development labs. Integration therefore is not a matter of sending 
the module out and waiting for the issue list to be returned a month later. The developers 
need to virtually travel with the module and co-develop together with fellow developers of 
other modules. Releasing a module for integration increases developer’s commitment and 
communication efforts, and also puts his documentation and packaging skills to the test. 

As soon as a component leaves the research lab to be integrated, rules come into play. If 
other developers need to interface to the component, the bare minimum requirements it 
needs to fulfill are: 

1. It needs to be formally released for integration, with release notes and a suitable 
version identification such as major.minor.patch. 

2. It needs to be made available in a known, central place (library) for downloading by 
fellow project developers. 

3. It needs to come with comprehensive documentation for fellow developers. A 
minimum content standard and format will be proposed in close cooperation with the 
developers. 

4. It needs to be packaged in a suitable way beyond plain source code, so that fellow 
developers can install and upgrade the component with minimal effort. 
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5. Formal unit tests need to accompany the package, preferably as part of the package 
and suitable to automated execution as part of the installation and/or configuration. 

Formal release numbers are required to track software progress, keep the software linked 
to the proper documentation sets, and to define known dependencies on other component 
versions. The packaging requirement is both to allow fellow developers to quickly and easily 
exchange versions of the same component for integration, and to test the packaging itself 
for robustness. Software packaging may be as simple as a Java .jar file or as complex as a 
Debian package with full dependencies and other metadata included. Which packaging 
formats are acceptable to the project will need to be discussed with both developers and 
system administrators later on. Releasing packages does not mean that the source code 
should not be available to fellow project developers: at this stage, all software needs to be 
inspectable and shareable within the Consortium (unless specific agreements to the 
contrary have been made either in the Contract or in the Consortium Agreement). 

Please note that this formal release system puts no limit on the actual number of releases. 
With co-development being the primary target of the integration phase, multiple releases 
per day are to be expected. This clearly requires a streamlined release and packaging 
process, reason why we stress the professional skills required of the developers. 

The unit tests that come with the component are a valuable tool at this stage to assure 
fellow developers that the component has been properly installed and can be expected to 
react in a predictable fashion to their integration experiments. As with the packaging and 
implicitly with the documentation, the shipment of unit tests is a quality pre-check to allow 
the component to progress smoothly to Acceptation when no deficiencies are found by the 
fellow developers. 

The TASP

3
P project does not enforce developers at this stage to install their components on a 

central shared server, because we foresee that many integration efforts will be carried out 
on a local server which is already available to many partners. However we reject having the 
component installed only on the developer’s local server and access via a network being 
granted to other developers. This invites to take installation and documentation shortcuts 
and disallows proper installation by other developers, which is one of the purposes of the 
beta. Passing the component around and having it installed by others on several servers is 
the better option. 

Next to the research and development needs, the fellow developers integrating the 
component need to document their experiences in a centralised system. There is no ban on 
private communications between developers, but traces of actual integration activities and 
results need to become available as well. This allows project management to track the 
progress of individual components out of laboratory research into the project. On top it 
should enable the original developers of a component to have a well-structured overview of 
what still needs to be done before their component may be considered mature enough for 
Acceptation. 

When a component has been behaving well in Integration for a certain amount of time (to 
be decided) and has seen sufficient interaction with fellow developers’components, it may 
be promoted to Acceptation. This may be an automatic proposition by the library system, 
but the actual promotion needs physical actions by human beings. Please note that the 
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project has put firm deadlines on software delivery, so while modules move from alpha to 
beta in an unscheduled fashion, there is pressure to reach gamma in time. It is better to 
have early releases that are still feature-incomplete reach gamma ahead of time, than to 
struggle to force late releases out of beta prematurely. 

Deploying Components for Acceptation (gamma) 
As soon as a component is considered stable and needs to be delivered as a project result 
(which may be in phases), it enters Acceptation. The requirements for this are the same as 
for Integration, i.e., release number, availability, documentation, packaging, and tests. 
Additionally, the documentation needs to contain full installation and configuration 
instructions for system administrators, including unit testing. It is recommended that this 
documentation is made available already at the moment of Integration, but we 
acknowledge that the very process of Integration may provide invaluable feedback to the 
development of this documentation. 

The purpose of the Acceptation is to prove that the component has sufficiently matured, 
both in technical functionality and in environmental adaptation, so that it could feasibly be 
shipped as a component for commercial application outside the project. This explicitly is not 
going to happen, but we have to provide evidence to the EC that we actually produced this 
quality of components. 

Dedicated, non-developer, system administrators will use the documentation to fetch, 
install, configure, unit test, and deploy the component in a well-defined, clean, central 
Acceptation system. If any of these steps fail, the component is routinely rejected and 
considered “not yet delivered” by project management. But such a “ failure” is by no means 
final or a disqualification. A component may already score well on some points (such as 
packaging, stability, documentation, and interfacing) while it is not yet there on other 
points (such as features). Such a component will formally fail Acceptation, but provide a 
very good indication of where work needs to be done. There is no reason whatsoever to not 
promote components from beta Integration to gamma Acceptation just to see what the 
scores are. This will test not only the component, but also the acceptation process, and it 
will produce good progress indicators for project management. 

When a component successfully deploys, dedicated testers will expose the new component 
to a predefined testing environment, which as far as possible consists of other components 
produced by the project. Some components will be target candidates for the WP10 testing 
framework. Others will serve roles outside the security architecture and do not need to be 
WP10-tested, but likely will be WP9-usability tested. In all cases, both the technical quality 
up to and including deployment, and the choreographical quality in terms of interactions 
with other components will be checked when assessing the acceptability of the component. 

The system administrators and testers will keep a record of known good (accepted) 
components (names and versions), and compile subset reports that show which 
orchestrations worked properly. In some circumstances, it may be acceptable to have a 
component that performs as desired in just a few orchestrations, as it may be a phased 
development. The bottom limit is that any component must perform in at least one 
orchestration with at least one other component to pass Acceptation. 
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Deploying Components for Demonstrators (delta) 
When components have successfully passed Acceptation and have been formally passed to 
the EC as project deliverables, they become available (unchanged) to the Demonstration 
Platform. This is a separate system rigged exactly like the Acceptation system, and 
maintained by the same people. Components get promoted from Acceptation to 
Demonstration automatically if they have been sent to the EC. In fact, the EC reviewers 
may request access to the Demonstration platform for verification of these components, 
subject to their technical abilities and availability of testing tools. 

On top, the project Demonstrators may access these components from their (experimental 
or limited production) systems, to assess the applicability of the components in real-life 
situations. While the Demonstration platform has no formal Quality of Service restrictions 
(there is no Service Level Agreement between the TASP

3
P project and the Demonstrator 

Partners), a reasonable stability and performance needs to be provided for. Changes to the 
Demonstration Platform are subject to formal change windows, timely announcements, and 
preplanned formal demonstrations such as during conferences or project events. 

4.3. Revision Control and Content Management Platforms 

 

We assume that the individual developers or organisations deploy and maintain their own 
revision control system such as Subversion.TPF

5
FPT The TASP

3
P Project may offer such a service 

centrally, but we will not require its use. We do not expect locally established development 
cultures to adjust to any such requirement, especially not since a central revision control 
system will add little to the development efforts with loosely coupled modules. As long as 
the project is satisfied with how local developers deliver their packages, it is sufficient. 
Normal business practice, such as the creation of regular backups and to not maintain just 
one single copy of anything, is assumed to cover the project needs. Partners remain 
individually responsible for their performance and are adviced to take regular care for their 
environment and produced code. 

 

About the same can be said for using content management systems to control 
documentation and package publication. For development up to and including Integration, 
the relationships between developers will be so close that any formal control system will 
reduce efficiency. However the Acceptation phase requires a central spot where to drop and 
retrieve the packages and documentation, in installable/viewable/printable formats. With 
the actual software packages closely related to the formal project deliverables, the existing 
TASP

3
P Project PortalTPF

6
FPT should suffice as the publication center. It offers all facilities to support 

this function. 

                                          
TP

5
PT http://subversion.tigris.org/ 

TP

6
PT https://portal.tas3.eu/ 
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Associated with the content management system is a formal change management process 
which involves clear communication channels to align change proposals with peer 
developers before casting them in iron. This change management process comes from 
WP13 as part of the general project administration guidelines. 

 

We foresee the addition of a dedicated bug tracking package (probably JiraTPF

7
FPT) to the central 

TASP

3
P server farm. The Portal for publication of packages and documentation, plus Jira for 

issue tracking, plus the maintained acceptation server, offers the basic infrastructure for 
the formal Acceptation process. 

 

When packages promote to Demonstration, they have reached the status of formal project 
deliverable, and will participate in the same process as other deliverables. Publication will 
be done by project management on an access-restricted web site, ready for review by EC-
designated reviewers, and aligned with demonstrations running on the Demonstration 
Platform. 

4.4. Continuous Integration Platforms 

It needs to be discussed whether the deployment of a continuous integration platform such 
as HudsonTPF

8
FPT may bring advantages to TASP

3
P integration efforts. Such platforms run a 

continuous, unattended cycle of software checkout, compilation, installation, and unit 
testing, possibly extended with progressively more elaborate integration and orchestration 
testing as the system grows. They are designed to flag any issue that occurs during these 
technically deterministic processes, which in all cases mean an avoidable error in the 
production process that needs to be corrected as soon as possible. 

One of the possible show-stoppers is that these systems do not always support widely 
varying types of software components. For example, Hudson is slanted towards Java 
development, though it will support other languages or even non-compilation jobs quite 
well. It is not clear yet whether we could, as a project, successfully and fruitfully deploy any 
CI solution. 

A possibly interesting combination of tools is a CI platform such as Hudson with the 
“certification testing” toolkit provided by WP10. It may be that the CI platform offers 
sufficient tools to allow the WP10 developers to focus on the policy testing instead of on the 
surrounding framework. This needs to be investigated. 

                                          
TP

7
PT http://www.atlassian.com/software/jira/ 

TP

8
PT https://hudson.dev.java.net/ 
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Obviously all individual developing partners are encouraged to deploy a CI platform such as 
Hudson locally, and to have it run continuously on their local revision control system. These 
instruments have proven their usefulness long ago and should really be part of any 
professional development organisation. Revision control, unit testing, and continuous 
integration are a strong foundation to assure acceptable software quality. 
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5. Conclusions and Future Plans 
In project year one, WP12 has reached a workable conceptual integration level overall, and 
made preparations to guide and monitor system integration starting with the PM15 and 
PM18 software component deliverables. When development is ready to take on actual 
interfacing tasks, the documentation and management of these interfaces and the 
associated agreements will be picked up and streamlined. Care will be taken that the 
responsible work packages do produce the interface specifications in time and aligned with 
overall project targets and requirements. 

Plans and processes are in place to further integrate all technical and non-technical work 
packages and to provide developers with assistance in cooperation with fellow developers 
from other organisations. 

Setting up the required process infrastructure for interface management and the various 
development phases (alpha through delta) is the major WP12 task until the first formal 
project review in February. From then on, coaching of the developers towards integration 
will be an ongoing effort until the end of the project. 
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likely contents. 

0.5 2008-12-01 Jeroen Hoppenbrouwers Final release for project-internal 
review. 
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