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1 Executive Summary 

TAS3 is designed to provide a secure and trusted architecture that is compliant 
with applicable privacy requirements.  TAS3 goes beyond traditional privacy by 
design to include design of privacy in not only in the technical design, but also in 
business processes, organizational policies and in a privacy enabling contractual 
framework from the outset.   The TAS3 architecture thus combines the four 
elements of technology, business, policy and legal requirements to provide a 
privacy-enabled ecosystem. 

The focus of this deliverable is to identify the privacy requirements that are set 
forth in the European Directive and national implementations that support the 
fundamental right of privacy.   TAS3 D6.2, which sets forth the Contractual and 
Policy Frameworks, will incorporate and build on these requirements. .  As part 
of this design approach we also review the “7 laws of embedded identity”, as 
developed by Information and Privacy Commissioner Ann Cavoukian in 
furtherance of Kim Cameron’s first published seven Laws of Identity. 

The purpose of this deliverable is to translate the broad legal requirements 
related to privacy and governance into concepts that can provide technical and 
organizational guidance.  Annex 1 provides a comparative review of the major 
instruments on which EU privacy law is founded as well as the laws of countries 
in which TAS3 may take place.  From those documents common principles are 
distilled.  The deliverable then maps the application of those principles and 
related terms of art to new technologies to illustrate the challenges that are 
emerging.  Then, before concentrating on the specific requirements of the 
Directive, we review emerging global and EU trends in accountability and 
accountable systems. More detailed legal requirements are then identified and 
cross-referenced to TAS3 functions and practices (Summarized in Annex 3).  
Finally an overview of requirements and their operational relevance is given. 

In order to maintain the currency of the document, periodic annexes will be 
included to provide updates on trends and emerging concepts related to privacy 
requirements.  The provision of annexes also helps readers focus on developing 
trends that may impact the requirements.  As these developments become more 
established, or codified, the will be integrated into the paper. 

This document represents the beginning of an iterative process, which will 
continue throughout the TAS3 project by way of refinement and supplement.  
Apart from tracking changes in actual law and the application of existing law, 
more detailed research will be performed related to relevant sectoral laws, which 
may also impact privacy requirements (e.g. employee privacy rights; regulations 
impacting electronic health records). 
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2 Introduction 

TAS3 is designed to provide a secure and trusted architecture that is compliant 
with applicable privacy requirements.  This concept, often referred to as “privacy 
by design”, has been an important topic in recent years within privacy and 
technology development communities.  ‘Privacy by design’ typically focuses on 
building privacy protections into technology at the design stage.  TAS3 goes 
beyond traditional privacy by design to include from the outset the design of 
privacy compliant business processes and organizational policies, which are in 
turn also supported and bound by a privacy enabling contractual framework.   
The TAS3 network thus combines the four elements of technology, business, 
policy and legal requirements to provide a privacy-enabled ecosystem.  

The focus of this deliverable is to identify the privacy requirements that are set 
forth in the European Directive and national implementations that support the 
fundamental right of privacy.  One of the purposes of this deliverable is to 
describe a common set of obligations in a way that is accessible to different 
stakeholder communities: end-users, system developers, businessmen and 
policymakers.  As part of explaining these obligations, we will also present them 
in a context that is relevant to our global information society, as well as the 
challenges it creates towards individuals for the exercise of their rights; and 
towards governments in the enforcement of their laws. The TAS³ Contractual and 
Policy Frameworks (D6.2), will incorporate and build on these requirements.   

It is important to have a deliverable dedicated to the analysis of legal privacy 
requirements for TAS3, as this is a field of significant activity.  Within the EU, 
the Data Protection Directive is currently under review.  New concepts of 
accountability are being considered both as part of that review, as well as in a 
number other projects that have been undertaken by various data protection 
authorities.  Consideration is also being given on how to develop accountable 
systems that provide greater privacy and security which may in turn enhance 
trust.  This work is considered essential to deal with the ever-increasing 
globalization of information flows and seamless introduction of technology into 
our daily lives.  The increasing complexity of information flows, processing and 
value chains makes it more difficult for individuals to understand how to exercise 
their privacy rights.  A design approach geared to embedding support for security 
and privacy in the technical architecture, legal contracts, and policy 
requirements can enhance trust by creating a privacy-enabled ecosystem.   TAS3 
among other projects of FP7 serve as test beds for ideas, processes, policies, 
contracts, and of course, technology related to the development of accountable 
systems. 
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3 Privacy fundamentals 

Since the time of the philosophers of ancient Greece, people have been trying to 
define privacy and to differentiate public from private life. In 1967 Alan Westin 
published an influential study on privacy entitled ‘Privacy and Freedom’1 in 
which he reviewed many anthropological studies of societal approaches to 
personal information and proposed that privacy was: 
 

“[…] the claim of individuals, groups or institutions to determine for 

themselves when, how and to what extent information about them is 

communicated to others.” 

 
This definition of privacy has been influential in that it clearly identified some of 
the control parameters, which have become the hallmark of today’s major legal 
instruments on privacy. 
 
In the EU, the concept of privacy was taken up in a slightly broader context, 
namely the fundamental right of “data protection”.  The five main documents 
that create the foundation of data protection in the EU today are: 
 

• The Council of Europe’s European Convention on Human Rights 1950 
[“ECHR”], and in particular, article 8 on the right to privacy,2 

• OECD Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data  (1980) [“OECD Guidelines”]3, 

• Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data  (Strasbourg, 28.I.1981)4 [“COE Convention”] 

• Directive 95/46/EC of the European Parliament and of the Council of 24 
October 1995 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data5 
[“Directive”]  

• EU Charter of Fundamental Rights of the European Union; Article 7 [EU 
Charter]6 

 
It should be noted that both the OECD Guidelines and Directive 95/46/EC are 
currently under review and may be revised within the next couple of years7. 
 
The concept of data protection as used in these main foundation instruments 
considers privacy one of the fundamental freedoms that are to be protected. The 
document most relevant to our current analysis, the Directive, built upon the 
previous documents and embodies a pan-European set of privacy requirements.  
The Directive must be, and has been, implemented into the national law of each 

                                                
1
 A. Westin, ‘Privacy and Freedom’, New York, Athenaeum Press, 1967, p.7 

2
 http://conventions.coe.int/treaty/EN/Treaties/html/005.htm 

3
 http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html 

4
 http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm 

5
 Directive 95/46/EC on the protection of individuals with regards to the processing of personal data 

and on the free movement of such data, Official Journal of the European Union, n° L 281, 23 
November 1995. pp. 31-50. See also http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm.  
6
 O.J. 18 December 2000, C 364/1-22, available at http://www.europarl.europa.eu/charter.   

7
 See Infra: Annex V 2009 Privacy Update at p. 61 
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of the Member States of the EU8.  As such, there are variances in the national 
implementations and interpretations among Member States, with the Directive 
serving as the benchmark for review.  The variability of this process entails that 
the requirements defined at the national level can be more detailed, and in some 
cases even more restrictive, than those initially set forth by the Directive. 
 
The UK and the Netherlands, the Member States focused on in the TAS3 
architecture, have both implemented the EU Privacy Directive in the following 
national laws: 
 

• Data Protection Act 1998  1998 CHAPTER 299 

• Personal Data Protection Act (Wet Bescherming Persoonsgegevens, or the 
'WBP') 200110 

 
In both cases, there is great commonality in the adoption of the EU Privacy 
Directive with greater and lesser details specified in the drafting.  A high-level 
comparison of major principles and requirements of all five instruments 
mentioned above is provided in Annex 1.   
 
The importance of the ECHR and European Charter is that they anchor the more 
privacy specific rights articulated in the Directive and COE Treaty into the fabric 
of fundamental and human rights. The OECD Guidelines, COE Treaty and 
Directive were all passed as a reaction to increased automation in data 
processing, which also entailed the movement of more data across borders.  At 
the time, most of that processing was carried out in the form of Electronic Data 
Interchange (EDI) that involved simple batch processing and point-to-point 
transfers of information across borders.  Company A in country A would send 
information to Company B in Country B, which would return it when the 
processing was complete.  All of the documents outlined above also share three 
main goals: 
 

• The protection of privacy and other fundamental rights in these new 
automated processing environments, 

• Harmonization of requirements, and 
• Enabling the free flow of information; as there was recognition of the 

benefits of these transfers if done responsibly. 
 
As is evidenced by the matrix in Annex 1, Apart from sharing general objectives, 
the Foundation documents referenced above, also shared a common set of 
principles/concepts (“Common Privacy Principles”): 
 
1. Personal data should only be collected/processed for fair and lawful business 

purposes. 
2. The purpose(s) for processing personal data must be clearly specified. 

                                                
8
 All members of the Council of Europe are also expected to abide by Article 8 of the ECHR. 

9
 Data Protection Act of 16 July 1998, 1998 Chapter 29, available at 

http://www.opsi.gov.uk/Acts/Acts1998/ukpga_19980029_en_1.  
10

 Wet van 6 juli 2000 houdende regels inzake de bescherming van persoonsgegevens (‘Law of 6 July 
2000 containing rules concerning the protection of personal data’), available at 
http://www.dutchdpa.nl/indexen/en_ind_wetten_wbp.shtml?refer=true&theme=purple. 
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3. The collection of personal data related to those purposes must be relevant, 
non-excessive and maintained in identifiable form only as long as needed to 
accomplish the specified purpose 

4. Retention of data must only be for the limited time needed to accomplish the 
purpose(s) of collection 

5. Personal data must be accurate and, where needed, up-to-date. 
6. Use, and subsequent use, of personal data cannot be incompatible with the 

purposes specified and should be with the consent11 of the data subject 
7. Appropriate security (technical and organizational) measures against 

unauthorized/unlawful/accidental access; modification, disclosure, 
destruction, loss or damage to personal data must be in place. 

8. Controllers and processors have duties to maintain the confidentiality of 
personal data. 

9. Processing of sensitive data may be subject to greater restrictions. 
10. Data subjects have the right to know what types of data are being 

maintained and have the right to access and demand correction of their 
personal data, as well as object to further processing. 

11. Transfers of data outside of the EU may be subject to controls, limitations 
(adequacy) and requirements of accountability12.   

 
It should be noted that while the notion of accountability are inherent in all of 
the documents referenced above, the Directive and the national laws that 
implement it have focused on the need to have so-called “adequacy findings” (a 
finding at governmental level that the law of the place of processing is 
“adequate”). Adequacy as a concept is primarily relevant in case of transfers 
outside of the EU, so this deliverable will not focus in great detail on the 
adequacy requirement; except when describing future trends (see section 4). 
 

3.1 Definitions 

The Foundation documents mentioned above have also spawned their own 
language of privacy.  Since this deliverable is focused on legal requirements 
within the EU, we shall focus on the most important definitions of the Directive.13 
 
It remains to this day difficult to find a meaning of privacy that is not 
significantly bound to a particular subjective or cultural perspective.  For 
example, privacy in some Asian cultures, which tend to focus more on the 
collective, appears to place great emphasis on the preservation of reputation 
rather than on individual rights as such.  Notwithstanding such difficulties, the 
governmental authorities charged with the enforcement of privacy rights14 needed 

                                                
11

 It should be noted that consent often bears important adjectives of clear, unambiguous or explicit.  
From a technical point of view, this requires that the user “opt in” to the collection of personal 
information. 
12

 Please note that while this issue is perhaps the most contentious and important in the 
global/multinational context it is less relevant to TAS³ and will not be the subject of significant 
discussion. 
13

 See art. 2 of Directive 95/46/EC. For all of the definitions referenced in this section. 
14

 These governmental agencies may include, Data Protection Authorities, Information 
Commissioners and Data Protection Supervisors; Data Protection Officers may supplement them at 
the organizational level. 
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to concur on what data required protection. Within the EU and specifically under 
the Directive, personal data is defined as: 
 

“any information relating to an identified or identifiable natural person ('data 

subject'); an identifiable person is one who can be identified, directly or 

indirectly, in particular by reference to an identification number or to one or 

more factors specific to his physical, physiological, mental, economic, cultural 

or social identity” 

 
While this definition appears to be relatively straightforward, its application to 
more contemporary technologies has introduced significant challenges.  For 
instance, considerable debate emerged with regards to the question of whether 
this definition of personal data also included technical elements such as IP 
Addresses.  The Article 29 Working Party has provided guidance in its opinion on 
data protection issues related to search engines and has found that IP addresses 
can be considered personal data in some circumstances.15  Whether use of an IP 
address is permissible is a determination contingent on the type of processing, 
nature of the data, the type of entity performing the processing, and whether it’s 
based on consent.  These contingencies also provide a summary of other 
important terms defined in the directive.  
 
“Processing” of personal data under the Directive is understood as: 
 

“any operation or set of operations which is performed upon personal data, 

whether or not by automatic means, such as collection, recording, 

organization, storage, adaptation or alteration, retrieval, consultation, use, 

disclosure by transmission, dissemination or otherwise making available, 

alignment or combination, blocking, erasure or destruction” 

 
The definition of processing is important to consider because the list of examples 
of what may constitute a processing activity provides a substantial breadth of the 
types of activity to which the Directive may apply.   
 
The next natural term to define is that of “processor” which in the Directive is 
defined as: 
 

“a natural or legal person, public authority, agency or any other body which 

processes personal data on behalf of the controller” 

 
This is a somewhat circular definition, as it refers to undertaking any of the acts 
defined as processing on behalf of an entity called a controller. A “controller” 
under the Directive is in turn defined as  
 

                                                
15

 Article 29 Working Party, Opinion 1/2008 on data protection issues related to search engines, 
00737/EN 
WP 148, 4 April 2008, available at 
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2008/wp148_en.pdf. The Article 29 
Working Party has since then also issued a more comprehensive opinion on the concept of personal 
data: see ‘Opinion 4/2007 on the concept of personal data’, 01248/07/EN WP 136, 20 June 2007, 
available at http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wp136_en.pdf.  
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“the natural or legal person, public authority, agency or any other body which 

alone or jointly with others determines the purposes and means of the 

processing of personal data; where the purposes and means of processing are 

determined by national or Community laws or regulations, the controller or the 

specific criteria for his nomination may be designated by national or 

Community law” 

 

Read in conjunction, the controller is the party deciding on the means or 
purposes of the processing.  A number of issues are raised with these terms and 
their applicability to modern business transactions and information flows, like 
outsourcing16: 
 

“It is often difficult to determine in practice which party is the controller and 

which is the processor, although it is a fundamental issue. The Data Protection 

Directive (EC/95/46) characterises the test of a controller in terms of the 

degree of discretion or decision-making authority exercisable by that party in 

relation to the data it processes. The party which decides the purposes and 

means of the processing will be the controller.  

The difficulty many organisations face in practice is that their business 

operations are dynamic. Businesses operate in an increasingly collaborative 

manner and the nature of relationships changes over time. A party that was 

once merely a processor might, over a period, assume a greater degree of 

responsibility in relation to the data. This might occur as a result of additional 

services being added or new technology being deployed. More subtly, as the 

relationship develops, the processor may simply be entrusted with greater 

discretion in relation to the data.” 

 
Lastly, but also of significant relevance, both within the Directive and towards 
the TAS3 network is the concept of “consent”.  As defined in the Directive, consent 
means: 
 

“any freely given specific and informed indication of his wishes by which 

the data subject signifies his agreement to personal data relating to him 

being processed” 
 
Under the Directive, consent is a mechanism of central importance, which 
enables data subjects to exercise their rights. The hallmarks of consent are that 
it be freely given and informed.  Interestingly, consent is also being challenged as 
an effective way to exercise one’s privacy rights.  The Article 29 Working Party 
has called into question whether consent in employment and other scenarios can 
be freely given because of the potential for negative consequences and the 
imbalance in power that exists between employers and (prospective) employees.17  
TAS3 may be of some assistance in levelling the playing field and re-enabling 
consent.  The user-centric nature of TAS3 coupled with the ability to support 

                                                
16

 Treacy, Bridget, ‘Lessons from SWIFT: the ‘controller’ vs  ‘processor’ dilemma”, Complinet, 9 
January 2008, available at 
http://www.hunton.com/files/tbl_s47Details/FileUpload265/2103/Treacy_SWIFT_1.08.pdf 
17

 See in particular Article 29 Working Party, ‘Opinion 8/2001 on the processing of personal data in 
the employment context’, WP48, 13 September 2001 and ‘Working document on a common 
interpretation of Article 26(1) of Directive 95/46/EC of 24 October 1995’, WP 114, 25 November 
2005; available at http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm.  
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anonymity and partial identities within a legal and governance framework 
designed to enhance privacy compliance, may help alleviate some of the concerns 
related to whether consent is freely given.  
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4 Privacy and the Information Society in     
Context 

As noted in Alan Westin’s definition of privacy, how, when and what control 
should be exerted are critical elements of consideration.  This concept of control 
has also been credited as a partial source of today’s greater focus on user-centric 
systems that enhance user control.  Today, previous notions of control are being 
reconsidered in light of the information society we live in, in which more and 
more aspects of everyday life are being integrated in a digital environment. 
Information about people is more widely available through search engines, social 
networks, and the near-ubiquity of technology. The EU is currently working on 
Guidance related to the so-called ‘Internet of Things’18– looking to a future where 
objects, services and people are all interconnected.  Information flows are ever 
more global and the concept of point-to-point access to information has been 
replaced by the concepts of 24x7x365 service and global access to information 
that allow global companies to support global corporate clients and increasingly 
mobile individual customers. 
 
A small group of researchers at the World Wide Web Consortium (W3C) has been 
working on models of information accountability and use-based controls as tools 
to remedy the limitations of the current notice and consent based models in the 
age of ubiquitous computing.  The main concern is that so much information 
exists beyond the direct control of the data subject, and even the traditional data 
controllers, that notice and choice models that rely on consent are no longer 
sufficient.19  Use-based control models supplement notice and choice by imposing 
limitations on the use of information, which might cause harm or create adverse 
impacts to the data subject.  
 

4.1 Accountability 

In light of the growing realization that the notice and consent model has 
limitations in the Information Society, there is growing interest in the concept of 
accountability.  While Accountability is a principle inherent in the OECD 
guidelines, it clearest articulation has been made in PIPEDA20 (the Canadian 
privacy law): 
 

"An organization is responsible for personal information in its possession 

or custody, including information that has been transferred to a third 

party for processing. The organization shall use contractual or other means 

to provide a comparable level of protection while the information is being 

processed by a third party." 
 

                                                
18

 Santucci, Gerald, From Internet of Data to Internet of Things, Paper for the International 
Conference on Future Trends of the Internet, 28 January, 2009, 
http://ec.europa.eu/information_society/policy/rfid/documents/Iotconferencespeech012009.pdf 
19

 Weitzner, Abelson, Berners-Lee et al., Information Accountability Communications of the ACM, 
June 2008/Vol 51, No 6 
20

 http://laws.justice.gc.ca/PDF/P-8.6.pdf 
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This concept of accountability is also the organizing principle for the APEC (Asia 
Pacific Economic Cooperation) Privacy Framework21. 
 

“A personal information controller should be accountable for complying with 

measures that give effect to the Principles stated above. When personal 

information is to be transferred to another person or organization, whether 

domestically or internationally, the personal information controller should 

obtain the consent of the individual or exercise due diligence and take 

reasonable steps to ensure that the recipient person or organization will protect 

the information consistently with these Principles.” 

 
While it is contemplated that many APEC Economies will continue to require 
consent related to the collection and use of information, there was a deliberate 
use of the word “or” to provide a potential alternative rationale for transfer and 
processing - to use due diligence and reasonable steps to ensure the consistent 
treatment and processing of the information.  At the heart of accountability is the 
concept that obligations flow with the information. 
 
In recent guidance on obligations related to cross border data transfers, the 
Canadian privacy Commissioner highlighted the rationale for accountability and 
differentiated it from the EU approach of adequacy22:  
 

“As the legislation itself states, PIPEDA is intended to ‘support and 

promote electronic commerce by protecting personal information that is 

collected, used or disclosed in certain circumstances…’ This acknowledges 

that proper protection of personal information both facilitates and 

promotes commerce by building consumer confidence. Today's globally 

interdependent economy relies on international flows of information. These 

cross-border transfers do raise some legitimate concerns about where 

personal information is going as well as what happens to it while in transit 

and after it arrives at some foreign destination. Consumer confidence will 

be enhanced, and trust will be fostered, if consumers know that transfers of 

their personal information are governed by clear and transparent rules. 

 

There are different approaches to protecting personal information that is 

being transferred for processing. European Union member states have 

passed laws prohibiting the transfer of personal information to another 

jurisdiction unless the European Commission has determined that the 

other jurisdiction offers "adequate" protection for personal information. 

 

In contrast to this state-to-state approach, Canada has, through PIPEDA, 

chosen an organization-to-organization approach that is not based on the 

concept of adequacy. PIPEDA does not prohibit organizations in Canada 

from transferring personal information to an organization in another 

jurisdiction for processing. However, under PIPEDA, organizations are 

held accountable for the protection of personal information transfers under 

each individual outsourcing arrangement.” 

                                                
21

 See also APEC, ‘Privacy Framework’, 2005, available at 
http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(03995EABC73F94816C2AF4AA2645824B)~AP
EC+Privacy+Framework.pdf/$file/APEC+Privacy+Framework.pdf.  
22

 http://www.priv.gc.ca/information/guide/2009/gl_dab_090127_e.cfm 
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4.2 Accountability developments in the EU 

Concepts of accountability are better suited to an environment in which 
information is more distributed and its location less predictable. If one cannot be 
sure where information will be needed at a later time and for what purpose(s), it 
is difficult to ensure that the needed administrative finding of adequacy will be in 
place. In light of these considerations, the concepts of accountability outlined in 
the previous section are being considered in the EU as well.  To be clear, at 
present these concepts are not expected to replace the notion of adequacy but 
rather to serve as concepts which could complement the adequacy requirement. 
 
In the following paragraphs we provide some examples of other instances in 
which the accountability approach outlined above is reflected: 
 
Rand Study In 2008, the UK Information Commissioner sponsored a study by 
Rand Europe to review the EU Data Protection Directive in advance of its formal 
review by the Commission.  The study recommended an approach that was based 
on principles, focusing on use limitations, security, transparency, individual 
participation (the ability to effectively exercise rights) and accountability23. The 
approach outlined was also meant to be risk-based with a focus on preventing 
harm.   While it is unlikely that the Directive will be changed so radically, other 
Data Protection Authorities are also considering how to use such notions of 
accountability. 
 
The Galway Project

24
:  The Data Protection Commissioner of Ireland has 

hosted 2 meetings with privacy experts to “develop a draft document that sets out 
the essential elements necessary for organizations to establish and demonstrate 
accountable management of personal information in a compliant and respectful 
manner, and for enforcement agencies to confidently determine which 
organizations should be trusted to manage and move personal data in a flexible 
manner.”  The OECD and the Business and Industry Advisory Committee (BIAC) 
to the OECD have been participants, and the results of the drafting process will 
be submitted by BIAC to the OECD for information and consideration as 
appropriate.25 
 
Barcelona Process – International Privacy Policy 

Standard/Framework/Principles
26 The Barcelona process has its roots in the 

30th International Conference of Privacy and Data Protection Commissioners in 
Strasbourg (2008), where the Commissioners adopted a resolution on the need for 
protecting privacy in a borderless world, and for reaching a Joint Proposal for 

                                                
23

http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/review
_of_eu_dp_directive.pdf, p 49. 
24
 See Infra: Annex V, 2009 Privacy Update at p. 66 

25
 Both the Galway Project and the Barcelona Process were expert groups convened by the Irish and 

Spanish data Protection Commissioners, respectively.  A member of WP6 participated in his expert 
capacity, but neither project is ready for a public distribution of their work.  In both cases, 
publications are expected by or at the Spanish data protection commissioners’ conference in 
November. 
26
 See Infra, Annex V, 2009 Privacy Update at pp. 62-64 
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setting International Standards on Privacy and Personal Data Protection.   As 
the Spanish Data Protection Authority will host the 31st International 
Conference of Privacy and Data Protection Commissioners in November 2009, 
they have convened a working group of data protection authorities and privacy 
experts that first met in Barcelona in January.  While no public paper is 
available at present, concepts related to accountability are clearly referenced in 
the working drafts.   
 
The Edinburgh DPA Meeting.  At the recent European Conference of Privacy 
and Data protection Commissioners held in Edinburgh, the conference 
declaration affirmed that27: 
 

“The conference will continue to promote the need for high standards of 

data protection in all areas of life, in particular as regards developing 

technologies, the online world and law enforcement activity.  

 

The conference encourages the development and improvement of 

comprehensive data protection legislation that will:  
 

• guarantee and promote fundamental rights and freedoms;  

• build on the existing Data Protection Principles;  

• focus on effectiveness in achieving desired outcomes in practice;  

• encourage organisations to adopt best practice, including 

privacy by design;  

• address the risks of adverse effects faced by individuals and by 

society at large;  

• avoid burdens which cannot be justified; and  

• provide for effective enforcement.  

 

[…] With this declaration, the conference acknowledges the evolving 

landscape of data protection and privacy both in Europe and beyond, and 

the need to continue our work to promote data protection and privacy 

standards while adapting to the world in which we now find ourselves.” 

 
At the same meeting, Commissioner Thomas from the UK delivered a speech 
where he focused on promising themes for reform.  Among one of the most 
important themes was the notion of accountability.  He set out an argument, 
captured in the accompanying diagram, that showed how elements of business 
process, technology, policies and contracts are essential elements of an 
accountability and governance framework28:  
 

                                                
27

 European Privacy and Data Protection Commissioners' Conference Edinburgh, 23-24 April 2009: 
Declaration on leadership and the future of data protection in Europe, available at 
http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Cooperation/Confere
nce_EU/09-04-23_Edinburgh_Declaration_LeadershipDP_EN.pdf 
28

 Thomas Richard, Data Protection in the European Union, Promising Themes for Reform, 
European Privacy and data Protection Commissioners’ Conference, Edinburgh, 24 April 2009 
http://www.privacycommission.be/nl/static/pdf/seminarie-
privacyrichtlijn/data_protection_in_the_eu_nl.pdf 
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Figure 1: Accountability and Governance Model proposed by Richard Thomas 
 
 
He also highlighted the need to consider how people interact with the system 
(usability) and capacity building (skills development/training).   These elements 
are essentially the same elements that are incorporated in the TAS³ governance 
model: Policies, Procedures, Contracts and Technology. 
 

 

4.3 Towards Accountable Technology 

When the W3C team was looking at use-based models and concepts of 
information accountability, they highlighted the increased importance of 
technology in assuring privacy in the information society.   In defining what 
technical architectures should look like in these new accountability models, the 
major requirements were related to policy-aware tools, including transactions 
logs, language frameworks and perhaps most importantly policy-reasoning tools.   
 
The increased level of identified transactions, which occur on-line across all 
aspects of life, and the rise of identity theft and other similar crimes have also 
heightened concerns of accountability across information flows.  Personal data 
breaches have become a common part of the lexicon and are now defined in the 
revised e-Privacy Directive as29: 
 

“a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to, personal data transmitted, 

stored or otherwise processed in connection with the provision of a publicly 

available electronic communications service in the Community” 

 
Issues of Identity and privacy have also received increased attention as concerns 
over identity theft have continued to grow.  In 2005, Kim Cameron first 
published his ‘Seven laws of identity’ in his blog30.  These laws provide a useful 
foundation for placing identity and privacy in context.  Since then, Ann 
Cavoukian, the Information and Privacy Commissioner for Ontario, has built on 
the 7 laws in a paper entitled “The Case for Privacy Embedded Laws of Identity 

                                                
29

 See Art. 2, 2 c) of Directive 2009/136/EC of the European Parliament and of the Council of 25 
November 2009 amending Directive 2002/22/EC on universal service and users’ rights relating to 
electronic communications networks and services, Directive 2002/58/EC concerning the processing 
of personal data and the protection of privacy in the electronic communications sector and 
Regulation (EC) No 2006/2004 on cooperation between national authorities responsible for the 
enforcement of consumer protection laws, O.J. 18 December 2009, L-337/29. 
30

 http://www.identityblog.com/352/#lawsofiden_law1  
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in the Digital Age31.  Commissioner Cavoukian is also known for her work on 
promoting the concept of privacy by design32 - the idea that privacy is built into 
the technology at the design stage, not bolted on after deployment.   
A review of the Seven Laws of identity as enhanced for privacy is informative, 
because like the TAS³ approach, Commissioner Cavoukian goes beyond the 
technical elements of privacy by design.  A comparison table between the 7 Laws 
of Identity and the 7 laws of embedded Identity has appeared as follows: 
 
 
f 

The 7 Laws of Identity 7 Privacy-Embedded Laws of Identity 

LAW #1: USER CONTROL AND CONSENT LAW #1: PERSONAL CONTROL AND CONSENT 

Technical identity systems must only reveal 

information identifying a user with the user’s 

consent. 

Technical identity systems must only reveal 

information identifying a user with the user’s 

consent. Personal control is fundamental to 

privacy, as is freedom of choice. Consent is pivotal 

to both.  

Consent must be invoked in the collection, use and 

disclosure of one’s personal information. Consent 

must be informed and uncoerced, and may be 

revoked at a later date. 

 

LAW #2:  

MINIMAL DISCLOSURE FOR A CONSTRAINED 

USE 

LAW #2:  

MINIMAL DISCLOSURE FOR LIMITED USE:  

DATA MINIMIZATION 

The identity metasystem must disclose the 

least identifying information possible, as this is 

the most stable, long-term solution. 

The identity metasystem must disclose the least 

identifying information possible, as this is the most 

stable, long-term solution. It is also the most 

privacy protective solution.  

The concept of placing limitations on the collection, 

use and disclosure of personal information is at the 

heart of privacy protection. To achieve these 

objectives, one must first specify the purpose of the 

collection and then limit one’s use of the 

information to that purpose. These limitations also 

restrict disclosure to the primary purpose specified, 

avoiding disclosure for secondary uses. The 

concept of data minimization bears directly upon 

these issues, namely, minimizing the collection of 

personal information in the first instance, thus 

avoiding the possibility of subsequent misuse 

through unauthorized secondary uses. 

 
 
 

 
 
 
 

                                                
31

 Cavoukian, Ann, ‘The Case For Privacy Embedded Laws of Identity in the Digital Age’, available 
at http://www.ipc.on.ca/images/Resources/up-7laws_whitepaper.pdf 
32

 http://www.ipc.o n.ca/images/Resources/up-2007_09_17_UofT.pdf; See also infra, Annex V, 2009 
Privacy update at p.64 
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The 7 Laws of Identity 7 Privacy-Embedded Laws of Identity 

LAW #3:  

JUSTIFIABLE PARTIES 

LAW #3:  

JUSTIFIABLE PARTIES: “NEED TO KNOW” 

ACCESS 

Identity systems must be designed so the 

disclosure of identifying information is limited 

to parties having a necessary and justifiable 

place in a given identity relationship. 

Identity systems must be designed so the 

disclosure of identifying information is limited to 

parties having a necessary and justifiable place in 

a given identity relationship. This is consistent with 

placing limitations on the disclosure of personal 

information, and only allowing access on a “need-

to-know” basis.  

Only those parties authorized to access the data, 

because they are justifiably required to do so, are 

granted access. 

 

LAW #4: DIRECTED IDENTITY LAW #4: DIRECTED IDENTITY: PROTECTION AND 

ACCOUNTABILITY 

A universal identity metasystem must support 

both “omnidirectional” identifiers for use by 

public entities and “unidirectional” identifiers 

for use by private entities, thus facilitating 

discovery while preventing unnecessary 

release of correlation handles. 

A universal identity metasystem must be capable 

of supporting a range of identifiers with varying 

degrees of observability and privacy. Unidirectional 

identifiers are used by the user exclusively for the 

other party, and support an individual’s right to 

minimize data linkage across different sites. This is 

consistent with privacy principles that place 

limitations on the use and disclosure of one’s 

personal information. At the same time, users must 

also be able make use of omnidirectional identifiers 

provided by public entities in order to confirm who 

they are dealing with online and, thereby ensure 

that that their personal information is being 

disclosed appropriately. To further promote 

openness and accountability in business practices, 

other types of identifiers may be necessary to allow 

for appropriate oversight through the creation of 

audit trails. 

 

 

LAW #5:  

PLURALISM OF OPERATORS AND 

TECHNOLOGIES 

LAW #5:  

PLURALISM OF OPERATORS AND 

TECHNOLOGIES:  

MINIMIZING SURVEILLANCE 

A universal identity solution must utilize and 

enable the interoperation of multiple identity 

technologies run by multiple identity providers. 

The interoperability of different identity 

technologies and their providers must be enabled 

by a universal identity metasystem. Both the 

interoperability and segregation of identity 

technologies may offer users more choices and 

control over the means of identification across 

different contexts. In turn, this may minimize 

unwanted tracking and profiling of personal 

information obtained through surveillance of visits 

across various sites. 
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LAW #6:  

HUMAN INTEGRATION 

LAW #6:  

THE HUMAN FACE: UNDERSTANDING IS KEY 

The identity metasystem must define the 

human user to be a component of the 

distributed system, integrated through 

unambiguous human-machine communication 

mechanisms offering protection against 

identity attacks. 

Users must figure prominently in any system, 

integrated through clear human-machine 

communications, offering strong protection against 

identity attacks. This will advance user control, but 

only if users truly understand. Thus, plain language 

in all communications used to interface with 

individuals is key to understanding. Trust is 

predicated on such understanding. 

 

LAW #7:  

CONSISTENT EXPERIENCE ACROSS CONTEXTS 

LAW #7:  

CONSISTENT EXPERIENCE ACROSS CONTEXTS:  

ENHANCED USER EMPOWERMENT AND 

CONTROL 

The unifying identity metasystem must 

guarantee its users a simple, consistent 

experience while enabling separation of 

contexts through multiple operators and 

technologies. 

The unifying identity metasystem must guarantee 

its users a simple, consistent experience while 

enabling separation of contexts through multiple 

operators and technologies. We return full circle to 

the concept of individual empowerment and 

informed consent. Clear interfaces, controls and 

options that enhance an individual’s ability to 

exercise control across multiple contexts in a 

reliable, consistent manner will serve to enhance 

the principle of informed consent. 

 

 

Figure 2:  Table Comparing 7 Laws of Identity and 7 Privacy Embedded laws of 
Identity33 
 
This privacy articulation of the seven laws provides a useful roadmap for the 
application of technology and the consideration of privacy in context.  In today’s 
world of continuously expanding information flows and uses, privacy must be 
considered in a larger context than just the enterprise or the transaction. It must 
be considered at the ecosystem level and across its lifecycle.  This approach has 
been adopted by TAS3. In future iterations of this deliverable, we will use the 
applicable portions of the 7 embedded laws as part of an evaluation metric to see 
how successful we are in deploying a privacy by design identity management 
implementation. 
 
In looking at ecosystem concepts, Commissioner Cavoukian also saw the need to 
develop new tools to assess privacy, and to that end, in conjunction with the 
Liberty Alliance, her office has developed a paper entitled: Building Privacy 

and Trust-enabled Federation: Federated Privacy Impact Assessment (F-

                                                
33

 Cavoukian, Ann, ‘The Case For Privacy Embedded Laws of Identity in the Digital Age’, available 
at http://www.ipc.on.ca/images/Resources/up-7laws_whitepaper.pdf, p. 14-15. 
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PIA)
34
.  It is informative to consider the approach to accountability (the basis of 

PIPEDA, the Canadian privacy law) that is incorporated in this paper: 
 

“Finally, the collection of personal information entails a duty of care for its 

protection. Obligations related to all relevant privacy-related policies and 

procedures should be documented and communicated as appropriate, and 

assigned to a specified individual within an organization. When transferring 

personal information to third parties, organizations should seek equivalent 

privacy protection through contractual or other means. Further, in order to 

ensure the accountability of federation members, the principles of openness and 

transparency should be adopted. That is to say, information about the policies 

and practices relating to the management of personal information should be 

made readily available to the individuals whose data is being held. 

Organizations should also establish compliance and redress mechanisms, and 

communicate information about them to the public, including how to access the 

next level of appeal. Compliance with privacy policies and procedures should be 

monitored, evaluated and verified on an ongoing basis. 

The combination of these factors leads to the concept of accountability, in which 

information is appropriately secured and protected across both the scope of 

federated enterprises and the life cycle of the information. This concept not only 

forms the basis of Canadian privacy laws, but also is found in the OECD 

Guidelines, and is the defining principle of the APEC Privacy Framework.” 

 

 

 

                                                
34

 Cavoukian, Ann, ‘Building Privacy and Trust-enabled Federation: Federated Privacy Impact 
Assessment (F-PIA)’, available at http://www.ipc.on.ca/images/Resources/F-PIA_2.pdf 
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5 Legal requirements for TAS³ 

The requirements outlined in the summary of privacy principles, as well as in the 
7 Embedded Laws are not defined in a manner that provides sufficient technical 
guidance, particularly because they lack details of operational relevance.  As we 
delve into the operational requirements, it becomes clear that the principles 
summarized above are both interdependent and overlapping.   Since our goal is to 
provide guidance and not a legal treatise, the following sections will address 
these issues within the context of how relationships and interactions occur.  For 
the technical and business community this presents more of a workflow concept; 
for the data subject this represent more of the intuitive path through which a 
relationship with an organization or a number of organizations may develop. 
 
Part of the challenge which TAS3 is addressing, is the need to address privacy 
and security within an ecosystem, not just within a particular enterprise.  
Requirements will thus contemplate both the workflow between individual 
entities as well as needs of the ecosystem.  Since one of the main objectives of 
TAS3 is the assurance of privacy and security, we will also look at the role of 
policies and other legal instruments in assuring that security and privacy are 
enabled in an environment of trust supported by a governance framework. 
 
The following table (Figure 3) highlights the basic data protection requirements 
mandated in the Directive.  In order to help define their operational relevance, 
these requirements have been divided into 4 categories: collection, processing, 
operation and accountability. 
 

 

Requirements at time of collection 

• Information must only be collected for specified, explicit and legitimate 
purposes (this also can encompass related compatible purposes). 

• Collected information must be limited to information relevant to the 
specified purpose. 

• Data subjects must be provided notice which includes: 
o Identity of controller 
o Purpose(s) of processing 
o Information on recipients of data 
o Nature/consequences of information collection 
o Available access/correction rights and methods 
o Any other information required to assure fairness of processing. 

o Where Information is not collected directly by controller or will be shared, 
notice must be given at time of collection or prior to sharing including: 

o Identity of controller 
o Purpose(s) of processing 
o Information on recipients of data 
o Nature/consequences of information collection 
o Available access/correction rights and methods 
o Any other information required to assure fairness of processing. 
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Processing Requirements 

• A legitimate basis for the processing must be ensured 

• Unambiguous consent is required, unless 
• Processing is necessary to accomplish the purpose of collection 
• Processing is needed to protect vial interest of the data subject or in 

the public interest 
• Processing is required by legitimate business needs of controller or 

third party relating to the service they are providing if they are not 
inconsistent with fundamental rights of privacy (general obligations…) 

• No processing of personal information revealing/concerning 
o Racial/ethnic origin 
o Political opinions 
o Religious/philosophical belief 
o Health 
o Sex life 
o Without/Unless: 

� Explicit consent (unless still prohibited by law) 
� Necessary for a legally authorized purpose of a controller in 

the field of employment law 
� To protect the vital interest of the data subject to other 

person not able to provide consent  
� In the normal course of business of a non-profit with 

political, philosophical, religious or trade union aim where 
processing is of member of group 

� Made public by the data subject 

• Limitation does not apply where: 
o Processing is needed for purposes of preventive medicine, medical 

diagnosis, the provision of care or treatment or the management of 
health-care services, and where those data are processed by a 
health professional subject under national law or rules established 
by national competent bodies to the obligation of professional 
secrecy or by another person also subject to an equivalent 
obligation of secrecy. 

o Processing of national identifier information as prescribed by 
Member State 

 

Operational Issues: Accuracy, retention, security 

• Accuracy of information collected must be maintained; kept up-to-date 
where needed and all reasonable steps taken to ensure correctness and 
completeness of the data. 

• Data may only be maintained as identifiable data only as long as needed 
to accomplish the purpose of collection. 

• Data must be secured by physical, logical and administrative controls that 
are at the level of the current state-of-the-art and appropriate to the risks 
represented by the processing and nature of the data. Appropriate 
technical and organizational measures must be defined to protect personal 
data against: 

o Accidental/unlawful destruction 
o Unauthorized access or disclosure 
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Accountability: Access, oversight and compliance 

Data subjects have the right to access their information at reasonable 
intervals and without excessive delay or expense and have the right to: 

• Receive confirmation as to whether there is data being processed; 
including category/type, purpose, and who their has been shared with 
(if applicable) 

• Have such information provided in an intelligible fashion 
• Information about automated processing that could result in decisions 

impacting the data subject 
• Where appropriate, request rectification, erasure or blocking of data 

not consistent with Directive obligations as well as notification of same 
to third parties where reasonable. 

 
Implicit in the requirements of the Directive are the need to have processes to 
enable individuals to exercise these rights.  Issues such as complaint 
handling, audit, oversight and redress mechanisms are necessary elements to 
enable proper execution of the user rights.  Some of these would also have 
operational utility in terms of security or be required as part of collection or 
processing of information.  We call them out under accountability because of 
their importance to proper oversight and compliance.  

 

Figure 3: Summary Table of TAS³ Data Protection Requirements 
 
Note:  As TAS³ develops greater detail will need to be provided with regards to 
the specifics and nuances of both the laws at the national level as well as the 
implementations of any supporting regulations, and the relevant decisions of the 
data protection authorities.  There will also be need for specific guidance related 
to sectoral applications of both the relevant data protection laws as well as 
specific sectoral laws related to security and/or data protection.  For now, the 
development of a high level compendium of requirements is essential to allow 
developers to better grasp the nature of requirements which must be met. 
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5.1 Applying Privacy Concepts in practice 

A workflow approach to privacy and security requirements first starts at the 
moment an individual enters a system/ecosystem. As we proceed with the 
workflow analysis it will become increasingly clear why we have to think of both 
system and ecosystem needs. 
 

5.1.1 Notice/use 

The first introduction of a person to a system may be in person, on the phone, via 
documents or online.  In all cases, the individual has a right to know certain 
things: 
 

• Who is controlling the collection of information; 
• What personal information is being collected (both in the event of directl 

and indirect collection);35 
• For what purpose is the information is being collected 
• How the information will be used 
• Who the information will be shared with36 
• That the information will be appropriately secured. 
• How to request access to the information for correction/review. 

• That the information will only be retained (in identifiable form) for a 
period of time relevant to the purposes of collection. 

   
A number of these questions are essential to allowing an individual to determine 
whether they wish to consent to the collection and use of the information.   In 
considering these questions, it is essential to understand all the possible 
purposes of collection and uses of information by both the collecting entity and 
any downstream/ecosystem entity with which the information may need to be 
shared.  The consent of the data subject to the collection and use of information is 
limited to those purposes specified.  Thus, if an enterprise only specifies the 
limited uses of information that it currently engages in, but then desires to share 
the information with other parties, or use the information for other purposes, a 
new notice and consent would be required37. 
 
 
 

                                                
35

 The notice obligation does not only cover situations in which the data subject knowingly provides 
certain information, but also extends to instances in which information is collected in less obvious 
ways, e.g.  on-line or on the phone.  In employment and health cases issues of video surveillance, 
audio-taping, and email surveillance also come into play.  Depending on the jurisdictions there may 
be specific notice requirements.  Issue of third party information sources used to supplement 
information obtained directly are also covered. 
36

 At least in terms of types/categories  
37

 There are some uses/sharing that are permitted within the original collection – those purposes 
not incompatible with the purposes of the collections/processing or needed to accomplish the 
transaction.  Good practice would favour listing those uses explicitly in the initial notice provided to 
the data subject. 
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5.1.2 Technical/business considerations38 

• Need to develop a notice strategy across all channels of communication 
o Explore short-form notice options39 to address form factor issues 
o Explore timing of online notice presentation40 

• Understand/identify what personal data elements are going to be needed 
• Identify the persons/organizations that may get access to the information 
• Consider how the various data elements will be used by the system and 

the ecosystem 
 

5.2 Collection limitation/Data minimization/Least 
means access 

Collection limitation concepts come into play at the very outset of any 
transaction.  At the same time an organization considers what information it 
needs for its business purposes, it must consider the extent of information that is 
permissible.  Once the appropriate notice has been provided specifying the 
purposes, uses and sharing of information, and the data subject has provided the 
personal information, data minimization and least means access come into play.  
The concepts are related and are predicated on the concept that what isn’t 
collected or shared is much less likely to be compromised. 
 
Collection limitation, which is closely related to the requirement of data 
minimization, refers to the need to assure that only the minimum amount 
information needed to accomplish the purposes of the processing is collected.  
This is a question that requires guidance from those using the information, not 
just those developing systems, as they may not be aware of the possible uses and 
all aspects of data required. 
 
Data Minimization is the broader concept of assuring that only the information 
needed to accomplish the specific business need is accessed, and also that data is 
not kept in a form which permits identification for longer than is necessary to 
achieve the purposes of the processing.  Data Minimization may best be 
explained by an example.  A shipping department may need to access customer 
information to deliver a product, but may not require access to credit or other 
financial information. As soon as the collected information is no longer necessary 
to achieve the purposes of the processing, the shipping department should 
remove that information from its databases. 
 
‘Least Means Access’ complements the previous principles by requiring controls 
to the access of information.  From a security perspective this may be interpreted 

                                                
38

 This is where the overlapping and interdependent nature of the requirements comes into play; 
some elements that must be addressed are more suitably discussed under other topics. 
39

 Article 29 Working Party, ‘Opinion 10/2004 on More Harmonised Information Provisions’, WP100, 
25 November 2004, available at 
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2004/wp100_en.pdf. 
40

 Laws require notice at or before time of information collection, which sometimes becomes more 
problematic, e.g. with regards to the processing of IP addresses (cf. supra). 
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as only providing access to information on a need-to-know basis.  Only those with 
a need to know may be provided with access to personal information. Similarly, 
individual entities should only be accorded further processing privileges (delete, 
edit, …) to the extent that it is necessary to fulfil their role towards the 
processing 
 
Taken together, the three concepts require organizations to limit information 
collection to those personal data elements needed to accomplish the specified 
purposes, to then limit use of those personal data elements according to their 
legitimate business which were specified as purposes and to also limit access to 
those data elements to employees on a need-to-know basis. Additionally, data 
management life cycles must also be in place to ensure that data is not kept in 
identified form for longer than is necessary. 
 
We recognize that the need-to-know and need-to-share requirements set forth in 
the Directive help create a framework for enabling responsible information flows. 
One reason why the TAS3 work is so important is the increased need to share 
information.  Concepts of information portfolios managed throughout a lifetime 
by their very nature imply the purpose of sharing information, whether it is 
through subsequent transfers or delegated access.  The need to both maintain 
control related to sharing in terms of subsequent use as well as the need to 
understand the implications of sharing (which goes more to effective notice), only 
increase in importance over time. The requirements set forth in the Directive 
contemplate sharing, but were drafted at a time when sharing would be much 
more limited due to the fact that most sharing would take place between people 
in reasonably close geographic proximity as opposed to mediated by technology 
across large distances among parties with relatively little familiarity or pre-
established relationships.  
 
New technologies such as reputation engines and technologies that enable 
individuals to define personal privacy policies and make them apply across 
transactions (PDP, PEP, sticky policies), will help assure consistency of 
application of personal privacy requirements across these more disparate 
information exchanges. These are also the types of technologies contemplated by 
the new accountability requirements. 
 
As we look at emerging technologies we must also be mindful of the user benefits 
that can result from this increased sharing.  In the employment field, electronic 
exchange of information creates better listings of and access to opportunities for 
career development, education and job placement.  There are also improved 
technologies in job application and recruitment processes; ranging from video 
resumes to pseudonymized job-to-skills matching engines.  In the area of health 
care the portability and control of health records has the potential of improving 
visibility of care and expanding the patient’s choice of providers.  Appropriate use 
of such records also allows health care system operators to cross-check 
treatments and prescriptions to reduce the likelihood of errors and optimize care.  
To the extent that the information can be sufficiently anonymized or generalized 
it may also be made available to provide better information to address public 
health planning. 
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TAS3 aims to enable these benefits in a secure and trusted infrastructure.  The 
focus on security and trust may also enable greater information sharing if data 
subjects are more confident that the system collecting information will do so in 
compliance with law and pursuant to the policies they define. 
 

5.2.1 Technical/organizational considerations 

• Are the personal data elements being collected really needed?41  
• Has a business need for access to or sharing of information been defined? 
• Are policies articulated that limit employee access to information based 

on business need? 
• Are employees bound to those policies? 
• Are there technical procedures/controls to support those policies? 

 
 

5.3 Accuracy, access and correction 

Accuracy and Access/Correction are separate, but related issues which we discuss 
together because they present some of the same questions. Properly 
accommodating Accuracy and Correction requirements may be one of the easiest 
and most problematic tasks at the same time.  Today’s online environments 
facilitate compliance with these requirements because information may be kept 
up-to-date or corrected by the data subject via self-service applications.  Data 
processing within an ecosystem, however, creates additional issues.  For one, 
data that has been minimized and shared with third parties may only have some 
identifying characteristics and in many, if not most cases, the downstream 
recipients of information elements may have no direct relation or even knowledge 
of the data subject.  In order for them to meet an access request or update 
information they essentially have only two options: One - rely on the data 
provider to update and correct the information thus creating a centralized 
resource through the entity that has the direct relationship with the data subject; 
or Two - collect and maintain information about the data subject sufficient to 
validate their right to access the profile or stored information42.  The latter path 
is clearly not desirable, but may inadvertently result if no other path is provided 
to create a meaningful path to accuracy, access and correction. 
 

5.3.1 Technical/organizational considerations  

• Identify what information is provided by the data subject and can be kept 
up-to-date through self-service applications 

• Once data elements, uses and flows are established, develop an accuracy, 
access and correction models for the ecosystem.  These considerations will 

                                                
41

 Recall that this inquiry starts with the initial online collection – the technical handshake, cookies 
etc.  While these elements may or may not be personal at the time of collection they could later be 
associated with a persons identity and as such need to be considered at the outset. 
42

 As TAS³ develops, the greater level of user control afforded by the systems may limit the scope of 
this issue. 
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raise issues related to how information is stored, separation of duties and 
other technical topics dealt in greater depth under security. 

• Develop practices and policies to oversee appropriate access and 
correction43 and legal instruments that bind the participants, as needed. 

 

5.4 Security 

Privacy and security are essential elements of user trust.  Security is also an, if 
not the, essential privacy requirement from a technical design perspective.  
Security obligations exist at the technical, logical and physical level and all 
require that appropriate policies be put in place.  Annex 2 lays out a very useful 
compendium of possible policies sourced from guidance related to HIPAA, the 
healthcare law in the US. Apart from the useful compendium of security policies, 
the approach to implementing them is also informative.  The policies are broken 
out into “required” and “addressable’.  Addressable policies are those with greater 
flexibility of specification and grouping to all for more adaptability to existing 
implementations.  
 
The increased public attention with regards to issues of identity theft has driven 
calls for improved security.  As a result of some very notable public and private 
sector breaches, for example, the Information Commissioner for the UK has been 
pushing for required encryption and has promulgated detailed security guidance 
on his site.44 In the US, the same concern has spawned breach notification bills 46 
of the 50 states45; Canada and Australia are also considering breach notification 
bills46; and the EU has recently introduced amendments to the e-Privacy 
Directive47 that provide for notification of security breach (cf. supra). 
 
Security is a concept that organizationally permeates the entire information 
lifecycle.  Because it represents the driving force behind TAS3, it is dealt with 
across all aspects of the project.  In this section, we will look to the concepts that 
stand behind security in privacy legislation as well as current hot topics. Most 
privacy legislation and international instruments, including the five that are the 
basis of this review, do not provide detailed or proscriptive requirements as legal 
requirements.  They do however share broad themes: 
 

1. They relate to technical and organizational measures – technology, 
policies, practices and processes. 

                                                
43

 There may also be requests to supplement information, blocking and deletion, but those must be 
appropriate to purposes and circumstances.  On this point the Directive has instituted a balancing 
test. For instance, the data subject does not have a unilateral right to block the processing of an 
accurate credit report (provided that it is being used in the accepted course of transactions), merely 
because the report is negative.  
44

 Good practice note on security: 
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/security%20v
%201.0_plain_english_website_version1.pdf; see also 
http://www.ico.gov.uk/Home/about_us/news_and_views/current_topics/Our%20approach%20to%20e
ncryption.aspx for guidance on approach to encryption. 
45

 http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm 
46

 See generally, Maurushat, Alana, 
Data Breach Notification Law Across the

 
World from California to Australia

, Berkeley Electronic 
press, 2009, http://law.bepress.com/unswwps/flrps09/art11.  
47

 Directive 2002/58/EC 
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2. They presume that state-of-the-art is being considered, but accept 
balancing factors that might influence decisions such as nature/sensitivity 
of the information, size of the enterprise, potential risk as well as risk 
mitigation. 

3. They are looking at both external and internal threats (unauthorized 
access from within or outside the data controller’s organization) 

4. Access to information is the tripwire and wrongful access can include 
access by an authorized person with no legitimate need48  

5. Information should not be maintained in an identifiable fashion beyond 
the time necessary to accomplish the specified purposes49 

6. While not a specific requirement – former ISO/IEC 17799 (now ISO/IEC 
27001/2) is often referenced as an example of a set of comprehensive 
security practices. 

 
 

5.4.1 Technical/Organizational considerations 

Major topics that MUST be addressed include: 
 

a. Intrusion detection 
b. Virus Protection 
c. Firewalls 
d. Encryption at rest and in motion 
e. Authentication/ID Management systems 
f. Authorization 
g. Access control 
h. Audit/logging 
i. Data retention/deletion 
j. Separation of duties 
k. Security policies 

 
 
See Annex 3 and Annex 4 for a more comprehensive list of topics and related 
requirements.  Annex 3 maps TAS3 requirements and practices to legal 
obligations defined in the Directive, while Annex 4 provides a more detailed 
information to help guide other WPs of TAS3 on legal requirements. These two 
documents are common to both D6.1 and D6.2. 
 
 
 

                                                
48

 This may be an especially prevalent concern in medical systems where people may try to glean 
information on a celebrity or VIP for non-medical reasons 
49

 There is no hard and fast rule as to what the proper period of retention is related to a specific 
purpose.  Interpretations rely on concepts of appropriateness and proportionality.  One must also be 
aware, however, that certain information like communication headers and medical records often 
have minimum retention periods. 
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5.5 Governance 

A number of issues that are closely related to security may more properly be 
dealt with under the concept of governance.  Beyond the complexities of making 
all of the elements listed above work together, an organization must also have a 
governance model.  TAS3 addresses that requirement at the ecosystem level by 
contractually binding organisations as a prerequisite for participation.  Issues of 
trust do not start and end with just one particular organization. Consequently, 
mechanisms and procedures must be in place that allow distribution of trust in 
such a way that the system as a whole – the ecosystem – is trusted, not just the 
entity in question.  Such an approach will allow systems to grow in an efficient 
and organic fashion, based on dynamic needs and innovation, while at the same 
time reducing undue burdens. Trusted ecosystems have the ability to migrate 
trust across entities because individuals feel that they can rely on the governance 
framework, which justifies their trust. 
 
A governance framework must address: The legitimate operational needs of the 
organizations; the legal rights of the end-users; and the risks of the environment 
in which they operate.  The framework can be developed in primarily two ways.  
It may be either organization- or user-centric.  In the case of the former, the 
needs of organizations are tempered by the needs of the users; in the case of the 
latter the desires of the users help shape and inform the needs of the 
organizations.  Ideally, systems will be developed over time in which a win-win 
scenario can be created; whereby the desires of the users and needs of the 
organization are optimized.  TAS3 is an attempt at such an optimization, in which 
appropriate user control becomes a functionality valued by the organizations, as 
it reduces their burden in achieving compliance.   
 
A governance framework thus requires a risk analysis, a needs analysis for both 
users and organizations, a mapping of data flows and an identification of 
requirements.  The operational elements of the governance framework include 
the policies and practices of the organizations, the legal instruments that bind 
the employees/agents to the organizations, the organizations to each other and 
the users to the system.  These policy and legal aspects of the system work in 
conjunction with the technical elements of the system.   
 
By way of example, one could consider the legal framework used by credit card 
companies. There are agreements and policies that control relations between 
banks, processors, merchants and cardholders.  There are likewise policies and 
agreements that bind what employees can do with card-member/institutional 
information.  All parties are bound to an ecosystem that does not require any 
prior contact or relationship between transacting parties.  This is why a tourist 
from the US is able to purchase a watch in the EU from a merchant he has never 
met by using a credit card.  The governance framework, that also controls onward 
transfers and other uses of the information, is one of the key factors in enabling 
the user to trust the system with sensitive personal information.  This provides a 
good example of broad sharing of appropriate information with required controls 
to assure trust and security.  Need-to-share and need-to-know can be 
appropriately optimized and effectively overseen under this approach. 
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In the EU healthcare arena there is a similar desire to enable records access 
needed to treat an increasingly mobile population. Consequently, governance 
frameworks for e-health records are starting to emerge. The healthcare system is 
of course much more complex than that of credit cards; due to the sensitivity of 
health-related information and the nature and organization of entities providing 
services. While credit card information may provide information on some of your 
habits and person traits, it’s greatest benefit (for legitimate exploitation) would 
consist in using the aggregate information as input to a profile for marketing or 
customization purposes. Thus broad categories, risk-based metrics and 
implications of failure of compliance are more easily identified and quantified. 
Different procedures are in place to guard against criminal use of information, 
including ID theft. 
 
Health information, on the other hand, is personally identifiable at the level of 
each item and may have significant implications to create harm or 
embarrassment for misuse at the item level.  Unlawful uses may include 
wrongful access to pharmaceuticals or health services through fraudulent 
credentials. Solutions to these problems are being addressed at the 
organizational level, but need to be addressed at the ecosystem level as well.  The 
way in which service providers in the health care sector are organized is another 
fundamental area of difference.  While governments play a central role in 
payment of services, there is a much broader set of players with a less 
straightforward method of coordinating operations.  Unlike the credit card 
industry, which has coordinated the PCI Security standard there is no similar 
unifying standard for healthcare across the various actors.  There is likewise no 
similar unifying contract infrastructure across all of the aspects of treatment, 
payment or operations, not to mention the necessities of medical research and 
public health administration.  One must also consider the implications of system 
failure in health care information systems, which go beyond economic 
consequences to include matters of health, including those of life and death.  
Thus the integrity and availability of health information can be critical beyond 
measure. 
 
TAS³ is an ecosystem-based solution that coordinates many of these disparate 
elements.  In most cases these concepts are backed into over time.  In the case of 
TAS3, these elements are a prime consideration during the design process.  This 
level of coordination takes the concept of privacy by design to a higher level.  
TAS3 is undertaking the integration of the technology, policy and legal elements 
at the design stage through collaborative processes. Since this will remain an 
interactive and collaborative process beyond the design stage, it will require 
continuous refinement and optimization.  A significant benefit from designing 
security and privacy obligations into technology, policy, and legal requirements 
at the outset is that it enables an optimization of resources to assure that all 
three project aspects are complementary and mutually supportive.  In some 
cases, technology enables an organization to demonstrate compliance with 
policies; in other cases, policies underpin concepts difficult to code and lastly, 
contracts may be required to bind organizations and users to both policy and 
technical requirements. 
 

After appropriate needs and risk analyses, policies are the next logical step, 
which helps define the obligations and rules of behaviour that will be supported 
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by the technology and contractual framework.  A broad variety of policies may be 
required or considered that relate to security, privacy, compliance and 
operations.  While not relevant to specific EU obligations, Annex 2 provides an 
example of policies that were either considered required or addressable under the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) in the US.  
While the policies are not surprising and approximate requirements of ISO/IEC 
27002, they do specify agreements/contracts as required elements of the security 
matrix. 
 
Among the most notable policies that need to be considered from a privacy/trust 
perspective: 
 

1. Privacy policy 
a. Data subject 
b. Employees /third parties 
c. Personal information of other customers transferred for processing 

2. Employment/HR Policies 
a. Policies related to employee screening 
b. Workplace monitoring (includes systems)50 

3. Security Policies 
a. Security policy 
b. Internet Access and Use 
c. Incident Response Policies 
d. Encryption 

4. Business continuity/disaster recovery 
 
As these and other required policies are being considered, recall that they must 
be considered at both the enterprise and ecosystem level so that assurances of 
trust can be provided with regards to the system as a whole. 
 

5.5.1 Technical/Ecosystem Considerations 
 

• Is it possible to identify minimum technical requirements/capabilities 
required for participation? 

o Are they ecosystem-wide or do they vary by type of participant, 
nature of information flow etc.? 

• Are there minimum security requirements for all participants51? 
o Are they ecosystem-wide or do they vary by type of participant, 

nature of information flow etc. 

• What privacy promises were made or legal obligations are owed to data 
subjects that need to be respected across the Ecosystem?  

 
Once these factors are identified the contractual framework can support them. 
 

                                                
50

 Guidance from the UK Information Commissioner 
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/coi_html/engl
ish/employment_practices_code/part_3-monitoring_at_work_1.html 
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5.6 Compliance and oversight 

While we have discussed many of the inputs to developing a governance 
framework, we have not yet focused on the important operational factors of 
compliance and oversight.  Again, under normal circumstances, these issues are 
more complex at the ecosystem level, but the fact that these considerations are 
being taken into account at the legal, policy and technical level of project 
development, lessens the compliance overhead related to these obligations. In the 
OECD Guidelines for the Security of Information Systems and Networks: 
Towards a Culture of Security, the principle of “each according to their role” was 
highlighted and reminds us that all participants to a system, even users, have 
some security obligation that should be proportional to their role.52 
 
From a privacy perspective, two main points need to be stressed.  All privacy 
laws require that there be an effective mechanism for complaint.  Thus an 
essential element of a proper governance framework is an easily accessible and 
user-friendly complaint process.  Good practice often favours the inclusion of a 
dispute resolution or mediation processes.  Another critical component is a 
compliance/oversight process. It is hoped that appropriate compliance and 
oversight processes can help resolve issues before they result in formal 
complaints. 
 
Compliance and oversight in TAS3 will be assisted to a larger degree than usual 
by the technical infrastructure.  Concepts of “sticky policies” and other 
automated means inherent to the architecture such as the so-called “dashboard” 
shall be used assure more correct use of, and access to, information.  This is an 
important example of how technology, policy and legal issues considered at the 
outset can enable greater compliance with lower overhead.  Compliance and 
oversight are multifaceted concepts that must exist in dimensions beyond 
technology – no matter how good the technology is.  
 

5.6.1 Organizational/Ecosystem Considerations 

• Are there specific persons appointed to the various tasks and are there 
appropriate separations of duties, reporting lines etc? 

• Is all the information needed to prove or investigate compliance being 
logged securely? 

o What are the investigatory policies? 
o What are the retention periods? 
o Can any of the information be retained in an anonymized or 

otherwise de-identified fashion? 
• Have audit procedures been defined that provide backing for compliance? 

• Can you audit across transactions and interactions involving multiple 
parties? 

• Where issues do occur53, is there a complaint mechanism in place that is 
easily accessible? 

                                                
52

 http://www.oecd.org/document/42/0,3343,en_2649_34255_15582250_1_1_1_1,00.html. This 
approach is further elaborated in D6.2 in sections 5.4-5.5. 
53

 The complaint system should be able accessible from across the workflow as issues are not solely 
generated at the close of a transaction. 



 Privacy Requirements, v2.0                        Dec 29
th
, 2009 

    

TAS3_D06p1_Privacy_Requirements_v2p0.doc Page 34 of 80 

• Are there processes to handle, escalate and archive complaints? 
• Are there mechanisms that facilitate reporting/registration requirements 

with data protection authorities?54 
 
 

                                                
54

 These reporting and registration requirements start with the need to register system that collect 
and process personal information (the detail of these requirements vary by country) and go to 
consideration of breach notification.   
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6 Conclusion 

The legal requirements of data protection in the EU exist across a number of 
Foundation documents, which have been implemented into national legislation.  
These documents provide a common set of principles providing individuals with 
rights related to the processing of their personal data. Applying those high level 
principles to applications of current and evolving technology is proving to be more 
challenging every day.  Matters become complicated further due to the increased 
complexity of systems and mobility of people. 
 
In order to be of assistance to stakeholders ranging from end-users to 
policymakers, this deliverable has provided multiple levels of guidance.  First, 
the summary principles from the Foundation documents on privacy, human 
rights and data protection were listed. These are the antecedents of the Directive.  
Secondly, a review was made of ongoing discussions regarding notions 
accountability and accountable systems, seeing as they illustrate important 
trends which may supplement the traditional notice and choice approach to 
privacy contained in the Directive.  Third, more specific challenges posed in 
applying existing definitions in the Directive to today’s technology and business 
models were discussed.  Finally, we reviewed the requirements of the Directive 
and related them to the operational context in which they are intended to be 
enforced, and supplemented them with relevant questions, which act as further 
guidance towards interpretation and implementation of these requirements.  The 
deliverable is further supported by four annexes: a comparative table of the 
foundation privacy documents, a listing of the security obligations set forth in 
HIPAA; a summary table of privacy requirements and related TAS3 requirements 
and practices and a more detailed set of TAS3 requirements that are provided as 
guidance to other WPs (and have been included in D1.4). 
 
Throughout this deliverable, we have described how TAS3 will provide the 
elements to support both the current notice and consent model as well as the 
evolving accountability model.  We have further highlighted the importance of 
the approach, which underlies TAS³: the collaborative development of technical, 
policy, business and legal requirements to provide a more seamless and trusted 
end-to-end architecture that enables greater compliance with privacy.  The 
greater compliance with privacy is accomplished in mainly two ways: by taking a 
collaborative ecosystem approach and by providing technical means to help honor 
user generated policies across the ecosystem. The result is a user-centric 
architecture that enhances privacy and security through its integrated technical, 
policy, business and legal requirements.  Privacy and security are the essential 
elements of trust that are needed to support the enhanced information sharing 
that lies at the basis of so many developing citizen and consumer services, as well 
as key to supporting future competitiveness and economic growth. 
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7 Annexes 

7.1 Annex 1 – Foundation documents on privacy 

OECD COE EU UK  Netherlands 

 

Collection limitation 
principle lawful and 
fair means with 
consent where 
appropriate* 

Fair and lawful 
collection and 
processing* 

Fair and lawful 
processing* 

Fair and Lawful 
Processing* 

Lawful processing in a proper 
and careful manner* 

Purpose specification 
at time of collection 

Stored for specified and 
legitimate purposes 

Collected for 
specified, explicit and 
legitimate purposes 

Collection only for one 
or more specified 
purposes 

Collection for specific, explicitly 
defined legitimate purposes 

Relevant to purpose 
of collection 

Relevant and non-
excessive 

Adequate, relevant 
and non-excessive in 
relation to purpose 

Adequate, relevant, 
non-excessive 
collection in relation to 
purpose 

Adequate, relevant and non-
excessive collection to purpose 

Accurate and up-to-
date as needed 

Accurate and where 
needed, up-to-date 

Accurate and where 
needed, up-to-date 

Information kept 
accurate, up to date 

Correct and accurate for the 
purposes collected/processed 

Inherent in 
relevance… 

Preserved in a manner 
that does not allow 
identification beyond 
time needed to 
accomplish purpose 

Kept in a form that 
identifies data 
subject no longer 
than necessary 

Personal data not kept 
longer than needed to 
accomplish purposes 

Processing not kept in form 
which allows subject to be 
identified longer than needed 

Use/subsequent use 
not incompatible with 
collection purpose 

Not used in a manner 
incompatible with 
purpose of collection 

Not used in a 
manner incompatible 
with rights of the 

Processing in 
accordance with rights 
of the data subject 

No processing incompatible with 
purpose of collection 
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data subject 

Reasonable security 
safeguards against 
such risks as loss or 
unauthorized access, 
destruction, use, 
modification or 
disclosure of data 

Appropriate security 
measures against 
unauthorized/accidental 
destruction, loss, 
access, alteration, or 
dissemination 

Appropriate 
technical and 
organizational 
measures against 
unlawful destruction 
or unauthorized 
disclosure or access 
and any other 
unlawful processing. 

Appropriate technical 
and organizational 
measures against 
unauthorized/unlawful 
processing, or loss, 
destruction or damage 
to personal data 

Appropriate technical and 
organizational measures to 
secure data (take account of 
state of the art)  

Used only for 
purposes collected, 
except with consent 
or authority of law 
and be accountable 
for complying with 
measures that give 
effect to guidelines 

No outright prohibition 
on transfer, but specific 
regulations are 
permitted except where 
regulations of 
destination jurisdiction 
provide equivalent 
protection 

No transfer outside 
of Member States 
unless 
third/destination 
country provides 
adequate protection 
of rights and 
freedoms in relation 
to processing 
personal data 

No transfer outside of 
EEA unless recipient 
country provides 
adequate protection of 
rights and freedoms in 
relation to processing 
personal data 

Adequate guarantees from third 
party processors, governed by 
agreement or legal act, complies 
with obligations at destination, 
proof or agreement or act 
related to data protection and 
security 

Knowledge of 
collection; consent, 
where appropriate,  

 *Unambiguous 
consent, necessary 
for contract to which 
subject not party, 
controller legal 
obligation, vital 
interests of data 
subject, public 
interest, necessary 

* Consent, necessary 
for performance, 
required for non-
contract legal 
obligation, needed to 
protect vital interests 
of data subject; for 
public functions, in 
order to pursue 

*Unambiguous consent, 
Necessary for the performance 
of a contract to which subject is 
party or at request of subject, 
legal obligation of responsible 
party, vital interest of data 
subject, proper performance of 
public law, legitimate interests 
of responsible party 
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for legitimate 
interests of controller 
or third party  

legitimate interests of 
data controllers/third 
parties. 
 

Access and correction 
without undue 
expense or delay in 
intelligible form 

Access and correction 
without undue expense 
or delay 

Is data being 
processed, categories 
of types of data and 
processors, Access 
and correction 
without undue 
expense or delay 

Comply with written 
requests for 
access/correction 
without undue 
expense, limited by 
confidentiality 
obligations to others 

Is data being processed, 
categories of types of data and 
processors, Access and 
correction, supplement, deletion 
or blocking without undue 
delay, includes 

Duty of 
confidentiality 

Duty of confidentiality Duty of 
confidentiality 

Duty of confidentiality Duty of confidentiality 

Special requirements 
for sensitive data 

Special requirements 
for sensitive data 

Special requirements 
for sensitive data 

Special requirements 
for sensitive data 

Special requirements for 
sensitive data 
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7.2 Annex 2 – Compendium of US HIPAA security 
requirements 

Security Standards: Matrix 

Standards Sections Implementation Specifications (R)=Required, 
(A)=Addressable 
 

Administrative Safeguards 

Security Management Process ................. 164.308(a)(1) Risk Analysis (R) 
Risk Management (R) 
Sanction Policy (R) 
Information System Activity Review (R) 
Assigned Security Responsibility .............. 164.308(a)(2) (R) 
Workforce Security .................................... 164.308(a)(3) Authorization and/or  

Supervision (A) 
 
Workforce Clearance Procedure 
Termination Procedures (A) 
Information Access Management ............. 164.308(a)(4) Isolating Health care  

Clearinghouse Function (R) 
 
Access Authorization (A) 
Access Establishment and Modification (A) 
Security Awareness and Training ............. 164.308(a)(5) Security Reminders (A) 
Protection from Malicious Software (A) 
Log-in Monitoring (A) 
Password Management (A) 
Security Incident Procedures .................... 164.308(a)(6) Response and Reporting  

(R) 
Contingency Plan ...................................... 164.308(a)(7) Data Backup Plan (R) 
Disaster Recovery Plan (R) 
Emergency Mode Operation Plan (R) 
Testing and Revision Procedure (A) 
Applications and Data Criticality Analysis (A) 
Evaluation ................................................. 164.308(a)(8) (R) 
Business Associate Contracts and Other 
Arrangement. 
164.308(b)(1) Written Contract or Other Arrangement (R) 
 

 

Physical Safeguards 

Facility Access Controls ............................ 164.310(a)(1) Contingency Operations 
(A) 
Facility Security Plan (A) 
Access Control and Validation Procedures (A) 
Maintenance Records (A) 
Workstation Use ........................................ 164.310(b) (R) 
Workstation Security ................................. 164.310(c) (R) 
Device and Media Controls ...................... 164.310(d)(1) Disposal (R) 
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Media Re-use (R) 
Accountability (A) 
Data Backup and Storage (A) 
 

Technical Safeguards (see § 164.312) 
Access Control .......................................... 164.312(a)(1) Unique User 
Identification (R) 
Emergency Access Procedure (R) 
Automatic Logoff (A) 
Encryption and Decryption (A) 
Audit Controls ........................................... 164.312(b) (R) 
Integrity ..................................................... 164.312(c)(1) Mechanism to  

Authenticate Electronic Protected 
Health Information (A) 

Person or Entity Authentication ................ 164.312(d) (R) 
Transmission Security ............................... 164.312(e)(1) Integrity Controls (A) 
Encryption (A) 
 
Source: 
http://www.cms.hhs.gov/securitystandard/downloads/securityfinalrule.pdf 
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7.3 Annex 3 – Data protection requirements and 
implementation overview 

 
The following table maps specific data protection requirements into both TAS³ 
techical/organizational measures to achieve compliance as well as with TAS³ best 
practices.  This represents the further development of the legal requirements 
categorized in D6.1. Both the measures listed for compliance as well as the TAS³ 
best practices are essential to the successful implementation of the data 
protection requirements set forth in the previous section. The table also cross-
references  other relevant TAS³ deliverables to which the reader may turn for 
additional clarification. This table (Figure 5) provides a useful summary overview 
of the interrelation among the techical, business, legal and policy, components of 
TAS³. 
 
 

Legitimacy of Processing 
 

Technical and organisational measures 

used to achieve compliance within TAS³ 

Technical and organisational TAS³ best 

practices 

1. Relevant entities shall be charged with 
front-end consent registration (receiving and 
registering of informed consent) (intake of 
data subjects) 
2. TAS³ shall ensure consent is obtained 
prior to the processing, except where 
mandated by law or through an exception 
recognized by law; and taking into account 
requirement that consent must be ‘freely 
given’ in order to qualify as a legitimate 
basis 
3. Legal bases, prior authorizations and/or 
consent directives shall be maintained in 
appropriate repositories; technical policy 
rules shall be adapted to include these 
elements as policy conditions. 
4. Consent registration relevant to TAS³ 
processes shall be documented and both 
technical and organisational measures shall 
be audited on a regular basis 
 
 

1. Consent shall operate as default policy 
condition in authorization decisions by 
Policy Decision Points (PDPs) 
 
2. TAS³ will provide user with ability to 
granularly express privacy preferences, in 
particular by: 
 - providing users with a secure delegation 
service; 
- providing users to ability to express 
preferences through a ‘policy wizard’; 
- providing a ‘user call-back’ service to 
enable subsequent consent capture 
 
(see deliverables D2.1, D3.1, D4.2 and 
D7.1) 
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Data Minimization 
 

Technical and organisational measures 
used to achieve compliance within TAS³ 

Technical and organisational TAS³ best 
practices 

1. TAS³ participants shall be required to 
adopt privacy policies  which inter alia: 
 -specify the purposes of processing;  
 -provide assurance that only the 
information which is absolutely needed for a 
specific purpose is collected;  
 -explicates data life cycle management (incl. 
intended storage duration); 
 -describes how access and processing 
capabilities are restricted within the 
organization so that its members are only 
able process personal data in accordance to 
what is strictly needed for the performance 
of their tasks / their role within organisation 
2. Authoritative sources (i.e. sources trusted 
to provide accurate & up-to-date 
information) shall be designated and vetted 
(thereby reducing the need for unnecessary 
duplication) (cf. infra; data accuracy) 
3. Access and processing limitations that 
support a sufficient level of granularity  
(access/data release on a ‘need-to-share’ 
basis) shall be implemented 
4. Mechanisms shall be in place to respond 
to data requests with only that information 
that the requesting entity is authorized to 
receive 
5. Policies shall be in place to restrict 
propagation of more attributes than needed 
6. Personal data shall be removed or 
anonymized once the purpose for which it 
was collected / further processed has been 
completed (taking into account need for 
accountability at later time) 
7. All technical and organisational measures 
relating to data minimization procedures 
shall be documented and audited on a 
regular basis 
 
 

1. User-controlled attribute aggregation 
through ‘linking’ service (see deliverables 
D2.1, D4.2 D7.1) 
 
2. Purpose and storage duration 
specification (inter alia in ‘sticky policies’, 
including obligations relating to removal); 
(see deliverables D2.1, D4.2 and D7.1) 
 
3. Selective attribute disclosure during 
authentication: additional measures to 
avoid unnecessary linkability, pseudonym 
management) (see deliverables D2.1, D4.2 
and D7.1)  
 
4. Additional measures to avoid 
unauthorized or unnecessary monitoring 
(inter alia providing user choice where 
possible as to whether or not persistent ID 
or transaction ID is used) (see deliverables 
D2.1, D4.2 and D7.1) 
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Data Accuracy 

 

Technical and organisational measures used 

to achieve compliance within TAS³ 
Technical and organisational TAS³ best 

practices 

1. Authoritative sources (i.e. sources trusted 
to provide accurate & up-to-date 
information) shall be designated  
2. Vetting of sources of attribute information 
- Procedures shall be established to ensure 
verification of each attribute with a level of  
assurance proportionate to the interests at 
stake  
3. Data life cycle management procedures 
shall be in place,  incl. review and update 
procedures for personal data which is being 
kept for a prolonged period of time 
4. Procedures shall be established specifying 
how to communicate and deal with 
suspected inaccuracies 
5. Data processed within TAS³ shall be 
integrity protected where appropriate 
6. In the event of indirect collection, data 
shall be verified with data subject where 
possible prior to further processing 
7. Data modification rights shall be 
restricted to duly authorized entities 
8. Appropriate security policies  (e.g. use of 
cryptography) to ensure authenticity and 
integrity shall be implemented 
9. All technical and organisational measures 
relating to data accuracy procedures shall be 
documented and audited on a regular basis 
 

1. TAS³ will enable indication of the “level 
of confidence” in meta-data where 
appropriate 
 
2. Sticky policies will restrict unauthorized 
modification throughout data life cycle (see 
deliverables D2.1, D4.2 and D7.1) 
 

 
 

Finality 

 

Technical and organisational measures used 

to achieve compliance within TAS³ 
Technical and organisational TAS³ best 

practices 

1. TAS³ participants shall be required to 
adopt privacy policies  which inter alia: 
 -specify the purposes of processing;  
 -provide assurance that only the 
information which is absolutely needed for a 
specific purpose is collected;  
2. Restrictions and obligations wrt 
subsequent use shall be specified 
3. All TAS³ participants shall be bound to 
obtain subsequent consent if the use of 
information changes except where mandated 

1. Purpose specification and restrictions on 
subsequent use in sticky policies (see 
deliverables D2.1, D4.2 and D7.1) 
2. Context/purpose as policy condition 
where appropriate  
3. User call-back mechanism (see 
deliverable D2.1) 
4. Additional measures to avoid 
unnecessary linkability (pseudonym 
management) (see deliverables D2.1, D4.2 
and D7.1) 
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by law or through an exception recognized in 
law 
4. All technical and organisational measures 
relating to data accuracy procedures shall be 
documented and audited on a regular basis 
 

 
 

Confidentiality and Security of Processing 
 

Technical and organisational measures used 

to achieve compliance within TAS³ 
Technical and organisational TAS³ best 

practices 

1. Appropriate identification, authentication 
and authorisation mechanisms shall be in 
place  
2. Roles and responsibilities shall be defined 
for at least the following tasks: 

• performing the required 
authentications, authorizations and 
checks for every processing operation 

• the maintenance of logs for the 
different processing operations that 
take place; 

• trusted (third) party services (e.g. 
attribute certification, identifier 
conversion etc); 

• updating of technical policies in 
accordance with permissions granted 
by data subject and legal 
developments 

• oversight; including regular 
verification of compliance, redress 
and point-of-contact in the event of a 
security breach 

3. Identity life cycles shall be managed in a 
way which provides an assurance level 
proportionate to the interests at stake 
4. Procedures shall be established for 
verification of each relevant attribute (e.g. 
capacity of doctor) of a  requesting/asserting 
entity with a level of  assurance 
proportionate to the interests at stake 
5. Access and processing limitations 
supporting sufficient level of granularity 
shall be implemented 
6. Appropriate security policies to ensure 
confidentiality, authenticity, integrity shall 
be implemented 
7. Physical access to terminals which enable 
sensitive processing operations shall be 

1. Implementation of advanced security 
policies to ensure confidentiality, integrity 
and authenticity (see deliverables D2.1 and 
D7.1)  
2. Use of Authoritative sources in user- and 
access management (ABAC) in addition to 
RBAC; credential issuance and validation 
service (see deliverable D7.1) 
3. Use of sticky policies (see deliverables 
D2.1, D4.2 and D7.1) 
4. Additional measures to avoid 
unnecessary linkability (pseudonym 
management) (see deliverables D2.1, D4.2 
and D7.1) 
5. Secure & dynamic delegation service, 
consent as a default requirement, user call-
back mechanism, dynamic policy update  
and policy evaluation in multiple instances 
where appropriate 
(see deliverables D2.1, D4.2 and D7.1) 
6. Additional measures to avoid 
unauthorized or unnecessary monitoring 
(inter alia providing user choice where 
possible as to whether or not persistent or 
transaction ID is used) (see deliverables 
D2.1, D4.2 and D7.1) 
7. Credential aggregation infrastructure 
(see deliverable D7.1)  
8. BTG infrastructure (see deliverable 
D7.1) 
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restricted where appropriate 
8. Restrictions and obligations shall be 
associated with individual data processing 
operation 
9. TAS³ participants shall be required to 
adopt internal privacy policies (documenting 
security measures, specifying inter alia 
persons responsible, what to do in the event 
of a breach, …) and to provide education and 
awareness training for all persons who come 
in contact with personal data 
10. Confidentiality agreements shall be put 
in place or exacted where appropriate 
11. Security officers shall be designated or 
designation thereof shall be required where 
appropriate 
12. All technical and organisational 
measures relating to security shall be 
documented and audited on a regular basis  
 

 
 

Accountability 

 
Technical and organisational measures used 

to achieve compliance within TAS³ 
Technical and organisational TAS³ best 

practices 

1. Responsible entities and roles shall be 
defined for at least the following tasks: 
o providing notice and transparency to 

data subjects 
o the maintenance of logs for the 

different processing operations that 
take place; 

o front-end accommodation of the 
rights of data subjects such as the 
right of access and correction 

o oversight; including regular 
verification of compliance, redress 
and point-of-contact in the event of a 
security breach. 

2. Internal responsibility and accountability 
mechanisms (e.g. designating ‘owners’ for 
both equipment and processing operations 
involving personal data) shall be adopted 
and/or exacted from TAS³ participants 
3. Non-repudiation mechanisms shall be 
implemented where appropriate 
4. Processing operations upon personal data 
shall be logged 
5. Notification services shall be implemented 

1. Sufficient financial solvency or insurance 
of members of TAS3 network shall be 
required 
 
2. The asserted purposes for processing 
shall be registered by trusted entities to 
facilitate later audit 
 
3. Appropriate entity authentication 
assurance levels shall be defined for each 
transaction (see deliverable D4.2 and D7.1) 
 
4. Enhanced transparency mechanisms 
allowing direct data subject access to view 
the processing operations performed upon 
his personal data (via ‘dashboard’) (see 
deliverable D2.1) 
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where appropriate (e.g. notification to 
oversight committee in the event of 
suspicious behaviour) 
6. All technical and organisational 
accountability measures shall be 
documented and audited on a regular basis  
 

 
 

Transparency and Data Subject Rights (notification, access, rectification, object,  

deletion) 

 

Technical and organisational measures used 

to achieve compliance within TAS³ 
Technical and organisational TAS³ best 

practices 

1. Data controllers and otherwise 
responsible entities shall be clearly 
communicated to data subjects 
2. It shall be widely communicating to whom 
and how data subject may direct requests 
regarding data subject rights and how they 
are to be exercised 
3. Internal procedures shall be adopted 
and/or exacted to reply to these requests in a 
timely manner 
4. The source of personal data and logic of 
processing shall be communicated when 
notifying data subject of decision based on 
such data where appropriate 
5. All technical and organisational measures 
related to transparency and accommodation 
of data subject rights shall be documented 
and audited on a regular basis  

1. TAS³ will provide notification to the data 
subject and/or to the public in the event of 
security breach 
2. Enhanced transparency mechanisms 
allowing direct data subject access to view 
the processing operations performed upon 
his personal data (see D2.1) 
 

 
This annex is a compendium of the  TAS³ legal requirements set forth in both 
TAS³ D6.1 and D6.2. 55  The Annex includes not only the legal and policy 
requirements but also identifies several of the technical components needed to 
enable them.  The Annex serves as the iterative working document between WP6 
and the other Work Packages.56  

                                                
55

 The tables provided here have been adapted from earlier work performed by one of the 
contributors in the context of the EU FIDIS project. See J.C. Buitelaar, M. Meints and E. Kindt 
(eds.), “D16.3: Towards requirements for privacy-friendly identity management in eGovernment”, 
2009, forthcoming on www.fidis.net.  
56

 As such it is a living document that has drafting variations to the more static foundation 
documents (TAS³ D6.1 and D6.2). As the iterative process continues, and the framework stabilizes, 
there will be a more direct correlation between the documents. 
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7.4 Annex 4 – WP6 Requirements list 

The legal requirements can be broken out into three main sections, namely: 
intake processes, legal requirements and contractual framework requirements. 
 
Intake Processes (enrolment):  All participants will need to be vetted and 
contractually enrolled in the system (intake processes) so that their obligations 
are clarified and made binding on the participating entities (individuals and 
organizations).   
 
Individuals will need to be identified and registered in the system and provided 
with appropriate access rights and credentials that will allow them to use the 
system. Processes related to identification, levels of assurance, the types of 
external credentials and review/validation methods will be specified as part of 
the development of the intake process.  During the intake process they must also 
subscribe to using the system client software as well as agree to be bound by the 
choices and transactions they engage in. Prior to executing any instrument or 
transaction, they must of course also be provided with a complete notice related 
to privacy in the system, their ability to exercise control as well as the 
compliance, redress and oversight functions.   
 
Organizations will also need to go through an intake process, but in addition to 
notice, identification and validation, the ability of the service provider to use and 
deploy the TAS³ Architecture, their policies and their ability to comply with the 
requirements of TAS³ shall also be reviewed. 
 
Legal requirements:  The legal requirements of TAS³ emanate primarily from the 
EU Data Protection Directive and its national implementations.  While these 
requirements apply as a matter of law to all the actors and the transactions 
involved, TAS³ has chosen to specify them as requirements and incorporate them 
into the policy and contractual framework.  The recital of these legal 
requirements in these instruments will help achieve compliance and oversight 
across TAS³ by making those requirements actionable and enforceable by the 
parties responsible for oversight.  Obviously recourse to national data protection 
authorities and the courts always remains possible, but we also hope to provide 
the data subject with more simple paths to compliance enforcement that can be 
accomplished within the TAS³ network (through its architecture and 
participants). 
 
Contract and Policy Framework:  The combination of TAS³ policies and the 
contractual framework creates a data governance model for TAS³.  TAS³ 
consistent policies will reflect both the legal requirements as well as the need to 
respect choices of data subjects that may create even greater restrictions on the 
collection and/or use of data.  The policies and contractual framework are being 
designed to both support and complement the technical infrastructure.  The 
contractual framework operates on three different levels. The first level pertains 
to the infrastructure or ‘ecosystem level’.  This contract is signed by all users and 
participants and binds them to the general policies, terms and conditions related 
to the use of the TAS³ architecture.  This contract is referred to as the ‘TAS³ 
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Framework Agreement’ or the ‘TAS³ Ecosystem Contract’. This contract will also 
specify how and to which entity complaints and concerns should be addressed.  
The terms related to data subjects signing this contract will be limited to those 
expressed in the intake process, with an additional obligation to take reasonable 
steps to maintain the security of the password/credential they use to log into the 
system and not to engage in prohibited/fraudulent/deceptive activities on the 
system.   
 
The second level of the contractual framework is at the level of the participants 
to the TAS³ Network. This is the level at which the respective functions and roles 
of entities participating to the TAS³ network are contractually addressed.  These 
contracts contain supplemental instructions and obligations in light of the 
specific transactions the participant is likely to engage in.  The contracts of this 
type are referred to as ‘TAS³ Participant Contracts’, which supplement the TAS³ 
Ecosystem Contract. 
The contracts at this level may exist in two forms.  For entities that are most 
likely to play one or a limited number of roles with clearly delineated functions, it 
may be possible to draft single role-based participant contracts to supplement the 
Ecosystem Contract. These contracts are likely to be of a more general 
application and could be concluded during the intake process. For participants 
with more dynamic or varying functions/roles, which are more context-
dependent, it will not be possible to conclude all the relevant participant 
contracts during the intake process. Many role-based obligations will only be 
definable at the moment where it is clear which transaction is envisaged. This 
creates the need for a more dynamic contracting process. By specifying 
obligations based on roles and functions at the transactional level, we will be able 
to rapidly tailor the obligations of participants in accordance with the types of 
processing operations they are expected to perform. This contracting ‘on-the-fly’ 
(CotF) model will be developed based on the same concepts that underlie service 
oriented architectures or object-based programming.  We will explore developing 
a automated process functions for associating predefined roles and obligations to 
participants based on uses of information.   
 
The third level of the contractual framework is at the technical operational level.  
This is the level at obligations and restrictions are associated to personal data 
elements in the form of sticky policies.57 .  The Ecosystem Contract  will ensure 
legal binding and effect to restrictions and obligations contained in those sticky 
policies by ensuring that participants agree to be bound to follow the instructions 
provided at the technical operational level.  The latter is important as some 
legislation may still require the concept of a “writing” (written document) to give 
legal effect to such an instruction. 
   
While beyond the scope of TAS³, participating organizations must develop 
appropriate clauses within their employment contracts and related policies to 
assure that employees are properly bound to organizational policies that correctly 
reflect these obligations. 
 

                                                
57
 For more information concerning use of sticky policies in TAS³ see TAS³ D7.1 (Design of 

Identity Management, Authentication and Authorization Infrastructure) and TAS³ D2.1 
(Architecture). 
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The following requirements have been developed from the legal and contractual 
framework set forth D6.1 and D6.2. Some of these requirements were initially 
defined in D1.2. The current list of requirements is a refinement and further 
elaboration of those requirements based on the increased understanding of the 
architecture and the deliverables of other partners. This list is not exhaustive 
and will continue be updated in future versions of this document. For readability 
purposes, we have grouped the requirements below in terms of data protection 
and more general operational requirements.  Several requirements additionally 
have explanatory ‘notes’ associated with them to draw attention to certain 
specificities or additional considerations which need be taken into account during 
implementation. 
 
 
1. Enrolment and contractual binding 

 

- Req 6.1: Intake Process (Person). The intake process MUST include: 
documentation provisioning (including notice of privacy policy, disclaimers, 
and general terms & conditions) and agreement to be bound; validation of 
identity (proofing) with an appropriate level of assurance; and specification of 
a technical user interface.  

- Req 6.2: Intake Process (Organization). The intake process MUST include: 
documentation provisioning (terms & conditions, privacy policies, disclaimers) 
and agreement to be bound; validation of identity with an appropriate level of 
assurance; verification of policies, contracts, infrastructure and the capacity 
to comply; and specification of  a technical interfaces and protocols.  

- Req 6.3: Contract management. All participants to the TAS³ network MUST 
agree to adhere to and execute the relevant TAS³ contractual documents.   

o Req 6.3.1: A versioning and archiving system MUST exist for contract 
terms.   

o Req 6.3.2: A versioning and archiving system MUST be in place for the 
informed consents given by data subjects. 

o Req 6.3.3: It MUST be easy to ascertain which terms were in force, 
after the fact, if an issue arises (e.g. pursuant to a complaint or 
detected anomaly). 

 
- Req 6.4: Use of TAS³ Technology and Processes. All parties MUST agree to 

use the relevant TAS³ or TAS³ compatible, technology and processes.  
 
- Req 6.5: Agreement to be bound. All parties MUST agree to be bound to the 

obligations they take on both by becoming and being part of the TAS³ 
network, as well as those which are the result of transactions or choices they 
exercise through the TAS³ Architecture.  

 
- Req 6.6: Binding Effect of technical processes & policies. All parties MUST 

agree to be bound by the technical processes in the architecture, including 
technical policy enforcement and logging mechanisms (to the extent that they 
are working properly and their properties have been appropriately disclosed 
and consented to).  
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Note: The TAS³ architecture also supports sticky policies.  
  

o Req: 6.6.1: The content of the instructions contained in (sticky or 
other) policies and the obligations associated with those instructions 
MUST be respected across the TAS³ architecture; 

 
o Req 6.6.2: It MUST be ensured that commitment to communicated 

policies and privacy preferences cannot be repudiated at a later time; 
 
o Req 6.6.3: In instances where personal data will be further processed 

outside the TAS³ network/architecture, the recipients of this data must 
commit to continued adherence to the content of associated sticky 
policies or other usage directives; 

 
o Req 6.6.4: Policy information MUST be easily accessible to all relevant 

parties; 
 

o Req 6.6.5 Policies MUST be drafted and communicated in a way that 
is appropriately tailored to and accessible by its intended audience58; 

 
o Req 6.6.6: The policies should be drafted to enable all parties to 

understand their scope of application and which resources (data, 
services etc.) are governed by which policies 

 
 
- Req 6.7: Implementation of Required Policies. Organizational participants in 

the TAS³ network MUST implement TAS³ defined or compatible policies 
specified in the contractual framework (e.g. internal privacy and security 
policies) or as approved during the intake process..   

 

- Req 6.8: The TAS³ policy framework MUST cover all aspects of data 
processing and the associated legal data protection requirements.  
 

2. Assignment of roles and responsibilities 

 
- Req 6.9: Allocation of roles and responsibilities: Responsible entities and roles 

MUST be defined for at least the following tasks: 
o receiving and registering consent; 
o providing notice and transparency; 
o performing the required authentications, authorizations and checks 

for every processing operation; 
o the maintenance of logs for the different processing operations that 

take place; 

                                                
58

 See: UK ICO: Privacy Notices Code of Practice (2009) at pp. 11-12; 
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/privacy_
notices_cop_final.pdf (for general consideration of drafting public facing documents related to 
privacy.  These concepts are further reflected in codes of practice e.g. UK ICO Framework Code of 
Practice for Sharing personal information (2009 Consultation Draft at P.7):  On the avoidance of  
legalistic language and adopting a plain-English, readable approach see 
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/ico_informati
on_sharing_framework_draft_1008.pdf 
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o trusted (third) party services (e.g. attribute certification, identifier 
conversion etc); 

o enforcement and updating of technical policies in accordance with 
permissions granted by data subject and legal developments; 

o front-end accommodation of the rights of data subjects such as the 
right of access and correction; 

o oversight; including regular verification of compliance, redress and 
point-of-contact in the event of a security breach. 

 

3. Legitimacy of processing 

 

- Req 6.10: Consent: Collection, use, and subsequent use, of personal data 
MUST be compatible with the purposes specified and MUST be with the 
informed consent of the data subject EXCEPT where mandated by law or 
through an exception recognized in law.  

o Req 6.10.1: Data subject consent legitimizing the processing MUST be 
freely given, informed59, and unambiguous60.  

o Req 6.10.2: Where required by the competent jurisdiction (e.g. in case 
of processing of health data), or where this is considered desirable for 
later evidentiairy purposes, the consent of the data subject MUST be 
in writing (or electronic equivalent thereof).  

- Req 6.11: In instances where the data subject cannot provide his consent to 
the processing in a valid manner (e.g. relationship of command), an 
alternative legally permitted (‘legitimate’) basis MUST be present to justify 
the processing.61 

- Req 6.12: Consent Capture for New or Changed Use: If the use of information 
changes or if there is a new use of information there MUST be a new 
informed consent obtained prior to the new or changed use of information. 
(see also Req 6.16).62 

- Req 6.13: The TAS³ network SHOULD provide the data subject, if so desired, 
with the ability to express his privacy preferences in a granular fashion 
(avoid “all or nothing” approach when possible; support individual privacy 
preferences) 

- Req 6.14: The TAS³ network SHOULD consider technical policy enforcement 
mechanisms which can establish that there is in fact a legal basis for the 
processing prior to authorizing an action (e.g. by specifying them as policy 
conditions or through use of sticky policies) 

 

 

                                                
59

 A consent may be considered informed when it satisfies all the elements listed in Req 6.44. 
60

 From a technical point of view, this requires that the user “opts in” to the processing of personal 
data.  
61

 See articles 7-8 of the Data Protection Directive. 
62

  In instances where the subsequent processing cannot be based on the consent of the data subject, 
an alternative legally permitted (‘legitmate’) basis must be present to justify the subsequent 
processing (see Req 6.11). 
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4. Finality 

 

- Req 6.15: Purpose specification. The purpose(s) for collection and subsequent 
processing of personal data MUST be clearly specified.  

Note: the purpose(s) of processing MUST be identified in advance (prior to 
initial collection, transfer, …). 

 
- Req 6.16: Purpose binding/limitation: If the use of information changes or if 

there is a new use of information which cannot objectively be considered as 
compatible with the originally specified purpose there MUST be a new 
consent obtained prior to the new or changed use of information (unless this 
processing is explicitly required or permitted by law).63 

 
- Req 6.17: Each participant of the TAS³ network MUST have a privacy policy 

that articulates restrictions and obligations with regards to subsequent use of 
the personal data it has under its control. 

 
- Req 6.18: When personal data is forwarded from one TAS³ participant to 

another (or from a participant to a non-participant), it MUST be determined 
under which policies (in particular: under which restrictions and obligations) 
this data is being passed on.64 

 
o Req 6.18.1: Such data handling policies MUST be compatible with the 

TAS³ governance framework; 
 
o Req 6.18.2: The data recipient MUST be legally bound to restrict itself 

to authorized usage and to execute the specified obligations specified 
in these data handling policies (see also Reqs 6.5-6.6); 

 
o Req 6.18.3: The data subject SHOULD be provided with additional and 

explicit information if the if a requestor/future recipient of information 
is not a part of the TAS³ network. 

 
- Req 6.19: Technical policy enforcement mechanisms SHOULD be able to take 

into account the specified purpose when evaluating a processing request (e.g. 
through sticky policies and/or policy conditions).  

 
- Req 6.20:  In order to assure that there is a legitimate basis for processing, 

and to assist in compliance verification functions, there MUST be appropriate 
logging of asserted purposes and the ability to audit how the information was 
used against the purpose for which it was collected (see also Reqs 6.63-6.65). 

 
Note: Seeing as such information (the purpose for which a processing can be 
authorized / has taken place) can be highly-sensitive in and of itself, careful 

                                                
63

 In instances where the subsequent processing cannot be based on the consent of the data subject, 
an alternative legally permitted (‘legitimate’) basis must be present to justify the subsequent 
processing (see also Req 6.11). 
64

 This will typically only be a subset of the actions the forwarding entity is authorized to perform. 
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consideration MUST be given to deciding which entity shall be trusted to 
register and verify the asserted/permitted purposes.  
 

 

5. Data minimization 

 

- Req 6.21: The collection and further processing of personal data MUST be 
relevant and non-excessive in relation to the specified purposes (see Req 
6.15).  

Note: the processed data must also be adequate to achieve the specified 
purpose. 

- Req 6.22: Collection Limitation: The TAS³ network and related processes 
MUST install appropriate limits on personal data collection to what is needed 
for legitimate, identified and notified business purpose. The system must be 
supplemented by explicit policies that limit employee access to data based on 
business need.  

 
- Req 6.23: Response to attribute requests: Technical policy enforcement 

mechanisms MUST have the ability to respond to data requests with only 
that information that the requesting entity is authorized to receive (sufficient 
level of granularity). 

 
- Req 6.24: Selective attribute/personal data disclosure during authentication: 

Authentication protocols MUST be designed in a way which ensures that no 
more attributes/personal data than needed for the processing are verified or 
propagated (e.g. avoid unnecessary leaking of identifiers). 

 
o Req 6.24.1: Mechanisms SHOULD be in place to enable the user to 

choose which identity providers and/or attributes shall be used for a 
particular service, subject to applicable policy (e.g. minimum level of 
assurance, prerequisite attributes for authorization decision etc.).   

 
- Req 6.25: Storage limitation: Procedures MUST be in place to ensure 

destruction or anonymization of personal data once the purpose for which it 
was collected and/or further processed has been completed  

 
o Req 6.25.1: Prior to initiating any processing operation upon personal 

data, the storage duration of each data element MUST be specified, 
either individually or by category, for every entity that is involved in 
the processing. This SHOULD be done as part of the service/process 
definition. 

 
o Req 6.25.2: Data Management. Data MUST be managed according to a 

data life cycle which describes its management from collection to 
deletion, and all processes in between, including which events trigger 
which processes. 
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o Req 6.25.3: The TAS³ network SHOULD support technical obligations 
languages which allow data providers to specify the time-span after 
which deletion is mandatory. 

 
Note: determining appropriate storage duration MUST also take into account 
the need for accountability at a later time, as well as legally prescribed 
retention periods. In case the data only needs to be retained for a subset of 
the initially specified purposes, appropriate measures MUST be taken to limit 
the further processing to these (more limited subset of) purposes (e.g. 
encrypted archiving). 

 
 

6. Data accuracy 

 
- Req 6.26: Designation of authoritative sources: In order to ensure data 

accuracy to the fullest extent possible, an inventory MUST be maintained 
that describes which entities are authorized to act as data providers 
(authoritative source) for which data sets.  

 
- Req 6.27.: Verification procedures MUST be in place to ensure the 

trustworthiness of each attribute with a level of assurance proportionate to 
the interests at stake. 

 
o Req 6.27.1: Where appropriate, review and update procedures MUST 

be in place for personal data which is being kept for an extended 
period of time. 

 
- Req 6.28: Procedures MUST be in place on how to report and deal with 

suspected inaccuracies. 
 

o Req 6.28.1: Data subjects MUST have the ability to check the accuracy 
and quality of the data, and to report suspected inaccuracies. (see Reqs 
6.51, 6.53, 6.55 and 6.61); 

 
o Req 6.28.2: In the event of indirect collection, prior to further 

processing the accuracy of the data SHOULD be verified with the data 
subject where this is both possible and appropriate; 

 
o Req 6.28.3: In case of amendment, notification MUST be provided to 

relevant entities (e.g. entities to whom data has been forwarded / who 
have accessed the data and continue to rely on it) (see also Req 6.58)  

 
 
- Req 6.29: Where further verification or assurance of data quality is still 

needed, there MUST be a clear indication of the need for further verification 
when appropriate.  

 
o Req 6.29.1: Indication of level of confidence: each element of personal 

data has a ‘level of confidence’ associated with it (e.g. self-asserted, 
verified with authoritative source by trusted data manager, inaccuracy 
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reported etc) and this level of confidence should be reflected in its 
meta-data where appropriate. 

 
- Req 6.30: The integrity of data maintained in authoritative sources MUST be 

appropriately guaranteed. 
 

o Req 6.30.1: Modification rights MUST be restricted to authorized 
entities on a ‘need-to-modify’ basis. 

 
- Req 6.31: Data to and from authoritative sources SHOULD be authenticated 

through use of appropriate data origin authentication protocols to ensure 
authenticity and integrity. 

 
- Req 6.32: Relying Parties and other data recipients MUST commit to only 

process personal data further if there is sufficient certainty as to its origin 
and integrity (i.e. upon verification that it emanates from the trusted source 
and has not been subject to unauthorized manipulation). 

 
o Req 6.32.1: Policies MUST be in place which specify how a ‘sufficient 

level of certainty’ as to the origin and integrity of personal information 
is established. 

 
 

7. Confidentiality and security of processing 

 

- Req 6.33: Confidentiality. Appropriate organizational and technical security 
measures MUST be in place to ensure the confidentiality of personal data. 

- Req 6.34: Security. Appropriate technical and organizational measures 
against unauthorized/unlawful/accidental access; modification, disclosure, 
destruction, loss or damage to personal data MUST be in place.  

- Req 6.35: An organizational framework for information security management 
(describing both organizational and technical measures) MUST be in place. 

- Req 6.36: Identity and credential life cycle management. Policies and 
measures to ensure appropriate identification and authentication of entities 
attempting to perform a particular action MUST be in place. 

o Req 6.36.1: Identities and credentials MUST be managed in way that 
they continuously provide a level of assurance proportionate to the 
interests at stake; 

 
o Req 6.36.2: Common authentication approaches and rules MUST be 

defined and enforced; 
 

o Req 6.36.3: Adequate policies specifying minimum levels of entity 
authentication assurance in a manner that is proportionate to the 
interests at stake MUST be in place; 

 
o Req 6.36.4: Adequate procedures to ensure proper verification of 

relevant attributes of requesting/asserting entities (e.g. a pre-requisite 
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professional qualification) MUST be in place (e.g. through use of 
authoritative sources as an integrated component in user- and access 
management). 

 

- Req 6.37: Authorization. Technical policy enforcement mechanisms MUST 
support a sufficient level of granularity with regards to the access and further 
processing rights (privileges) of each requesting entity. To this end at least 
the following measures MUST be taken: 

 
o Req 6.37.1: A list and directory of resources, potential data recipients 

and applications MUST be made. 
 
o Req 6.37.2: Personal data contained in data repositories MUST be 

categorized according to a classification system that recognizes type 
and sensitivity of data. 

 
o Req 6.37.4: Roles and privileges of each entity MUST be defined based 

on legitimate organizational needs (in other words, on a “need-to-
process” basis). 

 
o Req 6.37.5: For each object that qualifies as personal data a list of 

valid recipients MUST be defined or definable immediately upon 
request at any point in time; 

 
o Req 6.37.6: Acceptable purposes for access to data categories MUST be 

defined, emergency procedures for access beyond those purposes 
SHOULD also be defined. 

 
o Req 6.37.7: Authorization profiles for resources MUST be defined and 

enforced; indicating which resource is accessible to which type of 
entity/application in which capacity, in what situation and for what 
period. 

 
o Req 6.37.10: Adequate measures and procedures MUST be in place to 

properly address security breaches, including notification of relevant 
entities (e.g. audit & oversight committee) 

 
o Req 6.37.11: Adequate measures and procedures MUST be in place to 

support enforcement of authorization policies at both central and local 
levels. 

 
- Req 6.38: Use of cryptography. TAS³ MUST support the use of cryptography 

to ensure confidentiality, authenticity and integrity of personal data where 
appropriate. 
Note: this requirement pertains both to transmission (channel security) and 
storage 

 
- Req 6.39: Avoid unnecessary linkability. TAS³ SHOULD support advanced 

pseudonym management to limit the level of linkability or correlation among 
personal data where appropriate.  



                      Privacy Requirements, v2.0                        Dec 29, 2009 

  

TAS3_D06p1_Privacy_Requirements_v2p0.doc Page 57 of 80 

 

 
- Req 6.40: Physical access restriction: Physical access to terminals and other 

resources MUST be restricted where appropriate. 
 
- Req 6.41: Each participant MUST adopt internal privacy policies 

documenting security measures (specifying inter alia the persons responsible 
within the organization (security officers), what to do in the event of a 
security breach etc.).65  

 
- Req 6.42: Confidentiality agreements. Natural persons who are employed by 

(or otherwise perform services for) TAS³ participants MUST be bound by a 
contractual duty to respect the confidentiality of data when this is required by 
law.66 TAS³ SHOULD consider instituting such an obligation towards all TAS³ 
participants. 

 
The list of organisational and technical measures described here is by no means 
exhaustive. Additional examples of potential obligations pursuant to the 
requirements of confidentiality and security are listed below the requirements.* 
 
 

8. Transparency and notice 

 

- Req 6.43: Whenever personal data shall be processed, the following MUST be 
specified: the identity of the controller, what data is collected and how, why it 
is being collected (purpose of the processing), how it will be used, who it might 
be shared with, and how it will be managed.67  

 

8.1 Direct collection 

 

- Req 6.44: Notice requirements where data is collected from data subject 
herself (direct collection): 

o Req 6.44.1: In case of direct collection, the data subject MUST be 
provided with the following information (except where he already has 
it): 

� the identity of the controller (and, if applicable, of his 
representative); 

� the purposes of the processing for which the data are intended; 

o Req 6.44.2: The data subject SHOULD also be informed of:  

                                                
65

 Such policies must of course be compatible with the TAS³ governance framework (see Req 6.7). 
66

  E.g. in certain jurisdictions such agreements are required when such employees or contractors 
are charged with handling of sensitive data such as health data. 
67

 The data subject MUST in principle be notified of the elements listed in Req 6.43 prior to 
initiating any (entirely new or ‘incompatible’) processing operation involving personal data (or at 
least have access to this information upon request – see Req 6.53). The instances and modalities of 
the notice obligations are described in more detail in subsections 8.1-8-2. Subsection 8-3 provides 
some additional guidance towards the implementation of these requirements in TAS³. 
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� the recipients or  categories of recipients of the data; 

� whether replies to questions he is asked are obligatory or 
voluntary, as well as the possible consequences of failure to 
reply; 

� the existence of the right of access to and the right to rectify the 
data concerning her. 

o Req 6.44.3: The data subject MUST be provided with the information 
listed in req 6.44.2 when this is necessary to guarantee fair processing 
in respect of the data subject, when considering the specific 
circumstances in which the data are collected. 

 

8.2 Indirect collection 

 

- Req 6.45: Notice requirements where data is not obtained directly from data 
subject herself (indirect collection): 

o Req 6.45.1: In case of indirect collection, the data subject MUST**, at 
the moment of undertaking, or if a disclosure to a third party is 
envisaged, no later than the time when the data are first disclosed, be 
provided with the following information: 

� the identity of the controller and of his representative, if any; 

� the purposes of the processing; 

o Req 6.45.2: The data subject SHOULD also always be informed of:  

� the categories of data concerned; 

� the recipients or categories of recipients; 

� the existence of the right of access to and the right to rectify the 
data concerning her 

o Req 6.45.3: The data subject MUST be provided with the information 
listed in req 6.28.2 when this is necessary to guarantee fair processing 
towards the data subject (taking into account the specific 
circumstances in which the data are collected) or when this is required 
by the applicable national legislation. 

 

** Note: Requirements 6.45.1-3 MAY in principle be discarded where: 

� where it is certain that the data subject already has such 
information; 

� where the processing takes place for statistical purposes or for 
the purposes of historical or scientific research; 

� the provision of such information proves impossible or would 
involve a disproportionate effort; or 

� disclosure is expressly mandated by law. 
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8.3 Implementation 

 

- Req 6.46: All the information elements listed in Reqs 6.44-6.45 MUST be 
made readily available to (both actual and potential) data subjects in the form 
of a privacy policy (or policies), which is (are) both easily accessible and easy 
to understand. 

 

- Req 6.46: Layered approach. In order to limit complexity, the fulfilment of 
Reqs 6.44-6.45 need not necessarily take the form of a single document.68 
TAS³ SHOULD consider adopting a ‘layered’ approach for notice when 
appropriate. 

o Req 6.46.1: This approach SHALL NOT contain more than three 
layers of information (short – condensed – full) 

o Req 6.46.2: The sum total of these layered notices MUST meet the 
notice requirements imposed by the applicable national legislation. 

o Req 6.46.3: It MUST be easy to ascertain which data processing 
operations are governed by which policies. 

 

- Req 6.47: Privacy policy for TAS³ portal (full notice). The privacy policy notice 
provided on the TAS³ portal SHALL not only cover the processing operations 
performed by the TAS³ infrastructure itself, but MUST also include a general 
notice with regard to the operations of entities participating to the TAS³ 
network as service providers.  

o Req 6.47.1: In addition to the elements in Reqs 6.44-6.45, this notice 
MUST also contain a point of contact for questions and information 
and redress mechanisms 

o Req 6.47.2: This general privacy policy SHOULD reference and link 
the privacy policies maintained by TAS³ participants (see Req 6.48) 
when appropriate. 

 

- Req 6.48: Each entity participating in the TAS³ network as a service provider 
MUST also provide notice of its own privacy policy (policies), which provides 
further details specific as to its particular processing operations.  

o Req 6.48.1: In addition to the elements in Reqs 6.44-6.45, this notice 
MUST also contain a point of contact for questions and information on 
redress mechanisms 

o Req 6.48.2: These privacy policies SHOULD also cross-reference the 
TAS³ infrastructure privacy policy where appropriate. 

 

                                                
68

 See Article 29 Data Protection Working Party, ‘Opinion on More Harmonized Information 
Provisions’, WP100, 25 November 2004, p. 8-9. 
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- Req 6.49: Consent to notices. The consent of the data subject MUST (as a 
rule69) be obtained in relation to privacy policies listed in 6.47-48 prior to any 
processing of his personal data, by either TAS³ Infrastructure Members or 
one of the participating TAS³ entities (see Req 6.10). 

o Req 6.49.1: A versioning and archiving system MUST be in place for 
the informed consents given by data subjects to enable later 
verification that appropriate notice was given (see also Req 6.3) 

 

- Req 6.50: If any entity within the TAS³ network intends to process personal 
data for an additional purpose (i.e. a purpose which has not yet been  
previously specified and communicated to the data subject), a subsequent 
notice MUST be provided, and the data subject MUST be given the ability to 
either accept or reject the envisaged processing (see Req 6.12).70 

 

9. Data subject rights of access, rectification, blocking and erasure 
 
- Req 6.51: Access request process/Accuracy: a process MUST be in place which 

enables users to request access to (and possibly amend or correct) personal 
data relating to them which has or is being processed within the TAS³ 
network.71  

 
- Req 6.52: Blocking and erasure: a process MUST be in place which enables 

blocking or erasure of specific data elements upon request of the data subject, 
unless the processing is specifically mandated by law.  

 
 
9.1 Right of access 

 
- Req 6.53: Upon request, the data subject MUST be provided with 

confirmation, as to whether or not data relating to a particular data subject 
are being processed, and information at least as to: 

  
o the purposes of the processing, the categories of data concerned, and 

the recipients or categories of to whom the data are (have been) 
disclosed; 

o the data undergoing processing and of all available information as to 
its source; 

o the logic involved in the processing of data particularly where 
automated decisions are involved. 

                                                
69

  In instances where the data subject cannot provide his consent to the processing in a valid 
manner (e.g. relationship of command), an alternative legally permitted basis must be in place (see 
Req 6.11). This situation does not remove to obligation to inform the data subject of such processing 
(see Reqs 6.43 et seq.) 
70

 Req 6.50 does not apply where the processing is based on a legally admissible basis other than 
consent AND where such notice is impossible or would involve a disproportionate effort. However, 
such instances of overriding legitmate interest MUST at least be generically outlined in the TAS³ 
privacy policy notice(s) mentioned in Reqs 6.47-48. 
71

 This also helps assure the accuracy and integrity of the data, which MUST  
be maintained in a manner appropriate to the specified purposes (see Reqs 6.26 et seq.).  
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- Req 6.54: The confirmation and information listed in Req 6.53 MUST be 

provided without constraint or excessive delays or expense. 
 
 
9.2 Rectification, blocking and erasure 

 
- Req 6.55: Data subject requests to rectify, block or erase data MUST be 

accommodated at all times EXCEPT where an overriding legitimate interest 
exists. 

 
o Req 6.55.1: Such overriding interest SHOULD be specified in the TAS³ 

privacy policy notice(s).  
 
o Req 6.55.2: Data subject requests to rectify, block or erase data MUST 

in any event be accommodated in case the processing infringes upon 
the applicable national data protection legislation. 

 
o Req 6.55.3: In case of denial, the reason for denial MUST be 

communicated to the data subject. 
 

- Req 6.56: The TAS³ privacy policy MUST specify:  
o to which entity in particular data subjects should address their 

request for access, rectification, blocking or erasure in which instance; 
o which entity shall decide these requests; 
o valid reasons for denying the request; 
o the time-frame in which this request will be processed; 

 
- Req 6.57: A procedure SHOULD be in place to adequately deal with the 

situation in which a data subject submits his/her request to a TAS³ actor 
which is not competent to decide that particular request. 

 

9.3 Notification to third parties 

 

- Req 6.58: A process MUST be in place that provides notification to third 
parties to whom the data have been disclosed in case of corrections, erasure of 
blocking of processing of personal data pursuant to a request by the data 
subject. 

 

9.4 Implementation 

 

- Req 6.59: The TAS³ user interface (‘dashboard’) SHOULD make all the 
information listed in Reqs 6.53 readily available to data subjects in a user-
friendly way. 
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- Req 6.60: Where appropriate, the TAS³ Dashboard SHOULD also provide 
data subjects with more detailed information as to the processing operations 
performed upon their personal data (e.g. at what time individual processing 
operations took place, under which pretext etc.).  

 

- Req 6.61: The TAS³ Dashboard SHOULD provide an interface which enables 
exercise of the data subject rights listed in Reqs 6.55 (or at least direct the 
user as to how those rights may be exercised). 

 

- Req 6.62: The TAS³ Dashboard SHOULD support automatic notifications to 
relevant parties in case of corrections, erasure of blocking of processing of 
personal data pursuant to a request by the data subject 

 
 
10. Accountability and compliance verification 

 
 
10.1 Logging

72 
 
- Req 6.63: Processing operations involving personal data MUST be logged with 

a sufficient level of detail.  
 

- Req 6.64: The level of detail of log files MUST be sufficient as to enable 
compliance verification and oversight of processing operations with the 
governing policies 

 
o Req 6.64.1: Log files MUST detail which entity performed which action 

upon which resource, and at what time;  
 
o Req 6.64.2: Where appropriate, log files SHOULD also record for 

which purpose (under which pretext the action took place/was 
authorized); 

 
o Req 6.64.3: Log files MUST contain explicit information as to the 

recipients to whom personal data has been transferred. 
  
Note: Separation of duties should be considered to avoid situations where 
a single entity might have the ability to profile all the activities of end-
users. 
 

- Req 6.65: Reliability: Appropriate measures MUST in place to ensure the 
authenticity, accuracy, integrity and completeness of the logs. 

 

                                                
72

 The logging of actions performed by entities within the TAS³ network will often also amount to 
processing of personal data. Where this is the case, such logging must also take into the 
requirements listed in this section 6. 
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- Req 6.66: Transparency. The fact that processing operations are logged MUST 
be transparent towards users through appropriate notification (see Reqs 6.43 
et seq). 

 
- Req 6.67: Proportionality: Logging MUST organized in a proportionate 

manner (e.g. storage in a pseudonymized or de-identified format, separation 
of duties). 

 
- Req 6.68: Confidentiality: Appropriate measures MUST be in place to ensure 

the confidentiality of the logs 
 

o Req 6.68.1: Privileges to access nominative log information SHOULD 
in principle only authorize selective access (no ‘free search’); 

 
o Req 6.68.2: In case of non-targeted compliance verification (e.g. 

detection of anomalies through dedicated algorithims), the log data 
MUST first be de-identified/pseudonymized. Only after an anomaly 
has been detected may the log information be re-identified. 

 
 
10.2 Audit & oversight 
 
- Req 6.69: The proper implementation and functioning of all technical 

mechanisms and organisational measures MUST be documented and audited 
on a regular basis. 

 
- Req 6.70: Definition of roles & responsibilities (see Req 6.8) MUST also 

include assignment of tasks with regards to audit and oversight. 
 
- Req 6.71: Each participant MUST be bound to provide co-operation to entities 

in the TAS³ network charged with oversight & audit. 
 
 
10.3 Other accountability mechanisms 
 
- Req 6.72: Both within the TAS³ network and within each participating entity 

internal responsibility and accountability mechanisms MUST be adopted (e.g. 
designating ‘owners’ for both equipment and processing operations where 
personal data is involved). 

 
 
- Req 6.73: Technical non-repudiation mechanisms MUST be supported when 

appropriate. For example: 
 

o Req 6.73.1: When forwarding personal data, it MUST be ensured that 
the sender is not able to later deny having forwarded it;  

 
o Req 6.73.2: It MUST be ensured that the commitment to 

communicated policies and privacy preferences cannot later be 
repudiated at a later time. 
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- Req 6.74: Automated notifications MUST be instituted for extraordinary 
processing operations (e.g. break-the-glass), and procedures MUST be in place 
to further follow up such notifications (e.g. through audit & oversight 
committee). 

o Req 6.74: Automated notifications SHOULD also be considered for 
certain types of processing operations (e.g. access to particularly 
sensitive data) 

 
- Req 6.75: Procedures MUST be in place to ensure that when requested it is 

possible to indicate the source of the personal data that is being processed, as 
well as what the reason for processing has been. 

 
- Req 6.76: Outsourcing – reliance upon other entities for personal data 

handling: Where members/participants of the TAS³ network decide to pass 
any personal data to entities outside their own organisation for them to 
process it on their behalf, they MUST ensure that such recipients only 
process this data in a lawful manner and in accordance with the policies of 
the TAS³ network. Members/participants must also ensure that the recipients 
adhere to all of the commitments they have themselves made towards the 
data subject (e.g. with regards to storage duration, finality etc.) 

 
 
9.4 Complaint handling 
 
- Req 6.77: Complaint capture system: Potential abuses to the system or 

concerns of either users or organizations MUST be captured.  
 

o Req 6.77.1: The complaint capture system SHOULD include a 
feedback mechanism which enables users to both  

� provide information to reputation engines or other trust 
entities that may be evaluating service providers, and to  

� initiate procedures for privilege revocation as a consequence of 
intentional or uncured breach of terms, and corresponding 
redress.   

 
o Req 6.77.1: Appropriate levels of proof are required to justify the 

consequences listed in Req 6.77.2 and complaints should therefore be 
corroborated on the basis of logs and other relevant documentation 

  
- Req 6.78: Redress/oversight Processes: Once a compliant is captured, redress 

MUST be possible. In addition, an oversight process MUST be in place and 
SHOULD be able to proactively detect non-compliance.  

 
 
11. Notification & prior checking 

 
- Req 6.79: Where required by the applicable law, the TAS³ network and/or its 

participants MUST ensure prior notification and/or prior checking with 
national data protection authorities 
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* Sample Service Provider Obligations:  While actual contract instruments will 
need to be tailored to the role of the service provider, the following list measures 
is indicative of the types of controls which SPs may be obligated to implement: 

• Use of up-to-date Anti-virus/ Spyware/ Malware detection systems 
• Spam filters (may need to define settings to assure that legitimate 

mail is not suppressed) 
• Penetration testing (may only be appropriate for largest players)i 
• Encryption 

o In transit 
o At rest 

• Security policies 
o Physical 
o Logical 
o Administrative 
o Separation of Duties 

• Privacy policy 
o W/specific obligation to honour preferences and negotiated 

obligations of end-users  
o Notice 

• Complaint handling policies / mechanism 
• Compliance processes/officer 
• Contact points 
• Internet Access and Use Policies 
• Training 
• Code of ethics 

• HR Policies (related to vetting of employees that have access to 
personal to the extent permitted by law) 

• Service Level Agreements 
• Breach Notification 
• Disaster recovery / Business continuity plans/exercises 
• Audit/oversight 
• Exceptions and Emergencies handling policies 
• Government/Law Enforcement obligations/request for information 

policies  

• Third party agreements’ obligations/requirements clauses 
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7.5 Annex 5 – Privacy update 2009 

This addendum provides an update on developments which took place in 2009, in 
particular in the field of privacy and data protection, which may prove to be 
relevant to the further development and later deployment of TAS³.  In order to 
fulfil its objective, TAS³ needs to keep abreast of the evolution of legal 
requirements, emerging regulatory trends and evolving best practices.  This 
addendum is provided to that end.  It is provided as a separate addendum to 
highlight these evolving requirements, trends and practices which shall 
potentially impact the regulatory framework for TAS³. As the implications of 
these developments become clearer and we evaluate their specific impacts on the 
project, content of this addendum will be incorporated into D6.1 and D6.2 and 
other documents that articulate project requirements, as appropriate. 
 
 
1. Lisbon Treaty   
 
The competences at the EU level had previously been divided among three 
pillars.  These pillars specified competencies to act based on subject matter, 
allocating priority of action between Member States and EU institutions.  With 
the Advent of the Lisbon Treaty the Pillars have been merged to develop a 
“unified personality”. 

With the Lisbon Treaty the distribution of competences among Member States 
and the European Union in the various policy areas have been divided as follows: 

Exclusive 
competence 

 

Shared 
competence 

 

Supporting 
competence 

The Union has exclusive 
competence to make 

directives and conclude 
international agreements 

when provided for in a 
Union legislative act. 

Member States cannot 
exercise competence in 
areas where the Union 

has done so. 

The Union can carry out 
actions to support, 

coordinate or supplement 
Member States' actions. 

• the customs union  
• the establishing of 

the competition 
rules necessary for 
the functioning of 
the internal 
market  

• monetary policy for 
the Member States 
whose currency is 
the euro  

• the conservation of 
marine biological 

• the internal 
market  

• social policy, for 
the aspects defined 
in this Treaty  

• economic, social 
and territorial 
cohesion  

• agriculture and 
fisheries, excluding 
the conservation of 
marine biological 
resources  

• the protection and 
improvement of 
human health  

• industry  
• culture  
• tourism  
• education, youth, 

sport and 
vocational training  

• civil protection 
(disaster 
prevention)  

• administrative 
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resources under 
the common 
fisheries policy  

• common 
commercial (trade) 
policy  

• environment  
• consumer 

protection  
• transport  
• trans-European 

networks  
• energy  
• the area of 

freedom, security 
and justice  

• common safety 
concerns in public 
health matters, for 
the aspects defined 
in this Treaty  

cooperation  

73 
 

While it is unlikely that the Lisbon Treaty will directly impact the further 
development of TAS³ during the next year, it may well impact the revision of the 
EU Directive (of which the review is currently ongoing). Lisbon in combination 
with changes in leadership in the various DGs may also impact the development 
of sectoral requirements in the health and employment areas.  Thus, while not 
creating direct or immediate impacts for TAS3, these developments are worth 
following.    

 
 

2. EU Directive 95/46 Consultation and Review 

 

Art. 33 of Directive 95/46 mandates the European Commission to submit any 
appropriate proposals which prove to be necessary, taking account of 
developments in information technology and in the light of the state of progress 
in the information society.  In May of this year, the Commission organized a 
conference as part of its open consultation on how the fundamental right to 
protection of personal data can be further developed and effectively respected, in 
particular in the area of freedom, justice and security. Since then a formal 
consultation process has been launched which remains open until the end of the 
year. The objectives of the consultation are: ‘to obtain views on the new challenges 

for personal data protection in order to maintain an effective and comprehensive 

legal framework to protect individual’s personal data within the EU’.
74 This initial 

Consultation exists at a very high level and consists of three questions: 
 

• Please give us your views on the new challenges for personal data 
protection, in particular in the light of new technologies and globalisation  

• In your views, the current legal framework meets these challenges?  

                                                
73

 http://en.wikipedia.org/wiki/Three_pillars_of_the_European_Union  
74

 Consultation on the legal framework for the fundamental right to protection of personal data; 
http://ec.europa.eu/justice_home/news/consulting_public/news_consulting_0003_en.htm.  
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• What future action would be needed to address the identified challenges?75 

Replies to the consultation will be posted online.  The Consultation represents 
the beginning of the review of Directive 95/46/EC.  There is no specific end-date 
to this review with many suggesting that the process of review may potentially 
be a 2-3 year process. 
 
The review of Directive 95/46 coincides with other important reviews.  The OECD 
Privacy Guidelines76 which predated and influenced the Directive, are also being 
reviewed pursuant to a mandate from the OECD 2008 Seoul Ministerial.77 This 
review will focus on current implementation and applicability to new 
technologies and business models. 
 
Also under review are the OECD Guidelines for Consumer protection in the 
Context of Electronic Commerce78.  These guidelines have relevance to TAS3 
because they review the rights of the consumer in electronic transactions.  At a 
recent conference of the topic hosted by the Federal Trade Commission in the US, 
significant discussions were had about consumer implications of new technologies 
and business models, both in general and in relation to specific sectors.  
Developments in the Guidelines review could inform us of evolving consumer 
rights as well as effective notice, transparency, and inclusion practices. 

 
3. The 31st International Conference of Data Protection Commissioners   
 

Each year the worlds Data Protection Commissioners meet, discuss the state of 
data protection, provide direction related to various topics and issue 
recommendations and declarations.  This year, Spain hosted the Conference from 
November 4-6, during which a number of important issues were highlighted and 
a number of resolutions/declarations were adopted. 

 
The most relevant development which took place during this Conference was the 
adoption of a proposal for a global policy standard.79 The standard is not a 
technical standard, but rather a reference policy model that blends elements of 
the OECD Guidelines, the Council of Europe Treaty, the EU Directive and the 
APEC privacy principles. Relevant sections of the Resolution are quoted below: 

The Conference considers the following:  

o The rights to data protection and privacy are fundamental rights of every 
individual irrespective of his nationality or residence.  

o With the expansion of the information society, the rights to data protection and 
privacy are essential conditions in a democratic society to safeguard the respect for 
the rights of individuals, a free flow of information and an open market economy  

o The globalisation of information exchange and personal data processing, the 
complexity of systems, the potential harms derived from the misuse of more and 

                                                
75
 Ibid. 

76
 OECD Guidelines on the Protection of Privacy and Transborder Data Flows, OECD, 1980; 

http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html  
77

 Seoul Declaration for the Future of the Internet Economy, available at 
www.oecd.org/dataoecd/49/28/40839436.pdf  
78

 http://www.oecd.org/dataoecd/18/13/34023235.pdf  
79

 http://www.privacyconference2009.org/dpas_space/Resolucion/index-iden-idphp.php  
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more powerful technologies and the increase of security measures require a quick 
and adequate answer to guarantee the respect for rights and fundamental freedoms, 
and in particular the right to privacy.  

o The persisting data protection and privacy disparities in the world, in particular 
due to the fact that many states have not yet passed adequate laws, harm the 
exchange of personal information and the implementation of effective global data 
protection.  

o The development of cross-border rules that guarantee in a uniform way the 
respect for data protection and privacy has priority.  

o The recognition of these rights requires the adoption of a universal legally 
binding instrument establishing, drawing on and complementing the common data 
protection and privacy principles laid down in several existing instruments and 
strengthening the international cooperation between data protection authorities.  

o The implementation of the guidelines developed by organisations such as APEC 
or the OECD, especially regarding the adoption of international frameworks with the 
aim of improving the respect of the rights for data protection and privacy on the 
crossborder data flows, is a positive step for reaching this objective.  

o The accession to binding instruments of universal value, such as the 
Convention of the Council of Europe for the protection of individuals with regard to 
automatic processing of personal data (ETS No 108) and its additional Protocol 
regarding supervisory authorities and transborder data flows (ETS N° 181), which 
contain basic principles of data protection, are likely to facilitate the exchange of 
data between parties as they provide mechanisms and a platform for co-operation 
between data protection authorities, envisage their establishment exercising their 
functions in complete independence and promote the implementation of an 
adequate level of data protection;.  

o The 30th International Conference of Data Protection and Privacy 
Commissioners is an appropriate forum to adopt a strategy specifically aimed at 
reaching these objectives.  

Consequently, the Conference repeats its appeal to elaborate a universal legally 

binding instrument on data protection and privacy, by adopting the following 

resolutions: .  

o The Conference supports the efforts that the Council of Europe is making to 
improve the fundamental rights to data protection and privacy. Therefore the 

Conference invites the member-states of this organisation which have not yet 
ratified the Convention for the protection of individuals with regard to automatic 
processing of personal data and to its additional protocol to do so. The Conference 
invites nonmember states in a position to do so to consider responding to the 
Council of Europe’s invitation to accede to Convention STE N° 108 and its additional 
protocol. Taking into account its resolution concerning the Establishment of a 
Steering Group on Representation at Meetings of International Organisation, the 
Conference is also willing to contribute to the work of the consultative committee of 
the Convention ETS N° 108.4  

o The Conference supports action taken within APEC, OECD and other regional 
and international fora to develop effective means to promote better international 
standards of privacy and data protection.  

o The Conference mandates the establishment of a working group, co-
ordinated by the organising authority of the 31st international conference and 
composed of the interested data protection authorities, to draft and submit to its 
closed session a Joint proposal for setting international standards on privacy 
and personal data protection , according to the following criteria.  

o To draw on the principles and rights related to the protection of personal data 
in the different geographic environments of the world, with particular reference to 
legal and other texts that have attracted a wide degree of consensus in regional and 
international forums  
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o To elaborate a set of principles and rights which, while reflecting and 
complementing existing texts, aim to achieve the maximum degree of international 
acceptance ensuring a high level of protection..  

o To assess the sectors in which these principles and rights are applicable, 
including alternatives focused on harmonizing their scopes of application.  

o To define, taking into account the diverse legal systems, the basic criteria that 
guarantee their effective application..  

o To examine the role to be played by self-regulation.  

o To formulate the essential guarantees for better and flexible international 
transfers of data. 80 

The process of drafting this joint proposal should be carried out by encouraging 

extensive participation in the working groups, fora or hearings, of public and private 

organisations and entities, with the purpose of obtaining the broadest institutional and 

social consensus. Particular attention should be paid to the ongoing work of the 

International Organization for Standardization (ISO) and of the International Law 

Commission.  

The importance of the Resolution for the purposes of TAS³ is threefold: 
 

• The Resolution was adopted by all of the DPA’s and as such it may 
have impact in the review of the Directive.  This could lead to 
increased prominence for the concept of accountability within the 
European legal frawork. 

. 
• The Resolution explicitly references the work of ISO in the field of 

privacy (which currently includes the development of a privacy 
framework a privacy capability maturity model as well as a privacy 
reference architecture).  The ISO work as it progresses may impact 
some of the design criteria for TAS³. A more detailed overview of the 
work going on with in ISO/IEC JTC 1 SC 27/WG 5 will be provided in 
the next section. 

 

• Lastly, the Resolution attempts to articulate the broadly and 
internationally accepted principles of privacy.  While we must assure 
compliance with the laws in force- both at the EU and national level, 
these principles may form the basis for future compacts related to 
international transfers.  As global data flows become both more 
prevalent and integrated into business models we must consider the 
distinct possibility that data flows related to heath or employment 
portfolios in the EU may include processing or other functions in 
countries outside of the EU.  These transfers must be considered in 
light of the local legal and policy frameworks.  The principles 
contained in the resolution may form the basis for qualified findings of 
adequacy or the basis of contractual bindings of accountability.  Again 
more of an issue to watch than a certainty for now. 

 
 
 
 

                                                
80

 http://www.privacyconference2009.org/privacyconf2009/dpas_space/index-iden-idweb.html  
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4. ISO/IEC JTC 1 SC 27/WG 5 standardization efforts in the field of 

privacy and data protection 

 
ISO/IEC JTC 1 SC 27/WG 5 is currently developing several standards which are 
closely related to the work being carried out in TAS³. Relevant standards include: 

- A framework for identity management (24760); 
- Entity authentication assurance (29115 | X.eaa); 
- A framework for access management (29146); 
- Privacy framework (29100); 
- Privacy reference architecture (29101); 
- Privacy capability maturity model (29190). 
 

The main objective of the Privacy framework (29100) is to establish a set of 
common privacy principles, concepts and terminology. This framework is being 
developed to enable the definition of privacy control requirements in subsequent 
standards.  At the moment of this writing, there are two additional work items 
which build on 29100, namely the Privacy reference architecture (29101) and the 
Privacy capability maturity model (29190). 29100 has reached the level of 
‘Committee Draft’, and thus displays a relatively high level of maturity. The two 
other work items (29101 and 29190) are still in an earlier stage of development 
(‘Working Draft’), but are nevertheless of great interest. 
 
TAS³ obtained the status as a Category C Liaison in September of 2009. Our 
main purpose is to assist in the progression of work items relating both to privacy 
as well as those in the areas of identity and information security management. 
 
 
5. Privacy by Design.  
 

Privacy by design is a concept dating back to at least the 1990’s when it was 
espoused by Ann Cavoukian, the Information Commissioner for Ontario.  The 
day before this year’s Data Protection Commissioner’s Conference, Commissioner 
Cavoukian assembled experts in the field of Privacy by Design as part of the 
“Definitive privacy by design conference”. Privacy by Design was also strongly 
reflected in a number of presentations at the Data Protection Commissioners 
conference, and in the agendas of parallel meetings created by the International 
Association of Privacy Professionals and the civil society groups organized by the 
Electronic Privacy Information Center. 

 

Privacy by design is not a new concept. However, it is currently being 
reconsidered in a more holistic fashion; to go beyond just design of privacy 
functionality in technology at the development stage and to include designing 
privacy into related policies and processes.  This evolving approach is very 
consistent with the approach taken in TAS³ of considering privacy from the 
outset in technology, policies (both written and technical sticky policies) and legal 
frameworks. 
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Commissioner Cavoukian has developed seven ‘foundational principles’ of privacy 
by design81 which serve as useful guideposts for TAS3 development:  

 
Privacy by Design now extends to a “Trilogy” of encompassing applications: 
1) IT systems; 2) accountable business practices; and 3) physical design and 
infrastructure. 
 
Principles of Privacy by Design may be applied to all types of personal 
information, but should be applied with special vigour to sensitive information 
such as medical information and financial data.  The strength of privacy 
protection requirements tend to be commensurate with the sensitivity of the 
data. 
The objectives of Privacy by Design – ensuring privacy and personal control 
over one’s information and, for organizations, gaining a sustainable 
competitive advantage – may be accomplished by practicing the following 
principles: 
 
1.  Proactive not Reactive; Preventative not Remedial 
The Privacy by Design (PbD) approach is characterized by proactive rather 
than reactive measures.  It anticipates and prevents privacy invasive events 
before they happen.  PbD does not wait for privacy risks to materialize, nor 
does it offer remedies for resolving privacy infractions once they have 
occurred – it aims to prevent them from occurring. In short, Privacy by Design 
comes before-the-fact, not after. 
 
2.  Privacy as the Default 
We can all be certain of one thing – the default rules! Privacy by Design 
seeks to deliver the maximum degree of privacy by ensuring that personal 
data are automatically protected in any given IT system or business practice. 
If an individual does nothing, their privacy still remains intact.  No action is 
required on the part of the individual to protect their privacy – it is built into the 
system, by default. 
 
3.  Privacy Embedded into Design 
Privacy by Design is embedded into the design and architecture of IT systems 
and business practices.  It is not bolted on as an add-on, after the fact.  The 
result is that privacy becomes an essential component of the core 
functionality being delivered.  Privacy is integral to the system, without 
diminishing functionality.   
 
4.  Full Functionality – Positive-Sum, not Zero-Sum 
Privacy by Design seeks to accommodate all legitimate interests and 
objectives in a positive-sum “win-win” manner, not through a dated, zero-sum 
approach, where unnecessary trade-offs are made.  Privacy by Design avoids 
the pretense of false dichotomies, such as privacy vs. security, demonstrating 
that it is possible to have both. 
 
5.  End-to-End Lifecycle Protection 
Privacy by Design, having been embedded into the system prior to the first 
element of information being collected, extends throughout the entire lifecycle 
of the data involved, from start to finish.  This ensures that at the end of the 

                                                
81

 A. Cavoukian, ‘Privacy by Design – The 7 Foundational Principles’, August 2009, available at 
http://www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf. 
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process, all data are securely destroyed, in a timely fashion.  Thus, Privacy by 
Design ensures cradle to grave, lifecycle management of information, end-to-
end. 
 
 
6.  Visibility and Transparency 
Privacy by Design seeks to assure all stakeholders that whatever the 
business practice or technology involved, it is in fact, operating according to 
the stated promises and objectives, subject to independent verification.  Its 
component parts and operations remain visible and transparent, to users and 
providers alike.  Remember, trust but verify. 

 
7.  Respect for User Privacy 
Above all, Privacy by Design requires architects and operators to keep the 
interests of the individual uppermost by offering such measures as strong 
privacy defaults, appropriate notice, and empowering user-friendly options. 

 

The elements of privacy by design form a useful checklist that helps to validate 
the TAS³ technical development objectives As we review the principles advanced 
by the Information Commissioner for Ontario for Privacy by Design, we find that 
TAS³ has been fairly successful in considering these concepts in the development 
of the technical architecture.  But some concepts of privacy by design such as 
end-to-end lifecycle protection and visibility/transparency cannot be realized 
through technology alone.  These two elements have significant policy and 
process components, which must also be reflected in the TAS³ governance model. 
 
 
6. Galway Project (2009) / Paris Project 2010 

 
The Galway project on accountability concluded the first phase of its work with a 
paper entitled ‘Data Protection Accountability: The Essential Elements’82.  This 
paper attempts to outline the essential elements of an “accountable 
organization”.  In many ways these essential elements of accountability are in 
line with TAS3 concepts of the issues that service provider practices need to 
address. As such they form a good checklist for TAS3 participants to use in 
reviewing their capacity to be an accountable organization83 

 
Essential Elements of Accountability 
An accountable organisation demonstrates commitment to accountability, 
implements data privacy policies linked to recognised outside criteria, and 
establishes performance mechanisms to ensure responsible decision-making 
about the management of data consistent with organisation policies. The 
essential elements articulate the conditions that must exist in order that an 
organisation establish, demonstrate and test its accountability. It is against 
these elements that an organisation’s accountability is measured.  
 
The essential elements are: 
 

                                                
82

 Data Protection Accountability: The Essential Elements, A Document for Discussion, October 
2009 http://www.huntonfiles.com/files/webupload/CIPL_Galway_Accountability_Paper.pdf 
83
 An extract of these elements is provided in checklist form with commentary on how it is 

relevant to TAS
3
 in D6.2 at section 8.2  
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1. Organisation commitment to accountability and adoption of internal 
policies consistent with external criteria. 
 
An organisation must demonstrate its willingness and capacity to be both 
responsible and answerable for its data practices. An organisation must 
implement policies linked to appropriate external criteria (found in law, 
generally accepted principles or industry best practices) and designed to 
provide the individual with effective privacy protection, deploy mechanisms to 
act on those policies, and monitor those mechanisms. Those policies and the 
plans to put them into effect must be approved at the highest level of the 
organisation, and performance against those plans at all levels of the 
organisation must be visible to senior management. Commitment ensures 
that implementation of policies will not be subordinated to other organisation 
priorities. An organisational structure must demonstrate this commitment by 
tasking appropriate staff with implementing the policies and overseeing those 
activities.  
 
Many global organisations have established policies in accordance with 
accepted external criteria such as the EU Directive, OECD Guidelines or 
APEC Principles. These companies demonstrate high-level commitment to 
those policies and the internal practices that implement them by requiring 
their review and endorsement by members of the organisation’s executive 
committee or board of directors. 
 
2. Mechanisms to put privacy policies into effect, including tools, 
training 
and education. 
 
The organisation must establish performance mechanisms to implement the 
stated privacy policies. The mechanisms might include tools to facilitate 
decision making about appropriate data use and protection, training about 
how to use those tools, and processes to assure compliance for employees 
who collect, process and protect information. The tools and training must be 
mandatory for those key individuals involved in the collection and deployment 
of personal information. Accountable organisations must build privacy into all 
business processes that collect, use or manage personal 
information. 
 
Organisations in Europe, North America and Asia-Pacific have implemented 
comprehensive privacy programmes that incorporate personnel training, 
privacy impact assessments and oversight. In some cases, organisations 
have automated processes and integrated responsibility for programme 
obligations into all levels and across all aspects of the enterprise, while 
responsibility for compliance, policy development and oversight remains in 
the privacy office. 

 
3. Systems for internal ongoing oversight and assurance reviews and 
external verification. 
 
Using risk management analysis, enterprises that collect and use personal 
information must monitor and measure whether the policies they have 
adopted and implemented effectively manage, protect and secure the data. 
Accountable organisations establish these performance-monitoring systems 
based on their own business cultures. Performance systems evaluate an 
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organisation’s decisions about data across the data life cycle — from its 
collection, to its use for a particular application, to its transmission across 
borders, to its destruction when it is no longer useful — and must be subject 
to some form of monitoring.  
 
The organisation should establish programmes to ensure that the 
mechanisms are used appropriately as employees make decisions about the 
management of information, system security and movement of data 
throughout the organisation and to outside vendors and independent third 
parties. The organisation should also periodically engage or be engaged by 
the appropriate independent entity to verify and demonstrate that it meets the 
requirements of accountability. Where appropriate, the organisation can enlist 
the services of its internal audit department to perform this function so long as 
the auditors report to an entity independent of the organisation being audited. 
Such verification could also include assessments by privacy enforcement or 
third-party accountability agents. The results of such assessments and any 
risks that might be discovered can be reported to the appropriate entity within 
the organisation that would take responsibility for their resolution. External 
verification must be both trustworthy and affordable. Privacy officers may 
work with their audit departments to ensure that internal audits are among the 
tools available to oversee the organisation’s data management. Organisations 
may also engage firms to conduct formal external audits. Seal programmes in 
Europe, North America and Asia-Pacific also provide external oversight by 
making assurance and verification reviews a requirement for participating 
organisations. 
 
4. Transparency and mechanisms for individual participation. 
 
To facilitate individual participation, the organisation’s procedures must be 
transparent. Articulation of the organisation’s information procedures and 
protections in a posted privacy notice remains key to individual engagement. 
The accountable organisation develops a strategy for prominently 
communicating to individuals the most important information. Successful 
communications provide sufficient transparency such that the individual 
understands an organisation’s data practices as he or she requires. The 
accountable organisation may promote transparency through privacy notices, 
icons, videos and other mechanisms. 
 
When appropriate, the information in the privacy notice can form the basis for 
the consumer’s consent or choice. While the accountability approach 
anticipates situations in which consent and choice may not be possible, it also 
provides for those instances when it is feasible. In such cases it should be 
made available to the consumer and should form the basis for the 
organisation’s decisions about data use. 
 
Individuals should have the ability to see the data or types of data that the 
organisation collects, to stop the collection and use of that data in cases when 
it may be inappropriate, and to correct it when it is inaccurate. There may be 
some circumstances, however, in which sound public policy reasons limit that 
disclosure. 
 
5. Means for remediation and external enforcement. 
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The organisation should establish a privacy policy that includes a means to 
address harm to individuals caused by failure of internal policies and 
practices. When harm occurs due to a failure of an organisation’s privacy 
practices or to a lapse in its compliance with its internal policies, individuals 
should have access to a recourse mechanism. In the first instance, the 
organisation should identify an individual to serve as the first point of contact 
for resolution of disputes and establish a process by which those complaints 
are reviewed and addressed. 
 
The accountable organisation may also wish to engage the services of an 
outside remediation service to assist in addressing and resolving consumer 
complaints. Third-party agents, including seal programmes and dispute 
resolution services, can facilitate the consumer’s interaction with the 
organisation and enhance its reputation for complying with its policies and 
meeting its obligations to individuals. 
 
Accountability practices should be subject to the legal actions of the entity or 
agency with the appropriate enforcement authority. Ultimate oversight of the 
accountable organisation should rest with the appropriate local legal authority. 
The nature of that authority may vary across jurisdictions. However, it is 
critical that the accountable organisation recognise and respond to the legal 
authority exercising proper jurisdiction. 
 
 

The evolving work on standards, accountability and privacy by design are 
beginning to coalesce into a new dynamic of compliance requirements and 
leading privacy practices.  There is recognition that information is becoming 
more ubiquitous and that some information that is in circulation is beyond the 
current control structures of notice and consent.  Use-based models are likely to 
play an important role in controlling misuse of information given the 
proliferation and publication of information across various sources.  The 
coalescence of these factors was reflected in comments of both Peter Hustinx, the 
EU Data protection supervisor and Martin Abrams, the Executive Directive for 
the Centre for Information Policy Leadership.  
 

On Monday, November 2, Peter Hustinx, European Data Protection 
Supervisor, said accountability would figure prominently in the joint initiative to 
develop global standards led by the Spanish Data Protection Agency.  
Hustinx, speaking at the Privacy-By-Design preconference to the 31st 
International Conference of Data Protection and Privacy Commissioners in 
Madrid, said that organizations will have to demonstrate they are 
accountable.  Martin Abrams, Senior Policy Advisor and Executive Director, 
Centre for Information Policy Leadership at Hunton & Williams, commented 
that an accountable organization is responsible for understanding  and 
mitigating the risks to individuals related the organization’s collection and use 
of information, and is answerable to regulators and individuals for the 
effectiveness of its processes.  Abrams further said that accountable 
organizations must demonstrate both the willingness and capacity to be 
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accountable, and that privacy-by-design is an excellent road map for creating 
the mechanisms to demonstrate capacity.84 

 
 
The Galway Accountability Project which was overseen by the Irish Data 
Protection Commissioner in 2009 will continue in 2010 under the auspices of the 
CNIL (French Data Protection Authority).  TAS³ will continue to track these 
developments to help assure that our project continues to complement leading 
work in these areas.   
 
7. Development of first EC Privacy Impact Assessment  (PIA) 

 

An important tool which assists both appropriate design and implementation of 
privacy protecting measures is the Privacy Impact Assessment (PIA).   PIAs are 
most commonly referenced in parts of the Anglophone world; they are common in 
the US, Canada, Australia, New Zealand and are used increasingly in the UK 
and Ireland.  Within the context of the EU there have been companies that are 
early adopters of PIAs, but fewer governmental entities have used them as such.  
There are however risk based assessments of privacy that occur as a result of 
Article 20 of Directive 95/46/EC which provides for the ability of authorities to 
engage in “Prior Checking” to determine if “… the processing operations [are] 
likely to present specific risks to the rights and freedoms of data subjects” in 
advance of the inception of the processing operations. 
David Flaherty, former Data Protection Commissioner for British Columbia 
described the PIA as follows in a speech at the 22nd Data Protection 
Commissioners Conference in Venice in 200085 
 

What I intend to draw to your attention is an additional tool in the arsenal of 
the data protector in the form of privacy impact assessments. The idea is to 
require the preparation of privacy impact assessments for new products, 
practices, databases, and delivery systems involving personal information. In 
the last five years, privacy specialists have developed an assessment model 
for the application of a new technology or the introduction of a new service, 
which has good potential for raising privacy alarms at an early stage in an 
organization's planning process in either the public or private sectors. Various 
models exist for privacy impact assessments that can be customized to the 
needs of any organization. The essential goal is to describe personal data 
flows as fully as possible so as to understand what impact the innovation or 
modification may have on the personal privacy of employees or customers 
and how fair information practices may be complied with. Ultimately, a 
privacy impact assessment is a risk assessment tool for decision-
makers that can address not only the legal, but the moral and ethical, 
issues posed by whatever is being proposed. 
 
What I am proposing, and it will not be a novel suggestion for those of you 
from North America and New Zealand in particular, is that privacy regulators 
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 Hunton and Williams Privacy and Information Security Law Blog; November 5, 2009,  
http://www.huntonprivacyblog.com/2009/11/articles/european-union-1/centre-releases-galway-
accountability-paper-approach-discussed-at-data-protection-commissioners-conference-in-madrid/ 
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 A presentation to a plenary session on "New Technologies, Security and Freedom," at the 22nd 
Annual Meeting of Privacy and Data Protection Officials held in Venice, September 27-30, 2000, 

Revised October 12, 2000. available at http://aspe.hhs.gov/datacncl/flaherty.htm.  
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require, or at least encourage, those being regulated to prepare a privacy 
impact assessment for significant personal data systems that are new or 
enhanced in some significant way, so that their privacy implications can be 
analyzed and addressed in a coherent manner.  
 

 
 
A 2007 report86 found that adoption of PIAs in the EU was still lagging: 
 

As such, the development of PIAs in the Member States is at a relatively early 
stage. While there is interest in the concept of PIAs and the role that they 
could play within national data protection regimes and in privacy protection 
more widely, there are currently no completed tools, and there are limited 
legislative or policy frameworks in place to support their use. In most Member 
States it appears that the scope of ‘prior checking’ and similar functions in 
national legislation would not extend to justifying the broad introduction of 
PIAs, particularly as a compulsory requirement. As such, it is likely that where 
Member States’ supervisory agencies wish to see PIAs adopted as part of 
their national data protection regime, this will develop out of persuading public 
and private sectors to adopt PIAs as an issue of policy rather than via 
legislation. In the public sector, the desire for accountability, efficient 
management and effective incorporation of Threat/Risk Assessments into key 
decision-making processes should aid in uptake. The fact that major 
European corporations such as Philips, Vodafone and others have adopted 
such strategies, and that these are seen as potentially conferring competitive 
advantage, may mean that at least some parts of the private sector will also 
be open to such developments 

 
Currently the EC is working on a model PIA for RFID based systems pursuant to 
its Recommendation on the implementation of privacy and data protection 
principles in applications supported by radio-frequency identification issued in 
May of this year87.  This Recommendation stipulates that88: 
 

5. Member States should ensure that operators, notwithstanding their other 
obligations pursuant to Directive 95/46/EC: 
 
(a) conduct an assessment of the implications of the application 
implementation for the protection of personal data and privacy, including 
whether the application could be used to monitor an individual. The level of 
detail of the assessment should be appropriate to the privacy risks possibly 
associated with the application; 
(b) take appropriate technical and organisational measures to ensure the 
protection of personal data and privacy; 
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(c) designate a person or group of persons responsible for reviewing the 
assessments and the continued appropriateness of the technical and 
organisational measures to ensure the protection of personal data and 
privacy; 
… 

 
The EC has created an expert group to develop this Model PIA.  The work of this 
group should be informative as a PIA is one of the tools that TAS3 can use to 
validate that deployment concepts have met all privacy requirements.  It should 
also be noted that PIA topics significantly overlap with those defined above 
related to privacy by design and accountability.   
 

 



                      Privacy Requirements, v2.0                        Dec 29, 2009 

  

TAS3_D06p1_Privacy_Requirements_v2p0.doc Page 80 of 80 

 

Amendment History 

 

Versio

n 

Date Author Description/Comments 

0.1-3  12-04-2009- 
24-05-2009 

Joseph 
Alhadeff 

Text 

0.4 25-05-2009 Brendan 
Van 
Alsenoy 

Revisions/comments/additions 

0.5 26-05-2009 Joseph 
Alhadeff 

Revisions/additions 

0.6 26-05-2009 Brendan 
Van 
Alsenoy 

Revisions/comments/additions 

0.7 27-05-2008 Joseph 
Alhadeff 

Minor revisions/final review 

0.8 28-05-2008 Brendan 
Van 
Alsenoy 

Minor revisions/final review 

1.0 28-05-2008  Release 

1.1 10-12-2009 Brendan 
Van 
Alsenoy 

Integration in new template 

1.1 10-12-2009 Brendan 
Van 
Alsenoy 

Incorporation update WP6 requirements 
list 

1.2 10-12-2009 Joseph 
Alhadeff 

Incorporation Privacy Update 2009 

1.3 17-12-2009 Joseph 
Alhadeff 

Revisions WP6 requirements list 

1.4 20-12-2009 Brendan 
Van 
Alsenoy 

Minor revisions/comments to Privacy 
Update and Requirements list 

1.5 27-12-2009 Joseph 
Alhadeff 

Minor revisions to Privacy Update and 
Requirements list 

 

 

                                                
 


