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A. Quantum Information Processing and Communication Strategic
(QIPC) Report update

The history of the European QIPC community dates back to the end of the 90ies when the potential
of QIPC was quickly recognized by FET (the Future and Emerging Technologies Unit of the Directorate
General Information Society of the European Commission), whose pathfinder activity played a crucial
role for the development of the field in Europe. As a result of this early exploration, at the 5th
European QIPC Workshop (September 2004 in Rome) a special session was organized by FET, titled
“Perspectives for QIPC in the Seventh Framework Program”. The main point was that input towards
the European Commission would be needed on the part of the scientific community for the
preparation of the Seventh Framework Program. There was a general discussion on the actions to be
taken with the aim to promote QIPC research in Europe, strengthen its image in a coherent way,
unify the research community by elaborating a common European strategy and goals, and,
especially, provide the required input to the European Commission, reaching in an appropriate way
decision makers. It was then decided

1) To write a strategic report including an assessment of current results and an outlook on
future efforts, and

2) To expand the strategic report with a detailed technical assessment, to draw up a summary
of long and medium term goals, and to express visions and challenges for QIPC in Europe.

P. Zoller was nominated as the editing author and the coordinator of a committee in charge of this.
Work on the document started immediately afterwards, involving the contributors to the present
paper. On the 10th of May 2005, the QIPC strategic document reached a stable version (v-1.0) that
was published in electronic form at the IST-FET website (the document is still visible at the old Cordis
website, http://www.cordis.lu/ist/fet/gipc-sr.htm).

Since then the document has been updated regularly by the various Coordination Actions in QIPC
(ERA-Pilot QIST, QUROPE, and QUIE?T) and we present here its 8th update (older updates can be
downloaded in pdf format at the QUROPE website http://qurope.eu/content/qipc-roadmap/old).

The revision editors have been appointed by the corresponding Virtual Institute and have been:

Robert Thew (Quantum Communication)

Philippe Grangier (Quantum Computation);

Jens Eisert and Toni Acin (Quantum Information Science - Tehory):
Markus Aspelmayer (Quantum Technologies).

There have been numerous changes with respect to previous version; the most relevant ones are the
following:

= Section 3 “Different aspects of QIPC research in Europe” has been updated in order to refelct
the current status of the running FET-Open and FET-Proactive projects as well as the new
starting ones (2 IPs and 4 STEPs starting in 2013)%;

! Specifically, the revised section has been “3.1 QIPC research in Europe - European union level”.
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= Section 4 “Assessment of current results and outlook on future efforts” has been updated in
order to reflect the state-of-the-art in all identified QIPC subfields (Quantum Communication,
Quantum Computation, Quantum Information Science — Theory and Quantum Technologies)
at the end of 2013°.

An anlytic diff file of all the cahnges can be obtained online from the QUROPE website, following the
procedure detailed in what follows. To begin with go to the online version of the roadmap
(http://qurope.eu/content/Roadmap) and select the section you are interested in by clicking on the
table of content appearing on the left (see image below)
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1. Executive Summary

So let’s click for example on Section “4. Assesment of current results and outlook on future
research”; the Table of Content will now show all the corresponding subsections, so let’s now select
“4.1 Quantum Communication” by clicking either on the left or on the main Table of Content.

? Specifically, the revised sections have been: “4.1 Quantum Communication” and all of its subsections; “4.2
Quantum Computations” and all its subsections but “4.2.4 Semiconductor quantum dots”; “4.3 Quantum
Information Science — Theory” and all its subsections; “4.4 Quantum Technologies” and all its subsections.
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important ingredient in taking full advantage of what is possible with quantum technologies, from quantum computing and simulation
to secure communication based on quantum key distribution (QKD). The first application, quantum cryptography, was discovered
Independently in the US and Europe. The American approach, pioneered by Steven Wiesner, was based on coding in non-commuting
observables, whereas the European approach was based on correlations due to quantum entanglement. From an application point of
view, the major Interest has focused on QKD, as this offers for the first time a provably secure way to establish a confidential key
between distant partners. This key s then first tested and, If the test succeeds, used in standard cryptogeaphic applications - relying
solely on the laws of quantum physics and the abiity to implement the protocol as defined by the theory. This has the potential to
soive long-standing and central security issues in our information based society.

While the realisation of basic quantum communication schemes is becoming routine work in the laboratory, non-trivial problems
emerge in high bit rate systems, long-distance apphcations and as the network complexity increases. One of the emerging areas of
interest for quantum communication schemes is in connecting the nodes within quantum simulators, which can either be all located
in the one lab, or more interestingly, in distributed scenarios - the tools from quantum communication playing the role of wiring
circuits for these quantum computers. While there remains many challenges for proof-of-principle laboratory demonstrations, the
transition in new set of challenges in the QIPC domain. The issues of scale, range,
reliability, and robustness that are critical in this transition cannot be resolved by incremental improvements, but rather need to be
addressed by making them the focal point of the research and technology development agenda as we work towards a quantum
Intemet. To succeed this needs to target both the underlying technologies, ranging from fundamental aspects of engineering
Quantum systems to integrating these quantum systems with fast (classical) opto-electrial systems, as well as the end-user
appiications themseives., In particular the following need to be addressed:

1 Quantum C and electronics, o even new protocols for practical, real-world,
d to reinforce the of QKO New protocols, QKD, are needed to extend the
benefits of quantum security to other applications;
2. Quantum Networks: of repeater will be essential for 9

‘continental, and even global, scales. Quantum repeater concepts will aiso be critical In the context of computation and simulation,
both for short distance scales (local) o long, (distributed), processing systems. This requires hybrid systems linking quantum
sources, interfaces, memories and detectors with performance significantly greater than the current state of the art.

. Implementation & Security: Increasingly complex quantum networks of disparate technologles require new approaches for
‘ensuring security. Quantum hacking is necessary for improving the system technologies although Device Independent & Self
Testing systems provide a new perspective with the potential to also minimise security assumptions and hence simpify the
security of real-world quantum communication systems.

w
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A list of all the relevant revisions of the document will appear. Click on the current version and the
last one in 2010 (the year corresponding to version 1.7 of the document, when the current revision
system was set up).
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The complete text of the roadmap document, automatically generated as a pdf file from the QUROPE
website is attached at the end of this report (Appendix A)
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B. Quantum Information Classifiation Scheme (QICS) update

The Quantum Information Classification Scheme (QICS) is a classification scheme (similar in spirit to
the American Physical Society Physics and Astronomy Classification Scheme or PACS, where some of
the QICS codes indeed appear) originally elaborated by the ERA-Pilot QIST Coordination Action, and
successively updated by the different QIPC initiativess (first QUROPE and next QUIET).

QICS constitute a hierachical classification scheme in which 5 broad categories were identified, for
then being divided into 25 major topics. Each topic was next split up into different fields which could
possibly show an ulterior division into sub-fields. The following illustrates the structure of this
classification scheme (that is evidently inspired to the APS PACS) showing all the possible
subdivisions.

In order to update the codes we have classified roughly 400 papers in our publication database
according to them. We have thus verified that the granularity of the codes elaborate is sufficiently to
describe in an anccurate and effective way the QIPC scientific output. However we have detected
that a code was missing, in the regarding a specific implementation invovling Rydberg Atoms
(observe that half of the 2012 Nobel Prize has been awarded to CNRS scientist Serge Haroche for the
development of techniques using this kind of quantum system as photon revelators). Therefore we
have added the code

15.10.Ry Rydberg Atoms

under Category 10 QUANTUM COMPUTATION, Topic 15 Implementations: Quantum Optics and field
15.10.-p Quantum Optics: Physical qubits

The complete QICS codes are attached at the end of this report (Appendix B)
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= 1.3 Recommendations for funding on the EU and National level
o 2. Introduction: The major vision and goals of QIPC
o 3. Different aspects of QIPC research in Europe
= 3.1 QIPC research in Europe - European union level
= 3.2 National funding
3.3 Local funding
3.4 Other funding
3.5 QIPC research in the international context
3.6 The European flavor, vision and goals
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= 4.1 Quantum Communication
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4.1.2 Sources
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= 4.2 Quantum Computation
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e 4.2.3 Superconducting circuits
4.2.4 Semiconductor quantum dots
4.2.5 Linear Optics
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= 4.3 Quantum Information Sciences - Theory
4.3.1 Theory of quantum computing
4.3.2 Quantum error correction and control
4.3.3 Theory of entanglement and guantum channels
4.3.4 (De)coherence and quantum effects in complex quantum
systems
4.3.5 Links between quantum information science and quantum
many-body theory
e 4.3.6 European perspective
= 4.4 Quantum Information Technologies
e 4.4.1 Applications of QIPC (quantum enabled technologies)
e 4.4.2 Technologies needed to advance QIPC (quantum enabling

technologies)

= 4.5 Fundamental issues about QIPC physics

1. Executive Summary

Quantum Information Processing and Communication (QIPC) has the potential to revolutionize many
areas of science and technology. It exploits fundamentally new modes of computation and
communication, because it is based on the physical laws of guantum mechanics instead of classical
physics. It holds the promise of immense computing power beyond the capabilities of any classical
computer, it guarantees absolutely secure communication, and it is directly linked to emerging
quantum technologies, such as, for example, quantum based sensors. The worldwide interest in the
subject may be gauged by the recent significant increase of funding in quantum information
technology; in particular in the United States, Canada, Australia and in some countries in Asia (see
section 2.2). Europe has played a leading role in the early development of QIPC, and, given
appropriate research infrastructure and suitable funding, European researchers are well positioned
to maintain Europe at the forefront of the field. However, this requires a significant effort at national
level and a consolidation, coordination and unification of many national projects and initiatives under
one common European umbrella with the lead of the research program of the European Commission.
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For Europe to remain competitive in this field in the future there is an urgent need for a substantial
EU-programme in QIPC.

1.1 Overview of QIPC Research and its goals for the
coming five to ten years

1.1.1 Quantum Communication

Quantum Communication is the art of transferring quantum states from one place to another. The
general idea is that quantum states encode quantum information: hence quantum communication
also implies transmission of quantum information and the distribution of quantum resources such as
entanglement. Quantum Communication covers aspects of basic physics as well as of practical
relevance. Additionally, it will take care of the whole “wiring” inside a quantum computer, i.e.,
contribute to the quantum interface. Already now, one of its outstanding results is the emerging
technology of quantum cryptography, which promises absolute secure transmission of the key codes
that are essential to encrypt messages with tamper proof security. More specifically, any encryption
scheme entails the distribution of a secret key among legitimate users; as the key must be
transmitted between sender and recipient, it is susceptible to interception by an eavesdropper. For a
secret key made of classical bits, none of the two parties will ever know that their communication
has been intercepted. Not so if the key is carried out by a quantum communication channel. Qubits,
unlike classical bits, do not possess definite values, such as the 0 or 1; rather, they represent a
so-called coherent superposition of physical states (e.g., the polarisations of a photon). The laws of
quantum mechanics imply that the mere act of observing a quantum bit modifies it, causing it to
change its quantum state. The eavesdropper’s attempt to intercept the secret key made of qubits
will therefore be manifest to both parties.

Quantum cryptography is now developing from the initial approach known as point-to-point Quantum
Key Distribution (QKD), towards the management of quantum-based security over many-node
networks, that are running in various places worldwide (Europe, Japan). Presently, technical
problems are controlled well enough so that secure transmissions over a few tens of kilometres can
be implemented. However, non-trivial problems emerge for really long-distance communication
(hundreds to thousand of kilometres), and in the quest for higher bit rates. High-flux single photon
sources as well as entangled photon sources should be developed in order to enhance secure
medium range quantum communication. At present photons are the only suitable system for
medium-distance quantum communication, as they maintain a robust quantum state throughout
transmission, can be detected efficiently and with low levels of noise (other systems, such as atoms
or ions, can be used for building quantum memories but not to propagate qubits over long
distances).

Nonetheless, even light signals, whether viewed classically or guantum-mechanically, are dampened
exponentially with distance in both optical fibres and free space. Both fundamental and more applied
efforts are needed to address the problems facing the production, detection and distribution of
qubits. In classical optical telecommunication, this problem is solved by using simple devices known
as repeaters that amplify and reshape the transmitted signal. However, these are of no use for
quantum communication: they are intrinsically noisy and create so many errors that any quantum
key being transmitted would not survive. This is related to the fact that a classical repeater breaks
down quantum entanglement, a purely quantum phenomenon associated with very strong,
non-classical correlations between the states of two widely separated qubits. In parallel, novel
protocols (for instance based on entangled qudits), that could enhance the fault-tolerance of
quantum communication schemes, need further investigation. Entanglement is a crucial element in
quantum communication schemes, which allows one to ‘teleport’ qubits directly to their destination,
avoiding transmission losses. So quantum communication must reinvent the repeater concept, using
quantum hardware that preserves entanglement. A further motivation for entanglement-based
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schemes comes from security based on Bell Inequalities, so called “Device Independent” security
proofs that need to be studied and demonstrated experimentally.

Real world medium-distance quantum communication. If Quantum Communication is to
become, on the 5 to 10 year time-scale, an established technology, backing up the quantum
cryptography “boxes” which are already commercialised, several scientific as well as technological
gaps have to be filled. While in recent years we have seen free space quantum communication over
144km and fibre demonstrations over 200km, both in field trials, many barriers remain. In particular,
when demonstrating the feasibility of ‘real world” medium-distance quantum communication both in
optical fibres and in free space, a significant increase in the qubit transfer rate by several orders of
magnitude will be required. These goals, together with the one of realising long-distance secure
quantum networks will be significantly advanced by developing quantum repeaters Achieving these
goals will require facing a number of non-trivial challenges, needing very strong interaction between
fundamental and applied research.

Quantum repeaters. In the long term a quantum repeater would actually be a small, dedicated,
quantum processor, incorporating quantum memories, which, whilst feasible, requires a significant
effort and is perhaps the most important technological hurdle facing QIFT. So far we have seen some
first experimental steps towards elements needed for a quantum repeater, but there is much work to
be done. Some of the basic elements that need to be developed and demonstrated are: medium
range entanglement between memories, teleportation between different memories. The exact
number of qubits that would have to be stored and processed in such a repeater, to ensure
high-fidelity quantum communication over thousands of kilometres, is an open issue and highly
dependent on the protocol. Nonetheless, it is likely to be in the range of tens or hundreds - much
lower than the number required for a fully-fledged quantum computer. Therefore it is more likely
that we will have secure global quantum communication before quantum code breaking.

1.1.2 Quantum Computation

Classical physics is at the root of present-day information processing: strings of bits (discrete digital
states) are represented and processed in electronic devices (registers, logic gates etc.) through
quantities such as charges, voltages, or currents. In Quantum Computing and more generally in
Quantum Information Processing (QIP), one makes instead use of the laws of quantum mechanics
replacing bits with qubits, two-state quantum systems that do not possess in general the definite
values of 0 or 1 of classical bits, but rather are in a so-called ‘coherent superposition’ of the two. Full
exploitation of this additional freedom implies that new processing devices (quantum registers,
quantum logic gates etc.) need to be designed and implemented. As several sets of universal
quantum gates acting on one and two qubits are known, a large scale quantum computer can in
principle be built, provided the quantum physical system used meets some basic requirements (the
so-called DiVincenzo criteria) on scalability, faithful initialization, manipulation, transmission and
readout of qubits, and long coherence times with respect to the gate operation time. At present, a
number of physical systems are under investigations for their suitability to implement a quantum
computer. These include trapped ions and neutral atoms, cavity quantum electrodynamics (CQED),
solid state devices (such as superconducting qubits, possibly in combination with circuit CQED, and
spin qubits), all-optical devices, as well as impurity spins in solids, single molecular magnets etc..
During the last few years remarkable progress, measured in terms of the aforementioned DiVincenzo
criteria, towards demonstrating the basic building blocks of a quantum computer have been reported
in these systems. At present no fundamental physical roadblocks seem in sight for building a
scalable quantum computer including error correction. However, a mixture of significant
technological challenges and some open physical questions remain to be answered. At the same
time it is premature to select a winner, rather research should progress on a broad front across all
physical disciplines which studies these systems in view of scalability, coherence and speed of QIP,
in particular also concerning their reliability, fault tolerance and use of error correction. Finally,
development of a computer architecture must be complemented by interfacing with quantum
communication to allow building of quantum networks. Ultimately, the goal must be to transfer this
academic knowledge about the control and measurement of quantum systems to industry. Major
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international companies have shown interest and support for developing and providing systems
suitable for quantum manipulation.

Few-qubit applications. A first short range goal is the realization of a few-qubit general purpose
quantum computer including error correction, as a test bed for demonstrating operation of a
quantum computer. In parallel, however, special effort must be made to further develop few qubit
applications which range from quantum information processing and quantum communication all the
way to quantum assisted precision measurements.

Many-qubit specialized applications. As a second short range goal, special purpose quantum
computers with a large number of qubits should be developed. A highly relevant example is provided
by quantum simulators, programmable quantum systems whose dynamics can be engineered such
that it reproduces the dynamics of other many body quantum systems of interest, e.g., atoms in
optical lattices simulating high temperature superconducting systems and/or qguantum phase
transitions. Full simulation of a quantum mechanical system consisting only of a few hundred
particles (spins) requires in fact classical computing resources in terms of memory of the order of the
number of atoms in the visible universe - clearly demonstrating the inadequacy of any classical
computer for this task. Quantum simulators could be the first nontrivial applications of quantum
information, providing answers to problems which are fundamentally beyond classical computing
capacities, such as the study of microscopic properties of materials permitting free variation of
system parameters, an accurate description of chemical compounds and reactions, or find out the
reason why free quarks are not found in Nature.

Quantum interfaces. In the long term a first goal is the development of hybrid technologies and
architectures for quantum computation, including interfaces between them. This will stretch the
theoretical and experimental resources of many branches of physics, from quantum optics and
atomic physics to solid state devices. It is likely that there will not be a single winner in this search,
but rather a number of different technologies complementing each other: some will be more suitable
for quantum memories, some for quantum processing, and some for quantum communication and so
on. Therefore, in addition to developing individual technologies, interfaces between the latter are
also needed, so that different qubit ‘memories’ (atoms/ions, quantum-dots, squids) and carriers of
quantum information (atoms/ions, photons, phonons, electrons) can be interconnected.

Fault-tolerant gates and architectures. A second long range goal is the demonstration of
fault-tolerant quantum logic gates, by the engineering of sub-microscopic systems in which qubits
affect each other in a controllable way, while avoiding at the same time undesired couplings with the
environment leading to decoherence. Applying to quantum computers the traditional network model,
simple quantum logic gates would be connected up into guantum networks. However, the more
interacting qubits are involved, the harder it tends to be to engineer the interaction that would
display the quantum behaviour, and the more components there are, the more likely it is that
quantum information will spread outside the quantum computer and be lost into the environment,
thus spoiling the computation. It has been proven that if decoherence-induced errors are small (and
satisfy certain other achievable conditions), they can be corrected faster than they occur, even if the
error correction machinery itself is error-prone. The requirements for the physical implementation of
quantum fault tolerance are, however, very stringent, and can be met either by improving
technology or by going beyond the network model of computation and designing new, inherently
fault-tolerant, architectures for quantum computation. One candidate for such an alternative
architecture, e.qg., might be the one-way quantum computer model, in which errors can classically be
fed-forward and corrected. At the end however, a fault-tolerant quantum computer will most likely
be achieved by an optimized combination of both strategies.

Implementation theory. Theory must continue to play a leading role in guiding and supporting
experimental developments. Aside from finding and investigating fundamentally new algorithms
especially suited for quantum computing, the various implementations require continuous theoretical
work especially finding physical solutions where mere technology is yet too cumbersome. For
example, operations in specially designed “decoherence free subspaces”, i.e., physically tailored
systems less susceptible to technical errors, will be an important feature in finding an optimum
system and optimized algorithms. Therefore, the theoretical work will have to cover a wide range of
physical systems and technologies.
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1.1.3 Quantum Information Sciences - Theory

Our conception of what a computation is has been altered drastically during history, since the times
of Leibniz, Babbage and Turing. The result of this remarkable history of ideas - computers as we
know them today - has changed our modern society significantly. Yet, the development of
computing and communication devices has not come to a stop. Recent developments have shown, in
fact, that we are at the beginning of a new era of harnessing the laws of nature, using quantum
physics for unprecedented and very powerful ways of information processing. The development of
Quantum Information Science (QIS) has been driven by theoretical work of scientists working on the
boundary between Physics, Computer Science, Mathematics, and Information Theory. In the early
stages of this development, theoretical work has often been far ahead of experimental realization of
these ideas. At the same time, theory has provided a number of proposals of how to implement basic
ideas and concepts from quantum information in specific physical systems. These ideas are now
forming the basis for successful experimental work in the laboratory, driving forward the
development of tools that will in turn form the basis for all future technologies which employ, control
and manipulate matter and radiation at the quantum level. While the development of QIS has started
as early as in the 80’s, the field has gained significant momentum in the last decade. Major triggers
were the discovery of fast quantum algorithms and the identification of concrete physical systems in
which a quantum computer could be realized. In the meantime, a broad spectrum of research
activities can be observed, ranging from the study of fundamental concepts such as quantum
entanglement, to novel applications such as quantum simulators, and with significant spin-off also to
other fields of research. In many of these activities, European research has played a leading role and
has established a strong set of world leading centres. It is important to realize that theoretical
activities are often interdisciplinary in nature and span a broad spectrum of research in which the
different activities are benefiting from each other to a large degree. Thus it does not seem to be
advisable to concentrate research on too narrowly defined topics only. The following list nevertheless
tries to highlight the main current areas of quantum information theory as it has been described in
more detail in the strategic report.

Quantum algorithms & complexity. Quantum algorithms will be one of the most powerful
applications of quantum computers. We know only a few examples up to date, such as Shor’s
factoring algorithm, but new techniques and protocols are currently being developed. This area
remains one of the cornerstones of research in QIC.

Computational models & architectures. There are many different ideas of how to make quantum
systems compute. New computer models, which have only recently been developed, are providing
new agendas to formulate quantum algorithms. At the same time, they have opened new ideas for
physical implementations of a quantum computer, and we expect new methods for fault-tolerant
computation that will make it technologically less challenging to realize scalable devices in the
laboratory.

Geometric and topological methods. These methods represent an alternative approach to the
realization of quantum computing. They have intrinsic fault-tolerant properties that do not need an
active error detection and recovery; however, the overhead that one has to pay are longer operation
times, so that much work must still be done to identify which of the available schemes suit better to
quantum computation.

Quantum simulations. Quantum simulators may become the first short-term application of
quantum computers, since with modest requirements one may be able to perform simulations which
are impossible with classical computers. They could be used for a variety of purposes, e.g., to obtain
an accurate description of chemical compounds and reactions, to gain deeper understanding of high
temperature superconductivity, or to find out the reason why quarks are always confined.

Quantum error correction & purification. Despite its amazing power, a quantum computer will
be a rather fragile device, susceptible to disturbances and errors. Fortunately, methods have been
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developed to protect such a device against disturbances and imperfections, as long as these are
small enough. These methods are constantly being improved and refined, but there is still a lot of
work to be done until we can run a quantum computer reliably.

Theory of entanglement. Entanglement represents a novel and particularly strong form of
correlations which is not present in classical systems. It is a key resource in quantum information
science and, at the same time, one of the most prominent features of quantum physics. Insights in
the theory of entanglement will continue to have broad implications, and applications will lie not only
within the field of QIS itself, but also in other areas of physics, such as field theory and condensed
matter physics.

Multi-partite entanglement & applications. Research on multi-particle entanglement has
emerged recently, and it is expected to have an impact on novel protocols for quantum information
processing. Multi-partite entangled states represent keys resources, both for quantum computers
and for novel communication schemes with several users such as quantum-secret sharing, quantum
voting etc. Alternatively one can consider multi-partite fingerprinting schemes that would allow for
the determination of whether or not a number of databases are identical with very little resources.

Noisy communication channels. In practice, all communication channels such as optical fibres are
subject to some level of noise. Such noise can destroy the crucial entanglement or other quantum
properties that are needed, e.qg., for security or to reduce communication complexity. A proper
understanding of how one can communicate via noisy quantum channels and of the capacities of
such channels is at the heart of the study of quantum communication tasks.

Fundamental quantum mechanics and decoherence. Quantum information was born, in part,
via research on the famous Einstein-Podolski-Rosen paradox and the issue of qguantum non-locality. It
is now understood that non-locality is one of the central aspects of quantum mechanics. More
generally, quantum information profits substantially from studying the fundamental aspects of
quantum mechanics and, at the same time, it yields new perspectives, raising hopes of gaining a
deeper understanding of the very basis of quantum mechanics. In particular, quantum information
theory can provide deeper understanding of dynamics of open quantum systems.

Spin-off to other fields. A very exciting aspect of theoretical work in QIS is the impact that it is
beginning to gain on other fields of science. Examples are given by the theory of classical
computing, by field theory, and by condensed matter physics. Many of the questions that are now
being asked in this area can only be answered or even formulated correctly because of the many
insights and techniques gained in the research in entanglement theory in recent years. Theoretical
research in QIS in Europe has prospered through the efficient support for collaboration by the
European Union, the European Science Foundation and the national funding bodies. In the face of
significantly growing international competition from North America, Japan and Australia it will be
essential that flexible support compatible with innovative work will continue to be provided.

1.1.4 Summary of short- and long-term goals

For convenience of synthesis, we summarize in a table a short list of objectives for the next and
more distant future of quantum computing and quantum communication (the internal ordering of
such lists does not necessarily reflect chronology). The great diversity and openness of the field of
quantum information theory prevents from drawing a similar list for that particular subfield.

Quantum Computing Quantum Communication
5 years goals Demonstrate: e Build a quantum
repeater with two nodes
¢ Devices realizing e Entangle two remote
quantum algorithms with quantum memories
up to 10 qubits e Lab demonstration of
¢ Fault tolerant computing Device Independent QKD
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and error correction on
small scale systems

¢ Distributed quantum
algorithm

¢ Different classes of
entangled states up to
10 qubits

e Quantum simulation of a
system that cannot be
simulated classically

10 years goals ¢ Large dimension e Satellite quantum

quantum memory communication

¢ Quantum algorithm with e 1000 km quantum
up to 50 qubits cryptography

¢ Quantum simulation of a e Multi-node quantum
key problem in science networks

¢ Quantum algorithm with e Realization of new
fault tolerant error quantum protocols
correction

1.1.5 Synergies and integration

QIPC is a new conceptual framework, a new way of looking at things with deep reaching
conseguences from network security to understanding the structure of the physical reality. It covers
a broad spectrum of activities, from researching the foundations of quantum mechanics between the
microscopic and the macroscopic level, to the development of patented industrial applications like
quantum key distribution devices. The three domains of QIPC, quantum computation, communication
and theory, are all closely connected, and within these domains there are a variety of different
approaches that are all striving towards the same goal - integrated quantum systems. This
integration will provide the next great challenge and inspiration for QIPC. In recent years tremendous
progress has been made in all three fields, improved distances and fidelities in quantum
cryptography and teleportation, coherent control of atomic systems for processing and theory is
making daily advances in developing a basis for the theory of quantum computer science.
Characteristic of the work within QIPC is that proof-of-principle advances in each of the sub-domains
are used when pursuing the work in the other sub-domains and this is a key issue for developing
QIPC as an integrated science and the basis of future and emerging technology. The experimental
demands on the next phase of QIPC research will have a larger focus on integration of components
and their reliability as the field moves from research oriented problems to applied and even
commercial quantum technologies. Still an even closer interplay between theory and experiment will
be needed in order to achieve complete realistic schemes for coherent manipulation and
high-precision performance. These efforts will eventually lead to a pool of reliable technologies for
the different components of a quantum architecture, much like it happens now for classical
computers where magnetic, optical and electric bits are used for storage, transmission and
processing of information, respectively. Clearly, it is too early to pick the winner implementation for
the practical realization of a working quantum device: it is even possible that the best technology is
still to be developed. The already ongoing integration among different research communities (for
instance those working on solid-state and on atom/quantum optical systems) is a solid basis for
further pushing these effort to integrating actual devices. An avenue that theory needs to embrace
in order for efficient implementations to be developed is a deeper understanding of entanglement,
which is a quantum feature that permeates the whole QIPC; its complexity just started being
appreciated and much is left to investigate both in terms of formal theoretical description and of its
applications. One also needs to fully explore the potentials of the available physical systems in order
to invent new communication protocols, to investigate algorithmic consequences of physical
assumptions, and to develop new computational algorithms, both implementable with a small-scale
quantum computer and exploiting the immense power entailed in quantum parallelism.
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1.2 The leading role of European researchers

European researchers have been from the outset prominent in setting the agenda of, and leading,
the worldwide research efforts in quantum information science, in friendly competition with similar
efforts and programs in the US, Australia, Canada, Japan and China. This includes pioneering work on
the foundations of the quantum theory of computation, quantum algorithms, and the discovery of
entangled state quantum cryptography, which generated a spate of new research that established a
vigorously active new area of physics, computer science and cryptology. Many subsequent seminal
contributions, inspired by the 1994 Shor’s quantum factoring algorithm, such as ways of
implementing quantum computation using ion traps, quantum dots, cavity QED, optical lattices and
a number of other technologies, novel computational architectures, methods of error correction and
fault tolerant quantum computation originated in Europe. A unique feature and strength of European
research is the broad range of activities and expertise, linking coherently efforts from experimental
realization all the way to basic theoretical questions in quantum information science and quantum
physics.

1.3 Recommendations for funding on the EU and
National level

QIPC has established itself as one of the key new multidisciplinary fields between theoretical and
experimental physics, computer science and mathematics. Continued competitiveness of the EU and
its member nations requires a significant effort both on the European and national level QIPC must
take a prominent and established position in EU research efforts, e.g., in the Seventh Framework
Programme for Research of the European Commission (FP7), and find its counterpart in national
programs. The structure of the funding must account for the interdisciplinary character of the field,
and must support a spectrum of activities across different disciplines from experimental to
theoretical physics, computer sciences and mathematics. Links with industry must be developed,
both on the level of possible commercial exploitation, and in research programs making new
technologies available, outside the capabilities and know-how of traditional QIPC basic-research
oriented laboratories. In particular, links with micro- and nano-fabrication facilities and related
technology centers must be strengthened, and QIPC spin-off new quantum technologies like
quantum sensors and high precision measurement devices ought to be encouraged.

References: The US Roadmap for Quantum Computing and Quantum Cryptography is available at
http://qist.lanl.gov. Notice however that htis roadmap is not longer maintained.

2. Introduction: The major vision and goals of QIPC

The theory of classical computation was laid down in the 1930s, was implemented within a decade,
became commercial within another decade, and dominated the world's economy half a century later.
However, the classical theory of computation is fundamentally inadequate. It cannot describe
information processing in quantum systems such as atoms or molecules. Yet logic gates and wires
are becoming smaller and soon they will be made out of only a handful of atoms. If this process is to
continue in the future, new, quantum technology must replace or supplement what we have now. In
addition, quantum information technology can support entirely new modes of information processing
based on quantum principles. Its eventual impact may be as great as or greater than that of its
classical predecessor.

While conventional computers perform calculations on fundamental pieces of information called bits,
which can take the values 0 or 1, quantum computers use objects called quantum bits, or qubits,
which can represent both 0 and 1 at the same time. This phenomenon is called quantum
superposition. Such inherently quantum states can be prepared using, for example, electronic states
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of an atom, polarized states of a single photon, spin states of an atomic nucleus, electrodynamical
states of a superconducting circuit, and many other physical systems. Similarly, registers made out
of several qubits can simultaneously represent many numbers in quantum superpositions.

Quantum processors can then evolve initial superpositions of encoded numbers into different
superpositions. During such an evolution, each number in the superposition is affected and the result
is @ massive parallel computation performed in a single component of quantum hardware. The laws
of quantum mechanics then allow this information to be recombined in certain ways. For instance,
quantum algorithms can turn a certain class of hard mathematical problems into easy ones - the
factoring of large numbers being the most striking example so far. Another potential use is
code-breaking, which has generated a great deal of interest among cryptologists and the data
security industry.

In order to accomplish any of the above tasks, any classical computer has to repeat the same
computation that many times or use that many discrete processors working in parallel. This has a
decisive impact on the execution time and memory requirement. Thus quantum computer
technology will be able to perform tasks utterly intractable on any conceivable non-quantum
hardware.

Qubits can also become entangled. Quantum entanglement is a subtle non-local correlation between
the parts of a quantum system. It has no classical analogue. An entangled state shared by two
separated parties is a valuable resource for novel quantum communication protocols, including
quantum cryptography, quantum teleportation and quantum dense coding. Quantum cryptography
offers new methods of secure communication that are not threatened even by the power of quantum
computers. Unlike all classical cryptography it relies on the laws of physics rather than on ensuring
that successful eavesdropping would require excessive computational effort. Moreover, it is practical
with current quantum technology - pilot applications are already commercially available.

While the central concepts of quantum information sciences have initially been developed for qubits,
the alternative possibility to realize quantum informational and computational tasks using
continuous variables has been investigated more recently. The use of quantum information carriers
that have a continuous spectrum, such as the quadrature amplitudes of the quantized light field, has
several potential advantages over qubit-based processes. Such advantages lie in the prospect for
higher optical data rates and simpler processing tools, based upon standard telecommunication
techniques. Another significant strength of this paradigm is that the light-atoms quantum interface
can be designed for continuous variables, so that atomic continuous-variable systems can be used as
a memory for light.

Experimental and theoretical research in quantum information science is attracting increasing
attention from both academic researchers and industry worldwide. The knowledge that nature can
be coherently controlled and manipulated at the quantum level is both a powerful stimulus and one
of the greatest challenges facing experimental physics. Going to the moon is straightforward by
comparison - though fortunately the exploration of quantum technology has many staging posts
along the way, each of which will yield scientifically and technologically useful results.

In principle we know how to build a quantum computer: we start with simple quantum logic gates
and connect them up into quantum networks. A quantum logic gate, like classical gates such as AND
and OR, is a very simple computing device that performs one elementary quantum operation,
usually on one or two qubits, in a given time. However, the more interacting qubits are involved, the
harder it tends to be to engineer the interaction that would display the quantum behaviour. The
more components there are, the more likely it is that quantum information will spread outside the
quantum computer and be lost into the environment, thus spoiling the computation. This process is
called decoherence. Thus the task is to engineer sub-microscopic systems in which qubits affect
each other but not the environment. The good news is that it has been proved that if
decoherence-induced errors are small (and satisfies certain other achievable conditions), they can be
corrected faster than they occur, even if the error correction machinery itself is error-prone. The
requirements for the physical implementation of quantum fault tolerance are, however, very
stringent. We can either try to meet them directly by improving technology or go beyond the
network model of computation and design new, inherently fault-tolerant, architectures for quantum
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computation. Both approaches are being pursued.

There are many useful tasks, such as quantum communication or cryptography, which involve only a
few consecutive quantum computational steps. In such cases, the unwelcome effects of decoherence
can be adequately diminished by improving technology and communication protocols. Here the
research focus is on new photon sources, quantum repeaters and new detectors, which will allow
long-distance entanglement manipulation and communication at high bit rates, both in optical fibers
and free space.

Within a decade, it will be possible to place sources of entangled photons on satellites, which will
allow global quantum communication, teleportation and perfectly secure cryptography. Quantum
cryptography relies on quantum communication technology but its progress and future impact on
secure communication will depend on new protocols such as, for example, quantum-cryptographic
authentication and quantum digital signatures.

The next thing on the horizon is a quantum simulator. This is a quantum system in which the
interactions between the particles could be engineered to simulate another complex system in an
efficient way - a task that is inherently intractable on classical, but not quantum, technology.
Building quantum simulators would allow, for example, the development of new materials, accurate
description of chemical compounds and reactions, or a deeper understanding of high temperature
superconductivity. The goal is to push the existing quantum technologies, such as optical lattices, to
their limits and build quantum simulators within a decade or so.

Last but not least, the search for scalable quantum information technologies goes on. This
astonishing field appears to involve practically the whole of physics, and stretches the theoretical
and experimental resources of every branch of physics, from quantum optics and atomic physics to
solid state devices. It is likely that there will not be a single winner in this search: a number of
different technologies will complement each other. Some of them will be more suitable for quantum
memories, some of them for quantum processing, some for quantum communication and so on.
Therefore, in addition to developing individual technologies, we also need interfaces between these
technologies, so that we can transfer a qubit, for example, from a polarized photon to an electron in
a quantum dot. The hybrid technologies and architectures for guantum computation, including
interfaces between them, are the long-term goals for years to come.

Quantum information technology is a fundamentally new way of harnessing Nature and it has
potential for truly revolutionary innovation. There is almost daily progress in developing promising
technologies for realising quantum information processing with various advantages over its classical
counterparts. After all, the best way to predict the future is to create it. From the perspective of the
future, it may well be that the real computer age has not yet even begun.

3. Different aspects of QIPC research in Europe

Quantum Information Processing and Communication (QIPC) is a vigorously active cross-disciplinary
field drawing upon theoretical and experimental physics, computer science, engineering,
mathematics, and material science. Its scope ranges from fundamental issues in quantum physics to
prospective commercial exploitation by the computing and communications industries.

3.1 QIPC research in Europe - European union level

Research in Quantum Information Processing and Communication (QIPC) has a high risk nature and
long-term outlook which is very much in scope of information and communication technologies (ICT).
The “Future and Emerging Technologies” programme (FET) being part of the ICT research theme of
European Commission has as early as in the mid 90’s recognized the potential of QIPC. From the

Page 11 of 81



Published on QUROPE (http://qurope.eu)

very beginning FET has been successful in attracting the best research teams in Europe to its
collaborative programme, more recently including also excellent teams in USA, Australia and Asia. It
is fair to say that the pathfinder role of FET has been crucial for the development of the QIPC
research domain in Europe.

In the late 80's and early 90's quantum phenomena were studied by projects funded by the EC in the
field of optoelectronics and electronics with the aim to overcome the limitations to the respective
state-of-the-art devices. In the Fourth Framework Programme (FP4, 1995 - 1998) this research
gradually evolved towards the objective of “quantum information processing”. The focus was on the
demonstration of quantum entanglement with photons, which was technologically more mature. In
the mid 90's, important results were achieved by several groups in Europe and shortly after they
became the driving force behind a number of FET projects.

During 1998 the QCEPP working group (the so-called Pathfinder Project) laid the bases for the
research field of QIPC at European level and was the first endeavour explicitly addressing this area of
research. This working group produced an extensive report with a roadmap, a map of European
research teams with relevant competencies and set the research agenda for several years ahead. It
played a crucial role by organizing the research community, by stimulating it to reach critical mass
within a short time period and by building the support for the launch of QIPC as a Proactive Initiative.

The proactive initiative QIPC and its successors

In FP5 (1999-2002) FET launched QIPC as a Proactive Initiative (PI). It was implemented via ,,calls for
proposals" directly targeted to QIPC and a certain amount of the FET budget was reserved in
advance. There were two calls for proposals and 25 projects were launched with total cost of 41 M€
and EU funding of 31 M€. The contracts of the last group of FP5 projects finished at the end of 2005.
Integrating the projects arising from the Open scheme with those supported through the proactive
initiative and coordinate the work of all these projects was a main priority of the proactive initiative
in FP5. Important traditions were also established at that time. Each year since the beginning of the
proactive initiative two major events have been organized. The first one is a ,cluster review and
conference". Its goals are to evaluate the work of each project and how its objectives fit within the
cluster, to revise priorities if necessary and to evaluate the progress of the cluster as a whole. The
second event is the annual European QIPC workshop where projects present their work. Both forums
give the opportunity for interactions between the members of the projects and for cross-fertilization.

In FP6 (2003-2006) QIPC continued as a FET Pl. There was one call for Integrated Projects (IP) in
September 2004. Three Integrating Projects (IPs) succeeded in the evaluations and started in
November 2005 with a contract for four years and total EU funding of 25 M€:

e SCALA - Scalable Quantum Computing with Light and Atoms (9.4 M€) with a focus on the
realization of a scalable quantum computer, by using individually controlled atoms, ions and
photons;

e QAP - Qubit Applications (9.9 M€) with a focus on qubit applications that are based on
photonic, atomic and solid state systems;

e EuroSQIP - European Superconducting Quantum Information Processor" (6M<€): with a focus
on developing a 3-5-qubit quantum information processor on platforms based on Josephson
junction technology.

In FP7 (2007-2013) QIPC was still chosen as a FET PI, and there were two calls for projects proposals.

* In the first one (FET-Proactive Objective ICT 2009.8.2) the proactive initiave took on the new
name “Quantum Information Foundations and Technologies” (QI-FT) and organized a call for
proposals for IPs that would exploit the quantum nature of information for new ways of
computing and communicating, as well as develop entanglement-enabled quantum
technologies with a general potential for application in ICT. Three projects started in February
2010 with a total EU funding of 15 million Euros. Remarkably, also research groups from
outside Europe (and in particular the US, Australia and Singapore) were attracted by these
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projects.

o AQUTE (5.3 M€) strives to realise an atomic, molecular and optical (AMO)-based
quantum-information processor involving up to 10 qubits and capable to simulate
quantum systems, to develop novel hybrid quantum systems, and to explore novel
theoretical concepts, such as dissipative quantum computation.

o Q-ESSENCE (4.7 M€) pursues the hybridization of quantum information media with a
focus on making networks, long-distance entanglement, applications, and verification.
These outcomes will be reached through the underpinning science and enabling
technologies such as light-matter interfaces providing faithful interconversion
between different physical realizations of qubits or quantum information concepts
that solve problems of limited trust and privacy intrusion.

o SOLID (5.0 M€) aims at developing small solid-state hybrid systems on common
platforms based on microwave and optical nano-photonic cavities for the purpose of
performing elementary quantum information processing tasks. Various types of
solid-state qubits will be connected to these "hubs": Josephson junction circuits,
quantum dots and NV centres in diamond. Focus is on design, fabrication,
characterization, combination, and operation of quantum-coherent hybrid registers
involving 3-9 qubits.

Remarkably, also research groups from outside Europe (and in particular the US, Australia
and Singapore) were attracted by these projects from the beginning. In addition, within the
framework of the FET-Open Objective ICT-2011.9.4: International cooperation on FET
research two projects (AQUTE and SOLID) have included in their respective Consortia
overseas partners (Harvard University for AQUTE and University of California, Santa Barbara
and the join institute JILA of the University of Colorado and the National Institute for
Standards and Technologies for SOLID).

¢ |In the second call (FET-Proactive Objective ICT 2011.9.7) the Pl was renamed “Quantum ICT
(QICT) including ERA-NET-Plus” for an indicative budget of 15 M€ (STREPs and IPs) and 7 M€
reserved for the ERA-NET Plus proposal; as the latter project did not materialize, the total call
volume was of 22 M€ for STREPs and IPs. The funded projects are two IPs (SCALEQIT and
SIQS) and 4 STREPs (HANAS, MATTERWAVE, QALGO and QWAD) that will all start running
during 2013.

QIPC in the FET OPEN scheme

Also in FP7 a significant number of FET OPEN projects (for a total of 25 projects) have been working
on QIPC topics with a total funding of about 50 M€. The complete list of funded projects can be found
at this link (status as of January 2013); the currently running projects are 10 (DIAMANT, IQUIT,
iSense, MALICIA, PHORBITECH, PICC, QCS, QIBEC, QUANTIP, SPANGL4Q).

The QIPC coordination actions

Since 2005 a series of Coordination Action Projects has supported the QIPC initiative. Their goal is to
collaborate with the QIPC FET proactive initiative in developing a strategy and in carrying out
common activities. ERA-Pilot QIST started out to promote QIPC research in Europe and to give
recommendations to European and national authorities on policy, structuring, coordination and
funding. One of its important contributions was the stimulation of the QIPC Roadmap and the
compilation of information about national and international QIPC programmes. Its successor QUROPE
aimed at structuring the European QIPC research community around the FET QIPC proactive initiative
and covered a large spectrum of activities like: developing a common European vision, strategy and
goals for QIPC research, updating the QIPC roadmap, increasing the public awareness and aim at
broad dissemination activities; developing a map of European QIPC groups; organizing scientific
meetings; creating links with industry and developing international collaboration outside of Europe.
QUROPE entertained close links to some 80 research groups and was instrumental to give the
European QIPC community a strong voice.

In February 2010 the project QUIE2T has taken over the coordination tasks from QUROPE. It aims at
strengthening and advancing the European scientific and technological excellence in the field of
Quantum Information Foundations and Technologies (QIFT) and fostering the FET Proactive in a
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similar way as QUROPE did. It also aims at setting up a sustainable research network, structured
around four Virtual Institutes for Quantum Computation, Quantum Communication, Quantum
Information Sciences and Quantum Technologies, and promoting it at the European level.

The ERA-NET initiative CHIST-ERA (started in December 2009) though not entirely devoted to the
QIPC field, had QIPC as a topic in its first joint transnational call for projects (run between the end of
2010 and the beginning of 2011). The call volume was 9 M€ and 8 STREP-like projects were funded
(CQC, DIQIP, HIPERCOM, QINVC, QScale, QUASAR, R-ION, SSON)

Finally, the coordination action QUAINT funded through FET-Open, unites the forces of multiple EU
and Israeli research groups working in the field of optimal control of quantum systems in order to
explore a radical expansion of the currently established quantum technologies.

QIPC in other parts of the EU framework programme for research

While the QIPC research activities have been initiated in the FET programme, they turned out to
develop ramifications relevant to other EU programmes dealing with ICT and research in general.
These were either driven by the potential of technological application or the scientific impact on
neighbouring disciplines.

The strategic objective on Security of the IST Research Program had funded SECOQC - "Development
of a Global Network for Secure Communication based on Quantum Cryptography" with 11.35 M€ in
FP6 . The consortium comprises 40 excellent research groups in the field of applied quantum
cryptography to realize an open network for dependable and secure long-range quantum
communication building upon a Quantum Key Distribution (QKD) technology. The functionality of the
developed architecture has been successfully demonstrated in the end of 2008. In addition the
consortium published a White Paper on Quantum Key Distribution and Quantum Cryptography
(2007) and started activities on standardization of the developed technolgy.

The objective on organic photonics and other disruptive Technologies has funded in FP7 one QIPC
project: QuRep (1.9 M€) on quantum repeaters for secure long-distance communications in
state-of-the-art optical fibre-based telecommunication networks.

Other projects in the area of QIPC funded by the European Commission research program in general
are the two Marie Curie research training networks funded by the Marie Curie program of DG RTD.
They are CONQUEST: "Controlled Quantum Coherence and Entanglement in Sets of Trapped
Particles" and ATOMCHIPS.

Finally, the European Science Foundation (ESF) has funded in 2011 a foresight exercise - or Forward
Look - to strategically explore the scientific as well as social dimensions of how the science and
technology of Quantum Information advances in the future. This has resulted in the FARQUEST
Forward Look which represents a prospective analysis of the science and technology of Quantum
Information, with the goal to synthesise science scenarios of future developments inspired by
cross-disciplinary fields - most of which may not yet be thoroughly quantified - for collaborative
significant problem-solving. FARQUEST will take an about 10-year horizon on selected research
fronts, aiming at getting insight into significant problems of cross-disciplinary nature that could
mutually benefit from addressing them through both the perspective of Quantum Information and
perspectives of other disciplines.

Role of the FET QIPC proactive initiatives

The FET QIPC proactive initiative and its successors play a leading role in connecting the European
research activities in the field. Besides providing important funds for research activities they strive to

¢ Foster collaboration between research groups in different countries;

¢ Facilitate exchange of knowledge, students and researchers between different groups;

e Establish free movement of knowledge as a fifth freedom in Europe besides people, goods,
capital and services;
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Plan pan-European events and dissemination activities to promote a comprehensive public
image of the field through conferences, workshops, common European web portal;
Structure and strengthen the research community;

Establish and maintain a dialogue with research managers in the member states and at the
European level,

Define a common strategy for research;

Establish a dialogue with industry;

Create international alliances and a strategy for international collaboration.

In each of the objectives listed above significant progress has been made. Particular highlights have
been

The establishment of a research agenda which is called QIPC strategic report on
current status, visions and goals for research in Europe. 40 leading scientists in QIPC
have contributed to this research agenda. It was published in 1999 for the first time with and
since then regularly updated. This version is the 8th update;

The organization of QIPC conferences. A biannual international conference series on
quantum information science and technologies has been started and become a big success.
In the last theew editions in Barcelona (2007), Rome (2009) and Zurich (2011) the organizers
could attract more than 300 participants not only from Europe, but also from Asia and the US.
The next edition of the conference is planned for 2013 in Florence;

The raising of interest from relevant industry. The coordination actions managed to
create links with industrial players active in communication and networking technologies. For
example industry sessions have been organized at the QIPC conferences and a dialogue with
interested companies has been established. Some of them even joined a research consortium
with QIPC scientists to run the European project SECOQC. Overall the ground has been
prepared for the swift up-take of commercially interesting results coming out of the QIPC
research activities; a list of industries maintaining regular contatcs with the QIPC community
is available at this link;

The attraction of international partners to collaborative EU research projects. While
the QIPC activities have started as a European research programme with mainly partners
from Europe, it turned out that more and more research groups from overseas are eager to
join in. In consequence the number of international partners in the QIPC projects hase risen in
the last calls to about 10% of the total. This development is supported by the availability of
funding for these partners under certain conditions such as unique expertise of the partner.
The experiences have been very positive so far;

The acknowledgement of QIPC researchers' scientific work through numerous
prestigious Prizes including the Nobel Prize in Physics in 2005 and in 2012 to mention one.
The community is also proud to count around 35 grantees of the European Research Council
amongst them.

In conclusion, there is good hope that the field of QIPC will keep and even increase its momentum as
a locomotive in longterm ICT research and will eventually contribute to the transformation of
scientific results into commercially applicable technologies for the benefit of the whole European
society.

3.2 National funding

As a basic research field, QIST is still traditionally funded by the different national governmental
organisation depending on the country (ministry, governmental agency etc.). These agencies fund
every research topics and QIST is typically a small percentage of the overall budget (in the percent
range). However many of them have recently developed focus program or umbrella topics for QIST.

The identified main national founders for each country are the following
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Austria
o Austrian Federal Ministry of Transport, Innovation and Technology (BMVIT)
Austrian Research Promotion Agency (FFG)
Zentrum fur Innovation und Technologie GmbH
City of Vienna
Austrian Science Fund (FWF)
Tiroler Zukunftsstiftung
Belgium
o Fund for Scientific Research - Flanders/Belgium (FWO)
o Fondation National de la Recherche Scientifique (FNRS)
o Communauté Francaise de Belgique
o Belgian Federal Science Policy Office
Bulgaria
o Ministry of Education and Science
o National Science Fund
Czech Republic
o Ministry of Education
o Czech Science Fundation
o Férderagentur der Republik Tschechien (GACR)
o Forderagentur der Akademie der Wissenschaften (AVCR)
o Ministry of Defense, Ministry of Interior
Cyprus
o Research Promotion Foundation (RPF)
Denmark
o Danish National Research Foundation (DG)
o Ministry of Science Technology and Innovation
o Strategic Research Centre for Nano Science
o Danish Research Agency (FORSK)
o Danish Agency for Science, Technology and Innovation (FIST)
Estonia
o Estonian Science Foundation (EstSF)
o Ministry of Education and Research
o Ministry of Economics Affairs and Communication
o EE Enterprise Estonia
Finland
o Academy of Finland
o National Technology Agency of Finland (TEKES)
France
o Agence Nationale pour la Recherche (ANR)
o Région lle de France (Paris area), which supports QIST trough two main channels:
= |nstitut Francilien de Recherche sur les Atomes Froids (IFRAF)
= Centre de compétence NanoSciences lle de france (C’'NANO)
Région Rhone-Alpe
Centre National de la recherche Scientifique (CNRS)
Ministére de la Recherche
Délégation Générale pour I'armement (DGA)
Direction de la Recherche Technologique
ANVAR (L'agence francaise de l'innovation)
Ministére de I'Economie des Finances et de I'Industrie
Germany
Deutsche Forschungsgemeinschaft (DFG)
Bayerisches Staatsministerium
Landesstiftung BW
Max-Planck-Society
VDI Technologiezentrum GmbH
Projekttrager im DLR (PT-DLR)

o O O o

o

0O 0O O O O o o

o o0 O o o

o

Greece
o Ministry of Development
o General Secretariat for Research and Technology (GSRT)
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e Hungary
o Ministry of Education
o Hungarian Scientific Research Fund
o Hungarian Academy of Science
o National Office for Research and Technology (NKTH)
e Ireland
o Advisory Science Council (ASC)
o Science Foundation of Ireland (SFI)
o Irish Research Council for Science, Engineering and Technology (IRCSET)
o ltaly
Italian National Research Council (CNR)
Ministry for Education and Research (MIUR)
Istituto Nazionale di Fisica Nucleare (INFN)
Istituto Nazionale di Alta Matematica (INDAM)
Istituto Nazionale di Ricerca Metrologica (iNRiM)
Regione Piemonte
San Paolo Fundation
Nanotechnology lab
QIPC is also one of the two scientific lines that CNISM (Consorzio Interuniversitario per
le Scienze Fisiche della Materia) decided to support
¢ Luxembourg
o Fonds National de la Recherche
* Netherlands
o Foundation for Fundamental Research on Matter (FOM)
o Netherlands Organization for Scientific Research
o The Technology Foundation (STW)
e Poland
o Ministry of Science and Higher Education
o Ministry of Science and Information Technology
o Polish Academy of Sciences
o Polish National Centre for Research and Development (NCBIiR)
¢ Portugal
o Science and Technology Foundation (FCT)
o |Innovation Agency (Adl)
* Russia
o Russian Foundation for Basic Research
e Slovakia
o Research and Development Support Agency (APVV)
o Quantum Information program of the Slovakian Academy of Science
e Spain

© 0 0 0 O ©o o o o

Ministry of Education and Science (MEC)
Ministry of Science and Innovation (MCINN)
University of Barcelona
Generalitat de Catalunya
o Madrid General Government
e Sweden
o Knowledge Foundation
o Swedish Foundation for Strategic research (SSF) via the QIP consortium (Chalmers,
Goteborg, and KTH, Stockholm)
o Swedish Research Council (VR) - Natural and Engineering Sciences
o Swedish foundation for International Cooperation
o The Swedish Royal Academy of Science
e Switzerland
o Swiss National science Foundation (SNF)
e Turkey
o Tubitak-Uekae
¢ United Kingdom
o Royal Society
o Research Council

0O O o ©°
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o DTI Department of Trade and Industry
o Engineering and Physical Sciences Research council (EPSRC)
o Defence Science and Technology Laboratory (DSTL)

3.3 Local funding

As a highly promising field, QIST is often supported at the local level (city or region). Several
examples in Europe have led to the creation of centers for Quantum Information, sometimes in a
more general context. This funding can be quite stable in time, and usually consists in particular of a
large startup sum, but also in a more long-term support. One can cite for instance:

e The region of Catalonia in Spain strongly supported the creation of the Institute for Photonic
Science (ICFO) in 2002 in Barcelona, which has a strong emphasis on QIST. This institute is
meant to be permanent and, when at full size, will employ up to 300 people;

e The Region of Tyrol and the city of Innsbruck in Austria also supported the creation of the
Institute for Quantum Optics and Quantum Information (IQOQI); this centre was mentioned as
"an example of outstanding quality" for activity in atomic molecular and optical physics
research in a recent report of the US National Research Council;

¢ The Region Paris-lle-de-France through the creation of the Francilian Institute for Research on
Cold Atoms (IFRAF), which comprises more than 30 groups from 6 different laboratories in
Greater Paris;

¢ The United Kingdom is funding an Interdisciplinary Research Collaboration (IRC) in QIPC
between leading research universities and industrial laboratories. The initiative started in
April 2004 with a funding level of 15M£ in four years;

e The German ministery for education and research (BMBF) launched in January 2010 a
programme on quantum communication as part of its strategic initiative "IKT 2020".

These initiatives can either, as for ICFO, create a new centre of excellence, or as in the case of IFRAF,
construct a new centre of excellence from an existing pool of competence. In most cases the local
funding is motivated by the development of a high-impact scientific field and high-level research,
and it has a beneficial impact on local industry and economy.

3.4 Other funding

As possible applications of QIST become likely to appear in the near future, start-ups have begun to
emerge. The main interest so far is in quantum cryptography, in particular Quantum Key
Distribution.

The oldest European company is IdQuantique, spin-off from the university of Geneva in 2001.
Several new appeared recently: SmartQuantum, created in 2004 in Lagnon, France, Qutools in
Munich, Germany. Other competing start-ups for early adopters on the market are MagiQ,
Optemax, and Qinetiq from the USA. These companies are mostly spin-off of QIST research groups,
funded through the usual start-up scheme: university incubators at the early stage of their existence,
then business angels or hedge funds to sustain them beyond their first years of existence. They
mainly develop commercial fibered QKD systems, but most of them admit that there is no real
market for such system yet. There is however already a small but active market for Quantum-based
Random Number Generators (IdQuantique).

Quantum computing has also aroused interest for possible commercial applications. However the

investment required and the timescale for developing a commercial guantum computer are much
larger than for a QKD system.There is no start-up interested in developing a quantum computer in
Europe so far, the only example known being in Canada, where one company (D-Wave) has been

created in 1999.
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Several very large companies have also interest in QIST, with a focus on applied system research
and components. In Europe, the main companies involved are Toshiba (UK), Thales (France), France
Telecom (France), Philips (Netherlands), Pirelli (Italy), Hitachi (UK) Hewlett-Packard (UK). Worldwide,
companies such as IBM and NEC are also involved in QIST. The companies either have their own lab
(Toshiba, HP, IBM), and/or can alternatively fund research groups (Philips). It has proven practically
impossible to obtain reliable information about the amount of investment in QIST by these
companies.

Another interesting source of funding is the European Space Agency (ESA). Several 50 k€
feasibility studies on Quantum Communication in space were successfully completed since 2002 and
one experimental terrestrial 200 k€ study over 144 km horizontal free-space link is ongoing. Within
ESA’s science program, the proposal Space-QUEST (to place a QKD terminal onboard the
International Space Station) was rated as ‘outstanding’. Several European industries submitted
proposals to develop a prototype engineering model of a faint laser and entangled photon source
with a total budget of 600 k€. In the second half of 2008 a study on the feasibility of a QKD system
on various future satellite missions is expected with 300k€. So far more than 1Mio€ have been spent
on the different studies under evaluation at the time this report was made. But the overall budget for
the Space-QUEST project, if it is accepted, would be approximately 80 M€ until 2014, with
approximately 20% devoted to basic research. If successful, this would make ESA a major funding
source for QIST in Europe.

3.5 QIPC research in the international context

Quantum information processing has become a scientific discipline with its own identity during the
last ten years. The advent of quantum cryptography in the 80s and then the recognition of quantum
computing in the 90s, for example using Shor’s algorithm, provided the motivation and have been
the starting point of serious experimental and theoretical efforts to realize QIPC at large.

Through the activities of the FET proactive initiatives in FP5, FP6 and now FP7, Europe has, in the
main, been at the leading edge of QIS worldwide. The early spearheading of this high-risk R&D effort
by the EC has aided in the creation of a number of national investments in QIS with the research
area now reaching a more mature stage of medium/high risk. Until now, European publication output
and quality has been on a par (and even superior) with the US, while other nations have begun
systematic ramp-up in QIS investments.

In the last years, significant growths in the research efforts within the field of QIST have been made
worldwide. Especially the US has fostered their research activities, supported by a number of public
funding agencies (for example the National Science Foundation and the Defense Advanced Research
Projects Agency). To retain our leading position in research and to capitalize on the Commission’s
already significant investments in QIS (50M€ in FP5 and FP6, 45M€ in FP7), it is vital to ensure that
the EU investment in QIS remains competitive with the US and other national/continental QIS
investors.

In the figure below we plot the 2008 funding figures in the QIPC area for the US, Canada, Japan and
Europe. QIS R&D support on the scale of ~15M€/year puts Europe below average of worldwide QIS
funding support. With such a potential decrease in international competitiveness, there is
considerable risk that European research in QIS and the resulting technology developments
(commercial and defense), will not be sustainable, leaving Europe reliant on importing such
developed QIS technology from abroad.
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QIPC funding/year in the US, Japan, Canada and Europe. We take only into account the money spent
according to a coordinated joint programming agenda (that is national funding is not kept into
acount)

3.6 The European flavor, vision and goals

In comparison with the international QIPC programs, the characteristics of the European effort are its
broader scope, beyond the focus on specific issues like security or special applications like factoring,
as for example in the US and in Australia. Moreover, there is a much stronger theoretical component
and emphasis on fundamental physics. Clearly, Europe has achieved a critical mass in this much
broader context of QIPC which includes both theoretical and experimental physics: atomic physics,
quantum optics and laser physics, high energy and mathematical physics, condensed matter, etc.,
as well as from other disciplines like computer science, mathematics, material science, several areas
in engineering, etc.

The European vision is to advance quantum information processing in such a wider context which
includes the spectrum from fundamental quantum physics to applications in science and
engineering.

Novelty and Innovation
To remain competitive Europe should nurture QIS technology innovation from fundamental research

One of the most challenging aspects in creating a new technology is the transition of basic research
with its accompanying spin-off technologies, into more application driven research where inherently
QIS based applications are researched and developed. The earliest such QIS-driven application is
quantum cryptography with a number of QCrypto SMEs already in operation worldwide. General
purpose quantum computation, e.g. for factoring of large integers and related applications maybe a
long-term goal. But quantum memories/repeaters and multiparty QIS software, will be developed in
the next five years with the potential for even greater innovation and SME/Multinational
commercialisation. Although there have been efforts by the US and others to make this transition to
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a more innovation based QIS research community, they have not succeeded so far and Europe,
through FP6 QIPC-PI, has the opportunity to begin facilitating this transition and in this way could
gain at least a two-year competitive advantage over others. The particular emphasis by the project
QAP to build a complete QIS R&D pipeline from fundamental research in computer science, quantum
algorithms and quantum information theory through to experimental development, where the overall
emphasis is to develop truly QIS based applications in the medium-term, is unique in the world. No
other nation/continent has managed to create such a synergy. Some of the FET-PI QIPC Integrated
Projects contain over 13% industrial partner effort and this connection to industry will be proactively
targeted and ramped up over the coming five years through the cooperative efforts of FET-PI QIPC
IPs. The inclusion of a variety of QIS projects, some focused on fundamental research and some
focused on applications, in the FET-PI will put Europe in a strategic position worldwide.

Convergence
QIS research is expanding beyond its traditional boundaries as device complexity grows and many
different physical QIS elements are integrated

There is a convergence of many information technologies towards QIS. Examples include, integrated
photonics research both linear & nonlinear, quantum effects in nanotechnology & materials science,
interfacing classical information systems with quantum-atomic systems, quantum solid-state
systems, and quantum photonic-systems. Such emerging plurality of QIS is already recognized by
the NSF, where QIS R&D has a presence in many Divisions of the NSF, e.g. Physics,
Computer-Communication Foundations, Nanoscale Science and Engineering, and Information
Technology Research Divisions. Thus, the QIS portfolio encompasses some of the E-Nano and
molecular-ICT R&D effort.

European Research Area
QIS has the potential to bring the vision of a true European Research Area into being

QIS R&D is expanding throughout Europe with significant New-States contributions (Poland/Slovakia).
The European QIS research community is well organized (thanks to previous networking initiatives
by the EC), and many nations will work coherently in a recently funded ERA-NET project covering
partially Quantum Information Science and Technology (CHIST-ERA). The creation of a truly European
Research Area is essential and justifies additional funds for the QIPC programme.

3.7 QIPC in a wider scientific and technological context

QIPC has arisen in response to a variety of converging scientific and technological challenges. The
main one being the limits imposed on information processing by the fundamental laws of physics.
Research shows that quantum mechanics provides completely new paradigms for computation and
communication. Today the aim of QIPC is to understand how the fundamental laws of quantum
physics can be harnessed to improve the acquisition, transmission, and processing of information.
The classical theory of information and computation, developed extensively during the twentieth
century, although undeniably very successful up to now, cannot describe information processing at
the level of atoms and molecules. It has to be superseded by a quantum theory of information. What
makes the new theory so intellectually compelling is that the results are so surprising and with so far
reaching consequences.

During the last ten years, QIPC has already established the most secure methods of communication,
and the basic building blocks for QIPC have been demonstrated in technologically challenging
experiments. Efficient quantum algorithms have been invented, and in part implemented, and one of
the first non-trivial applications will be the development of quantum simulators with potential
applications in, for example, material sciences. On the technological side these developments are
closely related to improving atomic clocks and frequency standards. Future advances in the field will
require the combined effort of people with expertise in a broad range of research areas. At the same
time, the new conceptual and technical tools developed within QIPC may prove fruitful in other fields,
in a process of cross-fertilization encompassing a wide variety of disciplines (including, for instance,
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quantum statistics, quantum chaos, thermodynamics, neural networks, adaptive learning and
feedback control, chemistry, quantum control, complex systems). This profoundly interdisciplinary
character is one of the most exhilarating aspects of the field. Its potential is being recognized by
commercial companies all over the world. A new profile of scientists and engineers is being trained
to confront the challenges that lie beyond the end of the VLSI scaling. It is clear that advances in
QIPC will become increasingly critical to the European competitiveness in information technology
during the coming century.

Yet, at the moment most activities are focused on basic research in universities and there is very
limited collaboration between QIPC scientists and industry. To maintain and develop competitiveness
within this field in comparison to other research areas enhanced structuring and co-ordination of
efforts on a European level are necessary. At the same time, a strong QIPC field ready for future
industrial applications requires the involvement of relevant industry as well. In this sense an early
dialogue needs to be established between science, policy, and industry in order to develop a
common vision about the future of QIPC in Europe.

QIPC is definitely centered in the realm of basic research with its own distinct goals and applications
in computation, communication and information processing in all its aspects. Furthermore QIPC
research will have a deep impact on several EU strategic priorities. There is significant potential
impact on technology, economics and social issues. In addition there are several spin-offs with
applications in other fields of science, engineering and technology:

¢ The rapid growth of information technology has made our lives both more comfortable and
more efficient. However, the increasing amount of traffic carried across networks has left us
vulnerable. Cryptosystems are usually used to protect important data against unauthorized
access. Security with today’s cryptography rests on computation complexity, which can be
broken with enormous amounts of calculation. In contrast, quantum cryptography delivers
secret crypto-keys whose privacy is guaranteed by the laws of Nature. Quantum key
distribution (QKD) is already making its first steps outside laboratories both for fiber based
networks and also for communication via satellites. However, significant more basic research
is necessary to increase both the secret bit rate and the distance. This is the field of
Quantum Communication.

e The development of quantum information theory together with the development of quantum
hardware will have a significant impact on computer science. Quantum algorithms, as for
example Shor’s algorithm for factorizing numbers with implications for security of classical
crypto-protocols, indicate that quantum computers can perform tasks that classical
computers are believed not to be able to do efficiently. A second example is provided by
quantum simulations far beyond the reach of conventional computers with impact on various
fields of physics, chemistry and material science. In addition, QIPC is redefining our
understanding of how “physical systems compute”, emphasizing new computational models
and architectures.

e QIPC is related to the development of nanotechnologies. Devices are getting smaller and
quantum effects play an increasingly important role in their basic functioning, not only in the
sense of placing fundamental limits, but also opening new avenues which have no
counterpart in classical physics. At the same time development of quantum hardware builds
also directly on nanotechnologies developed for our present day computing and
communication devices, and provides new challenges for engineering and control of quantum
mechanical systems far beyond what has been achieved today. An example is the integration
of atom optical elements including miniaturized traps and guides on a single device, capable
of working as a quantum gyroscope, with extremely large improvements in sensitivity both
for measuring tiny deviations of the gravitational field, as well as for stabilizing air and space
navigation. In spintronics, a new generation of semiconductor devices is being developed,
operating on both charge and spin degrees of freedom together, with several advantages
including non-volatility, increased data processing speed, decreased electric power
consumption, and increased integration densities compared to conventional semiconductor
devices.

¢ Quantum mechanics offers to overcome the sensitivity limits in various kinds of
measurements, for example in ultra-high-precision spectroscopy with atoms, or in procedures
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such as positioning systems, ranging and clock synchronization via the use of
frequency-entangled pulses. Entanglement of atoms can help to overcome the quantum limit
of state-of-the-art atom clocks which has been already reached by leading European teams.
On the other hand, the quantum regime is being entered also in the manipulation of
nanomechanical devices like rods and cantilevers of nanometer size, currently under
investigation as sensors for the detection of extremely small forces and displacements.
Another example is the field of quantum imaging, where quantum entanglement is used to
record, process and store information in the different points of an optical image.
Furthermore, quantum techniques can be used to improve the sensitivity of measurements
performed in images and to increase the optical resolution beyond the wavelength limit.

4. Assessment of current results and outlook on future
efforts

4.1 Quantum Communication

Quantum communication is the art of transferring a quantum state from one location to another, in
this way information, or resources such as entanglement, can be distribributed between distant
locations [1]. The communication of qubits will be an important ingredient in taking full advantage of
what is possible with quantum technologies, from quantum computing and simulation to secure
communication based on quantum key distribution (QKD). The first application, qguantum
cryptography, was discovered independently in the US and Europe. The American approach,
pioneered by Steven Wiesner, was based on coding in non-commuting observables, whereas the
European approach was based on correlations due to quantum entanglement. From an application
point of view, the major interest has focused on QKD, as this offers for the first time a provably
secure way to establish a confidential key between distant partners. This key is then first tested and,
if the test succeeds, used in standard cryptographic applications -- relying solely on the laws of
quantum physics and the ability to implement the protocol as defined by the theory. This has the
potential to solve long-standing and central security issues in our information based society.

While the realisation of basic quantum communication schemes is becoming routine work in the
laboratory, non-trivial problems emerge in high bit rate systems, long-distance applications and as
the network complexity increases. One of the emerging areas of interest for quantum
communication schemes is in connecting the nodes within quantum simulators, which can either be
all located in the one lab, or more interestingly, in distributed scenarios -- the tools from quantum
communication playing the role of wiring circuits for these quantum computers. While there remains
many challenges for proof-of-principle laboratory demonstrations, the transition to deployment in
real-world environments defines a new set of challenges in the QIPC domain. The issues of scale,
range, reliability, and robustness that are critical in this transition cannot be resolved by incremental
improvements, but rather need to be addressed by making them the focal point of the research and
technology development agenda as we work towards a quantum internet. To succeed this needs to
target both the underlying technologies, ranging from fundamental aspects of engineering quantum
systems to integrating these quantum systems with fast (classical) opto-electrial systems, as well as
the end-user applications themselves. In particular the following need to be addressed:

1. Point-to-point Quantum Communication: Improving detection and electronics, or even new
protocols for practical, real-world, systems and to reinforce the commercialisation of QKD
technologies. New protocols, beyong QKD, are needed to extend the benefits of quantum
security to other applications;
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2. Quantum Networks: Demonstration of trusted-node or repeater architectures will be essential
for increasing distances to continental, and even global, scales. Quantum repeater concepts
will also be critical in the context of computation and simulation, both for short distance
scales (local) or long, (distributed), processing systems. This requires hybrid systems linking
quantum sources, interfaces, memories and detectors with performance significantly greater
than the current state of the art.

3. Implementation & Security: Increasingly complex quantum networks of disparate
technologies require new approaches for ensuring security. Quantum hacking is necessary
for improving the system technologies although Device Independent & Self Testing systems
provide a new perspective with the potential to also minimise security assumptions and
hence simplify the security of real-world quantum communication systems.

There are key technological limitations for high-speed quantum communication and fundamental
roadblocks for long distances. A significant speed limitation on the distribution of true randomness, a
resource for many security protocols, including QKD, is due to relatively slow (~4 Mbps for
commercial devices) quantum random number generators (QRNGs)- see Section 4.4. Novel schemes
and advanced entanglement enabled technologies, using and possibly combining both discrete and
continuous variable encoding aspects, will be required for the next generation devices to surpass
current rate limitation. The distances over which quantum information can be communicated face
fundamental limitations due to transmission losses in the quantum channels, both free space and
fibre. In fibre, this limit is a few hundred kilometres. Recent quantum cryptography experiments
already come close to such distances but with impractically low distribution rates. In free space,
these distances are even lower. There are two possible solutions to overcome this limitation: use
satellite configurations, i.e. free space systems; or, use quantum repeaters, a theoretical concept
proposed in 1998 the analogue of fibre optical amplifiers that made global fibre communication
feasible. The first clearly requires satellites and systems are currently being developed and tested to
meet the associated demands. Several countries already have planned missions to launch quantum
systems for further testing. This however only addresses increasing point to point distances.
Quantum repeaters require quantum interfaces or memories for the inter-conversion from photonic
(distribution) to atomic (storage) systems and while increasing distances, it also opens up the
possibility of more complex network structures. This is perhaps one of the most active areas of QIPC
research.

One of the great advantages of quantum physics is that it can deliver "correlations with promises". In
particular it can deliver strictly correlated strings of bits to two locations with the promise that no
copy of these bits exists anywhere in the universe. This promise is guaranteed by the laws of Nature
and does not rely on any mathematical assumption. Consequently, these strings of correlated bits
provide provably secure keys ready to be used in standard crypto-systems. However, for quantum
physics to hold its promise, the quantumness of these distributed systems needs to be ensured. It is
of strategic importance to not only develop the technologies to distribute quantum resources, such
as entanglement from one location to another one but to be able to ensure that its truly quantum
nature is preserved and that these systems are will be described by their abstract security proofs.
The gap between theory and experiment has to be reduced. This needs to take several paths: the
theory needs to consider the practical implementation and hence the experimental parameters.
Experimentalists need to better engineer these systems to avoid potential loopholes. the Another
alternative arises from a key test of the quantumness, which consists in measuring correlations and
proving that they violate a certain inequality, known as the Bell inequality. This approach has lead to
the idea of "Device Independent" security proofs that provides the possibility of characterising the
quantum nature of a system. Practical and feasible schemes to test these device independent
approaches and ensure the quantum nature of systems will be crucial as communication links and
networks become more complex.

From the present situation, where commercial systems already exist, we briefly review the
underlying foundational technologies and more generally, quantum communication from the
perspective of increasing rates and distances to solutions extending point-to-point QKD towards
complex quantum networks for the distribution of quantum resources and for performing new
protocols.

Key references
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4.1.1 Detectors

Physical approaches and perspectives

All photonic approaches to quantum information technology rely upon an efficient detection
technology. Although single photon detectors are commercially available, these are relatively simple
digital devices, which detect the presence or absence of one or more photons. Future detector
technologies will not only have to have a dramatically higher detection efficiency but also
considerable lower dark count rates as well as a timing jitter that does not limit the transmission
rates. The commercial detection systems are based on semiconductor avalanche photodiodes (APDs)
such as Silicon (400-1000 nm) and InGaAs/InP (1100-1700 nm). These are robust and generally only
require electric cooling. Traditionally these detectors have operated at low rates, the InGaAs in
particular usually needed to be gated at rates of around 1\,MHz, although recent approaches has
seen this significantly increase into the GHz regime. Alternative approaches include superconducting
devices, either transition-edge sensors (TES) that have shown near unit efficiencies but remain
relatively slow, or superconducting nanowire single photon detectors (SNSPD) based on NbN, that
are faster (both low jitter and high count rates) but have only realised moderate efficiencies.
Recently, SNSPD using WSi, have been realised that combine high efficiency, low noise and fast
operation all in one device. All of these have photon number resolution capability. The need for
cryogenic cooling is offset by the potentially high performance. For continuous variable (CV)
measurements single photon resolution is not needed. There, apart from the quantum efficiency and
bandwidth, the signal to noise ratio of the detector module is important. This is far from an extensive
list, but focuses on the most advanced or promising technologies in the context of quantum
communication.

European groups working in this field include: S. Cova (Milan, 1), A. Fiore (Eindhoven, NL), A. Giudice
(Micro Photon devices, 1), R. Hadfield (Herriot Watt, UK), R. Leoni (CNR Rome, |), G. Ribordy (IDQ, CH)
A. Shields, (TREL, UK), J-C. Villegier (CEA Grenoble, F), H. Zbinden (Geneva, CH), V. Zwiller (Delft, NL).

State of the art

A severe limitation of today’s photon detection technology is the maximum count rate. For example,
InGaAs/InP APDs have been traditionally operated in a gated mode with a maximum repetition
frequency of 1-10 MHz and a maximum count rate of 100 kcps. However, this field has recently been
reinvigorated with novel work on the operating electronics providing advances in rapid gating (GHz)
[1,2] and continuous (free-running) [3] operation opening up new regimes of operation and
performance. This is also being extended into the Si detection band with high efficiency, >70% and
PNR capabilities demonstrated [4]. The superconducting devices have demonstrated photon number
resolution capability and high efficiency in TES >90% systems [5]. SNSPDs have lower efficiencies
~24% and higher noise levels, >1 kHz [6], but are capable of a significantly higher count rates
(potentially hundreds of MHz) and lower timing jitter (<100 ps). Recently, SNSPD using WSi, have
been realised that has high system detection efficiency (>90%), low dark count rate (<1 counts per
second, cps), low timing jitter (<100 ps), and short reset time (<100 ns) for telecom wavelengths
[7]. Several start-up companies have already begun to commercialise th NoN SNSPD technologies. In
the continuous variable regime, several groups report quantum efficiencies approaching 100% using
commercially available PIN diodes with increasing bandwidth (=100 MHz) and signal-to-noise ratios.
Conceptually, the strict separation between discrete and continuous detection schemes is
complemented by hybrid detection approaches [8]. A detailed review of single photon detectors has
recently been realised [9].

Challenges
Europe and Japan are currently leading the way for the APD detection schemes, while the US is a

clear leader for TES superconducting devices, however, the development of SNSPDs is more
widespread with no clear leader at this time. The main challenges for single photon detection for
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quantum communication are:

e Explore these new operating regimes -- faster (>2 GHz), higher efficiency (>25% for
InGaAs/InP) and adapt devices (semiconductor & electronics) for specific applications, e.g.
peak efficiency wavelengths;

e Local oscillator phase retrieval techniques for weak coherent states have to be developed for
homodyne measurements in fibre systems;

e Recent improvements for detectors -- dark counts (<1 Hz), detection efficiency (> 90%), low
jitter (<100 ps) and photon number resolving capabilities -- need to be reproduced by more
groups;

e TTransfer these recent advances to the commercial sector.
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4.1.2 Sources

Physical approaches and perspectives

Sources of quantum light in the discrete variable regime have traditionally relied on spontaneous
parametric down-conversion (SPDC) in bulk crystals. This has been extended to periodically poled
materials and waveguided devices, which have significantly higher efficiencies. The development of
all-fibre entanglement sources, based on four-wave mixing provide several new approaches ranging
from standard fibres to photonic crystal fibres. Deterministic sources that avoid probabilistic
multi-pair events, associated with the previous schemes, have advanced to the point where
entangled photon pairs can be generated by the optical excitation of the bi-exciton state of a
semiconductor quantum dot, although currently the low efficiency of these devices detracts from its
potentially deterministic nature. Single photon sources based on NV diamond centres and single
molecules in solids have been realised and progress continues on single photon sources in diverse
materials for sources ranging from the visible up to 1310 nm. In the continuous variable regime
sources of squeezed and entangled light typically rely on either parametric oscillators in bulk crystals
or the Kerr effect in optical fibres.

European groups working in this field include: O. Benson (Berlin, D), A. Beveratos (Paris, F), J.
Eschner (Saarlandes, D), A. Fiore (Eindhoven, NL), C. Marquardt and G.~Leuchs (Erlangen, D), E.
Polzik (Copenhagen, DK), J. Rarity (Bristol, UK), A. Shields (TREL, UK), C. Silberhorn (Paderborn, D),
S. Tanzilli (Nice, F), R. T. Thew (Geneva, CH), R. Ursin and A. Zeilinger (Vienna, AT), I. Walmsley and
B. Smith (Oxford, UK), G. Weihs (Innsbruck, AT).

State of the art

Two important parameters for quantum light sources are bandwidth (BW) and efficiency -- both
creation (brightness) and coupling into other systems. Furthermore, the sources need to be adapted
and developed to the desired applications, for example, there are currently few systems that
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approach quantum memory bandwidths (1-100 MHz). First steps in resolving these limitations have
been made for atomic [1-4] and telecom [5] wavelengths. All-fibre entanglement sources based on
four-wave mixing [6] provide a high degree of nhon-degeneracy that may also be useful to bridge
telecom wavelength and quantum memory regimes, although for the most common quantum
memory systems, the sources are too broad band. These sources are better suited to entanglement
distribution in asymmetric architectures or for heralded photon sources. For free-space sources, both
entangled photon pairs as well as single photon sources, it is preferable to use shorter wavelengths
than for fibre networks. This is to limit the diffraction on the sending aperture, which is especially
important for very long optical communication links, e.g. between geo-stationary orbiting satellites
as well as the communication to a future moon or even a Mars base. Diverse approaches to
continuous variable quantum state sources [7,8], are under development as well as nonlinear
interactions in atomic gas cells for discrete and continuous variable non-classical light sources.
Single photon sources have made significant advances, in a range of different systems though their
performance remains limited and few systems operate into the telecom regime, and then only as far
as 1310 nm. Further information can be found in a detailed review of single photon sources that has
recently been realised [9].

Challenges

Europe is currently leading in efforts towards coupling narrow-band photonic and atomic systems
and plays a leading role for CV sources, competing with Australia and Japan. The USA is ahead in
terms of pulsed systems in the telecom regime. There are several regimes of operation under study:
atomic systems with narrow bandwidths for quantum repeaters, satellite-based schemes where
bandwidth requirements are less critical but the generation rates need to compensate limited
transmission time windows due to satellite availability, and in between both of these, pulsed systems
for quantum fibre optical networks (teleportation and entanglement swapping) where robustness
against fibre length fluctations needs to be balanced with high rates. The increasing complexity and
diversity of quantum communication systems has also seen a much more sophisticated approach
taken to engineering the sources, and in particular, the nonlinear interactions that are needed. The
engineering of factorable, or pure, states of light [10] will be crucial for future quantum
communication networks but so far most of this work has taken place in the visible regime- the
extension to telecommunication wavelengths will be vital for the next generation of experiments.
The main challenges for photon sources are:

e Photon pair sources capable of high rates with coupling >70% and high fidelity (=90% HOM
visibility) between independent sources without spectral filtering;

» Single photon sources capable of high rates with coupling >50% and high fidelity (>90%
HOM visibility) between independent sources without spectral filtering;

e Development of efficient, stable and pure sources of squeezed, entangled and single photon
states that are able to reliably generate and grow large cat states;

e Narrow band photon pair sources capable of efficiently coupling quantum memories to
telecomunication fibre networks.
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4.1.3 Quantum memories and interfaces

Physical approaches and perspectives

An interface between quantum information carriers (quantum states of light) and quantum
information storage and processors (atoms, ions, solid state systems) is an integral part of a
full-scale quantum information system. Advances with atomic gases and trapped ions have been
steady and new efforts on rare earth ions in solids have recently made considerable gains. Recent
efforts in the EU project QAP, and subsequently Q-essence, have seen diverse systems making key
proof-of-principle demonstrations of long storage times, high efficiency, and high fidelities. An
important aspect arising from this work is the need for multiplexing (space, time, frequency) to
increase potential distribution rates. In the context of quantum communication, the goal for all of
these approaches is integration with photonic (flying qubit) systems and their operation in complete
quantum repeater architectures and protocols.

European groups working in this field include: M. Afzelius (Geneva, CH), E. Polzik (Copenhagen, DK),
H. Weinfurter, M. Weber and G. Rempe (Munich, D), S. Kroll (Lund, SW), J-L. Le Gouet (Paris, F), J.
Laurat E. Giacobino (CNRS-Paris, F), J. Rarity (Bristol, UK), H. de Riedmatten (ICFO, ES), J.
Schmiedmayer (Vienna, AT), A. Shields, (TREL, UK), I. Walmsley and J. Nunn (Oxford, UK).

State of the art

The first quantum memory in mesoscopic cold atomic ensembles [1-3] achieved storage times of
order of 10 micro s, with a maximum storage and retrieval efficiency of 18%. Today, roughly 7 years
later, the state of the art in terms of storage time is ~100 ms [4], hence 104 longer. However, the
storage efficiency in that experiment was only a few percent. The highest retrieval efficiencies
demonstrated to date for single stored excitations are 50% in free space [5] and 84% in cavities [6].
But these high efficiency demonstrations featured short storage times (a few microseconds or less).
Recently Bao et al. [7] demonstrated a long-lived and efficient cold gas quantum memory, reaching
73% efficiency and 3 ms storage time. The highest combined write and retrieval efficiency of any
quantum memory was achieved in a room-temperature atomic gas, achieving 78% [8]. Another
demonstration featured a very large bandwidth of 1.5 GHz [9]. Storage and retrieval of quantum
continuous variables has also been demonstrated in room-temperature atomic vapours [10-12].
Unconditional storage fidelities of up to 70% and storage times of a few milliseconds have been
reached.

Solid-state quantum memories based on rare-earth doped crystals have gained interest, since the
first demonstration of a memory at the single photon level in 2008 [13]. Storage efficiencies up to
69% has been achieved [14], for short storage times of a few microseconds. Quantum storage has so
far been limited to a few microseconds, although storage of strong classical pulses has reached
beyond 1 second [15]. Storage of entanglement has recently been demonstrated in rare-earth
crystals [16-17], with storage efficiencies up to 20%. An important feature of these systems is the
potential for multimode storage, with demonstrations up to 64 stored modes of weak coherent states
has been shown [18] with conditional qubit fidelities of 93%.

Challenges

Europe and the US are both well advanced with a range of architectures under study, however, this
remains a fledgling domain within the field of QIPC. The field and the range of architectures and
materials under investigation is rapidly expanding so we concentrate here on those most closely
focused on quantum communication oriented applications. Key challenges for guantum memories
and interfaces are:

e Improving the storage time and fidelity;
e Improving multi-mode storage capacity;
¢ Efficient integration of sources of photonic entanglement and memory devices;
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¢ Coupling from the quantum memories to communication channels;
e Reduction of overall experimental complexity for future scalability
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4.1.4 Point-to-Point Quantum Communication

Physical approaches and perspectives

Point-to-Point (P2P) QKD systems are the most advanced quantum communication technologies, and
as such, much of the progress here will help to reinforce their commercialisation and that of
emerging quantum technologies. Nonetheless there are significant and fundamental research efforts
ranging from multiplexed fibre optic systems to satellite distribution schemes currently under
investigation and taking advantage of both discrete and continous variable encoding schemes.

Fibre Systems

Groups are currently working on fibre QKD systems that encode in polarisation, phase, photon
number and time-bins, using both discrete or continuous variables (CV). Weak-pulse (laser pulses
attenuated to the single photon level) encoding schemes are by far the most practical and advanced
schemes. Commercial systems still have relatively low rates and hence the research pursuit is
primairly directed at novel protocols, improved detector performance and greater integration, both
on the quantum level as well as the quantum classical interface and information processing. The
extension to multiplexed systems has been a recent but necessary step opening up new operating
scenarios and facilitating implementation in installed fibre optic networks.

European groups working in this field include: R. Alleaume (SeQureNet, F), J. Capmany (Valencia, E),
N. Gisin and H. Zbinden (Geneva, CH), V. Martin (Madrid, E), A. Poppe (AIT, AT), A. Shields (TREL,
UK), G. Leuchs (Erlangen, D), P. Grangier (Paris, F), G. Ribordy (IDQ, CH), P. Tombesi (Camerino, 1),
A. Zeilinger (Vienna, AT).

Free Space Systems
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Many current free-space systems focus on polarisation-based encoding. Traditionally dominated by
discrete variable systems, work on CV systems has recently been reinvigorated. The CV squeezed
states offer potentially higher key rates and longer distances than coherent state CV protocols. The
potential for using non-Gaussian states and higher dimensional Hilbert spaces (complex spatial
modes/polarisation patterns) may increase the efficiency and capacity of these quantum information
protocols. The European Space Agency ESA has supported various studies in the field of quantum
physics and quantum information science in space for several years \cite{Ursin:2009a}. The mission
proposal Space-QUEST (Quantum Entanglement for Space Experiments) has the objective of
performing space-to-ground quantum communication tests from the International Space Station
(ISS). The launch plan is compatible with 2014.

European groups working in this field include: M. Bourennane (Stockholm, SW), M. Dusek
(Olomouc, CZ), G. Leuchs, (Erlangen, D), P. Mataloni (Rome, 1), J. Rarity (Bristol, UK), R.~Ursin \&
A.~Zeilinger (Vienna, AT), P. Villoresi \& C.~Barbieri (Padova, 1), . Walmsley (Oxford, UK), H.
Weinfurter (Munich, D) as well as an international team of 40 scientist on the Space-QUEST Topical
Team as a scientific advisory committee.

State of the art

P2P schemes face fundamental distance limits and recent experiments have approached these for
both fibre and free space schemes. In fibre optic systems, >200 km has been achieved in a field trial
for weak-pulse schemes [1] as well as >200 km in fibre for entanglement-based schemes [2] in the
lab. Demonstrations that QKD and classical communication channels can co-exist have also been
made [3] using DWDM channels. CV systems are much more sensitive to distance though 25 km has
been realised in the lab [4]. An important milestone, in terms of rates, has also been realised with 1
Mbps secure key rate over 20 km [5]. There are also extensive field trials taking place in the Canary
Island involving several leading European groups as part of an European Space Agency feasibility
study for quantum communcation via satellite [6]. A weak pulse schemes has demonstrated a >144
km free-space QKD [7]. In a related experiment, the Matera Laser Ranging Observatory (MLRO) in
Southern Italy served as transceiver station for faint-pulse exchange with a low-earth orbit
retro-reflecting satellite at a perigree of 1485 km [8].

Challenges

Europe and Japan are clear leaders for fibre systems and in this domain with North America close
behind and China rapidly approaching. The central challenge for point-to-point systems is to increase
rates, either simply by higher clock rates or through multiplexing multiple signals or systems. These
systems are generally the most applied and hence the most likely to lead to commercial systems.
Satellite systems are faced with re-engineering the systems to cope with being launched into space
and operating there. The integration of multiple components for fast, efficient and continuous
operation is perhaps the most demanding obstacle for all of these systems. Key challenges are:

e Faster electronics for increased application-dependent performance incorporating sources,
detectors, QRNGs, low-loss phase and amplitude modulators and their integration. This is
mainly a (non-trivial "quantum opto-electronics") engineering problem;

¢ Determine the benefit of free space links using polarisation variables- these prevent
dephasing of the CV quantum states with respect to local oscillator phases used in homodyne
measurements and straylight is effectively filtered by the homodyne measurement, thus
facilitating the implementation of daylight links;

e Demonstration of passive and programmable multiplexing of multiple quantum channels as
well as quantum and classical channels to increase rates and reduce infrastructure costs
associated with fibre bandwidth and network architectures;

e Study complex spatial mode structures as decoherence-free states in free space channels,
both, discrete and CV, that don't suffer due to turbulence and diffraction;

* Development of compact and robust high photon flux sources- depending on the architecture
and protocol, the systems must operate in short burst when satellites are in view;

* Robust systems that can be space certified and withstand launch g-forces as well as being
immune against the radiation in space;
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¢ Demonstration of practical, autonomous, systems capable of performing continuous secure
key distribution > MHz rates over increased distances.

Key references
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4.1.5 Quantum Networks

Physical approaches and perspectives

Quantum networks extend from trusted node devices built on weak-pulse gkd systems to more
advanced entanglement-based scenarios including quantum repeaters. The goal in terms of
quantum communication is motivated by increasing both the distance of QKD and the complexity of
these quantum networks- architectures are no longer constrained to be P2P. The extension to
entangled systems also has the benifit of providing a means of wiring up quantum computing and
simulation systems, which can either be compact, small-scale, systems in one lab, or in distributed
schemes, and connecting different types of quantum processors. The foundations of these
architectures relies on the distribution and control of entanglement across complex quantum
networks and central to realising this is the most fascinating quantum phenomenon, teleportation.
The development of complex quantum networks provide one of the most significant challenges in
experimental quantum physics today. By definition this is highly multi-disciplinary and requires
hybrid approaches on both a conceptual and technological level.

Trusted-Node Networks

Since the SECOQC QKD network demonstration in 2008 illustrated the concept of trusted-node QKD
[1], the concept has been widely exploited. In any QKD scheme the communicating parties must be
in secure locations, therefore, these can also be used to realise switching stations between multiple
P2P systems, provided the operators at these nodes can be trusted. This field is primarily dominated
by fibre systems though it does open up the possibility for satellite systems to connect to a larger
and more complex quantum network. This is an important interim step (before quantum repeaters)
as point-to-point quantum key distribution schemes approach their distance limits. These ideas have
gone on to be demonstrated in networks in Switzerland, Japan, South Africa and Canada and many
trusted node networks are running conntinuously in the locations on a research and commercial
level.

European groups working in this field include: R. Alleaume (SeQureNet, FR), J. Capmany (Valencia,
ES), N. Gisin and H. Zbinden (Geneva, CH), V. Martin (Madrid, ES), A. Poppe (AIT, AT), A. Shields
(TREL, UK), P. Grangier (Paris, FR), G. Ribordy (IDQ, CH).

Quantum Networks and Teleportation

Trusted-node networks provide one solution for extending quantum communication distances and
complexity. However, to move towards fully quantum-secure networks, and for the distribution of
quantum resources in general, will require entanglement based schemes. To realise this will require
quantum repeaters and although the development of these, and the quantum memories necessary
for their operation, progresses, there remain significant challenges for the distribution of
entanglement through complex fibre optic networks. For example, the synchronisation and
stabilisation of these networks and the the high-fidelity Bell state measurements (joint
measuremnets between two systems, two photons) necessary for teleportation and entanglement
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swapping, which are at the heart of all guantum repeater protocols, remain largely unstudied.
Similarly for satellite systems where much of the Bell state measurements, teleportation and
entanglement swapping needs to adapt from stationary ground based systems to moving, satellite,
targets. There are several scenarios possible such as satellite to ground, or low orbiting platforms as
well as ground to (trusted) satellite schemes. Field trials will be essential to understanding their
practical limits. Furthermore, understanding how to characterise and quantify these increasingly
complex systems is an ongoing problem that needs to go beyond standard approaches of quantum
state and process tomography, especially if the security of the system is to be assured in a
distributed network architecture.

European groups working in this field include: J. Rarity (Bristol, UK), S. Tanzilli (Nice, FR), R. T. Thew
and N. Gisin (Geneva, CH), R. Ursin and A. Zeilinger (Vienna, AT), H. Weinfurter (Munich, DE).

Quantum Repeaters

In classical communication, information is transferred by encoding, modulating the intensity of,
light fields. The amplitude of these modulations are detected by photodetectors, transformed into
electrical current pulses, amplified by electronics, and sent to computers, phones, etc. This
transformation of light into electrical signals forms a classical light-matter interface. In quantum
information processing, this simple approach is inadequate as it destroys the quantum aspect.
Quantum communication requires a coherent storage interface -- a quantum memory. Quantum
memories are central to the concept of quantum repeaters. Quantum repeaters work by breaking
large distances up into smaller ones where entanglement can be distributed and stored in quantum
memories. Once all of these smaller links are entangled, Bell state measurements can be used to
join them together, thus increasing the communication link distance. These qguantum memories can
also be thought of as small quantum processors and hence the idea of using similar the techniques
learned from quantum repeaters for connecting the nodes of a quantum computer or simulator.
There are a significant number of proposals for realising quantum repeaters ranging from atomic
ensembles (cold and hot gases and solid state systems) and linear optics- perhaps the simpler and
more advanced approach -to atom and ion approaches that could take advantage of deterministic
entanglement swapping operations. Other approaches based on NV centres in diamonds and
quantum dots have been proposed as well as hybrid schemes that combine coherent states and
individual quantum systems. More information about quantum memories has already been
presented and a detailed review of ensemble approaches using linear optics and discussions on
several others can be found here [2].

European groups working in this field include: M. Afzelius and N. Gisin (Geneva, CH), J. Laurat and E.
Giacobino (CNRS-Paris, FR), J. Rarity (Bristol, UK), E. Polzik (Copenhagen, DK), H. de Riedmatten
(ICFO, ES), J. Schmiedmayer (Vienna, AT), I. Walmsley and J. Nunn (Oxford, UK), H. Weinfurter and G.
Rempe (Munich, DE).

State of the art

Trusted node QKD systems have shown systems capable of fully automated operation, including
self-compensation for environmental influences on the fibre link. The demonstrations have involved
one-time pad encrypted telephone communication, secure (AES encryption protected)
video-conferencing and rerouting experiments, highlighting basic mechanisms for quantum network
functionality. In the SEQOQC network The average link length was between 20 and 30 km, the
longest link 83 km and similar distances are in daily use now in several continuously operational
networks around the world. Recently, experiments have addressed passive optical network(PON)
implementations for QKD, covering 20 channels in the telecom band [3]. Teleportation experiments
in the real world have been demonstrated in the Swiss fibre optic network (3x2 km) [4] as well as
free-space transmission of teleported states in China (97 km) [5] and the Canary Islands (144 km)
[6]. The first marks an important first step towards fibre-based quantum repeaters and the later for
satellite systems. The synchronisation of independent sources for entanglement swapping has been
realised using CW [7] and fs pulsed systems [8]. These results of these experiments highlight the
two extremes of operation, in terms of photon bandwidth, for such experiments. Quantum repeaters
represent one of the most rapidly evolving areas of activity in the field and progress is largely linked
to the work on quantum memories and interfaces that have already been discussed. Several
proof-of-principle repeater links have been demonstrated in atomic ensemble systems [9, 10] and
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with single atoms [11, 12] and ions [13] as well as demonstration of systems entangling single
trapped ions/atoms/quantum-dots and single photons [14-16] as well as for entangling solid state
quantum memories [17]. Distances of up to 300 m and coherence times of several 100 micro s [18]
have been shown. Behind all of these experiments is an increased activity in more applied aspects of
quantum communication related to the synchronisation and stabilisation of distributed quantum
networks involving a wide range of different quantum technologies.

Challenges

There is no clear leader for quantum networks and long distance quantum communication with
dedicated programs in place across Europe and in the USA, Canada, Japan, Australia and China. In
the next 5-10 years we should see fibre optic systems that can beat the direct-transmission QKD
distance limitation of around 300-400 km. Initially, quantum repeaters that can function over 1-10
km will provide the building blocks for longer transmission systems- it is these building blocks that
provide a scalable route towards pan-European and even global scale quantum communication.
These distances will obviously need to be extended further, but not necessarily by much, n.b.
classical communication links are of the order of 50-100 km between amplification stages. One of
the important aspect for quantum repeaters is the scaling of multiple quantum repeater links.
Scalable quantum repeater systems will ensure that the concatenation of multiple links will extend
quantum communication distances beyond this fundamental (loss-based) limit and away from the
P2P network topologies. Effort in the next few years should be focused on engineering the sources,
interfaces and detectors specifically adapted to long distance transmission and working in unison-
long coherence lengths, and high fidelity Bell-State measurements. Challenges and directions of
future work are thus similar to those already mentioned for these different technologies and while
many aspects have been realised, all need to be improved and demonstrated in the one systems.
Some of the key challenges are:

Field demonstrations of multiplexed trusted node QKD systems running autonomously with
Mbps secure key rates;

e Field demonstrations of quantum relays, exploiting quantum teleportation and
entanglement swapping, over tens of km of with high fidelity (90%) Bell-State
measurements;

e Explore hybrid approaches for quantum communcation networks that combine concepts
from both discrete and CV regimes for improved performance;

e Incorporate deterministic strategies for sources, storage and entanglement swapping;

e Improve input/output efficiencies and coupling to fibre optic channels for diverse quantum
memories suitable for quantum repeaters;

e Demonstrate coupling, via an optical quantum channel, between different quantum
processing nodes.
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4.1.6 Implementation and Security

Physical approaches and perspectives

QKD is synonymous with security- the security is based on the laws of quantum physics. However,
as with any security technologies there are always potential weaknesses due to imperfections in the
implementation. In the case of QKD, this has given rise to the field of “quantum hacking” as
researchers attempt to find potential side-channels, implementation weaknesses, which mean that
the device is no longer described by its, quite often abstract, security model. There would appear to
be two ways that one can deal with this, either build better devices that have no implementation
flaws, or, define the security in a way that is independent of the device and its implementation. The
applied effort is focused on the first possibility with companies and (ethical) hackers working closely.
Nonetheless, there is a clear need to bridge the gap between these abstract security models and
practical implementations with minimal assumptions. Recently researchers have revisited an idea
that has been around since the first proposal for entanglement-based QKD [1]. This approach has
been labelled Device Independent QKD (DI-QKD) as it treats the devices as black boxes- the security
is dependent solely on calculating a few input-output probabilities to calculate a relatively simple
inequality- a Bell inequality. If the inequality is violated, the system is secure, independent of the
internal workings of the device. Concepts such as device independent security and more recently,
self-testing systems, provide a new paradigm, not only for security, but for characterising complex,
distributed, quantum networks.

European groups working in this field include: A. Acin (ICFO, ES), S. Massar and S. Pironio (Brussels,
BE), R. Renner (Zurich, CH), J. Skaar (NTNU, Norway), R. T. Thew and N. Gisin (Geneva, CH).

State of the art

Dealing with implementation issues at an applied level requires close collaboration between
quantum hackers and those building, and even selling, the QKD systems and technologies. This
approach has been well demonstrated for recent detection attacks [2]. DI-QKD, on the other hand, is
a relatively new concept and its experimental application requires unprecedented performance of
the systems and component technologies. Nonetheless, a couple of recent papers have started to
bring this into the realms of experimental feasibility [3, 4]. Central to this was the concept of
heralded photon amplifiers [5], which have also been realised experimentally in the visible [6, 7] and
more recently, telecom regimes[8]. Self-Testing is another related concept where the effort is to
minimise assumptions and to help better characterise quantum systems and technologies. To date
this has primarily been a theoretical effort for the moment [9-11]. The adaptation and
demonstration of DI-QKD will also be important for future secure networks. In a further extension of
this idea, heralded photon amplifiers have been proposed in a recent quantum repeater protocol [12]
that is not only one of the most efficient but it also hints at the potential for DI scenarios across
quantum networks.

Challenges

Both quantum hacking and device independent security have similar goals, but approach the task
from opposite directions: Both have the aim of minimising the assumptions involved in secure
quantum communication systems and to bridge the gap between the theoretical proofs and the
security of the final implementation. European theory groups have been a driving force in this area,
especially for the later, although experimental initiatives have already started in several European
groups, as well as in Singapore, Canada and Australia. Some of the key challenges are:
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Security proofs for QKD systems that are optimised to cope with a wide range of
experimental parameters including finite key lengths;

Experimental implementations that minimise side-channels and information leakage;
Experimental demonstration of self-testing concepts;

Lab demonstration of device-indpendent QKD.
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4.1.7 New Applications and Protocols

Approach and perspectives

The field of quantum communication is still very young, having been essentially unknown until 20
years ago. As such, one should expect new ideas and leave open space for fundamental research.
From the theoretical point of view, there are several problems that have to be considered in the
context of quantum communication. First of all, since the field is still very young, one should expect
new applications related to both efficiency and secrecy in communication. Examples of the first can
be connected to secret voting protocols, digital signatures, or fingerprinting. Examples of the second
field could be, for example, connected to dense coding, or agenda protocols. Apart from that, there
are still many open theoretical questions of crucial importance for quantum cryptography. These are
related to the tolerance to noise of current protocols (both with one and two way communication),
the connection between single photon and continuous variable protocols, and the search for more
efficient and faster ways of distributing keys and quantifying their security.

Quantum communication protocols can be often understood as entanglement manipulation
protocols. An important class of these protocols delivers classical data with properties derived from
the underlying quantum state. For this class the question arises whether one can replace the
quantum manipulation and subsequent measurement by another two-step procedure that first
measures the quantum states and then performs classical communication protocols on the resulting
data to complete the task. Such an approach would be preferential in real implementations, as is
illustrated in the case of quantum key distribution. It is important to study under which
circumstances such a replacement can be done.

A relatively new idea could be using qguantum memories to perform local operations and store the
results while the classical communication is going on in communication protocols, which require local
operations and classical communication (LOCC) are required. Transforming ideas of percolation to
quantum networks has been a relatively new concept but one that also opens some fascinating
possibilities for network distribution of entanglement.

European groups working in this field include: A. Acin (ICFO, ES), N. Brunner, N. Gisin and N.
Sangouard (Geneva, CH), H. Buhrman (Amsterdam, NL), N. Cerf, S. Massar and S. Pironio (Brussels,
BE), I. Damgard (Aarhaus, DK), M. Peev (AIT, AT), R. Renner (Zurich, CH), R. Werner (Braunschweig,
D).
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State of the art

Important progress has been made in developing new protocols for quantum repeater
architectures. A key concept that was recently introduced was the multimode capacity of quantum
memories, which allows orders of magnitude increases in distribution rates [1]. Combining this with
approaches that serialise distribution and even reduced the need for quantum memories [2] may
hold the potential for high rates and long distance. The concept of heralded photon amplifiers opens
up new possibilities for distributing quantum resources, for example, DI-QKD [3] and heralded
quantum memories for quantum repeaters [4] both in the context of secure communication however
these concepts should find a much broader field of applications. The possibility of a cheat sensitive
quantum protocol to perform a private search on a classical database [5] have also been proposed
and recently experimental demonstrated [6]. A return to some of the foundational concepts of QIPC
has seen Bell inequalities find renewed importance for so-called "Device Independent" security [7]
and the concept of device independent quantum infomation processing is finding applications far
beyond QKD (see Section 4.3).

Challenges

The main challenges for new applications and protocols are:

¢ |nvestigate new protocols for QKD and beyond, possibly inspired by existing protocols as
well as systems that combine aspects of discrete and continuous variable operation;

e Develop new quantum repeater protocols that are robust with respect to loss and low
component efficiencies and explore new verification strategies for multipartite quantum
networks;

e Break with the paradigm that noise is necessarily harmful and innovate tools of state
engineering and quantum information protocols based on noise and measurements.
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4.2 Quantum Computation

Information processing nowadays is commonly implemented using quantities such as charges,
voltages, or currents in electronic devices which operate on the basis of classical physics. Instead,
Quantum Computing (QC) and more generally, quantum information processing (QIP) employ the
laws of quantum mechanics for information processing. For such devices, corresponding building
blocks are quantum bits (qubits) and quantum registers, and the basic gate operations are given by
logical and coherent operations on individual qubits (single qubit operations) and controlled coherent
interactions between two qubits (two-qubit operations) such that the state of the target qubit is
changed conditional to the state of the controlling qubit. In principle, a large scale quantum
computer can be built using these primitives which must be realized by a controllable quantum
system, provided the physical system meets the following requirements (DiVincenzo criteria):

1. System is comprised of well characterized qubits and allows for scalability;
2. Ability to initialize the state of the qubits;
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3. System provides long coherence times, much longer than a gate operation time;
4. A universal set of gates is experimentally feasible;

5. Qubit specific measurement capability;

6. Ability to interconvert stationary and flying qubits;

7. Faithful transmission of flying qubits between specified locations;

At present, there are a number of technologies under investigation for their suitability to implement
a quantum computer. No single technology meets currently all of these requirements in a completely
satisfactory way. Therefore, the ongoing research on quantum information processing is highly
interdisciplinary, diverse and requires a coordinated effort to create synergies while the common
goal is the implementation of a working quantum processor. While at present several approaches
have demonstrated basic gate operations and are even able to prove that quantum computing has
become reality with few qubits, large scale quantum computation is still a vision which requires
ongoing research for many years to come.

The long-term goal in quantum computation is, of course, a large-scale quantum computer which will
be able to efficiently solve some of the most difficult problems in computational science, such as
integer factorization, quantum simulation and modeling, intractable on any present or conceivable
future classical computer.

Therefore, the general problems to be solved for QC and QIP are in particular

¢ |dentification of the best suitable physical system which allows for scalability, coherence and
fast implementation of QIP;

e Engineering and control of quantum mechanical systems far beyond anything achieved so
far, in particular concerning reliability, fault tolerance and using error correction;

e Development of a computer architecture taking into account quantum mechanical features;

e Development of interfacing and networking techniques for quantum computers;

¢ Investigation and development of quantum algorithms and protocols;

e Transfer of academic knowledge about the control and measurement of quantum systems to
industry and thus, acquisition of industrial support and interest for developing and providing
quantum systems.

Quoting a recent article by David DiVicenzo in "Science" (7 october 2011), "during the past decade, a
wide array of physical systems - atoms, semiconductors, and superconductors - have been used in
experiments to create the basic components of quantum-information processing. Precision control
over elementary quantum two-state systems (qubits) is now well advanced, and it is now possible to
ask how a complete, functioning quantum computer with many qubits would really work. Although
the physical qubits used are still extremely different, it is now time to attack device-independent
questions of system functionality."

4.2.1 Trapped ions

A. Physical approach and perspective

lon trap quantum computation is based on schemes devised by Cirac and Zoller [1]. A quantum
register is provided by strings of ions, each representing a physical qubit. The system satisfies in
principle all DiVincenzo criteria and most of the criteria have been experimentally demonstrated.
While the originally proposed system is scalable in principle, practical scalability requires additional
techniques such as interconnecting via photons (flying qubits) or moving one or more ions to operate
as a messenger for quantum information. A more comprehensive summary of ion trap QIP is
contained in the US QIST roadmap [2]. Another related approach is to use electrons confined in a
scalable system composed by an array of Penning traps. This scheme was devised by Ciaramicoli et
al [3]. Although not yet experimentally implemented, it conceivably satisfies all the DiVincenzo
criteria as well.
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Currently, experimental ion trap QIP is pursued by about 20 groups worldwide, 12 of which are
located in Europe [R. Blatt (Innsbruck, AT), T. Coudreau (Paris,F), M. Drewsen (Aarhus, DK), J. Eschner
(Saarbrucken, DE), P. Gill (Teddington, UK), W. Hensinger (Sussex), W. Lange (Sussex, UK), T. Schatz
(MPQ, DE), F. Schmidt-Kaler (Mainz, DE), D. Segal (London, UK), A. Steane (Oxford, UK), Ch.
Wunderlich (Siegen, DE). Experiments with trapped electrons are currently being set up only in
Europe by the groups of G. Werth (Mainz, DE) and F. Schmidt-Kaler (Mainz, DE).

On the theory side there is J.I. Cirac (MPQ Garching, DE), K. Molmer (Aarhus, DK), M. Plenio (Ulm, DE),
E. Solano (Bilbao,ES) and P. Zoller (Innsbruck, AT); for trapped electrons P. Tombesi (Camerino, IT).

B. State of the art

With trapped ions, qubits are implemented using either two levels out of the Zeeman- or hyperfine
manifold or employing a forbidden optical transition of alkaline earth, or alkaline earth-like ions. The
DiVincenzo criteria are currently met as follows:

1. Strings of up to eight trapped ions are routinely loaded to a linear trap, in a configuration
suitable to implement small quantum algorithms.

2. lon strings can be cooled to the ground state of the trapping potential, and thus are prepared
for implementing entangling gate operations coupling the qubits via joint motional modes of
the ion strings (Cirac-Zoller scheme or geometric gates). Using various techniques of
individual ion manipulation, the register can be initialized to arbitrary internal and external
states.

3. Qubit decay times for individual hyperfine qubits of more than 10 minutes have been
observed, however, this requires magnetic-field “insensitive” transitions. For optical
transitions, decoherence is limited by spontaneous decay which, however, is orders of
magnitudes slower than a single gate operation. Long-lived quantum memory (T > 1s) using
magnetic field independent qubit levels and decoherence-free subspaces have been
demonstrated. Also, an entangling gate for logical qubits has been demonstrated where each
logical qubit was composed of two ion-qubits.

4. Individual ion manipulation (pulsed Rabi oscillations), as well as two-qubit gate operations
(Cirac-Zoller gate, geometric phase gate, entangling gate) have been demonstrated with
entangling fidelities of up to 99%. Multi-particle entangled states using 3-8-ion GHZ-states
and 3-8-ion W-state have been also achieved.

5. State-sensitive light scattering (observation of quantum jumps) is routinely used with trapped
ions and detection efficiencies of up 99.99% have been reported.

6. For converting stationary (ion) qubits into flying (photon) qubits, the techniques of cavity
quantum electrodynamics (CQED) are used and several experiments are currently under
way, no results are available at this time. Faithful transmission of photonic qubits between
two quantum computer nodes was theoretically shown to be feasible, and single ions were
entangled with single photons, allowing two remote ions to be entangled by Bell
measurement on the photons and swapping. Over short distances, and for the transfer of
quantum information within a quantum processor, ions can be moved and/or teleportation
protocols within the ion register may be used.

7. Several demonstrations of small quantum algorithms or simulations have been implemented
(with five qubits), to demonstrate e.g. the dissipative preparation of entangled states, the
simulation of coherent many-body spin interactions, and the quantum non-demolition
measurement of multi-qubit observables.

8. The controlled motion of the ions within large traps has made significant progress, e.g. by
achieving fast transport of ions in a segmented microstructured Paul trap, or by conducting
randomized benchmarking of qubits and operations by using transported, sympathetically
cooled ions in a scalable multizone Paul trap.

C. Strengths and weaknesses
At present, ion trap QIP provides most of the requirements for first-generation quantum computation

experiments. In particular, the long coherence times of the ionic two-level systems provide a robust
quantum memory. Moreover, the near-unity state detection and the availability and operability of a
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universal set of gate operations make it already a test-bed for small-scale quantum computation.
Furthermore, techniques to build large-scale ion trap quantum computers were outlined and their
function was shown in first steps.

On the downside, motional decoherence by stochastically fluctuating fields (originating from trap
electrodes) is not completely understood and must be reduced. Spontaneous emission must be
avoided by all means; therefore decoherence-free subspaces need to be explored. Current technical
constraints, such as the availability of laser sources, their respective stability and purity as well as
fast optical detection and switching, need to be improved.

However, aside from the technical difficulties of scaling ion trap QIP up to larger devices, there is no
fundamental problem in sight.

D. Short-term goals (3-5 years)

e Improve coherence of qubits by using magnetic field “insensitive” transitions, or
decoherence free subspaces (for optical qubits);

Reduce trap size and thus increase speed of operations;

Identify and reduce sources of motional decoherence (needed for smaller traps);
Implement error correction with 3 and 5 qubits, correct for phase and spin flip errors;
Develop an “ion chip” as the basic building block for scaling ion trap QIP;

Improve laser intensity and phase stability to reach fault-tolerant limits;

Realize a “logical” qubit including error correction, i.e. encode a stable logical qubitin 5
physical qubits (“keeping a logical qubit alive”);

Improve the interfacing between stationary and flying qubits;

e Demonstrate more quantum algorithms;

 |dentify an optimal ion.

E. Long-term goals (10 years and beyond)

Develop ion chips with integrated optics and electronics;

Operations with several L-qubits;

Fault-tolerant operations with multiple qubits;

Show the feasibility of fault-tolerant quantum processors with trapped electrons.

E. Key references

[1]1].1. Cirac and P. Zoller, “Quantum computation with cold trapped ions”, Phys. Rev. Lett. 74, 4091
(1995)

[2] D. Wineland, “lon trap approaches to quantum information processing and quantum computing”,
in ‘A Quantum Information Science and Technology Roadmap, Part 1: Quantum Computation’,
Version 2.0, section 6.2 and references therein; available from http://qist.lanl.gov

[3] G. Ciaramicoli, I. Marzoli and P. Tombesi “Scalable Quantum Processor with Trapped Electrons”,
Phys. Rev. Lett. 91, 017901(2003).

4.2.2 Neutral atoms, molecules and cavity QED

A. Physical approach and perspective

Neutral atoms and molecules provide a promising test bed for the development of scalable general
purpose quantum processors, and for quantum simulators as special purpose quantum computers
involving a very large number of qubits. As in the case of ions, qubits can be represented by
long-lived internal atomic and molecular states in electronic ground states (hyperfine levels,
rotational states), or in metastable excited electronic states, which can be manipulated by optical
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and microwave fields. The unique promises of neutral atom quantum computing rest in particular on
the well developed cooling and trapping techniques, as exemplified by laser cooling, realization of
Bose Einstein condensates and quantum degenerate Fermi gases, in combination with optical,
magnetic and electric traps, realized in free space or in cavities or on atom chips. Such techniques
provide an ideal starting point to build and prepare large scale quantum registers with high fidelity.
At present these trapping and cooling techniques are being extended to molecules, including, for
example, electric on-chip traps for polar molecules. The scenarios of quantum computing with
neutral atoms are directly linked to the development of specific trapping techniques. First, traps can
be developed allowing the independent manipulation of the centre-of-mass degrees of freedom of
individual atoms and molecules, including the addressing of single qubits, which is a necessary
requirement for general purpose quantum computing; and massively parallel, identical
manipulations of large number of qubits, as realized for example in optical lattices, are relevant in
the context of quantum simulators of translation invariant condensed matter systems.

Entanglement of neutral atom or molecule qubits is based on the following physical mechanisms

e Controlled qubit-dependent two-particle interactions, as for example in cold coherent
collisions, cavity-assisted collisions, or dipole-dipole interactions between highly excited
atomic states (Rydberg states); this kind of approach essentially provide deterministic
entanglement and quantum gates;

¢ Entanglement between distant qubits generated via photon exchange, which plays the role of
a quantum data bus; this approach is most often related to the idea of entanglement
swapping, and it is usually probabilistic: a measurement must be successful for the entangled
state to be generated.

Both scenarios can be played either in free space, or by using cavity QED techniques, where the
atomic or molecular qubit is strongly coupled to a high-Q cavity. This can be done in the optical
domain by coupling to an electronic excitation, or in the microwave regime for a transition between
Rydberg states or rotational states of a polar molecule. Two-qubit gates between distant qubits can
be achieved via photon exchange as quantum data bus, in close formal analogy to the phonon data
bus of collective oscillation modes in trapped ions. These cavity QED setups also provide a natural
interface to quantum communication with photons.

Atoms and molecules can be stored in optical lattices, corresponding to an array of microtraps
generated by counterpropagating laser fields. The dynamics of cold atoms loaded into optical lattices
can be described by a Hubbard model, with atoms hopping between lattice sites, and interacting via
collisions. Thus cold atoms in optical lattices provide a direct way to simulating condensed matter
systems with a large number of bosons or fermions. In addition, loading an optical lattice from an
atomic Bose Einstein condensate provides via the superfluid-Mott insulator transition the preparation
of a Mott phase with exactly one atom per lattice site, and thus the preparation of a very large
number of atomic qubits. These atoms can be entangled in parallel operations with qubit-dependent
controllable 2-particle interactions, provided, for example, by coherent collisional interactions in
combination with movable qubit (spin) dependent optical lattices. This provides the basis for a digital
quantum simulator, for example of a spin lattice system, where the time evolution generated by the
Hamiltonian is decomposed into a series of single and two-qubit gates performed in parallel on all
qubits (spins).

A major recent development is the possibility to image and (at least partially) address individual
atoms in optical lattices. When coupled to atom-atom interactions using either cold collisions or
Rydberg dipole-dipole interactions, this opens the way to performing nearly individual measurements
on large arrays of entangled atoms, which would be a crucial steps towards quantum simulators and
even quantum computers.

For single atoms strongly coupled to an optical cavity, single photons for the purpose of exchanging
quantum information between remote locations can be generated on demand and with high
quantum efficiency. Protocols for generating a stream of photons with entanglement mediated and
controlled by a single intracavity atom have been proposed. In addition to these deterministic
mechanisms for entanglement, probabilistic protocols can be developed which are based on free
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space atoms emitting photons where entanglement is achieved by appropriate photon detection.

Currently, quantum computing with neutral atoms is investigated experimentally in several dozen
laboratories worldwide, with half of them located in Europe. The European groups working with a
controllable number of atoms include I. Bloch (Munich, DE), T. Esslinger (Zurich, CH), P. Grangier
(Palaiseau, FR), S. Haroche (Paris, FR), D. Meschede (Bonn, DE), G. Rempe (Garching, DE), and H.
Weinfurter (Munich, DE). Related experiments, sometimes done in an AMO context broader than QIP
only, are also performed by W. Ertmer (Hannover, DE), E. Hinds (London, UK), J. Reichel (Paris, FR),
and J. Schmiedmayer (Vienna, AT). The experimental program is strongly supported by
implementation-oriented theory groups like H. Briegel (Innsbruck, AT), K. Burnett (Oxford, UK), J. I.
Cirac (Garching, DE), A. Ekert (Cambridge, UK), P. L. Knight (London, UK), M. Lewenstein (Barcelona,
ES), K. Mglmer (Aarhus, DK), M. B. Plenio (London, UK), W. Schleich (Ulm, DE), P. Tombesi (Camerino,
IT), R. Werner (Braunschweig, DE), M. Wilkens (Potsdam, DE), & P. Zoller (Innsbruck, AT). In fact,
European theory groups have played a crucial role in the development of QIPC science from the very
beginning. The close collaboration between experiment and theory in Europe is unique, largely
thanks to the support provided by the European Union.

B. State of the art

I. Quantum memories: The strength of using neutral atoms for QIPC is their relative insensitivity
against environmental perturbations. Their weakness comes from the fact that only shallow trapping
potentials are available. This disadvantage is compensated by cooling the atoms to very low
temperatures. So far, several different experimental techniques for trapping and manipulating
neutral atoms have been developed:

Optical tweezers and arrays of optical traps allow for the preparation of a well-defined quantum
state of atomic motion, as can be achieved by either cooling single atoms into the ground state of
the trapping potential, or by loading a Bose-Einstein condensate into an optical lattice. Given recent
developments, both approaches have the potential for individual atom manipulations, and for
massive parallelism, with many pairs of atoms colliding at once. The landmark results attained are:

¢ Single atoms were trapped with a large aperture lens, thus providing a three-dimensional
sub-wavelength confinement.

¢ Single atoms were also loaded into the antinodes of a one-dimensional standing wave, and
excited into a quantum superposition of internal states.

e This superposition was preserved under transportation of the atoms; coherent write and read
operations on individual qubits were performed.

¢ A small number of atoms were loaded into a two-dimensional array of movable dipole traps
made with a microlens array.

e Single atoms were loaded into the antinodes of a three-dimensional optical lattice, by
starting from a Bose-Einstein condensate and using a Mott transition.

e Various imaging techniques (using large aperture lenses, or even electron beams) were
developed to see individual sites and even individual atoms in planar (two-dimensional)
optical lattices.

Atom chips: The ability to magnetically trap and cool atoms close to a surface of a micro-fabricated
substrate (for example using micro-magnetic potential wells produced by micron-sized current
carrying wires or microscopic permanent magnets) has led to an explosive development of atom
chips in the past few years. Such devices are very promising building blocks for guantum logic gates
due to their small size, intrinsic robustness, strong confinement, and potential scalability. The main
accomplishments they have attained include:

e Cooling of atoms to quantum degeneracy (Bose-Einstein condensation);
e Transport of an ensemble of atoms using a magnetic conveyor belt;

¢ Very long coherence times by using appropriate qubit states;

e Multilayer atom chips with sub-pum resolution and smooth magnetic potentials;

¢ On-chip single-qubit rotation via two-photon transitions on hyperfine qubits. Single-atom
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detection using various techniques, including Fabry-Perot cavities;
¢ Advanced atom interferometry techniques using BEC on chips.

Traps for polar molecules at the individual level have recently been proposed, based on
microwave or electric fields, and are the subject of growing experimental investigation. On the
experimental side,

* Cold polar molecules at millikelvin temperatures have been produced by several different
techniques, including deceleration of supersonic molecules, filtering of slow molecules from a
thermal ensemble, Helium buffer gas cooling in a cryogenic environment, and more recently
by direct photoassociation;

¢ Ensembles of cold polar molecules have been stored in magnetic or electric bottles.

Techniques using atomic ensembles either in vapour cells, optical traps, or cryo-cooled
rare-earth doped crystals. These methods are extensively discussed under the "Quantum
communications" heading, and we refer the reader to sections 4.1.3, 4.1.4, 4.1.5 for details. We note
that studies related to quantum repeaters, involving both quantum memories and some data
processing, are currently establishing a strong bridge between quantum communications and
quantum computing, under the general goal of achieving efficient quantum information processing.

Il. Entangling gates: a variety of schemes have been proposed theoretically, based on interatomic
interactions which may be either direct (for instance collisional, possibly enhanced by Feshbach
resonances, or between dipoles of Rydberg excited atoms) or mediated by a quantum data bus, i.e.
a different degree of freedom (for instance photons, freely propagating or within a high-finesse
cavity mode).

Optical tweezers and arrays of optical traps are ideal to perform collisional gates, which require
the preparation of a well-defined quantum state of atomic motion. With optical lattices, highly
parallelized quantum gates were implemented by state-selectively moving the atoms, and making
them interact using cold collisions. This landmark experiment has pioneered a new route towards
large-scale massive entanglement and quantum simulators with neutral atoms. With single atoms in
optical tweezers, a series of experiments in 2009-2010 were able to obtain fast atom-atom
entanglement and quantum gates using the Rydberg blockade mechanism, as initially proposed in
2000. This scheme is very promising for neutral atoms, because it is very fast (sub-microsecond),
does not require to move the atoms, and is relatively insensitive to the thermal motion of the
trapped atoms.

Cavity QED, possibly in combination with optical dipole traps, is a very promising technique for
realizing an interface between different carriers of quantum information, implemented either with
free-space atoms emitting photons in a random direction (probabilistic approach), or with atoms in
high-finesse cavities where the strong atom-photon coupling guarantees full control over photon
emission and absorption (deterministic approach). The latter approach can be realized both with
Rydberg atoms in microwave cavities as well as with ground-state atoms in optical cavities. If each
atom resides in its own cavity, the scheme guarantees addressability and scalability in a unique way.
As quantum information is exchanged via flying photons, the individual qubits of the quantum
register can easily be separated by a large distance. The photon-based scheme is therefore ideal to
build a distributed quantum network. The main achievements in this sector include:

e Probabilistic approach in free space:
o A single trapped atom has been entangled with a single photon;
o Two-photon interference effects of the Hong-Ou-Mandel type between single photons
emitted by separate atoms have been observed.

e Deterministic approach using microwave cavities: Circular Rydberg atoms and
superconducting cavities are proven tools for fundamental tests of quantum mechanics and
quantum logic.

o Complex entanglement manipulations on individually addressed qubits with long
coherence times have been realized, including quantum gates;
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o New tools for monitoring the decoherence of mesoscopic quantum superpositions
have been developed.

e Deterministic approach with optical cavities:

o The strong atom-photon coupling has been employed to realize a quasi-deterministic
source of flying single photons, a first step towards a true quantum-classical
interface;

o With single photons, two-photon interference effects of the Hong-Ou-Mandel type
have been observed. These experiments demonstrate that photons emitted from an
atom-cavity system show coherence properties well suited for quantum networking;

o Single atoms were optically trapped inside a cavity for such a long time that
experiments can be performed with just one single atom, and cooling techniques
avoiding spontaneous emission were successfully implemented;

o Single individually addressable atoms were deterministically transported in and out of
a cavity by means of an optical conveyor belt.

C. Present challenges

The technology needed to perform single-atom experiments is relatively new (less than 10 years),
but it has done very significant progress recently. In particular, neutral-atom systems have now
demonstrated two-qubit operations using Rydberg blockade.

Optical tweezers and arrays of optical traps are most advanced in manipulating individual
neutral-atom qubits.

¢ In optical tweezers and small-scale dipole trap arrays, following the successful
implementation of two-qubit entangling quantum gates, the main challenge is to increase the
size of the quantum register to more than 2 atoms;

e |In optical lattices, addressability of individual qubit of the closely spaced register has been
achieved, opening many exciting perspectives, e.g. towards quantum simulators, which are
now developing very quickly;

¢ In both scenarios, the Rydberg blockade approach seems very promising due to its high
speed and robustness with respect to atomic motion. However, a lot remain to be done to
improve the gates fidelity.

Atom chips: experiments with atom chips are still facing a large number of challenges for
implementing QIPC, but a lot of progress has been made.

e Coherent manipulations of Bose-Einstein condensates with state-dependent microwave
potentials on an atom chip have been achieved, and a collisional quantum phase gate on an
atom chip seems within reach;

e The full demonstration of the potential provided by atom chips requires the realization of
large-scale integration, e.g., with several 10 qubits;

¢ Potential roughness very close (um) to micro-fabricated structures is of concern for qubit
storage and transport. For current-carrying structures the problem can be solved by the
design and fabrication methods as developed recently, but micro-structures with fewer
defects might be needed for permanent magnets;

¢ Merging atom-chip technology and cavity QED is promising. High-finesse miniature optical or
microwave cavities can be coupled to ground state or Rydberg atoms trapped on a chip.
Coherence preserving trap architectures are an important first step towards a fully scalable
architecture.

Polar molecules: Research with polar molecules has just started and, hence, is still facing a large

number of experimental challenges. Some of these are:

¢ As laser cooling methods developed for atoms fail for molecules, new cooling techniques
need to be developed to reach the ultracold regime;
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¢ The number of molecules and their density needs to be increased before collisions can be
observed in electric trapping experiments;

e Efficient molecule detection techniques must be developed in particular for experiments
involving only single or a few molecules.

Cavity QED: The main difficulty in implementing QIPC protocols in present demonstration
experiments is the enormous technological complexity required to obtain full control over both
atoms and photons at the single-particle level.

e The probabilistic approach suffers from the low efficiency of photon generation and
detection, and the large solid angle of photon emission for a free-space atom.

¢ The deterministic approach employing microwave cavities has intracavity-photon generation
and absorption efficiencies close to 100%, and the implementation of simple algorithms is in
view.

o One of the main challenges is scalability. The preparation of a non-local entangled
and possibly mesoscopic quantum state shared between two remote cavities is a
major task.

o Another challenge is the realization of quantum feedback or error correction schemes
to preserve the quantum coherence of the field stored in a cavity with a finite quality
factor.

* The deterministic approach utilizing optical cavities has led to photon-emission efficiencies of
up to about 30%. Challenges are:

o To entangle in a deterministic manner a single atom with a single photon, and to
teleport the quantum states between distant photon-emitting and photon-receiving
atoms;

o In order to integrate individual quantum-network nodes into a scalable
quantum-computing network, a set of individually addressable atoms located in
different cavities must be implemented;

o Moreover, single-photon quantum repeaters which are necessary to communicate
quantum information over large distances need to be developed.;

o Ultimately, the gate speed should be increased by installing a few-wavelength long
cavity. The combination of such a micro-cavity with presently available trapping and
cooling techniques is a challenge.

In the microwave domain, a method of deterministically transporting single atoms in and out of a
cavity, for example by means of an optical conveyor belt, is needed to address the individual atoms
of a stationary quantum register.

A major challenge for theory is to characterize and optimize the suitability of each of the available
and proposed experimental systems as platforms for general-purpose quantum computing or rather
for quantum simulation.

In this direction, quantum simulations are making steady progress, especially in relation with the
paradigmatic problems of strongly interacting bosons or fermions. For instance, it has been possible
to cross-validate a new theoretical approach by using precision experiments on ultracold atoms, or
to propose methods to synthesize gauge fields with cold-atom systems. Various types of interaction
blockades (i.e. when strong interactions in a confined, few-body system prevent a particle from
occupying an otherwise accessible quantum state) are also actively explored, both theoretically and
experimentally.

D. Key references

A tutorial review on QIPC with atoms, ions and photons can be found in, e.g.:

[1] C. Monroe, ““Quantum Information Processing with Atoms and Photons’’, Nature 416, 238-246
(2002)

[2]).1. Cirac and P. Zoller, ““New Frontiers in Quantum Information with Atoms and lons’’, Physics
Today 38-44 (March 2004)
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Useful reviews on the physics in either many-body systems and Rydberg atoms, and their
applications to QIP, can be found in, e.g.:

[3] Immanuel Bloch, Jean Dalibard, Wilhelm Zwerger, “Many-Body Physics with Ultracold Gases”,
Rev. Mod. Phys. 80, 885 (2008)

[4] M. Saffman, T. G. Walker, and K. Mglmer, “Quantum information with Rydberg atoms”, Rev. Mod.
Phys. 82, 2313 (2010).

4.2.3 Superconducting circuits

A. Physical approach and perspective

Quantum computation with superconducting Josephson junction (JJ) based circuits exploits the
intrinsic coherence of the superconducting state, into which all electrons are condensed. The
systems form effective two(multi)-level artifical atoms where quantum information is stored in
different degrees of freedom: charge, flux or phase. The "old" distinction in terms of charge, flux,
and phase qubits is however a bit outdated: all JJ-qubits are now closer to the phase regime than to
the charge regime in order to defeat charge noise and achieve long coherence times. Systems are
fabricated with thin film technology and operated at temperatures below 100 mK. Measurements are
performed with integrated on-chip detectors. Coupling between qubits can be made strong,
especially using microwave resonators and cavities - circuit/cavity quantum electrodynamics (cQED).
This also provides opportunities for coupling widely different types of qubits in hybrid devices,
inluding atoms, ions and impurity spins in quantum dots, crystals, and microtraps. The state of the
art is described in [1-5], including comprehensive technical accounts in [4,5].

About 30 groups work on superconducting quantum bits in Europe, Japan, China and the USA.
European experimental groups: Saclay, France (D. Esteve, D. Vion, P. Bertet); Delft, The Netherlands
(J. Mooij, C.P.J.M. Harmans); Chalmers, Sweden (P. Delsing, C. Wilson); ETH ZUrich, Switzerland (A.
Wallraff); PTB, Germany (A. Zorin); Jena, Germany (E. llichev); KIT Karlsruhe, Germany (A. Ustinov);
Grenoble, France (0. Buisson); HUT, Helsinki, Finland (S. Paraoanu); TUM Munich (R. Gross); and
others. European theory groups: KIT Karlsruhe , Germany (G. Schén, A. Shnirman); SNS Pisa, Italy (R.
Fazio); LMU Munich (F. Marquardt); Chalmers, Sweden (V. Shumeiko, G. Johansson, G. Wendin);
Catania, Italy (G. Falci, E. Paladino); Basel, Switzerland (C. Bruder); Grenoble, France (F. Hekking);
Toulouse, France (D. Shepelyansky); Bilbao, Spain (E. Solano, J. Siewert); and others.

B. State of the art

Referring to the seven DiVincenzo criteria [6], the state of the art for QIP with JJ-qubits can be
described as follows:

1. Qubits: systems with 2-4 qubits (charge, flux and phase) have been fabricated and
investigated. Recent hybrid JJ-qubits (transmon [7,8], fluxonium [9]) are showing great
promise due to lower sensitivity to noise.

2. Initialization: this proceeds via relaxation into the ground state on a timescale of
microseconds.

3. Universal gate operations: high fidelity single qubit operations are performed with microwave
and DC pulses. Two qubit gate operations and entangling gates with moderate-to-good
fidelity have been achived for all major types of qubits (transmon [8], flux [10], phase [11]).
Violation of a Bell inequality has been demonstrated with phase qubits [12].

4. Readout: a variety of qubit readout schemes is available, including single-shot switching
[10-12] and dispersive [13,14] readout. QND measurement has been demonstrated with
dispersive readout methods [13,14]. Low cross-correlation, simultaneous individual readout
of two coupled qubits has been achieved for phase [12] and flux [13] qubits.

5. Long coherence times: coherence times of 1-10 microseconds have been observed in
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transmon and flux qubits, and of about 200 ns in phase qubits [5]. The shortest time needed
for basic 1- and 2-qubit quantum operation is a few nanoseconds.

6. Quantum interfaces for qubit interconversion: there are currently several demonstrations of
coherent transfer between JJ-qubits and microwave resonators (both lumped circuits and
microwave cavities) (see [1-141]), including systematic population of a harmonic oscillator
with 0-10 photons in pure Fock states and in arbitrary superpositions [15]. Of great interest
for microwave engineering is the development of rapidly tunable microwave resonators [16].

7. Quantum interfaces to flying qubits for optical communication: research is at an embryonic
stage, and there are so far no experimental investigations.

It should be emphasized that spectacular progress has been accomplished during the last few years
(2010-2012) by Josephson qubit quantum processors. Without quoting all articles, a
nine-quantum-element solid-state quantum processor has been implemented, and used to run a
three-qubit compiled version of Shor's algorithm to factor the number 15, and successfully find the
prime factors 48% of the time. A Toffoli gate has been implemented with three superconducting
transmon qubits coupled to a microwave resonator, with a fidelity of 68.5%. A "quantum machine"
has been demonstrated, with seven quantum elements: two superconducting qubits coupled through
a quantum bus, two quantum memories, and two zeroing registers. This machine has been used to
implement quantum Fourier transform, with 66% process fidelity, and the 3-qubit Toffoli-class OR
phase gate, with 98\% phase fidelity. Other experiments involve the deterministic production of
3-qubit GHZ states with fidelity 88%, and a QND detection scheme that measures the number of
photons inside a high-quality-factor microwave cavity on a chip.

Though this topic remains controversial, it may be time to quote also the Canadian company
D-Wave, which has built devices of increasing scale based on inductively coupled superconducting
flux qubits. Several recent experiments report interesting physics in this device, providing evidence
of macroscopic tunneling [17] and quantum annealing [18] in cells of 8 qubits and over timescales
that far exceed the individual qubit coherence time. More studies are needed to understand the
capabilities of these devices as optimization processors.

C. Strengths and weaknesses

Strengths:

¢ High potential for scalable integrated technology;

e Strong coupling between qubits using microwave resonators and cavities;

¢ Flexible opportunities with different types of superconducting qubits;

e Mature background technology, 20 years of experience;

e Long history of pushing the limits of measurement towards quantum limits;

e Great potential for providing a platform for large scale integration of solid-state qubits and
QIP devices;

e Driver of applications in solid-state quantum engineering;

* Low-temperature or superconducting technologies necessary for integration with solid state
microtraps for hybrid systems with atom and ions, or cold atoms and molecules;

¢ Great potential for meeting the challenge of developing microwave-optical interfaces;

Weaknesses:

¢ Qubits manufactured, not natural, and therefore sensitive to imperfections;

e Coherence times presently limited by defects in tunnel barriers and substrates to the 1-10
microsecond range;

e Coherence times seem to be limited by relaxation. Ulltimate limits of achievable relaxation
times not known;

D. Short-term goals (3-5 years)
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¢ Realize high-fidelity universal two-qubit gates in the most promising types of qubits;
Realize non-destructive, high-fidelity single shot readout of individual qubits in multi-qubit
circuits;

Improve fidelity of operation and readout;

Investigate and eliminate main sources of decoherence;

Develop junctions with lower 1/f noise;

Realize fully controllable three-qubit clusters within a generally scalable architecture;
Develop switchable coupling with large on/off ratio between qubits;

Realize systems of multiple qubits of different types coupled through common harmonic
oscillator buses - solid-state cavity QED;

Demonstrate teleportation and qubit coding for quantum error correction;

¢ Make first experimental tests of quantum algorithms with 3-5 qubits.

E. Long-term goals (10 years and beyond)

Develop multi-qubit circuits connecting several 5-6 qubit clusters (multi-core circuits);

Improve fidelity to the level needed for large-scale application;

Develop interfaces to microwave and optical transmission lines;

Develop quantum interfaces between qubits with typical microwave frequencies and atoms

with optical transitions;

Develop interfaces for hybrid solutions to long term storage and communication;

¢ Demonstrate elementary quantum error correction, quantum feed-forward (pulse
optimization) and quantum feedback.

¢ Simulation of simple quantum systems.
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4.2.4 Semiconductor quantum dots

A. Physical approach and perspective

I1I-V Semiconductor heterostructures (e.g. GaAs, InP, InAs, etc) form the backbone of today’s
opto-electronics combining ultrafast electronics (e.g. HEMT), low-power optics together with the
conversion between electronics and optics. The industrial development of this material class has also
been fruitfully utilized in the field of QIPC. Employing nanofabrication and/or self-assembling
techniques, quantum dots have been defined that can be addressed electrically and/or optically.
Each quantum dot contains one electron, the spin of which serves as the qubit (earlier quantum dot
work on electron charge qubits and on excitonic qubits has been phased out, because of the short
coherence times). The emerging field of quantum opto-electronics can provide an interface between
solid state qubits and single-photon quantum optics.

Currently, quantum dot (QD) spin based quantum information processing (QIP) is pursued by ~20
groups worldwide, 11 of which are located in Europe [L. Kouwenhoven (Delft, NL), L. Vandersypen
(Delft, NL), K. Ensslin (ETH-Zurich, CH), J. Finley (TU-Munich, DE), M. Bayer (Dortmund, DE), M.
Atature (Cambridge, UK), D. Zumbuhl (Basel, CH) R. Warburton (Basel, CH) and A. Imamoglu
(ETH-Zurich, CH)], as well as G. Burkard (Konstanz, DE), D. Loss (Basel, CH) and Y. Nazarov (Delft,
NL) on the theory side.

B. State of the art

Two main technologies are used to form quantum dots, self-assembly and nanofabrication.
Self-assembled quantum dots are controlled and detected mostly by optical means; lithographically
defined quantum dots are controlled and detected electrically. Despite these differences, much of
the underlying physics is the same in these two systems. The state-of-the art is as follows:

Lithographically defined quantum dots

e Quantum dot circuits with up to three quantum dots have been controllably loaded with
electrons;

¢ Single-shot read-out of a single spin state was demonstrated;

* Single-spin coherent rotations have been demonstrated both using magnetic and using
electrical driving;

e Coherent exchange of two spins in a double quantum has been demonstrated;

e Relaxation times (T1) from milliseconds to one second have been observed, and the
relaxation mechanism has been established;

e Spin coherence times of ~1 microsecond have been measured, and the main decoherence
mechanism has been established;

e Partial control of the nuclear spin environment (the main source of decoherence) has been
achieved.

Self-assembled quantum dots
» High fidelity initialization of an electron spin was achieved using optical pumping;

* Single spin measurement using Faraday roation has been demonstrated;
¢ Long electron spin lifetime has been measured;
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¢ Quantum nature of light generated by a strongly coupled quantum dot cavity system has
been demonstrated;

e Optical pumping of a single hole and coherent population trapping have been demonstrated;

e Coherent rotation of a single spin has been achieved;

e Photon blockade in a quantum dot cavity system has been demonstrated;

e Optically controlled exchange interaction between two quantum dots has been realized;

e Partial control of nuclear spin environment has been achieved.

C. Short-term goals (3-5 years)

¢ Integrate electrically controlled single-qubit gates, two-qubit gates and single-shot read-out
into a single device;

e Demonstrate optically controlled single- and two-qubit gates;

e Realize coupling between spins on a chip, via striplines or on-chip cavities;

¢ Interconvert between single electron spins and single-photon polarization (standing qubit to
flying qubit conversion);

e Make control of the otherwise random nuclear Overhauser field routine, in order to extend
the dephasing times;

e Extend system size from two qubits to three;

e Implement simple quantum algorithms, error correction protocols, etc.;

* Explore and compare alternative semiconductor materials for quantum dots.

D. Long-term goals (10 years and beyond)

e Develop multi-qubit circuits in a scalable architecture;
e Improve fidelity to the level needed for fault tolerance;
¢ Demonstrate a quantum repeater (photon to spin to photon conversion).

E. Key references
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4.2.5 Linear Optics

A. Physical approach and perspective

Optical quantum computing (OQC) exploits measurement-based quantum computing schemes with
photons as physical qubits. The interaction between separate photonic qubits is induced by
measurement, as opposed to a direct interaction via nonlinear media. The two main physical
architectures for OQC are based on proposals by Knill, Laflamme and Milburn [1], the KLM
architecture, and by Raussendorf and Briegel [2], the one-way quantum computer with cluster
states.

KLM allows universal and scalable OQC using only single photons, linear optics and measurement.
KLM's seminal work is based on the important findings of Gottesman, Chuang and Nielsen
concerning the role of teleportation for universal quantum computing. The physical resources for
universal (optical) quantum computation in the KLM scheme are multi-particle entangled states and
(entangling) multi-particle projective measurements.
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Cluster-state quantum computing has become an exciting alternative to existing proposals for
quantum computing, and a linear-optics approach is one possible implementation. It consists of a
highly entangled multi-particle state called a cluster state, combined with single-qubit
measurements and feedforward. These constituents are sufficient to implement scalable, universal
quantum computation. Different algorithms only require different “patterns” of single-qubit
operations on a sufficiently large cluster state. Since only single-particle projections, together with
the ability to construct the initial highly entangled cluster state, are needed to operate such a
one-way quantum computer, the cluster-state approach might offer significant technological
advantages over existing schemes for quantum computing: this includes reduced overall complexity
and relaxed physical demands on the measurement process (as compared to sensitive multi-particle
projections) as well as a more efficient use of physical resources.

Currently, the linear optics approach to quantum computation is pursued by the following European
groups: K. Banaszek (Torun, PL) , M. Bourennane (Stockholm, SE), F. DeMartini (Rome, IT), N. Gisin
(Geneva, CH), P. Grangier (Orsay, FR), A. Karlsson (Stockholm, SE), P. Mataloni (Rome, IT), J.
OBrien(Bristol,UK), J. Pan (Heidelberg,DE), J. Rarity (Bristol, UK), A. Shields (Cambridge, UK), I.
Walmsley (Oxford, UK), H. Weinfurter (Munich, DE), and A. Zeilinger (Vienna, AT).

B. State of the art

Important key elements for linear-optics quantum computation, namely the generation of entangled
states, quantum state teleportation and entanglement swapping have already been realized early in
the field (e.qg. teleportation in 1997 and entanglement swapping in 1998). The latest developments
include:

e The generation of entangled states of up to 6 photons [3] and 10 qubits [4] by utilizing more
degrees of freedom per qubit;

e Cavity-enhanced source of multi-photon states (see, e.g., [5]);

e The heralded generation of entangled states [6];

e The fast feed-forward technology [7];

e The use of generalized measurements to optimally use finite computational resources [8];

e The demonstration of quantum gates on states that are available “for free” in physical
systems via ground-state cooling [9].

Several practical designs implementing the KLM scheme have been developed. Experimental
methods for the preparation of photonic quantum states that serve as ancillas in the
measurement-based schemes now achieve typical fidelities above 99%. Using post-selected events
based on coincidence detection has allowed for a range of demonstrations of non-deterministic
two-qubit gates: a fully characterized two-photon gate operating with >90% fidelity, four-photon
CNOT gates both with entangled ancilla and with teleportation, a KLM non-linear sign-shift gate and a
three-photon simulation of the entangled-ancilla gate. These gates can be made scalable with
additional resources. Several of these gates have been used in simple applications such as
demonstrations of quantum error correction and Bell measurement for teleportation.

Proposals for the optical implementation of cluster-state quantum computing have been put forward
and are promising significant reductions in physical resources by two orders of magnitude as
compared to the original KLM scheme. Moreover, a variety of modifications have been suggested to
reduce the resource requirements in KLM architectures. The realization of photonic four-qubit cluster
states allowed to demonstrate the feasibility of one-way quantum computing through a universal set
of one- and two-qubit operations, as well as the implementation of Grover’s search algorithm [10].
An essential element of one-way quantum computing is to feed-forward the results of measurements
to sequentially occurring measurements in order to correct naturally occurring errors during the
computation. This has been achieved in a recent experiment using linear optics [7]. Nevertheless,
linear optics, as well as other state-of-the-art techniques of implementing one-way quantum
computing algorithms, are still limited to a finite amount of resources available for computational
algorithms. As long as this limitation exists, it is paramount to optimize the use of existing resources.
For example, it has been shown that the use of generalized measurements can reduce the necessary
resources for a given algorithm significantly [8].
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Experimental demonstrations have been carried out for topological error correction with an
eight-photon cluster state, or of "blind" quantum computing in which the input, computation, and
output all remain unknown to the computer. Several experiments has also been done to explore the
feasibility of optical continuous-variable qubits, based on superposition of coherent states (often
called Schroedinger's cat states"), which have been successfully teleported.

Integration of linear optics technology is an important step towards the practical implementation of
large-scale computational networks. Recent achievements in this direction were to manipulate
single-photon states and multi-photon entanglement directly on-chip [11]. A compiled version of
Shor’s algorithm has been implemented on an integrated wave-guide chip[12], and quantum walks
of correlated particles offer the possibility of studying large-scale quantum interference and quantum
simulation [13].

Enabling technologies for OQC are:

» High-efficiency photon detectors based on superconducting materials. In particular, this is a
prerequisite for high-fidelity multi-qubit measurements (for the KLM scheme) and the reliable
preparation of multi-qubit states (for both the KLM and the cluster state scheme);

» Certifying the fidelity of quantum processes and states. The complexity of tomographically
reconstructing a quantum state increases exponentially with the size of the system. Novel
methods aim at reducing the number of measurements necessary for the characterization of
resource states for quantum information processing;

¢ Development of single-photon and/or entangled-photon sources is required for OQC.
Currently, photon sources combining high-rate and high-quality generation of timed single
photons or entanglement are under intense research. In the meantime, bright, albeit
non-deterministic sources of correlated photons or entangled-photon pairs are critical to
allow for the development and evaluation of circuit technology. Ultra-bright and compact
sources have been developed, in particular, using periodically-poled nonlinear waveguides.

C. Strengths and weaknesses

One of the main advantages of photonic implementations of quantum computing are low
decoherence (due to the photon’s weak coupling to the environment), fast processing, compatibility
to fiber optics and integrated optics technologies. Another advantage of OQC is that the active feed
forward necessary in the one-way model can be implemented via fast optical switches. With present
technologies this can be done in less than 100 nanoseconds (in the future probably down to 10
nanoseconds) [7]. Optical quantum systems are also very promising for realizing either digital
quantum simulators [10], which are based on discrete gate operations, or analog quantum
simulators, where an initial quantum state is prepared and then continuously evolved to the
quantum state of interest. It is the particular advantage of photons that single-qubit operations can
be achieved with almost unity fidelity and that tuneable inter-qubit interactions can be achieved
among arbitrary qubits. Current drawbacks of the OQC approach are low photon-creation rates, low
photon-detection efficiencies, and the difficulties with the intermediate storage of photons in a
quantum memory (see also Section 4.1.3). The low efficiencies quoted above are presently an
important practical limitation to the scalability of optical circuits, in the sense that they exponentially
damp the success probability of most quantum operations.

D. Challenges

The main challenges for fault-tolerant OQC can be summarized as follows:

e Error models for KLM-style OQC have found that error thresholds for gates in order to achieve
fault tolerance are above 1.78%. While this has been achieved for small cluster states [8], it
remains a challenge for more complex systems;

* To further reduce the resources required for OQC and to find the limiting bounds on the
required resources;
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¢ To achieve massive parallelism of qubit processing by investing in source and detector
technologies. Specifically, the development of high-flux sources of single photons and of
entangled photons as well as photon-number resolving detectors will be of great benefit to
achieve this goal;

e To generate high-fidelity, large multi-photon (or, more generally, many-particle) entangled
states. This will be of crucial importance for cluster state quantum computing;

e To find more efficient ways to characterize the quality of states generated for use in various
quantum information-processing protocols;

* The integration of the generation, manipulation and detection of photons on integrated
circuits is a prerequisite for the implementation of scalable OQC architectures. Recent work
has shown tremendous progress towards that goal (see, e.qg., [13]).
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4.2.6 Impurity spins in solids and single molecular
clusters

A. Physical approach and perspective

Storage and processing of information can be carried out using individual atomic and molecular spins
in condensed matter. Systems falling into this category include dopant atoms in semiconductors like
phosphorous or deep donors in silicon or color centers in diamond, nitrogen or phosphorus atoms in
molecules like C60, rare earth ions in dielectric crystals and unpaired electrons at radiation induced
defects or free radicals in molecular crystals. The main attraction of spins in low-temperature solids
is that they can store quantum information for up to several thousand seconds [1] on the other hand
certain spin systems are shielded well enough from their environments such that room temperature
operation seem feasible. Specific systems have been selected based on criteria like: dephasing time,
optical access, single quantum state readout, and nanostructuring capabilities. While most of these
systems are scalable in principle, technical progress in single quantum state readout, addressability
and nanoengineering is necessary.

Another solid basis for quantum information processing, which relies on new molecules engineered

Page 52 of 81



Published on QUROPE (http://qurope.eu)

with features suitable for qubit encoding and entanglement, is provided by Single Molecular Magnets
(SMMs). Current research activity focuses on the control of the coherent spin dynamics in molecular
spin clusters, which implies the control of decoherence mechanisms both at synthetic level and in
terms of modelling. While most of the experiments are currently performed on bulk crystals, the final
goal of manipulating single molecular spins is drawing increasing attention towards the grafting of
molecules at surfaces and the development of techniques for readout.

Research groups engaged in QIP research regarding impurity spins in solids in Europe include A.
Briggs (Oxford, UK), P. Grangier (Orsay, FR), O. Guillot-Noél and P. Goldner (Paris, FR), W. Harneit
(Berlin, DE), S. Kroll (Lund, SE), J.L. LeGouét (Orsay, FR), M. Mehring (Stuttgart, DE), K. Mglmer
(Aarhus, DK), J.F. Roch (Cachan, FR), M. Stoneham (London, UK), D. Suter (Dortmund, DE), J. R.
Hanson (Delft, NL), J. Wrachtrup (Stuttgart, DE). Research groups working on QIP with molecular spin
clusters in Europe include D. Loss (Basel, CH), B. Barbara and W. Wernsdorfer (Grenoble, FR), M.
Affronte and F. Troiani (Modena, IT), D. Gatteschi (Florence, IT), R. E. P. Winpenny and G. Timco
(Manchester, UK).

B. State of the art

Impurity spins: Atomic and molecular spins in solids have received considerable attention as
qubits. Already Kane’s [1] proposal has underlined the basic challenges and opportunities of such
systems in quantum computing. In the meantime a number of related systems like dilute rare earth
ions, color centers, random deep donors in silicon with optically controlled spin and defects in wide
and narrow band gap semiconductors have underlined their potential usefulness in QIP [2]. Most
approaches use electron or nuclear spin degrees of freedom as quantum bits. The specific
advantages of spin systems includes long decoherence times [3] and access to highly advanced
methods for precise manipulation of quantum states. The experimental techniques that have made
liquid state NMR the most successful QIP technique in terms of precise manipulation of quantum
states so far are currently being transferred to solid-state systems. These systems may be able to
overcome the scalability problems that plague liquid state NMR while preserving many of the
advantages of today’s liquid state work.

In detail the following landmark results have been achieved:

¢ Magnetic resonance on single defects detected by charge transport and single spin state
measurements by optical techniques.

¢ Multipartite entanglement on single defect spins as well as mutual coherent coupling
between distant defect spins in diamond.

e Accurate preparation and readout of ensemble qubit states. Arbitrary single-qubit operations
characterised by quantum state tomography with a fidelity >90% in rare earth crystals.

e The preparation of Bell states with electron and nuclear spin ensembles as well as a three
qubit Deutsch-Jozsa algorithm has been achieved.

e A scalable architecture has been developed for N@C60 on Si and decoherence times have
been measured to be up to 1 s.

Single molecular magnets: Quantum dynamics of spins in molecular clusters has been deeply
studied by a number of fundamental works in the last decade. Decoherence and dephasing
mechanisms have been investigated in assemblies: the intrinsic coherence times are expected to be
longer than microseconds (preliminary experiments provide a lower bound of few tens of ns);
similarly, the switching rates for one-qubit and two-qubit gates are estimated to be on the order of
hundreds of picoseconds.

Recent important achievements are:

* Proposals for the implementation of the Grover’s algorithm in high spin SMMs [4], and of
universal solid state quantum devices in antiferromagnetic spin clusters;

¢ Synthesis of specific molecules providing promising test-beds for scalable schemes [5];

¢ Entanglement of states belonging to different molecules inspired both synthesis of new
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molecular dimers and elaboration of specific quantum algorithms that exploit some features
of molecular clusters.

e Spin qubits can be coupled to a superconducting microwave cavity that acts as a "quantum
bus", as it is usually done for superconducting qubits.

e |t has been demonstrated that the nuclear spin of an individual metal atom embedded in a
single-molecule magnet can be read out electronically.

C. Strengths and weaknesses

Impurity spins: The strength of defect center QIP in solids are the long decoherence times of spins
even under ambient conditions and the precise state control. Depending on the system, electrical as
well as optical single spin readout has been shown (fidelity of 80%). Substantial progress in the
nanopositioning of single dopants with respect to control electrodes has been achieved. Weaknesses
are: Electrical and optical readout of spin states has been shown up to now for only a single type of
defect. Nanopositioning of defects is still a major challenge (which has seen dramatic progress for
phosphorus in silicon). However there are schemes, based on deep donors in Si, where
nanopositioning is not needed. Instead the randomness is exploited so as to make maximum use of
spatial and spectral selection to isolate qubits and their interactions. Manipulation and readout is
optical. The situation is similar for rare earth crystals, but in this case a fully scalable scheme still
needs to be developed.

Single molecular magnets: The bottom-up approach used by supra-molecular chemistry offers
simple and relatively cheap processes for the fabrication of quantum nanosized molecules exhibiting
multi-functionality like the switchability of magnetic states with light, resonance at RF-MW radiation,
etc. Moreover, the control on and the sharp definition of eigenstates and eigenvalues in magnetic
molecules provides an extraordinary stimulus for the development of new quantum algorithms and
schemes. In the latter case, the main issue would be to prove that single, isolated molecules behave
not much differently from what is observed in experiments performed on assemblies of molecules.

D. Short-term goals (3-5 years)

Impurity spins: Impurity systems form a bridge for transferring quantum control techniques
between atomic and solid state systems. Close interaction between the atomic physics and solid
state communities is a key ingredient for achieving this.

¢ The mid term perspectives for phosphorus in silicon are the demonstration of single spin
readout and two qubit operations. Major efforts are concentrated in the US and Australia.

e Defects in diamond heads towards generation of coupled defect center arrays and
incorporation into photonic structures. For this advanced nanoimplantation techniques as
well as production of photonic cavities needs to be refined.

e For rare earth crystals short term goals include faster gate operations using pulses developed
by optimal control theory, demonstration of two-qubit gates and the development of single
ion readout capabilities for scaling up to several qubits.

e For the scheme based on deep donors in Si or diamond, short term goals are demonstrations
of all the key steps of fabrication, preparation, readout, and manipulation.

Single molecular magnets: The main goals can be summarized as follows:

e To engineer new molecular clusters for the optimization of the coherent dynamics of spins,
and design, synthesize and characterize controlled molecular linkers between spin clusters;

e To set up experiments for the direct observation of coherent dynamics (for instance Rabi
oscillations, spin echo experiments), and probe, understand and reduce the intrinsic
decoherence mechanisms in specific cluster qubits;

e To develop computational schemes exploiting the features of molecular cluster qubits, and
study different functionalities (f.i. switchability) of molecules useful for specific tasks in
complex architectures of QIP.
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E. Long-term goals (10 years and beyond)

For impurity spins the main long-term challenges are

e Coupling of defects in wide band gap semiconductors to an optical cavity mode. Implantation
of defects with nm accuracy in registry with control electrodes. Optical addressing of single
defects within dense defect arrays;

* For rare earth ions, efforts should be joined with crystal growth research (inorganic
chemistry) to create appropriate materials for larger scale systems. Techniques should also
be developed for entangling remote systems to achieve full scalability;

¢ Few-qubit device could be built on the basis of N@C60 by integrating nanopositioning of
molecules with single-spin readout devices and control electronics;

e Few-qubit (up to perhaps 20 qubit) devices based on deep donors in silicon or silicon-
compatible systems seem possible. Such devices should be linked into larger groups by flying
qubits based largely on technology known from other fields. Achieving higher temperature is
also of importance here.

For single molecular magnets, the long-term challenges can be summarized as follows:

¢ Definition of reliable procedures for preparing, characterising and positioning (arrays of)
molecular spin cluster qubits;
¢ Development of models and experimental methods for efficient read-out.
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4.3 Quantum Information Sciences - Theory

The development of quantum information science (QIS) was initially driven by theoretical work of
scientists working on the boundary between Physics, Computer Science, Mathematics, and
Information Theory. In the early stages of the development of QIS, theoretical work has often been
far ahead of experimental realization of these ideas. At the same time, theory has provided a
number of proposals of how to implement basic ideas and concepts from quantum information in
specific physical systems. These ideas are now forming the basis for successful experimental work in
the laboratory, driving forward the development of tools that will form the basis for all future
technologies which employ, control and manipulate matter and radiation at the quantum level.

Today one can observe a broad and growing spectrum of theoretical activities. Investigations
include, to name just a few examples,

* Novel quantum algorithms;
¢ Quantum communication protocols;
¢ Novel quantum cryptographic protocols;
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¢ Basic concepts such as entanglement and decoherence;

e Characterization and quantification of (two- & multi-party) entanglement;

e Capacities of noisy quantum communication channels;

e Optimization of protocols for quantum cryptography;

e New quantum computer models and architectures;

¢ New tools for the study of quantum systems with many degrees of freedom such as strongly
correlated lattice systems;

* Novel ideas to explore complex quantum systems;

e Quantum simulation methods to simulate quantum systems.

An important class of theoretical work is concerned with implementations of these abstract concepts
in real physical systems, such as trapped ions, ultra-cold ions in optical lattices, or systems from
cavity-QED.

In fact, many of these theoretical proposals have formed the starting point as well as the guide for
experimental work in the laboratories, as is described in the other sections of this document. What is
more, the transfer of concepts from quantum information theory to other fields of physics such as
condensed matter physics or quantum field theory has proved very fruitful and has attracted
considerable interest recently.

It is important to realize that these activities are often interdisciplinary in nature and span a broad
spectrum of research in which the different activities are benefiting from each other to a large
degree. Thus it does not seem to be advisable to concentrate research on too narrowly defined
topics only. Theory groups in Europe have been consistently attained international leadership in the
entire spectrum of research (see more below). This has been facilitated by a flexible and topically
broad financing on European and national levels in the past.

In the following we give a brief outline of the current status and the perspectives of the main areas
of quantum information theory.

4.3.1 Theory of quantum computing

Quantum algorithms and complexity

Following Deutsch's fundamental work in 1985 that demonstrated the potential power of qguantum
algorithms and quantum computers, Shor demonstrated in 1994 that integers can be efficiently
factorized on a quantum computer. Factoring is the task of decomposing an integer, say 15, into a
product of prime numbers: 15=3*5. Its importance is immense because many modern cryptographic
protocols (for instance the famous RSA cryptosystem) are based on the fact that factoring large
integers, as well as computing discrete logarithms, is a hard problem on a classical computer. Shor's
result means that quantum computers could crack most classical public-key cryptosystems used at
present. It has lead to extensive work on developing new quantum algorithms. Progress has been
made on the Hidden Subgroup problem (which generalizes Shor's algorithm) in the case of
non-Abelian groups, like affine groups, the dihedral group, or solvable groups with small exponent. A
quantum algorithm was discovered for finding solutions to Pell's equation, which is an important
problem in algebraic number theory. Strong links have been established between known quantum
algorithms and lattice problems. Finally Grover's quantum "data base'" search algorithm allows a
quantum computer to perform an unstructured search quadratically faster than any classical
algorithm. Although Grover's only yields a quadratic speed-up over classical algorithms it can be
widely used in computer science tasks, like sorting, matrix multiplication bipartite matching to name
a few. For all these problems quantum computers give an important advantage over classical
computers. Grover's algorithms can be cast in terms of quantum random walks which has lead
recently to new quantum algorithms for searching game trees. These algorithms will be widely
applicable in the area of algorithmic game theory, scientific computing etc.

Very recently a new quantum algorithm has been developed for approximating solutions to linear
equations. This algorithm demonstrates an exponential advantage over any classical algorithm. In
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order to understand to what extent quantum computers outperform classical computers we need to
determine where efficient quantum computation, BQP, fits within the classification of complexity
classes, like P, NP, and PSPACE. General methods for proving impossibility results, that is limitations
of quantum computers, have been developed and applied with great success. Notable are the
polynomial method and the quantum adversary method.

Finally, another important line of research is to understand when quantum systems can be efficiently
simulated on a classical computer. This allows identifying quantum situations and resources that do
not lead to any improvement over classical computation.
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Quantum communication protocols

Following the success of quantum algorithms quantum communication complexity was developed by
initial work of Yao (qubit model) and Cleve and Buhrman (entanglement assisted model). The setting
is that of multiple quantum computers trying to solve computational tasks, minimizing the amount of
communication. There has also been considerable development of new protocols for quantum
communication over the last decade. Useful protocols that found applications outside that of
communication complexity are Quantum Fingerprinting and the Hidden Matching problem. These
protocols demonstrate an exponential improvement in the communication over classical protocols.
Applications are in many areas, like interactive games and approximation algorithms, lower bound
for classical and quantum computers, as well as the development of new non-locality tests. Main
open questions in this area are to understand the power that entanglement assisted model offers.
This is poorly understood, but recently some progress has been made by connecting this question for
restricted games, called XOR games, to functional analysis. An intriguing interplay between quantum
communications complexity, non-locality, approximation algorithms, and functional analysis is
becoming available.
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Quantum cryptographic protocols

The most import feat of quantum computers is that they can efficiently factor integers into their
prime factors. This in turns means that most of the cryptographic protocols that are used today,
whose security is based on the assumption that factoring is hard, will be rendered obsolete once a
quantum computer is built. But all is not lost, quantum information processing opens up possibilities
that are classically impossible. The well known key distribution protocol, due to Bennett and
Brassard, establishes that two parties, who trust each other, can generate a secret shared key in
such a way that if there is an eavesdropper trying to obtain the key or part thereof, will be detected
with high probability. Once a secure key is established classical protocols, like the one-time pad,
allow for secure message transmission. Such secure key distribution schemes are classically
impossible! Moreover quantum key distribution schemes (QKD) are already commercially available.

It is natural and important to figure out what other protocols are possible using quantum technology.
Unfortunately it was realized by Mayers, Lo and Chau that the schemes that are rendered insecure
by Shor's factoring algorithm, asymmetric or public key cryptography, can not be unconditionally
secure in the quantum world, something that QKD is. This again does not mean all is lost. Quantum
information processing is able to realize tasks that are impossible classically such as biased Coin
Tossing and Quantum Bit String Generation, Quantum String Commitment, resilient and
unconditionally secure Digital Signatures, or Private Information Retrieval. We expect that the
existing protocols will be improved and will gradually be implemented in the laboratory (as was
recently the case for quantum bit string generation). We also expect the development of new
protocols for quantum communication. For instance, recently improved protocols for quantum money
with classical verification have been proposed. Also, position-based cryptographic was also analyzed
in the quantum regime. While this form of cryptography is impossible against unbounded quantum
adversaries, it might be possible against adversaries with bounded entanglement.

Another strand has initiated secure protocols under mild assumptions. A very promising one is the
bounded storage model. The assumption is that it is impossible to build quantum memories that
store reliably huge amounts of qubits for a few seconds. Currently storing reliably a single qubit for a
millisecond is already very challenging. It turns out that schemes, similar in flavor to QKD, allow for
secure, under the bounded storage assumption, quantum implementations of a primitive called
oblivious transfer (OT). Having this primitive as a building block allows one to build all cryptographic
schemes that are used in practice today. More important these implementations appear technically
not much more demanding than those of QKD.

However when we have built a quantum computer that is able to efficiently and reliably factor
integers, we need to find cryptographic protocols that are secure under computational assumptions,
like current cryptographic protocols are secure under the assumption that factoring is hard. This line
of research is part of post quantum cryptography. Progress has been made by Regev who developed
a protocol based on the hardness of certain lattice problems.
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Computational models and architectures

There are many different ideas of how to make quantum systems compute. While these different
computational models are typically equivalent in the sense that one can simulate the other with only
polynomial overheads in resources, they may be quite different in practice, when it comes to a
particular class of problems. They also have to satisfy very different needs from the perspective of
the requirements on the hardware. What is more, they suggest different procedures to achieve fault
tolerant computation, many of them yet to be explored in detail. At the moment the main
contenders of fundamental architectures are:

¢ The gate or circuit model (computation realized by series of elementary unitary
transformations on a few qubits at a time);

¢ The one-way quantum computer (computation realized by sequence of 1-bit measurements
on a pre-entangled cluster state) and alternative, more general schemes for
measurement-based quantum computing;

e Adiabatic computing (computation realized by smoothly changing a Hamiltonian, whose
ground state, at the end of the process, encodes the solution of the given problem);

¢ Quantum cellular automata (quantum versions of classical cellular automata);

e Quantum Turing machines (quantum versions of classical Turing machines);

¢ Dissipation-driven quantum computation (computation realized by dissipative dynamics).

Most recently, we have seen a series of theoretical work analyzing the connection between the
different computational models. The benefit of these works lies in a better understanding of the
capabilities and advantages of the individual models, and of the essential features of a quantum
computer. It will also turn out what model will eventually give rise to the most feasible architecture.
In the future we expect that optimized models (i.e. taking the best out of the different approaches)
will be developed. We also expect that these models will have an increasing impact on (i) the
formulation of new quantum algorithms and (ii) the evaluation of physical systems regarding their
suitability for fault-tolerant quantum computation. Both of these points are of great importance for
the field: While new algorithms will further enlarge the range of applications for guantum computers,
new methods for fault-tolerant computation will hopefully make it technologically less challenging to
realize scalable quantum computers in the laboratory.
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quantum phase transitions driven by dissipation", Nature Physics 5, 633 (2009)
Quantum simulation

Quantum simulators may become the first application of quantum computers, since with modest
requirements one may be able to perform simulations which are impossible with classical computers.
At the beginning of the 80's it was realized that it will be impossible to predict and describe the
properties of certain quantum systems using classical computers, since the number of variables that
must be stored grows exponentially with the number of particles. A quantum system in which the
interactions between the particles could be engineered would be able to simulate that system in a
very efficient way. This would then allow, for example, studying the microscopic properties of
interesting materials permitting free variation of system parameters. Potential outcomes would be to
obtain an accurate description of chemical compounds and reactions, to gain deeper understanding
of high temperature superconductivity, or to find out the reason why quarks are always confined.

A quantum simulator is a quantum system whose dynamics or static properties can be engineered
such that it reproduces the behaviour of another physical system which one is interested to describe.
The former can be conceived in a "digital" fashion, where continuous dynamics is approximated by
gates using a Trotter formula, or in an analogue way. In principle, a universal quantum computer
would be an almost perfect quantum simulator since one can program it to undergo any desired
quantum dynamics. However, a quantum computer is very difficult to build in practice and has very
demanding requirements. Fortunately, there are physical systems in which one can engineer certain
kind of interactions and thus simulate other systems which so far are not well understood.

Key experimental platforms are ultra-cold atoms in optical lattices or trapped ions, both
architectures having seen remarkable progress in recent years. In those systems, one does not
necessarily require to individually address the qubits, or to perform quantum gates on arbitrary pairs
of qubits, but rather on all of them at the same time. Ideas like optical superlattices or the suitable
exploitation of Feshbach resonances in the former class of physical systems add further flexibility.
Besides, one is interested in measuring physical properties (like magnetization, conductivity, etc.)
which are robust with respect to the appearance of several errors (in a quantum computer without
error correction, even a single error will destroy the computation). For example, to see whether a
material is conducting or not one does not need to know with a high precision the corresponding
conductivity. Molecular energies within chemical precision can also be computed by quantum
simulations. The use of 30 to 100 qubits for those algorithms exceeds the limitations of classical
computing of molecular energies. Important theoretical open questions are related to certifying
success of a quantum simulation or to show hardness of the equivalent classical problem.
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4.3.2 Quantum error correction and control

Topological quantum information processing and computation

Topological quantum computation (TQC) is an approach to quantum information processing that
eliminates decoherence at the hardware level by encoding quantum states and gates in global,
delocalized properties of the hardware medium.

Most of the current quantum computing schemes assume nearly perfect shielding from the
environment. Decoherence makes quantum computing prone to error and nonscalable, allowing only
for very small "proof of principle" devices. Error correction software can in principle solve this
problem, but progress along this path will take a long time. While much of the current research on
other approaches to quantum computation is focused on improving control over well-understood
physical systems, TQC research promises fundamental breakthroughs.

Delocalized, or topological degrees of freedom are intrinsically immune to all forms of noise which do
not impact the entire medium at once and coherently. For media which exhibit an energy gap, kept
at low enough temperatures, this is in fact all conceivable noise. If such materials can be constructed
or found in nature, they will allow a much cleaner and faster realization of scalable quantum
computation than other schemes.

TQC can be realized in effectively planar (2D) systems whose quasiparticles are anyons, that is they
have nontrivial exchange behavior, different from that of bosons or fermions. If, in a system of three
or more anyons, the result of sequential exchanges depends on the order in which they are
performed, they are called non-Abelian anyons. Systems with non-abelian anyons allow for scalable
quantum computation: many-anyon systems have an exponentially large set of topologically
protected low-energy states which can be manipulated and distinguished from one another by
experimental techniques, such as anyon interferometry recently realized in fractional quantum Hall
systems.

A physical system which harbours anyons is said to be topologically ordered, or in a topological
phase. One of the most important goals is to study such phases and their non-Abelian anyonic
quasiparticles. The most advanced experiments in this direction are done in the context of the
fractional quantum Hall effect (FQHE), where phases with fractionally charged Abelian anyons have
already been seen and strong experimental evidence for the existence of non-Abelian anyons is
emerging. In addition, very promising results have recently been obtained on engineered
topologically ordered phases in Josephson junction arrays.

In addition to its natural fault-tolerance, topological quantum computation - though computationally
equivalent to the conventional quantum circuit model - is a unique operational model of
computation, which represents an original path to new quantum algorithms. New algorithms for
approximation of certain hard \#P hard computational problems have already been developed and
this is opening up new areas of quantum algorithmic research.

The research objectives cover all aspects of topological guantum computation and include:

e Produce clear experimental evidence of topological phases suitable for TQC;

e design, simulate and build devices for fully scalable topological memory and gates;

e develop theoretical and algorithmic aspects of topological quantum computation as a new
quantum computing paradigm;

e characterize topological phases and topological phase transitions, and link this scaling to
properties of the topological entanglement entropy;

e propose engineered experimental realizations of topological phases;
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e develop analytical and numerical computing skills for the FQHE and other topological
systems;

e show robustness of topological order under local Hamiltonian perturbations or for finite
temperature.
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Quantum error correction and purification

The ability to carry out coherent quantum operation even in the presence of inevitable noise is a key
requirement for quantum information processing. To cope with this decoherence problem, active
strategies (quantum error correcting codes) as well as passive ones (error avoiding codes) have
been developed.

Error correcting codes allow one to reduce errors by suitable encoding of logical qubits into larger
systems. It has been shown that, with operations of accuracy above some threshold, the ideal
quantum algorithms can be implemented. Recent ideas involving error correcting teleportation have
made the threshold estimate more favorable by several orders of magnitude. This path has to be
continued and adapted to realistic error models and to alternative models of quantum computation
like the adiabatic model or the cluster model (see section 4.3.3).

In error avoiding codes, no active monitoring/intervention on the system is in principle necessary,
since errors are simply circumvented. Error avoiding is based on the symmetry structure of the
system-environment interaction that in some circumstances allows for the existence of
decoherence-free subspaces (DFS), i.e. subspaces of the system Hilbert state-space over which the
dynamics is still unitary. The prototype noise model for which this situation occurs is provided by the
so-called collective decoherence, where all the qubits are affected by the environment in the same
way. For encoding a single logical noiseless qubit for general collective decoherence (dephasing),
four (two) physical qubits are needed. DFSs have been experimentally demonstrated in a host of
physical systems, and their scope extended by generalizing the idea of symmetry-aided protection
to noiseless subsystems.

A fruitful connection with the theory of entanglement purification, which has been developed
primarily in the context of quantum communication, and has been used in protocols such as the
quantum repeater, is also emerging. Entanglement purification or distillation is a method to "distill"
from a large ensemble of impure and noisy (low-fidelity) entangled states a smaller ensemble of
pure (high-fidelity) entangled states. Remarkably, not all entangled states can be distilled, which
implies the existence of an irreversible form of entanglement known as bound entanglement. It
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seems that appropriately generalized procedures can be employed also in general quantum
computation (e.g. for quantum gate purification, or for the generation of high fidelity resource
states) while benefiting from the relaxed thresholds that exist for entanglement purification.
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Geometric methods for fault-tolerant quantum computing

An alternative approach to achieve fault-tolerant quantum computation is by geometric means. In
this approach, quantum information is encoded in a set of energy degenerate states, depending on
dynamically controllable parameters. Quantum gates are then enacted by driving the control
parameters along suitable loops. These transformations, termed holonomies, are suitable to realize a
set of universal quantum gates. Implementation schemes of geometrical computation have been
proposed for several different physical systems, most notably for trapped ions. The existing
protocols for fault tolerant quantum computation have been specifically designed for
phenomenological uncorrelated noise, while few results are known for a scenario with memory
effects, i.e. non-Markovian noise, arising from the Hamiltonian interaction with the environment. In
particular this raises the question of fault tolerant schemes for phenomenological noise with
memory.
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Quantum control theory for quantum information devices

Quantum error correction enables fault-tolerant quantum computation to be performed, provided
that each elementary operation meets a certain fidelity threshold, but unfortunately, this puts
extremely demanding constraints on the allowable errors. Threshold estimates vary between 0.01\%
to fractions of a percent, but none of the candidate physical implementations available to date has
met such requirements yet. Therefore the main open challenge is a practical one: Will the necessary
fidelity ever be reached in practice for elementary operations, and maintained while scaling up qubit
number and system complexity? This will ultimately determine the winning hardware platform for
future quantum information devices, analog to what has happened with silicon for conventional
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computing.

One feature is common to all candidate QIP implementations: the need for an extremely accurate
control of the quantum dynamics at the individual level, with much better precision than has been
achieved before. Optimal control theory is a very powerful set of methods developed over the last
decades to optimize the time evolution of a broad variety of complex systems, from aeronautics to
economics. The basic underlying idea is to pick a specific path in parameter space to perform a
specific task. This is expressed mathematically by a cost functional that depends on the state of the
system and is minimized with respect to some control parameters. More recently, this approach is
being successfully applied to quantum systems, e.g., in the context of ultra-fast laser pulses and
light-assisted molecular reactions. A big advantage is that, in a quantum-mechanical situation, the
goal can be reached via interference of many different paths in parameter space, rather than just
one. This allows, for instance, to exploit faster non-adiabatic processes, allowing to perform more
gate operations within the decoherence time, which is crucial to apply fault-tolerant error correction.
In future work, these ideas will also be more closely tied to methods of quantum systems
identification.

Over the last few years, quantum optimal control theory (QOCT) has been applied to different
aspects of quantum information processing, in particular to the implementation of scalable quantum
gates with real physical systems, and it has become a powerful standard tool. The figure of merit to
be optimized in this case is the fidelity, defined as the projection of the physical state obtained by
actually manipulating the chosen system onto the logical state that the gate aims at obtaining.
Several examples, from atoms in optical lattices and atom chips to trapped ions and
superconducting charge qubits, have indicated systematic improvements in fidelity beyond the
fault-tolerance threshold, taking into account experimentally available configurations and known
sources of imperfection.

Key references

[1]1 N. Khaneja, R. Brockett, and S. J. Glaser, “Time optimal control in spin systems”, Phys. Rev. A 63,
032308 (2001)

[2] T. Schulte-Herbrueggen, A. K. Spoerl, N. Khaneja, S. J. Glaser, "Optimal control-based efficient
synthesis of building blocks of quantum algorithms seen in perspective from network complexity
towards time complexity”, Phys. Rev. A 72, 042331 (2005)

[3] C. Brif, R. Chakrabarti, and H. Rabitz, "Control of quantum phenomena: Past, present, and
future", arXiv:0912.5121 [quant-ph]

[4] K. Singer, U. Poschinger, M. Murphy, P. Ivanov, F. Ziesel, T. Calarco, and F. Schmidt-Kaler,
"Experiments with atomic quantum bits - essential numerical tools", arXiv:0912.0196 [quant-ph]
[5] R. Hildner, D. Brinks, N. F. van Hulst, "Femtosecond coherence and quantum control of single
molecules at room temperature", Nature Physics 7, 172 (2011)

4.3.3 Theory of entanglement and quantum channels

Theory of entanglement

Secret correlations are an important resource already in classical cryptography where, for perfect
secrecy, sender and receiver hold two identical and therefore perfectly correlated code-books whose
contents are only known to them. Such secret correlations can neither be created nor enhanced by
public discussion. Entanglement represents a novel and particularly strong form of such secret
correlations. Therefore, entanglement is a key resource in quantum information science. Its role as a
resource becomes even clearer when one is considering a communication scenario between distant
laboratories. Then, experimental capabilities are constrained to local operations and classical
communication (LOCC) as opposed to general non-local quantum operations affecting both
laboratories. This is an important setting in quantum communication but also distributed quantum
computation and general quantum manipulations. The resulting theory of entanglement aims to
answer three basic questions.
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Firstly, we wish to characterize and verify entangled resources to be able to decide, ideally in an
efficient way, when a particular state that has been created in an experimental set-up or a
theoretical consideration contains the precious entanglement resource. While the problem of
entanglement detection has been shown to be hard, there exist numerical techniques that work well
in many situations. For the experimental verification of this resource, the tool of entanglement
witnesses allows to detect entanglement with local measurements only, and thus is easily
implementable with present technology. Secondly, we wish to determine how entangled state may
be manipulated under LOCC. In many situations an experimental setting will yield a certain type of
entangled state that may suffer certain deficiencies. It may not be the correct type of state or it may
have suffered errors due to experimental imperfections and be entangled. Once characterization
methods have determined that the resulting state contains entanglement one can then aim to
transform the initial state into the desired final state. Thirdly, it will be important to quantify the
efficiency of all the processes and procedures as well as the entanglement resources that have been
identified in the above two areas of research. If we have found entanglement in a state, then one will
need to know how much of it there is.

Considerable progress in this area has been made in recent years, in particular in the case of
bi-partite entanglement, but we are still far away from a comprehensive understanding of this key
resource for quantum information processing. Research in this area will continue to play a central
role in the field, and we expect that an increasing effort will be undertaken towards the classification
and quantification of entanglement in multi-party entangled states. It is worth pointing out that
insights in the theory of entanglement are not only important the field of QIS itself, but they have
now reached the stage where they are being applied to other areas of physics (see Subsection
4.3.10).
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Multi-party entanglement and applications

Research on multi-particle entanglement is on the one hand expected to be focused on novel
protocols for quantum information processing in the multi-partite setting. Entanglement in quantum
systems embodying more than two constituents is fundamentally different from two-party
entanglement, allowing for novel applications. This work on novel protocols includes work on
instances of secret sharing or multi-partite fingerprinting. Notably, such multi-partite fingerprinting
schemes would allow for the determination whether a number of databases are identical with little
resources.
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For guantum computation purposes it seems a major milestone to develop computation schemes
that require minimal local control over interactions, such as in novel measurement-based
computation schemes using multi-particle entangled resources as in cluster-state based approaches
or in linear optics quantum computation. Alternatively, quantum cellular-automata based approaches
may offer the potential of implementing quantum computation with little requirements of local
control. Research work towards a complete understanding of the classification and quantification of
multi-particle entanglement is expected to support such work, notably using methods from convex
and global optimization, which give rise to novel methods for classification and quantification of
entanglement. Laboratory quantum states such as random states or graph states as generalizations
of cluster states may facilitate such studies.

On the other hand, there are good reasons to believe that a refined picture of criticality and phase
transitions can be reached with the help of tools coming from the theory of entanglement. These
ideas help in devising new simulation methods of ground states of many-body Hamiltonians in solid
state physics (and many-body quantum systems in general). Finally, studies seem to indicate that
questions in quantum field theory may become significantly more accessible using methods from
entanglement theory (see also section 4.3.10)
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Device independent certification of security in quantum information

Device independent quantum information processing represents a novel approach in which the goal
is to design information protocols whose performance is independent of the internal working of the
devices used in the implementation. The new framework exploits the non-local correlations exhibited
by local measurements on entangled quantum particles, which certify the quantumness of the
underlying state and measurements. That is the quantumness is certified by the violation of a Bell
inequality.

This approach allows a qualitative increase of the security of quantum cryptography: QKD becomes
secure even if the source of entangled states is not controlled and/or the measurement devices
unknown. It also allows the generation and quantification of certified quantum randomness. The
same basic philosophy can be applied to "self testing of quantum computers": by using quantum non
locality one can test (in polynomial time) that a quantum computer indeed operates as it should,
without the need to model how individual gates act, or the need to carry out the full tomography of
the whole computer. Finally, these techniques may also find an application in estimation problems,
as they allow estimating interesting quantum properties of an unknown system only from the
observed measurement statistics.

From a theoretical point of view, the main goal is to understand the possibilities and limitations of
this new approach. From a more practical point of view, a major theoretical and experimental
challenge is to make these proposals practical. On the experimental side by realising long distance
Bell inequality violation with the detection loophole closed. On the theoretical side by improving the
existing protocols, or by relaxing some of the assumptions.
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Noisy communication channels

The proper understanding of the capacities of quantum communication channels is at the heart of
the study of quantum communication tasks. Of particular importance are the transmission of
classical or quantum information, or establishing secret keys. The general framework for distilling
classical keys from quantum states have been also established, opening the possibility of secure
communication on extremely noisy channels. But it is also known that one can use noise and perfect
side communication to implement other cryptographic primitives like bit commitment and oblivious
transfer. Channel capacities are of central interest in several different settings, being reflected
notably by the classical capacity of quantum channels, quantum capacities, and
entanglement-assisted capacities.

The central question is essentially what resources are required for transmitting classical or quantum
information using quantum channels, such as optical fibers in a practical realization. A problem that
was left open until recently was whether an increased capacity can be obtained by employing
entangled signal states (multiple uses) as opposed to single uses of the channel. This problem is
widely known as the additivity problem for the Holevo capacity or - as it turned out, equivalently, the
additivity problem for the minimum output entropy. This problem could recently be solved in seminal
work, in that it turned out that entangled inputs indeed do help. Similarly, it has been shown
theoretically that two quantum channels, each with a quantum capacity of zero, can have a non-zero
capacity when used together. The key problem of identifying the classical information capacity for
Gaussian channels - in the context of the promising field of continuous-variable quantum
information, with practical importance in quantum communication with fibers - is still open, despite
recent progress. These findings open up new exciting questions about the role of entanglement in
quantum communication. Also, the exact relationship between entanglement and the correlations
useful for establishing secret keys is not yet entirely understood.

Finally, it is to be expected that more problems, as well as new perspectives, will arise when one
considers multi-user channels, i.e. with more than one sender/receiver. While single-sender-receiver
settings serve well to study bipartite correlations, such problems have an immediate impact on
understanding multi-partite correlations and their role in quantum communication via noisy
channels. Also, quantum analogues of certain basic classical network theory primitives have been
identified, and the evidence for new non-classical features, such as negative partial information
established. Further investigations will be needed to identify differences and similarities in the
classical and quantum network theories.
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"Quantum proofs" for classical problems

A very exciting aspect of theoretical work in QIS is the impact that it is beginning to make on other
fields of science. In the case of classical computing such insights include the first exponential bounds
on certain locally decodable codes, classical proof systems for lattice problems, bounds on the query
complexity of local search problems, an efficient classical cryptographic scheme whose security is
based on quantum considerations, and a quantum method to compute how many Toffoli gates are
required to realize a reversible classical computation. The potential that QIS is offering for classical
computing and mathematics may be understood by the following analogy. Real analysis is a very
successful discipline but it contained a number of unsolved problems that were only solved by
considering complex numbers, i.e. going to a larger space in which to describe the problem. By
analogy we expect that moving from classical state space into the much larger quantum mechanical
state space we will find novel approaches towards the solution of problems that ostensibly lie
entirely within the classical realm.

For instance, a 20-year old problem on the existence of no polynomial-size linear program whose
associated polytope projects to the traveling salesman polytope was recently solved using
techniques from one-way quantum communication protocols. In this sense, quantum information
theory offers novel proof tools for "quantum proofs" for classical problems, hence quantum
information theory having a significant impact outside quantum theory. Similarly, recent ideas from
quantum state tomography developing a notion of quantum compressed sensing are now routinely
used in classical compressed sensing and the theory of image processing.

The entanglement between two systems cannot be shared with many others, a principle called
monogamy: this leads to a fruitful relationship between entanglement theory and classical
cryptography, and in particular between entanglement distillation and the classical key agreement
scenario. Since the two schemes shares similar objects, quantities and relations, it is expected that
the parallel growth of these domains will lead to a deeper understanding of both of them. For
instance, it has been conjectured the existence of a classical cryptographic analog of bound
entanglement, named bound information. While its existence remains unproven for two parties, a
proof has been obtained in a multipartite scenario.
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4.3.4 (De)coherence and quantum effects in complex
quantum systems

Fundamental quantum mechanics and decoherence

Quantum information was born, in part, via research on the famous Einstein-Podolski-Rosen paradox
and the issue of quantum non-locality. In turn, quantum information led the discussion to move
beyond purely qualitative aspects of non-locality to defining and investigating quantitative aspects.
In particular, it is now understood that non-locality is one of the central aspects of quantum
mechanics. More generally, quantum information profits substantially from studying the fundamental
aspects of quantum mechanics and, at the same time, yields new points of view, raising hopes of
gaining a deeper understanding of the very basis of quantum mechanics.

The study of decoherence is intertwined with the field of quantum information science in at least
three ways. Key challenges of the next years in the study of decoherence with methods, tools and
intuition from quantum information science will include the following:

e To understand the fundamental role of classical correlations and entanglement in the
decoherence process itself, and to flesh out the robustness of entangled states under typical
decoherence processes;

e To engineer further ways to prevent decoherence in applications of quantum information
processing, by exploiting decoherence-free subspaces, entanglement distillation, and
dynamical decoupling procedures as bang-bang control;

¢ to support and contribute to experiments on decoherence to further understand the quantum
to classical transition, and to determine what decoherence models are appropriate in what
contexts.

Apart from contributing to a better understanding of the classical-to-quantum transition, quantum
information theory also provides new insights into the foundations of quantum physics. In fact,
information concepts have been successfully applied to get a better understanding of which
correlations are possible within our current description of nature, based on quantum physics and
why quantum physics is not maximally non-local.
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Quantum effects in opto-mechanical and nano-mechanical systems
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Recently, partly driven by experimental progress, theoretical ideas have been proposed to cool
mechanical physical systems such as massive micro-mirrors to close to their guantum ground state,
giving rise to observable quantum effects. In particular, opto-mechanical systems, where mechanical
degrees of freedom are coupled to coherent optical systems, allow for such a cooling by suitably
exploiting radiation pressure effects. Such systems may give rise to ultra-sensitive force sensors as
well as to primitives for quantum information devices. They can also be combined with other physical
architectures to give rise to promising hybrid architectures and interfaces. Indeed, following a
remarkably fast-paced development in cooling techniques using radiation pressure, largely driven by
a European research effort, the laser cooling of a hano-mechanical oscillator into its quantum ground
state has been achieved recently, opening up new perspectives for using such devices in QIPC
applications.
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Quantum coherence in biological systems

The experimental observation of quantum coherence during excitation energy transfer and the
subsequent elucidation of the role that noise and coherent dynamics plays in such systems
represent a very intriguing recent development at the boundary of quantum physics and biology. An
increasing number of biological systems are now being investigated for the possible functional role
of quantum dynamics including for example magneto-reception in birds and olfaction. The question
to what extent quantum dynamics plays a role in biological systems is now receiving increasing
attention from the perspective of qguantum information theory. Indeed, principles and techniques,
numerical, analytical and conceptual, that have been developed over the last two decades in
quantum information science may find a new area of application here and contribute to an
understanding of the role of noise, coherent dynamics and their interplay in such systems. This
potentially fruitful new arena is now beginning to be explored bringing together quantum information
scientists with bio-physicists from theory and experiment thus opening up a new arena of
interdisciplinary research.
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4.3.5 Links between quantum information science and
quantum many-body theory

Complexity of simulating many-body systems

In recent years, a strong link between quantum information science and the study of condensed
matter systems has been established, in particular to research on strongly correlated quantum
systems, so systems that play a key role in the understanding of phenomena such as
high-temperature superconductivity. This link is less surprising as it may at first seem: After all,
quantum correlations are distributed and shared in an intricate manner in ground states of local
quantum many-body systems. The quantitative theory of entanglement can provide new insights
into the exact structure of such quantum correlations, in turn opening up new perspectives for the
development of new algorithms for the simulation of such quantum many-body problems. Indeed,
the significant findings in this field may be seen as a further justification for the importance of the
study of entanglement.

Notably, ground states of local systems typically satisfy what is called an "area law", in that the
entanglement of a subregion scales only with the surface area of that region. That is to say, they
have very little entanglement, an assertion that can be made quantitative. Exploiting this
observation, one arrives at the insight that only few effective degrees of freedom are being exploited
by natural systems, compared to the exponentially larger Hilbert space. Suitably parameterizing this
set by means of what is called tensor networks hence gives rise to new efficient simulation
algorithms for the study of strongly correlated systems. Matrix-product states, projected entangled
pair states, tree tensor networks or states from entanglement renormalization from a real-space
renormalization ansatz are examples of such an approach. These are sets of states, described by
polynomially many real parameters, for which one can still efficiently compute local expectation
values by means of suitable tensor contractions, and which still grasp the essential physics of the
problem.

In such a language, certain elementary obstacles of classical simulations of quantum systems such
as in time evolution also become clear, and quantitative links to the theory of criticality and quantum
phase transitions can be established. Ideas like Lieb-Robinson bounds, relating to the speed of
information propagation in quantum lattice systems, provide key insights into the distribution of
correlations in local guantum many body problems with respect to static of dynamical properties.
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Ideas of quantum information science can hence relate to

¢ Fundamental issues of the complexity of a classical description of quantum many-body
systems in a language of computer science;

¢ A reassessment of the functioning of existing methods such as the Density Matrix
Renormalization Group (DMRG) approach, and

¢ The development of novel feasible and efficient algorithms specifically for two-dimensional or
fermionic systems, opening up new perspectives in the simulation of strongly correlated
quantum many-body systems.

This demonstrates that the research into entanglement, its characterization, manipulation and
quantification will not only continue to have impact within quantum information but is now reaching
the stage where its insights are being applied to other areas of physics, with potentially enormous
benefits, both intellectually but perhaps also commercially.
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Connection between QIP and quantum chemistry

Related to the previous field, quantum information theory can help in gaining an understanding the
quantum correlations that are present in physical problems from quantum chemistry. Ideas of
monogamy and entanglement distribution are related to the quantum representability problem,
being of key importance in theoretical quantum chemistry. New ideas inspired by quantum
information theory relate to proofs of hardness of certain questions in quantum chemistry, as well as
to new simulation methods of such physical systems, contributing to the wider context of gaining a
deeper understanding of complex quantum systems.
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4.3.6 European perspective

As shown in the examples above, quantum information science is a broad interdisciplinary effort
whose key aim is to provide a theoretical basis for the control and exploitation of nature at the level
of individual quanta. European research has played a leading role in its development and has
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established a strong set of world leading centers. The field is thriving and strongly expanding both
by continuing enhancement of efforts in existing sub-areas but also through the innovation of new
research directions.

A key area is the development of new approaches towards the realization of quantum information
processing, both at the device dependent and independent level, as well as the concrete exploration
of existing experiments that aim towards the practical implementation of quantum information
processing. European researchers have made pioneering contributions to this area both on the
theoretical level and, often in close collaboration, also experimentally. Major centers exist in various
European countries (see below). These centers form the cores of a number of EU networks providing
a level of interconnection on the European level.

Quantum information science has emerged from groundbreaking purely theoretical work and its
major breakthroughs so far have generally been theory driven. This abstract work addresses
entanglement theory, quantum algorithms, quantum communication and the applications of QIS to
other fields such as condensed matter physics, field theory and the solution of problems in classical
information theory by quantum methods. Researchers involve physicists, mathematicians, computer
scientists and engineers demonstrating its strongly interdisciplinary character. Europe has made
groundbreaking contributions to this area that has led the development of the field as a whole. It
should be noted that the research landscape in these theoretical areas is still fluid and novel
directions continue to emerge. A particular growth area is the application of the ideas emerging in
QIS to other areas of physics, mathematics and computer science, often providing entirely new
problem solving techniques to existing areas. Intuitively this is due to the ability to access the full
quantum mechanical state space rather than the much smaller classical state space which permits
novel techniques to attack previously unsolved problems. Many new insights can be expected from
this approach that will drive science forward in many areas.

Major centers exist in Austria, Belgium, Denmark, France, Germany, Netherlands, Poland, Spain, UK,
and Switzerland. They have been linked through various EU project as well as through a European
Science Foundation program on QIS addressing the need for this type of research for strong
interconnections, the ability for informal collaborative visits to facilitate exchange of ideas. This is of
particular importance in those aspects of theoretical research that are strongly interdisciplinary and
where no single country possesses a critical mass of research.

Theoretical research in QIS in Europe has prospered through the efficient support for collaboration by
the European Union, the European Science Foundation and the national funding bodies. In the face of
growing international competition from North America, Japan and Australia it will be essential that
flexible support compatible with innovative work will continue to be provided.

4.4 Quantum Information Technologies

Even if the main thrust of the ongoing investigations in QIPC still belongs to basic research, one can
already identify some of its areas that are closer to potential applications and even ready for
commercial exploitation (a (in)complete list of industries that are interested in QIPC can be browsed
at the QUROPE industry database).

In particular:

¢ Quantum Communication has reached the market since few years ago, when two
companies - the European idQuantigue and the US one MagiQ) announced almost
simultaneously in 2004 the availability of a commercial quantum cryptography product.
Other European companies developed commercial quantum key distribution scheme such as
Elsag plc and SmartQuantum; moreover, in Japan major industrial players - NEC, Mitsubishi,
Toshiba and NTT among others - started to allocate entire development teams to QKD
systems (which did result in NEC and Mitsubishi already presenting working prototypes).
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¢ Quantum Computation promises to deliver in the mid-term few-qubit quantum simulators
which could be used to simulate the dynamics of complex systems (notice that a system with
more than 30 qubits would be already beyond the reach of any foreseeable classical
machine). Such few-qubit quantum computers will have also applications in quantum
communication (as quantum repeaters), where they will be used to extend the working
distances of quantum key distribution protocols beyond the current limitations.

¢ Quantum Information Science - Theory can also provide applications in the form of new
classical simulation techniques for quantum many-body systems. Results from entanglement
theory have in fact already led to fruitful generalizations of, e.g., the density matrix
renormalization group method. The development of improved simulation techniques will lead
to a deeper understanding of strongly correlated quantum systems (e.g., high-Tc
superconductors, quantum magnets, etc.), which are of central interest in several areas of
physics and that, in turn, will provide the basis for new technological applications.

A fresh look at QIPC from the broadest possible perspective also allows the identification of
technologies that have gone past the proof-of-principle phase and are approaching the real world
deployment stage. These Quantum Information Technologies (QITs) which are designed to control
and manipulate single or entangled quantum systems for (quantum) information processing and
communication, can be split into two main categories, being

» either technologies which represents genuine applications of QIPC (quantum information
enabled technologies),

¢ or technologies which are needed for further advancing the field of QIPC (quantum
information enabling technologies).

In what follows we detail the most promising technologies belonging to the first category, and the
most needed ones as far as the second category is concerned.

4.4.1 Applications of QIPC (quantum enabled
technologies)

Quantum Random Number Generators (QRNG)

Our information based society consumes lots of random numbers for a wide range of applications
like, e.g., cryptography, PIN numbers, lotteries, numerical simulations, etc. The production of random
numbers at high rates is technically challenging; at the same time, given the pervasiveness of the
deployment of random numbers, poor random number generators can be economically very
damaging. Today, there are three kinds of random number generators on the market:
computer-based pseudo-random number generators, discretised thermal noise and quantum based.
The first kind produces sequences of numbers that look random, but are in fact the result of a
deterministic process. The second kind is based on the complexity of thermal noise; however
thermal relaxation times make these random number generators relatively slow, in the range of tens
of Kbit/second. On the other hand, quantum physics provides the only truly source of randomness in
Nature. Moreover, in the basic configuration (a photon impinging on a beam splitter followed by two
detectors associated to the bit values 0 and 1) the origin of the randomness is clearly identified.
Today's commercial quantum random number generators produce about 4 Mbit/second. Their
drawback is a significant cost compared to thermal noise based devices, but one expects that (near)
future QRNG will provide higher rates at lower costs.

Quantum Metrology

Quantum entanglement provides instances of quantum states of objects that can be designed to be
very robust to unwanted noise, while at the same time being extremely sensitive to a quantity we
need to measure. This sensitivity can be exploited to overcome the classical limits of accuracy in
various kinds of measurements, for example in ultra-high-precision spectroscopy, or in procedures
such as positioning systems, ranging and clock synchronisation via the use of frequency-entangled
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pulses. For instance, in the latter case, picosecond resolution at 3 km distance has been attained.
Large scale laser interferometers with kilometre arm lengths are currently being built or started
operating in Europe, the USA and Japan with the hope to achieve the first direct detection ever of
gravitational waves and thus to open a new field of astronomy. For these detectors the classical
sensitivity limit is a serious restriction. It is likely that for the first detection one will have to
implement continuous variable entangled light beams in the two interferometer arms to overcome
the classical limits. A collaboration of scientists from Europe, USA and Australia (LIGO Scientific
Cluster) has recently reported 3dB quantum noise reduction in the sensitivity of the German GEO
600 gravitational wave detector through injection of squeezed laser light at kilohertz frequencies.

State-of-the-art atom clocks have reached the level of accuracy limited by quantum noise of atoms.
Entanglement of atoms in clocks may allow surpassing this limit by generation of spin squeezed
states of atoms. Work towards this goal is going on in Europe and in the US.

Single quantum particles can be used as nanoscopic probes of external fields. Along these lines,
atomic-scale (up to few nanometers) resolution in the measurement of the spatial structure of an
optical field via a single ion, as well as sub-shot-noise atomic magnetometry via spin squeezing and
real-time feedback have been already experimentally demonstrated. Solid state implementations of
quantum sensors exploit the quantum features of artificial atoms such as defect color centers, most
prominently nitrogen vacancies in diamond. They are now being used as ultrasensitive probes for
magnetic and electric fields, with enhanced resolution through quantum control techniques. While
electron spin resonance in diamond NV centers was known for a long time, it took the understanding
of interaction between a spin with a many-body spin bath, i.e. quantum many body physics, to
develop such exquisite magnetic field sensors that surpass existing sensing capabilities by many
orders of magnitude. It allows performing NMR on a single nuclear spin, and it is expected to yield to
single molecule NMR at ambient condition. The quantum properties of these single spins within
fluorescent particles are now also being used to study in-situ dynamical probes of biological
environments, for example by optically detecting magnetic resonance of individual fluorescent
nanodiamonds that are distinguished through their individual Rabi frequency inside living cells. Such
single-spin probes in biological systems may open up a host of new possibilities for quantum-based
imaging in the life sciences.

The quantum regime is being explored and applied also in the manipulation of nanomechanical
devices like rods and cantilevers of nanometer size, currently under investigation as sensors for the
detection of extremely small forces and displacements. Several groups in both Europe and the US
have now achieved the preparation of nano- and micromechanical systems in their motional
quantum ground states and measurement sensitivities beyond the standard quantum limit through
squeezed motional states are within reach.

One of the main steps in the development of quantum correlation and quantum entanglement tools
was a practical design of ultra-bright sources of correlated photons and development of novel
principles of entangled states engineering. This also includes entangled states of higher
dimensionality and entangled quantum states demonstrating simultaneous entanglement in several
pairs of quantum variables (hyper-entanglement), and calibration of single-photon detectors without
any need for using traditional blackbody radiation sources. This unique possibility of self-referencing
present in the optical system that is distributed in space-time is the main advantage of quantum
correlation and entanglement. The fact that spontaneous parametric down-conversion (SPDC) is
initiated by vacuum fluctuations serves as a universal and independent reference for measuring the
optical radiation brightness (radiance). It gives the possibility of accurately measuring the infrared
radiation brightness without the need of using very noisy and low sensitivity infrared detectors.
Development of periodically poled nonlinear structures has opened the road for practical
implementation of sources with high intensity of entangled-photon flux and with ultra-high spectral
bandwidth for biomedical coherence imaging. Recent demonstrations have shown the possibilities
for multi-photon interferometry beyond the classical limit. It has been shown that weak field
homodyning could yield enhanced resolution in phase detection. First experimental implementations
of quantum ellipsometry indicated the high potential of quantum polarisation measurement. The
basic physical principles of optical coherence tomography with dispersion cancellation using
frequency entangled photon pairs for sub-micron biomedical imaging have been demonstrated in
model environments. The use of quantum correlations led to the design of a new technique for
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characterizing chromatic dispersion in fibers. The intrinsically guantum interplay between the
polarisation and frequency entanglement in CSPDC gave rise to a polarisation mode dispersion
measurement technique that provides an order of magnitude enhancement in the resolution.

Quantum Imaging

It is possible to generate quantum entanglement between the spatial degrees of freedom of light, an
aspect which enables one to use quantum effects to record, process and store information in the
different points of an optical image, and not only on the total intensity of light. One can then take
advantage of a characteristic feature of optical imaging, which is its intrinsic parallelism. This opens
the way to an ambitious goal, with a probable significant impact in a mid-term and far future: that of
massively parallel quantum computing. In a shorter perspective, quantum techniques can be used to
improve the sensitivity of measurements performed in images and to increase the optical resolution
beyond the wavelength limit, not only at the single photon counting level, but also with macroscopic
beams of light. This can be used in many applications where light is used as a tool to convey
information in very delicate physical measurements, such as ultra-weak absorption spectroscopy,
Atomic Force Microscopy etc. Detecting details in images smaller than the wavelength has obvious
applications in the fields of microscopy, pattern recognition and segmentation in images, and optical
data storage, where it is now envisioned to store bits on areas much smaller than the square of the
wavelength. Furthermore, spatial entanglement leads to completely novel and fascinating effects,
such as "ghost imaging", in which the camera is illuminated by light which did not interact with the
object to image, or "quantum microlithography", where the quantum entanglement is able to affect
matter at a scale smaller than the wavelength.
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4.4.2 Technologies needed to advance QIPC (quantum
enabling technologies)

Quantum Interfaces

Quantum interfaces between quantum information carriers (Qquantum states of light) and quantum
information storage and processors (atoms, ions, solid state) are required as essential parts of a
full-scale quantum information system. Such interfaces should thus be developed for connecting
quantum computers in small networks, or more generally for guantum communication purposes. Let
us first contrast the quantum technology required here to its classical counterpart. In classical optical
communication, information is transferred encoded in pulses of light, which are possibly amplified,
and then detected by photo detectors, transformed into electrical current pulses, amplified by
electronics, and sent to computers, phones, etc. This transformation of light into electrical signals
forms a classical light-matter interface. But in quantum information processing, classical
amplification or detection of light is inadequate, because it destroys the quantum state by adding
extra noise to it. Hence a quantum interface has to be developed, in order to transfer the quantum
state of propagating qubits (or propagating continuous variables), e.g. photons, to or from stationary
qubits (or stationary continuous variables), e.g. atoms. Quantum interfaces usually involve storage
elements (quantum memories), and processing elements (deterministic or conditional quantum
gates). They often involve also long-distance quantum teleportation of long lived states of stationary
systems, which allow for communication and quantum secret sharing tasks. Such long lived
entanglement shared over a long distance requires transfer of entanglement from a long distance
carrier, e.q. light, to long lived objects, e.g. atoms, realized by the quantum interface. Many different
quantum technologies can be used to implement the interfaces, e.g. atomic ensembles, cavity QED,
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solid state devices, etc.

Researchers from Europe have recently implemented an elementary quantum network consisting of
two atom-cavity systems connected through a 60 m optical fibre link, and demonstrating both
faithful quantum state transfer and entanglement generation between the stationary atoms of the
two nodes. Entangling stationary qubits over large distances through optical links has by now also
been realized in several other physical systems. These realizations include the entanglement of ions
in spatially separated ion traps over 1 m, the entanglement of neutral atoms over separations up to
20 m, and the entanglement of electronic spins, nuclear spins and optical phonons, respectively,
each located in distant solid state samples.

Heralded single-photon and entangled photon-pair sources

Point to point earth based quantum communication is limited in distance by the losses of optical
fibers. For long distance quantum communication ($>$500km) protocols with quantum repeaters are
needed. Such schemes require, among other things, high quality sources of pairs of entangled
photon, either on demand or heralded. Today's sources are probabilistic, based on spontaneous
parametric down conversion. Future sources should keep or improve on the optical quality of the
existing ones (compatible with single-mode optical fibers, Fourier-transform limited, and coherence
length of several centimetres), provide larger rates and yields (probability of a photon pair) while
reducing the probability of multi-pairs. The exact type of entanglement is not essential, but should
involve two photons, one in each of two quantum channels (i.e. the entanglement obtained by
bunching two single photons on a beam splitter is not appropriate). At least one of the photons
should be at the telecom wavelength around 1.55 microns. Depending on the protocol, the second
photon can be around the same wavelength or at a shorter one, below one micron (but one should
bear in mind that future progress in quantum communication protocols may affect the required
specifications). Efficient coherent upconversion of single photons has recently been demonstrated,
which may relax the requirement for source specifications, as photons can be converted to the
wanted wavelength.

Another promising outlook for long-distance quantum communication is to use satellite based
platforms, which would allow the distribution of either single-photon qubits or of entanglement
through space-born photon sources, hence allowing quantum communication on a global scale.
Space-qualified sources for single photons and for entangled photons are now becoming available
and first proof-of-concept tests are being prepared all over the world, including in Europe, Canada,
Japan, Singapore and China. Heralded single-photon sources are also of relevance for ground based
quantum communication, as the absence of multi-photon events allows for genuine security of
quantum information through the no-cloning theorem, and for photonic quantum information
processing, where they allow for the implementation of generalized (POVM) measurements.

Significant progress has been also made in solid-state based single-photon and entangled photon
sources, including emission from semiconductor quantum dots and nitrogen vacancies in spin.

On-chip architectures for quantum computing and quantum simulation

The DiVincenzo criteria for qguantum computing are currently approached from different directions.
Also, in the current efforts to establish few-qubit quantum simulators, a set of less stringent
requirements for quantum simulations has been suggested (by Cirac and Zoller).

To date, ion traps offer the possibility to precisely manipulate and read out single qubits and to
perform entangling gate operations, while the size of the system is currently limited to a few qubits.
In contrast, with neutral atoms large ensembles of entangled qubits have been created while the
manipulation of single atoms and their detection present a major challenge. Both these approaches -
bottom up for ions and top down for atoms - need to be further developed to take quantum
computation the next scale. Chip technology for trapping ions or neutral atoms will play a major role
in this development. For neutral atoms, chip traps offer precise positioning that enables controlled
interactions and detection of single atom states. The first on-chip implementation of a high-finesse
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fibre resonator has very recently been demonstrated, offering at the same time a tool for
manipulation, entanglement and detection of ions. Also, single-site addressing of atoms inside an
optical lattice has now been realized. These technologies may be used in the future to establish an
interface between stationary (atoms) and flying qubits (photons). For ions, the chip traps serve to
increase the number of qubits that can be handled. The segmentation of trap electrodes in
microscopic traps allows for a multitude of miniature ion traps on one chip. Future developments
have to meet two major challenges: finding a trap technology that features small heating rates and
long coherence times, and a trap design that allows for transport of the ions (along with their
contained quantum information) between all miniature traps on the chip. An integration of optical
cavities as demonstrated for neutral atoms would be desirable, too.

Other on-chip implementations are also being pursued: in the context of photonic quantum
simulations, integrated wave guides have recently enabled the first realization of efficient boson
sampling, a task that can in principle not be efficiently computed on a classical computer. In the long
run, the embedding of integrated waveguides in fiber networks may allow for securely delegated
quantum computations. The main limitation for photonic waveguide technology to date is the overall
optical loss that is acquired from photon generation, from optical coupling into and out of the wave
guide and from (inefficient) photon detection. However, the latest advances in source- and detector
technology in principle allow designing all relevant components (source, quantum gates, detectors)
on one chip, thereby minimizing these losses. Optical microcavities and nano- and
micro-optomechanical devices provide additional flexibility for photonic on-chip architectures in form
of narrow linewidths, delay lines, optical nonlinearities or phononic quantum transducers.

Quantum processor architectures based on superconducting quantum circuits have recently been
developed by researchers both in Europe and in the US. Today, these devices have already been
used successfully to demonstrate, for example, logic gates like the three-qubit Toffoli-class OR phase
gate, a combination of a quantum central processing unit (quCPU) and a quantum random-access
memory (QURAM) which comprise two key elements of the quantum version of a classical von
Neumann architecture. Also a three-qubit compiled version of Shor's algorithm to factor the number
15 and three-qubit quantum error correction has been implemented. Increasingly long coherence
times (approaching the second regime) are now being reached through novel architectures. The next
major challenge in the field is to improve the fidelity of the quantum logic operations and to interface
the microwave domain to the optical domain, possibly through hybrid opto-electro-mechanical
architectures.

Solid state quantum registers are now being implemented through nitrogen vacancy centers in
diamond, as they allow for a simple optical interface and long-lived electronic spin qubit storage,
whose lifetimes could even be improved additionally by dynamic decoupling techniques.
Entanglement between pairs of NV centers have been created, both probabilistically over 3 meters
distance using photons as a quantum channel and deterministically between neighboring centers via
microwave fields acting on both NV centers operating even in a room temperature environment.
With respect to quantum information processing a Grover algorithm between two spins has
successfully been implemented. In order to bring these promising developments to the stage of real
life technologies, further improvements are required with respect to fabrication techniques to place
NV centers with high spatial control, to improvements on the collection efficiencies for light and to
quantum gate operations and qubit storage for quantum registers.
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4.5 Fundamental issues about QIPC physics

QIPC relies on the manipulation and control of ensembles of qubits behaving according to the laws of
quantum physics. From the perspective of classical macroscopic physics, and indeed for the normal
world-view not trained on quantum phenomena, these laws are counter-intuitive. In this sense QIPC
aims to turn paradoxes into products. On the other hand, macroscopic physics is itself ultimately
based on the quantum laws. This raises the question why the paradoxical traits of quantum
mechanics do not manifest themselves in everyday experience, i.e., how the classicality of the world
emerges from quantum mechanics. Roughly, the answer is that the quantum paradoxes all require
the superposition principle, i.e., coherence, and that in complex systems coherence is shifted to less
and less accessible degrees of freedom and thus effectively lost. This process, known as
"decoherence" is thus a crucial element for the formation of the world as we know it. Seen form the
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other side, i.e., a QIPC application, decoherence is the universal enemy, ever trying to wash out the
hard won coherence. In either case decoherence marks the boundary between quantum and
classical phenomena.

The quantum-classical boundary which is set by decoherence has a very rich structure. It is certainly
not merely a question of system size, since suitable collective degrees of freedom of some large
systems can exhibit remarkable coherence in some collective degrees of freedom. Many clever ways
of extending the quantum side for QIPC have been designed. Clearly, a sufficient isolation from the
environment at large is required. Some methods rely on the observation and manipulation of the
environment itself, combined with feedback procedures counteracting the effects of decoherence on
the system under study. Other methods, borrowing from the error correction schemes of classical
computers, are at least in principle even more powerful. They are based on the redundant coding of
the information in an ensemble of entangled qubits, monitoring the effects of decoherence on a
subset of these qubits and applying correction procedures on others to restore the initial quantum
state affected by decoherence. The progress towards the implementation of these methods, a
prerequisite for large scale quantum computing to ever become feasible, is discussed in other parts
of this report.

Here, we focus on other aspects of this field of research. The first concerns a change in physical
world-view, which is stimulated by QIPC research, and is spreading to the physics community and,
possibly, to the society as a whole. In the discussions of the founding fathers of quantum theory, the
quantum-classical boundary was explored in thought experiments, often with paradoxical
conclusions. Many QIPC experiments with atoms and photons can be viewed as modern realizations
of these thought experiments. This stimulates a much more concrete view of the old paradoxes, both
theoretically, through establishing new ways to model quantum phenomena and the discovery of
new principles, and experimentally through a fantastically increased control of fully coherent
processes. This body of knowledge is now making its way into the teaching of quantum physics at
universities. The formation of an reliable intuition for the quantum world is certainly an important
ingredient in the education of students in physics and the study of QIPC is an excellent way to
acquire this intuition. The students attracted by the aesthetical qualities of this physics will be the
researchers of tomorrow, who will apply their skills to QIPC or to other fields.

Secondly, and perhaps more fundamentally, these experiments also raise some issues at the
forefront of physics. In QIPC, physicists learn to build systems of increasing size in quantum
superposition, the Schrédinger cat states. This research is still in its infancy and many important
issues remain to be explored, some of which are listed here:

¢ Size of mesoscopic superpositions. This concept remains to be defined in a more
quantitative way. Present experiments involve big molecules following spatially separated
paths in an interferometer, large numbers of photons stored in different states in boxes or
propagating freely in laser beams and currents rotating in opposite directions in
superconducting circuits. Large ensembles of atoms entangled with each other via their
interaction with polarized laser beams share common features with these mesoscopic
superpositions. Experiments with entangled Bose Einstein condensates of ultra cold atoms
are also developing, completing this zoo of Schrédinger cat states. Clearly, the mass of the
system or the number of particles involved are not universal parameters to measure the
magnitude of a given state superposition. Attempts to define a universal distance between
the parts of the mesoscopic wave functions have been made and should be refined, to permit
a meaningful comparison between experiments performed under very different conditions on
disparate systems.

¢ Non locality of mesoscopic superpositions. Non locality has been investigated in great
details so far on simple microscopic systems (pairs of photons or ions). It remains to be
studied on larger systems. Mesoscopic objects made of many atoms or photons can now be
built, in which the two parts of the wave function correspond to different locations in space,
separated by a truly macroscopic distance. In the case of photons, this relies on the
realization of some kind of non linear beam splitter device which, in a way very different from
an ordinary beam splitter, collectively channels all the photons, at the same time, in one arm
and in the other of an interferometer. Experiments with up to four photons have already been
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realized and non local cat states involving much larger photon numbers are in the making.
Similar ideas are being developed to channel Bose Einstein condensed atoms collectively in
different final positions. These systems combine the weirdness of the Schrédinger cat (large
objects in state superpositions) and the strangeness of non locality. In simple two-particle
systems, the amount of non-locality is measured by the degree of violation of Bell's
inequalities. Versions of these inequalities for mesoscopic systems have been proposed.
Testing them on large non local Schrodinger cat states remains to be done. The effect of
decoherence on the violation of these mesoscopic versions of Bell's inequalities remains
largely to be studied.

* QIPC, gravitation and beyond. In QIPC physics, the coupling to environment is considered
to be electromagnetic. There is however another kind of environment against which no
shielding exists, due to the gravitational field permeating all space. Decoherence induced by
the fluctuations of gravitational waves of cosmological origin has been estimated
theoretically. It is found to be negligibly small on atoms or molecules, and exceedingly
efficient on large objects, for which it is by far more important than electromagnetic
decoherence. The transition appears to occur for objects of the order of Planck's mass (22
micrograms). Observing gravitational decoherence would be a daunting task, the challenge
being to isolate effectively from electromagnetic influence objects made of many trillions of
atoms. Experiments attempting to prepare quantum superpositions of states of a tiny mirror
placed at the tip of a cantilever could be a first step in this direction. Even if gravitational
effects are not of concern for QIPC applications, they are of a fundamental interest because
they link the quantum-classical boundary to fundamental cosmological issues. Experiments
on gravitational decoherence will not be realized in the near future, but thinking about them
brings together scientists from quantum optics, mesoscopic physics, theoretical physics and
cosmology. Deep questions such as the connection between information theory and black
hole physics are also fruitfully debated, even though applications are not to be expected.
Finally, these issues cannot be separated from a fundamental question about the future of
quantum theory itself. Including gravitation into a comprehensive quantum framework has up
to now eluded the efforts of theorists. A majority believes that such a comprehensive theory
will retain the essential features of the present quantum theory, notably state superpositions
and probabilistic behavior. Some however, who dislike the idea that "God is playing dice",
hope that the new theory will reestablish some kind of classical determinism. There would
then exist another kind of decoherence, more fundamental than the environment induced
one. All attempts to build such theories so far have failed, but this does not deter their
advocates. To test experimentally possible theories of this kind will be exceedingly difficult. It
will imply, as a prerequisite, a very good control of the largely dominant environment
induced decoherence. If a limitation to quantum laws as we know them were found at a given
size scale, it would have tremendous consequences on our view of Nature, going far beyond
the discussion about the feasibility of a quantum computer.
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QICS authors
D. Binosi (Trento) T. Calarco (Ulm)

tA‘:a

Curope.:

to2  QIPC in Europe

00. QUANTUM INFORMATION SCIENCE

01. PHYSICS AND INFORMATION SCIENCE

01.10.+i Encoding, processing and transmission of information via physical systems
01.20.+e Reversibility and irreversibility in information processing

01.30.+r Quantum states and dynamics as a resource for information processing
01.40.+n Entanglement as a resource for information processing

01.50.+e Entropy and other measures of information

02. FUNDAMENTAL PROBLEMS

02.10.+t Quantum-Classical Transition

02.20.+c Mesoscopic and Macroscopic Quantum Coherence
02.30.-n Entanglement, nonlocality, complementarity
02.30.Bi Bell inequalities

02.30.An Bell theorem without inequalities

02.30.Lh Loopholes in Bell-type experiments

02.40.+d Interaction with environment

02.50.+r Reference frames in quantum mechanics
02.60.+9g Geometric/topological phases

02.70.+a Theories alternative to quantum mechanics
02.80.+i Fundamentals of quantum interference (quantum eraser, which-way
information, etc.)

02.90.+f Foundational issues of quantum mechanics

03. ENTANGLEMENT

03.02.+s Separability properties

03.05.+c Characterization and classification of entanglement

03.10.+m Entanglement measures

03.20.+w Entanglement detection/witnesses

03.25.+y Entanglement catalysts

03.30.+e Entangling/Disentangling power of quantum evolutions and transformations
03.40.+t Thermal/mixed state entanglement

03.50.+b Bound entanglement
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03.60.+i Entanglement of identical particles and statistics

03.70.+c Entanglement versus correlation

03.80.+p (Theory of) purification, distillation, concentration

03.90.+m (Other) mathematical aspects of composite quantum systems

04. ENTANGLEMENT IN MANY-BODY SYSTEMS

04.10.+s Entanglement in spin models/oscillator chains

04.20.+b Squeezing and entanglement in quantum degenerate gases and BCS model
04.25.+1 Entanglement in solid state systems, Luttinger liquids, etc.

04.30.+p Entanglement in phase transitions

04.40.+c Entanglement, chaos and disorder

04.50.+m Efficient simulation of quantum many-body systems

04.60.+s Entanglement in mesoscopic/macroscopic systems

04.70.+m Multi-particle/multi-photon entanglement

04.80.+d Entanglement dynamics in composite quantum systems

04.90.+t Entanglement transfer

05. CROSS DISCIPLINARY LINKS

05.05.+r Quantum information & relativity/cosmology

05.10.+s Quantum information & quantum statistics

05.20.+c Quantum information & quantum chaos

05.30.+t Quantum information & thermodynamics

05.40.+n Quantum information & neural networks

05.50.+a Quantum information & adaptive learning and feedback control
05.60.+c Quantum information & chemistry

05.70.+0 Quantum information & quantum control

05.80.+m Quantum information & complex systems

05.90.+p Quantum information & quantum field theory/particle physics

06. QUANTUM MEASUREMENTS

06.10.+d Dynamics of the measurement process

06.15.+e Measurement-induced transformations
06.20.+m Quantum measurement theories

06.25.+n Quantum non-demolition measurements
06.30.+p Positive Operator Valued Measurements (POVM'’s)
06.35.+w Weak measurements

06.40.+z Quantum Zeno effect

06.50.+t Tomographic state reconstruction

06.60.+r Non-tomographic state reconstruction/estimation
06.70.+e Phase estimation

06.80.+s Quantum state discrimination

06.85.+0 Quantum operator discrimination/reconstruction
06.90.+m Parameter estimation

07. MATHEMATICS OF HILBERT SPACE

07.10.+r State representations (quasi-probability distributions, Poincare’ sphere, Stokes
parameters, etc.)

07.20.+b Properties of special bases

07.30.+0 Properties of operators

07.40.+d Distance between states

07.50.+n No-go theorems

07.60.+s Special states (graph states, cluster states, etc.)
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10. QUANTUM COMPUTATION

11. ALGORITHMS

11.10.+c Quantum complexity theory

11.20.+a Role of entanglement in quantum algorithms
11.30.+h Factoring, hidden subgroup

11.40.+s Quantum search

11.50.+m Quantum maps, quantum chaos

11.60.+g Quantum games, strategies

11.70.+w Quantum random walks

11.80.+e Spectral evaluation

11.90.+m Quantum template matching

11.95.+0 Other algorithms

12. SIMULATIONS

12.10.+i Simulations of many-body interactions

12.20.+h Optimal simulation of few-qubit Hamiltonians

12.30.+u Universal quantum simulators with specific systems (e.g. trapped ions, optical
lattices, etc.)

12.40.+e Efficient classical simulation of quantum computation

13. DEFEATING ERRORS

13.10.+n Effects of noise and imperfections

13.20.+e Quantum error correction

13.30.+t Fault-tolerant quantum computation

13.40.+d Decoherence-free subspaces /noiseless subsystems
13.50.+d Dynamical/algebraic decoupling/recoupling
13.60.+p Geometric/topological protection

13.70.+f Quantum feedback/filtering and control

13.80.+a Errors and chaos

14. MODELS AND ARCHITECTURES

14.10.+c Quantum circuit model

14.20.+a Quantum cellular automata

14.30.+t Quantum Turing machine

14.35.+i Initialization of quantum registers
14.40.+m Measurement-based quantum computation
14.50.+a Adiabatic quantum computation

14.60.+g Geometric/topological and holonomic quantum computation
14.70.+p Post-selected quantum computation
14.80.+f Quantum computation with fixed couplings
14.90.+1 Quantum computation with local control
14.95.+p Probabilistic quantum computation

15. IMPLEMENTATIONS: QUANTUM OPTICS

15.10.-p Quantum Optics: Physical qubits
15.10.El Electrons

15.10.le lons: electronic states

15.10.1v lons: vibrational states

15.10.Ne Neutral atoms: electronic states
15.10.Nv Neutral atoms: vibrational states
15.10.Ry Rydberg atoms

15.10.Ph Photons

Page 3 of 7



Published on QUROPE (http://qurope.eu)

15.10.Qd Quantum dots

15.10.En Atomic ensembles

15.10.Mo Molecules

15.20.-e Quantum Optics: Experimental system
15.20.Pt Penning traps (planar and circular)
15.20.Lp Linear Paul traps

15.20.MI Micro-fabricated lithographic traps
15.20.0l1 Optical lattices

15.20.Mc Magnetic atom chips

15.20.0c Optical atom chips

15.20.Lo Linear optics

15.20.Ca Cavity QED

15.20.Ro Readout techniques in quantum optics

16. IMPLEMENTATIONS: CONDENSED MATTER

16.10.-p Condensed Matter: Physical qubits
16.10.Ec Electrons in solids: charge

16.10.Es Electrons in solids: spin

16.10.Sc Spin chains

16.10.Is lons in solids

16.10.Ns Nuclear spins

16.10.)Jn Josephson nanodevices

16.20.-e Condensed Matter: Experimental system
16.20.De Electrically realized quantum dots
16.20.Db Band-gap modulation quantum dots
16.20.Sr Electron spin resonance

16.20.Re Rare-earth-ion-doped crystals

16.20.Ln Liquid NMR

16.20.Pd Atomic donors in semiconductor substrates
16.20.Ec Endohedral C60 on surfaces

16.20.1h Isotopically engineered heterostructures
16.20.Ns QD nuclear spin ensembles

16.20.Cq Charge qubits

16.20.Pq Phase qubits

16.20.Fq Flux qubits

16.20.Sq Superconducting qubits coupled to resonators
16.20.Dc Defect centers in diamonds

16.20.Rc Readout techniques in condensed matter

17. OTHER IMPLEMENTATIONS

17.10.+n Nanotubes and nanowires

17.20.+m Single-domain magnetic particles

17.30.+e Electrons on helium films

17.40.+d Molecular spin/dipole arrays

17.50.+h Quantum Hall systems

17.60.+r Nanomechanical resonators

17.70.+s Spectral hole burning

17.80.+h Hybrid systems

17.90.+s Surface-acoustic-wave-based quantum computer

18. DECOHERENCE STUDIES

18.10.+b System-bath interaction (harmonic bath, spin bath)
18.20.+s Electron spins in semiconductors (phonons, nuclear spins)
18.30.+a Atoms close to surfaces/in laser fields or cavities
18.40.+n Electromagnetic noise on trapped ions
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18.50.+p Electric and phonon noise in semiconductors
18.60.+d Disentanglement via dissipation/dephasing
18.70.+s Decoherence in solid state systems
18.80.+d Quantum dissipative systems

20. QUANTUM COMMUNICATION

21. PROTOCOLS

21.10.+a Quantum authentication/identification
21.20.-s Quantum secret sharing/data hiding
21.20.KI Quantum key distillation

21.20.Kd Quantum key distribution

21.20.Rp Remote state preparation

21.20.Rc Quantum remote control

21.20.Sc Quantum bit-string commitment
21.30.+c Quantum coding

21.40.+d Quantum data compression
21.50.+t Teleportation

21.60.+e Entanglement based protocols
21.70.+q Qudits

21.80.+c Quantum cloning

22. INFORMATION SECURITY BEYOND QUANTUM CRYPTOGRAPHY

22.10.+k High key rates

22.20.+d Continuous variables

22.30.+c Quantum codes

22.40.+p Privacy amplification

22.50.+t Teleportation as a cryptographical primitive
22.60.+e Eavesdropping detection

22.65.+a Eavesdropping attacks/strategies

22.70.+s Security proofs

22.80.+p Plug and play systems

22.90.+d Distrustful cryptography

23. LONG-DISTANCE QUANTUM COMMUNICATION

23.05.+f Fiber-based quantum communication

23.10.+1 Limits for shared entanglement

23.20.+f Free-space entanglement

23.25.+c Free-space quantum communication

23.30.+0 Outer-space quantum communication

23.40.+a Adaptive optics

23.50.+s Feasibility studies for satellite based quantum communication
23.60.+d Study of decoherence

23.70.+s Space qualified technologies

24. SOURCES

24.10.-s Single photons

24.10.0d Single photons on demand

24.10.Tw Single photons at telecom wavelength
24.20.-e Entangled photons

24.20.0d Entangled photons on demand

24.20.Tw Entangled photons at telecom wavelength
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24.30.+s Squeezed states sources

24.40.+h High efficiency sources

24.50.+m Multiphoton sources

24.60.+s Generation of specific states of radiation
24.70.+c Color-center/quantum dot photon sources

25. DETECTORS

25.10.+e Quantum efficiency of detectors

25.20.+n Number resolution

25.30.+c Clock synchronization

25.40.+t Automated state and process tomography
25.50.+m Miniaturization

25.60.+a Quantum state analyzers

30. QUANTUM NETWORKS

31. QUANTUM CHANNELS

31.10.+1 Long distance photonic channel
31.20.+t Quantum state transport in quantum chains and arrays
31.25.+d Decoherence in quantum channels
31.30.+c Characterization of quantum channels
31.35.+i Dissipative quantum channels
31.40.+d Entanglement distribution

31.50.+m Quantum channel memory

31.60.+n Non-photonic quantum channels
31.70.+9g Gaussian channels

31.80.+b Bosonic channels

31.90.+e Entangled channels

32. QUANTUM REPEATERS

32.10.+c Communication over noisy channels

32.20.+m Quantum memories/storage of qubits

32.30.+s Entanglement swapping

32.40.+p Realization of purification, concentration, and distillation in physical systems
32.50.-c Quantum communication complexity

32.50.Fp Quantum fingerprinting

32.60.+s Small scale quantum processors

33. QUBIT INTERFACES

33.10.+a Cavity QED (atoms or ions)

33.20.+d Quantum dots

33.30.+s SQUIDs

33.40.+j Josephson junctions <-> ions

33.45.+u Superconducting qubits <-> spins

33.50.+n Nanomechanical resonators <-> quantum dots, superconducting qubits
33.60.+a Atomic systems <-> mesoscopic conductors

33.70.+0 Optical systems <-> solid-state systems

33.80.+m Atomic-ensemble quantum memory for light

33.90.+e Entanglement between atoms and photons
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40. QUANTUM INFORMATION TECHNOLOGIES

41. METROLOGY

41.05.+1 Quantum limits

41.10.+p Quantum enhanced measurements
41.20.+c Quantum clock synchronization
41.30.+i Quantum imaging

41.40.+s Precision spectroscopy via entangled states
41.50.+n Nanomechanical sensors

41.60.+s Single electron spin measurements
41.70.+a Aligning reference frames
41.80.+c Absolute calibration of detectors
41.90.+n New sensor technologies
41.95.+m Quantum magnetometry
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