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Executive Summary 
 

The objective of this deliverable D3.2.1 is to provide a suitable security method and architecture to enable 
secure and trusted collaboration for enterprises sharing their information by means of Linked Data. Thus, to 
ensure that Linked Data information remains private to authorized members, a sophisticated dynamic 
access control model needs to be defined. This access control model proposed is aligned with the principles 
of dynamic and de-centralized collaboration. 

In order to define such an access control model, the deliverable has been structured in different sections. 
First of all, section 2 provides a brief description of the information security problems that collaboration 
environments are facing nowadays. In this section the scope that will be achieved by means of the 
implementation of the ComVantage security model is exposed. Afterwards, section 3 gives a detailed 
explanation of the current state of the art in Linked Data, access control and trust models, which has served 
as a basis to define the access control approach that best fits ComVantage project. Next, section 4 analyses 
the critical security issues of the different ComVantage real scenarios in order to provide a complete 
security model which will guarantee that the needs of all use case partners will be covered. 

Section 5, taking into account the needs of use case partners analysed in section 4 as well as the existing 
access control methods exposed in section 3, presents the definition of the security model that will be 
implemented. Two different approaches operating at different layers have been studied, which have given 
way to the definition of a multitiered security approach. Finally, taking into account the security model 
defined in section 5, section 6 explains the critical functionalities that the first security mock-up will be able 
to implement. 

As a conclusion, all the different analysis performed in this deliverable have led to the definition of a 
complete multitiered security approach which will be able to protect all data sets in the collaboration 
network, helping to ward off threats and eliminate vulnerabilities while proving compliance and maximizing 
the efficiency of the operations. 
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1 OVERVIEW  

1.1 Introduction 

Collaboration between different organizations can only be successful if partners can trust each other and 
really believe that the information they share remain secure and only authorized users can access to their 
data. 

It is essential that a Circle of Trust can be established between the different partners that collaborate 
together in a project. These collaborative partners will establish beforehand some common rules in order 
to share information between them. For example, they should agree on common roles and tasks for Linked 
Data consumers as well as a common set of policies. This Circle of Trust will be guaranteed by the 
development of the ComVantage security approach.  

As ComVantage specifically addresses user centric collaboration tools, WP3 focuses on a secure access 
control to information requests. The access control model that will be proposed will be aligned with the 
principles of dynamic and de-centralized collaboration. 

1.2 Scope of this Document 

The aim of this deliverable, as outlined in the ComVantage Description of Work (DoW), is to carry out the 
definition of the secure information model within the ComVantage project. In this document the whole 
security model architecture is defined as well as its basic operation.  

This document is organized as follows: 

 First of all, section 2 is a brief description of the information security problems that collaboration 
environments are facing nowadays. In this section the scope that will be achieved by means of the 
implementation of the ComVantage security model is exposed. 

 Afterwards, section 3 gives a detailed explanation of the current state of the art in Linked Data, 
access control models and commercial access control tools, as well as trust models. 

 Next, section 4 analyses the critical security issues of the use cases in order to provide a complete 
security model which will guarantee that the needs of all use case partners will be covered. 

 Then, section 5, taking into account the needs of use case partners analysed in section 4 as well as 
the existing access control methods exposed in section 3,  explains the definition of the security 
model that will be implemented. The global architecture is presented and the different modules 
that compose this architecture are details. Moreover, two different approaches about the 
implementation of the access control model are presented in this section. 

 Finally, taking into account the security model defined in section 5, section 6 explains the critical 
functionalities that the first security mock-up should accomplish.  
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1.3 Related Documents 

The following figure presents this deliverable position in the global ComVantage context with respect to 
related deliverables. 

 

 

Figure 1: Related Deliverables to D3.2.1 

 

The relations expressed in the figure are the following:  

 Use case refined scenarios provide the security needs that must be covered. 
 Global ComVantage architecture and functional and technical requirements provide the context 

where the secure information model must fit. 
 The security model must be adapted with the other technological work packages, in terms of 

Linked Data format specification as well as usability and trust models. 
 The secure information model, as it is presented in the current deliverable, is generic and it will be 

further specialized in the adaption deliverables from WP6 Plant Engineering and Commissioning, 
WP7 Customer-oriented Production, and WP8 Mobile Maintenance. 

 The secure information model specified in this deliverable will be the base to develop the 
prototypes of the security mechanisms. 
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2 SCOPE DEFINITION  

2.1 Security in Collaboration Environments 

The typical business work force today is both mobile and collaborative. Mobile in the sense that workers 
need to access and share their data both locally and remotely. Collaborative because entering networked 
business even supports SMEs to jointly compete in fields dominated by larger companies. In fact, 
collaboration allows organizations to focus their resources to their fields of expertise, while meeting new 
business opportunities through combining their strengths with other enterprises. The type of joint work 
and the associated value proposition varies between integration (coordination, communication, 
channelling) and federated solutions (cooperation, collaboration), whilst the collaborative models vary 
from loosely-coupled federations of autonomous actors providing services to each other to distributed 
workflow management structures. 

What has really become clear over the recent years is that inter-enterprise collaboration has become 
essential for the success of enterprises and that there is a strategic need to take part in various 
collaborations simultaneously.  

In this kind of environment, the nature of decision-making is profoundly different from centrally 
coordinated collaboration and new threats emerge in the fields of enterprise data security and privacy, as 
any partner can decide to leave or not follow the established contract terms during the collaboration for 
internal reasons. In fact, collaboration with partners, some previously known and some unknown, exposes 
organizations to security and privacy threats, not just towards their resources but towards all the 
collaboration network itself. 

The four major threats to a secure collaboration infrastructure include: 

 Malware. Today, many viruses and worms are designed to rapidly infect millions of computer 
systems across the world using the www, e-mail, and instant messaging. 

 Spam. Businesses are being overwhelmed with unsolicited e-mail that is sapping network resources 
and flooding e-mail inboxes. Spam is not only a threat to corporate productivity, but it has become a 
common carrier for malicious code. As a result, the messaging infrastructure is a critical focal point 
for businesses in the fight against malicious software. 

 Unauthorized Network Access. Security procedures and policies that are adequate to protect LAN 
data can be ineffective when the network is opened to outsiders for messaging and collaboration. In 
addition, hackers are now using more sophisticated application-layer attacks. 

 Unauthorized Data Access. Businesses are increasingly concerned with sensitive information 
leaking outside of the business through the messaging and collaboration infrastructure. 

In this scenario, relying on forming a single domain of trust is no real guarantee that other partners will 
behave as agreed in the future. Thus, it is essential to find a security approach for policy negotiation, 
establishment, monitoring and enforcement. 

This is, in fact, the aim we seek with our ComVantage Security Model approach: achieving a secure 
collaboration via a dynamic and decentralized access to information. Once we have understood the 
difficulties organizations from different ComVantage use cases have in safeguarding sensitive information 
to avoid potential data breaches and achieve compliance with privacy and data protection regulations, in 
WP3 we have developed a secure information model for securely sharing information in a virtual factory.  

In order to guarantee that information remains private to authorized members only, a sophisticated 
dynamic access control model will be proposed, which support the most complex combinations of 
company-based and user-role based rights for access control.  
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The access control (AC) model developed will allow a product-centric decentralized collaboration between 
multiple companies (SMEs and large enterprises) throughout a complex partner network. Furthermore, the 
access control framework will support that information requests come from multiple devices (mobile, 
laptop) and multiple operating systems to multiple services. 

2.2 Assumptions and Proposed Security Model Approach 

In order to define a security model based on controlling access to Linked Data, some assumptions must be 
considered previously. These assumptions are the following: 

1. Establishment of a Circle of Trust between collaborative enterprises 
A Circle of Trust (CoT) must be set up for all collaborative enterprises. A list of global roles must be 
defined for this CoT. This is what we will name as common ComVantage roles. The assertions 
exchanged between domains should include only these Global Roles. 

User Assignments indicate which roles are assigned to each user. Permission Assignments indicate 
which permissions are assigned to which role. In inter-domain environments User Assignments (UA) 
and Permissions Assignments (PA) are done independently in separate domains. 

2. Definition of collaborative access control policies 

Since each domain should administrate their own security policies independently and collaborate 
with other domains, a common contract is required to specify the authorized inter-domain 
accesses. The access control policies can be seen as the contract between the partners of a 
consortium. The global policies are then imported in each domain and stored in the Collaborative 
Policy Storage, and thus declined to the actual security infrastructure of the domain. The roles 
referenced in the global polices must be recognized in the whole CoT.  

3. Qualification of the origin domain by means of an Identity Provider 

Even if there is a contract between two domains, the target domain will not trust the origin domain 
blindly. We should be suspicious about user assignments made in other domains. The common 
ComVantage roles should be filtered in function of the origin domain. Global roles must be 
qualified by the origin domain and the security policies have to check this qualifier. This process 
requires that the target domain trusts the Identity Provider (IdP) of the origin domain. 

4. All shared information must be exported to RDF format 
It is assumed that the information shared, for example the sensor values, are already in RDF 
format and accessible through a SPARQL endpoint. This means that they should have been 
previously exported to RDF by means of an appropriate conversion/adaptation tool.  
 

5. Publishing of information as a responsibility of each data provider 

At this stage and in order to focus on securing access to Linked Data information, it is assumed that 
the publication process of information to Linked Data is responsibility of each data provider. That 
is, it is assumed that each partner will use its own tools to control the consistency of data being 
published in Linked data but will use the tools provided by WP3 to define the access control policies 
affecting this data. For this first mock-up, thus, we will focus on providing access control 
management functionalities to information already published in Linked Data. The securing of the 
publication of information to Linked Data will be discussed later in the project as part of future 
demonstrators, but at this stage, it is out of scope of this document. 

6. Each consortium application has its own security rules and access control mechanisms 

In fact, each consortium application authorized to perform SPARQL queries should have its own 
security rules and access control mechanisms to control which Linked Data is accessed/modified by 
its authorized users. For example, if the same authorized application is used by a service technician 
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and by a salesman, it is responsibility of each domain not showing prices to the technician because 
he is not authorized to see them. But also, the application should allow the salesman access to 
prices. Those security rules and access control mechanisms are out of the scope of WP3. 

7. Focus on controlling queries to Linked Data 

At this stage of the project, we will focus on controlling queries to Linked Data in order to consult 
information published. We will not control initially permissions of writing, modifying or deleting 
Linked Data information. 

8. The user applications will store the addresses of the Domain Access Servers with whom they 
collaborate 

It is assumed that, at this stage of the project at least, the addresses of the several Domain Access 
Servers are stored in the user application. In fact, they should have been preconfigured at design 
time. 

9. A user application will directly call the relevant Domain Access Servers, independently of its 
domain 

Thus, a user application will directly call the relevant Domain Access Servers, independently of its 
domain. That is, a user application from domain A, who needs information from both Domain A and 
B, is able to call a Domain Access Server from Domain A and another Domain Access Server from 
Domain B. 

10. There will be a limited and fixed amount of domains within each application area 

There will be a limited and fixed amount of domains within each application area, that is, a fixed 
amount and addresses of Domain Access Servers. In fact, all dynamic aspects like partnering and 
contracting with new companies and updating of a network configuration is out of scope for 
ComVantage (at initial stage). In fact, adding a new domain to a workflow will be a manual process 
which will be realized by manually updating the business process model and redeploying the 
mobile app. 
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3 SOA OF SECURE COLLABORATION 
As already explained in the previous sections, the aim of this deliverable is to present a security approach 
to control the access to Linked Data information shared by collaborative organizations.  

So, first of all, in order to contextualize the environment that needs to be secured, an analysis of Linked 
Data is presented in this section. An introduction to Linked Data has already been made in deliverable 
D.4.1.1. Data Format Specification (Hladik. J, 2012), so this section will try to be complementary to it. 

Afterwards, in order to find the best approach to implement the access control to Linked Data information, 
the current state of the art in access control models is presented. In this section, many different 
approaches are shown, from the most common ones to the most innovative ones found in the literature. 
Apart from that, in order to be informed about how other models implement access control nowadays, 
other existing commercial access control tools have been analysed. These access control models and tools 
will serve as a basis for the security model developed for ComVantage. 

Finally, as it has been already mentioned, it is essential that enterprises that collaborate together can trust 
each other. That is, a Circle of Trust must be established between them. In order to establish this CoT, 
some current techniques and trust models are analysed. Once the security model has been consolidated, 
the most adequate trust strategy will be established. 

3.1 Linked Data  

As explained above, in this section an analysis of Linked Data is presented in order to gain a better 
knowledge about the environment that will be secured by the ComVantage access control solution.  

3.1.1 Linked Data Description 

Linked Data is an emerging best practice about using the Web to connect structured related data that 
wasn't previously linked, or using the Web to lower the barriers to publishing and accessing documents as 
part of a global information space. It is about making links, so that a person or machine can explore the 
web of data.  

As stated by Berners-Lee in (Bizer, 2009), these best practices have been adopted by an increasing number 
of data providers over the last six years, leading to the creation of a global data space containing billions of 
assertions - the Web of Data.  

While the primary units of the hypertext Web are HTML (HyperText Markup Language) documents 
connected by untyped hyperlinks, Linked Data relies on documents containing data in RDF1 (Resource 
Description Framework) format. However, rather than simply connecting these documents, Linked Data 
uses RDF to make typed statements that link arbitrary things in the world. The result, which we will refer to 
as the Web of Data, may more accurately be described as a web of things in the world, described by data 
on the Web. 

At the http://linkeddata.org/faq we find the following definition of Linked Data: 

“The term Linked Data refers to a set of best practices for publishing and connecting structured data on the 
Web. Key technologies that support Linked Data are URIs (a generic means to identify entities or concepts in 
the world), HTTP (a simple yet universal mechanism for retrieving resources, or descriptions of resources), 
and RDF (a generic graph-based data model with which to structure and link data that describes things in 
the world).” 

On the same page, we find this definition for RDF: 

                                                           

1 http://www.w3.org/TR/rdf-concepts/ 

http://linkeddata.org/faq
http://www.w3.org/TR/rdf-concepts/
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“RDF, the Resource Description Framework, is one of the key ingredients of Linked Data, and provides a 
generic graph-based data model for describing things, including their relationships with other things.” 

Linked Data Principles 

(Bizer, 2009) outlined a set of 'rules' for publishing data on the Web in a way that all published data 
becomes part of a single global data space: 

1. Use URIs as names for things 

2. Use HTTP URIs so that people can look up those names 

3. When someone looks up a URI, provide useful information, using the standards (RDF, SPARQL) 

4. Include links to other URIs, so that they can discover more things 

 

Figure 2: Semantic web layer cake
2
 

As it has been stated in D4.1.1. – Data Format Specification (Hladik. J, 2012), Linked Data is a subset of the 
semantic web (Bizer, 2009) to publish, maintain and interlink data. Thus, the World Wide Web consortium 
(W3C) is seriously involved in the evolution of Linked Data.  

3.1.2 The Semantic Web 

Nowadays, the World Wide Web is based mainly on documents written in HTML, a mark-up language that 
mainly serves to create hypertext on the Internet. HTML is valid to match the look of a document and 
include in the text media objects (images, dialogue formats, etc.). But it offers little opportunity to 
categorize the elements that make up the text beyond the typical structural features. That is, HTML 
describes the syntax, but not the semantics. 

HTML, by means of a visualization tool (like a browser or user agent), allows for example showing a 
catalogue of items for sale. The HTML of this catalogue may explain things like "the title of the document" 
is Acme Hardware; but there is no way to specify in the HTML code if the product M270660 is a "battery 
Acme" with a "retail price" of 200 €, or another type of consumer product (i.e., it is an electric battery and 
not a musical instrument, or a pot). The only thing that HTML allows is to align the price on the same row as 
the product name. There is no way to indicate "this is a catalogue", "battery Acme" is an electric battery, or 
"200 €" is the price. Nor is there a way to establish a relationship between the two data to describe a 
specific item in opposition to similar ones in the same catalogue. 

The Semantic Web would address these deficiencies. The Resource Description Framework (RDF) is a 
standard by the W3C for formal description of logical statements about resources in the semantic web. 
RDFS and OWL are ontologies often used for RDF modelling and XML is one possible serialization format of 
RDF which is called RDF/XML. 

                                                           
2
 http://www.w3.org/2001/09/06-ecdl/slide17-0.html 

http://www.w3.org/2001/09/06-ecdl/slide17-0.html
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These technologies combine to provide explicit descriptions of Web resources (brochures, forms, maps or 
other object). This allows content managers to interpret the documents and implement intelligent data 
capture and processing actions. 

While today’s Web is about documents: 

 

Figure 3: Today's web about documents
3
  

The Semantic Web is about things: 

 

Figure 4: Semantic web about things
4
 

Semantic Web can recognize people, places, events, companies, products, movies, etc and can understand 
the relationship between things.  

An example of this: 

                                                           
3
 http://www.slideshare.net/HatemMahmoud/web-30-the-semantic-web 

45
 http://www.slideshare.net/HatemMahmoud/web-30-the-semantic-web 

http://www.slideshare.net/HatemMahmoud/web-30-the-semantic-web
http://www.slideshare.net/HatemMahmoud/web-30-the-semantic-web
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Figure 5: Comparison of today's web vs. semantic web
5
 

This is achieved by embedding semantic annotations into the data, by means of RDF. 

 

3.1.3 RDF as Data Model for Linked Data 

RDF (Resource Description Framework) is a W3C standard for describing resources in the Web. RDF 
identifies things using URIs (Uniform Resource Identifiers). It uses simple statements (triples) to describe 
things: Thing – Property – Value (Subject – Predicate – Object), as it has already been explained in D4.1.1. 
Data Format Specification (Hladik. J, 2012). 

 

Figure 6: RDF triple 

Each triple represents a statement of a relationship between the things denoted by the nodes that it links. 
Each triple has three parts: 

 A subject, 

 an object, and 

 a predicate (also called a property) that denotes a relationship. 

The direction of the arc is significant: it always points toward the object. The assertion of an RDF triple says 
that some relationship, indicated by the predicate, holds between the things denoted by subject and object 
of the triple. The assertion of an RDF graph amounts to asserting all the triples in it, so the meaning of an 
RDF graph is the conjunction (logical AND) of the statements corresponding to all the triples it contains. 

 

                                                           

 

Subject Object
Predicate

http://www.w3.org/TR/rdf-concepts/#dfn-subject
http://www.w3.org/TR/rdf-concepts/#dfn-object
http://www.w3.org/TR/rdf-concepts/#dfn-predicate
http://www.w3.org/TR/rdf-concepts/#dfn-property
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3.1.4 SPARQL6 Query Language for RDF 

RDF is a graph based query language for data stored in RDF. It was made a standard by the RDF Data Access 
Working Group (DAWG)7  of the World Wide Web Consortium, and considered as one of the key 
technologies of semantic web.  

The SPARQL language specifies four different query variations for different purposes. 

 SELECT query: Used to extract raw values from a SPARQL endpoint. 
 CONSTRUCT query: Used to extract information from the SPARQL endpoint and transform the 

results into valid RDF. 
 ASK query: Used to provide a simple True/False result for a query on a SPARQL endpoint. 
 DESCRIBE query: Used to extract an RDF graph from the SPARQL endpoint, the contents of which is 

left to the endpoint to decide based on what the maintainer deems as useful information. 

There are a lot of frameworks that permit the execution of SPARQL queries or offer SPARQL endpoints. The 
most famous ones are Sesame8, Jena 9, D2RQ10 and ARC211. 

SPARUL, or SPARQL/Update, is an extension to the SPARQL query language that provides the ability to add, 
update, and delete RDF data held within a triple store. 

The examples below show different SPARQL queries launched to one or two endpoints to obtain 
information from the following RDF files: 

data1.rdf 

<?xml version="1.0"?> 

<rdf:RDF 

 xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#" 

 xmlns:ff="http://www.factory.fake/data1#"> 

<rdf:Description 

rdf:about="http://www.factory.fake/data1/Machine1"> 

<ff:company 

rdf:resource="http://www.factory.fake/data2/Company1"/> 

 <ff:price>40000</ff:price> 

 <ff:year>2010</ff:year> 

 </rdf:Description> 

  

<rdf:Description 

rdf:about="http://www.factory.fake/data1/Machine2"> 

<ff:company 

rdf:resource="http://www.factory.fake/data2/Company2"/> 

 <ff:price>35000</ff:price> 

 <ff:year>2006</ff:year> 

                                                           
6
 http://www.w3.org/TR/rdf-sparql-query/ 

7
 http://www.w3.org/2009/sparql/wiki/Main_Page 

8
 http://www.openrdf.org/ 

9 
http://jena.apache.org/

  

10
 http://d2rq.org/ 

11
 https://github.com/semsol/arc2/wiki/ 

http://en.wikipedia.org/wiki/World_Wide_Web_Consortium
http://en.wikipedia.org/wiki/Semantic_web
http://en.wikipedia.org/wiki/SPARUL
http://en.wikipedia.org/wiki/Resource_Description_Framework
http://en.wikipedia.org/wiki/Triplestore
http://www.w3.org/TR/rdf-sparql-query/
http://www.w3.org/2009/sparql/wiki/Main_Page
http://www.openrdf.org/
http://jena.apache.org/
http://d2rq.org/
https://github.com/semsol/arc2/wiki/
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 </rdf:Description> 

</rdf:RDF> 

data2.rdf 

<?xml version="1.0"?> 

<rdf:RDF 

 xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#" 

 xmlns:ff="http://www.factory.fake/data2#"> 

  

 <rdf:Description 

rdf:about="http://www.factory.fake/data2/Company1"> 

<ff:name>Company1</ff:name> 

  <ff:country>Country1</ff:country> 

 </rdf:Description> 

  

 <rdf:Description 

rdf:about="http://www.factory.fake/data2/Company2"> 

   <ff:name>Company2</ff:name> 

   <ff:country>Country2</ff:country> 

 </rdf:Description> 

  

</rdf:RDF> 

Query example 1: 

Example of a simple query to obtain the list of machines with their corresponding price. In this case it is 
necessary to access to the endpoint that contains the file data1.rdf 

PREFIX ff: <http://www.factory.fake/data1#>  

SELECT ?machine ?price 

WHERE {?machine ff:price ?price} 

 

- PREFIX ff: <http://www.factory.fake/data1#>  

This clause allows to set a namespace to use in the query, thus the URI can be replaced with the 
abbreviation in the rest of the query. 
 

- SELECT ?machine ?price 
 Variables the user is trying to obtain 

  

- WHERE {?machine ff:price ?price} 

Group of subject-predicate-object that must contain the variables specified in the previous 
part. 

 

The table below shows the result obtained launching this SPARQL query: 
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Query example 2: 

Example of a query to obtain data from the files data1.rdf and data2.rdf uploaded to the same endpoint. 
The information to obtain is the list of machines and the data of the corresponding company (name and 
country). 

PREFIX ff: <http://www.factory.fake/data1#>  

PREFIX ff2: <http://www.factory.fake/data2#>  

SELECT *  

WHERE {  

?machine ff:company ?company. 

?company ff2:name ?name; ff2:country ?country} 

 

- PREFIX ff: <http://www.factory.fake/data1#>  

PREFIX ff2: http://www.factory.fake/data2#  
Namespaces definitions 
 

- SELECT *  

Variables the user is trying to obtain, in this case every variable contained in the query (the 
variables are the words started by a question mark) 

 

- WHERE {  

?machine ff:company ?company. 

?company ff2:name ?name; ff2:country ?country} 

Groups of subject-predicate-object that contain the variables to be obtained.  

 

The table below shows the result obtained launching this SPARQL query: 

 

 

Query example 3: 

Example of a query to obtain data from the files data1.rdf and data2.rdf uploaded to different endpoints. 
The information to obtain is the list of machines and the data of the corresponding company (name and 
country). 

PREFIX ff: <http://www.factory.fake/data1#>  

PREFIX ff2:<http://www.factory.fake/data2#>  

SELECT * 

{ 

SERVICE <http://192.168.14.150:8890/sparql> 

{?machine ff:company ?company } 

 

http://www.factory.fake/data2
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SERVICE <http://192.168.14.150:8891/sparql> 

{?company ff2:name ?name; ff2:country ?country} 

} 

- PREFIX ff: <http://www.factory.fake/data1#>  

PREFIX ff2:<http://www.factory.fake/data2#>  

Namespaces definitions 
 

- SELECT *  

Variables the user is trying to obtain, in this case every variable contained in the query (the 
variables are the words started by a question mark) 

 

- SERVICE <http://192.168.14.150:8890/sparql> 

URI of the endpoint that contains the file data1.rdf  
 

- {?machine ff:company ?company } 

Subject-predicate-object to ask for information to the file data1.rdf 
 

- SERVICE http://192.168.14.150:8891/sparql 

URI of the endpoint that contains the file data2.rdf  
 

- {?company ff2:name ?name; ff2:country ?country} 

Subject-predicate-object to ask for information to the file data2.rdf 
 

The table below shows the result obtained launching this SPARQL query: 

 

 

3.2 Access Control Models  
In this section, in order to find the most appropriate solution for ComVantage, some current access control 
models will be analysed, as well as some proposals found in the literature.  

3.2.1 Introduction to Access Control Models 

The application of security policies for computer systems into mechanisms of access control is a wide field 
within computer security.  

Access control models enable to control the ability of a process or a user to access securable information or 
objects. Computer-based access controls can prescribe not only who or what process may have access to a 
specific system resource, but also the type of access that is permitted. 

Generally, the conversion from a security policy into an access control implementation depends on the 
nature of the policy itself but implies the application of at least one of these security controls: 

 Confidentiality: controls the disclosure of information to unauthorized individuals or systems 

 Integrity: controls that data is not modified undetectably 

http://192.168.14.150:8891/sparql
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 Availability: controls that the information is available when it is needed 

The development of a comprehensive and always appropriate access control model is an impossible task as 
it is highly dependable on a wide range of policies, usage patterns and securable objects. In fact, as Bishop 
(Bishop, 2004) states there are two different types of policies that demonstrate the hardness in developing 
an all-purpose security model: military security policies and commercial security policies. The former focus 
on guaranteeing information confidentiality while the latter are mainly concerned with information 
integrity. This duplicity of needs led to the introduction of the two most common, oldest and well-known 
access control models: Mandatory Access Control (MAC) and Discretionary Access Control (DAC).  

However, some limitations in these models stimulated further research into new ways of modelling and 
implementing access control.  Among these recent developments, we can find Role Based Access Control 
(RBAC), Attribute Based Access Control (ABAC), Experience Based Access Management (EBAM), Incentive 
Based Access Control (IBAC) and eXtensible Access Control Markup Language (XACML). 

 

3.2.2 Mandatory Access Control (MAC) 

3.2.2.1 Definition of Mandatory Access Control  

Mandatory access control (MAC) is the strictest of all access control models. It is suitable only for 
organizations connected with extremely high security and is, above all, used by the government and the US 
Department of Defence. The main idea of MAC is that a system mechanism (e.g., the operating system) 
controls access to an object and an individual user cannot alter that access. Neither the subject nor the 
owner of the object can determine whether access is granted. The system mechanism will check 
information associated with both the subject and the object to determine whether the subject should 
access the object.  

Therefore, the main goals of MAC are: 

 Preserve confidentiality and integrity of information 

 Prevent some types of Trojan horse attacks 

 Prevent that a user can change security attributes 

In order to achieve the goal of preserving both confidentiality and integrity of information, two types of 
mandatory policies are implemented: 

 Secrecy policies: controls the direct and indirect flows of information to the purpose of preventing 
leakages to unauthorized subjects 

 Integrity policies: controls the direct and indirect flows of information to the purpose of preventing 
unauthorized altering of objects 

Through the years, different MAC implementations have been defined, but most of them are variants of the 
US Department of Defence multitiered security policy (MLS). The idea of MLS is that each object in the 
system (e.g. a document) possesses a classification, while each subject of the system (e.g. a technician) 
possesses a clearance. In order to determine whether a subject is allowed to access an object, the subjects’ 
clearance is compared to the objects classification. 

Both classification and clearance are made up of two components: 

 A security level (or classification), there are four hierarchical levels (based on the Department of 
Defence multi-level security policy): UNCLASSIFIED < CONFIDENTIAL < SECRET < TOPSECRET 

 A set of one or more non-hierarchical categories (or clearance) depending on the area to which an 
object may belong: 

http://en.wikipedia.org/wiki/Availability


 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  22 

o In a banking environment: {Corporate, branch, departments} 

o In a commercial environment: {Accounting, Marketing, Sales, R&D} 

3.2.2.2 Access Decisions: Read and Write 

In a mandatory access control system, all access decisions are made by the system. Therefore, the decision 
to allow or deny access to an object (e.g., a file) involves an interaction between all of the following: 

 The label of the subject Jane, with clearance: SECRET [R&D] 

 The label of the subject John, with clearance: TOP SECRET [Marketing, Sales, R&D] 

 The label of the object, a file named LOGISTIC with a sensitivity label: SECRET [Sales, R&D] 

When trying to read the LOGISTIC file, the system compares the clearance of the subject with the file's label 
to determine whether the subject will be allowed to read or write it. The following figure shows how 
mandatory access control works. 

 

Figure 7: Mandatory Access Control decision (MAC) 

How to read? 

To read an object, the subject's sensitivity level must dominate the object's sensitivity level, that is, to read 
the LOGISTIC file (whose label is SECRET [Sales, R&D]), your classification must be equal or exceed SECRET 
(it must be SECRET or TOP SECRET). In addition, the categories you're allowed to read must include the 
categories specified in the file label.  

In this case, as John’s security level is TOP SECRET (>SECRET) and his clearance includes three categories: 
{Marketing, Sales and R&D} > {Sales, R&D}, he will be able to read LOGISTIC. 

However, Jane’s security level is SECRET (=SECRET) but her clearance is ,R&D-<,Sales, R&D-, so she is not 
allowed to read the file. 

How to write? 

To write an object, the object's sensitivity level must dominate the subject's sensitivity level. To change any 
information in the LOGISTIC file, your security level must be equal or less than the security level of the 
file, and your categories must all be included in the file's category set.  

In this case, as John’s security level is TOP SECRET and the file's is SECRET, he cannot write the file. 
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However, Jane’s security level is SECRET (=SECRET) and her category (R&D) is included in the file's category 
set (Sales, R&D), so she is allowed to write the file. 

These read/write rules may seem odd as, under some circumstances, you may write a file and then find 
that you cannot read it. Apart from that, it is odd that John, being a TOP SECRET user, cannot access a 
SECRET file. The reason has to do with the so called downgrade and upgrade of information. Consider the 
case where a user with a TOP SECRET clearance reads a number of TOP SECRET documents and tries to 
copy sections of them into an UNCLASSIFIED memo. That would be a downgrade of information (TOP 
SECRET information becoming UNCLASSIFIED), and it is not allowed because it would provide a way to 
share highly sensitive information with people not authorized to access it. 

The other side of the write rule is known as upgrade of information. Suppose you have a CONFIDENTIAL 
clearance. The system will let you write a SECRET memo, but then it will not let you read the memo. By 
writing CONFIDENTIAL information into a SECRET memo, you have basically made that information SECRET. 
The system  allows an upgrade of information, but it does not suspend the normal access rules. 

3.2.2.3 Bell-LaPadula Confidentiality Model 

The Mandatory access control is commonly represented by Bell-LaPadula (BLP) confidentiality model (Bell, 
1973), which is the origin of the policies outlined above. In 1973 David Bell and Leonard LaPadula described 
the Department of Defence multi-level security model, which was called Basic Security Theorem and 
defined the read/write rules simplified above. 

The flow model in BLP is motivated by the confidentiality of information. A confidentiality policy prevents 
the unauthorized disclosure of information, while unauthorized alternation of information remains 
secondary. 

In fact, as already explained, BLP assigns security labels to subjects and objects and uses two security 
properties: simple security property (“no-read-up” principle) and *-property (“no-write-down” property) to 
ensure military classification policies that restrict information flow from more secure classification levels to 
less secure levels. As an example, the following figure shows a system with no categories defined: 

 

Figure 8: Example of Bell-LaPadula model 

In this system two security levels has been defined {Unclassified, Secret} with Secret > Unclassified. The 
UNCLASSIFIED process is not allowed to read the SECRET file, as SECRET>UNCLASSIFIED, thus assuring the 
“no-read-up” principle. On the other hand, the SECRET process is not allowed to write on the UNCLASSIFIED 
file, as SECRET>UNCLASSIFIED, thus assuring the “no-write-down” principle. 

Therefore, if we only take into account the security levels (and not the categories), the allowed information 
flow defined can be described as follows: 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  24 

 

Figure 9: Allowed information flow in BLP model 

3.2.2.4 Benefits of Mandatory Access Control (MAC) 

By means of the implementation of Bell-LaPadula multi-level security system (MLS), MAC is the most 
important access control model used by the military and intelligence agencies in order to guarantee the 
high confidentiality of their information. 

BLP MAC models are also immune to Trojan Horse attacks and security violations as users do not have the 
possibility to declassify information. 

These models are also often used in commercial systems that work in hostile environments (e.g. financial 
institutions) where the risk of attack is extremely high and the information is very confidential. 

3.2.2.5 Implications of Mandatory Access Control (MAC) 

However, MAC also has important limitations. Firstly, MAC requires a considerable amount of planning 
before it can be effectively implemented. Once implemented it also imposes a high system management 
overhead due to the need to constantly update objects and account labels to accommodate new data, new 
users and changes in the categorization and classification of existing users.  

Additionally, MAC model places constraints on user actions that prevents dynamic alteration of underlying 
policies and requires large parts of the operating system to be trusted and placed outside of the access 
control framework. 

Apart from that, MAC can hurt productivity by limiting the ability to transfer labelled information between 
different systems and restricting user control over data. 

Moreover, MAC does not implement dynamic separation of duty or validation of trusted components. 

3.2.3 Discretionary Access Control (DAC) 

While in Mandatory Access Control (MAC) access to system resources is controlled by the operating system 
(under the control of a system administrator), Discretionary Access Control (DAC) allows users to control 
access to their own data, who and how (read, write, execute) can access it. DAC is typically the default 
access control mechanism for most desktop operating systems and has been integrated into UNIX, FreeBSD 
and Windows. 

Different DAC policies and models have been proposed in the literature. However, the most popular 
discretionary model is the Access Matrix Model.  



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  25 

3.2.3.1 Access Matrix Model 

In fact, DAC was developed to implement Access Control Matrices (ACM), which are usually represented as 
three dimensional matrices where rows are subjects, columns are objects and the mapping of subject and 
object pairs results in the set of rights the subject has over the object.  

The core of the Access Matrix Model is the Access Control Matrix, which has the following components: 

 Rows: Set of subjects S in the system 

 Columns: Set of objects O in the system 

 Matrix entry ACM[i, j]: The rights that a subject Si has on object Oj 

o This is a subset of the set of rights R that is defined in the system: e.g., R = {read, write, 
execute} 

The following figure shows an example of an access control Matrix: 

 

Figure 10: Access control matrix in DAC 

File entitlements: 

 Process1 can read or write to File1 and can only read File2 

 Process2 can append data to File1 and can read or write to File2 

Process entitlements: 

 Process1 can communicate with Process2 by writing to it 

 Process2 can read from Process1 

The "own" right gives the creator of an object special rights (i.e., grant new rights to another subject, 
remove existing rights or delete rights) 

 Process 1 owns File1 and itself so it can change the rights on them 

 Process 2 owns File2 and itself so it can change the rights on them 
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3.2.3.2 Access Control Lists 

Access control lists are the representation of object rights as a table of subjects mapped to their individual 
rights over the object. In fact, The ACL identifies the individual users or groups who may access the file. 
ACLs correspond to individual columns in the ACM. 

ACLs are implemented differently on different systems. For example, in a UNIX-based trusted system that 
uses the UNIX security kernel developed by Atlanta-based SecureWare, PAYROLL would be protected with 
ACLs in the form: 

‹john.acct, r› 

‹jane.pay, rw› 

where: 

 john and jane are login IDs of users who are allowed access to the PAYROLL file. 

 acct and pay are group IDs of the users. 

 r and w indicate the type of access allowed; r means that the user can only read PAYROLL, w that 
he or she can also change it. 

If john is in the acct group, he can only read the file. If he belongs to any other group, by default he has no 
access. Similarly, if jane is in the pay group, she can read and write the file. The following figure illustrates 
how ACLs control file access: 

 

Figure 11: Example of DAC: Access Control List (ACL) 

ACLs usually support wildcard characters that let you specify more general access to files. For example, you 
might specify:  

<*.*, r> 

to indicate that any user (*) in any group (*) can read (r) the file. You might specify: 
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<@.*, rw> 

to indicate that only the owner (@) of the file can read (r) and modify (w) it. 

In some systems, you can indicate that a particular user is specifically not allowed to access a file, for 
example, by specifying a null character or the word none or null in place of an access character such 
as r or w: 

‹sam.*,none › 

The main advantage of access control list is that all access control information for a file is stored in one 
place and is clearly associated with the file, so: 

 identifying who has access to a file can be done very efficiently 

 adding or deleting names to the list can be done very efficiently 

However, the ACLs also present some problems: 

 The ACL has to be scanned each time any user wants to access the file (impact on systems where 
large number of  files are opened in relatively short time) 

 Maintaining a variable-length list for each file results in either a complex directory structure or 
wasted space for unused entries 

 

3.2.3.3 Self/Group/Public Controls 

In many systems, access to files is controlled by dividing the world of users into three categories, and telling 
the system what the users in each category can do to your file. Some systems call these self/group/public 
controls while in UNIX they are called user/group/other (UGO) controls: 

 Self: the creator or owner of the file. 

 Group: A set of users. For example, all the users in a particular department may be in the R&D 
group. 

 Public: Everyone else, users other than the creator and the other members of the creator’s group. 

Few bits of access control information are attached to each file. These bits specify the access modes for 
different classes of users. File permissions often have the meanings shown in the following picture: 

 

Figure 12: Self/Group/Public Controls 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  28 

For example:  

 

Figure 13: Example of Self/Group/Public Controls 

In this example, the owner of the file filename.txt can read, write and execute the file; the other members 
of the group to which the owner belongs cannot execute the file and the rest of the world can only read it. 

This DAC model is very effective, simple and very common, as it is implemented in UNIX, DEC’s RSX (real 
time operating system created by Digital Equipment Corporation)  and VMS (OpenVMS operating system 
also designed by DEC), among others. 

However, this technique is not valid when access for specific groups is required. Apart from that, this 
method is not able to specify access rights for an individual user, e.g. there is no way for user A to specify 
that only user B, and nobody else, should have access to the file, unless there is a group defined in the 
system to which only A and B belong.  

3.2.3.4 Benefits of Discretionary Access Control (DAC) 

One of the main advantages of DAC is that it makes possible fine-grained control over system objects, so 
DAC can easily be used to implement least-privilege access. Individual objects can have access control 
restrictions to limit individual subject access to the minimum rights needed.  

DAC is also very intuitive in implementation and is mostly invisible to users so it is considered to be the 
most cost-elective model for home and small-business users. 

3.2.3.5 Implications of Discretionary Access Control (DAC) 

Discretionary Access Control provides a much more flexible environment than Mandatory Access Control 
but also increases the risk that data will be made accessible to users that should not necessarily be given 
access. In fact, allowing users to control object access permissions leads to an increase of the system 
susceptibility to Trojan horse attacks. 

Apart from that, the fact that users control access rights to their own objects makes it really difficult to 
maintain the system and verify the security principles. 

3.2.4 Role Based Access Control (RBAC) 

In 1992, US National Institute of Standards and Technology (NIST) initiated a study of commercial and 
government organizations, and found that access control needs were not being met by products on the 
market at the time. Discretionary access control (DAC) was too flexible and allowed wrong behaviours in 
badly managed organizations while Mandatory access control (MAC) was suitable only for organizations 
that needed extremely high security or US Department of Defense requirements.  

It was also in 1992 when Ferraiolo and Kuhn (Ferraiolo, 1992) proposed a new solution integrating features 
of existing application-specific approaches in a generalized Role-Based Access Control (RBAC) model. RBAC 
has become the most popular model for information security as it helps to reduce the complexity of 
security administration and supports review of permissions assigned to users, while becoming a promising 
alternative to traditional discretionary and mandatory access controls. 

Nowadays, RBAC is an ANSI standard and it is the most widely used and implemented method: Microsoft 
Active Directory, SELinux, FreeBSD, Solaris, Oracle DBMS, SAP R/3, Tivoli, etc.  
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As it can be seen in Figure 14, basically, RBAC assigns permissions to particular roles in an organization 
(Permission Assignment: PA). Users are then assigned to that particular role (User Assignment: UA). This 
greatly simplifies management of permissions. In fact, the day-to-day identity Management deals only with 
the user to roles relationship; knowledge of the permissions in the applications is not required. This reduces 
management errors. 

Roles are created for the various job functions in an organization and users are assigned roles based on 
their responsibilities and qualifications. Users can be easily reassigned from one role to another. Roles can 
be granted new permissions as new applications and systems are incorporated, and permissions can be 
revoked from roles as needed. Role-role relationships can be established to lay out broad policy objectives. 

For example, an accountant in a company will be assigned to the Accountant role, gaining access to all the 
resources permitted for all accountants on the system. Similarly, a software engineer might be assigned to 
the developer role. RBAC assumes that permissions needed for an organization’s roles change slowly over 
time, while users may enter, leave and change their roles quickly. 

 

Figure 14: RBAC model 

Core RBAC model element sets and relations are defined in Figure 15.  According to the NIST model: 

 Users are assigned roles 

 Roles may belong to a role-hierarchy 

 Generally (but not always) senior roles have all permissions assigned to junior roles 

 Permissions are operations on objects. 

 Permissions can be assigned + (additional) or - (subtractive) 

 Roles can be assigned temporarily per session 

Figure 15 also illustrates user assignment (UA) and permission assignment (PA) relations. The arrows 
indicate a many to-many relationship (e.g., a user can be assigned to one or more roles, and a role can be 
assigned to one or more users). This arrangement provides great flexibility and granularity of assignment of 
permissions to roles and users to roles.  

Role 1

Role 2

Role 3

Server 1

Server 3

Server 2

Subjects Roles Resources
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Figure 15: Basic RBAC model 

Although the RBAC concept is policy neutral, it directly supports three well-known security principles 
(Sandhu, 1996): 

 Separation of duties: invocation of mutually exclusive roles can be required to complete a sensitive 
task, such as requiring an accounting clerk and an account manager to participate in issuing a 
check. This issue is explained in detail in section 3.2.4.2. 

 Least privilege: only those permissions required for the tasks performed by the user in the role are 
assigned to the role. This issue is explained in detail in section 3.2.4.3 

 Data abstraction: instead of the read, write and execute permissions typically provided by the 
operating system, abstract permissions, such as credit and debit for account object, can be 
established. 

 

3.2.4.1 Role Hierarchies: Hierarchical RBAC 

Role hierarchies are commonly included as a key aspect of RBAC models. Hierarchies are a natural means of 
structuring roles to reflect an organization’s lines of authority and responsibility. Role hierarchies define an 
inheritance relation among roles, that is, a role can inherit the permissions of another role: a “senior” role 
inherits the rights of one or several “junior” roles. The inheritance defines a relation in the role set. This 
means that if a user is assigned to senior role, he is also assigned to the junior inherited role. The role 
hierarchy relation is shown in Figure 16: 

 

Figure 16: Core RBAC (Ferraiolo, 2000) 

The Role set will have then an oriented acyclic graph structure. 

Different role inheritance structures are defined in Figure 17, Figure 18 and Figure 19. 

  

User Role Operation Resource

Permission
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Inverted Tree Hierarchy 

Figure 17 shows an example of an inverted tree hierarchy: 

 

Figure 17: Hierarchical RBAC: Inverted tree 

In this diagram senior roles are shown towards the top with edges connecting them to junior roles. There is 
a junior role, Engineering Department (ED), to which all employees in the department belong. Senior to this 
role (ED) are roles for two projects within the department, project 1 in the left and project 2 in the right. 
Each project has an engineer role and, senior to it, production and quality engineer roles. This hierarchical 
structure makes it easier the sharing of resources. That is, resources made available for the ED are also 
available to senior roles. However, an inverted tree does not allow aggregation of resources from more 
than one role.  

 

Tree Hierarchy 

Figure 18 shows an example of a tree hierarchy: 

 

Figure 18: Hierarchical RBAC: Tree 

In this example senior roles aggregate the permissions of junior roles. In fact, Project Lead 1 (PL1) gets the 
permissions of Production Engineer 1 (PE1) and Quality Engineer 1 (QE1), apart from having additional 
permissions of its own. Tree hierarchies are good for aggregation of resources but do not support sharing.  
That is, in tree hierarchies there are no sharing of resources between the project 1 roles on the left and the 
project 2 roles on the right.  

 

Lattice 

Figure 19 shows an example of a lattice hierarchy: 
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Figure 19: Hierarchical RBAC: Lattice 

Figure 19 shows a general hierarchy that permits both sharing and aggregation of resources.  Within the 
engineering department there is a junior role ED and senior role Director (DIR). Between them there are 
roles for two projects. Each project has a senior project role: Project Lead 1 (PL1) and Project Lead 2 (PL2); 
and a junior engineer role: Engineer 1 (E1) and Engineer 2 (E2). In between each project has two roles not 
comparable to each one: production engineer (PE1 and PE2) and quality engineer (QE1 and QE2). Real 
hierarchies will normally have a less symmetrical structure that the one in this example. 

3.2.4.2 Separation of Duties: Constrained RBAC 

Constrained RBAC adds separation of duty (SOD) relations to the RBAC model. Separation of duties requires 
that for particular sets of transactions, no single role is allowed to execute all transactions within the set. As 
an example, there are separate transactions needed to initiate a payment and to authorize a payment. No 
single role should be capable of executing both transactions. Separation of duties by role is valuable in 
deterring fraud since fraud can occur if an opportunity exists for collaboration between various job-related 
capabilities. 

Both static and dynamic forms of separation exist.  

 Static separation (SSD) means that roles which have been specified as mutually exclusive cannot be 
included together in a user's set of authorized roles. That is, users cannot be assigned mutually 
exclusive roles. 

 Dynamic separation (DSD) means that while users may be authorized for roles that are mutually 
exclusive, those exclusive roles cannot be active at the same time. For example, a user may be 
authorized for both the roles of Cashier and Cashier Supervisor, where the supervisor is allowed to 
acknowledge corrections to a Cashier’s open cash drawer. If the individual acting in the role Cashier 
attempted to switch to the role Cashier Supervisor, DSD would require the user to drop the Cashier 
role, and thereby force the closure of the cash drawer before assuming the role Cashier Supervisor 

In other words, static separation of duty enforces the mutual exclusion rule at the time of role definition 
while dynamic separation of duty enforces the rule at the time roles are selected for execution by a user 
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3.2.4.3 Principle of Least Privilege  

The principle of least privilege is important for meeting integrity objectives. It means that a user can be 
given no more privilege than necessary to perform the job. A user is assigned to a role that allows him or 
her to perform only what’s required for that role. No single role is given more permission than the same 
role for another user. 

Ensuring least privilege requires identifying what the user's function is, determining the minimum set of 
privileges necessary, and restricting the user to a set of roles with only those privileges. By excluding users 
from transactions that are unnecessary for the performance of their duties, those transactions cannot be 
used to circumvent organizational security policy. With RBAC, enforced minimum privilege is easily 
achieved. 

3.2.4.4 RBAC Model in Inter-domain Environment 

In inter-domain environments User Assignments (UA) and Permissions Assignments (PA) are done 
independently in separate domains. The roles whose scope covers several domains will be designated as 
“Global Roles”. The different domains have to agree upon common identifiers to designate "Global Roles".  

Even if there is a contract between two domains, the target domain will not trust the origin domain blindly. 
We should be suspicious about UA made in other domains. The global roles should be filtered in function of 
the origin domain. Global roles must be qualified by the origin domain, and the security policies have to 
check this qualifier. 

3.2.4.5 Benefits of Role Based Access Control (RBAC) 

Apart from the already mentioned advantages, RBAC method helps ensure system integrity and availability 
by explicitly controlling not only which resources and objects can be accessed but also how access can 
occur. In large organizations, the consolidation of access control for many users into a single role makes the 
management of the overall system and the verification of security principles much easier and much more 
effective. 

The greatest benefit of RBAC is its simplicity and its flexibility, as it is able to adapt itself very quickly and 
efficiently to the structural changes of an organization. 

3.2.4.6 Implications of Role Based Access Control (RBAC) 

One of the main drawbacks of RBAC model is the role proliferation. In order to illustrate this problem, the 
following example is provided: ACME company works in four projects: P1, P2, P3 and P4. These projects 
require two types of job positions: Project Manager and Developer. The following table shows the people 
working in each project, their role and the projects where they collaborate: 

Name Role Project 

Alan Project Manager P1 

Bernard Project Manager P2 

Christina Project Manager P3 

Diana Project Manager P4 

Edmond Developer P1 

Frances Developer P2 

Gaston Developer P3 

Helen Developer P4 

Table 1: RBAC example: User - Role - Project 
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In order to develop the different projects, the employees involved need to access some resources: 

Resources Who can access? 

R1 All project managers 

R2  P1 project manager 

R3 P2 project manager 

R4 P3 project manager 

R5 P4 project manager 

R6 All developers 

R7  P1 developer 

R8  P2 developer 

R9  P3 developer 

R0  P4 developer 

Table 2: RBAC example: Resource - Who can access? 

If an RBAC policy is built for this purpose, the following model is obtained: 

Resources Who can access?? RBAC Model 

R1 All project managers 

P1_PROJECT_MANAGER 
P2_PROJECT_MANAGER 
P3_PROJECT_MANAGER 
P4_PROJECT_MANAGER 

R2  P1 project manager P1_PROJECT_MANAGER 

R3 P2 project manager P2_PROJECT_MANAGER 

R4 P3 project manager P3_PROJECT_MANAGER 

R5 P4 project manager P4_PROJECT_MANAGER 

R6 All developers 

P1_DEVELOPER 
P2_ DEVELOPER 
P3_ DEVELOPER 
P4_ DEVELOPER 

R7  P1 developer P1_DEVELOPER 

R8  P2 developer P2_ DEVELOPER 

R9  P3 developer P3_ DEVELOPER 

R0  P4 developer P4_ DEVELOPER 

Table 3: RBAC example: Resource - Who can access? - RBAC model 

Therefore, what we get is a policy with eight roles, that is, there would be the same number of people as of 
roles. 

Apart from this proliferation of roles problem, another issue that affects RBAC is that the roles nature can 
be static as they lack of flexibility and sensitivity for the environment in which they are used. Moreover, 
RBAC supports the notion of active roles for a user with the concept of session, obtaining from these active 
roles all available permissions for a user, but does not take into consideration the sessions established by 
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other users in the system, i.e. the model does not encompass the entire context associated with the 
system. 

3.2.4.7 Extension Models of RBAC 

In order to avoid RBAC limitations, the traditional model has been extended with concepts like team 
membership, users’ tasks, organizational hierarchy and contextual information (such as position and time). 
These extensions have been proposed to provide a dynamic behaviour for RBAC by taking care about 
contextual parameters.  

GRBAC 

As explained in (Covington, 2000) Generalized Role-Based Access Control (GRBAC) is an extension of 
traditional Role-Based Access Control (RBAC). It enhances traditional RBAC by adding the notion of object 
roles and environment roles with the traditional notion of subject roles. 

OrBAC 

OrBAC model is structured using the organization concept according to (Kalam, 2003). A subject obtains 
permissions depending on the role he plays in a given organization. This model allows reducing and 
simplifying the number of roles in a policy. In OrBAC, each security rule is associated with a context so that 
the security rule only applies when the context is active. A context type is modelled as a constraint that 
takes a subject, an action and an object as parameters. 

GTRBAC/TRBAC 

Time management and dynamicity are important features for ubiquitous computing. GTRBAC (Joshi, 2002) 
is an extension of RBAC to take into account temporal constraints. 

In fact, GTRBAC was designed on the base of the work done on TRBAC model (Bertino, 2001), where time is 
represented by periodicity, instant or temporal constraints. All the permissions of a role in TRBAC must 
have the same time interval, which is a strong and not realistic constraint. Furthermore, this contextual 
access control model has problems with the role hierarchy. It could have simultaneous occurrences of 
conflicting events.  

DRBAC 

DRBAC, presented as Dynamic RBAC (Balbiani, 2008), tries to address the dynamic access control needed 
for pervasive applications. In DRBAC, roles change as the context changes, and each user has a context 
agent that detects context changes. These changes trigger transitions between the roles. This model does 
not address important issues about dynamic and distributed access control because its main issue is that a 
Central Authority is needed to manage the role hierarchy and the transitions between the roles. This 
centralization is not adapted to very distributed environments, like pervasive environments. 

DRBAC is an extension that fits to multi domain environment requirement. DRBAC is based on the 
delegation of role concept and represents permissions for controlled actions in terms of roles. Roles are 
defined within the namespace of a responsible entity; these permissions can be transitively delegated to 
other roles within the same or other namespaces (domains). Any user wishing to perform a protected 
action must first prove that he can act in the necessary role. Roles represent classes of permissions. These 
permissions can be delegated to other roles (in the same or other namespaces) or entities. Permissions can 
be delegated in a transitive fashion.   

CRBAC 

Context-Role Based Access Control (CRBAC) is a new model supporting simultaneously several dimensions: 
time, location, trust, etc. Context means situational information. Almost any information available at the 
time of an interaction can be seen as context information. It can be an identity, spatial information like 
location and orientation, temporal information like date and season of the year, environmental information 
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as temperature, social situation such as behaviour, resources that are close at hand, availability of 
resources.  

Along with the traditional concepts of RBAC like users, roles, permissions, etc, CRBAC proposes a new 
concept called Context-Role (CR) that represents a set of context roles. The context role is used to capture 
security-relevant context information about the environment for use in CRBAC policies. The context role 
can contain time-related context role, location-related context role, etc. The context role shares many 
characteristics with user roles. Therefore, context role has role activation, role revocation, and role 
hierarchies. 

Conclusions to RBAC extensions 

Compared to the earlier access control models, OrBAC model provides a rich panel of security modelling 
features; the application concept of context is more open. OrBAC seems to be suitable to build an access 
management in multi domain context where we deal with concepts like domain, organization and access 
context. But the limitation affecting this model is lack of semantics and of security rules support. 

From a pragmatic point view, the security service should take into consideration factors like domain, time, 
location and trust to enhance the security of interaction between entities belonging to different domains.  

It is important to note that each RBAC extension is not a complete security solution in itself. To be useful in 
the real world, we reckon that it will be highly interesting to integrate a selection of RBAC extensions, 
depending on the contextual parameters we want to take advantages from and build a prototype model 
based on RBAC extensions. 

3.2.5 Attribute Based Access Control (ABAC) 

In traditional access control models, such as MAC, DAC and RBAC, permissions to access a resource are 
assigned to users taking into account their identifications. However, Attribute Based Access Control (ABAC) 
makes an authorization decision based on attributes that the user could prove to have and that are 
required to allow access to the resource. In highly open systems like the Internet, ABAC has proven its 
appropriateness. 

This ABAC approach is more flexible than RBAC as it does not require different roles for relevant sets of 
subject attributes and rules can be implemented quickly to accommodate changing needs. 

ABAC model defines three kinds of attributes: 

 Subject Attributes  

o Associated with a subject (user, application, process) that defines the identity and 
characteristics of the subject  

o E.g. identifier, name, job title, role, age, zip code, IP address, memberships, citizenships, 
etc. 

 Resource Attributes  

o Associated with a resource (web service, system function, or data)  

o E.g. resource’s identity, location, size, value, etc. 

 Environment Attributes  

o Describes the operational, technical, or situational environment or context in which the 
information access occurs  

o E.g. current date time, time of day,  current threat level, network security classification  
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As an example for ABAC, suppose that a parking in the city offers discounts for students of a nearby 
university. In this case the user has to show the student ID, as the parking is not interested in the identity of 
the user, it only wants to know if the user is a student from that university. 

With ABAC the mapping of user’s identifications to roles can be greatly reduced, so rules for authorization 
can be simplified in a large-scale distributed environment. ABAC often uses rules described in a language 
such as eXtensive Access Control Markup Language (XACML), which will be described later in this 
document. 

3.2.5.1 Benefits of Attribute Based Access Control (ABAC) 

The ABAC model brings many advantages over traditional identity or role based models: 

 Compared to RBAC, the number of mappings from users to permissions can be greatly reduced for 
that a lot of users share the common attributes 

 ABAC is really intuitive to model and manage real-world access control policies  

 It is more flexible, scalable and powerful to represent complex, fine-grained access control 
semantics, which is especially suitable for the dynamic SOA / web services environment  

 Management of security information is spread over a number of Attribute and Policy Authorities, 
possibly across organizational boundaries – suitable for large-scale information sharing  

 ABAC reduces overall system complexity, allowing different system components (user directory, 
service registry, policy server, etc.) to focus on their respective administrative tasks  

3.2.5.2 Combining RBAC and ABAC 

A lot of research has been done on combining a role based access control with attributes in order to gather 
the advantages that both of the present.  In (Cirio, 2007) they present a role-based access control approach 
(RBAC) and extend it with contextual attributes to introduce flexibility into the procedure of role 
assignment. 

Another interesting approach is presented in (Kuhn, 2010) where they merge the best characteristics of 
RBAC and ABAC in order to provide an effective access control for distributed and quickly changing 
applications. As it is explained in this research work, while ABAC may require 2n rules for n attributes, trying 
to implement the same controls in RBAC would require up to 2n roles, one for each possible combination of 
attributes. Next table sums up the different options available for combining RBAC with ABAC (RBAC-A), 
where U=user/subject ID; R=role; A=attributes: 

 

Figure 20: Different possibilities of integrating attributes with RBAC. Source: (Kuhn, 2010) 

Options 1 and 3, which do not have a user ID, could be applied in public places where the user’s identity 
does not determine user access. Option 4 (only User, not role, not attributes) represents the Access Control 
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Lists as explained above, while option 5 (User ID and attributes) represents an ABAC model but including 
the user ID and option 6 (User ID and roles) represents a basic RBAC model. Finally, the RBAC-A model is 
obtained only if User ID, Role and attributes are included.  This paper proposes three RBAC-A approaches as 
it is shown in the table above: 

 Dynamic roles: Some attributes such as time of the day or date are dynamic, that is, they change 
rapidly over time (Environment introduced in section 3.2.5). These attributes are used to determine 
the subject’s role maintaining the classical role structure while changing the role sets dynamically. 

 Attribute-centric: This approach proposes that the “role” is just an attribute, not a set of 
permissions as in RBAC. The problem of this approach is that it becomes more complex as more 
attributes are added. 

 Role-centric: This approach limits RBAC by adding attributes, that is, the incorporation of attributes 
reduces the available permissions for the user. 

After this analysis a combined design is decided to be used as normally some attributes are static 
(profession, job position, etc) and some others are dynamic (time of the day, day of the week, etc). A 
clarifying example is proposed in order to demonstrate the advantages of this solution. A system with ten 
attributes is considered, four static and six dynamic. This would result in 210 roles in RBAC or 210 ABAC rules. 
However, by means of the establishment of a role structured model based on the four static and six 
dynamic attributes, just 16 roles and 64 ABAC rules are obtained instead of the 1024 roles or ABAC rules 
that would have to be considered using RBAC or ABAC models independently. 

3.2.6 eXtensible Access Control Markup Language (XACML) 

XACML is primarily an Attribute Based Access Control system (ABAC), where attributes (bits of data) 
associated with a user or action or resource are inputs into the decision of whether a given user may access 
a given resource in a particular way. It is a declarative access control policy language implemented in XML 
as well as a processing model that describes how to interpret the policies. 

XACML is an OASIS standard (Anderson, 2005) that describes both a policy language implemented in XML 
and an access control decision request/response language implemented in XML. The request/response 
language lets you form a query to ask whether or not a given action should be allowed, and interpret the 
result. The response always includes an answer about whether the request should be allowed using one of 
four values: Permit, Deny, Indeterminate (an error occurred or some required value was missing, so a 
decision cannot be made) or Not Applicable (the request can't be answered by this service). 

XACML defines mechanisms to express well-established ideas in the field of access control policy using an 
extension language of XML, including: 

 a method for combining individual rules and policies into a single policy set that applies to a 
particular decision request; 

 a method for flexible definition of the procedure by which rules and policies are combined; 
 a method for dealing with multiple subjects acting in different capacities; 
 a method for basing an authorization decision on attributes of the subject and resource; 
 a method for dealing with multi-valued attributes; 
 method for basing an authorization decision on the contents of an information resource; 
 set of logical and mathematical operators on attributes of the subject, resource and environment; 
 a method for handling a distributed set of policy components, while abstracting the method for 

locating, retrieving and authenticating the policy components... 

If implemented throughout an enterprise, a common policy language allows the enterprise to manage the 
enforcement of all the elements of its security policy in all the components of its information systems. 

XACML includes: 

http://en.wikipedia.org/wiki/Access_control#Attribute-based_access_control
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 A language to express policies; 
 A language to express requests. 

But XACML doesn’t specify a protocol to submit those requests to a server. For this purpose it relies on 
SAML. The "SAML 2.0 Profile of XACML Version 2.0" specification defines a profile for the integration of the 
OASIS Security Assertion Markup Language (SAML) Version 2.0 with all versions of XACML. An introduction 
of SAML will be made in the following section. 

3.2.6.1 SAML 

SAML stands for Security Assertion Markup Language. This OASIS standard defines both an XML schema for 
security assertions, and protocols to exchange these assertions. 

An assertion is delivered by an authority. This is an XML document that may be signed. An assertion 
contains one or more statements. A statement generally contains claims about a user. An attribute 
statement contains attributes of a user such as roles of this user. 

The protocol specifies the way to make requests and get assertions in several situations using HTTP 
redirections or SOAP Web Services. It covers the usage in inter-domain environments, base of the identity 
federation. 

The SAML standard defines three kinds of statements: 

1. Authentication statement 

2. Attribute statement 

3. Authorization statement 

The statements may be delivered in this order, using the assertion delivered from one step as input for the 
next step. Figure 21: Usage of SAML statements illustrates this usage. 

 

Figure 21: Usage of SAML statements 

The Authentication and the Attribute authorities together compose the Identity Provider (IdP). But the 
Authentication authority is not necessarily collocated with the Attribute authority. There can be two IdPs. 
This is the case when the authentication is delegated to OpenID, Facebook, a telecom operator or a bank. 
In addition, the actual authentication is out of the SAML model, as it is depicted in the above figure by the 
Credentials Collector box. This allows integrating any authentication method. 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  40 

Hereafter is a SAML assertion sample. It contains an Attribute Statement. 

<saml:Assertion 

   xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

   xmlns:xs="http://www.w3.org/2001/XMLSchema" 

   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

   ID="b07b804c-7c29-ea16-7300-4f3d6f7928ac" 

   Version="2.0" 

   IssueInstant="2004-12-05T09:22:05Z"> 

   <saml:Issuer>https://idp.example.org/SAML2</saml:Issuer> 

   <ds:Signature 

     xmlns:ds="http://www.w3.org/2000/09/xmldsig#">...</ds:Signature> 

   <saml:Subject> 

     <saml:NameID 

       Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient"> 

       3f7b3dcf-1674-4ecd-92c8-1544f346baf8 

     </saml:NameID> 

     <saml:SubjectConfirmation 

       Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"> 

       <saml:SubjectConfirmationData 

         InResponseTo="aaf23196-1773-2113-474a-fe114412ab72" 

         Recipient="https://sp.example.com/SAML2/SSO/POST" 

         NotOnOrAfter="2004-12-05T09:27:05Z"/> 

     </saml:SubjectConfirmation> 

   </saml:Subject> 

   <saml:AttributeStatement> 

     <saml:Attribute 

       xmlns:x500="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500" 

       x500:Encoding="LDAP" 

       NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri" 

       Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1" 

       FriendlyName="eduPersonAffiliation"> 

       <saml:AttributeValue 

         xsi:type="xs:string">member</saml:AttributeValue> 

       <saml:AttributeValue 

         xsi:type="xs:string">staff</saml:AttributeValue> 

     </saml:Attribute> 

   </saml:AttributeStatement> 

 </saml:Assertion> 

 

3.2.6.2 XACML Architecture and Performance 

Fulfilling the needs of distributed architectures, the XACML architecture (Godik, 2008) logically separates 
the access components responsible for policy definition, policy enforcement and policy evaluation. 
Specifically, XACML architecture is basically composed of the four coloured elements in Figure 22. 

 Policy Enforcement Point (PEP): PEP is the interface with the outside world, where the access 
request is received. It intercepts the application requests and submits decision requests to the PDP. 

 Policy Decision Point (PDP): PDP is the evaluation engine that evaluates decision requests against 
the policies coming from the PAP. PDP consults and evaluates the policies that apply to the 
requested resource and takes a decision (permit, deny, indeterminate or not applicable). In order 
to evaluate the policies, PDP has to consult PIP to obtain the attributes that it does not know 
(subject, resource or environment). 

 Policy Information Point (PIP): PIP is in charge of consulting and sending back the attributes 
demanded by the PDP so that it can take an appropriate decision. For instance it can look up an 
LDAP directory to get the roles of a user. 
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 Policy Administration Point (PAP): PAP is the repository which creates and stores the policies for 
the PDP. Usually the policies are administrated through a data model such as RBAC. Then it is 
translated into XACML. 

 

 

Figure 22: XACML architecture 

The above figure shows the information flow between the actors in the XACML model. PAP stores the 
policies and sends them to PDP. PEP receives an access request to a particular resource to perform some 
action. The attributes in the request may be in an SAML format. PEP sends the request to the Context 
Handler, which maps the request and attributes to the XACML Request context and sends the request to 
the PDP. In order to take a decision about the request, PDP needs some attributes and sends an attribute 
queries to the Context Handler, which picks them up by the help of the PIP from the resources, subjects, 
and the environment and returns them to PDP by means of the Context Handler. With all this information 
available, PDP is able to take a decision so it sends the XACML Response to the Context Handler and the 
Context Handler translates the Response context to the native response format of the application 
environment and sends it to PEP. PEP fulfils the obligations if they exist and applies the authorization 
decision that PDP concludes.  

The PEP may be implemented in the application, as a Web filter, as a Web Service handler, in a framework. 
Or it may be a proxy that intercepts all the communications with an application. 

The PEP builds a request context containing attributes about the Subject, Resource and Action. This context 
is submitted to the PDP for evaluation. If the PDP is set up in an authorization server as a Web Service, the 
request context will be submitted using SAML protocol in a SOAP envelope. But the PDP can be also set up 
as a library, in this case the request context is passed directly in the memory of the process, avoiding 
overhead and facilitating load balancing. 

XACML defines the content of some of the messages needed to implement the model, but does not specify 
the protocols or the transport mechanisms, nor does it define how to  implement PEP, PAP, PDP, PIP or the 
context handler. Therefore, XACML must be combined with other standards to interchange information. 
SAML 2.0 covers these needs by providing schemes to carry out the process of request, response and 
validation. 
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XACML defines the XML format that should have the control access policies that are stored in PAP and are 
used by PDP. The most important elements of an XACML model are explained briefly here: 

 Policy Set and Policy: A PolicySet is a container for a number of Policies or other PolicySets. A policy 
represents a single access control policy, expressed by a set of Rules. It applies for a defined Target. 
Thus, policy sets and policies are composed of:   

o Obligation: actions that must be carried out after a policy is executed. PDP sends them 
back to the PEP so that it executes them. 

o Target: it allows determining when the policy must be applied: there are conditions about 
the consumer, the resource, the action and the environment. 

o Rule: the rules of the policies are made of:  

 Target: it is the resource or object the rule is trying to protect  

 Condition: it is a refined condition to know if the rule must be executed or not 

 Effect: it is the action that must be applied: Permit or Deny.  

The basic Policy / Rule Combining Algorithm defined by XACML are:  

 First-Applicable: it indicates to PDP that it should stop the processing of the rest of the 
policies/rules if it finds one that applies to the access request that is being evaluated. 

 Permit/Deny-Overrides: it indicates to PDP that, in case two possible decisions may exist to the 
same request, Permit or Deny choice prevails. 

 Only-One-Applicable: it indicates to PDP that for one concrete access request, only one policy/rule 
is applicable. 

There are different open source implementations of XACML and, apart from that, a great variety of 
organizations base some of their products and even their internal security on XACML. 

 

3.2.6.3 XACML Context 

XACML pretends to be appropriate for many different application environments. The core language is 
isolated from the application environment by the XACML context, as shown in the figure below, in which 
the scope of the XACML specification is indicated by the shaded area in grey. Therefore, applications can 
use other representations like SAML, which is the most suitable one for the attributes. Then the PEP 
applications convert these attribute representations to the XACML context attributes. The XACML context 
is defined in XML schema, describing a canonical representation for the inputs and outputs of the PDP. 

A Request element is made of four components as Subject, Resource, Action, and Environment. One 
request element has only one collection of resource and action attributes, and at most one collection of 
environment attributes. But it may have collections of subject attributes, such as name, e-mail, role and so 
on. Resource attribute details the resource for which access is requested and action attribute specifies the 
requested action to be performed on resource such as read, write or execute.  

A Response element represents the authorization decision information made by PDP. It contains one or 
more Result attributes. Each result includes a Decision such as Permit, Deny, NotApplicable, or 
Indeterminate. The Status information indicates the errors occurred and their descriptions while evaluating 
the request.  Optionally one or more Obligations specify tasks in the PolicySet and Policy elements in the 
policy description which should be performed before granting or denying access. 

A Rule element defines the target elements to which the rule is applied and details conditions to apply the 
rule. It is composed of three elements: target, effect and condition. A target element specifies the 
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resources, subjects, actions and the environment to which the rule is applied. A condition element shows 
the conditions to apply the rule, while the effect element is the consequence of the rule (permit or deny). 

 

Figure 23: XACML context 

A Policy is the set of rules which are combined with some algorithms. These algorithms are called Rule-
combining algorithms. For instance, as explained above, "Permit Override" algorithm allows the policy to 
evaluate to "Permit" if any rule in the policy evaluates to "Permit". A policy also contains target elements 
which show the subjects, resources, actions, and environment that policy is applied. 

A PolicySet consists of Policies and PolicySets combined with policy-combined algorithm. It has also target 
like a Policy.  

3.2.6.4 XACML Policies 

The eXtensible Access Control Markup Language (XACML) defines XML schemas to write access policies. 
XACML policies are rule-based. We can think of XACML policies as a list of rules. Each rule has the following 
format :  

IF condition THEN permit / deny 

‘condition’ may be a complex boolean expression. This allows defining transaction amount threshold, test 
on time or date, condition on the execution environment etc. 

The “effect” of a rule is ‘permit’ or ‘deny’. To resolve conflicts between rules and/or policies, we specify 
the method used for combining these rules and/or policies by using a specific algorithm. 

The list of roles of a user is just an attribute of the Subject. In order to evaluate policies referencing roles, 
the evaluation engine needs to get the values of the corresponding attribute. There are two possibilities: 

 Either the engine (more specifically the PIP) looks up in a directory to get the roles of the user; 

 Or the roles are pushed in the request context. 
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3.2.6.5 Decision Requests 

Beyond of the policy encoding, XACML defines the way to format requests and responses for the 
authorization service. XACML doesn’t specify a protocol, but relies on the SAML protocol (samlp). 
Authorization decisions are encapsulated in SAML assertions. So they benefit of the security features of 
SAML, such as signature, and can be forwarded to other service providers. 

Hereafter, an example of XACML request and response using the Web Service profile of SAML. 

XACML request: 

<?xml version="1.0" encoding="UTF-8"?> 

<soap11:Envelope xmlns:soap11="http://schemas.xmlsoap.org/soap/envelope/"> 

 <soap11:Body> 

  <xacml-samlp:XACMLAuthzDecisionQuery 

ID="_ebbe3040d38fe750fd789deba86685b8" InputContextOnly="false" 

IssueInstant="2007-07-24T18:55:14.828Z" ReturnContext="true" Version="2.0" 

xmlns:xacml-

samlp="urn:oasis:names:tc:xacml:2.0:profile:saml2.0:v2:schema:protocol"> 

   <saml:Issuer 

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">http://evidian.com/securit

y/authorization/demo/issuer/filter</saml:Issuer> 

   <xacml-context:Request xmlns:xacml-

context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 

    <xacml-context:Action xmlns:xacml-

context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 

     <xacml-context:Attribute 

AttributeId="http://evidian.com/security/authorization/demo/http-method" 

DataType="http://www.w3.org/2001/XMLSchema#string" 

Issuer="http://evidian.com/security/authorization/demo/filter-issuer"> 

      <xacml-context:AttributeValue>GET</xacml-

context:AttributeValue> 

     </xacml-context:Attribute> 

    </xacml-context:Action> 

    <xacml-context:Environment xmlns:xacml-

context="urn:oasis:names:tc:xacml:2.0:context:schema:os"/> 

    <xacml-context:Resource xmlns:xacml-

context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 

     <xacml-context:Attribute 

AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 

DataType="http://www.w3.org/2001/XMLSchema#string" 

Issuer="http://evidian.com/security/authorization/demo/filter-issuer"> 

      <xacml-

context:AttributeValue>http://localhost:8080/demo/</xacml-

context:AttributeValue> 

     </xacml-context:Attribute> 

    </xacml-context:Resource> 

   </xacml-context:Request> 

  </xacml-samlp:XACMLAuthzDecisionQuery> 

 </soap11:Body> 

</soap11:Envelope> 

The request consists of a request context containing the values of attributes from the Subject, the Resource 
and the Action. 

XACML response: 

<?xml version="1.0"?> 

<soap11:Envelope xmlns:soap11="http://schemas.xmlsoap.org/soap/envelope/"> 

  <soap11:Body> 

    <samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 

ID="_b92b2060cb0884d092b2e1342e439292" 
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InResponseTo="_ab7daf28b92aa885dacdaf6dfca4d74f" IssueInstant="2010-10-

20T18:03:57.980Z" Version="2.0"> 

      <saml:Issuer 

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">http://evidian.com/securit

y/authorization/demo/issuer/authz-service</saml:Issuer> 

      <samlp:Status> 

        <samlp:StatusCode 

Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 

      </samlp:Status> 

      <saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

ID="_08b01fa03fa0b11cc74ae8cb2cfbe30c" IssueInstant="2010-10-

20T18:03:57.961Z" Version="2.0"> 

        

<saml:Issuer>http://evidian.com/security/authorization/demo/issuer/authz-

service</saml:Issuer> 

        <saml:Statement xmlns:xacml-

saml="urn:oasis:names:tc:xacml:2.0:profile:saml2.0:v2:schema:assertion" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:type="xacml-

saml:XACMLAuthzDecisionStatementType"> 

          <Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 

            <Result 

ResourceId="http://ibiza.frcl.bull.fr/demo/shopping/shop.html"> 

              <Decision>Deny</Decision> 

              <Status> 

                <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 

              </Status> 

            </Result> 

          </Response> 

        </saml:Statement> 

      </saml:Assertion> 

    </samlp:Response> 

  </soap11:Body> 

</soap11:Envelope> 

The decision response can be resumed by the Decision element. Here: 

<Decision>Deny</Decision> 

All this stuff is performed to transmit a boolean (permit or deny) but you get an assertion for the price. And 
it could have been even bigger if the assertion was signed. Here the assertion is not signed because we 
used SSL and so the origin of the response is guaranteed. We would have to sign the assertion if we needed 
to forward it.  

As we will see later in the API discussion, it is possible to avoid the XML marshalling and the Web Service 
cost when the evaluation engine is embedded within the application. 

 

3.2.6.6 Benefits of XACML  

The XACML model has several advantages: 

 The policies can be based on an arbitrary set of attributes (context, subject, resource, etc.). 

 The decision can involve a set of obligations that must be fulfilled (e.g. delete the document after 
the access). 

 XACML defines the format of all the messages that will be interchanged among the different parts 
of the architecture. 

 The policy language is based on descriptive logic. 
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 It is an interoperable system that allows the interchange of policies between different systems, 
being their components distributed (e.g. PDP does not have to be in the same place as PEP) 

3.2.7 Semantic Aware Access Control Model for Web Services (SABAC) 

A Web Service is an application that can be described, published, located and invoked across a network, 
generally the Internet. In Web Service environments remotely located systems exchange information with 
each other. This environment is a unique challenge for security and access control because of its dynamicity 
and heterogeneity. While MAC, DAC or RBAC models are not appropiate for Web Services, ABAC is much 
more adecuate to meet the challenges that WebServices pose.  

As Haibo Shen explains in (Shen, 2009), in order to fully exploit the semantic power and the reasoning 
capabilities of the emerging web applications, it is necessary to combine ABAC with Semantic Web 
technologies, forming the so called Semantic Aware Attribute Based Access Control (SABAC). This solution is 
exposed in his paper (Shen, 2009), which proposes the use of semantics together with the XACML standard 
for better interoperability and administration. In his SABAC model, Haibo Shen uses the Web Ontology 
Language (OWL) standard to represent the onlogies of the users and resources and  XACML as the policy 
language. As users in distributed environments are more and more concerned about privacy, SABAC model 
uses Shibboleth to preserve user’s attributes privacy. Shibboleth creates a distributed authorization 
infrastructure for Web Services and provides the user attributes to the requested resources by using SAML 
(Security Assertion Markup Language), which can be used to express authentication and authorization 
assertions between different security domains. 

This paper allows administrators to focus on either access management or ontology management as both 
are implemented independently but connected by means of a semantic knowledge base. 

3.2.7.1 Access Control System 

The access control system enforces authorization decisions based on attributes and policies, as shown in 
the following image: 

 

Figure 24: SABAC model. Access control system. Source: (Shen, 2009) 

The different components of this architecture are: 
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 SOAP Handler: This module accepts SOAP requests from the requester and verifies the digital 
signature. If this verification is completed successfully the SOAP Handler extracts the message from 
the SOAP body and sends it to PEP. 

 PEP: As previously explained in XACML section, it is the interface with the outside world, where the 
access request is received. PEP sends the authorization request to the PDP and later, enforces the 
decision and the obligations of PDP. 

 PDP: As previously explained in XACML section, PDP consults and evaluates the policies that apply 
to the requested resource and takes a decision (permit, deny, indeterminate or not applicable) 
based on the attributes of the message, the Semantic Knowledge Base and the permissions stored 
in the XACML Policy.  

 XACML Policy: This module stores the policy rules and sends them to PDP. It is the equivalent of 
the PAP shown in XACML architecture. 

 Shibboleth: This module provides the user attributes from the Attribute Authority 

 Attribute Authority: This module creates and send the user attributes to Shibboleth 

 Semantic Knowledge base: This module provides the ontology information (metadata) of the user 
and resource attributes 

The information workflow is very similar to that in XCAML architecture: 

1. The requester sends an authorization SOAP request to the Web Service Provider. 

2. The SOAP Handler in the Web Server analyses the received request and send it to PEP. 

3. PEP sends an authorization request to the context handler. 

4. The Context Handler obtains the user attributes from Shibboleth, which takes the user attributed 
from the Attribute Authority. 

5. Shibboleth sends the user attributes to the Context Handler. 

6. The Context Handler asks the Semantic Knowledge Base for user and resource metadata. 

7. The Semantic Knowledge Base sends the user and resource metadata to the Context Handler. 

8. The Context Handler sends the authorization request, with the user and resource attributes and the 
metadata, to PDP. 

9. PDP asks the XACML Policy (PAP) to send him the access control policy of the resource. 

10. The XACML Policy sends the access control policy to PDP. 

11. Based on all the information received, the XACML PDP takes a decision and returns it to the 
Context Handler. 

12. The Context Handler sends the authorization decision to PEP. 

13. If the decision is permit, PEP establishes a connection with the requested resource. 

14. If the decision is deny, PEP send the requester an error message. 

 

3.2.7.2 Ontology Management System 

The ontology management system is presented below: 
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Figure 25: SABAC Model: Ontology management system. Source: (Shen, 2009) 

This system uses a Protégé-OWL Ontology Editor to create user and resource ontologies. The SWRL Tab in 
the Protégé-OWL Ontology Development Toolkit creates the SWRL rules and sends them to the SWRL 
JessTab which creates edits, writes and reads these rules. The Inference Engine guarantees that there are 
no contradictions in the definitions generated from the ontologies. 

As the system presented cannot process OWL and SWRL rules directly, the system uses the SWRL JessTab 
to convert them to Jess facts and Jess rules, so that a Jess Rule Engine can be used. This engine is in charge 
of the knowledge reasoning and the obtention of extended attributes information for the Semantic 
Knowledge Base. 

3.2.8 Experience Based Access Management (EBAM) 

Another interesting approach to access control is to obtain benefit from the organization’s accumulated 
experience. This approach is addressed in (Gunter, 2011). This paper proposes an experience base access 
successful approach, which will address perfectly the principle of least privilege, already introduced in RBAC 
section 3.2.4.3 (limiting subject’s permission only to the information they need to fulfill a certain task), 
always learning from previous experience. 

As it is explained in this paper, Health Organizations are one of the best examples to understand the 
problems of addressing the principle of least privilege. In this organizations it is essential that patients’ 
privacy is protected but it is also important not to restrict so much because this could compromise their 
care. Therefore, sometimes it may be necessary to grant users with what they call break-the-glass access, 
that is, in some special occasions, users should be provided an especial permision if it is really necessary to 
protect someone’s health, e.g. perhaps suddenly a cardiologist may need some information about a 
patient’s mental health for a concrete task. An external administration should inspect if each special access 
is justified. This would be an appropriapiate measure if the number of especial access were small. However, 
it has been demonstrated (Rostad, 2007) that this especial accesses were not the exception but the rule so 
it was impossible to control all of them just with manual control. This makes clear the difficulty of 
implementing the principle of least privilege. 
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Therefore, the existing gap between the ideal model (IM) describing the true permissions for the 
enterprise and the enforced control (EC) actually implemented is highlighted here. 

As it is already known, the biggest security threat are the users and employees from the organization itself   
(Sankovich, 2010). Insider employees can use their authorization privileges maliciously to perform high-risk 
accesses. In addition, even well-meaning employees can cause risk inadvertently within their privileges. 

So it becomes essential to learn from the previous accesses and to have records from events such as 
successful access events or denied permissions. By means of experience, the access control model would 
be continously improved. Therefore, a life-cycle model is proposed: 

 

Figure 26: EBAM life cycle. Source: (Sankovich, 2010) 

Access logs are used to measure the difference between the ideal model (IM) and the enforced control 
(EC). The EC is inspected in order to produce an access log that can be compared with the IM. Both the 
access log and the IM inform the Expected Model (EM) which is in charge of reducing the gap between the 
IM and the EC. 

The access log and the EM are indicatives as they show how the system is currently working, while the IM 
and EM are optative as they describe how the system would work if the principle of least privilege could be 
perfectly achieved. 

By repeating this process iteratively, the access control model will be progressively improved. Access logs 
produce data that may be interesting in order to obtain probabilities, which can be used to form rules that 
describe access patterns of the past. These rules might sometimes be useful to be included in the EC. 

By adding these rules to the EC, the EM will be evolved. Indeed, a general flow is proposed to address this 
iterative evolution: 

 

Figure 27: A round of access rules informed by probabilities (ARIPs). Source: (Sankovich, 2010) 

The events and attributes such as employee position, patient, department or patients’ data (diagnoses, 
mental health results, etc) are obtained from the enterprise access log. These events and attributes are 
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analysed and used to create and iteratively update models for workflows and social networks. The 
workflows are used to describe the typical sequence of steps in the access to information and the 
organization’s social network is composed of the management organization and information about which 
departments or employees share data. In the end, these workflows and social networks are analysed in 
order to suggest future actions and rules. This approach is called Access Rules Informed by Probabilities 
(ARIPs). 

3.2.9 Incentive Based Access Control (IBAC)  

As it has been explained in the previous section of Experienced Based Access Management, especial 
permissions to resources did not occurred exceptionally but very frequently, so great difficulties were 
found to control them manually. In order to limit the abusing access and to prevent themselves from 
malicious internal attacks, a solution based on incentives is proposed by Liu Debin (Debin, 2011). 

Debin aims at developing a new access control paradigm much more flexible than the existing ones by 
allowing exceptional access to resources but controlling them by assigning a concrete risk budget to 
employees so as to prevent them from performing excessive and uncontrolled especial acceses. Thus, 
employees are incentivized to limit their especial accesses in order to reduce risks. This way, risky access 
behaviours are under control. 

This aim is achieved by designing a model (Mitre, 2004) that quantifies the risk involved in different 
transactions, for example, hardcopy (printing the information) is X times more likely to result in information 
loss than softcopy (display only on screen). Although hardcopy is much more risky than softcopy, 
sometimes this action is needed to perform certain task, so this Incentive Based Access Control (IBAC) does 
not  forbid users to perform especial acceses. 

The IBAC model encourages users to make low-risk accesses when possible, but does not discourage them 
from nessesary exceptional acceses. 

The organization itself is the one in charge of assigning a determined budget for each employee based on 
the quatified risk. By making use of this budget, users are able to perform exceptional accesses. Thus, 
exceptional accesses are restricted to a concrete risk budget so malicious abuses are prevented and the 
aggregated risks that the organization can endure are limited and under control. 

When an employee wants to access some resource, the organization estimates the risk this access involves, 
by running an IBAC evaluation. Depending on the user’s profile (security clearance, role, etc.) a decision is 
taken: allowed access (low risk), denied access(too high risk) or exceptional access (risk in between). If the 
decision is exceptional access, it is priced at the risk estimate, so user can only perform this access if their 
remaining budget can cover the expense.  

As it can be seen, this risk-based control mechanisms guarantees that IBAC limits risks caused by 
exceptional access rights. This mechanism, by encouraging users to make necessary access but not taking 
unecessary risks, is able to align incentives between users and organizations. 

3.2.9.1 Benefits of Incentive Based Access Control (IBAC)  

With this reward mechanisms, three important issues are achieved: 

 Flexibility towars unexpected situations by allowing exceptional accesses. 

 The organizations themselves will be able to control their risks and indentify those employeed that 
are have malicious behaviours and will potentially perform an insider attack. 

 Users are incentivized enough to take risk mitigation efforts, thus reduting the enterprise risk. 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  51 

3.2.10 Conclusions to Access Control Models study 

After having introduced the most important access control models being used nowadays, the following 
table sums up their features, in order to look for the most appropriate access control model for 
ComVantage Security Model: 

 MAC DAC RBAC ABAC SBAC EBAM IBAC 

Flexible -- - + ++ ++ ++ ++ 

Scalable -- -- + ++ ++ ++ ++ 

Easy to 
implement -- - ++ ++ ++ - -- 

Easy to maintain 
updated 

-- - + + + - -- 

Configurable -- - + ++ ++ ++ ++ 

Easy to control 
security 

- -- ++ ++ ++ ++ + 

Ensure integrity ++ -- ++ ++ ++ ++ ++ 

Context aware -- -- -- ++ ++ ++ ++ 

Appropriate for 
Web Services -- -- -- -- ++ -- -- 

Experience Based -- -- -- -- -- ++ ++ 

Table 4: Access control models most important features 

 

In the table above we have used the following code: 

-- This model does not present this feature at all 

-  

+  

++ This feature describes this model at all 

 

3.3 Commercial Tools for Access Control 

In order to have a general vision of what tools are being used nowadays to perform access control in 
different organizations, how other tools control the access to information, how policies are managed and 
how their graphic interfaces are, in this section some of the most widespread commercial tools are being 
analysed.  

With this aim, we have studied how these tools configure and manage access control roles and different 
security attributes, how the access control models are structured and how the user interfaces look like. For 
this purpose, the access control tools that we have studied in detail are the following: 

 Oracle Access Control Tool: Section 3.3.1 

 Cisco Access Control Tool: Section 3.3.2 
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 Symantec Access Control Tool: Section 3.3.3 

3.3.1 Oracle Access Control Tool 

The Solaris Management Console is the administrative interface for users, roles, and the trusted network 
databases. Solaris Management Console tools are collected into toolboxes according to scope and security 
policy. The Solaris Management Console is shown in Figure 28 where the users tool set is open: 

 

Figure 28: Solaris management console 

The main part of the console consists of three panes: 

 Navigation pane (at the left) - For accessing tools (or sets of tools), folders, or other toolboxes. 
Icons in the navigation pane are called nodes and are expandable if they are folders or toolboxes. 

 View pane (at the right) - For viewing information related to the node selected in the navigation 
pane, shows either the contents of the selected folder, subordinate tools, or data associated with 
the selected tool. 

 Information pane (at the bottom) - For displaying context-sensitive help or console events. 

The categories in the navigation pane are the following: 

Category Tool Description 

 

System Status 

 

System Information 
Monitors and manages system information such as date, time, 
timezone, operating system, etc.  

Log Viewer 
Monitors and manages the Solaris Management Console tools 
log and system logs. 

Processes Monitors and manages system processes. 

Performance Monitors system performance. 

System 
Configuration 

Users Manages users, rights, roles, groups, and mailing lists. 

Projects Creates and manages entries in the /etc/project database. 
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Computers and 
Networks 

Creates and monitors computer and network information. 

Patches Manages patches. 

Services Scheduled Jobs Creates and manages scheduled cron jobs. 

Storage 

Mounts and Shares Mounts and shares file systems. 

Disks Creates and manages disk partitions. 

Enhanced Storage 
Creates and manages volumes, hot spare pools, state database 
replicas, and disk sets. 

Devices and 
Hardware 

Serial Ports Sets up terminals and modems. 

Table 5: Solaris management console navigation pane 

Information about the System Status can be seen by clicking on System Status  System Information: 

 

Figure 29: Solaris management console: system information 

Within the System Configuration tab, configurable security attributes about the Users can be found: 

 User Accounts tool: It is the administrative interface to change a user's label, change a user's view 
of labels, and to control account usage. 

 Administrative Roles tool: It is the administrative interface to change configure the roles assigned 
to users 

 Rights tool: It includes the actions that can be assigned to rights profiles. Security attributes can be 
assigned to these actions. 

The RBAC model in the Oracle Solaris OS introduces the following elements: 
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 Authorization: A permission that enables a user or role to perform a class of actions that require 
additional rights. For example, security policy at installation gives regular users 
the solaris.device.cdrw authorization. This authorization enables users to read and write to a CD-
ROM device.  

 Privilege:  A discrete right that can be granted to a command, a user, a role, or a system. Privileges 
enable a process to succeed. For example, the proc_exec privilege allows a process to call execve(). 
Regular users have basic privileges.   

 Security attributes: An attribute that enables a process to perform an operation. In a typical UNIX 
environment, a security attribute enables a process to perform an operation that is otherwise 
forbidden to regular users.  

 Privileged application:  An application or command that can override system controls by checking 
for security attributes. In a typical UNIX environment and in the RBAC model, programs that 
use setuid and setgid are privileged applications. In the RBAC model, programs that require 
privileges or authorizations to succeed are also privileged applications.  

 Rights profile: A collection of administrative capabilities that can be assigned to a role or to a user. 
A rights profile can consist of authorizations, commands with security attributes and other rights 
profiles. Rights profiles offer a convenient way to group security attributes. 

 Role:  A special identity for running privileged applications. The special identity can be assumed by 
assigned users only. In a system that is run by roles, superuser is unnecessary. Superuser 
capabilities are distributed to different roles. For example, in a two-role system, security tasks 
would be handled by a security role. The second role would handle system administration tasks 
that are not security-related. Roles can be more fine-grained. For example, a system could include 
separate administrative roles for handling the cryptographic framework, printers, system time, file 
systems, and auditing. 

Figure 30 shows the components of the RBAC model in Solaris: 

 

Figure 30: RBAC model in Solaris. Source: Oracle - System Administration Guide: Security Services 

Roles are assigned to users. When a user assumes a role, the capabilities of the role are available. Roles get 
their capabilities from rights profiles. Rights profiles can contain authorizations, privileges, privileged 
commands, and other supplementary rights profiles. Privileged commands are commands that execute 
with security attributes. 
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Figure 31 shows the RBAC relationships by using the Operator role, the Operator rights profile, and the 
Printer Management rights profile: 

 

Figure 31: RBAC relationships in Solaris. Source: Oracle - System Administration Guide: Security Services 

 

The Operator role is used to maintain printers and to perform media backup. The role is assigned to the 
user jdoe. jdoe can assume the role by switching to the role, and then supplying the role password. 

The Operator rights profile has been assigned to the Operator role. The Operator rights profile contains two 
supplementary profiles, Printer Management and Media Backup. The supplementary profiles reflect the 
role's primary tasks. 

The Printer Management rights profile is for managing printers, print daemons, and spoolers. The 
authorizations that are included in the Printer Management rights profile, such 
as solaris.print.* and solaris.smf.manage.discovery.printers, enable roles and users to administer printing.  

3.3.2 Cisco Access Control Tool 

Cisco Network Admission Control (NAC) enforces an organization's network security policies on all devices 
seeking network access. Cisco NAC gives organizations a powerful, roles-based method to preventing 
unauthorized access. 

The components of the Cisco NAC Appliance Solutions are: 

 Cisco NAC Manager is the administration server and database that centralizes configuration and 
monitoring of all Cisco NAC Servers, users, and policies in a Cisco NAC Appliance deployment.  

 Cisco NAC Server is the enforcement point between the untrusted (managed) network and the 
trusted (internal) network. The Server enforces polices defined in the Cisco NAC Manager, and 
endpoints communicate with the Server during authentication.  

 Cisco NAC Agent is an optional component of the Cisco NAC solution. When the Agent is enabled 
for your Cisco NAC deployment, the Agent ensures that computers that access your network meet 
the system posture requirements you specify. For example, when a user attempts to access the 
network, the Agent checks the client system for the software you require, and helps users acquire 
any missing updates or software. 

Figure 32 shows the Cisco NAC Manager assistant. By means of the NAC Manager it is possible to add new 
NAC Servers clicking on New Server: 
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Figure 32: Cisco NAC manager: adding new NAC Servers 

After you add the Cisco NAC Server, it appears in the list under the List of Servers tab: 

 

Figure 33: Cisco NAC manager: list of NAC Servers 

The Agent Temporary role and a Quarantine role already exist in the Cisco NAC Appliance system and only 
need to be configured to meet the organization’s specific network needs. However, normal login roles (or 
any additional quarantine roles) must first be added. Once a new role is created, it can then be associated 
to the traffic policies and other properties you customize in the web console for your environment. 

By means of the NAC manager, user roles can be added and configured, by clicking on the above User 
Management  User Roles  Edit Roles. Figure 34 shows how to create the role Employee: 

 

Figure 34: Cisco NAC manager: User Management - User Roles – Employee 

Figure 35 shows how to create the role Contractor: 

 

Figure 35: Cisco NAC manager: User Management - User Roles – Contractor 
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Figure 36 shows how to create the role Guest: 

 

Figure 36: Cisco NAC manager: User Management - User Roles – Guest 

If we click List of Roles, all the existing roles are shown: three default roles and the three new added roles: 

 

Figure 37: Cisco NAC manager: User Management - User Roles – List of Roles 

Operations you can perform from the List of Roles tab are as follows: 

 The Policies icon links to the Traffic Control tab and lets you set traffic filter policies for the role.  

 The BW icon links to the Bandwidth tab and lets you set upstream and downstream bandwidth 
restrictions by role.  

 The Edit icon links to the Edit Role tab and lets you modify role properties.  

 The Delete icon removes the role and all associated polices from the system and assigns users to 
the Unauthenticated role.  

The following step is to add users and assign them the appropriate roles.  Local user accounts are not 
intended for general use (the users cannot change their password outside of the administrator web 
console). Local user accounts are primarily intended for testing or for guest user accounts. Clicking User 
Management  Local Users Local Users  New in the in the Cisco NAC Manager, the following screen 
appears: 

 

Figure 38: Creating a new local user 
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A unique User Name must be typed, as well as the Password and Password confirmation. A Description for 
the user is Optional. A Role must be assigned to the Local User choosing from the Role list, where all the 
previously configured roles appear. The user will then appear in the list of Local Users. From there, you can 
view user information, edit user settings such as the name, password, role, or remove the user. 

The Cisco NAC Manager can be configured to make the Agent mandatory for any user role. In the following 
figure, as an example, the Agent is mandatory for the employee role. The contractor and guest roles must 
use web login. 

 

Figure 39: Agent logic required for employee roles 

The Cisco NAC Agent can be distributed just like any other software application to end users (employees in 
this case) or it can be forced using the Cisco NAC Server. When the agent is activated, the screen shown 
appears: 

 

Figure 40: Agent login 

 

If everything is correct, the following screen appears: 
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Figure 41: Cisco NAC agent indicating full network access 

3.3.3 Symantec Access Control Tool 

Symantec Network access control works the way shown in the pictures below: 

 

Figure 42: How Symantec network access control works – Host integrity rules checked 

Imagine that an external user coming from an unprotected network wants to access the organization 
network from a mobile device. The compliance of the Host Integrity rules is checked as shown above. Then 
the Gateway Enforcer would open up and allow access to the network.  In case one of the rules is not 
fulfilled (for example, NOT patch updated), the Remediation Server will be in charge of providing the 
endpoint with the necessary updates so that the Gateway Enforcer can allow access to the network. 
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Figure 43: How Symantec network access control works – Host integrity rules NOT checked 

In order to manage the access control policies, the Symantec Policy Management Console is used. The 
Symantec Policy Management Console is an administrative console that focuses on being able to build 
different policies with the help of the wizards.  

The different tabs on the top offer an easy functionality to move across the different areas: Product 
Overview, Monitoring, Policies, Client Manager, Servers and Administrators. 

This first page, Product Overview, shows some of the different tasks that the system is able to provide: 

 

Figure 44: Symantec policy management console: Product review 

The Administrators tab provides an area where you can define different administrators for different 
functions. For example, there are different kinds of administrators: some of them can review the different 
endpoint policies defined and some others can only look at the logs. 
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Figure 45: Symantec policy management console: Administrators tab 

The Servers tab provides an area where you can find the different policy managers and manage all sites and 
servers in the system. 

The Remote Sites are additional Symantec sites that exist elsewhere in the enterprise network. 

 

Figure 46: Symantec policy management console: Servers tab 

 

In this tab, we can also find the License Management functionality to know all the necessary information 
about our license: 
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Figure 47: Symantec policy management console: servers tab - License management 

 

The Client Manager tab allows you to plan your security group structure. From the Client Manager tree, it 
is possible to manage groups, users and computer. These three components are organized into groups, so 
you can add groups based on your business structure and security requirements. Once you have created 
your groups, you can add users and computers. In the figure below, we can find different groups such as 
Customer Support, Engineering, Finance, IT, etc. Moreover, we can find different devices in IT: desktop, 
laptop, server, as well as different devices within Marketing: Channel Marketing and Product Marketing. 

 

Figure 48: Symantec policy management console: Client manager tab – User and computers management 

You can also find users in your environment instead of splitting by device in order to collect data about 
them by setting User Information. A dialog would appear in the Agent if User Information Collection is 
enabled. 

In the Monitoring tab you can monitor system security: 
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 Reports: These predefined reports are generated by the Policy Manager. You can view summary 
and detailed reports including information about site status, server health status, number of Agents 
online, policy usage and security attacks. For example, if we click on Detailed Reports, we can see 
different reports such as Client, Enforcer, Network and Computer, etc. 

 

Figure 49: Symantec policy management console: Monitoring tab – Detailed reports 

 Data Query Tool: By means of this tool, it is possible to generate queries that search Policy 
Manager, Agent and Enforcer logs for detailed information. It also enables the user to develop 
customized SQL queries to get the exact needed information. 

 Log Viewer: By means of the Log Viewer, you can view all Policy Manager, Agent and Enforcer logs 
that are downloaded to the Policy Manager. Logs can be used to track network events and 
troubleshoot system problems. 

 

Figure 50: Symantec policy management console: Monitoring tab - Log viewer 
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The Data Query Tool enables you to query the database for specific information and customize your reports 
as much as you like, for example: 

 With the Agent Information Query, you can look for specific Agent information such as user name, 
operating system or Agent’s version. 

 

Figure 51: Symantec policy management console: Monitoring tab – Data query tool 

 With the Server Log Query, you can search specific server logs for information, such as admin name 
or a site name.  

 With the Enforcer Log Query, you can search specific Enforcer logs for information such as action 
alerts o event times. 

In the Policy tab it can be seen the different groups and devices defined in the Client Manager tab. The 
figure shows an inheritance relationship, because Desktop Device uses the same policy as parent groups: 

 

Figure 52: Symantec policy management console: Policy tab - Policies 
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After establishing devices as being part of a group, then you can start defining different locations. For 
example, you may want to set a soft policy for a device in your location, such as when your laptop is inside 
your environment (trusted environment). However, you may prefer to apply a harder policy if a laptop is 
outside your environment. Therefore, depending on the location of the device, different types of policies 
can be applied in a flexible way. 

Once the location is decided, you can start applying policies from the policy library: Firewall Policies, Host 
Integrity policies, OS Protection Policies, Intrusion Prevention Libraries, Policy Manager Lists. The following 
picture shows the Host Integrity Policy Library which has one predefined policy: 

 

Figure 53: Symantec policy management console: Policy tab – Policy library 

However, if you do not want to use a predefined policy, you can also add a new policy, for example, a 
Firewall policy:  

 

Figure 54: Symantec policy management console: Policy tab – Policy library – Firewall rules 
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3.4 Trust Models  

As already said in previous sections it is essential that all the companies involved in collaboration can trust 
each others, so a trusted collaboration network must be set up. In this section, the most common trust 
models are analysed. 

Once the security model for access control has been refined, in a further stage, the best strategy for 
establishing the circle of trust in ComVantage will be decided and implemented.  

3.4.1 What Is Trust? 

Trust is a phenomenon that humans use every day to promote interaction and accept risk in situations 
where only partial information is available, allowing one person to assume that another will behave as 
expected. Researchers agree that trustworthiness is a more general issue than risk-related factors such as 
dependability, security, and safety. For example, although the underlying system could be completely 
dependable in the traditional sense, it might not be trustworthy unless a suitable legal framework exists on 
which users can rely should problems arise.  

The conceptualization of “trust” remains vague as it is the result of many components:     

Factor  Description 

Personality-
based Trust 

“*…+ refers to the tendency to believe or not believe in others” (Gefen, 2003). This 
factor is, furthermore, more important in the initialization phase of the relationship 
and lesser important if a trustful relationship already exists. 

Cognition-based 
trust 

Refers to the trust that is “built on first impression rather than through experiential 
personal interactions” (Brewer, 1978). In this context, trust is formed through 
categorization (e.g., stereotypes) or illusions of control (e.g., in the absence of first-
level information). This factor is, again, more important in the initialization phase of 
the relationship and lesser important if a trustful relationship already exists. 

Knowledge-
based trust 
(Familiarity) 

Familiarity is experience with the what, who, how, and when of what is happening 
(Gefen, 2003). Familiarity reduces social uncertainty through increased understanding 
of what is happening in the present (Luhmann, 1979) 

Calculative-
based trust 

This dimension of trust is “derived from an economic analysis occurring in on-going 
relationships, namely that it is not worthwhile for the other party to engage in 
opportunistic behaviour” (Doney, 1998) 

Institution-based 
trust (Situational 
Normality) 

Is an “assessment that a transaction will be a success, based on how normal or 
customary the situation appears to be” (Baier, 1986).Hereby, people tend to extend 
greater trust when the nature of the interaction is in accordance with what they 
consider to be typical (Gefen, 2003). 

Institution-based 
trust (Structural 
assurance) 

“refer to an assessment of success due to safety nets such as legal recourse, 
guarantees and regulations that exist in a specific context” (McKnight, 1998). For 
example the eTrust sign used in typical e-commerce offerings can be assigned to this 
category. 

Table 6: Antecedents of trust. Source: D5.1.1 Metrics for usability and trust 

In this section, we will focus on the most widely used trust models nowadays. Trust models are generally 
classified into two types: 

 Centralized Models 

 Decentralized Models 
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3.4.2 Centralized Models 

In the centralized model, a principal/device can trust another principal if it is trusted by a central 
authority. Examples for these are Private Key Infrastructures (PKI) (Perlman, 1999). PKI is based on trusted 
nodes known as certification authorities (CAs), which is trusted and digitally sign data structures, known as 
certificates that state the mapping between names and public keys.  

3.4.2.1 PKI Models 

There are different PKI models: 

A Single-CA Model 

This model consists of a single CA for the world. Every piece of equipment would come configured with 
knowledge of that CA’s public key, or have that CA’s public key embedded in the hardware. All certificates 
would need to be obtained from the organization which runs that CA. 

 

Figure 55: Single CA - PKI Trust Model 

This approach has many inconveniences: 

 There is no organization universally trusted by all countries, companies, universities, political 
organizations, etc. 

 It is inconvenient, insecure and expensive to obtain a certificate from a distant and unrelated 
organization. 

 If that CA’s key were ever changed, the entire world would need to be reconfigured. 

 If one organization is given a monopoly on granting certificates, there is the danger that once the 
world becomes dependent on the technology, the organization with the monopoly will charge 
excessive fees for certificates. 

As in a network like the Internet it is not feasible to have only one Trusted Third Party (TTP), there exist 
several TTPs. A TTP is an entity that facilitates the interactions between two parties who both trust the TTP. 
The TTP reviews all critical transaction communications between the parties. In TTP models, the relying 
parties use this trust to secure their own interactions.  

Many different approaches are being deployed, each having a different topology and some of them are 
shown below: 

A Single-CA Plus RAs Model 

This model consists of a single CA and all principals configured with its public key. All certificates are signed 
by that CA. However, there are also multiple registration authorities (RAs) trusted by that CA to verify the 
mapping between a name and a key and send a signed request to the CA. A user need not directly request a 
certificate from the CA. Instead, the user can interact with an RA, which authenticates the user and the 
user’s key and sends a signed request to the CA for the CA to create a certificate for that user with that key. 
If the CA receives a validly signed request from the RA, it grants a certificate. To principals verifying 
certificates, this looks just like the single-CA model. Principals only need to know the single CA key. Only the 
CA is aware of the RA keys. A graphical representation of Single-CA plus RAs model is shown in Figure 56: 
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Figure 56: Single CA Plus RA Model - PKI Trust Model 

The only advantage of this model with respect to the single CA model is that with multiple RAs, there would 
presumably be an RA more conveniently accessible. The other disadvantages of the single-CA scheme are 
still not solved. 

An Oligarchy of CAs 

This model is similar to the single-CA model, except that instead of being configured with the public key of a 
single CA, everything is configured with a set of keys, so there are perhaps dozens of organizations from 
which one can obtain certificates. A graphical representation of an oligarchy of CAs is shown in Figure 57: 

 

Figure 57: Oligarchy of CAs - PKI Trust Model 

The advantage of this over the single-CA model is that competition among trusted CAs should prevent 
abusive pricing for obtaining certificates. However, this model is less secure than the single-CA model. In 
the single-CA model, if the one key were compromised, everything would become insecure because 
whoever stole the CA’s private key could generate bogus certificates allowing anyone to impersonate 
anyone. The security of the oligarchy model depends on all of the configured keys remaining secure. 
Compromise of any of the dozens of keys is as serious as compromise of the single key in the single-CA 
model. 

Configured Plus Delegated CAs 

This model, implemented in current browsers, is similar to the models in earlier sections, the only 
difference being that the CAs whose keys have been configured into the users’ workstations can sign 
certificates authorizing other CAs to grant certificates. We call the CAs whose keys have been configured 
the configured CAs, and the ones who have been authorized by those CAs to act as CAs delegated CAs. Both 
the configured and delegated CAs are completely trusted, and any certificate from any of those CAs 
(including the chain which links that CA to a configured CA) will work. A graphical representation of 
configured plus delegated CAs model is shown in Figure 58: 

 

Figure 58: Configured Plus Delegated CAs - PKI Model 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  69 

The advantage of this model is that it enables users to obtain certificates from more places, since they no 
longer need to get a certificate directly from one of the configured CAs. Instead, they can obtain a 
certificate from a delegated CA. This model is more convenient and somewhat more secure for users to 
obtain certificates, because given that there are now a lot more CAs, it is likely to have a nearer CA. 
However, this model can be even less secure because there are more CAs, and theft of any of their keys can 
enable the thief to impersonate anyone to anyone. Any compromise of any CA completely compromises 
security. 

With RAs it takes longer to obtain a usable certificate, since the RA must communicate with the CA, and it is 
the CA that actually issues the certificate. With delegated CAs the certificate chain is longer, and 
verification is therefore less efficient. 

The main disadvantage of centralized models is, if the certification authority is compromised, all dependent 
certificates have to be replaced, which could lead to a “massive reconfiguration”. Also, there is only a 
binary definition of trust: If the partner can show a certificate of a TTP, he is trusted, otherwise not. 

3.4.3 Decentralized Models 

In decentralized models there is neither a Central Authority nor a single point of failure. Decentralized trust 
models can be further classified into two sections: 

 Trust based on experience (or reputation) 

 Trust based on policy 

The two trust management approaches address the same problem - establishing trust among interacting 
parties in distributed and decentralized systems. However, they assume different settings. While the policy 
based approach has been developed within the context of structured organizational environments, the 
reputation systems have been proposed to address the unstructured user community. Consequently, they 
assume different sources for trust (CAs and community opinion, respectively) and accordingly employ 
different mechanisms. 

Some hybrid types have also been proposed by combining certain aspects of these two models. 

In pseudo-code, these mapping relationships are as follows: 

Trust based on experience (or reputation) 

WHEN a User is requesting a service, 

IF an Evaluator evaluates User can be TRUSTED, THEN 

allows to Execute activities, 

ELSE  

apply Restrictive actions. 

 

The Policy-Based Trust Model  

WHEN an event_clause from a User is received, 

(which is able to trigger a condition_clause evaluation) 

IF a condition_clause evaluates to TRUE (subject to the evaluation strategy), THEN 

execute one or more actions, (subject to the rule execution strategy) 

ELSE  

execute alternative one or more actions. (subject to the rule execution strategy) 
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An event_clause specifies the event or set of events that trigger the evaluation of the condition_clause of 
the policy rule. A condition_clause evaluates the condition or set of conditions in order to determine which, 
if any, of the set of actions should be executed in response to the triggering event(s). An action specifies the 
set of actions to be executed if the result of the condition_clause evaluates to TRUE (optionally, a second 
action can be defined to specify the set of actions to be executed if the condition_clause evaluates to 
FALSE). 

3.4.3.1 Trust Based on Experience  

Trust based on experience main features 

The main features of trust from the experience-based approach are the following: 

 Trust is a subjective notion, being an individual's opinion of another individual, and thus every 
individual makes its own decision to trust or not based on the evidence available for personal 
evaluation (although an individual may be prepared to delegate this decision to a more 
authoritative source in certain circumstances).  

 Moreover, trust is not symmetric which implies that two individuals do not need to have similar 
trust in each other. Even if two entities are presented with the same evidence they may not 
necessarily interpret this information in the same way.  

 Trust is also situation-specific such that trust in one environment does not directly transfer to 
another environment and as a result a notion of context is necessary. Despite this situational 
nature, there is some agreement on a dispositional aspect of trust as a measure of one's propensity 
to believe in the trustworthiness of others.  

 The literature also highlights the dynamic properties of trust in that trust is self-preserving and self-
amplifying, increasing through periodic successful interactions and degrading through disuse or 
misuse. Trust is inherently linked to risk; there is no reason to trust if there is no risk involved. This 
relationship implies that higher risk means cooperation is less likely to occur, unless the benefits of 
interaction are worth the risk. Reasoning about trust therefore allows entities to accept risk when 
they are interacting with others.  

This approach has emerged in the context of electronic commerce systems, e.g. eBay, Amazon and 
Expansys. In this context, when a buyer wants to purchase a product, the buyer must make a decision 
based on the description and reputation of the seller. Most of the time, this is defined as a percentage, 
being the trust level average assigned by other buyers about the sellers. However, what happens if the 
seller is new to the market and does not have an established reputation? How can a buyer determine if 
sellers are cheating buyers by evaluating themselves positively? Hence, the final decision in trust is 
delegated to the buyers, mainly because there are no efficient mechanisms implemented that, based on 
trust or reputation, can help the users and/or the systems to make such decisions.  

 

Tools for trust 

The following tools contribute to trusting interactions online: 

 Escrow services 

Some formal institutions already exist online for guaranteeing trust within individual countries.  
Services such as Paypal provide the equivalent of institutional guarantees for virtual communities.  
However, recent fraud cases involving Paypal point to some of the difficulties for such institutions that 
span geopolitical boundaries. 

  History reporting for members 
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Virtual communities are capable of storing complete information on their members’ interactions 
online. Companies such as eBay provide a breakdown of the number of positive, neutral, and negative 
ratings, and written feedbacks for a given seller over 1 week, 1 month and 6 months prior to any given 
transaction. Potential buyers can use this history reporting feature to evaluate their own risk profile 
for engaging in a transaction with the seller. 

  Reputation rating systems 

A reputation or rating system attempts to provide succinct summaries of a user’s history for a given 
virtual community. In the case of eBay (or Amazon), one’s reputation is represented by a rating “score” 
which is calculated based on cumulative (or average ratings) by its members. 

Similar to offline interactions, formal mechanisms offered by tools such as escrow services can only cover a 
small fraction of all interactions online. Except for financially related interactions, few institutional 
guarantees are available. For activities such as inferring experts, or finding compatible partners, or locating 
reliable opinions, more informal mechanisms are needed.  

In distributed settings, reputation-based approaches have been proposed for managing trust in public key 
certificates, in P2P systems, mobile ad-hoc networks, and, very recently, in the Semantic Web. The focus 
here is on trust computation models capable to estimate the degree of trust that can be invested in a 
certain party based on the history of its past behaviour. 

Trusted network 

Typically, experience-based trust is used in distributed networks where a system only has a limited view of 
the information in the whole network. New trust relationships are inferred based on the available 
information (following the idea of exploiting world’s information). In these scenarios, the available 
information is based on the recommendations and the experiences of other users, and it is typically not 
signed by certification authorities but (possibly) self-signed by the source of the statement. This approach 
supports trust estimates with a wide, continuum range and allows the propagation of trust (e.g., transitive 
propagation) along the network as well as weighting of values (e.g., fresher information vs. older 
information). For instance, Figure 59 shows an example of a simple trust network: 

 

Figure 59: Trust network. Nodes are users and edges are trust statements. The dotted edge is one 
 of the undefined and predictable trust statements 

In fact, trust statements can be weighted so that it is possible to express different levels of trust on another 
user. We assume the range of trust weights is [0,1]: small values represent low trust expressed by the 
issuing user on the target user while large values represent high trust. Precisely, the extremes, 0 and 1, 
represent respectively total distrust and total trust. Note that the trust network is not necessarily 
symmetric. It is totally normal that a user expresses a trust statement on another user and that this user 
does not reciprocate. For example, Bob totally trusts Dave but Dave did not express a trust statement on 
Bob. We say that Bob is unknown to Dave. Even when users know each other, it can be that their subjective 
trust statements exhibit different scores, as in the case of Alice and Bob. 
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On a trust network, it is possible to run a trust metric. Marsh (Marsh, 1994) made one of the early attempts 
at formalizing trust using simple trust metrics based on linear equations. This model has been further 
extended by Abdul-Rahman and Hailes to address experience-based trust in virtual communities (Abdul-
Rahman, 2000). A trust metric is an algorithm that uses the information of the trust network in order to 
predict the trustworthiness of unknown users. Coming back to Figure 59, since user Alice does not have a 
direct opinion about user David, a trust metric can be used to predict how much Alice could trust David 
(represented by the dotted edge in Figure 59). Let us suppose that the trust statements are expressed by 
the source user based on perceived reliability of the target user as seller of used products, and let us 
suppose that Alice wants to buy a used camera. She finds out that David is selling a camera but she does 
not know David and is not sure about his trustworthiness and reliability. However, Alice knows Bob and 
Carol, who both know and trust David. In this case, a trust metric can happen to suggest to Alice to trust (or 
not) David and, as a consequence, to buy (or not) the camera from him. Of course, more complex reasoning 
involving more users and longer trust paths can happen in more realistic examples.  

By using trust metrics, even if the users known on a first-hand basis are a small fraction, it is possible to 
exploit the judgments of other users and figure out how much a certain user (and indirectly the content she 
creates) is interesting for the active user. Trust metrics’ common assumption is that trust can be 
propagated in some way, that is, if user A trusts user B and user B trusts user C, something can be said 
about the level of trust A could place in C. 

 

3.4.3.2 Trust Based on Policy 

In these models, trust is evaluated by applying policies to requests. A principal defines a set of rules, the 
policies, which have to be fulfilled before getting access to his resources, which can be services, information 
etc. In most cases, such policies ask for credentials, which are combined with rights. For example, a 
member of the personal administration can have access to all personnel files, while an employee in the 
sales department only has access to his own file.  

The goal is to determine whether or not an unknown user can be trusted, based on a set of credentials and 
a set of policies. The general way to implement such models is to define a policy interpreter based on a 
language as in (Blaze, 1996). The main functionality is to process queries. A query is a request to determine 
whether a particular public key (or a sequence of public keys) is permitted to perform a particular action 
according to local policy. In the set of policies the interpreter tries to find a chain which leads from the 
request to the final policy. If such a chain exists, trust and therefore access is granted, otherwise access is 
denied. In most cases, the set of policies has to be extended manually. Of course the set can be updated by 
deriving new rules from existing ones, e.g. if there is a rule A trusts B and B trusts C, than a rule A trusts C 
can be added (provided that it is a transitive trust). However, adding a completely new rule has to be done 
explicitly. 

Currently, policy-based trust is typically involved in access control decisions. Declarative policies are very 
well suited to specifying access control conditions that are eventually meant to yield a boolean decision 
(the requested resource is either granted or denied). Systems enforcing policy based trust typically use 
languages with well-defined semantics and make decisions based on “non-subjective” attributes (e.g., 
requester’s age or address) which might be certified by certification authorities (e.g., via digital credentials).  

In general, policy-based trust relies on objective “strong security” mechanisms such as signed certificates 
and trusted certification authorities (CA) in order to regulate the access of users to services. 

Most are based on public key “certificates” in which a trusted third party signs a specially formed message 
certifying the identity associated with a public key. The two best known certificate systems are those of 
PGP and X.509. 
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PGP (Pretty Good Privacy) 

How PGP works? 

When a user encrypts plaintext with PGP, PGP first compresses the plaintext. Data compression saves 
modem transmission time and disk space and, more importantly, strengthens cryptographic security. Most 
cryptanalysis techniques exploit patterns found in the plaintext to crack the cipher. Compression reduces 
these patterns in the plaintext, thereby greatly enhancing resistance to cryptanalysis.  

PGP creates a session key, which is a one-time-only secret key. This session key works with a very secure, 
fast conventional encryption algorithm to encrypt the plaintext; the result is ciphertext. The supported 
algorithms to encrypt the message by means of the temporary key are CAST, IDEA or Triple-DES. 

Once the data is encrypted, the session key is then encrypted by means of RSA algorithm (using the 
recipient’s public key). This public key-encrypted session key is transmitted along with the ciphertext to the 
recipient. 

 

Figure 60: How PGP encryption works 

Decryption works in the reverse order. The recipient's copy of PGP uses his or her private key to recover the 
temporary session key, which PGP then uses to decrypt the conventionally-encrypted ciphertext. 

 

Figure 61: How PGP decryption works 

In the PGP system, a user generates a (PublicKey, SecretKey) pair that is associated with his unique ID; 
usually an ID is of the form (Name, EmailAddress). Keys are stored in key records. A public (or secret) key 
record contains: 

 An ID 

 A public (or secret) key 

 A timestamp of when the key pair was created.  

Public keys are stored on public key rings and secret keys on secret key rings. Each user must store and 
manage a pair of key rings.  

If user A has a good copy of user B’s public-key record, e.g., a copy that he is confident (for whatever 
reason) has not been tampered with since B generated it, then A can sign this copy and pass it on to user C. 
A thus acts as an introducer of B to C. A signed key record is called a key certificate, and we sometimes use 
the word “certify” as a synonym for “sign”. Each user must tell the PGP system which individuals he or she 



 

 
D3.2.1 – ComVantage Secure Information Model Definition 

WP3 – Secure Information Model 

 

 

 

© ComVantage Consortium – 2012  74 

trusts as introducers and must certify the introducers’ public-key records with his own secret key. 
Moreover, a user may specify the degree of trust that he has in each introducer; an individual may be 
designated unknown, untrusted, marginally trusted, or completely trusted. Each user stores his trust 
information on his key rings and tunes PGP so that it assigns a validity score to ‘each certificate on a key 
ring and uses the key in that certificate only if the score is high enough. For example, a sceptical user may 
require two fully trusted signatures on a public-key record to judge the key it contains valid, and a less 
sceptical user may require only one fully trusted signature or two marginally trusted ones. 

It is important to note that implicit in PGP is the assumption that the only notion of “security policy” that 
needs to be supported is that of verification of the ID of the sender of a message. Keys rings and degrees 
of trust allow users to design their own policy of this very limited form. This narrow notion of policy is 
appropriate to PGP, which is designed specifically to provide secure email for individuals, but it is 
insufficient for the broader range of secure network services now being designed and implemented.  

Note that A’s signature on B’s public-key record should not be interpreted to mean that A trusts B’s 
personal integrity; the right interpretation is rather that A believes that the binding of B’s identity to the 
key in the record is correct. Furthermore, note that trust is not transitive - the facts that A fully trusts B as 
an introducer and that B fully trusts C do not automatically imply anything about A’s degree of trust in C. As 
PGP has grown in popularity, a decentralized “web of trust” has emerged. Each individual is responsible for 
acquiring the public-key certificates he needs and for assigning degrees of trust to the introducers he gets 
them from. Similarly, each individual must create his own key pair and disseminate his own public key. This 
“grass roots” approach rejects the use of official certifying authorities that sign public keys of individuals 
(and those of other certifying authorities) and thereby act as “trust servers” for the users of those keys. 

 

PGP Certificate Format  

A PGP certificate includes (but is not limited to) the following information: 

 The PGP version number — this identifies which version of PGP was used to create the key 
associated with the certificate. 

 The certificate holder's public key — the public portion of your key pair, together with the 
algorithm of the key 

 The certificate holder's information — this consists of "identity" information about the user, such 
as his name, user ID, photograph, and so on. 

 The digital signature of the certificate owner — also called a self-signature; this is the signature 
using the corresponding private key of the public key associated with the certificate. 

 The certificate's validity period — the certificate's start date/ time and expiration date/ time; 
indicates when the certificate will expire. 

 The preferred symmetric encryption algorithm for the key — indicates the encryption algorithm to 
which the certificate owner prefers to have information encrypted.  

One unique aspect of the PGP certificate format is that a single certificate can contain multiple signatures. 
Several or many people may sign the key/ identification pair to attest to their own assurance that the public 
key definitely belongs to the specified owner.  

Some PGP certificates consist of a public key with several labels, each of which contains a different means 
of identifying the key's owner (for example, the owner's name and corporate email account, the owner's 
nickname and home email account, a photograph of the owner — all in one certificate). The list of 
signatures of each of those identities may differ; signatures attest to the authenticity that one of the labels 
belongs to the public key, not that all the labels on the key are authentic. (Note that 'authentic' is in the eye 
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of its beholder — signatures are opinions, and different people devote different levels of due diligence in 
checking authenticity before signing a key.) 

 

Figure 62: A PGP certificate 

X.509 

How X.509 works? 

The X.509 authentication framework attempts to solve the same part of the trust management problem 
that PGP’s introducer mechanism attempts to solve, that is, the need to find a suitably trustworthy copy of 
the public key of someone with whom one wants to communicate. As in PGP, X.509 certificates are signed 
records that associate users’ IDs with their cryptographic keys. X.509 certificates contain more information 
than PGP certificates, e.g., the names of the signature schemes used to create them and the time interval in 
which they are valid but their basic purpose is simply the binding of users to keys. 

However, X.509 differs sharply from PGP in its level of centralization of information. While anyone may 
sign public-key records and act as an introducer in PGP, the X.509 framework postulates that everyone will 
obtain certificates from an official certifying authority (CA). When user A creates a (Publickey, SecretKey) 
pair, he has it and the rest of the required information certified by one or more CAs and registers the 
resulting certificates with an official directory service. If A later wants to communicate securely with B, he 
obtains a certificate for B from one of the directory servers. If A and B have both been certified by the same 
CA, the directory server can just send B’s certificate to A, who can verify its validity using the public key of 
this common CA. If A and B have not been directly certified by a common CA, then the directory service 
must create a certification path from A to B. This is a list of the form CA1, cert1, GA2, cert2... CAn, certn, 
where certi, 1 ≤ i < n, is a Certificate of CAi+1 that has been signed by CAi, and certn, is a certificate of B. In 
order to use this path to obtain B’s public key, A must know the public key of CA1, the first authority in the 
path. Thus, the X.509 framework rests on the assumption that CAs are organized into a global “certifying 
authority tree” and that all users within a “community of interest” have keys that have been signed by CAs 
with a common ancestor in this global tree.  

 

X.509 Certificate12 

An X.509 certificate is a collection of a standard set of fields containing information about a user or device 
and their corresponding public key. The X.509 standard defines what information goes into the certificate, 
and describes how to encode it (the data format). All X.509 certificates have the following data: 

                                                           
12

 Information Technology - Open Systems Interconnection - The Directory: Authentication Framework, 
Recommendation X.509, ISO/IEC 9594-8 
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 The X.509 version number — this identifies which version of the X.509 standard applies to this 
certificate, which affects what information can be specified in it. The most current is version 3. 

 The certificate holder's public key — the public key of the certificate holder, together with an 
algorithm identifier which specifies which cryptosystem the key belongs to and any associated key 
parameters. 

 The serial number of the certificate — the entity (application or person) that created the 
certificate is responsible for assigning it a unique serial number to distinguish it from other 
certificates it issues. This information is used in numerous ways; for example when a certificate is 
revoked, its serial number is placed in a Certificate Revocation List or CRL. 

 The certificate holder's unique identifier — (or DN — distinguished name). This name is intended 
to be unique across the Internet. This name is intended to be unique across the Internet. A DN 
consists of multiple subsections and may look something like this: CN=Bob Allen, OU=Total 
Network Security Division, O=Network Associates, Inc., C=US (These refer to the subject's Common 
Name, Organizational Unit, Organization, and Country.) 

 The certificate's validity period — the certificate's start date/ time and expiration date/ time; 
indicates when the certificate will expire. 

 The unique name of the certificate issuer — the unique name of the entity that signed the 
certificate. This is normally a CA. Using the certificate implies trusting the entity that signed this 
certificate. (Note that in some cases, such as root or top-levelCA certificates, the issuer signs its 
own certificate.) 

 The digital signature of the issuer — the signature using the private key of the entity that issued 
the certificate. 

 The signature algorithm identifier — identifies the algorithm used by the CA to sign the certificate. 

To obtain a X.509 certificate, you must ask a CA to issue you a certificate. You provide your public key, 
proof that you possess the corresponding private key, and some specific information about yourself. You 
then digitally sign the information and send the whole package — the certificate request — to the CA. The 
CA then verifies that the information you provided is correct. In this case, it generates the certificate and 
returns it. 

A X.509 certificate may look like a standard paper certificate with a public key taped to it. It has your name 
and some information about you on it, plus the signature of the person who issued it to you. 

 

Figure 63: A X.509 certificate 

Probably the most widely visible use of X.509 certificates today is in web browsers. 
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There are many differences between a X.509 certificate and a PGP certificate, but the most important ones 
are as follows: 

 you can create your own PGP certificate while you must request and be issued a X.509 certificate 
from a Certification Authority 

 X.509 certificates natively support only a single name for the key's owner 

 X.509 certificates support only a single digital signature to attest to the key's validity 
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4 SECURITY ISSUES IN CONVANTAGE USE CASES  

4.1 Methodology 

In order to design a security solution that fits all the use case scenarios, it is important to have a complete 
knowledge of all of them in terms of the information that needs to be protected and the threats the 
different use cases are facing.  

Thus, different meetings with the use case partners have been hold during the preparation of this 
deliverable in order to have a more realistic view of their security needs. Derived from these conference 
calls, an analysis of each use case characteristics has been developed.  

Apart from that, information from different deliverables from use cases’ WPs has been studied to better 
understand the performance of each use case: 

 D6.1.1: Scenario specification and refinement 

 D7.1.1: Scenario specification and refinement 

 D8.1.1 Scenario Specification and Refinement 

4.2 Analysis Perspectives 
Each use case has been analysed from different points of view in order to better obtain the different data 
sources types involved, the steps in which the implementation of Linked Data access control model is 
necessary, the different collaboration types (hierarchical, non-hierarchical, etc), roles definition in order to 
develop a common understanding. 

4.2.1 Process Steps Relevant to Security Enumeration  

4.2.1.1 WP6 Plant Engineering and Commissioning  

The following figure shows the workflow of WP6 Use Case, taking into account the different users involved: 
Automation Engineer(A-Eng), Line Manager (LM), Designer (Dsg) and Technical Leader (TL). 

The rounded steps are the ones in which interaction with Linked Data has been found and thus, the ones in 
which access control system must intervene.  

This scenario can be described from different points of view, depending on the type of user. The steps in 
which access to Linked Data is performed are in bold: 

4.2.1.1.1 AUTOMATION ENGINEER (A-ENG) 

The A-Eng is a software engineer from COMAU (or COMAU supplier) employed in the commissioning 
activities directly in the customer site. His goal is to reach the production timing predetermined: CYCLE 
TIME. 

During the commissioning activity, A-Eng has to check the cycle time of each station that forms the whole 
production line. Depending on the work progress, first station available and running will be checked. 

A-Eng, with his tablet PC, starts the App in order to collect data from the requested station. Data 
Harmonization Middleware (DHM) provides the interface and access to the data from the OPC Server. 

Linked Data integrates theoretical cycle diagram with real one logged from the field. This link can be used 
by engineers with suitable applications to validate that the real cycle time holds under production 
conditions. Theoretical cycle time is a value that belongs to the engineering. A comparison of data coming 
from the field lets A-Eng identify objects (mechanics or electrical signals) that are working in a different way 
from what expected. Validation would be a process of cycle analysis. Does theoretical cycle time match the 
real one? 

 YES -> data are stored in a database creating a historical situation map for further analysis 

http://www.comvantage.eu/wiki/index.php/D6.1.1:_Scenario_specification_and_refinement
http://www.comvantage.eu/wiki/index.php/D7.1.1:_Scenario_specification_and_refinement
http://www.comvantage.eu/wiki/index.php/D8.1.1_Scenario_Specification_and_Refinement
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 NO -> the App underline a graphical misalignment between real and theoretical timeline: this can 
help the identification of the problem 

A-Eng shares information with the Technical Leader (TL), in order to get project solutions, and at the 
same time refers about the problem to his direct responsible (the Line Manager).  

 

Figure 64: WP6 flow chart 

A-Eng receives feedback, documents and planning from LM (indirectly from TL) to solve the identified 
problem. A QR-Code assigned to the modification kit gives all the information for the right understanding of 
the corrective intervention (devices, spare parts, documents, designs, etc).  

A-Eng starts a new log of the station data with a recursive check. 

A positive result, which indicates a process that works properly respecting time, sequences and criteria of 
reliability, is saved in order to improve the “best way of practice” and automatically closes the open issue 
listed in the document that manages the commissioning activities. 

4.2.1.1.2 LINE MANAGER (LM) 

LM is the reference for the whole personnel involved in the commissioning of a production line. He 
manages the production activities and plans the proper team, promoting the application of policies and 
tools to solve problems, in order to achieve the acceptance by the customer, in compliance with the 
timelines, quality standards and economic objectives. 

LM receives a notification from A-Eng which indicates a fault during the commissioning of a specific station. 
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This situation determines a variation in planned activity and opens a new bullet point. 

Once the project office delivers a kit able to face up to the problem, the LM organizes the specialists that 
can work together in the implementation of all the aspects included in the modification: hardware 
replacement, electrical adaptation, software upgrade, devices addition and so on. 

Feedback from station Cycle Time officially closes the related open issue. 

4.2.1.1.3 DESIGNER (DSG) 

Designers are divided in different departments according to their knowledge: mechanic, electric, 
programming, plant layout, etc. 

DSG analyses and validates the advanced proposal by setting final documentations and designs and 
ensuring technical solutions. 

The DSG involved by the TL needs detailed information to understand the situation that is causing a delay in 
the cycle time validation. The integration of data (Linked Data) coming from the field can get his research 
easier. 

The implementation of documents, and eventually spare parts, is the output coming from project office to 
solve the problem in the customer site. 

4.2.1.1.4 TECHNICAL LEADER (TL) 

As part of the Project Team, TL ensures the achievement of objectives in terms of respect of the timing and 
cost optimization. He plans and coordinates technical activities within the contract (time, cost), ensures 
compliance with the customer’s requirements, evaluating the use of standard business (products, 
processes, standards ...). 

TL receives feedback from A-Eng and analyses the information in order to set up a team of designers to 
properly answer to the open questions. 

Once the solution has been elaborated, he provides to collect, organize and structure a kit that matches to 
all the requests pending in the construction site. 

4.2.1.2 WP7 Customer-oriented Production 

Figure 65 shows a sum up workflow of WP7 Use Case: 

 

Figure 65: WP7 workflow 
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This workflow will be analysed in detail taking into account two different perspectives: Customer’s view and 
Producer’s View. In bold, the steps in which Linked Data interaction appears are identified: 

4.2.1.2.1 CUSTOMER’S VIEW 

Standard order scenario 

 User logs in (order without account is possible too)  
 User has a look around in the shop area – sees different models and automatic fashion 

recommendations for shirt (based on former orders or most bought) 
 User selects shirt category (standard, building set) 

o User selects size, colours, designs 
o User selects embroidery option and uploads file 

 User can filter the producer according to distance and price range. Afterwards the user has to 
select one of the possible producers. System recommends fitting products (e.g. trowsers) 
according to shirt selection and displays it below the shirt description 

 User selects method of delivery and payment  
 User confirms order 
 User selects frequency of progress notification  

o User fills in personal data if not registered yet 
 User gets informed about the date of delivery promtly 
 Optional: User gets steadily information about shirt production status and delivery date 
 Optional: User can change some components of order during production process if wanted 
 User receives delivery 

Corporate order scenario 

 Company-Customer orders contingent of customized shirts 
 Company-Customer gets order codes for each shirt 
 Company-Customer gives order code to his employees or individual customers 

o Individual customer logs in via order code 
o Individual customer selects size 
o Individual customer fills in order data (optional: new registration or registration via 

facebook connect) – he doesn´t need to select payment method because shirt is already 
paid by Company Customer 

o Individual customer gets information about delivery date 
o Individual customer receives delivery 

Shirt design scenario (via Facebook or crowdsourcing platform) 

 User selects shirt category “building set“ 
 User designs his own shirt design with the help of the designing tool 
 User publishes shirt design for crowd and shares it with friends (e.g. via Facebook, Twitter or e-

mail) 
 User receives feedback or likes/dislikes 
 User gets final result when time is over 

Community driven/Automatic fashion recommendation scenario 

 Customer logs in  
 Customer provides information about his body type, sizes, style, style wishes  
 Customer uploads photo 
 Customer shares his personal information with community/or clicks on automatic recommendation 
 Community/or system selects outfits which have been created by active community users (based 

on products by Dresscode21 and its partner shops)  
 Community can vote for the best recommendations 
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 Customer receives a notification of which outfit the majority/the system has selected 
 Customer can order items directly via webshop (cf. order scenario) 

4.2.1.2.2 PRODUCER’S VIEW 

Order scenario 

 Dresscode21 receives order via e-mail 
 System checks the shirt producer’s capacity in database (by receiving ongoing data from 

producers) 
 System checks the embroidery’s capacity (if needed) 
 System suggest producers (depends on the user‘s selection concerning the producer´s distance and 

price) 
 Dresscode21 checks and confirms order 
 Producer and embroidery receive order automatically 
 Shirt producer cuts parts and announces the finished step in system 
 Shirt producer sends parts to embroidery and announces delivery in system 
 Embroidery receives parts and announces when they arrived in system 
 Embroidery embroiders parts and announces finished step in system 
 Embroidery sends parts back to shirt producer and announces finished step in system 
 Shirt producer announces the return of the parts 
 Shirt producer sews parts together and announces finished step in system 
 Shirt procuder packs shirt for delivery 
 System prints address labels and informs mail service  
 Shirt producer announces in system when shirt was sent 

Stock management scenario 

 System of any of the Dresscode21 producers receives order 
 System checks automatically how much material is left 
 System alerts if there is less than a defined amount of material left 
 System checks the prices and capacity of various suppliers and requests offer 
 System suggests various supplier to Dresscode21 
 Dresscode21 selects supplier and amount of material and confirms the order 
 System forwards order to supplier 
 Producers receives material from supplier 

 

4.2.1.3 WP8 Mobile Maintenance 

Here are shown the steps identified for WP8. In bold, the steps in which Linked Data interaction appears 
are identified: 

1. The Service Technician (SvTn) identifies the defect machine via SupportApp. 

2. The SvTn initiates a Service Report: 

a. Short description of defect 

b. date/time (begin) 

c. name of SvTn 

d. machine’s location 

e. machine’s ID 

3. The Service Technician (SvTn) gets machine's semantic, visualization semantic and test semantic via 
Linked Data entry point for the defect machine 
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4. The SvTn sets the machine in NON operating mode / to maintenance state 

5. The SvTn decides a method to find the machine's defect. The 
method can be: 

a. read current sensor data 

b. read history data (sensors/actuators) 

c. read/write actuators 

d. read history test results 

e. run maintenance test case 

6. The SvTn starts a request (with the decided method) via the SupportApp to get an adequate response: 

 The RequestHandler (part of DHM Web Server) analyses the request, checks via AccessControl (part 
of DHM Web Server) the correctness of the request and passes the request to the JobController 
(part of MachineCtrl). 

o In the case “Read Current Sensor Data/Actuators" or "Write Actuators": 

- After job dispatching: the JobController accesses to defect machine’s data via “Life Data” 
and “GAMMA MW” (both parts of MachineCtrl) according to "Exclusive Write, Read many" 
per machine. 

- The RequestHandler creates the adequate response with the read Sensors/Actuators or set 
Actuators and sends it back to the requester (the SvTn). The response of the 
requestHandler is of type text/plain or RDF. 

o In the case "Read History Data" or "Read History Test Results": 

- After job dispatching: the JobController accesses to “History Data” (subcomponent of 
“MachineCtrl” via “Life Data” and “GAMMA MW” (both parts of MachineCtrl). 

- The RequestHandler creates the adequate response (with requested history data) and 
sends it back to the requester (the SvTn). The response of the requestHandler is of type 
text/plain or RDF. 

o In the case "Run Maintenance Test Cases": 

- After job dispatching: the JobController assigns the “Test Execution Environment” 
(subcomponent of “MachineCtrl”) to run the Maintenance Test via “GAMMA MW” and 
stores the test result in “History Data”. 

- The RequestHandler creates the adequate response and sends it back to the requester (the 
SvTn). The response of the requestHandler is of type text/plain or RDF. 

The SvTn continues with these requests until he has identified the machine’s defect. 

7. The SvTn repairs the machine after having identified the machine’s defect. 

8. The SvTn validates the machine in non operating mode and subsequently in operating mode, until 
the tests are okay in both modes. 

9. The SvTn finalizes the service report: 

a. Error description 

b. Repair solution 

c. List of changed spare parts 

d. date/time (end) 
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Additional preconditional tasks for a maintenance scenario: 

 storage in History Data of changed machine data (sensors/actuators/process variables) via GAMMA 
Log (subcomponent of MachineCtrl) 

 publish Machine's Semantic as Linked Data via LinkedData Adapter (part of MachineCtrl) and 
LinkedData Server (Virtuoso or ARQ engine). 

 publish Machine's Test Semantic as Linked Data via LinkedData Adapter  and LinkedData Server. 

 

4.2.2 Linked Data Information that Must Be Secured 

4.2.2.1 WP6 Plant Engineering and Commissioning  

The following figure is a simplification of the WP6 workflow shown above and indicated how the different 
actors involved in the use case access Linked Data in order to obtain information: 

 

Figure 66: WP6 Linked Data workflow 

 

The data that will be shared in Linked Data and, thus, needs to be protected is the data provided by the 
OPC. The PLC (Programmable Logic Controller) that manages all the I/O of the production line has to share 
its data by the OPC Siemens, in order to give information about the line behaviour. These data are byte or 
bool format. 

The following information will also be stored and shared in Linked Data and will be helpful for a lot of 
commissioning activities: 
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 Activity check list 
 Open issues 
 Video tutorials 
 Spare parts available 

 

4.2.2.2 WP7 Customer-oriented Production 

Taking into account all the information involved in the different WP7 scenarios, the information that will be 
stored and shared in Linked Data and, consequently, the access which must be secured is the following: 
Standard order scenario 

 Different shirt models that the customer is able to see in the web shop and embroidery options 
(graphical format e.g. png., jpg. or semantic models) 

 Recommending of fitting products (e.g. trowsers) according to shirt selection (grafical format e.g. 
png., jpg.) 

 Frequency of progress notification (e-mail or sms, i.e. txt.) 
 Shirt production status and delivery date (e-mail or sms, i.e. txt.) 
 Order components made by the user and that can be changed later by the consumer (my SQL 

database data) 

Corporate order scenario 

 Order codes for each shirt (txt.) 
 Delivery date of the shirt (txt., or my SQL database data) 

Community driven/Automatic fashion recommendation scenario 

 Customer’s information about his body  type, sizes, style, style wishes (my SQL database data) 
 Customer’s photo  (grafical format e.g. png., jpg.) 

Order scenario 

 Shirt producer’s capacity and Embroidery’s capacity (my SQL database data) 
 Status of the shirt production: each stakholder, when having finished its function, announces that 

his task has finished. This status is updated in Linked Data. (my SQL database data) 

Stock management sceneario 

 Stock material left (my SQL database data or txt.) 
 Prices and capacity of suppliers (my SQL database data) 

4.2.2.3 WP8 Mobile Maintenance 

Regarding the process steps of WP8, the information that will be published in Linked Data and that will be 
later accessed is the following: 

 Live data of sensors. This information is available in RDF format (Linked Data) via http GET method 

 Machine`s semantic; the components of the machine. This information is presented as dhm: 
ontology (data harmonization  middleware) 

 Visualization semantic: the format in which data will be visualized: list, table, etc.  

 Test semantic: history test results. This information is presented as ds: ontology (dataseries) 
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4.2.3 Collaboration Types Description 

4.2.3.1 WP6 Plant Engineering and Commissioning  

The commissioning process executed in automotive plants involves several actors inside COMAU 
organization. 

In fact, in this use case, many different departments work together inside COMAU (mechanics, layout 
drawers, electricians, SW development, etc.) when designing a new automotive plant. 

Thus, the challenge in this use case is to provide a mechanism of sharing information between different 
departments by means of Linked Data. It is important to assure that only authorized users from the 
appropriate departments can access the requested information. 

4.2.3.2 WP7 Customer-oriented Production 

DC21 is involved in a collaboration network that involves different stakeholders all over the world. This 
huge collaboration network includes many partners working in parallel so as to fulfil DC21’s service, which 
is providing personalized shirts. Some of these stakeholders are the following:  

 Textile production 

 Shirt production 

 Delivery Service 

 Fibre Production 

 Designer 

 Zipper Production 

 Material Transport 

Thus, the challenge in this use case is to provide a mechanism of sharing updated information between 
different stakeholders, located all over the world, so as to assure that all of them can collaborate on a 
common goal. 

4.2.3.3 WP8 Mobile Maintenance 

In WP8 use case a service company collaborates with its customer by carrying out the maintenance and 
problem solving of the machines of the customer, by combining mobile collaboration and sensor data 
integration. 

So, this scenario presents a hierarchical collaboration in which one company is in charge of providing 
maintenance and assistance to its customer. 

  

4.2.4 Roles and Task Types Identification 

4.2.4.1 WP6 Plant Engineering and Commissioning  

During the commissioning activity, there is a team engaged in the customer’s site and one in COMAU 
offices.  

The first one includes all the specialized technicians that work directly on the building of the production 
line, such as mechanics, that carry on the hardware implementation and assembly of the line frame, 
electricians, that provide the wiring, piping, and network installation, and automation engineers, that have 
to manage the commissioning of the software or rather the link between all the different parts that form 
the whole production line, giving life to the movement of the machine, its coordination, diagnostic and 
efficient productivity. This group is coordinated on high level by the Line Manager. 
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The second team is mainly composed by designers. They project and deliver the documentation required in 
the commissioning phase, but their jobs do not stop when the commissioning starts, moreover they are 
involved in managing modifications and variations that come from the construction feedback or customer’s 
requests. Designers refer to a Technical Leader which takes decisions, links the design with the 
commissioning and finally covers the role of customer interface. 

Taking this into account, some common ComVantage roles can be defined: 

 CV_WP6_Mechanic 

 CV_ WP6_Electrician 

 CV_ WP6_Automation_Engineer 

 CV_ WP6_Line Designer 

 CV_ WP6_Designer 

 CV_ WP6_Technical_Leader 

Changes of roles assigned to users or the permissions assigned to different roles do not occur very 
frequently and they will be quite static overtime. 

 

4.2.4.2 WP7 Customer-oriented Production 

Taking into account all the different stakeholders involved in this use case, different ComVantage roles can 
be defined: 

 CV_ WP7_DC21-Webshop_Manager 

 CV_ WP7_Production_Manager 

 CV_ WP7_Textile_Producer 

 CV_ WP7_Shirt_ Producer 

 CV_ WP7_Fibre_Producer 

 CV_ WP7_Zipper_Producer 

 CV_ WP7_Designer 

 CV_ WP7_Sewer 

 CV_ WP7_Deliverer 

 CV_ WP7_Transporter 

The access rights to the shared Linked Data will not often change from the company and supplier point of 
view, unless if a new supplier enters the network. Different access rights will be assigned to corporate and 
individual users. 

4.2.4.3 WP8 Mobile Maintenance 

In WP8, the following involved roles are defined: 

 CV_ WP8_SvTn (Service_Technician) 

 CV_ WP8_MMCO (Mobile Maintenace Coordinator) 

 CV_ WP8_ME (Machine Expert) 

 CV_ WP8_Customer 

 CV_ WP8_Producer 
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 CV_ WP8_PAMMS - Predictive Active Machine Maintenance Support 

 CV_ WP8_EPAMMS – Extended Predictive Active Machine Maintenance Support 

Access rights may be changing during the development process, but in general, in the end-production the 
access rights will change rarely. Thus, as it happens in WP7, changes of roles assigned to users or the 
permissions assigned to different roles do not occur very frequently and they will be quite static overtime, 
unless the service company changes. 
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5 SECURITY CONCEPT DEFINITION  
In Section 4, the different security needs of the use cases have been studied. In Section 3, different access 
control and trust models have been analysed in order to understand the different approaches that could be 
applied to solve ComVantage challenges. In this section 0, an access control model has been defined for 
ComVantage, as a combination of the most appropriate features of the different access control models 
studied. 

In Section 5.1, it is explained which characteristics of each access control from SOA have been selected to 
obtain an appropriate access control approach for ComVantage.  In Section 5.2, the context for a secure 
collaboration network is explained, in order to better understand the general environment in which the 
access control approach operates. Finally, Section 5.3 shows the architecture and operation of the access 
control model defined. As it will be later explained in detail, two different access control approaches at 
different levels have been studied. In the end, a multitiered approach, as a combination of both has been 
defined, as it is considered to be the most optimum approach to cover ComVantage needs.  

5.1 Connection between ComVantage Security Access Control Model and 
Presented Current State of the Art  

In Section 3.2, the architecture and operation of different access control models have been analysed. In 
order to define an effective access control model that covers all the ComVantage needs, some features 
from different access control models presented in the literature will be implemented. That is, the access 
control model developed in ComVantage will gather some of the characteristics of the access control 
models presented. 

First of all, as addressed by Ferraiolo and Kuhn (Ferraiolo, 1992) our access control model will be role 
based, that is, the role of users will be determinant to know if an individual is authorized or not to access a 
particular subset of information.  

However, some other user attributes will be considered to take a decision (permit/deny), such as the task 
that the user is performing in a certain moment or the domain where the user comes from. For that 
purpose, our access control model will also take some inspiration from Kuhn’s proposal in (Kuhn, 2010), 
which, as explained in Section 3.2.5 combines a role based access control model with an attribute based 
access control model. 

But as ComVantage collaboration network is based on Linked Data and the Semantic Web, in order to focus 
on the Semantic Web technologies, the Semantic Aware Access Control (SABAC) proposed by Haibo Shen 
in (Shen, 2009) provides a very useful architecture and operation example for ComVantage. The solution 
proposed in this paper (and already explained in Section 3.2.7) is very interesting for this project as it is a 
combination of the Attribute Based Access control model and Semantic Web Technologies. This paper 
proposes to use SAML (Security Assertion Markup Language) to express authentication and authorization 
assertions. As it wil be later explained in the deliverable, the ComVantage Security approach will use SAML 
assertions for authentication as proposed by Shen. Apart from that, this paper proposes the use of XACML 
standard for better interoperability and administration. This XACML standard will, in fact, be used in the 
ComVantage proposed access control model as a way of defining and managing access control policies to 
the subsets of information in Linked Data. 

However, this SABAC paper does not address an interdomain access control. That is, this paper does not 
focus on securing collaboration networks between different domains. So, in order to cover the needs for 
interorganizational collaboration, the ComVantage access control model will have to implement some 
other functionalities. 

Apart from that, the ComVantage access control model will also benefit from the organization’s 
accumulated experience as addressed by Carl A. Gunter in (Gunter, 2011). As it is explained in this paper 
(and in this deliverable Section 3.2.8), it becomes essential to learn from the previous accesses and to have 

http://www.springerlink.com/content/?Author=Haibo+Shen
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records from events such as successfull access events or denied permissions. In order to address this issues, 
the ComVantage access control model proposed will store the records of every access request as well as 
the decision taken in an access control log. Later on, a traceability manager will analyse the information 
stored in the access control logs, in order to determine if any user has tried to perform a malicious access, 
to obtain access probabilities and statistics, etc. Thus, as addressed in the paper mentioned, by repeating 
this process iteratively, the access control model will be progressively improved. 

Finally, some ideas have been taken from the Incentive Based Access Control addressed by Liu Debin 
(Debin, 2011). As explained in Section 3.2.9, the aim of this model is to develope a new access control 
paradigm much more flexible than the existing ones by allowing exceptional access to resources but 
controlling them by assigning a concrete risk budget to employees so as to prevent them from performing 
excessive and uncontrolled especial acceses. As it will be explained in detail in this section, ComVantage 
will have a ver dynamic access control model to resources as it will be possible to change an access control 
policy temporarily in order to allow an exceptional access to information.  At his stage, the assignment of a 
risk budget has not yet been considered, but this issue may be taken into account in a future iteration. 

5.2 Context for Secure Collaboration with Linked Data 

When companies want to collaborate together in a certain project by means of Linked Data, as a first step, 
each company publishes its information in Linked Data (only accessible for each company). Each company 
will use the tools provided by WP3 to define the individual access control policies affecting this data. These 
individual collaborative security policies will form the ComVantage Aggregated Collaborative Policies, as 
shown in Figure 67, which will define which ComVantage roles will have access to each Linked Data 
resource. 

 

Figure 67: Generation of ComVantage common policies 

 

Different elements can be identified in the collaborative network between different domains, which are 
graphically shown in Figure 68: 

 Linked Data Sets (LDS): Linked Data Sets aggregate all structured and non-structured data 
published within a domain, with the Access Control policies. 
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 Linked Data Units (LDU): Each Linked Data Set (LDS) is composed of Linked Data Units (LDU), where 
LDUs are constructed attaching data identifiers and access control policies to data objects – fine-
grained policies. 

 Linked Data Networks (LDN): Linked Data Networks are created across domains based on 
agreements among companies to collaborate in the execution of a particular task-project – high-
level policies. Linked Data Units are accessed on the specific enterprise LDN based on the user-role 
and task (business process step) being performed.  

 

 

Figure 68: LDU, LDS and LDN definition 

 

When users (with a certain role and from a certain domain) want to perform a certain task, depending on 
the access control policies applied, they will have access to certain published information from different 
domains. In order to better understand this concept, two basic examples will be shown: 

ComVantage Linked Data Network (LDN) 1: When a user with ComVantage role CV_Mechanic from 
Domain 1 wants to execute a certain task, only some resources will be available, that is, only a concrete 
Linked Data Network (nodes in black) will be available to being accessed.  

In order to execute this task, the collaboration between different companies is needed so the Linked Data 
Units of each company are accessible by the other companies.  Figure 69 shows in black the pieces of 
information accessible to this user in the example: 
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Figure 69: ComVantage Linked Data network 1 

 

ComVantage Linked Data Network (LDN) 2: When a user with ComVantage role CV_Designer from Domain 
1 wants to execute a certain task, only some resources will be available, that is, only a concrete Linked Data 
Network (nodes in black) will be available to being accessed.  

In order to execute this task, the collaboration between different companies is needed so the Linked Data 
Units of each company are accessible by the other companies. Figure 70 shows in black the pieces of 
information accessible to this user in the example: 

 

Figure 70: ComVantage Linked Data network 2 

 

As it can be seen, depending on the role and domain (apart from other contextual information) from the 
requester different Linked Data information will be available. 

Taking into account what has been just explained, it is necessary to secure two different aspects: 

 First of all, it is necessary to establish a Circle of Trust between collaborative domains so that the 
Linked Data Network can be secured  

 It is also necessary to secure the resources themselves, that is, the Linked Data Units. 

In order to guarantee that, both the collaborative network is trustful and the access to resources is secured, 
an access control model is proposed in the following section. 
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5.3 ComVantage Access Control Architecture 

Figure 701 shows the general ComVantage access control architecture:   

 

Figure 71: General ComVantage access control architecture 

 

As shown in the figure above, the initial ComVantage high level architecture consists of three main blocks:  

 LD Network Access Manager: this block is in charge of deciding if the access will be granted or not. 
The information about the request will be stored, together with the decision adopted in the Access 
Log repository. 

 Linked Data information Access Manager: this block is responsible of showing the user all the 
resources that are accessible to the user’s role. It is also responsible of managing the exceptional 
and temporary access requests. 

 Trusted Network and Policy management: this block maintains updated the common ComVantage 
information, such as the CV roles, CV collaborative policies and CV collaborator’s list. All this 
information is stored in the Collaborative Policy Storage for each domain.  

In addition, an authentication component is defined, which is in charge of allowing or denying access to 
the access control module. It is also assumed that each user application has to be authenticated towards its 
own domain but this is out of scope of the Access Control model. 

In order to implement the access control addressed in the LD Network Access Manager block, two different 
approaches are proposed. The first one takes the access control decision based on the content of the 
SPARQL query. The second one makes the decision only on the base of the data source accessed. 

That is, with the first approach we do not care about the data structure, as we only have to analyse 
whether the query is authorized or not. With the second approach, we do not care about the received 
query, as we generate different views of the information in the different endpoints based on roles and only 
control that applications access to the different endpoints to which they have permissions depending on 
their role. 
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Therefore, both approaches fit with this architecture shown. The only differ in the way the block LD 
Network Access Manager is implemented. The rest of the blocks apply to both of them. In order to better 
explain the architecture and operation of the security model, the common modules will be explained first. 
Afterwards, the different approaches to implement the LD Network Manager will be explained. 

5.3.1 Common Modules to Both Approaches 

In order to better understand the common modules between both approaches, a more detailed figure 
shown below (Figure 72: Common modules to both approaches (detailed)) has been designed. In this 
figure, the different colours identify which module in the image bellow belongs to which module in the 
general architecture. The block in green LD Network Access Manager has not been divided into different 
modules, as it as a different structure for both approaches. This module will be explained later for each of 
the approaches. So, in this section, only the common modules are going to be explained, as their internal 
structure and operation are the same:  

 Trusted Network and policy Manager (in red) 

 LD Information Access Manager (in blue) 

 

Figure 72: Common modules to both approaches (detailed) 

 

5.3.1.1 Linked Data Information Access Manager 

This part of the Access Control Architecture is composed of the following module: 

 Linked Data Information Access Manager: it is in charge of providing the user with the possibility 
to have a global vision of all the resources accessible in the collaborative network taking into 
account its role. This module will also manage exceptional requests from users to access 
temporarily resources they do not have authorization to access. 
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5.3.1.2 Trusted Network and Policy Management Modules 

This part of the Access Control Architecture is divided into two different modules: 

 Policy Manager: this module is in charge of maintaining updated all the collaborative policies 
agreed by the consortium affecting the resources of the company. New policies can be added and 
existing policies can be removed or modified. 

 Trusted Network Manager: this module is responsible of updating the CV roles and CV 
collaborators previously agreed by the consortium if any change occurs, which will be stored in a 
repository inside each collaborating company. 

5.3.1.3 Information Storage 

Two different components of information storage can be found in the Access Control Architecture: 

 Collaborative Policy Storage: this repository will store the CV roles agreed beforehand by the 
consortium. Moreover, this repository will contain the list of collaborators of each domain, that is, 
the list of domains with which each domain collaborates and shares Linked Data information. This 
repository will also keep all the collaborative policies agreed beforehand. Access Log: each time a 
query is performed, the access log will store information about the resources that the query wants 
to obtain and about the attributes of the end user application that performs the query, as well as 
the permission decision (permit/deny). This information will be analysed offline by means of the 
Traceability Manager. 

5.3.2 Common Operation to Both Approaches 

This section explains the usage of the architecture and its modules explained above taking into account the 
different processes that may take place.  

First of all, a user/application goes through the Authentication mechanism. It will authenticate 
users/applications against the authentication service of each domain based on a common approach but 
connected to the local users/applications repository. Each domain is responsible of the maintenance of its 
own repository. (This maintenance is out of the scope of the ComVantage Access Control model). 

Depending on the nature of the user’s application (end user or administrator) different processes will take 
place. 

If the application is an end user, different situations may occur:  

1) The end-user wants to be informed about information available to access taking into account the 
role. (Same for both access control approaches) 

2) The end-user wants to perform an exceptional access request as some information needed is not 
authorized for this type or user’s role. (Same for both access control approaches) 

3) The end-user application wants to access a specific resource and sends an access request. 
(Different implementation for each access control approach) 

The first two situations are solved in the same way with both approaches. The difference between both of 
them relies on the development of the third situation. To begin with, in this section the first two situations 
are explained and afterwards the third situation will be explained for each approach in order to better 
understand how these two approaches work. 

1. The end-user application wants to be informed about information available to access 

End user applications can ask to see which information available for their role in the different collaborating 
domains. In order to do so, a request is sent to the Linked Data Information Access Manager. The Linked 
Data Information Access Manager will use the Linked Data access permissions stored in the Collaborative 
Policy Storage. Based on these permissions, the Linked Data Information Access Manager will show the end 
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user all the information that is available taking into account the user’s role in the selected collaborative 
domain.  

2. The end-user application wants to perform an exceptional access request 

Taking into account the ideas introduced in sections 3.2.8 Experience Based Access Management (EBAM) 
and 3.2.9 Incentive Based Access Control (IBAC) a dynamic access control model has been designed for 
ComVantage. That is, users have the possibility of asking for exceptional and temporary permissions to 
access a concrete resource to which normally they do not have access.  

This situation shows the case of an end-user application which wants to execute a certain task and needs 
some information that is not available for the type of role of the end-user application. For example, a CV_ 
Mechanic wants to repair some machines. The CV_Mechanic has permission to access the list of machines 
in maintenance status but not their prices. However, in order to perform the reparation, he needs to know 
the price of the machines. The CV_ Mechanic should ask for exceptional access for this data (temporary 
access). The administrator of the domain to which the information belongs is able to give him access to that 
data so that he can have full access to all the information he has asked to repair the machine, thus 
modifying the agreed policy (execution time). 

In order to ask for exceptional access to a concrete property (predicate), the end-user application sends an 
exceptional access request to the Linked Data Information Access Manager, which sends the request to 
the Policy Administrator Application. The administrator, by means of the Policy Manager module, and 
taking into account the policies applied to the properties requested (stored in the Collaborative Policy 
Storage), decides whether the access will be allowed or not. It will be also decided if this access will be 
temporary or permanent and how long this access will be granted. If the exceptional access is permitted, 
the Policy Manager will update the correspondent policy and will store it in the collaborative policy storage. 
The Linked Data access permissions will be synchronized with the collaborative policies, so they will also be 
updated. 

If the application is the Policy administrator, the operation will be the same for both security approaches 
and is explained bellow: 

 The administrator of the domain will be the one in charge of updating, adding or removing the 
collaborative policies previously agreed by the consortium. This will be done by means of the Policy 
Manager module. 

 Each time an access request to a concrete resource is performed, this access will be registered in 
the access log repository, together with the decision result, that is, permit or deny.  

 This way, the administrator of the domain will be able to analyse offline the access track by means 
of the Traceability Manager. This way, administrators will be able to analyse, for example, the 
frequency and usage patterns of the Linked Data resources. (This module has been included in the 
LD Network Access Manager and will be shown later but it is common to both approaches and a 
function of the administrator, so it has been explained here for better understanding) 

 One important application of these analyses is the detection of suspicious access requests. That is, 
if a non-authorized access request over a concrete piece of Linked Data information is repeated 
many times, it is possible that a malicious user is trying to obtain some information not allowed to 
see. 

 

5.3.3 Approaches to Secure Linked Data Access 

As explained above, the LD Network Access Manager block is implemented in a different way for each 
approach, as both of them propose different ways in which to provide access to Linked Data resources in 
case an access request is received. In this section, the architecture and operation of both approaches is 
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explained. At the end of this section, the benefits and implications of each access control approach are 
shown. The two approaches are: 

 SPARQL query filtering approach 

 Multiple endpoints approach 

 

5.3.3.1 The SPARQL Query Filtering Approach 

5.3.3.1.1 GENERAL OPERATION OF THE ACCESS CONTROL APPROACH 

The ComVantage Access Control approach should cover the access to the consortium Linked Data ensuring 
that only authorized users (applications are considered as users) could consume those Linked Data. For that 
reason, the ComVantage SPAQRL filtering approach proposed will provide an authorization mechanism 
and a filtering mechanism.  

The authorization mechanism is responsible of the authorization process, ensuring that only trusted 
users/applications could gain access to the consortium Linked Data.  

The filtering mechanism is responsible of the filtering of all the consortium Linked Data consumption 
requests to ensure that users/applications are accessing only to the appropriate piece of information and 
they are trying to perform an authorized operation type, for example, reading. The filtering process will 
take into account the Access Control policies established to perform it. It is important to note that the 
filtering process at this stage is just based on filtering the predicates, that is, the properties of each query, 
but never the results of the query.  

 

Figure 73: High-level implementation concept for SPARQL filtering approach 

The ComVantage Access Control approach also needs to sort out the integration issue with the different 
use cases, which means the integration with different Linked Data servers. To face this question, the most 
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suitable approach is to act in a transparent way, which implies independence from Linked Data servers. It 
does not matter which Linked Data server will be used by each use case or if some of them require an 
upgrade. 

As explained before, a LD Network Access Manager will be established acting between the applications and 
the Linked Data cloud. When any user wants to access some Linked Data information, an SPARQL query will 
be launched from the user application to the correspondent Access Manager. That is, user applications will 
use this Access Manager to operate the corresponding security features based on the ComVantage agreed 
policies. This Access Manager will be able to coexist with other applications in the server and will be a 
transparent approach to the user. 

Once the LD Network Access Manager receives the query from the user’s application, it analyses the 
received query (this process will be shown in detail in the following sections), it launches the SPARQL query 
to the corresponding SPARQL Endpoint of his domain. Figure 74 shows, among others, a request from end 
user of domain A, who wants to access some information from domain A and some information from 
domain B. Thus, as the end user application knows the addresses of all the LD Network Access Managers of 
the collaborative domains, an SPARQL query is launched to: Domain A LD Network Access Manager and 
Domain B LD Network Access Manager. 

 

Figure 74: ComVantage architecture operation example for SPARQL filtering approach 

5.3.3.1.1 COMVANTAGE ACCESS CONTROL ARCHITECTURE 

In order to better understand how this access control system works, in this section, we present the detailed 
architecture of the ComVantage Access Control model in form of a high level architecture that defines the 
main technical building blocks as well as the primary interfaces for information exchange. In order to fit 
with the general architecture diagram proposed in section 5.3, the different blocks are painted in the 
colours agreed.  

As seen in the picture below, the blocks in green are the ones corresponding to the LD Network Access 
Manager, which is the block whose operation differs from one approach to another. The other blocks are 
not explained in this section as they have already been described in section 5.3.1. 
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Figure 75: Detailed architecture of ComVantage access control for SPARQL filtering approach 

 

5.3.3.1.2 LD NETWORK ACCESS MANAGER 

These modules are the ones in charge of receiving the SPARQL query from the requester to access some 
specific Linked Data information. They will also be responsible of analysing the query and executing it in 
case the access is permitted. The initial set of modules that will be developed is the following: 

 Core: this module is the centralized component that directs and controls the steps of the process of 
analysis and execution of the SPARQL query. It gives orders to the rest of the modules to start 
working 

 Syntactic Validator: this module is in charge of analysing the query and indicating if it is 
syntactically correct or not 

 Query parser: this module analyses the query and extracts all the properties/predicates contained 
as well as their function in the query (if they are part of a SELECT, ASK, DESCRIBE clause, a WHERE 
clause, etc.) 

 Query executor: this module executes the SPARQL query, that is, launches the query to the 
correspondent endpoint and retrieves the response to be sent back to the user/application. 

 Decision handler: this module, based on the Access Control policies previously defined, analyses if 
the request to access Linked Data information will be granted or will be denied 

 Traceability Manager: this module analyses the information stored in the Access Log in order to 
obtain statistics and reports of usage of the Linked Data resources in order, for example, to know if 
some resources are never used or if some others are assigned the wrong permission 
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5.3.3.1.3 USE AND OPERATION OF THE ACCESS CONTROL ARCHITECTURE 

This section explains the usage of the architecture and its modules explained above taking into account the 
different processes that may take place.  

As already explained, first of all, a user/application goes through the Authentication mechanism. It will 
authenticate users/applications against the authentication service of each domain based on a common 
approach but connected to the local users/applications repository.  

Depending on the nature of the user’s application (end user or administrator) different processes will take 
place. 

If the application is an end user, different situations may occur:  

1) The end-user wants to be informed about information available to access taking into account the 
role. (Already explained in 5.3.2) 

2) The end-user wants to perform an exceptional access request as some information needed is not 
authorized for this type or user’s role. (Already explained in 5.3.2) 

3) The end-user application wants to access a specific resource and sends an access request to the 
endpoint. 

As the first two situations are common to both security approaches, they have already been explained, so 
just the third situation will be explained now: 

3. The end-user application wants to access a specific resource 

 The SPARQL query reaches the Core, which is in charge of managing all the different security 
modules and is the central point responsible of establishing the steps of the access control process.  

 First of all, the Core sends the received query to the Syntactic Validator, which will analyse if the 
query is syntactically correct. The Validator sends the syntactic validation result (OK/no OK) to the 
core. If the result is no OK, the core sends back an error message to the user, indicating that the 
query is not valid because of syntactic problems.  

 If the syntax of the query is correct, the core sends the SPARQL query to the Query parser. The 
query parser will analyse the query to obtain the properties of the resources (predicates) contained 
and how they are expected to be used. That is, if the properties are part of a SELECT clause, part of 
a WHERE clause, etc. 

 Once the query has been parsed, the properties and their expected use is sent to the Decision 
Handler, which will decide whether the query is authorized or not depending on the collaborative 
policies established in design time by the consortium. The Decision Handler sends back to the core 
the evaluation result, which is Permit or Deny.  

 In case the query is not allowed to be performed, the Decision Handler sends back a Deny to the 
core, which returns an error message to the end-user application. The error message will indicate 
that the performed query is not allowed because of security infraction.  

 In case the query is allowed (Decision result is Permit), the Core informs the Query Executor that 
the query should be launched to the correspondent endpoint to obtain the information requested.  

 The Endpoint sends back the results to Query Executor which returns the requested information to 
the end-user application. 
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5.3.3.2 The Multiple Endpoints Approach 

5.3.3.2.1 GENERAL OPERATION OF THE ACCESS CONTROL APPROACH 

This approach does not make the access control decision based on the content of the SPARQL query; it 
makes the decision only on the base of the data source accessed. 

Users have only access to data through applications. The applications control the access rights of the users 
and the database (the endpoint) controls the access rights of the applications. For a better control, it is 
possible to define views on the database. These views have two main advantages: it is possible to filter the 
data exported and it isolates from the database schemas. 

Transposing the database model to each domain, the applications control the user’s rights, and the 
endpoint controls access rights of applications. The content of the SPARQL queries is not analysed, as only 
authorized data is exported to the applications. There can be several categories of applications accessing 
the same data source. In this case we can expose several endpoints or graphs for this data source. 

How to define views of a database? 

As already explained in section 3.2.4 Role Based Access Control 
(RBAC), the RBAC model defines a permission as a possible Action on 
a Resource. In Linked Data, the Action could be “consult/read/get.” 
The Resource could be the SPARQL endpoint. The latter is identified 
by the URL of the endpoint. The security policies will designate 
which roles have access rights to this endpoint. 

But we can expose several SPARQL endpoints from the same data 
source, with different partitions of this data source. Let us illustrate 
this in the case where the data source is a database; other cases 
should be easy to infer. 

Tools like D2RQ adapter are able to export a SQL database in RDF 
format. Suppose that we have database with a table that have three 
columns C1, C2 and C3. In SQL we can grant access to C1 and C2 for 
users having role Rx; access to C2 and C3 for role Ry.  

At the SPARQL level we can set up two endpoints, Endpoint x and 
Endpoint y. Endpoint x will export data with predicates C1 and C2; 

Endpoint y will export data with predicates C2 and C3. Defining SQL views may help for this partitioning. 
Then it is easy to assign permission Endpoint x to RX, and Endpoint y to Ry, as seen in this figure. 

 

 

  

C1 C2 C3

Endpoint X Endpoint Y

Role X Role Y
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5.3.3.2.2 COMVANTAGE ACCESS CONTROL ARCHITECTURE 

 

Figure 76: ComVantage access control architecture for multiple endpoints approach 

As shown in the figure above, the initial ComVantage high level architecture consists of three main blocks:  

 IdP: this block is the Identity Provider. It authenticates the application portal towards its own 
domain. It delivers a SAML assertion to the target domain which indicates that the application 
portal has been correctly authenticated. This IdP has previously established a circle of trust with the 
target domain.  

 Enforcer: this block receives the SAML assertion together with the SPARQL query, both inside a 
SOAP envelope. It is responsible of validating the query, and asking the Decision Handler if the 
query should be executed or not, depending on the roles of the application portal. The Enforcer is 
also in charge of launching the query to the Endpoint if the Decision Handler permits the access. 

 Decision Handler: this block receives a decision request from the Enforcer and is responsible of 
deciding if the access should be permitted or not. This will be done by taking into account the 
access control policies stored in the Collaborative Policy Storage. 

 

5.3.3.2.3 USE AND OPERATION OF THE ACCESS CONTROL ARCHITECTURE 

In a collaborative environment each participating enterprise has its own security domain. Users are 
managed only in the domain of their own enterprise. They are authenticated in their own domain, using 
authentication methods set up by their own domain. This is the function of the Identity Provider (IdP). 
Claims about users (such as identity, roles etc.) are transmitted to the target domain by means of SAML 
assertions delivered by the IdP. 

The target domain has to trust the IdP concerning the origin domain. Both have established a Circle of Trust 
(CoT). SAML is the way to do Single Sign-On (SSO) in a CoT.  
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So, the process followed by the application portal in order to access some information about a particular 
sensor will be the following: 

1) The portal authenticates itself to its IdP and gets a SAML attribute assertion.  
2) The portal sends a SOAP request containing the SPARQL request and the SAML assertion to the 

target domain. The SOAP message may be signed, or secured using SSL. 

In order to control access to a SPARQL endpoint, an Enforcer is inserted in front of the endpoint to process 
the received request. This Enforcer will just control that the request comes from the authorized portal, it 
has no knowledge of the end user. 

3) The Enforcer validates the assertion and gets the roles of the consumer. 
4) The Enforcer builds a request context containing attributes about the Subject, Resource and 

Action. 
5) The Enforcer submits the decision request containing all the attributes of the request (request 

context) to the Decision Handler for evaluation 

If the Decision Handler is set up in an authorization server as a Web Service, the request context will be 
submitted using SAMLP in a SOAP envelope. But the Decision Handler can be also set up as a library (a jar 
file), in this case the request context is passed directly in the memory of the process, avoiding overhead 
and facilitating load balancing. 

6) The Decision Handler analyses the collaborative policies stored in the Collaborative Policy Storage 
and check if the portal (taking into account its role) is authorized to access the requested resource. 

7) The Decision Handler submits a decision to the Enforcer (permit/deny) 

If the decision result is ‘Permit’: 

8) The Enforcer launches the query to the corresponding Endpoints depending on the application 
portal’s role. 

9) The Enforcer sends the result of the query back to the application portal. 

If the decision result is ‘Deny’: 

10) An error message is sent back to the application portal. 
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5.3.4 Implications of Both Model Approaches 

Both approaches explained above, the one about SPARQL analysis and filtering and the one about the 
multiple endpoints, are very beneficial in some aspects, but they also have some implications. In Table 7: 
Benefits and implications for both access control approaches, these benefits and implications for both 
models are summarized: 

 BENEFITS IMPLICATIONS 

SPARQL 
analysis 
approach 

 

 Access control does not affect 
application 
development/maintenance. Thus, this 
approach will be completely 
transparent. 

 Access control does not affect Linked 
Data publishing. Thus this approach 
will be very flexible. 

 

 The policies needed for this model are quite 
complex. 

 The SPARQL filtering is a complex task and may 
be a possible source of security leaks due to 
unforeseen ambiguities that cannot be 
resolved. However, if the parsing of the SPARQL 
query is done by the global ComVantage 
architecture, the parsed properties will be 
provided to the access control architecture, 
thus avoiding this complexity but still not 
solving the ambiguity threat – see more details 
below. 

 There are restrictions on possible SPARQL 
queries that can be performed, thus limiting 
the freedom of applications of performing any 
SPARQL query they want to perform. For 
example, it is not possible to process the 
following query to obtain a sensor temperature 
value from machine1: 

SELECT ?temperature WHERE { 
m:machine1 p:sensor ?s . 
?s p:value ?t 
} 

It is not possible to make an authorization 
decision on the sensor ?s, because we do not 
have its identity (URI) before processing. 

Multiple 
endpoints 
approach 

 It is not necessary to parse the queries.  

 It allows flexibility on SPARQL query 
contents. 

 It simplifies the policies definition. 

 It provides fine-grained access control, 
depending on the number of published 
endpoints for every data sources. 

 The resources are just URIs. 

 Multiplication of mapping files: the mapping 
files are responsible of defining the mapping 
between data properties and RDF properties. 
i.e. SQL data base columns and RDF properties. 
As some resources may be stored in RDF format 
in different endpoints (i.e. as shown is 5.2.3.2.1 
the second column of the data base will be 
mapped to Endpoint X and Y) there will be 
many different mapping files. 

Table 7: Benefits and implications for both access control approaches 
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5.3.5 Fitting of the Access Control Approaches Inside ComVantage Global Architecture 

In this section, it is shown where each approach fits in the ComVantage global architecture: 

 

Figure 77: Location of access control model inside the ComVantage architecture 

The SPARQL query filtering approach would be located inside the Web Layer of the Domain Access Server, 
whereas the multiple endpoints approach would be located in a lower level, in the Data Integration Layer of 
the Domain Access Server. 

5.3.6 ComVantage Access Control Model Reference Architecture 

In the previous section we have analysed different approaches to implement access control security at 
different levels: web layer and data integration layer. In order to gather the benefits from both approaches 
and to be integrated with the global ComVantage architecture, it has been decided to define a mutitiered 
security approach. That is, security will be implemented at different levels within global ComVantage 
architecture.  

This multitiered approach will be able to protect all data sets in the collaboration network helping to ward 
off threats and eliminate vulnerabilities while proving compliance and maximizing the efficiency of the 
operations. 

It is important to note that this approach has been the first attempt to integrate the security model inside 
ComVantage global architecture. Therefore, this approach will suffer modifications depending on how the 
global architecture may vary overtime and, above all, depending on the particular needs of each use case. 

Both security tiers are complementary and strengthen each other:  

SPARQL filtering approach 

Multiple Endpoints approach 
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 The first security tier is located in the Web Layer and is in charge of analysing for the first time the 
request queries received. This security level acts as a first information filter so as not to flood the 
system with information. 

 The second security tier is located at a lower level, at the Data Integration Layer, just before the 
launching of the queries to the data sources. This security level, by means of an intelligent 
structuring of information, will solve the problems that the first tier has not been able to sort out. 

The architecture depicted in Figure 78 shows the integration of the multitiered security approach into the 
global ComVantage architecture: 

 

Figure 78: Access control model integrated in the whole ComVantage architecture 

As it can be seen, the different modules addressed in the previous sections have been conveniently 
allocated within the general ComVantage architecture, in the Web Layer and Domain Configuration Layer. 
Therefore, two decision layers are implemented. The modules painted in soft green are those which are not 
part of the security approach but that are directly necessary for the implementation of the access control. 

The first security level is in charge of analysing the SPARQL received in order to take an access decision at a 
high level.  It is also in charge of providing the user with the possibility of visualizing the information in the 
collaboration network available for him. This level is also in charge of managing and updating the security 
policies. Moreover, it is responsible of analysing the access requests traceability. 

The different modules required to implement the first decision level for the ComVantage access control 
model are explained below: 

Security Modules in the Network Configuration Server 

 Role and Task Model: this storage contains all the common ComVantage information about CV 
Roles and CV Tasks which will be necessary for the access control implementation. These 
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repositories store the information that was meant to be stored in the Collaborative Policy Storage 
explained in the previous sections. 

 

Security Modules in the Domain Configuration Layer 

 Domain Policies: this repository is in charge of storing the access control policies that define the 
permissions to access the resources of each domain. 

 Domain Source Map: as it is explained in deliverable, it stores all available data sources within the 
domain including a summary of available information. That is, the structure of the information 
within the Domain Source Map is as follows: 

Data source Predicate 

Machine 105 Price 

Machine 105 Temperature 
 

 LD Information Access Storage: this block will store in RDF format access control information 
organized in tasks, domains, roles and resources. That is, it will contain the relationship between 
the available information in different Data Sources and the roles, tasks and domains that will be 
authorized to access that information.  For example: 

Data source Predicate Role Domain Task 

Machine 105 Price Role X Domain A Task X 

Machine 105 Temperature Role Y Domain A Task Y 

Machine 105 Temperature Role X Domain A Task X 
 

This access control information must be specified when publishing information to Linked Data. The 
information allocated in the Linked Data Information Access Manager will of course be 
synchronized with the access control policies stored in the Domain Policies repository and the 
information contained in the Domain Source Map. That is, each time a change occurs in these 
repositories, the information of the LD Information Access Manager has to be updated.  

 Policy Manager: this module is in charge of maintaining updated all the collaborative policies 
agreed by the consortium affecting the resources of the company. New policies can be added and 
existing policies can be removed or modified. 

Security Modules in the Data Integration Layer 

 Distributed Request Factory: this module will parse the SPARQL query. It analyses the query and 
extracts all the variables contained as well as their function in the query (if they are part of a 
SELECT clause, a WHERE clause, etc.). It provides this information to the Access Control Interface, in 
particular to the SPARQL analysis Decision Handler, which will use this information to take the 
access permission. This parsing functionality will not be implemented at the beginning but will be 
considered at a further stage of the project. 

Security Modules in the Web Layer 

 Query Interface:  this module is in charge of intercepting the received query or requests as it is 
explained in detail in (Münch, 2012). 
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 Identity Provider: this module authenticates the mobile application towards its own domain. It 
delivers a SAML assertion to the target domain which indicates that the application portal has been 
correctly authenticated. This IdP has previously established a circle of trust with the target domain.  

 Query Analysis Decision Handler: this module receives the query parsed by means of the 
Distributed Request Factory. It is then responsible of deciding if the access should be permitted or 
not.  This will be done by taking into account the permissions available to access each resource. 
This information is stored in the LD Information Access Storage.  

 Access Log: as explained above, the access log will store information about the resources that the 
query wants to obtain and about the attributes of the end user application that performs the 
query, as well as the permission decision (permit/deny) 

 Traceability Manager: by means of this block, the administrator of the domain will be able to 
analyse offline the access track 

 LD Information Access Manager: it is in charge of providing the user with the possibility to have a 
global vision of all the resources accessible in the collaborative network taking into account its role. 
This module will also manage exceptional requests from users to access temporarily resources they 
do not have authorization to access. In order to see what information is available for a certain role 
performing a certain task the LD Information Access Storage is used. This storage is also useful 
when a user with a concrete role and performing some task wants to know which information is 
available for performing this task and not available for that concrete role.  

As already stated, the second security tier is located on a lower level, on the Data Integration Layer.  

Sometimes the SPARQL queries are too complex to be analysed by the first level, so this second security 
tier, which is complementary to the higher one, will guarantee that only authorized users can access the 
Linked Data information. 

This is achieved by means of intelligent structuring of Linked Data information views, based on the 
foreseen use. That is, the Linked Data information to be shared with the collaborator is organized in an 
intelligent manner based on access to different information graphs or different physical or logical 
endpoints.  

In later stages of the project, the best intelligent structuring method, taking into account its scalability and 
adaptability, will be decided.  

The different modules required to implement the second decision level for the ComVantage access control 
model are explained below: 

Security Modules in the Data Integration Layer 

 Query Distribution Service: this module is in charge of handling all the incoming queries. It is 
responsible of forwarding the requests to the relevant data sources via a native SPAQRL interface. 

 Data Source Access Decision Handler: this module, taking into account the intelligent structuring, 
as well as the access control policies, is in charge of taking a permit/deny decision of accessing a 
concrete resource. 

When the SPARQL Analysis Decision Handler decides that a certain SPARQL query is permitted, the query is 
sent to the lower security level, the Query Distribution Service, which is in charge of handling all the 
incoming queries in order to forward them to the appropriate data sources. But before sending the queries 
to the Domain Source Layer, the Query Distribution Service needs the authorization of the Data Source 
Access Decision Handler. This second decision handler is in charge of guaranteeing that the Linked Data 
information is only accessed by the authorized members, taking into account its profile in the company. If 
the Data Source Access Decision Handler permits the access to the information, the Query Distribution 
Service forwards the query to the convenient data sources.  
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6 MOCKUP IMPLEMENTATION  

6.1 ComVantage Security Model Critical Functionalities 

After having analysed the different approaches that will be taken into account in order to develop a 
common ComVantage security model that covers the needs of all user cases, a first security mock-up will 
be implemented. This initial mock-up will demonstrate that some critical functionalities of the security 
model can be developed. Although the security model implementation will be evolved for the next 
iteration, the first security mock-up will be able to show that some basic security functionalities are already 
available to be demonstrated. These critical functionalities will be explained in detail in section 6.2. 

As explained previously, in order to guarantee a fruitful collaboration between different organizations, a 
Circle of Trust must be established beforehand between all of them. This way, each enterprise will be sure 
that their data will be safe if they collaborate with the other companies. This establishment of a trusted 
network between companies is outlined in the first critical functionality (CF-0001-2012). 

In order to control access to Linked Data, the previous section exposed a multitiered security approach: one 
tier based on SPARQL query filtering and the other one based on a multiple endpoint approach based on 
roles. Two critical functionalities have been proposed to demonstrate that both security tiers are possible 
to be implemented. The first approach is addressed in the second critical functionality (CF-0002-2012), 
while the second one is addressed in the third critical functionality (CF-0003-2012). 

It has already been explained that the security model will be flexible and dynamic in the sense that policies 
and permissions will not be static overtime and may be modified if necessary. For example, if users need to 
access a concrete resource they are not authorized to access, they have the option of asking for an 
exceptional permission to access that resource, at least temporarily. This will be explained in detail in the 
fourth critical functionality (CF-0004-2012). 

6.2 Critical Functionalities Workflow 

In this section, the critical functionalities defined above are detailed. For each critical functionality, a 
workflow is presented and the information exchange to implement that functionality is shown. 

CF-0001-2012 Establishment of a trusted collaboration network based on common definitions and setup 
processes 

Critical Functionality Description 

Description: A common set of roles, policies and mechanisms should be facilitated to establish of a trusted 
network for sharing Linked Data and Linked Data sets. For example, each consortium partner could have 
their own repository of users but the authorization mechanism for Linked Data consumption should be 
shared and common. 

Previous assumptions and inputs 

 Each company of the consortium has its own authorization mechanism compliant with the 
common authorization mechanism. 

 Each company of the consortium has its own security software/hardware solutions for control 
network access to their Linked Data Servers/SPARQL-endpoints. 

Test Cases steps 
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CF-0001-2012 Establishment of a trusted collaboration network based on common definitions and setup 
processes 

1) Establishment of a common set of roles for accessing Linked Data. 

2) Agreement on a custom set of policies to establish the appropriate rights to the appropriate roles.  

3) Establishment of a trusted communication channel between LD Network Access Manager and each 
consortium company authentication solution. This solution must be based on a common one, but 
behind it, there could be different repository solutions. 

4) Establishment of a trusted communication channel between LD Network Access Manager and the real 
consortium SPARQL-endpoint. 

 

 

CF-0002-2012 Access control based on SPARQL query filtering  

Critical Functionality Description 

Description: The access control should be based on SPARQL query filtering (previously agreed) to avoid 
gathering and/or revealing protected information. For example, there is a service technician who has the 
appropriate access rights to obtain a list of machines in maintenance status, but he has not permission to 
obtain their prices. The service technician can perform different SPARQL queries to obtain a list of machines 
in maintenance status. If we focus on results filtering, it doesn’t matter which query he writes (is launched) 
because the result should only contain those properties of the resource that the requester is allowed to 
see, taking into account his role (defined in a policy for this specific resource or this type of resource). 
Depending on the type of SPARQL query launched, different actions will occur: 

 The technician just asks for the list of machines in maintenance status  the performing of the 
SPARQL query will be accepted and the technician will have access to the information requested. 

 The technician asks for the prices of the machines or he asks a question like this: “What is the list of 
machines in maintenance status which price is greater than 100 and smaller than 110?”  the 
performing of a non-authorized SPARQL query must be rejected and an error message must be sent 
to the requester, who will not be able to obtain that information. 

Previous assumptions and inputs 

 A trusted collaboration network based on common definitions and setup process has been 
previously established. This includes a common set of roles, policies and mechanisms. 

 Each company of the consortium has its own authorization mechanism compliant with the 
common authorization mechanism. 

 When publishing information to Linked Data, the roles, tasks and domains that can access this 
information should be indicated. 

Workflow 
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CF-0002-2012 Access control based on SPARQL query filtering  

 

Test Cases steps 

1) The user, who wants to perform a SPARQL query, tries to access to the consortium LD Network Access 
Manager. 

2) The user is redirected to a form in which they must select the domain of the consortium they comes 
from. 

3) The user is redirected to the authentication form of the domain selected.  

4) The user logins properly. 

5) The LD Network Access Manager obtains the roles and any other required attribute from user’s domain. 

6) The LD Network Access Manager obtains the roles and any other required attribute from user’s domain. 

7) The user performs the SPARQL query: 

PREFIX cv: <http://comvantage.eu/elements/0.1/> 

FROM <http://comvantage.eu/elements/0.1/> 

SELECT ?id ?name 

WHERE { 

    ?machine a :Machine . 

    ?machine cv:name ?name . 

    ?machine cv:id ?id . 

    ?machine cv:onMaintenance true } 

8) The LD Network Access Manager parses the query to obtain the list of resources/properties the user is 
asking for and it compares them with common agreed policies. 
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CF-0002-2012 Access control based on SPARQL query filtering  

9) The LD Network Access Manager determines that the user has rights to obtain the information they is 
asking for. 

10) The LD Network Access Manager launches the query against the real consortium SPARQL-endpoint and 
receives the corresponding response. 

11) The SPARQL-endpoint sends back to response obtained to the user. 

12) The user performs another SPARQL query: 

PREFIX cv: <http://comvantage.eu/elements/0.1/> 

FROM <http://comvantage.eu/elements/0.1/> 

SELECT ?id ?name 

WHERE { 

    ?machine a :Machine . 

    ?machine cv:name ?name . 

    ?machine cv:id ?id . 

    ?machine cv:onMaintenance true . 

    ?machine cv:price ?price . 

    (FILTER ?price > 100 && ?price < 110) } 

13) The LD Network Access Manager parses the query to obtain the list of resources/properties the user is 
asking for and it compares them with common agreed policies. 

14) The LD Network Access Manager determines that the user has not rights to obtain the information they 
is asking for because the user has not rights to use price property. 

15) The SPARQL-endpoint sends back a not authorized query response. 

 

 

CF-0003-2012 Access control based on multi-endpoints export  

Critical Functionality Description 

Description: we consider a repair/maintenance service for industrial machines. The repairer connects to its 
enterprise portal to get the list of customer machines that require to be acted upon. 

After an alert call, the employee of the maintenance company connects to the portal through an iPad. He 
notifies the portal that he is taking in charge the alert. To perform his job, he must collect information 
about the machine and its environment. The information may concern identification of the machine 
(model, serial number), maintenance history, statistics, sensor logs or live measurements. The information 
may also concern machine connected components: power supply, communication bus, etc. This 
information is represented by Linked Data model. 

Previous assumptions and inputs 

 A common set of roles, policies and mechanisms is to be defined by the ComVantage consortium 
partners. 

 Roles have been assigned to application. The application is the SPARQL consumer. 
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CF-0003-2012 Access control based on multi-endpoints export  

 Each partner has its own authorization service compliant with the XACML policies. 

 Each data source is exported to several endpoints. Each endpoint corresponds to one role. In order 
to have fine-grained access control. 

Workflow 

 

Test Cases steps 

1) The repairman connects to its enterprise portal. 

2) He authenticates himself to the portal. Any classical authentication method can be used at this step; the 
result is only used locally. 

3) He decides to make the diagnostic of an out-of-order machine in another enterprise. He needs to 
consult a sensor on this machine; the sensor values are exported as RDF through a SPARQL endpoint. 

4) The SPARQL endpoint accepts external request only from external enterprises which have signed a 
maintenance contract with it. 

5) The repair service portal writes a SPARQL query to read the sensor. It is responsible for delivering only 
information that the end user is authorized to see. For example the end user may be not authorized to 
work on machines with very high voltage. But other users can. So it is the responsibility of the portal to 
manage the right of its users. The SPARQL endpoint will just control that the request come from the 
authorized portal, it has no knowledge of the end user. So the portal write the SPARQL request that may 
contains parameters depending of the user. 

6) The portal authenticates itself to its IdP and gets a SAML attribute assertion.  

7) It then sends a SOAP request containing the SPARQL request and the SAML assertion.  

8) The SPARQL endpoint validates the assertion, extracts the roles from the assertion, and check with the 
PDP that the portal is authorized to make a Select. 
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CF-0004-2012 Dynamic access control management to resources from the user application  

Critical Functionality Description 

In order to make access to resources more flexible and dynamic, users will be able to provide access to 
their own resources depending on their role or task they are performing in that moment, thus modifying 
the access policy. For example, a technician from organization A wants to repair some machines from 
organization B. Technician A has permission to access the list of machines in maintenance status but not 
their prices (as explained in CF-0002-2012). However, in order to perform the reparation, he needs to know 
the price of the machines. Technician A is able to ask for exceptional access for this data (temporary 
access). The administrator of the domain to which the information belongs is able to give him access to that 
data so that he can have full access to all the information needed to repair the machine, thus modifying the 
agreed policy online (execution time). 

Previous assumptions and inputs 

 A list of collaborators has been previously defined. This list will show the different consortium 
domains that collaborate in a certain task. 

 A common role representation for Linked Data consumers has been previously defined. 

 A common task representation for Linked Data consumers has been previously defined. 

 When defining the existing ComVantage tasks, it should be specified which ComVantage roles and 
form which domains are the ones involved in the different tasks. 

 A common set of agreed policies to access the shared Linked Data information has been previously 
defined. 

 When publishing information to Linked Data, the roles, tasks and domains that can access this 
information should be indicated. 

Workflow 

 

Test Cases steps 

1) The user who wants to have exceptional access to a resource must authenticate towards his own 
domain. The user must enter his username and password: 
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 By authenticating, the system is able to know the role (e.g. Technician) and the domain to which the 
user belongs (e.g. Comau Engineering). 

2) The user accesses an application which asks for the task that is aimed to be performed. The tasks shown 
in the list are those that can be performed by the user’s role. This can be known by consulting the 
predefined tasks that can perform a certain role from a concrete domain (e.g. Maintenance and Repair 
are the two tasks that a Technician from Comau Engineering can perform). 

 

3) The user specifies the task that is being developed and for which the exceptional access is needed. Once 
the task is specified, the list of the domains which collaborate in this task are displayed. This can be 
known by consulting the previously defined list of collaborators to perform the specified task.  

 

The user has to indicate the domain where the requested information is allocated. Only those domains 

Exceptional access request

CV_Task

Domain

Send

Repair

Maintenance

Choose

Exceptional access request

CV_Task

Domain

Repair

Send

Comau Eng.

Choose

Comau Design
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that share information to develop the task specified above are shown. 

4) Once the user presses the Send button with the decision, the list of the different resources available for 
the task specified, but not available taking into account the user’s role, are displayed: 

 

The information displayed in this screen is just all the resources owned by the requested domain in the 
collaboration network available to perform the specified task. That is, it is not shown all the information 
available to perform that task from all the domains in the collaboration network. 

5)  All the data the user is interested in accessing should be selected: 

 

6) Once the user presses the Send button with the decision, the introduced data are sent to the user’s LD 
Information Access Manager. 

7) The origin LD Information Access Manager sends the request to the target LD Information Access 
Manager. 

8) The target LD Information Access Manager receives the data and generates a notification that the 
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administrator of this domain will receive. This notification can be different depending on the needs of 
each company and should have been previously defined. It can be a text message, an email or an alert in 
the administrator’s application. 

9) The administrator of the domain owner of the needed information decides, depending on the role, task 
and origin domain, what information should be allowed for the user to see. If the administrator wants to 
grant access to that information just temporarily, Temporary tab should be clicked. 

 

In the case shown above, the administrator has decided to grant access only to one of the two requested 
resources (Sensor S136 and not to Machine M018).  

The administrator should also define the level of security for the selected resources  

10) When the administrator selects the resources allowed for the user, the access control policy 
correspondent to that resource is changed in every server of every domain affected by this change. 

11) After having changed the permissions for this user, a notification is received indicating that the user is 
now authorized to see this information and the period of time during which access will be granted. 

Access Management (admin)

CV_Task:

Domain: Comau Design

Send

CV_Role:
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Comau Engineering

Repair
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Machine M018
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7 CONCLUSION AND OUTLOOK  

7.1 Conclusion 

The proposed ComVantage Access Control addresses a complete multitiered security approach which will 
be able to provide a trusted collaboration framework as well as protection for the Linked Data information 
published by the collaborating companies, helping to avoid threats and vulnerabilities. 

In this deliverable, we have studied the different access control methods existing nowadays as well as the 
best known trust models. We have studied in detail the security issues that most affect each use case from 
different perspectives. As a consequence of these analyses, two approaches in terms of the 
implementation of the access management have been explained. Finally, we have provided the multitiered 
security approach that covers the use cases needs in terms of access control to their shared Linked Data 
information.  

The current document provides a basis for the design of the security mock-up. Being the first of two 
iterations, it is expected to evolve especially in respect to the concrete technology to be used. 

7.2 Outlook and Open Issues 

In later stages, the operation of the security mock-ups will be described, together with their architecture 
and information exchange.  

For the remainder of the project, we will improve and refine our security model developed so far in order 
to extend its scope from a mock-up to a functional prototype. We will also define how the Circle of Trust 
between the different collaborating companies within ComVantage should be established. 

Moreover, we will adapt the generic security model developed to the particular needs of each use case. 
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8 GLOSSARY  
Term Definition 

ABAC 

Attribute-Based Access Control, the approach’s central idea asserts that access can be 
determined based on various attributes presented by a subject. Rules specify conditions 
under which access is granted or denied. This approach might be more flexible than RBAC 
because it does not require separate roles for relevant sets of subject attributes, and rules 
can be implemented quickly to accommodate changing needs. 

Action An operation on a resource 

Attribute 
Characteristic of a subject, resource, action or environment that may be referenced in a 
predicate or target 

Context 
handler 

The system entity that converts decision requests in the native request format to the 
XACML canonical form and converts authorization decisions in the XACML canonical form 
to the native response format 

CoT 
A Circle of Trust refers to the trusted network that should be established between 
collaborative enterprises that work together sharing their private information, so that 
companies can trust each other. 

DAC 
Discretionary Access Control (DAC) refers to a type of access control by which users can 
control access to their own data, who and how (read, write, execute) can access it. 

EBAM 

Experience-Based Access Management, an approach consisting of a set of models, 
techniques, and tools to help reconcile differences between high-level enterprise access 
goals and the rules the operational Identity and Access Management (IAM) system 
actually enforces. 

Environment 
The set of attributes that are relevant to an authorization decision and are independent of 
a particular subject, resource or action. 

IBAC 

Incentive Based Access Control (IBAC) refers to a type of access control paradigm 
proposed by Liu Debin (Debin, 2011) that is characterized by allowing exceptional access 
to resources but controlling them by assigning a concrete risk budget to employees so as 
to prevent them from performing excessive and uncontrolled especial acceses. 

IdP 

An Identity Provider, also known as Identity Assertion Provider, is an authentication 
module which verifies a security token coming from a different security domain. The 
Identity Provider of the origin domain exchanges SAML information with the Service 
Provider (SP) of the target domain for exchanging authentication information between 
security domains. 

MAC 

Mandatory Access Control (MAC) refers to a type of access control by which the operating 
system controls access to an object and an individual user cannot alter that access. 
Neither the subject nor the owner of the object can determine whether access is granted. 
It is suitable only for organizations connected with extremely high security. 

MLS 

Multilevel Security is the application of a computer system to process information with 
different sensitivities (i.e.: at different security levels), permit simultaneous access by 
users with different security clearances and needs-to-know, and prevent users from 
obtaining access to information for which they lack authorization. 

OPC OLE for Process Control (OPC), which stands for Object Linking and Embedding (OLE) for 
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Process Control, is the original name for a standards specification developed in 1996 by an 
industrial automation industry task force. The standard specifies the communication of 
real-time plant data between control devices from different manufacturers. 

PLC 

A programmable logic controller (PLC) or programmable controller is a digital computer 
used for automation of electromechanical processes, such as control of machinery on 
factory assembly lines, amusement rides, or light fixtures. PLCs are used in many 
industries and machines. Unlike general-purpose computers, the PLC is designed for 
multiple inputs and output arrangements, extended temperature ranges, immunity to 
electrical noise, and resistance to vibration and impact. 

Policy 
A set of rules, an identifier for the rule-combining algorithm and (optionally) a set of 
obligations. May be a component of a policy set. 

Policy 
administration 
point (PAP) 

The system entity that creates a policy or policy set in XACML. 

Policy decision 
point (PDP) 

The system entity that evaluates applicable policy and renders an authorization decision 
in XACML. 

Policy 
enforcement 
point (PEP) 

The system entity that performs access control, by making decision requests and 
enforcing authorization decisions in XACML. 

Policy 
information 
point (PIP) 

The system entity that acts as a source of attribute values in XACML. 

Policy set 
A set of policies, other policy sets, a policy-combining algorithm and (optionally) a set of 
obligations. May be a component of another policy set. 

Predicate A statement about attributes whose truth can be evaluated. 

RBAC 

Role-Based Access Control, an approach to restricting system access to authorized users. 
Each role assigns a collection of permissions to users. RBAC assumes that, in most 
applications, permissions needed for an organization’s roles change slowly over time, but 
users may enter, leave, and change roles rapidly. 

RDF 

RDF (Resource Description Framework) is a W3C standard for describing resources in the 
Web. RDF identifies things using URIs (Uniform Resource Identifiers). It uses simple 
statements (triples) to describe things: Thing – Property – Value (Subject – Predicate – 
Object). 

Resource Data, service or system component. 

SAML 
SAML is an XML-based open standard for exchanging authentication and authorization 
data between security domains, that is, between an identity provider and a service 
provider. SAML is a product of the OASIS Security Services Technical Committee. 

Subject An actor, whose attributes may be referenced by a predicate. 

URI 

In computing, a uniform resource identifier (URI) is a string of characters used to identify 
a name or a resource on the Internet. Such identification enables interaction with 
representations of the resource over a network (typically the World Wide Web) using 
specific protocols. Schemes specifying a concrete syntax and associated protocols define 
each URI. 

http://en.wikipedia.org/wiki/XML
http://en.wikipedia.org/wiki/Open_standard
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Authorization
http://en.wikipedia.org/wiki/Security_domain
http://en.wikipedia.org/wiki/Identity_provider
http://en.wikipedia.org/wiki/Service_provider
http://en.wikipedia.org/wiki/Service_provider
http://en.wikipedia.org/wiki/OASIS_(organization)
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XACML 
Extensible Access Control Markup Language. The standard defines a declarative access 
control policy language implemented in XML and a processing model describing how to 
evaluate authorization requests according to the rules defined in policies. 
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