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Executive Summary 
 
This report presents specific adaptations of generic concepts developed within work package 3, according 
to specificities of the application area Plant Engineering and Commissioning. It is the first iteration of two 
and it contributes as a support document for the implementation phases to be developed in tasks 3.3 and 
3.4. 

For task 3.3, it must be read as an extension to deliverable D3.2.1, as it adds details to the security 
conceptual framework approach, with respect to the Plant Commissioning and Engineering application 
area. 

For task 3.4, it must be read as a continuation to deliverable D3.1.1, as it extends the generic ComVantage 
modelling method with model types and modelling elements that are specifically designed for this 
application area. The extensions described are: modifications to the process model type in order to support 
event handling (thus incident management); explicit linking of car parts (product components) to robots 
(hardware resources) through process elements; a task model type and a mechanism for deriving tasks 
from processes and vice versa; a generalization of the resource orchestration mechanism based on a 
clearer separation between process elements and their allocated resources. 
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1 OVERVIEW 

1.1 Introduction 

This is the first iteration (of two) of a deliverable whose goal is to adapt the generic results of WP3 to the 
specific context of the Plant Commissioning and Engineering application area. Thus, the document 
describes the newly added or modified aspects, while the methodological background of the issues under 
scrutiny (the security framework for Linked Data and the modelling method development framework) will 
be mentioned only briefly (and referred to the generic deliverables). 

The document is organized as follows: this introduction is followed by a scope statement and document 
positioning in the flow of deliverables, then a list of terms and acronyms used in the document. Chapter 2 
starts with a brief introductory reference to the generic modelling method specified in D3.1.1 and 
emphasizes the part of the conceptual landscape that is affected by the current adaptations. The chapter 
continues with the specification of the extensions and adaptations determined by the WP6 context, to be 
considered as an addendum to the specification presented in D3.1.1. Chapter 3 provides details regarding 
the adaptation approach for the security framework described in D3.2.1. The document ends with 
conclusions and an outlook to future developments envisioned for the second iteration. 

1.2 Scope of this Document 

According to the Description of Work, this task must cover the following: "based on the generic concepts of 
the secure information model (WP 3) modifications and extensions required for the use case automobile 
plant commissioning will be carried out. Activities of this task are: 

 Adapt and validate workflow modelling method; 
 Adapt and validate secure access model." 

The initial modelling method, as specified in D3.1.1, covers the broad scope of process control in supply 
chain management. At operational level it includes a generic process model type mapped on various types 
of resources: human, mobile user interfaces, Linked Data etc. On this operational level the specific WP 6 
context must be covered from a modelling point of view. The application area partner, COMAU, is a 
company that has extensive experience in designing and assembling production lines for the automotive 
industry. Their main concerns are process monitoring, incident and task management. Thus, the modelling 
method must be extended to cover such problems and to support the management of complexity in this 
context. 
This does not mean that the generic ComVantage method, as it is currently specified, is completely agnostic 
of the application area needs. On the generic level, process design is the core step of the modelling 
procedure – what WP 6 brings specifically is certain concrete concepts that must extend the generic view, 
for example: 

 PLCs responsible for the physical production process elements; 
 Events that can trigger changes in control flows and or incident escalation; 
 The notion of cycle time as key performance indicator; 
 Issue tracking procedures must be supported in order to handle the complexity of production line 

deployment and testing processes. 
Due to similarities in context, approach and structure, certain introductory sections (sections 1 and 2.1) will 
be partly similar to the corresponding ones in parallel deliverables (D7.2.1, D8.2.1), with some cues 
regarding what specificities are covered by the current document. The overlapping is minimized, but 
necessary to improve readability of the document as a standalone one, and to place the content of the 
current deliverable in context. Additionally, cross references to the parallel deliverables may occur, where 
certain aspects are considered applicable in other application work packages as well. 

Chapter 2 of the current document comprises the changes and additions to the ComVantage modelling 
stack, following the same metamodelling approach as the generic specification (D3.1.1): 
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 Model mockups are used to emphasize the role of the new modelling elements in the context; 
 Sections of formal specifications must be considered as addendum to the D3.1.1 generic 

specification, thus as direct input to the modelling tool implementation. They specify which existing 
model types are affected by changes and which are the additional model types. An updated view of 
the extended conceptual landscape is also provided. 

With regard to the modelling method validation, this will be performed based on direct interaction with the 
modelling tool, as part of task 3.4 and in the next iteration in the current task (6.2) in order to cover 
multiple validation layers: 

 Conceptual validation: if the domain is properly covered by the modelling constructs and their 
semantics, if missing concepts are identified, if the modelling language is visually expressive; 

 Software validation: if the modelling tool supports the conceptual coverage in a usable way; 
 Procedure validation: if the usage procedure is required to design a full model set, expressing a 

given scenario, is well assimilated by the end-user and well supported by the tool. 
With regard to the security approach, the adaptation process is as follows. Based on the security concept 
defined in D3.2.1 a common set of elements for a secure multi-domain collaboration needs to be defined. 
For each application area, such model need to be put in context so that the ComVantage multi-domain 
access control model can be connected with the individual information security mechanisms deployed by 
each domain. The identification of the link and interaction between the traditional security measures 
deployed by each cases and the ComVantage security model defined in D3.2.1 will therefore be the focus of 
the document. To this purpose, the specific security mechanisms, data sources and collaboration contexts 
and procedures will be made more explicit. 

1.3 Related Documents 
The current document's position in the project context and with respect to related deliverables and tasks is 
presented in Figure 1. The relations expressed in the figure are as follows: 

 Application areas' refined scenarios provide the starting point for identifying decisions in processes 
and opportunities to be supported by models; 

 The generic modelling method from D3.1.1. and the generic security framework from D3.2.1 are 
refined and extended in accordance to the specific contexts of WP6, WP7 and WP8;  

 Ontologies developed for the Adaptation of Linked Data integration contain a conceptual view 
which also provided input the current document conceptualization. This allowed deriving and 
refining concepts for the use case specific adaptations. 

 Both the generic concepts and their adaptations are direct input to the implementation tasks in 
WP3 (tasks 3.3 and 3.4); 

 All adaptation deliverables reference each other in certain aspects. Although their content is 
aligned to their respective contexts, certain aspects are cross-referenced with deliverables 7.2.1 
and 8.2.1 to suggest dependencies or the complementarity of these approaches. Particularly for 
purposes of implementing the modelling tool, all three adaptation deliverables should be read 
together. 
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Figure 1: Positioning of the current document in the ComVantage task flow 

 

1.4 Terms and Acronyms Used in this Document 
D3.1.1 – Specification of Modelling Method including Conceptualization Outline 

D3.2.1 – ComVantage Secure Information Model Definition 

D5.3.1 – UI Modelling and Generation Framework 

D6.2.1 – Plant Engineering and Commissioning – Adaption of Secure Information Model Concept 

D6.2.2 – Plant Engineering and Commissioning – Adaption of Secure Information Model Concept (2nd 
iteration) 

D7.2.1 – Customer-oriented Production – Adaption of Secure Information Model Concept  

D8.2.1 – Mobile Maintenance – Adaption of Secure Information Model Concept 

IT – Information technology 

Kano's model – classification of product attributes and features in relation with customer satisfaction and 
dissatisfaction 

Lean – process control strategy aimed to minimize waste 

Linked Data – a way of expressing and publishing data using the RDF data model 

Metamodel – a specification that describes what are the allowed elements and how can they be used in 
creating models  

MM – Modelling method 

Model – for the purposes of this deliverable, we refer to conceptual modelling, with models being 
instances of the DKE metamodelling framework (presented in D3.1.1) 

Modelling procedure – a set of modelling steps driven by modelling goals in specific scenarios 
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RDF – Resource Description Framework 

SPARQL – the standard language for querying Linked Data expressed as RDF 

Task model – specific meaning is assigned to this, based on D5.3.1: a task model is a fragment of a process 
model, together with all its subprocesses, visualized as a hierarchy of control flows, on multiple levels of 
detail 

WP – Work package 
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2 ComVantage Modelling Method Adaptations 

2.1 Overview of the ComVantage Metamodelling Approach 

This section serves as a brief bridge between D3.1.1 and the modelling method adaptation deliverables, 
thus it will be reproduced in D6.2.1, D7.2.1 and D8.2.1 to improve the readability. The adaptations 
envisioned by the current deliverable will be highlighted in context, as applicable. 

The ComVantage Modelling Method has been developed on a metamodelling framework according to 
(Karagiannis and Kühn, 2002) which defines a modelling method as being composed of: 

 Modelling language – the modelling constructs and their semantics; 

 Modelling procedure – the steps required to perform the modelling; 

 Model-level functionality – mechanisms and algorithms for model visualization, querying, 
simulation and transformation. 

The Modelling stack is the set of model types stacked according to abstraction levels and aspects to be 
covered from the concept domain. Version 1 of the ComVantage modelling stack, as specified by D3.1.1, 
was extended to version 1+ as presented in Figure 2: 

 

Figure 2: Overview of the ComVantage modelling stack (v 1+):
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Figure 3: WP6 extensions to the conceptual landscape of D3.1.1  
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The current deliverable is one of the three deliverables that specify changes and extensions to the 
modelling method. The areas affected by the additions brought by the current deliverables are highlighted 
(in red) in the new modelling stack, Figure 2, and in the conceptual landscape of the method, Figure 3, 
which extends the one presented in D3.1.1. The changes targeted for this deliverable are: 

 support for incident management, with a way of designing event handling processes, for several 
types of events: suspending, parallel and terminating (according to the influence the event has on 
the main flow of activities); 

 mapping a car structure on hardware resources (robots, tools, etc.) of a production process was 
approached by introducing direct links between product structure/configuration elements and 
process elements; the new approach will allow application specific hardware components (robot, 
gate, belt advancing mechanism) to be assigned to product components via process elements, thus 
opening new possibilities for cycle time modelling; 

 shortcomings regarding the visual agglomerations of process models with various resource types 
attached (mobile app, hardware, information/documents etc.) have been approached by a clearer 
process-resource separation; 

 higher flexibility in task modelling (suggested by the mobile app orchestration framework of D5.3.1) 
was approached by describing mechanisms of task-to-process and process-to-task derivation, and 
introducing a task model type. 

Changes to the generic Modelling Method specified in D3.1.1 are presented in this chapter. Several rules on 
how those changes should be handled (unless stated otherwise) are, as follows: 

 Classes with the same name as in D3.1.1 should be reused, meaning they represent the same 
things. This can either be for the sake of reuse in new model types or to change (extend or restrict) 
the characteristics described in D3.1.1 or both. If a class is reused, then all the attributes it should 
provide are specified here, meaning that missing attributes should be removed; 

 New classes are introduced here and used different names than the ones from D3.1.1. They can 
appear in already established model types extending those as well as in the newly described model 
types; 

 Old classes and model types should be kept and integrated with the here specified changes, unless 
stated otherwise. The same holds true for Constraints and Mechanisms/Algorithms. 

o The constraints regarding cardinality of relation classes are now specified directly in the 
Relation Class tables instead of the previous specification under Constraints. They generally 
follow the form of “Cardinality: X to Y” where Y specifies the maximum limit for the amount 
of targets and X the maximum limit for the amount of sources to which the elements from 
“FROM” and “TO” can be connected. Still relations are considered to be binary, meaning 
that one relation always connects only one source to one target element.  

For several relations no notation has been envisioned by the authors, since it is not deemed necessary to 
visualize them in those specific model types. Some relation classes without notation should contain 
attribute values. However, since they are not visible in the model their attributes have to be represented 
somewhere else. In this case they should be accessible through the source element (similar like an 
attribute) and can be implemented as a table where a row contains the relation and the according attribute 
values. 

2.2 Adapted Model Types 

2.2.1 The Product Configuration Model Type (renamed from "Product Structure Model Type")1 

For the Plant Engineering and Commissioning scenario the Product configuration model can also depict the 
car produced by the plant (which can be provided by the customer) and how the assembly process should 
look. To represent the individual parts of a car the Customization feature of the type component can be 

                                                           
1
 Additional adaptations of this model type have been specified in the parallel deliverable D7.2.1 
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used together with the Includes relation. To describe the assembly the Product configuration model type is 
extended by a relation type connecting a Product configuration to a Process model. The Process model, 
which should be marked as “TO-BE”, then depicts how the car should be assembled and can also contain 
the machines required to do so together with the desired or estimated time. Because of these changes 
however the “Voice of the customer” model type plays a less significant role than in the other use cases. For 
this application area, the customers are car manufacturers, thus the application partner does not have 
direct contact with the people who actually buy the car. Still it is possible to depict the actual product 
created (i.e. the production line) as a Product configuration model and link it to the one describing the car. 
An example is shown in Figure 4. 

 

Figure 4: Example of a linked Product configuration model for a production line, a car and its production 
process 
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Classes and attributes: 

 
 

 

 

 

 

Class: Customization feature 
The Customization feature defines a part of a Product, usually to 
satisfy a specific need of a particular customer. It is included in a 
Product or is a sub-feature of another Customization feature. A 
Customization feature also includes a cost and price attribute, 
which can be used for the calculation of the production cost of 
the Product.  

The name of the Customization feature should be displayed below 
it. The general type of the feature should be displayed by putting 
its first letter (‘M’, ‘C’, ‘A’ or ‘P’) in the middle of the notation. 
Furthermore, the colour of the element itself should change 
depending on Kano’s type of the feature. Basic features should be 
dark blue, Performance features should be light orange, 
Excitement features should be green and Secondary features 
should be light blue. Deactivated features should use a light grey 
colour. 

Attributes (of Customization feature) 

 Attribute name Type Description 

 Name String The given name of the Customization feature. 

 Description String Contains an optional description about the 
Customization feature and is used for documentation 
purpose. 

 Type Enumeration The general type of the Customization feature, what it 
represents. Possible values are: a) material, b) 
component, c) abstract or d) product configuration. 
Examples would be iron for material, engine for 
component or eco-friendly for abstract. 

 Kano’s type Enumeration The type of the Customization feature according to 
Kano’s model based on (Kano et al., 1984), the 
possible values are: a) Basic feature, b) Performance 
feature, c) Excitement feature and d) Secondary 
feature. 

 Cost Number The cost for a specific feature. This can be put in 
relation to the total cost of the Product, providing a 
percentage of the contribution. 

 Price Number The price generated by the Customization feature. This 
can be put in relation to the total price of the Product, 
providing a percentage of the contribution. 

 Active Boolean Activates or deactivates a feature for the calculations. 
This value should only be valid for a certain Product 
structure model, meaning that the same Customization 
feature can have different values for this attribute in 
different models. This is necessary to allow a Product 
structure model to depict a specific Product 

 

<Name> 
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configuration and experiment with it. 

 

No Notation Relation Class: Worked by 
The Worked by relation describes what Activity works on what 
specific Product or Customization feature of it. 

FROM: Product; Customization feature 

TO: Activity 

Cardinality: Many to Many 

 

No Notation Relation Class: Created by process 
Connects a Product configuration model to a Process model, 
describing the relevant parts how the Product is created. For 
example if the Product is a car, then the Process model would 
describe the assembly of the car and the use of robots. 

FROM: Product configuration model 

TO: Process model 

Cardinality: Many to 1 

 

No Notation Relation Class: Creates 
Connects two Product configuration models, indicating that the 
source is a configuration which is intended to create the target 
Product configuration. For example if the target Product 
configuration depicts a car, then the source Product configuration 
would describe the production line structure with the conveyor 
belt and assembly robots and the like. 

FROM: Product configuration model 

TO: Product configuration model 

Cardinality: Many to many 

 

2.2.2 The Process Model Type2 

New classes are introduced to allow the handling of events in a process, a new method of allocating 
resources to Activities and Decisions as well as to model the use of robots and therefore describe the 
process how a car should be created. The specification of events in the process allows capturing them in 
case they occur and what should happen to the source process if the event occurs (terminate, suspend or 
keep it running in parallel) as well as providing a Process model which describes the additional steps in case 
of the event. Through this the amount of Decisions which are only used to cover outside events can be 
reduced and instead the possible events are more clearly visualized. Figure 5 shows an example for a 
process where the “Change Request” event can occur and is handled differently depending on when it 
occurs. 

                                                           
2
 Additional adaptations of this model type have been specified in D7.2.1 and D8.2.1 
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Figure 5: Example process with two different event handling processes 

If further control is necessary based on when exactly the event occurred two approaches are available, one 
using multiple Event aggregations as shown in Figure 6 and the other using a Decision and Event source 
relations as shown in Figure 7. 

 

Figure 6: One approach to handle the same event differently depending on when it occurred 

 

Figure 7: A different approach using Event source relations to handle the same event differently depending on 
when it occurred 
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The new method for allocating resources uses the Activities and Decisions as aggregations and they contain 
the resources which they use. If the method allocation mode is not active, then the resources should not be 
visible and instead small icons next to the activity should indicate what types of resources are allocated 
(like the reduced view described in section 4.4.6 of D3.1.1, in Mechanisms/Algorithms at point 3). More 
details about this can be found in the Mechanisms/Algorithms section. 

 

Classes and attributes: 

1. Feature pool is removed; instead the cardinality of the Mobile support relation has been changed. 
2. IT resource input and IT resource output are replaced by the more generic Works on information 

relation. 
3. Resource relation is replaced by the more specific Uses hardware relation. 
4. The Sub-process is removed and instead merged into the normal Activity. 

 

Model Attributes (of a Process model) 

 Attribute name Type Description 

 Level Enumeration Specify the level which this process describes (as 
specified in D8.2.1). Can be one of: a) Business level, b) 
Technical level or c) Interaction flow level. 

 Model state Enumeration The model state specifies if the depicted model shows 
a part of the current reality (AS-IS) or a part of an 
expected or desired state (TO-BE). Therefore, the two 
possible values are: a) AS-IS and b) TO-BE. This allows 
differentiating between models which depict the 
current process and models depicting the goal. It is 
also possible to just specify the goal process and 
populate the attributes of the contained elements 
with expected values. An example would be for the 
assembly of a car where the activities contain the 
desired execution time against which the real time 
data can later be compared. 

 

 

 

Class: Activity 
Activities describe which tasks in a process model are to be 
executed. 

The name of the Activity should be displayed below it. 
Furthermore, it should be possible to visualize the percentage of 
Waste through the colour of the Activity (based on the Waste 
attribute values). The colour should reflect the average of all 
different waste types. If the waste for a specific type is not 
specified it is assumed to be 0%. An average waste of 0% should 
use a light blue colour while an average waste of 100% should use 
a very dark blue. Also if the Activity is described further by 
another process through the Referenced process relation the 
second notation should be used to properly visualize this.  

In resource allocation mode the Activity should be resizable and 
the size of the activity should be big enough to show its contents. 

   

<Name> 

 

<Name> 



 

 
D6.2.1 – Adaption of Secure Information Model Concept 

WP 6 – Plant Engineering and Commissioning 

 

© ComVantage Consortium – 2012  19 

Attributes (of Activity) 

 Attribute name Type Description 

 Name String Defines the name of the Activity which describes what 
is executed in this Activity. 

 Description String Describes the Activity in more detail and is used for 
documentation purpose.  

 Time Number This is the time required to perform the whole Activity 
(including waiting, resting etc.). It is used for 
simulation purposes. 

 Type Enumeration The execution type of the activity. Can be a) manual, 
b) semi-automated or c) automated. 

 Activity cost Number Describes the costs associated with the execution of 
the Activity. It should not contain the cost for using a 
modelled resource, since this cost is specified in the 
Resource relation. 

 Instructions String A link to a video or page providing instructions by 
showing or describing how the Activity should be 
performed. 

 Waste Table The Waste in the Activity based on Lean management 
adapted from (Bicheno and Holweg, 2009). Each row 
specifies the Waste of something and the table should 
contain columns to specify a) the type of Waste, b) a 
description about the Waste, c) how much is wasted in 
percentages and d) how much is wasted absolute. The 
possible types of Waste are a) Transportation, b) 
Inventory, c) Motion, d) Waiting, e) Over-processing, f) 
Over-production and g) Defects. 

 Auditing 
Requirements 

String The requirements for the execution of the Activity 
from an auditing point of view. Should answer the 
question “How can the proper execution of the 
Activity be proven?” 

 Adds value Boolean Indicates if the performance of the Activity adds value 
directly to the Product or not (according to the Lean 
approach). 

 

 

 

Class: Decision 
The Decision element allows the separation of the execution path 
of the Process model. Only one of the several outgoing Sequence 
relations should be chosen during execution or its simulation. 
Therefore, it can be understood as an exclusive OR. 

The Question should always be visible under the element. 

In resource allocation mode (where it can contain resources of 
various types), further described under Mechanisms/Algorithms 
number 1, the Decision should use the second notation, be freely 
resizable and the size of the Decision should be big enough to 
show its contents.  

 

<Question> 

? 

<Question> 

? 
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Attributes (of Decision) 

 Attribute name Type Description 

 Question String The question which should be answered to decide 
what paths to follow. It should be understandable by a 
human. 

 Description String Describes the decision usage and is used for 
documentation purpose.   

 

 

Class: Source process aggregation 
The Source process aggregation is used to indicate where certain 
parts of a process originate from. 

The name of the linked Process model should be displayed at the 
top of the aggregation. Also it should be resizable in order to fit all 
necessary elements. 

 

 

Class: Section 
The Section class allows dividing and assigning the activities into 
different stations. Examples for sections for a plant assembling a 
car would be “Body assembly”, “Interior assembly”, “Engine” or 
“Lights and electronics”. 

It should be resizable and the name should be displayed above it. 

Attributes (of Section) 

 Attribute name Type Description 

 Name String Defines the name of the Section which describes what 
generally should happen at this station. 

 Cycle time Number The lowest possible cycle time for this station. The 
waiting time can be determined by subtracting it from 
the highest cycle time in the whole model. 

 

 

Class: Event aggregation 
An Even aggregation represents a part in a process where certain 
events are handled and also provides information about how they 
should be handled. The Event aggregation only covers the 
handling of an event if it occurs during one of the contained 
Activities, Decisions etc. It should be noted that this aggregation 
can also contain other elements (like Event aggregations or 
Information resources). 

The name of the event should be displayed at the top and the 
handling of the event should be displayed above the top right 
corner. Furthermore, the colour of the event should change 
depending on what handling is selected: orange for termination 
events, blue-green for suspend events and cyan for parallel 
events. If the event is linked to a Process model through a 
Handling process relation then the small icon at the top left 
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should be shown and act as a link to the referenced model. 
Otherwise, the icons should be hidden. 

Attributes (of Event aggregation) 

 Attribute name Type Description 

 Name String The name of the Event aggregation. 

 Events String A short description about what events are 
represented. Can either be one event, but also several 
(e.g. when e1 and e2 occur) in text form. 

 Handling Enumeration The handling specifies what should happen with the 
initial process during which the event occurred. It can 
either terminate the initial process to stop it, suspend 
it until the handling process is finished and then 
resume it or keep the process running and run the 
handling process in parallel. Therefore, the possible 
values are: a) terminate, b) suspend and c) parallel. 

 Probability Number How probable it is that this event occurs, specified in 
percentage. 

 Severity Enumeration How severe the negative effect would be in the case 
the event occurred. Possible values are: a) none, b) 
low, c) medium, d) high and e) critical. 

 

  
Physical Digital 

  
Linked Data Peripheral 

 

Class: Information resource 
An Information resource represents a source of information which 
supports the execution of an Activity or Decision or can be the 
result of them. Documents, either physical or digital as well as 
Linked Data or peripherals providing input are Information 
resources. They represent design documents, task descriptions or 
orders and can either be unstructured or highly structured. 

The name of the Information resource should be displayed 
underneath it. The notation should also change depending on the 
selected type. Furthermore, a letter at the top right should 
indicate if the resource is used as input (a blue “i”) or output (a 
green “o”) based on the Works on information relation. 

Attributes (of Information resource) 

 Attribute name Type Description 

 Name String The name attribute describes the assigned name of 
the Information resources.  

 Type Enumeration The type or channel through which the information is 
received. Can either be a) physical, b) synchronous 
digital, c) asynchronous digital, d) Linked Data or e) 
peripheral. Physical information resources are physical 
documents. Digital information resources can be 
either synchronous (i.e. manipulated on demand/on 
the fly) or asynchronous (e.g. email). Linked Data 
information resources are a special form of 
synchronous information resources. Peripheral 
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information resources represent information sent to 
be displayed on devices.  

 Description String Describes the Information resource usage and is used 
for documentation purpose.   

 Roles and permissions Table The roles and permissions specify which roles have 
access to the resource and based on their permission 
which operation can be executed by the role.  It 
therefore contains one column for the role and one for 
the permissions. 

 Referenced data String The referenced data allows referencing real data 
either from the file system or through a URI of the 
provider and assigning it to the Information resource. 
The tool should allow retrieving and showing the data 
in a browser using the Parameter-value list or Query 
attribute. 

 Parameter-value list Table This attribute can be used to specify parameters and 
their values in case the Referenced data is an URI and 
the data can be accessed by parameterizing it. The 
table should have two columns to specify the 
parameter name and what value it should have. 

 Query String This attribute can be used to specify a query which 
executed on the specified Referenced data attribute 
results in the actual data represented by this 
Information resource. 

 

  
IT Robot 

  
Transport Other 

 

Class: Hardware resource 
A Hardware resource describes an infrastructure element or 
component, which is used in order to execute an Activity. 
Computers, robots, vehicles, tablets and the like are Hardware 
resources. 

The name of the Hardware resource should be displayed 
underneath it. Depending on the Type of the resource the 
notation should change as well. 

Attributes (of Hardware resource) 

 Attribute name Type Description 

 Name String The name attribute describes the assigned name of 
the resource.  

 Description String Describes the Hardware resource usage or function 
and is used for documentation purpose.   

 Type Enumeration The type of the resource; can be a) IT, b) Robot, c) 
Transport, d) Tool, e) Roller or f) Other. 

 Roles and permissions Table The roles and permissions specify which roles have 
access to the resource and based on their permission 



 

 
D6.2.1 – Adaption of Secure Information Model Concept 

WP 6 – Plant Engineering and Commissioning 

 

© ComVantage Consortium – 2012  23 

which operation can be executed by the role.  

 Capacity Number The capacity of the transportation resource. Only 
applies to Hardware resources of the “Transport” 
Type. 

 Consumption Number How much fuel is consumed per 100 kilometres? Only 
applies to Hardware resources of the “Transport” 
Type. 

 

 

Class: Mobile support feature 
A Mobile support feature represents a feature which should be 
available for an Activity on a mobile device.  

The name of the Mobile support feature should be displayed 
below it. 

Attributes (of Mobile support feature) 

 Attribute name Type Description 

 Name String The name of the Mobile support feature. 

 Description String Description of the Mobile support feature. 

 Keywords String Some keywords describing the feature separated using 
whitespace. Its main use is to search available App 
marketplaces for possible applications. 

 Link / App String Either the name of the App which provides this feature 
or a link in form of a URL to where an App providing 
the feature can be obtained. 

 

No Notation Relation Class: Referenced process 
The Referenced process relation links an Activity to a Process 
model, indicating what process further describes the tasks 
performed by the Activity. It should link to processes on either the 
same or a lower level (business level > technical level > 
interaction flow level). 

FROM: Activity 

TO: Process model 

Cardinality: Many to 1 

 

No Notation Relation Class: Source process 
Connects a Source process aggregation element to a Process 
model, indicating that the contents of the aggregation have been 
taken from the process. 

FROM: Source process aggregation 

TO: Process model 

<Name> 

 



 

 
D6.2.1 – Adaption of Secure Information Model Concept 

WP 6 – Plant Engineering and Commissioning 

 

© ComVantage Consortium – 2012  24 

Cardinality: Many to 1 

 

No Notation Relation Class: Handling process 
Connects an Event to a Process model, indicating what process 
should handle the event in the case it occurs. 

FROM: Event aggregation 

TO: Process model 

Cardinality: Many to 1 

 

No Notation Relation Class: Event source  
This relation can be used in an event handling process on a 
Sequence relation to indicate that this relation should only be 
followed in case the event occurred at the target of the Event 
source relation. Of course in this case the source of the Sequence 
relation has to be a Decision. 

FROM: Sequence relation 

TO: Activity, Sub-process, Decision 

Cardinality: Many to 1 

 

No Notation 

 
Relation Class: Uses hardware 
The Uses hardware allows connecting Activities and Decision with 
different types of Hardware resources, indicating that they rely 
on those resources for their execution. 

FROM: Activity; Decision 

TO: Hardware resource 

Cardinality: Many to many 

Attributes (of Uses hardware) 

 Attribute name Type Description 

 Description String This attribute can be used to describe the context a 
resource is used in. 

 Operation String States what operation is executed on the resource. 
Should preferably correspond to one of the values in 
the “Roles and permissions” table of the resource. 

 Cost Number States the cost for using the connected resource. This 
value should not be contained in cost of the source 
element itself. The purpose of the separation is to 
differentiate the costs for using different resources 
(like different equipment). 

 

No Notation Relation Class: Mobile support 
Allows linking an Activity or Decision to a Mobile support feature 
which indicates what feature(s) supports a decision or an 
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activities execution. 

FROM: Activity; Decision 

TO: Mobile support feature 

Cardinality: Many to many 

 

No Notation Relation Class: Works on information 
This relation represents the input or output for an Activity or a 
Decision, indicating that it is either used or created/changed by 
the source element. 

FROM: Activity; Decision 

TO: Information resource 

Cardinality: Many to many 

Attributes (of Works on information) 

 Attribute name Type Description 

 Type Enumeration The general type of how it works on the information. 
It indicates if the Information resource is used as a) 
Input or b) Output.  

 Description String This attribute can be used to describe the context a 
resource is used in. 

 Operation String States what operation is executed on the resource. 
Should preferably correspond to one of the values in 
the “Roles and permissions” table of the resource. 

 Cost Number States the cost for using the connected resource. This 
value should not be contained in cost of the source 
element itself. The purpose of the separation is to 
differentiate the costs for using different resources 
(different equipment etc.). 

 

Constraints: 

1. The Event source relation can only be used in an event handling process (i.e. a Process model which 
is linked to an Event aggregation through the Handling process relation). 

2. The target of the Event source relation must be inside the Event aggregation which links to the 
Process model where the Event source is to be used. In other words it should only link to elements 
where an event can lead to this Event source. 

3. The Referenced process relation can only be used between Process models on the same or lower 
level. For this the highest level is considered the business level, followed by the technical level and 
the interaction flow level being the lowest. 

 

Mechanisms/Algorithms: 

1. A special resource allocation mode should be available to the user. Elements of the type Mobile 
support feature, Hardware resource and Information resource are considered resources in this 
context. The aim is to reduce the clutter of resources and drawn relations in a model. In the normal 
Process model mode no resources should be visible as own elements in the model. Upon switching 
to the allocation mode the user should provide restrictions to determine what resources should be 
shown. Those restrictions must contain the relation type between the Activity/Decision and the 
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resource (one of Works on information, Uses hardware, etc.) which is used to determine the types 
of resources to show. Only the types which can be the target of the selected relation should be 
visible. The restriction can further contain a special type for the resources (e.g. type “IT” or type 
“Robot” for Hardware resources). Furthermore, the Activities and Decisions should switch into their 
aggregation mode and show any assigned resources according to the selected restrictions, so the 
user can edit them. In this mode the allocation or assigning of new resources to Activities/Decisions 
is performed by putting the resource in those elements. These can either be 1) taken from the 
repository and dropping it in an Activity/Decision or 2) creating a new resource and dropping it in 
an Activity/Decision which also should create a new instance of this resource in the repository. 
Dropping an element in an Activity/Decision should automatically generate the corresponding 
relation between the Activity/Decision and the resource (i.e. Uses hardware for Hardware 
resources, Works on information for Information resources and Mobile support for Mobile support 
features). Also when a resource is selected the user should be able to edit the attributes of this 
relation besides the resources attributes. Removing a resource from an Activity or Decision should 
also break the corresponding relation between those two elements. When switching back to the 
normal process mode the resources should disappear visually from the model, but the elements 
and relations should still be stored. An alternative to this mode would be to manually create the 
relations between the Activities/Decisions and the resources from the repository, for example 
through the notebook of the elements. Examples are shown in Figure 8, Figure 9 and Figure 10. 

 

Figure 8: Process model in normal and allocation mode for Mobile support features 
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Figure 9: Process model in normal and allocation mode for Information resources 

 

Figure 10: Process model in normal and allocation mode for Hardware resources of type "Robot" 

2. The automatic generation of a Resource orchestration model from a Process model should be 
available to the user. This generation functions similarly to the generation of the Mobile 
orchestration model from D3.1.1, however instead of always using the Mobile support features and 
their Mobile support relation, the user should be asked for what resource to create the Resource 
orchestration model. Additionally the user should be also allowed to further filter the resources 
either: 

a. by their type attributes (for the Hardware resource and Information resource); 
b. by the type attributes of the relations through which they are connected (for the 

Information resource and the Works on information relation).  

Examples for such filters would be for the type of the Hardware resource in order to create the 
sequence of, for example, all “Robot” Hardware resources for a process or the relation through 
which an Information resource is connected to an element to be of the type Input, Output or both. 
Since multiple resources of the same type can be assigned to the same element some additional 
work before executing the transformation as described in D3.1.1 is necessary. Because of this the 
first step in a graph transformation would be to create Resource pools if more than one resource is 
assigned, assigning those resource elements to the Resource pool and linking the created Resource 
pools to the corresponding Activity and Decision elements in the Process model. Afterwards, the 
transformation can be conducted as described in D3.1.1, but using different element and relation 
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types instead of Mobile support features and Mobile support relations. Examples are shown in 
Figure 11, Figure 12 and Figure 13. For these figures we assume that resource allocation has been 
done as in Figure 8, Figure 9 and Figure 10. 

 

Figure 11: Process model and Resource orchestration model for Mobile support features 

 

Figure 12: Process model and Resource orchestration model for input and output Information resources 

 

Figure 13: Process model and Resource orchestration model for Hardware resources of the type “robot” 

3. Automatic generation of the Task model out of one or several selected process elements (Activities, 
Decisions, Process start etc.). If several elements are selected, they should be all in a straight 
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sequence without any discontinuities and the sequence of the elements has to be clear, so basically 
selecting a portion of the model which is a Directed Acyclic Graph. A Source process aggregation 
containing those elements should be created in the new Task model as the root and linked to the 
source process. Afterwards, all processes linked to the elements of the root should be added into 
the same Task model in their own Source process aggregation and linked through the 
Decomposition relation to the corresponding elements creating branches with leafs. This step 
should be repeated for each branch until either no more processes are linked to the leaf or a loop is 
detected, in which case the decomposition should stop for this branch. A loop is present if a 
process is referenced and it is already used in this branch (from the view point of the leaf). An 
example Task model created from a Process model can be seen in Figure 14. It is assumed that the 
depicted sub-processes have links to other processes, so the Task model is a visualization of the 
abstraction hierarchy. 

 

Figure 14: Example process and resulting Task model 

4. The vertical composition from the Process model type as described in D7.2.1 should also be 
available here for the Handling processes of Event aggregations. This means that the user chooses 
an Activity in the process during which some event is supposed to happen and what event is 
supposed to happen. The mechanism then automatically adds the referenced process either after 
the Activity (for suspend Event aggregations), after the Activity and removes everything after the 
appended process (for terminate Event aggregations) or adds a splitting Hub before the Activity, a 
joining Hub before the process end and adds the referenced handling process as a parallel path 
using those Hubs (for parallel Event aggregations). The added elements should be in a Source 
process aggregation with a link to the corresponding Process model. Examples for this can be seen 
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in Figure 15, Figure 16 and Figure 17 where the red element indicates the Activity during which the 
event happened. 

 

Figure 15: Vertical composition for a "suspend" Event aggregation 

 

Figure 16: Vertical composition for a "terminate" Event aggregation 
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Figure 17: Vertical composition for a "parallel" Event aggregation 

2.2.3 The Resource Orchestration Model Type (renamed from "Mobile Orchestration Model 
Type") 

The Resource orchestration model type is more generic than the Mobile orchestration model type which it 
replaces. Now instead of allowing only Mobile support features also other types of resources can be used 
The Feature pool is replaced with a more generic Resource pool. Still one Resource orchestration model 
should only show resources of the same type, therefore mixing of Mobile support features and Hardware 
resources is not allowed. Depending on what resource is used a Resource orchestration model can show 
different things. For example: 

 It can show the sequence of Mobile support features used in a process or … 

 when using Mobile mockups the sequence of screens a Mobile support feature should show or …  

 when using Hardware resources of the type “Robot” it could show the sequence of the robots used 
in the process describing the creation of a car. 

Classes and attributes: 

 

Class: Mobile support feature 
A Mobile support feature represents a feature which should be 
available for an Activity on a mobile device.  

The name of the Mobile support feature should be displayed 
below it. 

<Name> 
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Attributes (of Mobile support feature) 

 Attribute name Type Description 

 Name String The name of the Mobile support feature. 

 Description String Description of the Mobile support feature. 

 Keywords String Some keywords describing the feature separated using 
whitespace. Its main use is to search available App 
marketplaces for possible applications. 

 Link / App String Either the name of the App which provides this feature 
or a link in form of a URL to where an App providing 
the feature can be obtained. 

 

 

Class: Mobile mockup 
A Mobile mockup element represents a screen of a mobile 
support feature, meaning that it represents a Screen aggregation 
from a Mobile mockup model.  

The name of the Mobile mockup should be displayed below it. 

 

  
Physical Digital 

 

  
Linked Data Peripheral 

 

Class: Information resource 
An Information resource represents a source of information which 
supports the execution of an Activity or Decision or can be the 
result of them. Documents, either physical or digital as well as 
Linked Data or peripherals providing input are Information 
resources. They represent design documents, task descriptions or 
orders and can either be unstructured or highly structured. 

The name of the Information resource should be displayed 
underneath it. The notation should also change depending on the 
selected type. Furthermore, a letter at the top right should 
indicate if the resource is used as input (a blue “i”) or output (a 
green “o”) based on the Works on information relation. 

Attributes (of Information resource) 

 Attribute name Type Description 

 Name String The name attribute describes the assigned name of 
the Information resources.  

 Type Enumeration The type or channel through which the information is 
received. Can either be a) physical, b) synchronous 
digital, c) asynchronous digital, d) Linked Data or e) 
peripheral. Physical information resources are physical 
documents. Digital information resources can be 
either synchronous (i.e. manipulated on demand/on 
the fly) or asynchronous (e.g. email). Linked Data 
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information resources are a special form of 
synchronous information resources. Peripheral 
information resources for information sent to be 
displayed on devices.  

 Description String Describes the Information resource usage and is used 
for documentation purpose.   

 Roles and permissions Table The roles and permissions specify which roles have 
access to the resource and based on their permission 
which operation can be executed by the role.  It 
therefore contains one column for the role and one for 
the permissions. 

 Referenced data String The referenced data allows referencing real data 
either from the file system or through a URI of the 
provider and assigning it to the Information resource. 
The tool should allow retrieving and showing the data 
in a browser using the Parameter-value list or Query 
attribute. 

 Parameter-value list Table This attribute can be used to specify parameters and 
their values in case the Referenced data is a URI and 
the data can be accessed by parameterizing it. The 
table should have two columns to specify the 
parameter name and what value it should have. 

 Query String This attribute can be used to specify a query which 
executed on the specified Referenced data attribute 
results in the actual data represented by this 
Information resource. 

 

  

IT Robot 

 

 
 

Transport Other 
 

Class: Hardware resource 
A Hardware resource describes an infrastructure element or 
component, which is used in order to execute an Activity. 
Computers, robots, vehicles, tablets and the like are Hardware 
resources. 

The name of the Hardware resource should be displayed 
underneath it. Depending on the Type of the resource the 
notation should change as well. 

Attributes (of Hardware resource) 

 Attribute name Type Description 

 Name String The name attribute describes the assigned name of 
the resource.  

 Description String Describes the Hardware resource usage or function  

and is used for documentation purpose.   
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 Type Enumeration The type of the resource; can be a) IT, b) Robot, c) 
Transport or d) Other. 

 Roles and permissions Table The roles and permissions specify which roles have 
access to the resource and based on their permission 
which operation can be executed by the role.  

 Capacity Number The capacity of the transportation resource. Only 
applies to Hardware resources of the “Transport” 
Type. 

 Consumption Number How much fuel is consumed per 100 kilometres? Only 
applies to Hardware resources of the “Transport” 
Type. 

 

 

Class: Resource pool 
Represents an aggregation of several resources like Mobile 
support features or Information resources. It can be used to 
indicate the use of more than one resource without a specific 
sequence. 

The type of the Resource pool should be displayed inside of it at 
the top if it is available. Also the Resource pool should be 
resizable. 

Attributes (of Resource pool) 

 Attribute name Type Description 

 Type String A type can be provided to differentiate several 
Resource pools from one another if necessary. 

 

 
Relation Class: Followed by 
Indicates what resource or Resource pool follows after another 
resource or Resource pool, resulting in a sequence. 

The Trigger should be displayed next to the relation. 

FROM: Mobile support feature; Information resource; Hardware 
resource; Feature pool 

TO: Mobile support feature; Information resource; Hardware 
resource; Feature pool 

Cardinality: Many to many 

Attributes (of Followed by) 

 Attribute name Type Description 

 Trigger String The event which triggers the change from one feature 
to the next. 

 Description String Description about the trigger. 

 

 

 

 <Type> 
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No Notation Relation Class: Has mockup 
The Has mockup relation indicates which Mobile mockup model or 
sequence of these describes which Mobile support feature. 

FROM: Mobile support feature 

TO: Screen (Mobile mockup model); Resource orchestration model 

Cardinality: Many to 1 

 

No Notation Relation Class: Represents 
The Represents relation indicates what Mobile mockup model is 
represented by what Mobile mockup model element. 

FROM: Mobile mockup screen 

TO: Screen (Mobile mockup model) 

Cardinality: Many to 1 

 

No Notation Relation Class: Orchestration for 
The Orchestration for relation indicates for what process the 
Resource orchestration model describes the sequence of 
resources. Since it can also be the orchestration of Mobile 
mockups for an orchestration of Mobile support features, the 
target can also be Resource orchestration model. 

FROM: Resource orchestration model 

TO: Process model; Resource orchestration model 

Cardinality: Many to 1 

 

Constraints: 

1. Only one type of resource can be used at a time in a Resource orchestration model. Mixing of 
different resource elements is therefore prohibited. The resources are: Mobile support feature, 
Mobile mockup, Information resource and Hardware resource. 

2. The Has mockup relation can only target a Resource orchestration model if it only contains Mobile 
mockup resources. 

 

Mechanisms/Algorithms: 

1. Similar to the generation of Resource orchestration models from a Process model (see 
Mechanisms/Algorithms in section 2.2.1) it should also be possible to create a Resource 
orchestration model containing Mobile mockups from a Resource orchestration model which 
depicts a sequence of Mobile support features. This would generate the sequence of all the screens 
for the depicted Mobile support feature orchestration. 
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2.2.4 General Classes and Attributes 

Adaptations to the Contains relation are necessary since new containers have been added. The previously 
defined cases are still valid in addition to the ones specified here. 

No Notation Relation Class: Contains 
The Contains relation describes the relation between an 
aggregation or a container and its contents. The source and target 
of the relation are different from container to container and are 
therefore described below. 

Specific cases (of Contains) 

 Container (FROM) Element (TO) 

 Event aggregation Activity, Decision, Process start, Process end, Sub-process 

 Resource pool Mobile support feature, Mobile mockup, Information resource, 
Hardware resource, Resource pool 

 Activity Mobile support feature, Information resource, Hardware resource 

 Decision Mobile support feature, Information resource, Hardware resource 

 Source process 
aggregation 

Activity, Decision, Hub, Process start, Process end, Source process 
aggregation 

 

2.3 New Model Types 

2.3.1 The Task Model Type 

The Task model type provides a different view on the processes, by visualizing the decomposition of 
Activities generating a tree like structure. It is not meant to change the structure of the process, like the 
sequence of the Activities or the assigned Information resources. 

 

Figure 18: Example for a Task model 
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Classes and attributes: 

1. All the elements available in the Process model type should also be available here. 

 

 
Relation Class: Decomposed 
The Decomposed relation links an Activity to a Source process 
aggregation, indicating what process further describes the tasks 
performed by the Activity. 

FROM: Activity 

TO: Source Process aggregation 

Cardinality: 1 to 1 

 

Constraints: 

1. The model structure cannot be changed in by the user (i.e. adding new relations, adding new 
instances, changing the endpoints of relations, etc.). The user can however rearrange the position 
of the elements and change their attribute values. Changes of attributes are allowed since we 
assume that they are automatically synchronized with the source process, because of the following 
statement from D3.1.1: “Element types with the same name should be reused in the model types 
and instances of those types should be reusable throughout the models as far as possible and 
meaningful.” 

2. Exactly one Source process aggregation must not be the target of a Decomposed relation and not 
be contained in any other Source process aggregation. This is considered the root in the Task 
model. 

 

Mechanisms/Algorithms: 

1. The resource allocation from the Process model type (as described in Mechanisms/Algorithms of 
section 2.2.1) should be available here as well. However, the user should not be able to move the 
resources, since this would result in a change of the structure. Its purpose in the Task model type is 
to visualize the assigned resources and allow editing their attributes. 

2. The vertical composition from the Process model type as described in D7.2.1 should also be 
available here. The user should be able to compose the processes in the Task model, either one at a 
time or all at once. The result should however be again of the type Task model and not Process 
model. Just like in the composition the user should also have the option to decide if the current 
model should be overwritten or a new one created. Of course the composition also results in the 
removal of some Decomposed relations, the Source process aggregations should however be 
properly nested. An example for the vertical composition one process at a time can be seen in 
Figure 19. 
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Figure 19: Example for the vertical composition in a Task model (continued from previous page) 

3. The user should have the possibility to generate a Process model of the root Source process 
aggregation (i.e. the one without any incoming Decomposed relations and which is not contained in 
another Source process aggregation). This process should contain the same elements as the root 
Source process aggregation. An example for this can be seen in Figure 20. Using the created 
process and possibly some minor adaptations in the generated Process model, like adding a Process 
start and Process end, the user can then generate a Resource orchestration model. This together 
with the mechanism described at point 2, would be the reverse of the Process-to-Task derivation 
mechanism presented in section 2.2.2. 

 

Figure 20: Example for a generated Process model from a Task model 
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3 THE SECURITY FRAMEWORK ADAPTATIONS 
The following section (3.1) presents the defined access control model, which has already been specified in 
D3.2.1. Section 3.2 presents other required components that are needed to guarantee the global security 
but are not part of the defined access control model. Finally, section 3.3 presents some information that 
has been gathered in order to adapt the defined access control framework to the concrete needs of WP6. 

3.1 The Multi-tiered Access Control Architecture 

The access control architecture included into the global approach has been designed as a multi-tiered 
system; specifically it is composed by two layers. The first tier is situated inside the web layer of the Domain 
Access Server and it is based on the filtering of the SPARQL queries. The second tier is situated inside the 
Domain Source Layer and it is based on the use of multiple endpoints. 

 

 

Figure 21: Multi-tiered access control architecture 
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The access control model also includes other modules that are common, the Traceability Manager, the 
Policy Admin and the LD Information Manager. In Figure 21, which is a simplified version of the 
ComVantage global architecture, it is possible to observe all the modules of the access control model. They 
are highlighted in colours. 

The filtering module (in green) is composed of the Filtering AC Authentication and the Filtering Access 
Control. The Filtering Access Control analyses each SPARQL query received to give a permit or deny 
response, focusing on the predicates that are in the query, their role and taking into account the role of the 
application that is performing the query, making use of the Domain Policies stored in the Domain 
Configuration Layer. To ensure that the application has the permission to perform queries, the module 
contains an authentication component (Filtering AC Authentication) responsible of the task. 

The multiple endpoints module (in violet) implies the publishing of Linked Data into different SPARQL 
endpoints taking into account the ComVantage roles defined. To ensure that each SPARQL endpoint is 
protected against unauthorized access, the module deploys an authentication mechanism in front of the 
endpoints. 

The policy admin (in red) is the tool required to administrate the domain policies. The LD information 
Access Manager (in red) is responsible of showing the user all the resources that are accessible to the user’s 
role. It is also responsible of managing the exceptional and temporary access requests.  

The traceability managers (in orange) are responsible of storing all the relevant information of each access 
control request in the access logs. 

3.2 Other Required Components 

There are other components shown in the previous figure that are not part of the Linked Data access 
control module, however they are required to ensure the global security. Those components are the 
different authorization mechanisms of the two general types of applications, internal or external 
applications. An internal application is an application designed to be used by ComVantage authorized users, 
and a ComVantage authorized user is a member of the staff of a ComVantage company. On the contrary, 
an external application is an application designed to be used by a non ComVantage user, e.g. a client of the 
online shop. Furthermore, each application should take into account the user connected to enable the 
access only to the predefined information and/or functionalities. 

3.3 Adaptation of the Security Model to the WP6 Application Area 

Once the generic security model has been defined, it must be adapted to the needs of each application 
area. That is, taking into account the security model defined, some adaptations must be performed in order 
to customize it. 

In order to know to which extent the security model has to be adapted and which parts of the security 
model can be common to all application areas, it is important to know some information regarding the 
existing infrastructures and the security mechanisms that are aimed to be developed in each case. 

In order to obtain this information from all application partners, a questionnaire has been sent to each of 
them. The following table (Table 1) shows the questions and answers that have been collected regarding 
security aspects for WP6: 
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ID Question Answers 

1 Are the applications centralized 
or distributed?  

Our applications must be distributed. The idea is to have 
the application loaded on a personal device (used for 
software commissioning activities). We can evaluate the 
possibility to use the line PC as a server (based on 
operating system such as Win XP/7). 

2 Do you have any user directory 
for the prototype 
implementation?  

At the moment we do not have any user directory. 

3 Are you taking into account 
functionality security 
restrictions for each role that 
uses the application?  

We have different roles but same access policies. The 
SPARQL query of the application will be simply filtered with 
permit or deny depending on the credential. 

4 Have you decided which 
authorization mechanism are 
you going to deploy to on the 
applications?  

The mechanism for the authorization is related to the 
registration of the user as an actor involved in the project 
activity. The designers, the project engineers, technical 
leader and line manager can access the application and get 
information according to their project involvement.  

Table 1: Security questionnaire 

Taking into account the answers received some conclusions can be stated, which will serve as an input for 
the adaptation of the security model to the needs of the WP6 application partner. 

 First of all, the applications will be distributed, that is, each user device runs a ComVantage 
application that needs access to the Domain Access Server. Therefore, as the applications will not 
be centralized, it will not be possible to restrict the connections from certain IPs (those of the 
centralized applications). 

 Second, as no user repository exists currently, it is necessary to deploy one for the prototype. A 
Kerberos authentication model with a Single Sign-On and Active Directory could be sufficient for 
the development. 

 Third, this point is emphasized because the application will connect to the Domain Access Server 
with its own role/credentials, not with the role/credentials of the user. Depending of the role of 
each user, the application should perform parameterized SPARQL queries that ComVantage Access 
Control component will filter/permit/deny depending of the role of the application. 

 Finally, as it can be understood from the forth answer above, users will be registered in the 
ComVantage systems as an actor involved in the project activity, that is, as a role performing a 
certain activity in the project. 

In order to develop a proper security prototype adapted as much as possible to the needs of each 
application area, some other questions have been posed to the application partners. These questions and 
the gathered answers are exposed in Table 2: 
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ID Question Answers 

5 Which data do you want to 
store in Linked Data? 

• Data provided by the OPC 
• Theoretical Cycle time 
• Meeting Minutes 
• Drawing Files 
• Activity check list 
• Open issues 
• Video tutorials 
• Spare parts available 

6 In which format do you want to 
store the information stated 
above? 

• Data provided by the OPC --> Integer, byte or boolean 
format 
• Video --> *.avi, *.mpeg 
• All other information have to be formatted as RDF and 
semantic web (ontology) 

7 Which ComVantage roles do 
you want to define? 

• CV_Mechanic 
• CV_Electrician 
• CV_Automation_Engineer 
• CV_Line Designer 
• CV_Designer 
• CV_Technical_Leader 

8 Which information in LD (as 
stated in 5) do you want to 
make accessible to each 
ComVantage role? With which 
type of permission 
(read/write…)? In which 
conditions (from 10am to 12 
am)? 

Every Linked Data information must be available in read 
and write permission to every role. No time restriction. 

Table 2: Security questionnaire for prototype implementation 

By means of this information, regarding the data that will be published in Linked Data and the kinds of roles 
that will have access to this data, a security prototype adapted to each application area needs will be 
developed in a more accurate way. 
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4 CONCLUSIONS AND OUTLOOK 

4.1 Conclusions 

This document describes adaptations of the generic concepts provided in deliverables of work package 3, 
on its two main task sets: 

 modelling method adaptations; 
 security framework adaptations. 

 
Regarding the modelling method, the Plant Commissioning and Engineering application area scenarios 
suggested the following set of extensions to the generic ComVantage modelling method: 

 Support for incident management, which is a key requirement in the first phases of Plant 
Commissioning. From the initial designs to the plant deployment, incidents may arise and their 
handling can escalate to various incident-handling processes (with their own roles and 
responsibility levels). The adaptations presented in this deliverable extend the process model type 
with a way of designing event-handling processes for several types of events: suspending, parallel 
and terminating (according to the influence of the event on the main activity flow); 

 Mapping a car structure on a production process and hardware resources (robots) was 
approached by introducing direct links between product elements and process elements. In D3.1.1, 
the product model as a whole was linked to the process landscape as a whole, losing granularity 
that might prove useful to future mechanisms and algorithms. The new approach is a first step in 
further detailing hardware components (robot, gate, belt advancing mechanism) as parts of the 
production line, thus opening new possibilities for cycle time modelling (to be developed in the 
next iteration); 

 Shortcomings regarding the visual agglomeration of process models with various resource types 
attached (mobile app, hardware, information/documents etc.) have been approached by a clearer 
process-resource separation. Processes can now be designed in several views (modes), specific to 
each type of resource. This has the direct consequence of allowing the generalization of the mobile 
app orchestration (based on graph rewriting rules, as described in D3.1.1) to any type of resources, 
in order to derive sequences of information sources, robots etc. based on a pre-designed process or 
workflow; 

 Higher flexibility in task modelling (suggested by the mobile app orchestration framework of 
D5.3.1) was approached by describing mechanisms for task-to-process and process-to-task 
derivation.  

Regarding the security framework, a common model has been provided which can accommodate the 3 
different application areas. This security model adaptation will need to be instantiated based on the 
information assets individualized by each use case. The adaptation reveals that some common security 
mechanisms can be implemented over the 3 application areas (the ComVantage security concept). 
However, such access control component should be supported by individual systems and mechanisms that 
need to be implemented by each domain that rely on more traditional technology. In combination with the 
ComVantage security concept, such mechanisms are sufficient to leverage secure multi-domain 
collaboration. 

4.2 Outlook and Open Issues 

The next iteration of the deliverable (D6.2.2) will consider the following open issues: 

 Additional hardware resource types must be introduced to model the production line as a modular 
structure; 

 A more detailed view on document types necessary along a commissioning process might be 
needed in order to capture the types of incidents that can be associated with document types and 
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the document flow/dependencies. The necessity for an actual document model type versus an 
extension of the current set of document (information sources) attributes will be investigated; 

 The design of performance indicators and waste types that can be tracked during the Plant 
Commissioning phase, as well as during the production line operation; investigation of the 
opportunity of applying value stream mapping (Rother and Shook, 1999); 

 Validation of the modelling method will be initiated as the modelling tool will become available; 
 A more detailed adaptation of the access control framework taking into account the peculiarities 

and needs of each use case. 
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