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1.1 Executive Summary  

This document describes the installation and administration process of each Generic 

Enabler developed within in the "Cloud Hosting" chapter. The system requirements 

for the installation of a Generic Enabler are outlined with respect to necessary 

hardware, operating system and software. Each GE has a section dedicated to the 

software installation and configuration process as well as a section, which describes 

sanity check procedures for the system administrator to verify that the GE installation 

was successful.  

1.2 About This Document  

The "FI-WARE Installation and Administration Guide" comes along with the software 

implementation of components, each release of the document referring to the 

corresponding software release (as per D.x.2), to facilitate the users/adopters in the 

installation (if any) and administration of components (including configuration, if any).  

1.3 Intended Audience  

The document targets system administrators as well as system operation teams of 

FI-WARE Generic Enablers from the FI-WARE project.  

1.4 Chapter Context  

The Cloud Chapter offers Generic Enablers that comprise the foundation for 

designing a modern cloud hosting infrastructure that can be used to develop, deploy 

and manage Future Internet applications and services, as outlined in Materializing 

Cloud Hosting in FI-WARE.  

The capabilities available in the second release of FI-WARE Cloud Hosting platform 

are outlined in Roadmap of Cloud Hosting.  

The following diagram shows the main components (Generic Enablers) that comprise 

the second release of FI-WARE architecture.  

 
The architecture comprises a set of Generic Enablers that together provide hosting 

capabilities of several kinds and at several levels of resource abstraction -- aiming at 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Materializing_Cloud_Hosting_in_FI-WARE
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Materializing_Cloud_Hosting_in_FI-WARE
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Roadmap_of_Cloud_Hosting
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:FI-WARE_Cloud_Architecture_M21.png
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the needs of different applications hosted on the cloud platform. IaaS Data Center 

Resource Management (DCRM) GE is offering provisioning and life cycle 

management of virtualized resources (compute, storage, network) associated with 

virtual machines, which can run general purpose Operating Systems as well as 

arbitrary software stacks. Application developers and providers can use these virtual 

machines to develop and deploy their own software components that comprise their 

application stacks. Object Storage GE offers provisioning and life cycle 

management of object-based storage containers and elements, which can be 

efficiently used to store unstructured fixed content (such as images, videos, etc) as 

well as accompanying metadata. Job Scheduler GE offers the application to submit 

and manage computational jobs in a unified and scalable manner. Edgelet 

Management GE offers the capability to host lightweight application components, 

called edgelets, on devices typically located outside of the Data Center, such as 

those provided by the Cloud Proxy GE (developed jointly by the Cloud chapter and 

the Interfaces to Network and Devices chapter). Moreover, IaaS Service 

Management (SM) GE provides the means to host complex applications potentially 

comprising multiple virtual machines and other runtime components (as outlined 

above), by automated provisioning and life cycle management of such compound 

applications (also called services), including elasticity and auto-scaling based on 

metrics collected by the Monitoring GE. Lastly, PaaS Management GE uses the 

above capabilities to offer provisioning and management of complete PaaS 

environments, leveraging also the Software Deployment and Configuration (SDC) 

GE which offers a flexible framework for installation and customization of software 

products within individual virtual machines.  

Each of the above GEs provides a REST API that can be used programmatically. 

The human actor represents the programmatic user of the different capabilities of the 

Cloud GEs via REST APIs. Moreover, the Cloud chapter provides a Web-based 

Portal (part of of the UI layer) , which surfaces main capabilities in an interactive 

manner --such as provisioning and monitoring of VM instances and services.  

Cloud Hosting Generic Enablers are using the Identity Management and Access 

Control framework provided by the Security chapter.  

1.5 Structure of this Document  

The document is generated out of a set of documents provided in the FI-WARE wiki. 

For the current version of the documents, please visit the wiki at http://wiki.fi-ware.eu.  

The following resources were used to generate this document:  

D.4.3.2_Installation_and_Administration_Guide_front_page  

IaaS Data Center Resource Management - Installation and Administration 

Guide  

IaaS Service Management - Installation and Administration Guide  

Self-Service Interfaces - Installation and Administration Guide  

Object Storage - Installation and Administration Guide  

Software Management And Configuration - Installation and Administration 

Guide  

Monitoring - Installation and Administration Guide  

http://wiki.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/IaaS_Data_Center_Resource_Management_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/IaaS_Data_Center_Resource_Management_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/IaaS_Service_Management_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Self-Service_Interfaces_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Object_Storage_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Software_Management_And_Configuration_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Software_Management_And_Configuration_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Monitoring_-_Installation_and_Administration_Guide
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PaaS Management - Installation and Administration Guide  

Job Scheduler - Installation and Administration Guide  

1.6 Typographical Conventions  

Starting with October 2012 the FI-WARE project improved the quality and 

streamlined the submission process for deliverables, generated out of the public and 

private FI-WARE wiki. The project is currently working on the migration of as many 

deliverables as possible towards the new system.  

This document is rendered with semi-automatic scripts out of a MediaWiki system 

operated by the FI-WARE consortium.  

1.6.1 Links within this document  

The links within this document point towards the wiki where the content was rendered 

from. You can browse these links in order to find the "current" status of the particular 

content.  

Due to technical reasons not all pages that are part of this document can be linked 

document-local within the final document. For example, if an open specification 

references and "links" an API specification within the page text, you will find this link 

firstly pointing to the wiki, although the same content is usually integrated within the 

same submission as well.  

1.6.2 Figures  

Figures are mainly inserted within the wiki as the following one:  

 

[[Image:....|size|alignment|Caption]] 

Only if the wiki-page uses this format, the related caption is applied on the printed 

document. As currently this format is not used consistently within the wiki, please 

understand that the rendered pages have different caption layouts and different 

caption formats in general. Due to technical reasons the caption can't be numbered 

automatically.  

1.6.3 Sample software code  

Sample API-calls may be inserted like the following one.  

 

http://[SERVER_URL]?filter=name:Simth*&index=20&limit=10 

1.7 Acknowledgements  

The current document has been elaborated using a number of collaborative tools, 

with the participation of Working Package Leaders and Architects as well as those 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/PaaS_Management_-_Installation_and_Administration_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Job_Scheduler_-_Installation_and_Administration_Guide
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partners in their teams they have decided to involve; IBM, Intel, Technicolor, 

Telefonica.  

1.8 Keyword list  
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Architecture, Generic Enabler, Open Specifications, I2ND, Cloud, IoT, Data/Context 

Management, Applications/Services Ecosystem, Delivery Framework , Security, 

Developers Community and Tools , ICT, es.Internet, Latin American Platforms, Cloud 

Edge, Cloud Proxy.  
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2 IaaS Data Center Resource Management - 
Installation and Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

2.1 IaaS Data Center Resource Management 
Installation 

This guide provides a step-by-step instructions to get DCRM installed and running on 

a machine, as well as a list of perquisites, requirements and possible troubleshooting 

that may occur during the installation.  

2.1.1 Requirements  

The instructions below were tested on the following environment, it may or may not 

be the same on other configurations.  

 Minimal topology  

5 physical nodes (servers):  

host1: Cloud Controller node, Pivot, DOVE VM (Quantum based)  

host2: Keystone, Dashboard, Swift proxy and 3 * Swift storage nodes VMs  

host3: Compute node, zk service  

host4: Compute node, zk service  

host5: Compute node, zk service  

 

2.1.1.1 Hardware Requirements  

The following table contains the recommended minimum resource requirements for 

each physical node running in the infrastructure:  

Resource  Requirement (for each)  

CPU  8 cores with at least 2.4 GHZ, VT-x enabled  

Physical 

RAM  
16GB  

Disk Space  
1TB The actual disk space depends on the amount of data being 

stored within the Repositories NoSQL database System.  

2.1.1.2 Operating System Support  

 Ubuntu 12.04 x86_64  

2.1.1.3 Software Requirements  

The following software is needed:  

 MySql server - mandatory  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/IaaS%20Data%20Center%20Resource%20Management%20-%20Installation%20and%20Administration%20Guide


Future Internet Core Platform  

 

D.4.3.2: FI-WARE Installation and Administration Guide  Page 8   

 tgt (linux SCSI target user-space tool) - mandatory  

 Open-iScsi (iSCSI implementation) - mandatory  

 RabbitMQ server - mandatory  

 KVM, libvirt (Virtualization software) - mandatory  

 Apache server - mandatory  

 LVM (Logical volume manager) - mandatory  

 ntp (Network time protocol) - mandatory  

2.1.1.4 Storage Requirements  

All compute nodes should use shared storage. Mount the shared storage to the 

node's nova/instances folder so all VMs' disks are placed on it.  

2.1.2 DCRM  

2.1.2.1 Install DCRM  

 Install OpenStack's Essex version on Ubuntu 12.04 - Precise Pangolin [1]  

 Install Zookeeper (it is recommended to maintain three installations on 

various nodes) [2]  

 Install client side python libraries on every nova node  

 

sudo apt-get install python-zookeeper python-pip 

sudo pip install evzookeeper 

More details about Zookeeper for Openstack installation and configuration can be 

found here Zookeeper install and configure  

 Install Shared storage  

Set one of the environment's compute node as NFS server, and make sure all other 

compute nodes mount the shared storage and use it for their nova/instances folder 

ubuntu-nfs-install  

 Download DCRM GE 2.2 Release files from CLOUD-DCRM:2.2 Files  

 Extract nova.tar.gz files to /usr/lib/python2.7/dist-packages/nova/ on each of 

the nodes  

 On VMKeeper node (Only single instance of vmkeeper should be started in 

all the environment)  

 Extract the file nova-vmkeeper from VMKeeper.tar.gz to 

/usr/bin/nova-vmkeeper  

 Extract the file nova-vmkeeper.conf from VMKeeper.tar.gz to 

/etc/init/nova-vmkeeper.conf  

 Copy nova-manage to /usr/bin/nova-manage  

http://www.hastexo.com/resources/docs/installing-openstack-essex-20121-ubuntu-1204-precise-pangolin
http://zookeeper.apache.org/doc/r3.3.3/zookeeperAdmin.html
http://cloudystuffhappens.blogspot.com.es/2013/03/zookeeper-and-openstack-nova.html
https://help.ubuntu.com/community/SettingUpNFSHowTo
https://forge.fi-ware.eu/frs/admin/editrelease.php?group_id=23&release_id=106&package_id=78
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2.1.2.2 Configure DCRM  

 Configure live migration support  

Update libvirtd configuration and nova.conf. For more details follow the guide: 

configure-live-migration  

 As for this release, DCRM can be run in one of two modes:  

1. Using advanced scheduler - PIVOT scheduler  

2. Supporting dynamic overcommit based on VMs usage  

The mode in which the system is run on is set in the nova.conf configuration file. First, 

create a nova.conf file based on the common configuration below, next select either 

advanced scheduler mode or overcommit mode and add the relevant configuration 

parameters to your nova.conf.  

Common configuration:  

 

--dhcpbridge_flagfile=/etc/nova/nova.conf 

--dhcpbridge=/usr/bin/nova-dhcpbridge 

--logdir=/var/log/nova 

--state_path=/var/lib/nova 

--lock_path=/var/lock/nova 

--allow_admin_api=true 

--use_deprecated_auth=false 

--auth_strategy=keystone 

--

logging_context_format_string=%(asctime)s %(levelname)s %(name

)s %(threadName)s /%(thread)d 

[%(request_id)s %(user_id)s %(project_id)s] %(instance)s%(mess

age)s 

--

logging_default_format_string=%(asctime)s %(levelname)s %(name

)s %(threadName)s /%(thread)d [-] %(instance)s%(message)s 

--s3_host=IP_ADDRESS 

--ec2_host=IP_ADDRESS  

--rabbit_host=IP_ADDRESS 

--cc_host=IP_ADDRESS 

--nova_url=http://IP_ADDRESS:8774/v1.1/ 

--routing_source_ip=IP_ADDRESS 

--network_host=IP_ADDRESS 

--glance_api_servers=IP_ADDRESS:9292 

--image_service=nova.image.glance.GlanceImageService 

--iscsi_ip_prefix=IP_ADDRESS 

--sql_connection=mysql://novadbadmin:passw0rd@IP_ADDRESS/nova 

http://docs.openstack.org/essex/openstack-compute/admin/content/configuring-live-migrations.html
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--ec2_url=http://IP_ADDRESS:8773/services/Cloud 

--keystone_ec2_url=http://IP_ADDRESS:5000/v2.0/ec2tokens 

--api_paste_config=/etc/nova/api-paste.ini 

--libvirt_type=kvm 

--libvirt_use_virtio_for_bridges=true 

--start_guests_on_host_boot=true 

--resume_guests_state_on_host_boot=true 

--vnc_enabled=true 

--vncproxy_url=http://IP_ADDRESS:6080 

--vnc_console_proxy_url=http://IP_ADDRESS:6080 

--iscsi_helper=tgtadm 

--connection_type=libvirt 

--root_helper=sudo nova-rootwrap 

--verbose 

--libvirt_use_virtio_for_bridges 

--ec2_private_dns_show 

--novnc_enabled=true 

--novncproxy_host=IP_ADDRESS 

--novncproxy_base_url=http://IP_ADDRESS6080/vnc_auto.html 

--vncserver_proxyclient_address=IP_ADDRESS 

--vncserver_listen=IP_ADDRESS 

--rpc_response_timeout=600 

--service_down_time=60 

--zk_servers=IP_ADDRESS:2181 # Comma separated zk servers ip 

addresses:port. 

 #(e.g.--

zk_servers=9.148.26.140:2181,9.148.26.141:2181,9.148.26.142:21

81) 

--svcgroup_backend=zk 

--scheduler_monitoring_enabled=True 

Nova.conf for advanced scheduler:  

 

--

scheduler_driver=nova.scheduler.pivot_scheduler.PivotScheduler 

 

Configuration can be fined tuned to your needs by changing the 

relevant parameter: 

 

scheduler_ongoing_enabled=True 
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scheduler_ongoing_tick=10 

 

Nova.conf for dynamic overcommit:  

 

--

scheduler_driver=nova.scheduler.filter_scheduler.FilterSchedul

er 

# per host . see simple 

--cpu_low_util_threshold=0.09 

--vcpu_throttle_ratio=10.0 

--cpu_allocation_ratio=1.0 

--

scheduler_default_filters=AvailabilityZoneFilter,RamFilter,Com

puteFilter,UtilizationFilter 

--

least_cost_functions=nova.scheduler.least_cost.compute_balance

_performance_cost_fn 

--ram_allocation_ratio=1.0 

--scheduler_ongoing_enabled=False 

--scheduler_pulsar_enabled=True 

 

2.1.3 ResourceManager Advanced Placement : Pivot 

PIVOT is an advanced placement manager for clouds capable of deploying, 

optimizing and relocating virtual machines under various constraints while globally 

optimizing the cloud utilization. PIVOT both produces plans for deploying and 

migrating virtual machines and handles their safe execution.  

2.1.3.1 Install Software  

PIVOT is a Java application and requires a JRE.  

 Download and install IBM JRE 1.6 from [3]  

After installation, make sure java bin files are in the specified in PATH.  

 Copy and extract PIVOT.tar.gz from CLOUD-DCRM:2.2 Files into /opt/IBM/  

 Copy and extract cplex.tar.gz from CLOUD-DCRM:2.2 Files into /opt/IBM/  

 Edit /opt/IBM/PIVOT/pivot_env.sh:  

 Add the next line to be the first line in the file  

 export 

LD_LIBRARY_PATH=/opt/IBM/ILOG/cplex12401/:$LD_LIBRARY_PATH 

 Create Pivot's log directory  

    mkdir /var/log/PIVOT/ 

https://www.ibm.com/developerworks/java/jdk/linux/download.html#java6
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    Grant the user running Openstack services with full access 

 Create a symbolic link in /opt/IBM/PIVOT/  

    ln -s /var/log/PIVOT/ logs 

2.1.3.2 Configure Pivot  

 JRE path should point to the installed JRE  

Additional parameters:  

 scheduler_ongoing_enabled parameter sets whether a periodic on going 

optimization task is enabled or disabled (True/False)  

 scheduler_ongoing_tick parameter sets the interval in ticks (~ one minute) 

in which the periodic on going optimization task will be invoked (int)  

 cpu_util_queue_len sets the instances' monitoring history sliding window 

(int)  

2.1.4 ResourceManager Advanced Network : Dove  

2.1.4.1 Install Dove  

 Create a VM with at Disk Space > 20GB; RAM > 1GB and enable 

OpenSSH  

 Install Quantum  

   apt-get install quantum-server quantum-plugin-openvswitch     

 Install required software:  

 

sudo apt-get install autoconf libtool pkg-config g++ 

 Next extract and install DOVE from dov.tar.gz, placed in CLOUD-DCRM:2.2 

Files  

Copy libclassic.h to '/usr/include/', and copy 'libclassic.a' to '/usr/lib Untar dove.tar to 

quantum/plugins/ directory  

 Create additional network adapter attached to the internal network with the 

name dev-br  

 Enable port forwarding on the VM for SSH and HTTP  

 Update /etc/network/interfaces as follow:  

 

# The loopback network interface 

auto lo 

iface lo inet loopback 

 

# The primary network interface 
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auto eth0 

iface eth0 inet dhcp 

 

auto eth1 

iface eth1 inet static 

address 11.0.0.1 

netmask 255.255.0.0 

 Create the following file 

'/etc/quantum/plugins/dove/dove_quantum_plugin.ini'  

 

[DATABASE] 

sql_connection = 

mysql://root:12345@11.0.0.1/dove_quantum?charset=utf8 

reconnect_interval = 2 

 Create DOVE database:  

 

Mysql -u root -p 

 

CREATE DATABASE dove_quantum; 

 Modify the file '/opt/stack/nova/nova/network/quantum/manager.py':  

 

self.q_conn.create_and_attach_port(network['net_tenant_id'], 

                                   network['quantum_net_id'], 

                                   vif_rec['uuid'], 

                                   vm_id=instance['uuid'], 

                                   rxtx_factor=rxtx_factor, 

                                   nova_id=nova_id, 

                                   

allowed_address_pairs=pairs, 

                                   host=host) 

 Verify that ovs-vsctl in the file /etc/nova/rootwrap.d/compute.filters is set to  

ovs-vsctl: CommandFilter, /usr/local/bin/ovs-vsctl, root  

 Replace the following methods of class LinuxNetL3 in 

nova/nova/network/l3.py:  

 

     def initialize_gateway(self, network_ref): 

         return 
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     def remove_gateway(self, network_ref): 

         return 

 Copy the class LibvirtDoveDriver found in dove.tar.gz/dove_vif.py to the file 

nova/virt/libvirt/vif.py  

2.1.4.2 configure Dove  

Update /etc/quantum/quantum.conf:  

      core_plugin = 

quantum.plugins.DOVE.dove_quantum_plugin.DoveQuantumPlugin 

Update /etc/nova/nova.conf:  

      quantum_use_dhcp=False 

      

libvirt_vif_driver=nova.virt.libvirt.vif.LibvirtDoveDriver 

      quantum_use_port_security=True 

2.1.5 ResourceManager Advanced Capacity Manager : Pulsar  

2.1.5.1 Install Pulsar  

Login into Nova's Mysql database and create the following tables:  

     sudo mysql -uroot -p$MYSQL_PASS nova 

     alter table instances add low_util boolean default FALSE; 

     alter table instances add vcpu_throttle_ratio float 

default 1.0; 

2.1.5.2 Configure Pulsar  

Configuration can be fined tuned to your needs by changing the relevant parameter:  

 cpu_low_util_threshold sets under what level of utilization the VM is 

considered idle (float [0,1])  

 vcpu_throttle_ratio sets the ratio in which idle VM resources will be reduced 

(float > 0)  

 cpu_allocation_ratio sets virtual CPU to Physical CPU allocation ration 

(overcommit ratio, int > 0)  

 scheduler_monitoring_enabled sets whether monitoring is enabled 

(True/False)  

 scheduler_pulsar_enabled sets whether Pulsar is enabled (True/False)  
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2.1.6 Start Services  

 Start Zookeeper service on all installed nodes: 

/usr/share/zookeeper/bin/zkServer.sh start  

 On each node, start the relevant Openstack services:  

o service nova-api restart  

o service nova-scheduler restart  

o service nova-compute restart  

o service nova-volume restart  

o service nova-network restart  

o service nova-vmkeeper restart  

2.2 Sanity check procedures 

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

 

Check Openstack installation: 

        From the cli run nova-manage service list 

        make sure all services are registered and up (with :) 

status) 

 

nova-consoleauth fw-haifa-controller                  nova             

enabled    :-)   2013-04-03 11:40:48 

nova-scheduler   fw-haifa-controller                  nova             

enabled    :-)   2013-04-03 11:40:57 

nova-volume      fw-haifa-controller                  nova             

enabled    :-)   2013-04-03 11:40:57 

nova-cert        fw-haifa-controller                  nova             

enabled    :-)   2013-04-03 11:41:04 

nova-network     fw-haifa-controller                  nova             

enabled    :-)   2012-11-12 09:24:40 

nova-compute     fw-haifa-compute-1                   nova             

enabled    :-)   2013-04-03 11:02:32 

nova-network     fw-haifa-compute-1                   nova             

enabled    :-)   2013-04-03 11:04:54 

nova-compute     fw-haifa-compute-2                   nova             

enabled    :-)   2013-04-03 11:02:38 

nova-compute     fw-haifa-compute-3                   nova             

enabled    :-)   2013-04-02 22:54:41 

nova-vmkeeper    fw-haifa-compute-1                   nova             

enabled    :-)   2013-04-02 21:20:11 
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Check Zookeeper installation: 

From other host check that you can connect to the zk server 

using cli 

        /usr/share/zookeeper/bin/zkCli.sh 

        in the cli prompt run: 

        connect <SERVER_IP>:<PORT>    (the default port is 

2181) 

        verify you can see zk filesystem by running ls / 

Make sure vmkeeper service is running only on one server 

 

Check DOVE installation: 

sudo ovs-vsctl show 

 

Possible response: 

36245625-a32e-4e33-abcf-c224a5707bbd 

    Bridge br-int 

        Controller "tcp:9.47.163.112" 

            is_connected: true 

        fail_mode: secure 

        Port dove 

            Interface dove 

                type: dove 

        Port br-int 

            Interface br-int 

                type: internal 

        Port "tapa5d90016-f1" 

            Interface "tapa5d90016-f1" 

        Port "tap2765e731-b2" 

            Interface "tap2765e731-b2" 

 

 

Check PIVOT installation:  

 

 

java -version 
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Verify valid response: 

java version "1.6.0" 

Java(TM) SE Runtime Environment (build pxa6460sr8fp1-

20100624_01(SR8 FP1)) 

IBM J9 VM (build 2.4, JRE 1.6.0 IBM J9 2.4 Linux amd64-64 

jvmxa6460sr8ifx-20100609_59383 (JIT enabled, AOT enabled) 

 

Verify /opt/IBM/PIVOT and /opt/IBM/ILOG exist 

2.2.1 End to End testing 

Log in with the YOUR_USER_NAME and YOUR_PASSWORD to the Dashboard 

endpoint (HORIZON http web interface), usually located at http://dashboard and 

examine the various sections in the admin tab to make sure all instances, images 

and services are well defined and accessible.  

Check registered services and their state:  

    nova-manage service list 

Make sure at least three nova-compute are running (have (: symbol for state), nova-

volume, nova-scheduler, nova-network, nova-consoleauth, nova-cert  

The next step is to try and create a VM, as this spans most of the components, once 

the VM has successfully created, it is a good indication for the system health.  

From the command line run  

  nova image-list 

Results should contain at least one row  

 

+----+--------------------------------------+--------+--------

+ 

| ID |                 Name                 | Status | Server 

| 

+----+--------------------------------------+--------+--------

+ 

| 14 | oneiric-server-cloudimg-amd64-kernel | ACTIVE |        

| 

| 15 | oneiric-server-cloudimg-amd64        | ACTIVE |        

| 

+----+--------------------------------------+--------+--------

+ 

 

Use the ID returned, for example in the above case 15, and execute  

  $ nova boot --image 15 --flavor 2 test 

http://dashboard/
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A new VM with the name test should be created, login to the dashboard/use the 

following command to check it's state  

  $ nova list 

 

+------+----------------+--------+----------------------+ 

|  ID  |      Name      | Status |       Networks       | 

+------+----------------+--------+----------------------+ 

| 1426 | test           | ACTIVE | internet=8.22.27.251 | 

+------+----------------+--------+----------------------+ 

2.2.2 List of Running Processes 

 /usr/sbin/apace2  

 /usr/sbin/mysqld  

 /usr/lib/erlang/erts-5.8.5/bin/epmd -daemon  

 /usr/bin/java * com.ibm.pivot.PivotUDPServer  

 /usr/bin/java * org.apache.zookeeper.server.quorum.QuorumPeerMain  

 libvirt  

 kvm  

 

 Several nova related process should be running according to your topology:  

   ps aux | grep "/usr/bin/nova" | grep -v grep | awk '{print 

$12}' 

  

o /usr/bin/nova-novncproxy  

o /usr/bin/nova-consoleauth  

o /usr/bin/nova-volume  

o /usr/bin/nova-cert  

o /usr/bin/nova-api  

o /usr/bin/nova-scheduler  

o /usr/bin/nova-objectstore  

o /usr/bin/nova-network  

o /usr/bin/nova-compute  

o /usr/bin/nova-vmkeeper  

2.2.3 Network interfaces Up & Open 

Default ports for OpenStack projects and components: Horizon : 80 (WSGI), 

Keystone : 5000, Nova URL : 8774, glance : 9292, ec2 url: 8773, vncproxy:6080, 

libvirt migration : 16509, Zookeeper: 2181  
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The OCCI interface itself will start on port 8787 by default. It is mentioned however 

that port 35357 should be open as well. The later is the port for the authentication 

service Keystone  

2.2.4 Databases 

The last step in the sanity check, once that we have identified the processes and 

ports is to check the different databases that have to be up and accept queries.  

Nova DB is installed on only one of the nodes (usually the controller node) and all 

other services connect to it remotely. To make sure the DB is installed and is up 

running, do the following:  

  cat /etc/nova/nova.conf | grep sql_connection 

This will provide you with the information of the DB node IP, MYSQL_USER and 

MYSQL_PASS use them to execute the next command  

sudo mysql -uroot -p$MYSQL_PASS nova -e 'SELECT * FROM 

services;' 

If installed correctly, you will see something similar to the following (ignore the time 

and hosts fields)  

 

| created_at          | updated_at          | deleted_at | 

deleted | id | host                | binary           | topic       

| report_count | disabled | availability_zone | 

+---------------------+---------------------+------------+----

-----+----+---------------------+------------------+----------

---+--------------+----------+-------------------+ 

| 2012-11-08 13:03:25 | 2013-04-03 11:40:48 | NULL       |       

0 |  1 | controller | nova-consoleauth | consoleauth |      

1223986 |        0 | nova              | 

| 2012-11-08 13:14:59 | 2013-04-03 11:40:57 | NULL       |       

0 |  2 | controller | nova-scheduler   | scheduler   |      

1106049 |        0 | nova              | 

| 2012-11-08 13:14:59 | 2013-04-03 11:40:57 | NULL       |       

0 |  3 | controller | nova-volume      | volume      |      

1223137 |        0 | nova              | 

| 2012-11-08 13:14:59 | 2013-04-03 11:41:04 | NULL       |       

0 |  4 | controller | nova-cert        | cert        |      

1222771 |        0 | nova              | 

| 2012-11-08 13:16:31 | 2012-11-12 09:24:40 | NULL       |       

0 |  5 | controller | nova-network     | network     |        

32822 |        0 | nova              | 

| 2012-11-08 15:22:44 | 2013-04-03 11:02:32 | NULL       |       

0 |  6 | compute-1  | nova-compute     | compute     |      

1119355 |        0 | nova              | 
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| 2012-11-12 09:33:14 | 2013-04-03 11:04:54 | NULL       |       

0 |  7 | compute-1  | nova-network     | network     |      

1189791 |        0 | nova              | 

| 2012-11-12 11:42:50 | 2013-04-03 11:02:38 | NULL       |       

0 |  8 | compute-2  | nova-compute     | compute     |      

1098526 |        0 | nova              | 

| 2012-11-12 12:57:37 | 2013-04-02 22:54:41 | NULL       |       

0 |  9 | compute-3  | nova-compute     | compute     |      

1142361 |        0 | nova              | 

| 2013-03-28 10:55:41 | 2013-04-02 21:20:11 | NULL       |       

0 | 10 | compute-1  | nova-vmkeeper    | vmkeeper    |         

1837 |        0 | nova              | 

+---------------------+---------------------+------------+----

-----+----+---------------------+------------------+---- 

To make sure Pulsar was configured, execute  

 describe instances; 

This will show all instances table columns defined, the last two should be  

 

| low_util                 | tinyint(1)   | YES  |     | 0       

|                

| vcpu_throttle_ratio      | float        | YES  |     | 1       

| 

To make sure DOVE DB was configured, log in to DOVE node and execute  

sudo mysql -uroot -p$MYSQL_PASS dove_quantum 'SHOW TABLES;' 

If it returns errors/no tables lines are return, please go back to DOVE 

install&configure section and reinstall  

 

2.3 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution.  

 

In case of a problem, check /var/log/nova/*.log for records of type ERROR or 

EXCEPTION to check what is the source of the problem. Additional Openstack 

troubleshooting procedures are described here: [4]  

 

If you are running with the advanced scheduler and unknown error occurred, check 

/var/log/PIVOT/*.log for exceptions. Next, try to restart the scheduler service. If the 

error persists, send PIVOT logs and nova-scheduler.log* to the IBM's development 

team.  

http://docs.openstack.org/essex/openstack-compute/admin/content/ch_support-and-troubleshooting.html
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Make sure all the services are running using nova-manage service list command. In 

case one of the services listed above is not running or with :( state, restart the service 

with the same commands listed in Start DCRM.  

 

In case the services appear as down, make sure zookeeper has been started before 

the nova services have. If they havent - restart the services.  

 

2.3.1 Resource availability 

The resource availability should be at least 1GB of RAM and 6GB of Hard disk in 

order to prevent enabler's bad performance. This means that bellow these thresholds 

the enabler is likely to experience problems or bad performance.  

2.3.2 Remote Service Access 

We need to make sure all components are accessible: the OpenStack API, DOVE, 

PIVOT and Swift.  

At keystone node make sure keystone is accessible:  

    keystone catalog --service ec2 

The response is the list of access URLs  

 

    Service: ec2 

+-------------+----------------------------------------+ 

|   Property  |                 Value                  | 

+-------------+----------------------------------------+ 

| adminURL    | http://URL/services/Admin | 

| internalURL | http://URL/services/Cloud | 

| publicURL   | http://URL/services/Cloud | 

| region      | RegionOne                              | 

+-------------+----------------------------------------+ 

At Glance node make sure glance is accessible:  

    glance index 

The response is the list of images currently available and accessed from Glance  

 

ID                                   Name                           

Disk Format          Container Format     Size 

------------------------------------ -------------------------

----- -------------------- 
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0da554a8-ea83-459e-a013-7442ca346f00 

Ubuntu_12.04_cloudimg_amd64    qcow2                ovf                      

4752474112 

At a Swift node make sure Swift is accessible:  

    swift list 

To verify OpenStack API is accessible (Apache application) acquire a valid token 

from the OpenStack Keystone server. Using curl, the following command can be 

used:  

   curl -d 

'{"auth":{"passwordCredentials":{"username":"<Insert Openstack 

username here>", "password":"<Insert Openstack password 

here>"}}}' 

   -H "Content-type: application/json" http://<Insert IP 

address of Keystone node here>:5000/v2.0/tokens 

The resulting Keystone Token is returned near the beginning of the response  

 

    {"access": {"token": {"expires": "2012-06-22T07:50:54Z", 

"id": "d71c70e2d0834d4baaa7ec9f2b94b7ca", "tenant": 

{"enabled": true, "id": "a4f4eb48f31c447e84606368a7193c9c", 

"name": "demo", "description": null}}, "serviceCatalog": 

[{"endpoints": [{"adminURL": 

"http://192.168.255.135:8774/v2/a4f4eb48f31c447e84606368a7193c

9c", "region": "RegionOne", "publicURL": 

"http://192.168.255.135:8774/v2/a4f4eb48f31c447e84606368a7193c

9c", 

Use the value of the first id field as TOKEN, and publicURL as the URL, and execute  

 

curl -v -X GET -H 'X-Auth-Token:TOKEN' -H "Content-type: 

application/json" URL/servers/detail 

several Nova Compute nodes should be returned as a response.  

 

2.3.3 Resource consumption 

The DCRM component manages the VMs and the hosts. Resource consumption can 

get quite high as more VMs are started and is depended on the VMs nominal 

resources requested (i.e. the VM's flavor) and more importantly, the VMs utilization 

(i.e. actual resources in used by the workload). There is no general assumption on 

the default consumption and it varies from one deployment to another.  

In nova.conf overcommit and quota parameters can be configured to limit (as for the 

moment) Compute nodes' amount of Virtual Machines scheduled and the nominal to 

physical resources ratio (for RAM and CPU), which limit in a way the resources 

consumption.  
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The resource consumption depends on the number of VMs deployed and running, as 

well as the resources' over-commit ratio enabled for the system. All instances disks 

are on shared storage. Therefore, it is important to use at least a 1 TB of space in the 

shared storage, and make sure it's extendible.  

The next table is an effort to state the amount of resources that are abnormally high 

or low (for RAM, CPU and I/O) and should alert the administrator of a problem/need 

to add more resources. The data is applied to the System Requirement section from 

the beginning of this guide.  

Resource Consumption for non Compute 

node  

 Low Usage  High Usage  

RAM  3,2GB ~ 40%  
7,83GB ~ 

98%  

CPU  

10% (of a 

2500MHz 

core)  

90% (of a 

2500MHZ 

core)  

HDD (local 
storage)  

30%  80%  

 

Resource Consumption for Compute node  

 Low Usage  High Usage  

RAM  
3,2GB ~ 

40%  

6,4GB ~ 

80%  

CPU  
10% of a 

core  

90% of a 

core  

HDD (local)  30%  90%  

HDD 
(shared)  

15%  70%  

2.3.4 I/O flows 

Clients access the DCRM Interface through the client's Web Browser through the 

Dashboard component (an Apache application) using HTTP protocols to the 

controller component (OpenStack API) which forward the request to the relevant 

component (e.g. DOVE, PIVOT, etc.).  
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3 IaaS Service Management - Installation and 
Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

3.1 Claudia Installation 

This guide tries to define the procedure to install the IaaS SM GE - Claudia in a 

machine, including its requirements and possible troubleshooting that we could find 

during the installation. We have to talk about two nodes, one including the core 

functionality and deployed in a JBoss server application (JBoss node) and a second 

one with the OpenStack API functionality and deployed in a Apache Tomcat server 

(Tomcat node).  

3.1.1 Requirements  

In order to execute the IaaS SM, it is needed to have previously installed the 

following software of framework in the two nodes:  

 JBoss Node:  

o JavaTM Platform, Standard Edition Development Kit (JDKTM) 6 

[1].  

o MySQL Community Server GA 5.1.63 [2].  

o JBoss 5.1.0.GA [3]  

 Tomcat Node:  

o JavaTM Platform, Standard Edition Development Kit (JDKTM) 6.  

o MySQL Community Server GA 5.1.63.  

o Apache Tomcat 6 [4]  

3.1.2 Database configuration 

We start with the JBoss node. After you have installed the MySQL it is necessary 

execute the following script in order to create the appropriate database to be used by 

IaaS SM:  

 

DROP DATABASE IF EXISTS ClaudiaDB; 

 

CREATE DATABASE ClaudiaDB; 

 

CREATE USER 'claudiauser'@'%' IDENTIFIED BY 'claudiapass'; 

GRANT ALL PRIVILEGES ON ClaudiaDB.* TO 'claudiauser'@'%'; 

 

If during the execution of this process we obtain an error due to the user existed 

previously, we will see the following message:  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/IaaS%20Service%20Management%20-%20Installation%20and%20Administration%20Guide
http://www.oracle.com/technetwork/java/javase/downloads/jdk6-downloads-1637591.html
http://dev.mysql.com/downloads/mysql/5.1.html#downloads
http://sourceforge.net/projects/jboss/files/JBoss/JBoss-5.1.0.GA/
http://tomcat.apache.org/download-60.cgi/
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''ERROR 1396 (HY000) at line 5: Operation CREATE USER failed 

for 'claudiauser'@'%''' 

 

We should execute the following commands in that case after the previous SQL 

sentences:  

 

GRANT ALL PRIVILEGES ON ClaudiaDB.* TO 'claudiauser'@'%'; 

 

It is checked some problems in Linux system in order to create also the user due do 

the %, in that cases, we can change the create user and privileges SQL sentences 

by the following:  

 

DROP DATABASE IF EXISTS ClaudiaDB; 

CREATE DATABASE ClaudiaDB; 

CREATE USER 'claudiauser'@'localhost' IDENTIFIED BY 

'claudiapass'; 

GRANT ALL PRIVILEGES ON ClaudiaDB.* TO 

'claudiauser'@'localhost'; 

 

Regarding the OpenStack node, in which we have installed a Tomcat and MySQL, 

we need only to have a Database (openstack_tcloud) and it is created automatically 

when the Tomcat is started with the OpenStack module on it. At the same time, when 

the Tomcat is stopped this database is dropped, then the only operation that we have 

to do is the creation of the database.  

 

CREATE DATABASE openstack_tcloud; 

 

3.1.3 JBoss Application Server configuration 

The recommended path to install the JBoss is /opt/jboss  

 

$ mkdir -p /opt/jboss 

$ cp /path/to/jboss-5.1.0.GA.zip /opt/jboss 

$ cd /opt/jboss 

$ tar xfvz jboss-5.1.0.GA.zip 

3.1.3.1 Step 1: Run JBoss 

JBoss is started with the following command:  
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$ nohup <JBOSS_HOME>/bin/run.sh -b 0.0.0.0 > jboss-default.log 

& 

 

The -b parameter (optional) is used in order to catch from all interfaces. If we want to 

stop the JBoss application server, we execute the following command:  

 

$ <JBOSS_HOME>/bin/shutdown.sh -S [-u admin –p admin] 

 

<JBOSS_HOME> in these cases can be changed by 

<JBOSS_INSTALLATION_DIR>/jboss-5.1.0.GA in JBoss 5.1 GA or < 

JBOSS_INSTALLATION_DIR >/jboss-eap-5.1/jboss-as in JBoss EAP 5.1.  

We will use the default server configuration, which contains everything you need to 

run a stand-alone J2EE server including web services. Anyway, JBoss is not limited 

to the existing default server configurations. You can create a custom server 

configuration that suits your needs best. [5].  

After JBoss is started completely (it could need several minutes), we can go to the 

home page of JBoss in order to check that it is up and running.  

 

$ wget http://localhost:8080 

 

And it returns the index.html file. We have also the possibility to go to the Admin 

Console (http://localhost:8080/admin-console) in order to see the configuration of the 

JBoss.  

3.1.3.2 Step 2: Logging Service 

By default, JBoss produces output to both the console and a log file (log/server.log). 

There are 6 basic log levels used: TRACE, DEBUG, INFO, WARN, ERROR and 

FATAL. The logging threshold on the console is INFO, which means that you will see 

informational messages, warning messages and error messages on the console but 

not general debug and trace messages. This effectively means that any TRACE or 

DEBUG logger from any logger categories will not be logged in any files or the 

console appender. This setting is controlled through the jboss.server.log.threshold 

property. By default this is INFO. If you were to change this to DEBUG, it would 

produce much more detailed logging output. In order to change this you can execute 

JBoss with the following parameter:  

 

$ <JBOSS_HOME>/bin/run.sh -b 0.0.0.0  -

Djboss.server.log.threshold=DEBUG 

http://community.jboss.org/docs/DOC-9475
http://localhost:8080/admin-console


Future Internet Core Platform  

 

D.4.3.2: FI-WARE Installation and Administration Guide  Page 27   

3.1.3.3 Step 3: Users and Roles 

By default the user and password of JBoss is admin/admin. If there is a problem with 

these data we have to check that they exist and they are not commented in the 

file<JBOSS_HOME>/server/default/conf/props/jmx-console-users.properties  

 

# A sample users.properties file for use with the 

UsersRolesLoginModule 

admin=admin 

 

and in <JBOSS_HOME>/server/default/conf/props/jmx-console-roles.properties  

 

# A sample roles.properties file for use with the 

UsersRolesLoginModule 

admin=JBossAdmin,HttpInvoker  

3.1.3.4 Step 4: JNDI 

We need to create or modify the property java.naming.provider.url within the property 

file server/default/conf/jndi.properties  

 

java.naming.provider.url=localhost:1199 

After this change, it is convenience to restart JBoss.  

3.1.3.5 Step 5: Setting up a MySQL datasource 

Download the driver from [6], unrar/unzip it and extract the jar file and then copy it 

into <JBOSS_HOME>\server\default\lib\  

Copy the example datasource file in <JBOSS_HOME>/docs/examples/jca/mysql-

ds.xml to <JBOSS_HOME>/server/default/deploy. You can select the name that you 

want but the file must finish with -ds.xml. The content of this file will be the following:  

 

<?xml version="1.0" encoding="UTF-8"?> 

 

<datasources> 

    <xa-datasource> 

        <jndi-name>claudiaDataSource</jndi-name> 

        <track-connection-by-tx>true</track-connection-by-tx>  

        <xa-datasource-

class>com.mysql.jdbc.jdbc2.optional.MysqlXADataSource</xa-

datasource-class> 

        <xa-datasource-property 

name="ServerName">localhost</xa-datasource-property> 

http://www.mysql.com/downloads/connector/j/5.1.html#downloads
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        <xa-datasource-property 

name="DatabaseName">ClaudiaDB</xa-datasource-property> 

        <xa-datasource-property name="User">claudiauser</xa-

datasource-property> 

        <xa-datasource-property 

name="Password">claudiapass</xa-datasource-property> 

     <transaction-

isolation>TRANSACTION_READ_COMMITTED</transaction-isolation> 

    </xa-datasource> 

</datasources> 

IMPORTANT, the name of the database together with its username and password 

must be the same defined in Database configuration section.  

3.1.3.6 Step 6: JMS and Message-Driven Beans 

We need to configure the JMX Queue to be used by IaaS SM. In order to do that, we 

need to create the following file into the <JBOSS_HOME>/server/default/deploy  

 ExecutionQueue-service.xml  

 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<server> 

    <mbean xmbean-dd="xmdesc/Queue-xmbean.xml" 

name="jboss.messaging.destination:service=Queue,name=Execution

Queue" code="org.jboss.jms.server.destination. 

QueueService"> 

        <attribute name="JNDIName">ExecutionQueue</attribute> 

        <depends optional-attribute-

name="ServerPeer">jboss.messaging:service=ServerPeer</depends> 

        <depends>jboss.messaging:service=PostOffice</depends> 

        <attribute 

name="MaxDeliveryAttempts">1</attribute> 

    </mbean> 

</server> 

 

 ProvisioningQueue-service.xml  

 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<server> 

    <mbean xmbean-dd="xmdesc/Queue-xmbean.xml" 

name="jboss.messaging.destination:service=Queue,name=Provision

ingQueue" code="org.jboss.jms.server.destinati 

on.QueueService"> 
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        <attribute 

name="JNDIName">ProvisioningQueue</attribute> 

        <depends optional-attribute-

name="ServerPeer">jboss.messaging:service=ServerPeer</depends> 

        <depends>jboss.messaging:service=PostOffice</depends> 

        <attribute 

name="MaxDeliveryAttempts">1</attribute> 

    </mbean> 

</server> 

 

 UpdatesQueue-service.xml  

 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<server> 

    <mbean xmbean-dd="xmdesc/Queue-xmbean.xml" 

name="jboss.messaging.destination:service=Queue,name=UpdatesQu

eue" code="org.jboss.jms.server.destination.Qu 

eueService"> 

        <attribute name="JNDIName">UpdatesQueue</attribute> 

        <depends optional-attribute-

name="ServerPeer">jboss.messaging:service=ServerPeer</depends> 

        <depends>jboss.messaging:service=PostOffice</depends> 

 <attribute name="MaxDeliveryAttempts">2</attribute> 

 <attribute name="RedeliveryDelay">10</attribute> 

    </mbean> 

</server> 

 

 TaskTopic-service.xml  

 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<server> 

    <mbean xmbean-dd="xmdesc/Topic-xmbean.xml" 

name="jboss.messaging.destination:service=Topic,name=TasksTopi

c" code="org.jboss.jms.server.destination.Topi 

cService"> 

        <attribute name="JNDIName">TasksTopic</attribute> 

        <depends optional-attribute-

name="ServerPeer">jboss.messaging:service=ServerPeer</depends> 

        <depends>jboss.messaging:service=PostOffice</depends> 
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        <attribute 

name="MaxDeliveryAttempts">1</attribute> 

    </mbean> 

</server> 

 

IMPORTANT, you have to take into account that if we want to limit the number of 

resending messages, we have to specify it in the configuration of the queues with the 

following attribute:  

 

<attribute name="MaxDeliveryAttempts">1</attribute> 

 

Note: The maximum number of resends will be the minimum between 

dLQMaxResent (by default 5) and MaxDeliveryAttempts in the configuration of the 

queue.  

3.1.3.7 Step 7: Property file 

Previously to deploy Claudia EAR file, it is necessary to create the configuration file 

(SystemConfiguration.properties) in the directory in which the war file is deployed (by 

default /usr/share/tomcat6/webapps):  

 

defaultHostDomain=hi.inet 

openstack-tcloud.orgId=admin 

openstack-tcloud.vdcId=occivdc 

openstack-tcloud.serviceId=occiservice 

openstack-tcloud.image.repository.url=http://localhost 

openstack-tcloud.image.repository.path=/var/www 

openstack-tcloud.image.extension=vmdk 

openstack-tcloud.iaas=occi 

openstack-tcloud.iaas.virtualSystemType=vmx-07 

openstack-tcloud.iaas.network1=management 

openstack-tcloud.iaas.network1.scope=private 

openstack-tcloud.iaas.network2=service 

openstack-tcloud.iaas.network2.scope=public 

openstack-tcloud.clotho.protocol=http:// 

openstack-tcloud.clotho.host=<IP_SM> 

openstack-tcloud.clotho.port=<PORT_SM> 

openstack-tcloud.clotho.path=/rest-api-management 

openstack-tcloud.ova.extension=ova 

openstack-tcloud.ovf.extension=ovf 
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openstack-

tcloud.keystone.url=http://<IP_KEYSTONE>:<PORT_KEYSTONE>/v2.0/ 

 

 

openstack-tcloud.keystone.adminUser=admin 

openstack-

tcloud.keystone.token=59833da741124d38bf8cbafcac3c157b 

openstack-

tcloud.openstack.url=http://<IP_OCCI_INTERFACE>:<PORT_OCCI_INT

ERFACE>/v2/ 

openstack-tcloud.keystone.pass=f1-cl0ud 

openstack-tcloud.keystone.user=admin 

openstack-tcloud.keystone.threshold=84000000 

openstack-tcloud.keystone.adminPass=f1-cl0ud 

openstack-tcloud.keystone.tenant=demo 

openstack-tcloud.cloudSystem=FIWARE 

 

The fields <IP_OCCI_INTERFACE> and <PORT_OCCI_INTERFACE> are the IP 

address and port respectively in which the IaaS DCRM with the occi interface is 

running. The <IP_SM> is the IP address of the local machine, <PORT_SM> is the 

port used, usually 8080. The fields <IP_KEYSTONE> and <PORT_KEYSTONE> are 

the IP address and port respectively in which the OpenStack Keystone component is 

running.  

3.1.3.8 Step 8: Deploy EAR file in the deploy directory 

Copy the Claudia EAR file in the deploy directory of JBoss (<JBOSS_HOME> 

/server/default/deploy/). And check that the JBoss start without any problem. We can 

see it executing the following command in the<JBOSS_HOME>/server/default/log 

directory:  

 

$ grep –i ‘started in’ server.log  

server.log:2012-06-19 16:21:57,339 INFO  

[org.jboss.bootstrap.microcontainer.ServerImpl] (main) JBoss 

(Microcontainer) [5.1.0 (build: SVNTag=JBPAPP_5_1_0 

date=201009150028)] Started in 2m:7s:941ms 

 

We can check now that the EJBs was deployed properly if we check the JMX Agent 

View tree in http://localhost:8080/jmx-console/ and select service=JNDIView 

following by the invoke button associated to the list operation in order to see the JMX 

MBean Operation View.  

 

http://localhost:8080/jmx-console/
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3.1.3.9 Step 9: Creating keystone services and service endpoints 

1) Access to the keystone server.  

You need to know the IP of the machine (<IP_KEYSTONE>) in which the Keystone 

server is currently working and the admin user <ADMIN> to do that. In order to know 

it please go to the installation of the IaaS DCRM.  

 

$ ssh admin@<IP_KEYSTONE> 

 

2) Create service.  

You need to know the port (<PORT_KEYSTONE>) in which the Keystone is working 

on. IaaS DCRM.  

 

$ keystone --token admin --endpoint 

http://127.0.0.1:<PORT_KEYSTONE>/v2.0/  service-create --name 

service_manager --type sm --description "Service Manager" 

 

3) Retrieve the id of the new created service.  

 

$ keystone --token admin --endpoint 

http://127.0.0.1:<PORT_KEYSTONE>/v2.0/  service-list 

 

+----------------------------------+-----------------+--------

------+---------------------------+ 

|                id                |       name      |     

type     |        description        | 

+----------------------------------+-----------------+--------

------+---------------------------+ 

| 24fe1841a23545ce8e8c98e90a117c54 | swift           | object-

store | OpenStack Storage Service | 

| 3ae7f83f0e694e27af1219dc22388e16 | volume          | volume       

| OpenStack Volume Service  | 

| 6df79cf790fa462aacbc01d9b8a614fe | service_manager | sm           

| Service Manager           | 

| a4926be8689a4fb8b572c81da4cee6f9 | nova            | compute      

| OpenStack Compute Service | 

| e9fed539070a45d78319789ceda35eca | ec2             | ec2          

| OpenStack EC2 service     | 

| ee1fe08b679849b0b538084f7dc8cdd9 | keystone        | 

identity     | OpenStack Identity        | 

| fb02fad55bfa43d199fd3778764d9f13 | glance          | image        

| OpenStack Image Service   | 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fi-ware-private/index.php?title=IaaS_Data_Center_Resource_Management_-_Installation_and_Administration_Guide_R2&action=edit&redlink=1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fi-ware-private/index.php?title=IaaS_Data_Center_Resource_Management_-_Installation_and_Administration_Guide_R2&action=edit&redlink=1
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+----------------------------------+-----------------+--------

------+---------------------------+ 

 

4) Create endpoint.  

 

$ keystone --token admin --endpoint 

http://127.0.0.1:<PORT_KEYSTONE>/v2.0/  endpoint-create --

region RegionOne --service_id 6df79cf790fa462aacbc01d9b8a614fe 

--publicurl 

"http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s" --

adminurl 

"http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s" --

internalurl 

"http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s" 

 

5) Check the new created endpoint.  

 

$ keystone --token admin --endpoint 

http://127.0.0.1:<PORT_KEYSTONE>/v2.0/ endpoint-list 

 

+----------------------------------+-----------+--------------

-------------------------------------------+------------------

---------------------------------------+----------------------

-----------------------------------+ 

|                id                |   region  |                        

publicurl                        |                       

internalurl                       |                         

adminurl                        | 

+----------------------------------+-----------+--------------

-------------------------------------------+------------------

---------------------------------------+----------------------

-----------------------------------+ 

|                ...               |    ...    |                           

...                           |                           ...                           

|                            ...                          | 

| ee6513a3f34c4463816c9d7cfd755db2 | regionOne | 

http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s  | 

http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s  | 

http://<IP_SM>:<PORT_SM>/v2.0/FIWARE/vdc/$(tenant_id)s  | 

|                ...               |    ...    |                           

...                           |                           ...                           

|                            ...                          | 

+----------------------------------+-----------+--------------

-------------------------------------------+------------------

---------------------------------------+----------------------

-----------------------------------+ 
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3.1.4 Apache Tomcat configuration 

Ensure the non-free section is enabled for the APT repository configuration in 

“/etc/apt/sources.list”, e.g. “deb http://ftp.de.debian.org/debian testing main contrib 

non-free”. Remember that it is necessary to have Sun Java 6 installed.  

 

apt-get update 

apt-get install sun-java6-jdk 

echo ‘JAVA_HOME="/usr/lib/jvm/java-6-sun"' >> /etc/environment 

echo ‘JRE_HOME="/usr/lib/jvm/java-6-sun/jre"’ >> 

/etc/environment 

Now, we can install Apache Tomcat 6 with the following command:  

 

apt-get install tomcat6 

To configure Tomcat as a Linux Service you should link that files as follows:  

 

ln -s /etc/init.d/tomcat6 /etc/rc1.d/K01tomcat6 

ln -s /etc/init.d/tomcat6 /etc/rc2.d/S17tomcat6 

At the /var/lib/tomcat6/conf/server.xml file, we need to add the next line before 

“</Host>”:  

 

“<Context docBase=="<WAR_FILE>" path="/v2.0" 

reloadable="true"/>” 

Where <WAR_FILE> is the name of the OpenStack API Web Application Archive to 

be deployed. Configure to listen port 8774 adding this after “<Service 

name="Catalina">”:  

 

“<Connector port="8774" protocol="HTTP/1.1" 

connectionTimeout="20000" 

               URIEncoding="UTF-8" 

               redirectPort="8443" />” 

And finally, at the /var/lib/tomcat6/conf/context.xml file, we need to add the following 

lines:  

 

<Resource name="jdbc/openstack_tcloud" auth="Container" 

type="javax.sql.DataSource" 

        driverClassName="com.mysql.jdbc.Driver" 

url="jdbc:mysql://localhost:3306/openstack_tcloud" 

http://ftp.de.debian.org/debian
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        username="<SQL_ADMIN_USER_NAME>" 

password="<SQL_ADMIN_USER_PASWORD>" maxActive="20" 

maxIdle="10" 

        maxWait="-1" /> 

Where <SQL_ADMIN_USER_NAME> and <SQL_ADMIN_USER_PASSWORD> 

must be the user name and password defined in the installation of MySQL.  

 

3.1.4.1 Step 1: Run Apache Tomcat 

Apache is now configured to be started as a service through initd. It could be started 

manually using this command:  

 

“/etc/init.d/tomcat start” 

It could be stopped manually using this command:  

 

“/etc/init.d/tomcat stop” 

3.1.4.2 Step 2: MySQL connectivity 

Download the driver from [7], unrar/unzip it and extract the jar file and then copy it 

into /var/lib/tomcat6/lib  

3.1.4.3 Step 3: Property file 

Previously to deploy the OpenStack API WAR file, it is necessary to update the 

SystemConfiguration.properties file with the following data:  

 

openstack-tcloud.vdcId=DEFAULT 

openstack-tcloud.clotho.protocol=http:// 

openstack-tcloud.clotho.host=<IP_SM> 

openstack-tcloud.clotho.port=<SERVER_PORT_SM> 

openstack-tcloud.clotho.path=/rest-api-management 

openstack-

tcloud.keystone.url=http://<KEYSTONE_HOST>:<KEYSTONE_HOST>/v2.

0/         

openstack-tcloud.keystone.token=<KEYSTONE_ADMIN_TOKEN> 

openstack-

tcloud.openstack.url=http://<OPENSTACK_HOST>:8774/v2/ 

openstack-tcloud.cloudSystem=FIWARE 

Where <IP_SM> is the IP address of the IaaS SM, <SERVER_PORT_SM> is the 

port of the IaaS SM, <KEYSTONE_HOST> and <KEYSTONE_HOST> are 

respectively the IP address and port of the Keystone component, 

http://www.mysql.com/downloads/connector/j/5.1.html#downloads
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<KEYSTONE_ADMIN_TOKEN> is the admin_token parameter defined in the 

keystone.conf file and finally, <OPENSTACK_HOST> is the IP address of the 

OpenStack.  

3.1.4.4 Step 4: Deploy WAR file in the deploy directory 

Copy the OpenStack API WAR file in the deploy directory of Tomcat 

/var/lib/tomcat6/webapps  

3.2 Sanity check procedures 

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

3.2.1 End to End testing 

Although one End to End testing must be associated to the Integration Test, we can 

show here a quick testing to check that everything is up and running. For this 

purpose we send a request to our API in order to test the credentials that we have 

from then and obtain a valid token to work with.  

We use the curl for that, which is a command line tool that allows us to transfer data 

with URL syntax. The sentence will be:  

 

curl -d '{"auth": {"tenantName": $TENNANTNAME, 

"passwordCredentials":{"username": $USERNAME, "password": 

$PASSWORD}}}'  

-H "Content-type: application/json" -H "Accept: 

application/xml"  http://$KEYSTONE_IP:35357/v2.0/tokens 

And this must return the following results:  

 

<?xml version="1.0" encoding="UTF-8"?> 

<access xmlns="http://docs.openstack.org/identity/api/v2.0"> 

  <token expires="2012-10-26T07:51:21Z" 

id="c2a48354570543ab97f2c87233f5f5e0"> 

    <tenant enabled="true" name="demo" 

id="c8da25c7a373473f8e8945f5b0da8217"/> 

  </token> 

  <serviceCatalog> 

    <service type="compute" name="nova"> 

      <endpoint 

adminURL="http://130.206.80.11:8774/v2/c8da25c7a373473f8e8945f

5b0da8217" region="RegionOne" 

internalURL="http://130.206.80.11:8774/v2/c8da25c7a373473f8e89
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45f5b0da8217" 

publicURL="http://130.206.80.11:8774/v2/c8da25c7a373473f8e8945

f5b0da8217"/> 

    </service> 

    <service type="image" name="glance"> 

      <endpoint adminURL="http://130.206.80.11:9292/v1" 

region="RegionOne" internalURL="http://130.206.80.11:9292/v1" 

publicURL="http://130.206.80.11:9292/v1"/> 

    </service> 

    <service type="volume" name="volume"> 

      <endpoint 

adminURL="http://130.206.80.11:8776/v1/c8da25c7a373473f8e8945f

5b0da8217" region="RegionOne" 

internalURL="http://130.206.80.11:8776/v1/c8da25c7a373473f8e89

45f5b0da8217" 

publicURL="http://130.206.80.11:8776/v1/c8da25c7a373473f8e8945

f5b0da8217"/> 

    </service> 

    <service type="ec2" name="ec2"> 

      <endpoint 

adminURL="http://130.206.80.11:8773/services/Admin" 

region="RegionOne" 

internalURL="http://130.206.80.11:8773/services/Cloud" 

publicURL="http://130.206.80.11:8773/services/Cloud"/> 

    </service> 

    <service type="sm" name="service_manager"> 

      <endpoint 

adminURL="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e894

5f5b0da8217" region="RegionOne" 

internalURL="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e

8945f5b0da8217" 

publicURL="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e89

45f5b0da8217"/> 

    </service> 

    <service type="object-store" name="swift"> 

      <endpoint adminURL="http://130.206.80.102:8080/v1" 

region="RegionOne" 

internalURL="http://130.206.80.102:8080/v1/AUTH_c8da25c7a37347

3f8e8945f5b0da8217" 

publicURL="http://130.206.80.102:8080/v1/AUTH_c8da25c7a373473f

8e8945f5b0da8217"/> 

    </service> 

    <service type="identity" name="keystone"> 

      <endpoint adminURL="http://130.206.80.100:35357/v2.0" 

region="RegionOne" 
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internalURL="http://130.206.80.100:5000/v2.0" 

publicURL="http://130.206.80.100:5000/v2.0"/> 

    </service> 

  </serviceCatalog> 

  <user username="admin" id="4f9788a991e14f3c8c51b889f681a29b" 

name="admin"> 

    <role id="2d7519f6af294c6c9df0517c7b83cc02" name="admin"/> 

  </user> 

</access> 

After we have obtained the token id and tenant id from the previous execution 

(c2a48354570543ab97f2c87233f5f5e0 and c8da25c7a373473f8e8945f5b0da8217), 

we can now check the Claudia making the following simple operation  

 

curl -v -H 'X-Auth-Token: c2a48354570543ab97f2c87233f5f5e0' -H 

"Content-Type: application/xml" -H "Accept: application/xml" -

H "Access-Control-Request-Method: GET" -H "Access-Control-

Request-Headers: Content-Type, X-Auth-Token, Origin, Accept" -

H "Origin: http://127.0.0.1" -X GET 

"http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b0da82

17/flavors" 

Note that this operation not only check the normal operation from Claudia but also 

the integration with the IaaS DCRM, the answer that this operation should return is 

the following one:  

 

* About to connect() to 130.206.80.91 port 8774 (#0) 

*   Trying 130.206.80.91... connected 

* Connected to 130.206.80.91 (130.206.80.91) port 8774 (#0) 

> GET /v2.0/c8da25c7a373473f8e8945f5b0da8217/flavors HTTP/1.1 

> User-Agent: curl/7.19.7 (universal-apple-darwin10.0) 

libcurl/7.19.7 OpenSSL/0.9.8r zlib/1.2.3 

> Host: 130.206.80.91:8774 

> X-Auth-Token: c2a48354570543ab97f2c87233f5f5e0 

> Content-Type: application/xml 

> Accept: application/xml 

> Access-Control-Request-Method: GET 

> Access-Control-Request-Headers: Content-Type, X-Auth-Token, 

Origin, Accept 

> Origin: http://127.0.0.1 

>  

< HTTP/1.1 200 OK 

< Server: Apache-Coyote/1.1 
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< Access-Control-Allow-Origin: http://127.0.0.1 

< Access-Control-Allow-Credentials: true 

< Www-Authenticate: Keystone 

uri='http://130.206.80.100:35357/v2.0/' 

< Content-Type: application/xml 

< Content-Length: 1128 

< Date: Thu, 25 Oct 2012 07:58:15 GMT 

<  

* Connection #0 to host 130.206.80.91 left intact 

* Closing connection #0 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<flavors xmlns:ns2="http://www.w3.org/2005/Atom" 

xmlns:ns3="http://docs.openstack.org/compute/api/v1.1"> 

  <ns3:flavor id="001" name="M1_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/001"/> 

  </ns3:flavor> 

  <ns3:flavor id="002" name="M1_SMALL 20Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/002"/> 

  </ns3:flavor> 

  <ns3:flavor id="003" name="M1_MEDIUM 40Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/003"/> 

  </ns3:flavor> 

  <ns3:flavor id="004" name="M1_LARGE 80Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/004"/> 

  </ns3:flavor> 

  <ns3:flavor id="005" name="M1_XLARGE 160Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/005"/> 

  </ns3:flavor> 

  <ns3:flavor id="006" name="M2_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/006"/> 
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  </ns3:flavor> 

</flavors> 

3.2.2 List of Running Processes 

Due to the Claudia basically is running over the JBoss Application Server, the list of 

processes must be only the JBoss and MySQL. If we execute the following 

command:  

 

ps -ewF | grep 'mysql\|jboss' | grep -v grep 

It should show something similar to the following:  

 

UID        PID  PPID  C    SZ   RSS PSR STIME TTY          

TIME CMD 

mysql      757     1  0 34611  4632   0 Jun12 ?        

00:03:05 /usr/sbin/mysqld 

root     14419 13184  0   510   488   0 13:45 pts/0    

00:00:00 /bin/sh ./run.sh -b 0.0.0.0 -

Djboss.server.log.threshold=WARN 

root     14443 14419  1 490505 883040 0 13:45 pts/0    

00:04:08 java -Dprogram.name=run.sh -server -Xms512M -Xmx1024M 

-XX:MaxPermSize=312M ... 

Where you can see the MySQL daemon , and the run process to launch the JBoss 

and the java process that the previous command launch.  

In case of the Tomcat node, if we execute the following command:  

 

ps -ewF | grep 'mysql\|apache' | grep -v grep 

It should show something similar to the following:  

 

UID        PID  PPID  C    SZ   RSS PSR STIME TTY          

TIME CMD 

mysql     1903     1  0 77905 14132   0 Jun22 ?        

00:24:38 /usr/sbin/mysqld 

root      2155     1  0 21954  2828   0 Jun22 ?        

00:00:21 /usr/sbin/apache2 -k start 

www-data 18981  2155  0 21956  2252   0 Jul01 ?        

00:00:00 /usr/sbin/apache2 -k start 

tid      18988  2155  0 78697 36856   0 Jul01 ?        

00:00:04 /usr/sbin/apache2 -k start 

tid      18989  2155  0 62411 37700   0 Jul01 ?        

00:00:03 /usr/sbin/apache2 -k start 
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tid      18990  2155  0 62401 37208   0 Jul01 ?        

00:00:03 /usr/sbin/apache2 -k start 

www-data 18991  2155  0 78437  5912   0 Jul01 ?        

00:00:00 /usr/sbin/apache2 -k start 

www-data 18992  2155  0 94841  6028   0 Jul01 ?        

00:00:00 /usr/sbin/apache2 -k start 

www-data 18994  2155  0 78469  6060   0 Jul01 ?        

00:00:00 /usr/sbin/apache2 -k start 

3.2.3 Network interfaces Up & Open 

Taking into account the results of the ps commands in the previous section, we take 

the PID in order to know the information about the network interfaces up & open. To 

check the ports in use and listening, execute the command:  

 

netstat –p –a | grep $PID/java  

Where $PID is the PID of Java process obtained at the ps command described 

before, in the previous case 757 (mysqld), 14419 (run.sh), 14443 (java). The 

expected results must be something similar to the following:  

 

Active Internet connections (servers and established) 

Proto Recv-Q Send-Q Local Address           Foreign Address         

State       PID/Program name 

tcp        0      0 localhost:41958         *:*                     

LISTEN      14443/java       

tcp        0      0 *:4712                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:8009                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:4713                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:4457                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:1098                  *:*                     

LISTEN      14443/java       

tcp        0      0 localhost:mysql         *:*                     

LISTEN      757/mysqld       

tcp        0      0 *:rmiregistry           *:*                     

LISTEN      14443/java       

tcp        0      0 *:23533                 *:*                     

LISTEN      14443/java       

tcp        0      0 *:http-alt              *:*                     

LISTEN      14443/java       



Future Internet Core Platform  

 

D.4.3.2: FI-WARE Installation and Administration Guide  Page 42   

tcp        0      0 *:8083                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:8787                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:4444                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:4445                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:4446                  *:*                     

LISTEN      14443/java       

tcp        0      0 *:3873                  *:*                     

LISTEN      14443/java       

tcp        0      0 localhost:38611         localhost:mysql         

ESTABLISHED 14443/java       

tcp        0      0 localhost:mysql         localhost:38611         

ESTABLISHED 757/mysqld       

 

 

Active UNIX domain sockets (servers and established) 

Proto RefCnt Flags       Type       State         I-Node   

PID/Program name    Path 

unix  2      [ ACC ]     STREAM     LISTENING     7595     

757/mysqld          /var/run/mysqld/mysqld.sock 

unix  2      [ ]         STREAM     CONNECTED     1123535  

14443/java           

Apart from these ports, the JBoss Web Interface (Coyote) is listening in port 8080 

and the MySQL is listening in port 3307  

In case of Apache Tomcat, the result will we the following:  

 

Active Internet connections (servers and established) 

Proto Recv-Q Send-Q Local Address           Foreign Address         

State       PID/Program name 

tcp        0      0 *:www                   *:*                     

LISTEN      2155/apache2     

tcp        0      0 <DCRM_HOST>:45326     <DCRM_HOST>:8774      

ESTABLISHED 18989/apache2    

tcp        0      0 <DCRM_HOST>:45324     <DCRM_HOST>:8774      

ESTABLISHED 18990/apache2    

 

 

Active UNIX domain sockets (servers and established) 

Proto RefCnt Flags       Type       State         I-Node   

PID/Program name    Path 
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unix  2      [ ACC ]     STREAM     LISTENING     5560971  

2155/apache2        /var/run/apache2/wsgi.2155.2.1.sock 

unix  2      [ ACC ]     STREAM     LISTENING     5560974  

18981/apache2       /var/run/apache2/cgisock.2155 

3.2.4 Databases 

The last step in the sanity check, once that we have identified the processes and 

ports is to check the different databases that have to be up and accept queries. Fort 

he first one, if we execute the following commands:  

 

mysql –u$MYSQL_USER –p$MYSQL_PASS -e "show databases;" 

$MYSQL_USER and $MYSQL_PASS must be the same defined in the installation 

process. It should show something similar to the following results:  

 

+--------------------+ 

| Database           | 

+--------------------+ 

| information_schema | 

| ClaudiaDB          | 

| mysql              | 

+--------------------+ 

Where we can see the Database ClaudiaDB, if we execute now the following 

commands:  

 

mysql –u$MYSQL_USER –p$MYSQL_PASS -e "use ClaudiaDB;" 

mysql –u$MYSQL_USER –p$MYSQL_PASS ClaudiaDB -e "show tables;" 

in order to show the different tables contained in the ClaudiaDB, we should see the 

following:  

 

+-----------------------------------------+ 

| Tables_in_ClaudiaDB                     | 

+-----------------------------------------+ 

| Capacity                                | 

| ComplexOperation                        | 

| ComplexOperation_Message                | 

| ComplexOperation_globalData             | 

| InfrastructureConfiguration             | 

| LogEntry                                | 
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| MeasuredValue                           | 

| MeasuredValue_ipAddresses               | 

| Media                                   | 

| MediaFile                               | 

| Message                                 | 

| Message_metadata                        | 

| MonitoringSample                        | 

| Network                                 | 

| NodeDirectory                           | 

| OperatingSystem                         | 

| Organization                            | 

| Organization_attributes                 | 

| ResourceConsumption                     | 

| ServiceApplication                      | 

| ServiceApplication_Network              | 

| ServiceApplication_domainAffinities     | 

| ServiceApplication_domainAntiAffinities | 

| ServiceApplication_hostAffinities       | 

| ServiceApplication_hostAntiAffinity     | 

| ServiceApplication_siteAffinities       | 

| ServiceApplication_siteAntiAffinities   | 

| Snapshot                                | 

| Task                                    | 

| TaskResult                              | 

| TaskResult_attributes                   | 

| VDC                                     | 

| VMTemplate                              | 

| VirtualMachine                          | 

| VirtualMachine_availableOperations      | 

| VirtualMachine_availablePowerOperations | 

| Zone                                    | 

+-----------------------------------------+ 

 

Now, we can execute a simple test query in order to check the content of the table:  

 

mysql –u$MYSQL_USER –p$MYSQL_USER ClaudiaDB -e "select * from 

OperatingSystem;" 
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And it should return with the following information  

 

+------------+-----------------------------------------+------

+---------+ 

| internalId | description                             | id   

| version | 

+------------+-----------------------------------------+------

+---------+ 

|          5 | Other 2.6x Linux (64-bit)               | 1    

| 5       | 

|          8 | Other 2.6x Linux (64-bit)               | 1    

| 5       | 

|          9 | Other 2.6x Linux (64-bit)               | 1    

| 5       | 

|         10 | Other 2.6x Linux (64-bit)               | 1    

| 5       | 

|         11 | Other 2.6x Linux (64-bit)               | 1    

| 5       | 

|         33 | Red Hat Enterprise Linux 5 (32-bit)     | 79   

| 5       | 

|         81 | Cirros 0.3.0 - x86_64 - OPENSTACK Image | 79   

| 5       | 

|        106 | Cirros 0.3.0 - x86_64 - OPENSTACK Image | 79   

| 5       | 

|        109 | Cirros 0.3.0 - x86_64 - OPENSTACK Image | 79   

| 5       | 

|        111 | Cirros 0.3.0 - x86_64 - OPENSTACK Image | 79   

| 5       | 

|        114 | Cirros 0.3.0 - x86_64 - OPENSTACK Image | 79   

| 5       | 

+------------+-----------------------------------------+------

+---------+ 

In case of Tomcat node, if we execute the following command:  

 

mysql –u$MYSQL_USER –p$MYSQL_PASS -e "show databases;" 

It should show something similar to the following results:  

 

+--------------------+ 

| Database           | 

+--------------------+ 

| information_schema | 

| mysql              | 
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| openstack_tcloud   | 

+--------------------+ 

 

mysql –u$MYSQL_USER –p$MYSQL_PASS -e "use openstack_tcloud;" 

mysql –u$MYSQL_USER –p$MYSQL_PASS openstack_tcloud -e "show 

tables;" 

in order to show the different tables contained in the ClaudiaDB, we should see the 

following:  

 

+----------------------------+ 

| Tables_in_openstack_tcloud | 

+----------------------------+ 

| Flavor                     | 

| HardwareConfiguration      | 

| IP                         | 

| Image                      | 

| ImageDecodeID              | 

| Metadata                   | 

| Ova                        | 

| OvaInstantiation           | 

| Ova_OvaInstantiation       | 

| OvfInstantiation           | 

| Personality                | 

| Server                     | 

| ServerDecodeID             | 

| Server_IP                  | 

| Server_Metadata            | 

| Server_Personality         | 

| Server_Snapshot            | 

| Snapshot                   | 

| configuration_properties   | 

+----------------------------+ 

And finally, we can execute a simple test query in order to check the content of the 

table:  

 

mysql –u$MYSQL_USER –p$MYSQL_USER ClaudiaDB -e "select * from 

Flavor limit 10; 

And it should return with the following information:  
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+-----------------+-----+ 

| name            | id  | 

+-----------------+-----+ 

| M1_TINY 100Mb   | 001 | 

| M1_TINY 10.1Gb  | 002 | 

| M1_TINY 20.1Gb  | 003 | 

| M1_TINY 30.1Gb  | 004 | 

| M1_TINY 40.1Gb  | 005 | 

| M1_TINY 50.1Gb  | 006 | 

| M1_SMALL 100Mb  | 007 | 

| M1_SMALL 10.1Gb | 008 | 

| M1_SMALL 20.1Gb | 009 | 

| M1_SMALL 30.1Gb | 010 | 

+-----------------+-----+ 

 

3.3 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

3.3.1 Resource availability 

The resource availability in the JBoss node should be at least 2Gb of RAM and 8GB 

of Hard disk in order to prevent enabler’s bad performance. In the Tomcat node 

should be at least 2Gb of RAM and 8GB of Hard disk in order to prevent enabler's 

bad performance. This means that bellow these thresholds the enabler is likely to 

experience problems or bad performance.  

3.3.2 Remote Service Access 

We have internally two components to connect, the OpenStack API component and 

the Claudia itself. After that two internals component, we should connect with the 

IaaS DCRM and the IdM GE (aka Keystone in this first release). An administrator to 

verify that such links are available will use this information.  

The first step is to check that the Claudia is up and running, for this purpose we can 

execute the following curl command, which is a simple GET operation:  
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root@fiware:~# curl http://<IP/host>:8080/rest-api-

management/api/org/fla 

The <IP/Host> variable will be the IP direction in which we have installed the Claudia. 

This request should return one <org> element (Organization or Tennant) in the 

following xml response structure:  

 

<?xml version="1.0" encoding="ISO-8859-1"?> 

<Org xmlns="http://schemas.tcloud.telefonica.com/tcloud/1" 

xmlns:tcloud="http://schemas.tcloud.telefonica.com/tcloud/1" 

href="http://<IP/Host>:8080/rest-api-management/api/org/fla" 

name="fla"> 

  <Link href="http://<IP/Host>:8080/rest-api-

management/api/org/fla/action/instantiateVdc" rel="add" 

type="application/vnd.telefonica.tcloud.vdc+xml"/> 

  <Link href="http://<IP/Host>:8080/rest-api-

management/api/org/fla/task" rel="tasks" 

type="application/vnd.telefonica.tcloud.tasklist+xml"/> 

</Org> 

In order to check the connectivity between the Claudia and the IdM GE, due to it 

must obtain a valid token and tenant for a user and organization with the following 

curl commands:  

 

root@fiware:~# curl -d '{"auth": {"tenantName": 

"<MY_ORG_NAME>", "passwordCredentials":{"username": 

"<MY_USERNAME>", "password": "<MY_PASS>"}}}' -H "Content-type: 

application/json" -H "Accept: application/xml"  

http://<KEYSTONE_HOST>:<KEYSTONE_PORT>/v2.0/tokens 

The <MY_ORG_NAME> will be the name of my Organization/Tennat/Project 

predefined in the IdM GE (aka Keystone). The <MY_USERNAME> and <MY_PASS> 

variables will be the user name and password predefined in the IdM GE and finally 

the<KEYSTONE_HOST> and <KEYSTONE_PORT> variables will be the IP 

direction and port in which we can find the IdM GE (aka Keystone). This request 

should return one valid token for the user credentials together with more information 

in a xml format:  

 

<?xml version="1.0" encoding="UTF-8"?> 

<access xmlns="http://docs.openstack.org/identity/api/v2.0"> 

  <token expires="2012-06-30T15:12:16Z" 

id="9624f3e042a64b4f980a83afbbb95cd2"> 

    <tenant enabled="true" 

id="30c60771b6d144d2861b21e442f0bef9" name="FIWARE"> 

      <description>FIWARE Cloud Chapter demo 

project</description> 
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    </tenant> 

  </token> 

  <serviceCatalog> 

  … 

  </serviceCatalog> 

  <user username="fla" id="b988ec50efec4aa4a8ac5089adddbaf9" 

name="fla"> 

    <role id="32b6e1e715f14f1dafde24b26cfca310" 

name="Member"/> 

  </user> 

</access> 

With this information (extracting the token id), we can perform a GET operation to the 

IaaS DCRM in order to get the list of available flavors. For this purpose we can 

execute the following curl commands:  

 

curl -v -H "Access-Control-Request-Method: GET" -H "Access-

Control-Request-Headers: Content-Type, X-Auth-Token" -H 

"Origin: http://<IP LOCAL>" -H 'X-Auth-Token: 

a9a861db6276414094bc1567f664084d' -H "Content-Type: 

application/xml" -H "Accept: application/xml" -X GET 

"http://<OPENSTACK API 

HOST>:8774/v2.0/c8da25c7a373473f8e8945f5b0da8217/flavors" 

The <OPENSTACK API HOST> variable will be the IP direction in which we have 

installed the OpenStack API functionality. The <IP LOCAL> is the IP address of the 

local machine from which the petition is launched. This request should return one 

valid token for the user credentials that we send through the curl command in the 

following xml response structure:  

 

* About to connect() to <OPENSTACK API HOST> port 8774 (#0) 

*   Trying <OPENSTACK API HOST>... connected 

* Connected to <OPENSTACK API HOST> (<OPENSTACK API HOST>) 

port 8774 (#0) 

> GET /v2.0/c8da25c7a373473f8e8945f5b0da8217/flavors HTTP/1.1 

> User-Agent: curl/7.19.7 (universal-apple-darwin10.0) 

libcurl/7.19.7 OpenSSL/0.9.8r zlib/1.2.3 

> Host: <OPENSTACK API HOST>:8774 

> Access-Control-Request-Method: GET 

> Access-Control-Request-Headers: Content-Type, X-Auth-Token 

> Origin: http://<IP LOCAL> 

> X-Auth-Token: a9a861db6276414094bc1567f664084d 

> Content-Type: application/xml 
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> Accept: application/xml 

>  

< HTTP/1.1 200 OK 

< Server: Apache-Coyote/1.1 

< Access-Control-Allow-Origin: http://<IP LOCAL> 

< Access-Control-Allow-Credentials: true 

< Www-Authenticate: Keystone 

uri='http://<KEYSTONE_HOST>:<KEYSTONE_PORT>/v2.0/' 

< Content-Type: application/xml 

< Content-Length: 1128 

< Date: Wed, 24 Oct 2012 12:46:49 GMT 

<  

* Connection #0 to host <OPENSTACK API HOST> left intact 

* Closing connection #0 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<flavors xmlns:ns2="http://www.w3.org/2005/Atom" 

xmlns:ns3="http://docs.openstack.org/compute/api/v1.1"> 

  <ns3:flavor id="001" name="M1_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/001"/> 

  </ns3:flavor> 

  <ns3:flavor id="002" name="M1_SMALL 20Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/002"/> 

  </ns3:flavor> 

  <ns3:flavor id="003" name="M1_MEDIUM 40Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/003"/> 

  </ns3:flavor> 

  <ns3:flavor id="004" name="M1_LARGE 80Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/004"/> 

  </ns3:flavor> 

  <ns3:flavor id="005" name="M1_XLARGE 160Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/005"/> 
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  </ns3:flavor> 

  <ns3:flavor id="006" name="M2_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/006"/> 

  </ns3:flavor> 

</flavors> 

3.3.3 Resource consumption 

State the amount of resources that are abnormally high or low. This applies to RAM, 

CPU and I/O. For this purpose we have differentiated between:  

 Low usage, in which we check the resources that the JBoss or Tomcat 

requires in order to load the IaaS SM.  

 High usage, in which we send 100 concurrent accesses to the Claudia and 

OpenStack API.  

 

The results were obtained with a top command execution over the following machine 

configuration:  

 

Machine Info  

 
JBoss 
Node  

Tomcat Node  

Type 
Machine  

Virtual 

Machine  

Physical 

Machine  

CPU  
1 core @ 

2,4Ghz  

Intel(R) Xeon(R) 

CPU X5650 

Dual Core @ 

2.67GHz  

RAM  1,4GB  4GB  

HDD  9,25GB  100GB  

Operating 
System  

Ubuntu 

11.10  
Debian 6.0  

 

The results of requirements both RAM, CPU and I/O to HDD in case of JBoss node is 

shown in the following table:  

 

Resource Consumption (in JBoss node)  

 Low Usage  High Usage  

RAM  1,2GB ~ 70%  1,4GB ~ 83,5%  



Future Internet Core Platform  

 

D.4.3.2: FI-WARE Installation and Administration Guide  Page 52   

CPU  
1,3% of a 

2400MHz  

95% of a 

2400MHZ  

I/O 
HDD  

6GB  6GB  

 

And the results of requirements both RAM, CPU and I/O to HDD in case of Tomcat 

node is shown in the following table:  

 

Resource Consumption (in Tomcat node)  

 Low Usage  High Usage  

RAM  1GB ~ 63%  3GB ~ 78%  

CPU  
0,8% of a 

2400MHz  

90% of a 

2400MHZ  

I/O 
HDD  

6GB  6GB  

3.3.4 I/O flows 

The application WAR is hearing from port 8774 and the EAR application (by default) 

is hearing in the port 8080. Please refer to the installation process in order to know 

exactly which was the Claudia port selected.  
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4 Self-Service Interfaces - Installation and 
Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

4.1 Introduction  

Welcome to the Installation and Administration Guide for the Self Service Interfaces 

Generic Enabler. This generic enabler is built on an Open Source project, and so 

where possible this guide points to the appropriate online content that has been 

created for this project. The online documents are being continuously updated and 

improved, and so will be the most appropriate place to get the most up to date 

information on installation and administration.  

The required parts of this generic enabler are Object Storage GE, Service Manager 

GE, DCRM GE and OpenStack's Keystone. But no other Generic Enabler interacts 

with the Self Service Interfaces.  

4.1.1 Requirements  

In order to execute the Self Service Interfaces GE, it is needed to have previously 

installed the following software of framework:  

 Administrative Scripting Toolkit  

o Node.js Server v0.8.17 or greater. [1]  

o Node Packaged Modules. It is usually included within Node.js [2]  

 User Cloud Portal  

o Apache HTTP Server v2.0 [3].  

o Node.js Server v0.8.17 or greater. [4]  

o Node Packaged Modules. It is usually included within Node.js [5]  

4.2 System Installation  

This installation is divided into two parts:  

 Administrative Scripting Toolkit  

It provides advanced cloud management, such as reboot, resize and change 

password of servers.  

To use the scripting toolkit you first need to install the jstack component:  

npm install jstack-client -g 

Once installed you can use the script, for instance, by running the next commands:  

jstack-client -u username -p password -l 

http://130.206.80.100:5000/v2.0/ -t tenant_id server-list 

 User Cloud Portal  

It supports daily user operations, such as start and stop instances, list images, create 

key-pairs, etc.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Self-Service%20Interfaces%20-%20Installation%20and%20Administration%20Guide
http://nodejs.org/download/
https://npmjs.org/
https://httpd.apache.org/
http://nodejs.org/download/
https://npmjs.org/
http://130.206.80.100:5000/v2.0/
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The following steps need to be performed to get the Cloud Portal up and running:  

1. Download the Cloud Portal, using [GitHub].  

git clone https://github.com/ging/fi-ware-cloud-portal.git 

portal 

2. Install all required libraries using NPM.  

cd portal 

npm install 

3. Configure Apache2  

To configure the Apache server edit the file /etc/apache2/sites-available/default with 

the next lines:  

<VirtualHost *:80> 

       ServerAdmin webmaster@localhost 

       ServerName portal.lab.fi-ware.eu 

       DocumentRoot /path/to/portal/ 

       <Directory /> 

               Options FollowSymLinks 

               AllowOverride None 

       </Directory> 

       <Directory /path/to/portal/> 

               Options Indexes FollowSymLinks MultiViews 

               AllowOverride None 

               Order allow,deny 

               allow from all 

       </Directory> 

       ScriptAlias /cgi-bin/ /usr/lib/cgi-bin/ 

       <Directory "/usr/lib/cgi-bin"> 

               AllowOverride None 

               Options +ExecCGI -MultiViews 

+SymLinksIfOwnerMatch 

               Order allow,deny 

               Allow from all 

       </Directory> 

       ErrorLog ${APACHE_LOG_DIR}/error.log 

       LogLevel warn 

       CustomLog ${APACHE_LOG_DIR}/access.log combined 

       Alias /doc/ "/usr/share/doc/" 

       <Directory "/usr/share/doc/"> 

               Options Indexes MultiViews FollowSymLinks 

http://github.com/ging/fi-ware-cloud-portal
https://github.com/ging/fi-ware-cloud-portal.git
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               AllowOverride None 

               Order deny,allow 

               Deny from all 

               Allow from 127.0.0.0/255.0.0.0 ::1/128 

       </Directory> 

</VirtualHost> 

4.3 System Administration  

Self-Service Interfaces GE do not need specific system administration since it is 

based on Web interfaces.  

4.4 Sanity Check Procedures  

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

4.4.1 End to End testing  

Please note that the following information is required before carrying out this 

procedure:  

 the IP address of the Cloud Portal node (e.g. on the FI-WARE testbed this 

is portal.lab.fi-ware.eu)  

 the IP address of the Openstack Keystone node managing security for the 

Self-Service Interfaces GE Deployment (e.g. on the FI-WARE testbed this is 

130.206.80.100)  

 a valid OpenStack (keystone) username and password  

1. Verify that http://portal.lab.fi-ware.eu/ can be reached. By default, web access 

will show a Login Page.  

2. Acquire a valid username and password from the testbed, and access with those 

credentials.  

The resulting web page is the landing page of the Cloud Portal.  

3. Verify that you can list instances and images of your project.  

4.4.2 List of Running Processes 

In case OpenStack has been installed in the directory '/opt/stack/' the following 

command will allow the admin to see all process running out of that directory:  

 ps -auxw | grep apache2 

The output should include the following two services:  
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 /opt/stack/keystone/bin/keystone-all --config-file 

/etc/keystone/keystone.conf --log-config 

/etc/keystone/logging.conf -d --debug 

 /opt/stack/swift/bin/swift-proxy-server /etc/swift/proxy-

server.conf -v 

Many other services based on your installation might also be available. Also noted 

that the 'keystone' is optional here.  

4.4.3 Network interfaces Up & Open  

 TCP port 80 should be accessible to the web browsers in order to load the 

Portal.  

 Cloud GEs should be accessible from the Internet because the Cloud portal 

makes requests to them.  

4.4.4 Databases 

Cloud Portal does not use traditional databases. It makes requests directly to other 

Generic Enablers.  

4.5 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

4.5.1 Resource availability 

 Verify that 2.5MB of disk space is left using the UNIX command 'df'  

4.5.2 Remote Service Access 

Please make sure port 80 is accessible. All other GE's ports need to be accessible 

too.  

4.5.3 Resource consumption 

Self-Service Interfaces GE has very minimal resource constraints on the server since 

it does not have any database or complex application logic.  

Typical memory consumption is 100MB and it consumes almost the 1% of a CPU 

core of 2GHz.  
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4.5.4 I/O flows 

Clients access the Self Service Interface through the client's Web Browser. This is 

simple HTTP traffic. It makes requests periodically to the different Cloud GEs (SM 

GE, DCRM GE, Object Storage GE, Keystone, etc.)  
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5 Object Storage - Installation and 
Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

5.1 Introduction  

Welcome to the Installation and Administration Guide for the Object Storage Generic 

Enabler. This generic enabler is built on an Open Source project - the CDMI Interface 

for OpenStack Swift - and so where possible this guide points to the appropriate 

online content that has been created for this project. The online documents are being 

continuously updated and improved, and so will be the most appropriate place to get 

the most up to date information on installation and administration.  

This generic enabler requires installation of OpenStack[1] cloud management 

software (specifically the Swift object storage component). The Cloud Data 

Management Interface (CDMI) [2] API for OpenStack Swift is then installed on top of it.  

5.2 System Installation  

The following steps need to be performed to get the CDMI interface for OpenStack 

up & running:  

1. Install OpenStack with Swift according to the Instructions 

from OpenStack
[3]
 

2. Install the CDMI interface from GitHub
[4]
 using the command 

'python setup.py install' 

3. Configure the Swift proxy server. 

To configure the proxy server edit the file /etc/swift/proxy-server.conf and add the 

"cdmi" filter before "proxy-server"  

     [pipeline:main] 

     pipeline = healthcheck cache tempauth *cdmi* proxy-server 

    

Also add the following section to the same file:  

     [filter:cdmi] 

     use = egg:cdmiapi#cdmiapp 

5.3 System Administration  

There are no system administration tasks specific for the CDMI Interface of 

OpenStack Swift. This software is essentially a pass-through proxy that translates 

any invocations and delegates them to an underlying OpenStack Swift installation. 

Please refer to the OpenStack Swift documentation at http://swift.openstack.org for 

complete information on how to administer an OpenStack Swift deployment.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Object%20Storage%20-%20Installation%20and%20Administration%20Guide
http://swift.openstack.org/
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5.4 Sanity Check Procedures  

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

5.4.1 End to End testing  

Please note that the following information is required before carrying out this 

procedure:  

 the IP address of the CDMI node (e.g. on the FI-WARE testbed this is 

cdmiservice.lab.fi-ware.eu)  

 the IP address of the Openstack Keystone node managing security for the 

Object Storage GE Deployment (e.g. on the FI-WARE testbed this is 

130.206.80.100)  

 a valid OpenStack (keystone) username and password  

1. Verify that http://cdmiservice.lab.fi-ware.eu:8080/cdmi can be reached. By 

default, web access will receive a "401 Unauthorized" response.  

2. Acquire a valid token from the OpenStack Keystone server. Using curl, the 

following command can be used:  

   curl -d 

'{"auth":{"passwordCredentials":{"username":"<Insert Openstack 

username here>", "password":"<Insert Openstack password 

here>"}}}' -H "Content-type: application/json" http://<Insert 

IP address of Keystone node here>:5000/v2.0/tokens 

The resulting Keystone Token is returned near the beginning of the response.  

3. Verify that you can retrieve the capabilities of the root Object container:  

   curl -v -X GET -H 'X-Auth-Token: <Insert Keystone Token 

here>' -H 'X-CDMI-Specification-Version: 1.0.1' 

http://cdmiservice.lab.fi-

ware.eu:8080/cdmi/cdmi_capabilities/AUTH_<tenant_id>/ 

Sample output of this command:  

 > GET 

/cdmi/cdmi_capabilities/AUTH_d418851c6d294381bbe6e082849686d6/ 

HTTP/1.1 

 > User-Agent: curl/7.22.0 (x86_64-pc-linux-gnu) 

libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23 

librtmp/2.3 

 > Host: 130.206.80.102:8080 

 > Accept: */* 

 > X-Auth-Token: e40f876706d1470facf783a5ce656d63 

 > X-CDMI-Specification-Version: 1.0.1 

 > 
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 < HTTP/1.1 200 OK 

 < Content-Type: application/cdmi-capability 

 < X-Cdmi-Specification-Version: 1.0.1 

 < Content-Length: 200 

 < X-Trans-Id: txe226c68ba16a481b9f5c6838006e4b50 

 < Date: Mon, 29 Oct 2012 15:04:35 GMT 

 <  

 { 

   "capabilities": { 

    "cdmi_list_children": true, 

     "cdmi_create_container": true 

   }, 

   "objectName": "AUTH_d418851c6d294381bbe6e082849686d6", 

   "objectType": "application/cdmi-capability" 

 } 

4. Create a test container:  

   curl -v -X PUT -H 'X-Auth-Token: <Insert Keystone Token 

here>' -H 'Content-tType: application/directory'-H 'Content-

Length: 0' http://cdmiservice.lab.fi-

ware.eu:8080/cdmi/AUTH_<tenant_id>/<container_name>/ 

Expected output:  

 > PUT 

/v1/AUTH_288e7938013a48529a62a30d62edf0cc/test_container 

HTTP/1.1 

 > User-Agent: curl/7.22.0 (x86_64-pc-linux-gnu) 

libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23 

librtmp/2.3 

 > Host: 192.168.0.10:8080 

 > Accept: */* 

 > X-Auth-Token: 87efddec36c34e8da15fd2909ca7e8cd 

 > Content-tType: application/directory-H 

 >  

 < HTTP/1.1 201 Created 

 < Content-Length: 18 

 < Content-Type: text/html; charset=UTF-8 

 < X-Trans-Id: tx128ef4eb253b4535b23c46a68603b173 

 < Date: Thu, 26 Jul 2012 08:12:16 GMT 

 <  

 201 Created 
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This end-to-end test verifies several things:  

 That the OpenStack authentication service is functional  

 That the project and user account settings are valid  

 That the CDMI Interface for OpenStack is visible via HTTP  

 That the CDMI Interface for OpenStack is correctly configured to point to 

the underlying OpenStack Swift installation  

 That the underlying OpenStack Swift installation is functional  

5.4.2 List of Running Processes 

In case OpenStack has been installed in the directory '/opt/stack/' the following 

command will allow the admin to see all processes running out of that directory:  

 ps -auxw | grep /opt/stack 

The output should include the following two services:  

 /opt/stack/keystone/bin/keystone-all --config-file 

/etc/keystone/keystone.conf --log-config 

/etc/keystone/logging.conf -d --debug 

 /opt/stack/swift/bin/swift-proxy-server /etc/swift/proxy-

server.conf -v 

Many other services based on your installation might also be available. Also noted 

that the 'keystone' is optional here as on some deployments keystone may be 

deployed on a separate node.  

5.4.3 Network interfaces Up & Open  

By default the CDMI interface runs on port 8080 and so TCP port 8080 should be 

accessible to the client.  

By default the Keystone authentication service runs on port 5000 and so TCP port 

5000 should be accessible to the client.  

As per OpenStack Swift installation requirements, the proxy server and the storage 

nodes in the Swift Ring should all be in the same network and have access to each 

other.  

5.4.4 Databases 

Swift does not use traditional databases.  

5.5 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  
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5.5.1 Resource availability 

In the event of an issue it is recommended that the integrity and functionality of the 

OpenStack Swift deployment first be examined using the OpenStack Horizon web 

interface. Using the relevant OpenStack account details, it should be possible to use 

the OpenStack Horizon web interface to browse any containers and objects the user 

already has stored. It should also be possible to upload and store new objects. Any 

issues that exist can then be debugged using the wealth of OpenSource Swift 

resources and documentation that already exists.  

If OpenStack Swift appears to be working fine via the OpenStack Horizon interface, 

then the installation of the CDMI Interface for OpenStack needs to be examined. As 

there are no ongoing storage needs for this component, initial investigation should 

focus on possible network issues.  

During debugging of resources,  

 Verify that sufficient diskspace remains on a node using the UNIX 

command 'df'  

 Check to see if unexpected error messages exist in /var/log  

5.5.2 Remote Service Access 

The CDMI Interface fo OpenStack Swift is a RESTful service, and so TCP port 8080 

on the server must be open and accessible to the client.  

Assuming OpenStack Keystone is used for authentication purposes, by default TCP 

port 5000 on the Keystone node also needs to be open.  

5.5.3 Resource consumption 

Swift and the CDMI interface have minimal resource constraints in and of themselves 

(e.g., 100MB memory, 10MB disk space). The main concern is that sufficient storage 

is available to accommodate all objects to be stored, as well as multiple copies of 

these objects for redundancy purposes (likely to be TBs of data in a typical 

environment).  

Note that a Swift installation is recommended to have at least 5 storage nodes for 

redundancy purposes.  

5.5.4 I/O flows 

Clients access the Object Storage through the CDMI interface (port 8080). This is 

simple HTTP traffic. Depending on the request, calls are made to the OpenStack 

Swift service head node - again HTTP traffic. Based on the request, the Swift head 

node may call one or more Swift storage nodes to retrieve or store the required 

object. Storage requests will result in multiple copies of the data being stored on 

multiple storage nodes for redundancy purposes. Relevant responses and stored 

objects are returned back to the Client through standard HTTP responses.  
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5.6 References 

1. ↑ http://www.openstack.org/ 

2. ↑ http://www.snia.org/cdmi 

3. ↑ http://docs.openstack.org/developer/swift/howto_installmultinode.html 

4. ↑ http://github.com/tmetsch/cdmi 

http://www.openstack.org/
http://www.snia.org/cdmi
http://docs.openstack.org/developer/swift/howto_installmultinode.html
http://github.com/tmetsch/cdmi
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6 Software Management And Configuration - 
Installation and Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

6.1 SDC Installation 

This guide tries to define the procedure to install the SDC in a machine, including its 

requirements and possible troubleshooting that we could find during the installation. 

We have to talk about two nodes, one including the core functionality of the enabler 

itself and the other one which allocated the chef server.  

6.1.1 Requirements  

In order to execute the SDC, it is needed to have previously installed the following 

software:  

 Chef node  

o Chef server [1]. For CentOS it is possible to follow the following 

instructions[2]  

 SDC node  

o Tomcat 7.X.X [3]  

o PostgreSQL [4]  

o Webdav  

6.1.2 Database configuration 

The SDC node needs to have PostgreSQL installed in service mode and a database 

created called SDC. For CentOS, these are the instructions: Firsly, it is required to 

install the PostgreSQL [5].  

 

yum install postgreql postgresql-server posgresql-cotrib 

6.1.2.1 Start Postgresql  

Type the following commands to install the postgresql as service and restarted  

 

# chkconfig --add postgresql  

# chkconfig postgresql on 

# service postgresql start 

6.1.2.2 Create the DB  

Connect to Postgresql Server using  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Software%20Management%20And%20Configuration%20-%20Installation%20and%20Administration%20Guide
http://wiki.opscode.com/display/chef/Installing+Chef+Server
http://blog.frameos.org/2011/05/19/installing-chef-server-0-10-in-rhel-6-scientificlinux-6/
http://tomcat.apache.org/download-70.cgi
http://www.postgresql.org/
http://wiki.postgresql.org/wiki/YUM_Installation
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# su - postgres 

Connect as postgres to the postgres database and set the password for user 

postgres using alter user as below:  

 

$ psql postgres postgres; 

$ alter user postgres with password 'postgres'; 

Create the SDC DB  

 

createdb sdc 

6.1.3 Apache Tomcat configuration 

6.1.3.1 Install Tomcat 7  

Install Tomcat 7 together with standard Tomcat samples, documentation, and 

management web apps:  

 

yum install tomcat7-webapps tomcat7-docs-webapp tomcat7-admin-

webapps 

Start/Stop/Restart Tomcat 7 as a service. startp:  

 

sudo service tomcat7 start 

stop:  

 

sudo service tomcat7 stop 

restart:  

 

sudo service tomcat7 restart 

Add Tomcat 7 service to the autostart  

 

sudo chkconfig tomcat7 on 

 

6.1.3.2 Install and configure WebDav  

These instructions are based on [6]  

The webdav is the component of the SDC-Server that stores the installables of the 

available software (products and applications) to be installed in the nodes.  

http://www.howtoforge.com/how-to-set-up-webdav-with-apache2-on-centos-5.5
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Make sure Apache2 is installed and the optional DAV modules are enabled  

 

yum install httpd 

vi /etc/httpd/conf/httpd.conf  

[...] LoadModule dav_module modules/mod_dav.so  

[...] LoadModule dav_fs_module modules/mod_dav_fs.so [...] 

Then create the system startup links for Apache and start it:  

 

chkconfig --levels 235 httpd on 

/etc/init.d/httpd start<pre> 

Create a Virtual host in /etc/apache2/sites-available/sdc.com  

 

<VirtualHost *:80>         

  ServerAdmin webmaster@example.com         

  ServerName 109.231.82.11         

  DocumentRoot /opt/sdc/webdav         

   <Directory /opt/sdc/webdav>                 

     Options Indexes MultiViews                 

     AllowOverride None                 

     Order allow,deny allow from all         

   </Directory>  

</VirtualHost> 

We need now to create the directory where all the files managed by our WebDav are 

going to be:  

 

mkdir /opt/sdc/webdav  

chown www-data /opt/sdc/webdav  

a2ensite sdc.com  

apache2ctl configtest  

/etc/init.d/apache2 reload 

Now we are interested in setup a Basic Authentication mechanism in our WebDav 

server. Enable the authentication module and create the password file  

 

htpasswd -c /etc/apache2/passwd/passwords root 

You will be prompted to introduce the password: temporal  

After, we introduce the WebDAV section into the Virtual host:  
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# Note Alias goes to our DocumentRoot. Alias /webdav 

/opt/sdc/webdav   

# But we apply different settings  

<Location /webdav>     

  Dav on     

  AuthType Basic    

  AuthName "SDC Server Webdav"     

  AuthUserFile /etc/apache2/passwd/passwords     

  Require user root  

</Location> 

We reconfigure apache and reload it  

 

apache2ctl configtest /etc/init.d/apache2 reload 

In order to test if the webdav has been configured in a good way, with a explorer go 

to http://{IP}/webdav/. Finally, create the directories product and application in the 

webdav. This directories will be visible trough the url: http://{IP}/webdav/product and 

http://{IP}/webdav/application  

6.1.3.3 Install SDC applications  

Once the prerequisites are satisfied, you shall create the context file. To do that, 

change sdc.xml found in distribution file and store it in folder 

$CATALINA_HOME/conf/Catalina/localhost.  

See the snipet bellow to know how it works:  

 

<Context path="/sdc" docBase="war path" reloadable="true" 

debug="5"> 

  <Resource name="jdbc/sdc" auth="Container" 

type="javax.sql.DataSource" 

driverClassName="org.postgresql.Driver"  <!-- select the 

driver--> 

   url="jdbc:postgresql://localhost:5432/sdc" <!-- select the 

connection url-->   

   username="postgres" password="postgres" <!-- select the 

user/password-->  

   maxActive="20" maxIdle="10" maxWait="-1"/>  

</Context> 

You also have to add the provided scripts found in the dist file (in folder 

/opt/sdc/scripts/) in the same folder (or everywhere you want if you prefer to change 

the default configuration).  

Include the library postgresql-8.4-702.jdbc4.jar in $CATALINA_HOME/lib  
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The last step is configure the system to log into Chef Server. To do that, the only 

thing shall do is to create a client thowugh the web-ui:  

http://{chef-server-ip}:4040/clients and generate a Private key of suche client:  

The client and the file should be updated in the SystemConfiguration.properties of 

the sdc-server:  

 

chefClientId = sdcserver 

chefClientPass = /opt/sdc/private.pem 

Locate the pem file containig the Clien's private key in chefClientPass location. It is 

very important to note that the client should have admin privileges in the Chef-Server.  

6.2 Sanity check procedures 

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

6.2.1 End to End testing 

Although one End to End testing must be associated to the Integration Test, we can 

show here a quick testing to check that everything is up and running. It involves to 

obtain the product information storaged in the catalogue. With it, we test that the 

service is running and the database configured correctly.  

 

  http://{IP VM SDC}:8080/sdc/rest/catalog/product 

In addition, for checking that the SDC server is working properly, it is needed to 

check;  

 

  http://{IP VM Chef server}:4040 

6.2.2 List of Running Processes 

Due to the SDC basically is running over the Tomcat, the list of processes must be 

only the Tomcat and PostgreSQL. If we execute the following command:  

 

ps -ewF | grep 'postgres\|tomcat' | grep -v grep 

It should show something similar to the following:  

 

root     18641     1  0 380364 287052   0 Nov08 ?        

00:02:45 /usr/bin/java -

Djava.util.logging.config.file=/opt/apache-tomcat-7.0.... 
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postgres 23546     1  8  53511   6284   0 09:22 ?        

00:00:01 /usr/bin/postmaster -p 5432 -D /var/lib/pgsql/data 

postgres 23550 23546  0  44264   1392   0 09:22 ?        

00:00:00 postgres: logger process 

postgres 23553 23546  0  53511   1616   0 09:22 ?        

00:00:00 postgres: writer process 

postgres 23554 23546  0  53511   1556   0 09:22 ?        

00:00:00 postgres: wal writer process 

postgres 23555 23546  0  53579   1968   0 09:22 ?        

00:00:00 postgres: autovacuum launcher process 

postgres 23556 23546  0  44331   1676   0 09:22 ?        

00:00:00 postgres: stats collector process 

For the Chef server node:  

 

ps -ewF | grep 'chef' | grep -v grep 

It should show something similar to the following:  

 

rabbitmq  1757     1  2 153867 64876  0 Nov06 ?        

01:50:45 /usr/lib64/erlang/erts-5.6.5/bin/beam -W ... 

root      2075     1  0 295700 202080 0 Nov06 ?        

00:05:37 java -Xmx256M -Xms256M -

Dsolr.data.dir=/var/chef/solr/data -... 

root      2106     1  0 27534 23792   0 Nov06 ?        

00:00:32 /usr/bin/ruby /usr/bin/chef-expander -d -c 

/etc/chef/expander.rb ... 

root      2107  2106  2 31599 39016   0 Nov06 ?        

01:58:06 chef-expander worker #1 (vnodes 0-1023)                                       

chef      3001     1  0 46487 60616   0 Nov07 ?        

00:09:50 merb : chef-server (api) : worker (port 4000)  

 

chef      3036     1  0 40514 59496   0 Nov07 ?        

00:09:31 merb : chef-server-webui : worker (port 4040) 

 

6.2.3 Network interfaces Up & Open 

Taking into account the results of the ps commands in the previous section, we take 

the PID in order to know the information about the network interfaces up & open. To 

check the ports in use and listening, execute the command:  

 

netstat –p –a | grep $PID/java 
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Where $PID is the PID of Java process obtained at the ps command described 

before, in the previous case 18641 tomcat and 23546 (postgresql). The expected 

results must be something similar to the following:  

 

tcp        0      0 *:irdmi                     *:*                         

LISTEN      18641/java 

tcp        0      0 *:8009                      *:*                         

LISTEN      18641/java 

tcp        0      0 *:webcache                  *:*                         

LISTEN      18641/java 

tcp        0      0 localhost:mxi               *:*                         

LISTEN      18641/java 

tcp      120      0 tid_centos_sdc:33760        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33752        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33729        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33732        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33759        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33731        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp      120      0 tid_centos_sdc:33748        

tid_centos_sdc:postgres     CLOSE_WAIT  18641/java 

tcp        0      0 *:postgres                  *:*                         

LISTEN      23546/postmaster 

tcp        0      0 *:postgres                  *:*                         

LISTEN      23546/postmaster 

udp        0      0 localhost:45194             

localhost:45194             ESTABLISHED 23546/postmaster 

 

unix  2      [ ACC ]     STREAM     LISTENING     930790 

23546/postmaster    /tmp/.s.PGSQL.5432 

6.2.4 Databases 

The last step in the sanity check, once that we have identified the processes and 

ports is to check the different databases that have to be up and accept queries. For 

he first one, if we execute the following commands:  

 

psql -U postgres -d sdc 

For obtaining the tables in the database, just use  
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\dt 

6.3 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

 

6.3.1 Resource availability 

The resource availability should be at least 1Gb of RAM and 6GB of Hard disk in 

order to prevent enabler's bad performance. This means that bellow these thresholds 

the enabler is likely to experience problems or bad performance.  

6.3.2 Remote Service Access 

The SDC should connect with the IdM GE (aka Keystone in this first release) and the 

Chef server to perform its functionality. An administrator to verify that such links are 

available will use this information.  

The first step is to check the IdM GE connectivity (without security the rest of 

components do not work). Thus, in order to check the connectivity between the SDC 

and the IdM GE, due to it must obtain a valid token and tenant for a user and 

organization with the following curl commands:  

 

root@fiware:~# curl -d '{"auth": {"tenantName": 

"<MY_ORG_NAME>", "passwordCredentials":{"username": 

"<MY_USERNAME>", "password": "<MY_PASS>"}}}'-H "Content-type: 

application/json" -H "Accept: application/xml"  

http://<KEYSTONE_HOST>:<KEYSTONE_PORT>/v2.0/tokens 

The <MY_ORG_NAME> will be the name of my Organization/Tennat/Project 

predefined in the IdM GE (aka Keystone). The <MY_USERNAME> 

and<MY_PASS>variables will be the user name and password predefined in the IdM 

GE and finally the <KEYSTONE_HOST> and <KEYSTONE_PORT> variables will be 

the IP direction and port in which we can find the IdM GE (aka Keystone). This 

request should return one valid token for the user credentials together with more 

information in a xml format:  

 

<?xml version="1.0" encoding="UTF-8"?> 

<access xmlns="http://docs.openstack.org/identity/api/v2.0"> 

  <token expires="2012-06-30T15:12:16Z" 

id="9624f3e042a64b4f980a83afbbb95cd2"> 
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    <tenant enabled="true" 

id="30c60771b6d144d2861b21e442f0bef9" name="FIWARE"> 

      <description>FIWARE Cloud Chapter demo 

project</description> 

    </tenant> 

  </token> 

  <serviceCatalog> 

  … 

  </serviceCatalog> 

  <user username="org" id="b988ec50efec4aa4a8ac5089adddbaf9" 

name="org"> 

    <role id="32b6e1e715f14f1dafde24b26cfca310" 

name="Member"/> 

  </user> 

</access> 

After that, we can check that the Chef server is running:  

 

GET http://{CHEF SERVER IP}:4040/ 

It will return the Chef server main webpage.  

6.3.3 Resource consumption 

State the amount of resources that are abnormally high or low. This applies to RAM, 

CPU and I/O. For this purpose we have differentiated between:  

 Low usage, in which we check the resources that the Tomcat requires in 

order to load the PaaS Manager.  

 High usage, in which we send 100 concurrent accesses to the PaaS 

Manager.  

 

The results were obtained with a top command execution over the following machine 

configuration:  

 

Machine Info  

 Tomcat Node  

Type Machine  Virtual Machine  

CPU  1 core @ 2,4Ghz  

RAM  1,4GB  

HDD  9,25GB  

Operating System  CentOS 6.3  
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The results of requirements both RAM, CPU and I/O to HDD is shown in the following 

table:  

 

Resource Consumption (in Tomcat node)  

 Low Usage  High Usage  

RAM  1GB ~ 63%  3GB ~ 78%  

CPU  
0,8% of a 

2400MHz  

90% of a 

2400MHZ  

I/O 
HDD  

6GB  6GB  

6.3.4 I/O flows 

The application WAR is hearing from port 8080. Please refer to the installation 

process in order to know exactly which was the port selected.  
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7 Monitoring - Installation and Administration 
Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

7.1 Collectd monitoring installation 

This guide tries to define the procedure to install the Collectd Monitoring in a machine, 

including its requirements and possible troubleshooting that we could find during the 

installation.  

This GE enabler will be installed on a Server. Althoug some description is made on 

how to setup clients. The programs installed on the server will be refered to 

asCollector throughout this document, as well as server.  

7.1.1 Requirements  

This software is designed and compiled for RHEL/Centos 6, so, this software must 

work in such systems.  

In order to execute the Collectd Monitoring, it is needed to have previously installed 

the following software, which is found in the default OS repositories:  

 Java 1.6  

 Python 2.6 (or above) - Which is part of the the core system.  

 memcached  

 mysql  

 Sometimes, pkgconfig isn't installed by default. However, it is required.  

 

In order to install the pre-required software, we can do:  

yum install java-1.6.0-openjdk mysql-server memcached 

pkgconfig 

 We need to configure memcached and mysql to be started as a service as 

the OS boots. We can do this the way that follows:  

chkconfig memcached on ; service memcached start 

chkconfig mysqld on ; service mysqld start 

7.1.2 Database configuration 

We'll install the database used by the Collector on the same host as the Collector for 

the shake of simlicity, so we can refer to "localhost" in the database configuration 

files. The database is a simple database with just 3 tables.  

The first step is to create the database (monitoring) and add a user 

(claudia/ClaudiaPass) with its grants on the database:  

mysql> create database monitoring;  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Monitoring%20-%20Installation%20and%20Administration%20Guide
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mysql> grant all on monitoring.* to 'claudia'@'localhost' 

identified by 'ClaudiaPass'; 

The next step is to create the tables. In our case, using "monitoring" database:  

DROP TABLE IF EXISTS `nodedirectory`; 

SET @saved_cs_client     = @@character_set_client; 

SET character_set_client = utf8; 

CREATE TABLE `nodedirectory` ( 

  `internalId` bigint(20) NOT NULL auto_increment, 

  `fqn` varchar(255) default NULL, 

  `internalNodeId` bigint(20) NOT NULL, 

  `status` int(11) NOT NULL, 

  `fechaCreacion` datetime default NULL, 

  `fechaBorrado` datetime default NULL, 

  `tipo` int(11) NOT NULL, 

  `parent_internalId` bigint(20) default NULL, 

  PRIMARY KEY  (`internalId`), 

  KEY `FKCA54626B3CC47F10` (`parent_internalId`) 

   ) ENGINE=InnoDB AUTO_INCREMENT=105 DEFAULT CHARSET=latin1; 

SET character_set_client = @saved_cs_client;  

SET character_set_client = utf8; 

CREATE TABLE `monitoringsample` ( 

 `id` bigint(20) NOT NULL auto_increment, 

 `datetime` datetime default NULL, 

 `day` int(11) NOT NULL, 

 `month` int(11) NOT NULL, 

 `year` int(11) NOT NULL, 

 `hour` int(11) NOT NULL, 

 `minute` int(11) NOT NULL, 

 `value` varchar(255) default NULL, 

 `measure_type` varchar(30) default NULL, 

 `unit` varchar(30) default NULL, 

 `associatedObject_internalId` bigint(20) default NULL, 

 PRIMARY KEY  (`id`), 

 KEY `FKD30AF432786DFD15` (`associatedObject_internalId`), 

 INDEX `measure_type_index` (`measure_type`), 

 CONSTRAINT `FKD30AF432786DFD15` FOREIGN KEY 

(`associatedObject_internalId`) REFERENCES `nodedirectory` 

(`internalId`) 
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 ) ENGINE=InnoDB AUTO_INCREMENT=1 DEFAULT CHARSET=latin1; 

create table `fqn` ( fqn varchar(255) not null, host 

varchar(64) not null,  

  plugin varchar(64) default null 

  primary key (fqn), INDEX in1 (host,plugin) 

) ENGINE=InnoDB ; 

7.1.3 Software installation 

7.1.3.1 Mandatory, the Collector (server software)  

Instalation  
The provided .rpm files will do the work:  

rpm -i collectd-mysql-5.0.1-1.el6.x86_64.rpm \ 

       collectd-java-5.0.1-1.el6.x86_64.rpm \ 

       collectd-base-5.0.1-1.el6.x86_64.rpm \  

       collectd-collector-rpm- 0.1.0-

0.20121126.124650.fc14.noarch.rpm 

It is highly recomended to install de basic probes:  

rpm -i collectd-basicprobes-5.0.1-1.el6.x86_64.rpm 

Configuration  
 We shoud be sure that this properties in 

/opt/monitoring/conf/monitoring.properties are configured according to the 

database/user/password we used to create the monitoring database. If it was 

created with the defaults (claudia:ClaudiaPass@monitoring:localhost) the 

configuration will be right  

mysqlurl=jdbc\:mysql\://localhost\:3306/monitoring 

mysqluser=claudia 

mysqlpassword=ClaudiaPass 

 If the basic probes are installed it might be interesting to enable both the 

logfile' and the csv probes. This is done in the file 

/opt/collectd/etc/conf.d?basicprobes.conf. At the begining of the file 

adding (uncomenting the lines):  

LoadPlugin logfile 

LoadPlugin csv 

And in the same file, after the last LoadPlugin line, adding/uncomenting  

<Plugin "logfile"> 

   File "/var/log/cltd.log" 

   PrintSeverity true 

   LogLevel "info" 
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   Timestamp true 

</Plugin> 

<Plugin csv> 

        DataDir "/opt/collectd/var/lib/collectd/csv" 

        StoreRates false 

</Plugin> 

7.1.3.2 Optional, the client (probes)  

Instalation  
The probes are plugins for the collectd to work. These probes must be installed in 

every host which we want to monitorize. In these hosts we must install the base 

collectd:  

rpm -i collectd-base-5.0.1-1.el6.x86_64.rpm 

And the probes we might want to work with. It is highly recomendable to install at 

least the basic probes everywhere.  

#The basic probes - The most basical ones: log probes, writing 

to file probes,  

rpm -i collectd-basicprobes-5.0.1-1.el6.x86_64.rpm 

#Extended python probe to monitorize cpu usage, etc. 

rpm -i collectd-extendedprobes-rpm-0.1.0-

0.20121126.124650.fc14.noarch.rpm 

 

Configuration  
The configuration in the client is more difficult because it's probe dependant. Every 

probe (or set of probes) has a configuration file which must be configurated before it 

properly works. The configuration of the most important probes is described here.  

/opt/collectd/etc/collectd.conf/network-client.conf contains the server host/udp 

port where the Monitoring service is listening at. With this configuration, the client will 

be able to send the collectd information to the monitoring server (or collector).  

Loadplugin network 

<Plugin network> 

       <Server "MonitoringServerHost" "25826"> 

               Interface "eth0" 

        </Server> 

</Plugin> 

7.2 Sanity check procedures 

The Sanity Check procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 
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tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

In our case, there are two things to check - The Collector and the WebService.  

 

Checking the collector  

In order to test the Collector, we need the basic probes are installed in the system (or 

another client system well configured, which is a bit difficult at the very first stages) 

with CSV probe configured as described in the configuration section. When the 

colector is working, in the directory /opt/collectd/etc/conf.d/<hostname> will be 

some more directories which will contain files. These files are csv files one line per 

each sample. When a sample is taken, a new line is added to the corresponding file. 

So, if the monitoring is working, these files must increase in size and the number of 

lines.  

Choosing any of those files, we must have new data on them every thirty-something 

seconds.  

For example, lets choose the monitoring info from cpu-0. So let's cd 

/opt/collectd/var/lib/collectd/csv/monitoring.lab.fi-ware.eu/cpu-0 and try this way:  

# wc -l cpu-system-2012-12-13 ; sleep 40 ;  wc -l cpu-system-

2012-12-13  

15 cpu-system-2012-12-13 

16 cpu-system-2012-12-13 

It doesn't matter the file you choose, some more (one or more) data lines must have 

been added.  

 

Checking the collector webservice  

In the following commands, $IPCOLLECTOR is the host where the collector has 

been installed. And $HOSTNAME and $FQN are two random values to add in the 

database.  

curl -H "Content-Type: text/plain" -d "$FQN" -X PUT \ 

"http://$IPCOLLECTOR:8080/registerfqn4monitoring_ws/webresourc

es/maps2fqn/$HOSTNAME" 

mysql -u claudia -pClaudiaPass monitoring  -e "select * from 

fqn where fqn=\"$FQN\" and host=\"$HOSTNAME\"" 

+---------------------------+------------------------+--------

-+ 

| fqn                       | host                   | plugin  

| 

+---------------------------+------------------------+--------

-+ 

| $FQN                      | $HOSTNAME              | NULL    

| 

+---------------------------+------------------------+--------

-+ 

http://$ipcollector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/$HOSTNAME
http://$ipcollector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/$HOSTNAME
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In order not to seed the database with rubbish data, we can also execute the 

following command in order to delete it from the database  

curl -H "Content-Type: text/plain" -d "$FQN" -X DELETE \ 

"http://$IPCOLECTOR:8080/registerfqn4monitoring_ws/webresource

s/maps2fqn/$HOSTNAME" 

and test that it has been deleted - The next query will return no data at all:  

mysql -u claudia -pClaudiaPass monitoring  -e "select * from 

fqn where fqn=\"$FQN\" and host=\"$HOSTNAME\"" 

7.2.1 End to End testing 

We can make an end to end testing just by monitorizing localhost. In order to do so, 

we must configure the client probes for the collectd and we must provide the 

localhost data through the collector Web Service:  

First of all we can configure the client in 3 steps:  

 To configure the basic client probes in the collectd we edit 

/opt/collectd/etc/conf.d/host.conf and set the hostname in it:  

localhost 

 Besides configuring the host name, we must cunfigure the 

/opt/collectd/etc/conf.d/network-client.conf and set the server data to 

connect to:  

Loadplugin network 

<Plugin network> 

    <Server "localhost" "25827"> 

           Interface "lo" 

    </Server> 

</Plugin> 

 Last step is to reboot collectd  

service collectd restart 

Next we must provide "localhost" in the collector through its Web Service -- In this 

case, we probably should set "IPCOLLECTOR" to "localhost:  

curl -H "Content-Type: text/plain" -d "localhost" -X PUT \ 

"http://$IPCOLLECTOR:8080/registerfqn4monitoring_ws/webresourc

es/maps2fqn/localhost" 

Once we've configured the collectd and provided the data we can test if it's collecting 

data quering the database:  

 mysql -u claudia -pClaudiaPass monitoring -ss -e 'select 

count(1) from nodedirectory' 

 297 

http://$ipcolector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/$HOSTNAME
http://$ipcolector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/$HOSTNAME
http://$ipcollector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/localhost
http://$ipcollector:8080/registerfqn4monitoring_ws/webresources/maps2fqn/localhost
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If every 30 seconds or so we have more data in the database, it means that data is 

being collectd ---  

7.2.2 List of Running Processes 

There must be two running processes which can be discovered using the following 

command:  

# ps -ef | grep collectd   

root     16584     1  0 11:49 ?        00:00:00 

/opt/collectd/sbin/collectdmon -c /opt/collectd/sbin/collectd 

-P  /opt/collectd/var/run/collectd.pid 

root     16585 16584  6 11:49 ?        00:00:04 

/opt/collectd/sbin/collectd -f 

root     16624 16560  0 11:50 pts/0    00:00:00 grep collectd 

7.2.3 Network interfaces Up & Open 

There must be two open ports, tcp port 8080 and udp port 25826.  

 tcp port 8080 is used to register new host for monitorization.  

 ucp port 25826 is used to receive the information from the monitorized 

hosts.  

We can test those ports with lsof command:  

# lsof -nP -i TCP -i UDP | egrep "(25826|8080)" 

collectd  16585      root    3u  IPv4  59866      0t0  UDP 

*:25826  

collectd  16585      root   52u  IPv6  59934      0t0  TCP 

*:8080 (LISTEN) 

7.2.4 Databases 

 MySQL database is the default and tested dabase to work with. In order to 

test if the tables are OK, we can do this querying the tables:  

$ mysql -u claudia -pClaudiaPass monitoring -ss -e "show 

tables" 

fqn 

monitoringsample 

nodedirectory 

 

 The old and unused data must be deleted from the database by the 

database owner. This operation must be done by the owner - For example, if 

you wanted to keep your last three days data, you can delete older data with 

a command like this:  

mysql -u claudia -pClaudiaPass monitoring -ss -e \ 
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delete from nodedirectory where fechaCreacion<(curdate()-3) 

7.3 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

7.3.1 Resource availability 

This software will run on a system with 50Mb or RAM although 256Mb are 

recommended. It is required 70Mb of free disk space to install collectd and the basic 

probes and the Collectors Web server and the mysql probe to store data on 

databases.  

However, as the collector is a process used to store data, it will demand database 

space. The more hosts it is monitoring, and the longer the information is kept, the 

more database space it will demand. The average consumption is 3Mb per host and 

day of information kept in the database. These tests were made with only the basic 

probes installed on each host monitorized.  

7.3.2 Remote Service Access 

 Clients host to be monitorized should have access to UDP port 25826 in 

order to send their monitoring information.  

 Server administrators must have access to TCP port 8080 in order to 

add/delete hosts and to query the monitoring information.  

7.3.3 Resource consumption 

As the Collector is always collecting and recording information, the longer it is 

working the more disk space/database space it will consume. If it is left without 

supervision it will eventually consume all space on the hard disk.  

Any policy to clean old monitoring data is to be implemented somehow by the data 

owner.  

The software waits until it gets data from the probes. When it gets data, it stores the 

data in the database. There are many probes which can be configurated which stores 

data on disk, however, to do the tests we will consider that only database probes are 

working and no probes are writing data on the disk.  

 Waiting mode, waiting for data to be monitorized  

 Processing data, in which it is processing and storing the data it has 

recieved.  

 

The results were obtained with a top command execution over the following machine 

configuration:  
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Machine Info  

 Tomcat Node  

Type Machine  Virtual Machine  

CPU  1 core @ 2,4Ghz  

RAM  512 Mb  

HDD  20GB  

Operating System  CentOS 5.7  

 

The results of requirements both RAM, CPU and I/O to HDD is shown in the following 

table:  

 

Resource Consumption  

 Waiting  Processing  

RAM  51MB ~ 11%  256MB ~ 50%  

CPU  
<2,0% of a 

2400MHz  
97% of a 2400MHZ  

I/O 
HDD  

0.5GB  
Up to maximum 

available capacity  

7.3.4 I/O flows 

The collector is listening on UDP Port 25826 for monitoring data which is collected by 

the clients probes running on any monitorized host. When it gets some data, the 

collector tests if this data needs to be stored on the database. If so, it connects to the 

database and inserts the data into it.  

Some other probes can also write the collected data on files, depending on the 

configurations. However this writing probes are not necessary for the software to 

work, and by default, they aren't activated at all.  
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8 PaaS Management - Installation and 
Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

8.1 PaaS Manager Installation 

This guide defines the procedure to install the PaaS Manager in a machine, including 

its requirements and possible troubleshooting that we could find during the 

installation.  

8.1.1 Requirements  

In order to execute the PaaS Manager, it is needed to have previously installed the 

following software:  

 Tomcat 7.X.X [1]  

 PostgreSQL [2]  

 

8.1.2 Database configuration 

The PaaS Manager needs to have PostgreSQL installed in service mode and a 

database created called SDC. For CentOS, these are the instructions: Firsly, it is 

required to install the PostgreSQL [3].  

 

yum install postgreql postgresql-server posgresql-cotrib 

8.1.2.1 Start Postgresql  

Type the following commands to install the postgresql as service and restarted  

 

# chkconfig --add postgresql  

# chkconfig postgresql on 

# service postgresql start 

8.1.2.2 Create the DB  

Connect to Postgresql Server using  

 

# su - postgres 

Connect as postgres to the postgres database and set the password for user 

postgres using alter user as below:  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/PaaS%20Management%20-%20Installation%20and%20Administration%20Guide
http://tomcat.apache.org/download-70.cgi
http://www.postgresql.org/
http://wiki.postgresql.org/wiki/YUM_Installation
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$ psql postgres postgres; 

$ alter user postgres with password 'postgres'; 

Create the SDC DB  

 

createdb paasmanager; 

8.1.3 Apache Tomcat configuration 

8.1.3.1 Install Tomcat 7  

Install Tomcat 7 together with standard Tomcat samples, documentation, and 

management web apps:  

 

yum install tomcat7-webapps tomcat7-docs-webapp tomcat7-admin-

webapps 

Start/Stop/Restart Tomcat 7 as a service. startp:  

 

sudo service tomcat7 start 

stop:  

 

sudo service tomcat7 stop 

restart:  

 

sudo service tomcat7 restart 

Add Tomcat 7 service to the autostart  

 

sudo chkconfig tomcat7 on 

 

8.1.3.2 Install PaaS Manager application  

Once the prerequisites are satisfied, you shall create the context file. To do that, 

change sdc.xml found in distribution file and store it in folder 

$CATALINA_HOME/conf/Catalina/localhost.  

See the snipet bellow to know how it works:  

 

<Context path="/paasmanager" docBase="war path" 

reloadable="true" debug="5"> 
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  <Resource name="jdbc/sdc" auth="Container" 

type="javax.sql.DataSource" 

driverClassName="org.postgresql.Driver"  <!-- select the 

driver--> 

   url="jdbc:postgresql://localhost:5432/paasmanager" <!-- 

select the connection url-->   

   username="postgres" password="postgres" <!-- select the 

user/password-->  

   maxActive="20" maxIdle="10" maxWait="-1"/>  

</Context> 

You also have to add the provided scripts found in the dist file (in folder 

/opt/sdc/scripts/) in the same folder (or everywhere you want if you prefer to change 

the default configuration).  

Include the library postgresql-8.4-702.jdbc4.jar in $CATALINA_HOME/lib  

Create directory /opt/paasmanager/templates and copy the following files. These files 

can be found at in the PaaS Manager distribution  

 empty.ovf  

 InstantiateVDCTemplate.xml  

 EnvelopeTemplate.xml  

Start tomcat  

 

$CATALINA_HOME/bin/catalina.sh run 

8.2 Sanity check procedures 

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

8.2.1 End to End testing 

Although one End to End testing must be associated to the Integration Test, we can 

show here a quick testing to check that everything is up and running. It involves to 

obtain the product information storaged in the catalogue. With it, we test that the 

service is running and the database configure correctly.  

 

  http://{IP VM SDC}:{port}/paasmanager 

The request to test it in the testbed should be  

 

curl -v -H "Access-Control-Request-Method: GET" -H "Content-

Type: application xml" -H "Accept: application/xml"  
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-H "X-Auth-Token: eaaafd18-0fed-4b3a-81b4-663c99ec1cbb" -X GET 

" http://130.206.80.112:8080/paasmanager 

Whose result is the PaaS Manager API documentation.  

8.2.2 List of Running Processes 

Due to the PaaS Manager basically is running over the Tomcat, the list of processes 

must be only the Tomcat and PostgreSQL. If we execute the following command:  

 

ps -ewF | grep 'postgres\|tomcat' | grep -v grep 

It should show something similar to the following:  

 

postgres  2057     1  0 30179   884   0 Nov05 ?        

00:00:00 /usr/bin/postmaster -p 5432 -D /var/lib/pgsql/data 

postgres  2062  2057  0 27473   248   0 Nov05 ?        

00:00:00 postgres: logger process 

postgres  2064  2057  0 30207   636   0 Nov05 ?        

00:00:00 postgres: writer process 

postgres  2065  2057  0 27724   160   0 Nov05 ?        

00:00:00 postgres: stats buffer process 

postgres  2066  2065  0 27521   204   0 Nov05 ?        

00:00:00 postgres: stats collector process 

root      2481     1  0 228407 96324  0 Nov05 ?        

00:03:34 /usr/bin/java -

Djava.util.logging.config.file=/opt/apache-tomcat-

7.0.16/conf/... 

postgres  2501  2057  0 31629   560   0 Nov05 ?        

00:00:01 postgres: postgres paasmanager 127.0.0.1(49303) idle 

postgres  7208  2057  0 30588  3064   0 Nov05 ?        

00:00:00 postgres: postgres paasmanager 127.0.0.1(49360) idle 

8.2.3 Network interfaces Up & Open 

Taking into account the results of the ps commands in the previous section, we take 

the PID in order to know the information about the network interfaces up & open. To 

check the ports in use and listening, execute the command:  

 

netstat –p –a | grep $PID/java 

Where $PID is the PID of Java process obtained at the ps command described 

before, in the previous case 18641 tomcat and 23546 (postgresql). The expected 

results must be something similar to the following:  
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tcp        0      0 localhost.localdomain:8005  *:*                         

LISTEN      2481/java 

tcp        0      0 *:8009                      *:*                         

LISTEN      2481/java 

tcp        0      0 *:webcache                  *:*                         

LISTEN      2481/java 

tcp        0      0 localhost.localdomain:49360 

localhost.localdom:postgres ESTABLISHED 2481/java 

tcp        0      0 localhost.localdomain:49303 

localhost.localdom:postgres ESTABLISHED 2481/java 

tcp        0      0 *:postgres                  *:*                         

LISTEN      2057/postmaster 

tcp        0      0 *:postgres                  *:*                         

LISTEN      2057/postmaster 

udp        0      0 localhost.localdomain:33556 

localhost.localdomain:33556 ESTABLISHED 2057/postmaster 

 

unix       2      [ ACC ]     STREAM     LISTENING     8921   

2057/postmaster     /tmp/.s.PGSQL.5432 

8.2.4 Databases 

The last step in the sanity check, once that we have identified the processes and 

ports is to check the different databases that have to be up and accept queries. Fort 

he first one, if we execute the following commands:  

 

psql -U postgres -d paasmanager 

For obtaining the tables in the database, just use  

 

paasmanager=# \dt 

 

 Schema|                Name                     | Type  |  

Owner 

 

---------+---------------------------------------+-------+----

------ 

 public  | applicationinstance                   | tabla | 

postgres 

 public  | applicationrelease                    | tabla | 

postgres 

 public  | applicationrelease_applicationrelease | tabla | 

postgres 
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 public  | applicationrelease_artifact           | tabla | 

postgres 

 public  | applicationrelease_attribute          | tabla | 

postgres 

 public  | applicationtype                       | tabla | 

postgres 

 public  | applicationtype_environmenttype       | tabla | 

postgres 

 public  | artifact                              | tabla | 

postgres 

 public  | artifact_artifact                     | tabla | 

postgres 

 public  | artifacttype                          | tabla | 

postgres 

 public  | attribute                             | tabla | 

postgres 

 ... 

8.3 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

 

8.3.1 Resource availability 

The resource availability should be at least 1Gb of RAM and 6GB of Hard disk in 

order to prevent enabler's bad performance. This means that bellow these thresholds 

the enabler is likely to experience problems or bad performance.  

8.3.2 Remote Service Access 

The PaaS Manager should connect with the Service Manager, Service Deployment 

and Configuration (SDC) and IdM GE (aka Keystone in this first release). An 

administrator to verify that such links are available will use this information.  

The first step is to check the IdM GE connectivity (without security the rest of 

components do not work). Thus, in order to check the connectivity between the PaaS 

Manager and the IdM GE, due to it must obtain a valid token and tenant for a user 

and organization with the following curl commands:  

 

root@fiware:~# curl -d '{"auth": {"tenantName": 

"<MY_ORG_NAME>", "passwordCredentials":{"username": 

"<MY_USERNAME>", "password": "<MY_PASS>"}}}'-H "Content-type: 
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application/json" -H "Accept: application/xml"  

http://<KEYSTONE_HOST>:<KEYSTONE_PORT>/v2.0/tokens 

The <MY_ORG_NAME> will be the name of my Organization/Tennat/Project 

predefined in the IdM GE (aka Keystone). The <MY_USERNAME> and 

<MY_PASS>variables will be the user name and password predefined in the IdM GE 

and finally the <KEYSTONE_HOST> and <KEYSTONE_PORT> variables will be the 

IP direction and port in which we can find the IdM GE (aka Keystone). This request 

should return one valid token for the user credentials together with more information 

in a xml format:  

 

<?xml version="1.0" encoding="UTF-8"?> 

<access xmlns="http://docs.openstack.org/identity/api/v2.0"> 

  <token expires="2012-06-30T15:12:16Z" 

id="9624f3e042a64b4f980a83afbbb95cd2"> 

    <tenant enabled="true" 

id="30c60771b6d144d2861b21e442f0bef9" name="FIWARE"> 

      <description>FIWARE Cloud Chapter demo 

project</description> 

    </tenant> 

  </token> 

  <serviceCatalog> 

  … 

  </serviceCatalog> 

  <user username="org" id="b988ec50efec4aa4a8ac5089adddbaf9" 

name="org"> 

    <role id="32b6e1e715f14f1dafde24b26cfca310" 

name="Member"/> 

  </user> 

</access> 

After that, we can check that the Service Manager (Claudia) is up and running, for 

this purpose we can execute the following curl command, which is a simple GET 

operation to obtain the different existing flavours:  

 

curl -v -H "Access-Control-Request-Method: GET" -H "Access-

Control-Request-Headers: Content-Type, X-Auth-Token" -H 

"Origin: http://<IP LOCAL>" -H 'X-Auth-Token: 

a9a861db6276414094bc1567f664084d' -H "Content-Type: 

application/xml" -H "Accept: application/xml" -X GET 

"http://<OPENSTACK API 

HOST>:8774/v2.0/c8da25c7a373473f8e8945f5b0da8217/flavors" 

With a result that the following one:  
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* About to connect() to <SERVICEMANAGER API HOST> port 8774 

(#0) 

*   Trying <SERVICEMANAGER  API HOST>... connected 

* Connected to <SERVICEMANAGER API HOST> (<SERVICEMANAGER API 

HOST>) port 8774 (#0) 

> GET /v2.0/c8da25c7a373473f8e8945f5b0da8217/flavors HTTP/1.1 

> User-Agent: curl/7.19.7 (universal-apple-darwin10.0) 

libcurl/7.19.7 OpenSSL/0.9.8r zlib/1.2.3 

> Host: <SERVICEMANAGER API HOST>:8774 

> Access-Control-Request-Method: GET 

> Access-Control-Request-Headers: Content-Type, X-Auth-Token 

> Origin: http://<IP LOCAL> 

> X-Auth-Token: a9a861db6276414094bc1567f664084d 

> Content-Type: application/xml 

> Accept: application/xml 

>  

< HTTP/1.1 200 OK 

< Server: Apache-Coyote/1.1 

< Access-Control-Allow-Origin: http://<IP LOCAL> 

< Access-Control-Allow-Credentials: true 

< Www-Authenticate: Keystone 

uri='http://<KEYSTONE_HOST>:<KEYSTONE_PORT>/v2.0/' 

< Content-Type: application/xml 

< Content-Length: 1128 

< Date: Wed, 24 Oct 2012 12:46:49 GMT 

<  

* Connection #0 to host <SERVICEMANAGER API HOST> left intact 

* Closing connection #0 

<?xml version="1.0" encoding="UTF-8" standalone="yes"?> 

<flavors xmlns:ns2="http://www.w3.org/2005/Atom" 

xmlns:ns3="http://docs.openstack.org/compute/api/v1.1"> 

  <ns3:flavor id="001" name="M1_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/001"/> 

  </ns3:flavor> 

  <ns3:flavor id="002" name="M1_SMALL 20Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/002"/> 
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  </ns3:flavor> 

  <ns3:flavor id="003" name="M1_MEDIUM 40Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/003"/> 

  </ns3:flavor> 

  <ns3:flavor id="004" name="M1_LARGE 80Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/004"/> 

  </ns3:flavor> 

  <ns3:flavor id="005" name="M1_XLARGE 160Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/005"/> 

  </ns3:flavor> 

  <ns3:flavor id="006" name="M2_TINY 0Gb"> 

    <ns2:link rel="self" 

href="http://130.206.80.91:8774/v2.0/c8da25c7a373473f8e8945f5b

0da8217/flavors/006"/> 

  </ns3:flavor> 

</flavors> 

Finally, with the token id, we can perform a GET operation to the Service Deployment 

and Configuration (SDC) in order to get information about the software catalogue. 

For this purpose we can execute the following curl command:  

 

curl -v -H "Access-Control-Request-Method: GET" -H "Access-

Control-Request-Headers: Content-Type, X-Auth-Token" -H 

"Origin: http://<IP LOCAL>" -H 'X-Auth-Token: 

a9a861db6276414094bc1567f664084d' -H "Content-Type: 

application/xml" -H "Accept: application/xml" -X GET 

"http://<SDC API HOST>:8080/sdc/rest/catalog/product" 

It provides an XML with the product information:  

 

<products> 

   <product> 

      <name>tomcat</name> 

      <description>tomcat J2EE container</description> 

      <attributes> 

         <key>port</key> 

         <value>8080</value> 
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      </attributes> 

   </product> 

   <product> 

      <name>postgresql</name> 

        ... 

   </product> 

<products> 

8.3.3 Resource consumption 

State the amount of resources that are abnormally high or low. This applies to RAM, 

CPU and I/O. For this purpose we have differentiated between:  

 Low usage, in which we check the resources that the Tomcat requires in 

order to load the PaaS Manager.  

 High usage, in which we send 100 concurrent accesses to the PaaS 

Manager.  

 

The results were obtained with a top command execution over the following machine 

configuration:  

 

Machine Info  

 Tomcat Node  

Type Machine  Virtual Machine  

CPU  1 core @ 2,4Ghz  

RAM  1,4GB  

HDD  9,25GB  

Operating System  CentOS 6.3  

 

The results of requirements both RAM, CPU and I/O to HDD is shown in the following 

table:  

 

Resource Consumption (in Tomcat node)  

 Low Usage  High Usage  

RAM  512MB ~ 63%  3GB ~ 78%  

CPU  
0,8% of a 

2400MHz  

90% of a 

2400MHZ  

I/O 
HDD  

6GB  6GB  
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8.3.4 I/O flows 

The application WAR is hearing from port 8080. Please refer to the installation 

process in order to know exactly which was the port selected.  
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9 Job Scheduler - Installation and 
Administration Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

9.1 Introduction  

Welcome to the Installation and Administration Guide for the Job Scheduler Generic 

Enabler!  

This generic enabler is built on the open source product ProActive Parallel Suite (see 

the Job Scheduler GE Baseline Assets for more details). So, in order to provide a 

comprehensive documentation, -whenever possible- this guide will point to the 

appropriate on-line contents . Those are being continuously updated and improved, 

and so will represent the right place to get the most up-to-date information.  

9.1.1 Minimal Systems Requirements  

 Oracle JDK 1.6+  

 2GB RAM for Test Environment - 5+GB RAM for Production Environment  

 5GB free on the HDD for Test Environment - 30+GB free on the HDD for 

Production Environment  

9.1.1.1 Hardware configuration employed for testing 

Info  Value  

Machine 
Type  

Workstation  

CPU  8 x core @ 2,27Ghz  

RAM  23,5GB  

HDD  1.5 TB  

Operating 
System  

Fedora Release 16 (Linux 

3.6.11-4.fc16.x86_64)  

 

9.2 System Installation  

Job Scheduler GE implementation is ready to use and does not require any 

complicated installation, but just few common operations here follow.  

9.2.1 Download & Unzip 

 Download at this link all the content of the release of your interest.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Job%20Scheduler%20-%20Installation%20and%20Administration%20Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Materializing_Cloud_Hosting_in_FI-WARE#Baseline_Assets_9
https://forge.fi-ware.eu/frs/?group_id=23
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 As you may notice, the original zip archive has been split into several parts, 

so it needs to recomposed it. At this end, go to your download folder and, if 

yours is a Unix system, proceed as follows:  

 

bash-4.2$ cat JobScheduler_2.2_part* > JobScheduler_2.2.zip 

where we assumed your choice was about the release 2.2. Instead, for Windows 

systems, you have the possibility to run the copy command, in order to get the same 

archive as result, such as:  

 

> copy /b JobScheduler_2.2_part* JobScheduler_2.2.zip 

JobScheduler_2.2_part00 

JobScheduler_2.2_part01 

JobScheduler_2.2_part02 

JobScheduler_2.2_part03 

JobScheduler_2.2_part04 

JobScheduler_2.2_part05 

JobScheduler_2.2_part06 

JobScheduler_2.2_part07 

JobScheduler_2.2_part08 

         1 file copied. 

where the related output was added to be thorough.  

 Once done, let us check the integrity of the just built archive, named 

JobScheduler_2.2.zip, leveraging some md5sum tools (available for both 

Unix and Windows systems at External Links section) and the related md5-

checksum.txt file. Therefore, go to your download folder and type the 

following:  

 

bash-4.2$ md5sum -c md5-checksum.txt 

JobScheduler_2.2.zip: OK 

 If OK is returned, then the archive is not corrupted and it can be 

decompressed in /opt (Unix) or C:\opt (Windows) folder.  

So, finally, we will have the main Job Scheduler GE folder at /opt/JobSchedulerGE or 

C:\opt\JobSchedulerGE, according to your operating system, with the following sub-

folders:  

 

bash-4.2$ cd /opt 

bash-4.2$ ls JobSchedulerGE 

programming  scheduling  scheduling_rest 

Free your disk of your archives downloaded, which are not required in the next steps.  

http://en.wikipedia.org/wiki/Md5sum
http://en.wikipedia.org/wiki/Md5sum#External_links
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 Otherwise, if the checksum process goes wrong, restart from the beginning.  

9.2.2 Environment setup  

As stated, we assume that JDK 1.6+ is installed on your system and the related 

JAVA_HOME environment variable is defined. Then, the following action are 

required:  

 Additional environment variable definition:  

 

JOB_SCHEDULER_GE_HOME=[/opt/JobSchedulerGE|C:\opt\JobScheduler

GE] #respectively, for [unix|windows] case 

 Path extension:  

 

PATH=$JOB_SCHEDULER_GE_HOME/scheduling/bin/[unix|windows]:$PAT

H #respectively, for [unix|windows] case 

 finally, reboot the system.  

9.3 Administration Guide  

9.3.1 Configuration  

Since any Job Scheduler GE service is built leveraging ProActive JVM, customizing 

all services for more challenging contexts might be your case. So, it might be wise to 

start getting familiar with Appendix - ProActive JVM Properties & Configuration.  

Afterwards, we let you focus on the existence of 

$JOB_SCHEDULER_GE_HOME/scheduling/config, where all static configuration 

files are gathered in sub-folders according to their scope.  

In particular, proactive sub-folder contains the main ProActiveConfiguration.xml, 

shared by all services representing the Job Schduler GE. So, if some JVM properties 

should be modified and, at the same time, be visible globally to any of them, it is wise 

to edit such a file. That might be the case when common computing nodes need to 

share a specific configuration. Instead, for the REST Server, the Scheduler and the 

RM Service, we recommend to have an ad-hoc customization, by overriding the 

default JVM properties while launching the following start scripts:  

 

bash-4.2$ rm-start -h 

 

usage: rm-start [-h] [-ln] [-t <timeout>] 

 -h,--help                to display this help 

 -ln,--localNodes         start the resource manager deploying 

default 4 local nodes 

 -t,--timeout <timeout>   Timeout used to start the nodes 

(only usefull with local nodes, defaul: 30000ms) 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fi-ware-private/index.php/Job_Scheduler_-_Installation_and_Administration_Guide_R2#Appendix_-_ProActive_JVM_Properties_.26_Configuration
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 Notice : Without argument, the resource manager starts 

without any computing node. 

 

 

bash-4.2$ scheduler-start -h 

 

usage: scheduler-start [-h] [-p <policy>] [-u <rmURL>] 

 -h,--help              to display this help 

 -p,--policy <policy>   the complete name of the scheduling 

policy to use (default 

                        

org.ow2.proactive.scheduler.policy.DefaultPolicy) 

 -u,--rmURL <rmURL>     the resource manager URL (default 

localhost) 

 

bash-4.2$ jetty-launcher <arguments> [options]                                          

 

Paths for Web Applications (REST Server and both UI) point to 

either 

a valid .war file, or the extraction directory of a valid .war 

file. 

 

Arguments: 

-A PATH   REST Server 

Options: 

-R PATH   RM Web UI (not available for this release) 

-S PATH   Scheduler Web UI (not available for this release) 

-r URL    RM Server URL 

-s URL    Scheduler Server URL 

-p PORT   HTTP server port 

-q        quiet output 

-v        Output jetty logs on stdout instead of tmp file 

-Dxxx     JVM option 

-h        print this message 

As shown in the last script help, the JVM properties overriding can be achieve by 

simply appending the -Dxxx=yyy pattern after the script, where xxx is the JVM option 

and yyy is its value. About the other scripts, such a possibility is omitted since a more 

elegant solution involves the loading of dedicated settings.ini files for both the 

Resource Manager and the Scheduler Service, placed in their respective sub-folders.  
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By the way, in order to be aware of the whole configuration picture and do not miss 

important details about, we recommend you to refer to  

 ProActive Resource Manager Administration Guide  

 ProActive Scheduler Administration Guide  

Over there, you can find information about sub-components configuration, such as 

Authentication & Authorization, DataSpace and internal databases, as well.  

Finally, depending on your network topology, firewall configuration and your needs, it 

may be required to open some ports on the machine will host the Job Scheduler. For 

instance, when you are deploying nodes to the cloud, that machine should have a 

public IP address, in order to be visible from outside. Moreover, a truly understanding 

of each protocol behaviour is a must, since each one may be suitable for a given 

network environment. By the way, ProActive Network Configuration will try to help 

you in such a direction.  

Be aware that dealing with networking configuration is never obvious. So, as initial 

recommendation while configuring new protocols usage, we advise you to involve 

ports that are not yet busy and offer you a quick way to check if a specific port is free, 

thanks to netstat command-line tool:  

natstat -p -a | grep <port number> # for Unix systems 

natstat -p -a | findstr <port number> # for Windows systems 

9.3.2 Launching  

The default configuration of Job Scheduler GE relies on rmi architecture and on its 

rmi protocol for communication. That requires that the default port of rmi registry, that 

is 1099, must be free.  

Now we launch the RM with the default LocalNodes infrastructure in order to offer 

you a tool to get started.  

 

bash-4.2$ rm-start -ln 

Starting the resource manager... 

The resource manager with 4 local nodes created on 

rmi://192.168.122.1:1099/ 

 

and the Scheduler Service:  

 

bash-4.2$ scheduler-start 

Starting the scheduler... 

Connected to the existing resource manager at 

rmi://192.168.122.1:1099/ 

The scheduler created on rmi://192.168.122.1:1099/ 

 

http://hudson.activeeon.com/job/Scheduling_Documentation/lastSuccessfulBuild/artifact/doc/built/Resourcing/multiple_html/Resource_Manager_admin.html
http://hudson.activeeon.com/job/Scheduling_Documentation/lastSuccessfulBuild/artifact/doc/built/Scheduling/multiple_html/admin_manual.html#Administer_scheduler
http://proactive.activeeon.com/trunk/Programming/ReferenceManual/multiple_html/netconfig.html
http://en.wikipedia.org/wiki/Netstat
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In order that Jetty server can be launched without problems, make sure that ports 

8080 and 5900 are free, leveraging netstat, as shown previously.  

 

bash-4.2$ jetty-launcher -A 

$JOB_SCHEDULER_GE_HOME/scheduling/dist/war/rest.war -s 

rmi://192.168.122.1:1099/ -r rmi://192.168.122.1:1099/ 

Deploying REST Server in /tmp/tmp.r1Rcxu7xzP/rest/ 

Jetty Launcher logs to /tmp/tmp.krbc6SdrHI 

Deployed application: http://localhost:8080/rest 

 

9.4 Sanity Check Procedures  

The Sanity Check Procedures are the steps that a System Administrator will take to 

verify that an installation is ready to be tested. This is therefore a preliminary set of 

tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit 

tests, integration tests and user validation.  

9.4.1 End to End testing  

Since at the moment neither Job Scheduler GE deployment in the FI-WARE testbed 

neither integration with Identity Management GE are planned for this release, we limit 

this kind of test to a local test.  

By assuming the default configuration, the REST Server should be reachable at 

http://localhost:8080/rest/ endpoint (as coming out when launching the jetty-

launcher script). So, for testing it, you might proceed as follows:  

1. Trying to access the REST Server endpoint via browser. You should get the 

welcome message from ProActive Parallel Suite and some info about the exact root 

URL for accessing REST resources, together with the related link to the local 

documentation:  

 

You have reached the root location of the rest API of the 

ProActive's Scheduler and Resource Manager. 

 

* If you look for the exact URL to use within your client, 

please use the following URL: 

''http://localhost:8080/rest/rest''  

* If you look for documentation of the rest api, you can 

consult the documentation of the rest api 

2. Try to access as a not allowed user, like tizio as username with caio as password.  

 

bash-4.2$ curl -v -X POST -d "username=tizio&password=caio" 

http://localhost:8080/rest/rest/scheduler/login 

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
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You should get an output similar to:  

 

* About to connect() to localhost port 8080 (#0) 

*   Trying 127.0.0.1...   % Total    % Received % Xferd  

Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    

Left  Speed 

  0     0    0     0    0     0      0      0 --:--:-- --:--:-

- --:--:--     0connected 

* Connected to localhost (127.0.0.1) port 8080 (#0) 

> POST /rest/rest/scheduler/login HTTP/1.1 

> User-Agent: curl/7.21.7 (x86_64-redhat-linux-gnu) 

libcurl/7.21.7 NSS/3.13.5.0 zlib/1.2.5 libidn/1.22 

libssh2/1.2.7 

> Host: localhost:8080 

> Accept: */* 

> Content-Length: 28 

> Content-Type: application/x-www-form-urlencoded 

> 

} [data not shown] 

100    28    0     0  100    28      0     27  0:00:01  

0:00:01 --:--:--    27< HTTP/1.1 404 Not Found 

< Content-Type: application/json 

< Transfer-Encoding: chunked 

< Server: Jetty(6.1.18) 

< 

{ [data not shown] 

100  1509    0  1481  100    28   1106     20  0:00:01  

0:00:01 --:--:--  1107 

* Connection #0 to host localhost left intact 

* Closing connection #0 

{ 

    "errorMessage": "Authentication failed", 

    "httpErrorCode": 404, 

    "stackTrace": "javax.security.auth.login.LoginException: 

Authentication failed\n\tat 

org.ow2.proactive.authentication.AuthenticationImpl.authentica

te(AuthenticationImpl.java:177)\n\tat 

org.ow2.proactive.scheduler.authentication.SchedulerAuthentica

tion.login(SchedulerAuthentication.java:104)\n\tat 

sun.reflect.NativeMethodAccessorImpl.invoke0(Native 

Method)\n\tat 
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sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccess

orImpl.java:39)\n\tat 

sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMeth

odAccessorImpl.java:25)\n\tat 

java.lang.reflect.Method.invoke(Method.java:597)\n\tat 

org.objectweb.proactive.core.mop.MethodCall.execute(MethodCall

.java:395)\n\tat 

org.objectweb.proactive.core.body.request.RequestImpl.serveInt

ernal(RequestImpl.java:253)\n\tat 

org.objectweb.proactive.core.body.request.RequestImpl.serve(Re

questImpl.java:197)\n\tat 

org.objectweb.proactive.core.body.BodyImpl$ActiveLocalBodyStra

tegy.serveInternal(BodyImpl.java:661)\n\tat 

org.objectweb.proactive.core.body.BodyImpl$ActiveLocalBodyStra

tegy.serve(BodyImpl.java:575)\n\tat 

org.objectweb.proactive.core.body.AbstractBody.serve(AbstractB

ody.java:944)\n\tat 

org.objectweb.proactive.Service.serve(Service.java:121)\n\tat 

org.ow2.proactive.authentication.AuthenticationImpl.runActivit

y(AuthenticationImpl.java:241)\n\tat 

org.objectweb.proactive.core.body.ActiveBody.run(ActiveBody.ja

va:196)\n\tat java.lang.Thread.run(Thread.java:662)\n" 

} 

as expected and consistent with REST API Faults, at Exception to Mapped Error 

Table.  

3. Try to access as the default administrator, that is by logging in as admin user with 

admin password:  

 

bash-4.2$ curl -v -X POST -d "username=admin&password=admin" 

http://localhost:8080/rest/rest/scheduler/login 

You should get back a random session id, required to perform any operation against 

REST Server:  

 

* About to connect() to localhost port 8080 (#0) 

*   Trying 127.0.0.1... connected 

* Connected to localhost (127.0.0.1) port 8080 (#0) 

> POST /rest/rest/scheduler/login HTTP/1.1 

> User-Agent: curl/7.21.7 (x86_64-redhat-linux-gnu) 

libcurl/7.21.7 NSS/3.13.5.0 zlib/1.2.5 libidn/1.22 

libssh2/1.2.7 

> Host: localhost:8080 

> Accept: */* 

> Content-Length: 29 

> Content-Type: application/x-www-form-urlencoded 

> 

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Job_Scheduler_Open_RESTful_API_Specification_%28PRELIMINARY%29#Faults
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< HTTP/1.1 200 OK 

< Content-Type: application/json 

< Transfer-Encoding: chunked 

< Server: Jetty(6.1.18) 

< 

* Connection #0 to host localhost left intact 

* Closing connection #0 

2112db2b13e0cfa4c207d832a2034ac7a124c322112db2b13e0cfa4c208000 

Store it in a variable, such as SESSION_ID:  

SESSION_ID=2112db2b13e0cfa4c207d832a2034ac7a124c322112db2b13e0

cfa4c208000 

4. Check if the Resource Manager Service is working:  

 

bash-4.2$  curl -v -X GET  -H "sessionid:$SESSION_ID" 

http://localhost:8080/rest/rest/rm/isactive 

or, alternatively, by typing the following tricky command  

 

bash-4.2$ curl -v -X GET  -H sessionid:`curl -v -X POST -d 

"username=admin&password=admin" 

http://localhost:8080/rest/rest/rm/login` 

http://localhost:8080/rest/rest/rm/isactive 

Expected output:  

 

* About to connect() to localhost port 8080 (#0) 

*   Trying 127.0.0.1... connected 

* Connected to localhost (127.0.0.1) port 8080 (#0) 

> GET /rest/rest/rm/isactive HTTP/1.1 

> User-Agent: curl/7.21.7 (x86_64-redhat-linux-gnu) 

libcurl/7.21.7 NSS/3.13.5.0 zlib/1.2.5 libidn/1.22 

libssh2/1.2.7 

> Host: localhost:8080 

> Accept: */* 

> 

sessionid:2112db2b13e0cfa4c207d2c2a2034ac7a124c322112db2b13e0c

fa4c208000 

> 

< HTTP/1.1 200 OK 

< Content-Type: application/json 

< Transfer-Encoding: chunked 
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< Server: Jetty(6.1.18) 

< 

* Connection #0 to host localhost left intact 

* Closing connection #0 

true 

4. Finally, check if the Scheduler Service is working, as well:  

 

 bash-4.2$  curl -v -X GET  -H "sessionid:$SESSION_ID" 

http://localhost:8080/rest/rest/scheduler/isconnected 

or, alternatively, by typing the following tricky command  

 

 bash-4.2$ curl -v -X GET  -H sessionid:`curl -v -X POST -d 

"username=admin&password=admin" 

http://localhost:8080/rest/rest/scheduler/login` 

http://localhost:8080/rest/rest/scheduler/isconnected 

Expected output:  

 

* About to connect() to localhost port 8080 (#0) 

*   Trying 127.0.0.1...   % Total    % Received % Xferd  

Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    

Left  Speed 

  0     0    0     0    0     0      0      0 --:--:-- --:--:-

- --:--:--     0connected 

* Connected to localhost (127.0.0.1) port 8080 (#0) 

> POST /rest/rest/scheduler/login HTTP/1.1 

> User-Agent: curl/7.21.7 (x86_64-redhat-linux-gnu) 

libcurl/7.21.7 NSS/3.13.5.0 zlib/1.2.5 libidn/1.22 

libssh2/1.2.7 

> Host: localhost:8080 

> Accept: */* 

> Content-Length: 29 

> Content-Type: application/x-www-form-urlencoded 

> 

} [data not shown] 

100    29    0     0  100    29      0     28  0:00:01  

0:00:01 --:--:--    28< HTTP/1.1 200 OK 

< Content-Type: application/json 

< Transfer-Encoding: chunked 

< Server: Jetty(6.1.18) 
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< 

{ [data not shown] 

100    91    0    62  100    29     40     18  0:00:01  

0:00:01 --:--:--    40 

* Connection #0 to host localhost left intact 

* Closing connection #0 

* About to connect() to localhost port 8080 (#0) 

*   Trying 127.0.0.1... connected 

* Connected to localhost (127.0.0.1) port 8080 (#0) 

> GET /rest/rest/scheduler/isconnected HTTP/1.1 

> User-Agent: curl/7.21.7 (x86_64-redhat-linux-gnu) 

libcurl/7.21.7 NSS/3.13.5.0 zlib/1.2.5 libidn/1.22 

libssh2/1.2.7 

> Host: localhost:8080 

> Accept: */* 

> 

sessionid:2112db2b13e0cfa4c207ce02a2034ac7a124c322112db2b13e0c

fa4c208000 

> 

< HTTP/1.1 200 OK 

< Content-Type: application/json 

< Transfer-Encoding: chunked 

< Server: Jetty(6.1.18) 

< 

* Connection #0 to host localhost left intact 

* Closing connection #0 

true 

 

9.4.2 List of Running Processes 

In order to check if all required processes are running to let Job Scheduler GE work, 

the following commands should be typed:  

 

ps -eaf | grep RMStarter # Check if the RM Service is up 

 

# OUTPUT expected similar to: 

 

lcantelm 12783 12044  3 21:00 pts/6    00:00:17 

/user/lcantelm/home/application/jdk1.6.0_43/bin/java -
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Djava.security.manager -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-server -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu

ling/config/log4j/rm-log4j-server -

Dproactive.home=/home/lcantelm/git/build/dist/scheduling -

Dpa.scheduler.home=/home/lcantelm/git/build/dist/scheduling -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling -

Dderby.stream.error.file=/home/lcantelm/git/build/dist/schedul

ing/.logs/derby.log -Xms128m -Xmx2048m 

org.ow2.proactive.resourcemanager.utils.RMStarter 

Then, check if the default LocalInfrastructure with four nodes is deployed properly, by 

typing  

 

bash-4.2$ ps -eaf | grep java | grep LocalNodes 

 

# OUTPUT expected similar to: 

 

lcantelm 13948 13870  3 21:30 pts/6    00:00:02 

/user/lcantelm/home/application/jdk1.6.0_43/bin/java -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-client -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu

ling/config/log4j/log4j-defaultNode -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling/ -cp 

.:/home/lcantelm/git/build/dist/scheduling/dist/lib/jruby-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/s

igar/sigar.jar:/home/lcantelm/git/build/dist/scheduling/dist/l

ib/jython-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/c

ommons-logging-

1.1.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pr

oActive_Scheduler-

core.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pro

Active_SRM-

common.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_ResourceManager.jar:/home/lcantelm/git/build/dist/sch

eduling/dist/lib/ProActive_Scheduler-

worker.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_Scheduler-

mapreduce.jar:/home/lcantelm/git/build/dist/scheduling/dist/li

b/commons-httpclient-

3.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/comm

ons-codec-

1.3.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/ProA

ctive.jar:/home/lcantelm/git/build/dist/scheduling/addons 

org.ow2.proactive.resourcemanager.utils.RMNodeStarter -v 
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UlNBCjEwMjQKUlNBL0VDQi9QS0NTMVBhZGRpbmcKEi9owV3rhwjqQTPLrc4pdL

eC03iaZRH+mqfRFwRBnFLkGKiQeCcNHAlXXhiuLOb3YRdxXgbvH041oXqspgON

IaDeaIh7jTfpqKgWTHxMQZc3vIJZIphOTDDww5vavqylct+FPw7dyiJMHoj/1I

1nkXFMiO8TYV7XpOfb14KpRmiuefwszP6q9EtQ25u5n0V6ODA0dt2V/cQO6MLR

utAK1AuLaj6oULaSaeXkk0c1cvvW9mVdsybBoE0NgWGrGqfGTGtI9cLbN4LIMB

OdeU++AYfyUOyYCyWcZjziGYGIBqpo0+/nkIBHoH3jTubLu0S3ObFb3/CoWALy

Al39Zj7+yb9C7r7OYtRjZWOOH/ecUBfdP+pnJSXZ4NoUcs2UJp2r -n local-

LocalNodes-2 -s LocalNodes -p 30000 -r 

rmi://192.168.122.1:1099/ 

lcantelm 13950 13870  3 21:30 pts/6    00:00:03 

/user/lcantelm/home/application/jdk1.6.0_43/bin/java -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-client -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu

ling/config/log4j/log4j-defaultNode -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling/ -cp 

.:/home/lcantelm/git/build/dist/scheduling/dist/lib/jruby-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/s

igar/sigar.jar:/home/lcantelm/git/build/dist/scheduling/dist/l

ib/jython-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/c

ommons-logging-

1.1.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pr

oActive_Scheduler-

core.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pro

Active_SRM-

common.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_ResourceManager.jar:/home/lcantelm/git/build/dist/sch

eduling/dist/lib/ProActive_Scheduler-

worker.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_Scheduler-

mapreduce.jar:/home/lcantelm/git/build/dist/scheduling/dist/li

b/commons-httpclient-

3.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/comm

ons-codec-

1.3.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/ProA

ctive.jar:/home/lcantelm/git/build/dist/scheduling/addons 

org.ow2.proactive.resourcemanager.utils.RMNodeStarter -v 

UlNBCjEwMjQKUlNBL0VDQi9QS0NTMVBhZGRpbmcKEi9owV3rhwjqQTPLrc4pdL

eC03iaZRH+mqfRFwRBnFLkGKiQeCcNHAlXXhiuLOb3YRdxXgbvH041oXqspgON

IaDeaIh7jTfpqKgWTHxMQZc3vIJZIphOTDDww5vavqylct+FPw7dyiJMHoj/1I

1nkXFMiO8TYV7XpOfb14KpRmiuefwszP6q9EtQ25u5n0V6ODA0dt2V/cQO6MLR

utAK1AuLaj6oULaSaeXkk0c1cvvW9mVdsybBoE0NgWGrGqfGTGtI9cLbN4LIMB

OdeU++AYfyUOyYCyWcZjziGYGIBqpo0+/nkIBHoH3jTubLu0S3ObFb3/CoWALy

Al39Zj7+yb9C7r7OYtRjZWOOH/ecUBfdP+pnJSXZ4NoUcs2UJp2r -n local-

LocalNodes-1 -s LocalNodes -p 30000 -r 

rmi://192.168.122.1:1099/ 

lcantelm 13952 13870  3 21:30 pts/6    00:00:02 

/user/lcantelm/home/application/jdk1.6.0_43/bin/java -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-client -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu
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ling/config/log4j/log4j-defaultNode -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling/ -cp 

.:/home/lcantelm/git/build/dist/scheduling/dist/lib/jruby-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/s

igar/sigar.jar:/home/lcantelm/git/build/dist/scheduling/dist/l

ib/jython-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/c

ommons-logging-

1.1.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pr

oActive_Scheduler-

core.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pro

Active_SRM-

common.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_ResourceManager.jar:/home/lcantelm/git/build/dist/sch

eduling/dist/lib/ProActive_Scheduler-

worker.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_Scheduler-

mapreduce.jar:/home/lcantelm/git/build/dist/scheduling/dist/li

b/commons-httpclient-

3.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/comm

ons-codec-

1.3.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/ProA

ctive.jar:/home/lcantelm/git/build/dist/scheduling/addons 

org.ow2.proactive.resourcemanager.utils.RMNodeStarter -v 

UlNBCjEwMjQKUlNBL0VDQi9QS0NTMVBhZGRpbmcKEi9owV3rhwjqQTPLrc4pdL

eC03iaZRH+mqfRFwRBnFLkGKiQeCcNHAlXXhiuLOb3YRdxXgbvH041oXqspgON

IaDeaIh7jTfpqKgWTHxMQZc3vIJZIphOTDDww5vavqylct+FPw7dyiJMHoj/1I

1nkXFMiO8TYV7XpOfb14KpRmiuefwszP6q9EtQ25u5n0V6ODA0dt2V/cQO6MLR

utAK1AuLaj6oULaSaeXkk0c1cvvW9mVdsybBoE0NgWGrGqfGTGtI9cLbN4LIMB

OdeU++AYfyUOyYCyWcZjziGYGIBqpo0+/nkIBHoH3jTubLu0S3ObFb3/CoWALy

Al39Zj7+yb9C7r7OYtRjZWOOH/ecUBfdP+pnJSXZ4NoUcs2UJp2r -n local-

LocalNodes-3 -s LocalNodes -p 30000 -r 

rmi://192.168.122.1:1099/ 

lcantelm 13953 13870  3 21:30 pts/6    00:00:02 

/user/lcantelm/home/application/jdk1.6.0_43/bin/java -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-client -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu

ling/config/log4j/log4j-defaultNode -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling/ -cp 

.:/home/lcantelm/git/build/dist/scheduling/dist/lib/jruby-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/s

igar/sigar.jar:/home/lcantelm/git/build/dist/scheduling/dist/l

ib/jython-

engine.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/c

ommons-logging-

1.1.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pr

oActive_Scheduler-

core.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/Pro

Active_SRM-

common.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P



Future Internet Core Platform  

 

D.4.3.2: FI-WARE Installation and Administration Guide Page 108   

roActive_ResourceManager.jar:/home/lcantelm/git/build/dist/sch

eduling/dist/lib/ProActive_Scheduler-

worker.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/P

roActive_Scheduler-

mapreduce.jar:/home/lcantelm/git/build/dist/scheduling/dist/li

b/commons-httpclient-

3.1.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/comm

ons-codec-

1.3.jar:/home/lcantelm/git/build/dist/scheduling/dist/lib/ProA

ctive.jar:/home/lcantelm/git/build/dist/scheduling/addons 

org.ow2.proactive.resourcemanager.utils.RMNodeStarter -v 

UlNBCjEwMjQKUlNBL0VDQi9QS0NTMVBhZGRpbmcKEi9owV3rhwjqQTPLrc4pdL

eC03iaZRH+mqfRFwRBnFLkGKiQeCcNHAlXXhiuLOb3YRdxXgbvH041oXqspgON

IaDeaIh7jTfpqKgWTHxMQZc3vIJZIphOTDDww5vavqylct+FPw7dyiJMHoj/1I

1nkXFMiO8TYV7XpOfb14KpRmiuefwszP6q9EtQ25u5n0V6ODA0dt2V/cQO6MLR

utAK1AuLaj6oULaSaeXkk0c1cvvW9mVdsybBoE0NgWGrGqfGTGtI9cLbN4LIMB

OdeU++AYfyUOyYCyWcZjziGYGIBqpo0+/nkIBHoH3jTubLu0S3ObFb3/CoWALy

Al39Zj7+yb9C7r7OYtRjZWOOH/ecUBfdP+pnJSXZ4NoUcs2UJp2r -n local-

LocalNodes-0 -s LocalNodes -p 30000 -r 

rmi://192.168.122.1:1099/ 

 

ps -eaf | grep SchedulerStarter # Check if the Scheduler 

Service is up 

 

# OUTPUT expected similar to: 

 

lcantelm 14218 13348  6 21:36 pts/8    00:00:21 

/home/lcantelm/application/jdk1.6.0_43/bin/java -

Djava.security.manager -

Dproactive.configuration=/home/lcantelm/git/build/dist/schedul

ing/config/proactive/ProActiveConfiguration.xml -

Djava.security.policy=/home/lcantelm/git/build/dist/scheduling

/config/security.java.policy-server -

Dlog4j.configuration=file:/home/lcantelm/git/build/dist/schedu

ling/config/log4j/scheduler-log4j-server -

Dproactive.home=/home/lcantelm/git/build/dist/scheduling -

Dpa.scheduler.home=/home/lcantelm/git/build/dist/scheduling -

Dpa.rm.home=/home/lcantelm/git/build/dist/scheduling -

Dderby.stream.error.file=/home/lcantelm/git/build/dist/schedul

ing/.logs/derby.log -Xms128m -Xmx2048m 

org.ow2.proactive.scheduler.util.SchedulerStarter 

 

ps -eaf | grep jetty # Check if the Jetty Server is up 

 

# OUTPUT expected similar to: 

 

lcantelm 14687 14491  0 21:54 pts/10   00:00:00 bash ./jetty-

launcher -A 
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/home/lcantelm/git/build/dist/scheduling/dist/war/rest.war -s 

rmi://192.168.122.1:1099/ -r rmi://192.168.122.1:1099/ 

9.4.3 Network interfaces Up & Open  

 Make sure that network interfaces, your host relies on for TCP/IP 

communications, are up and consistent with your IPvx addressing plan. The 

following commands may be useful:  

ifconfig -a # for Unix systems 

ipconfig /all # for Windows systems 

 TCP port 8080 should be accessible to the client. To test if it is working, a 

tcp connection handshake via telnet <ip_address> 8080 should succeed (be 

sure that the firewall does not avoid that), as follows  

 

bash-4.2$ telnet localhost 8080 

Trying 127.0.0.1... 

Connected to localhost. 

Escape character is '^]'. 

 Default configuration may be not enough to guarantee the right working. 

Make sure that your ProActive TCP/IP configuration reflects your IPvx 

networking plan, when launching each service.  

9.4.4 Databases 

The Job Scheduler relies on Hibernate framework for data persistence automation 

and actually supports Java DERBY and MySQL databases. The default database is 

Java Derby DB, which is started automatically when launching the Scheduler or the 

Resource Manager Service and, so, it does not appear as a distinct process inside 

the operating system. The only way to check if anything goes wrong is to check the 

related log file, that is $JOB_SCHEDULER_GE_HOME/scheduling/.logs/derby.log.  

The configuration files related to both the Scheduler and RM Service are inside 

$JOB_SCHEDULER_GE_HOME/scheduling/config folder. To be more precise, 

concerning the RM Service, at 

$JOB_SCHEDULER_GE_HOME/scheduling/config/rm/database/hibernate/hibernate

.cfg.xml; instead, concerning the Scheduler Service, at 

$JOB_SCHEDULER_GE_HOME/scheduling/config/scheduler/database/hibernate/hi

bernate.cfg.xml.  

Finally, at Start Scheduler section of ProActive Administration Guide, the default 

configuration is explained. In case of MySQL DB, it is just a matter of uncommenting 

the right part, by tuning it at your needs, and comment that related to Java DERBY.  

http://proactive.activeeon.com/trunk/Programming/ReferenceManual/multiple_html/netconfig.html#netconfig-tcpip
http://hudson.activeeon.com/job/Scheduling_Documentation/lastSuccessfulBuild/artifact/doc/built/Scheduling/multiple_html/admin_manual.html#Start_scheduler
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9.5 Diagnosis Procedures 

The Diagnosis Procedures are the first steps that a System Administrator will take to 

locate the source of an error in a GE. Once the nature of the error is identified with 

these tests, the system admin will very often have to resort to more concrete and 

specific testing to pinpoint the exact point of error and a possible solution. Such 

specific testing is out of the scope of this section.  

At this end, before getting into details, we recommend the best practise of checking 

periodically that no error messages can be found in the appropriate folders:  

 about REST Server, check the log file specified when launching the jetty-

launcher script (in our case /tmp/tmp.krbc6SdrHI)  

 about the other back-end Job Scheduler GE services, go to 

$JOB_SCHEDULER_GE_HOME/scheduling/.logs and check its content.  

9.5.1 Resource availability 

At first, in order to deploy a truly healthy GE instance, we recommend you to avoid 

the default node source deployment (offered in the release as the tool to get started), 

by relying on distributed nodes for computation.  

Then, as you may notice at List of running processes sub-section, both the RM and 

the Scheduler Service requires -Xms128m -Xmx2048m, whose meaning is explained 

at ORACLE "-X Command-line Options" and which justifies what already stated at 

Minimal System Requirements:  

 2GB RAM for Test Environment - 5+GB RAM for Production Environment  

 5GB free on the HDD for Test Environment - 30+GB free on the HDD for 

Production Environment  

Whereas the last requirement is due to accomplish the Download & Unzip sub-

section (that requires 1,5 GB more or less) and give a reasonable and indicative 

margin to use it in test/production environment. In fact, such requirement might be 

seen more as a best practise, which might be subjected to modification according to 

the amount of the data you need to process.  

About the CPU, a good computation power, such as a CPU with 4+ cores, might be 

required.  

About the NIC performance, being the Job Scheduler the brain of a distributed 

systems where a lot of I/O operations might be required to accomplish the jobs, a 

1Gb/s NIC is reasonable.  

9.5.2 Remote Service Access 

N/A: for the current release, no integration with other GEs is planned.  

9.5.3 Resource consumption 

N/A: Resource consumption may vary according to the type of deployment and of job 

submitted, so we invite to refer you to Minimal System Requirements sub-section.  

http://docs.oracle.com/cd/E13150_01/jrockit_jvm/jrockit/jrdocs/refman/optionX.html
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9.5.4 I/O flows 

By default, the port where the Job Scheduler REST Server listens to is the 8080; 

while, for back-end nodes communications, the port 1099 is required to be open, 

since rmi is the default protocol and at that port the rmiregistry service listens to.  

Anyway, since the Job Scheduler has the possibility to communicate with several 

protocols, both secure and unsecure, we list the complete list of the ports, whose 

TCP configuration you might be aware:  

 

bash-4.2$ java -jar 

$JOB_SCHEDULER_GE_HOME/scheduling/dist/lib/ProActive.jar | 

grep port 

    INTEGER    proactive.communication.rmissh.port [null] 

    INTEGER    proactive.http.port [null] 

    INTEGER    proactive.rmi.port [1099] 

    INTEGER    proactive.runtime.broadcast.port [4554] 

    INTEGER    proactive.pnps.port [0] 

    INTEGER    proactive.amqp_federation.ssh.port [null] 

    INTEGER    

proactive.communication.amqp_federation.broker.port [5672] 

    INTEGER    proactive.pamr.router.port [33647] 

    INTEGER    proactive.pamrssh.port [null] 

    INTEGER    proactive.amqp.ssh.port [null] 

    INTEGER    proactive.communication.amqp.broker.port [5672] 

    INTEGER    proactive.pnp.port [0] 

Finally, for a truly understanding of the possible I/O flows, we recommends the 

following links:  

 ProActive Network Configuration  

 Using SSH tunneling for RMI or HTTP communications  

9.6 Appendix - ProActive JVM Properties & 
Configuration  

ProActive JVM (that is a JVM launched with ProActive.jar library) comes with a great 

amount of tunable properties according to your needs and to ProActive Configuration 

documentation. Here follows the list of the most up-to-date ones (default values are 

between square brackets):  

 

bash-4.2$ java -jar 

$JOB_SCHEDULER_GE_HOME/scheduling/dist/lib/ProActive.jar 

... 

Available properties: 

http://proactive.activeeon.com/trunk/Programming/ReferenceManual/multiple_html/netconfig.html
http://proactive.activeeon.com/trunk/Programming/ReferenceManual/multiple_html/SSHTunneling.html
http://proactive.activeeon.com/trunk/Programming/ReferenceManual/multiple_html/ProActiveConfiguration.html
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From class 

org.objectweb.proactive.core.ssh.proxycommand.ProxyCommandConf

ig 

        STRING  proactive.communication.ssh.proxy.gateway 

[null] 

        STRING  proactive.communication.ssh.proxy.out_gateway 

[null] 

        BOOLEAN proactive.communication.ssh.try_proxy_command 

[false] 

From class org.objectweb.proactive.extensions.pamr.PAMRConfig 

        INTEGER proactive.pamr.agent.id [null] 

        STRING  proactive.pamr.agent.magic_cookie [null] 

        INTEGER proactive.pamr.connect_timeout [3000] 

        STRING  proactive.pamr.router.address [null] 

        INTEGER proactive.pamr.router.port [33647] 

        STRING  proactive.pamr.socketfactory [plain] 

        INTEGER proactive.pamrssh.connect_timeout [null] 

        INTEGER proactive.pamrssh.gc_idletime [null] 

        INTEGER proactive.pamrssh.gc_period [null] 

        STRING  proactive.pamrssh.key_directory [null] 

        STRING  proactive.pamrssh.known_hosts [null] 

        INTEGER proactive.pamrssh.port [null] 

        STRING  proactive.pamrssh.username [null] 

From class 

org.objectweb.proactive.extensions.pnpssl.PNPSslConfig 

        BOOLEAN proactive.pnps.authenticate [false] 

        INTEGER proactive.pnps.default_heartbeat [9000] 

        INTEGER proactive.pnps.idle_timeout [60000] 

        STRING  proactive.pnps.keystore [null] 

        INTEGER proactive.pnps.port [0] 

From class org.objectweb.proactive.extensions.amqp.AMQPConfig 

        STRING  proactive.amqp.ssh.key_directory [null] 

        STRING  proactive.amqp.ssh.known_hosts [null] 

        INTEGER proactive.amqp.ssh.port [null] 

        STRING  proactive.amqp.ssh.username [null] 

        STRING  proactive.communication.amqp.broker.address 

[localhost] 

        STRING  proactive.communication.amqp.broker.password 

[guest] 
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        INTEGER proactive.communication.amqp.broker.port 

[5672] 

        STRING  proactive.communication.amqp.broker.user 

[guest] 

        STRING  proactive.communication.amqp.broker.vhost [/] 

        STRING  

proactive.communication.amqp.discover_exchange_name 

[proactive.remoteobject.amqp_discover_exchange] 

        STRING  proactive.communication.amqp.rpc_exchange_name 

[proactive.remoteobject.amqp_rpc_exchange] 

        LONG    proactive.communication.amqp.rpc_timeout 

[10000] 

        STRING  proactive.communication.amqp.socketfactory 

[plain] 

From class 

org.objectweb.proactive.extensions.amqp.federation.AMQPFederat

ionConfig 

        STRING  proactive.amqp_federation.ssh.key_directory 

[null] 

        STRING  proactive.amqp_federation.ssh.known_hosts 

[null] 

        INTEGER proactive.amqp_federation.ssh.port [null] 

        STRING  proactive.amqp_federation.ssh.username [null] 

        STRING  

proactive.communication.amqp_federation.broker.address 

[localhost] 

        STRING  

proactive.communication.amqp_federation.broker.mapping_file 

[null] 

        STRING  

proactive.communication.amqp_federation.broker.password 

[guest] 

        INTEGER 

proactive.communication.amqp_federation.broker.port [5672] 

        STRING  

proactive.communication.amqp_federation.broker.user [guest] 

        STRING  

proactive.communication.amqp_federation.broker.vhost [/] 

        STRING  

proactive.communication.amqp_federation.discover_exchange_name 

[proactive.remoteobject.amqp_federation_discover_exchange] 

        LONG    

proactive.communication.amqp_federation.ping_timeout [5000] 
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        STRING  

proactive.communication.amqp_federation.rpc_exchange_name 

[proactive.remoteobject.amqp_federation_rpc_exchange] 

        STRING  

proactive.communication.amqp_federation.rpc_reply_exchange_nam

e [proactive.remoteobject.amqp_federation_rpc_reply_exchange] 

        LONG    

proactive.communication.amqp_federation.rpc_timeout [10000] 

        STRING  

proactive.communication.amqp_federation.socketfactory [plain] 

From class 

org.objectweb.proactive.core.config.CentralPAPropertyRepositor

y 

        STRING  catalina.base [null] 

        INTEGER components.creation.timeout [10000] 

        STRING  fractal.provider [null] 

        STRING  gcm.provider 

[org.objectweb.proactive.core.component.Fractive] 

        BOOLEAN java.net.preferIPv4Stack [null] 

        BOOLEAN java.net.preferIPv6Addresses [null] 

        STRING  java.rmi.server.codebase [null] 

        STRING  java.security.auth.login.config [null] 

        STRING  java.security.policy [null] 

        STRING  javax.xml.transform.TransformerFactory [null] 

        STRING  log4j.configuration [null] 

        BOOLEAN proactive.classloading.useHTTP [true] 

        STRING  proactive.codebase [null] 

        STRING  proactive.communication.additional_protocols 

[null] 

        STRING  proactive.communication.benchmark.class 

[org.objectweb.proactive.core.remoteobject.benchmark.Selection

Only] 

        STRING  proactive.communication.benchmark.parameter 

[null] 

        STRING  proactive.communication.protocol [rmi] 

        STRING  proactive.communication.protocols.order [null] 

        INTEGER proactive.communication.rmissh.connect_timeout 

[null] 

        INTEGER proactive.communication.rmissh.gc_idletime 

[null] 

        INTEGER proactive.communication.rmissh.gc_period 

[null] 
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        STRING  proactive.communication.rmissh.key_directory 

[null] 

        STRING  proactive.communication.rmissh.known_hosts 

[null] 

        INTEGER proactive.communication.rmissh.port [null] 

        BOOLEAN 

proactive.communication.rmissh.try_normal_first [false] 

        STRING  proactive.communication.rmissh.username [null] 

        BOOLEAN proactive.components.use_shortcuts [null] 

        STRING  proactive.configuration [null] 

        STRING  proactive.dataspaces.scratch_path [null] 

        STRING  proactive.dataspaces.scratch_url [null] 

        BOOLEAN proactive.debug [null] 

        BOOLEAN proactive.dgc [false] 

        INTEGER proactive.dgc.tta [null] 

        INTEGER proactive.dgc.ttb [null] 

        BOOLEAN proactive.exit_on_empty [false] 

        INTEGER proactive.filetransfer.blocks_number [8] 

        INTEGER proactive.filetransfer.blocks_size_kb [512] 

        INTEGER proactive.filetransfer.buffer_size_kb [256] 

        INTEGER proactive.filetransfer.services_number [16] 

        BOOLEAN proactive.future.ac [true] 

        LONG    proactive.future.synchrequest.timeout [0] 

        INTEGER proactive.futuremonitoring.ttm [null] 

        STRING  proactive.gcmd.unix.shell [/bin/sh] 

        STRING  proactive.home [null] 

        STRING  proactive.hostname [null] 

        INTEGER proactive.http.connect_timeout [null] 

        STRING  proactive.http.jetty.connector [null] 

        STRING  proactive.http.jetty.xml [null] 

        INTEGER proactive.http.port [null] 

        BOOLEAN proactive.implicitgetstubonthis [false] 

        BOOLEAN proactive.legacy.parser [null] 

        STRING  proactive.locationserver 

[org.objectweb.proactive.ext.locationserver.LocationServer] 

        STRING  proactive.locationserver.rmi 

[//localhost/LocationServer] 

        STRING  proactive.log4j.appender.provider 

[org.objectweb.proactive.core.util.log.remote.ThrottlingProvid

er] 
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        STRING  proactive.log4j.collector [null] 

        BOOLEAN proactive.masterworker.compresstasks [false] 

        INTEGER proactive.masterworker.pingperiod [10000] 

        INTEGER proactive.mixedlocation.maxMigrationNb [-1] 

        INTEGER proactive.mixedlocation.maxTimeOnSite [-1] 

        INTEGER proactive.mixedlocation.ttl [-1] 

        BOOLEAN proactive.mixedlocation.updatingForwarder 

[false] 

        STRING  proactive.mop.generatedclassesdir [null] 

        BOOLEAN proactive.mop.writestubondisk [false] 

        BOOLEAN proactive.net.disableIPv6 [true] 

        STRING  proactive.net.interface [null] 

        STRING  proactive.net.netmask [null] 

        BOOLEAN proactive.net.nolocal [null] 

        BOOLEAN proactive.net.noprivate [null] 

        STRING  proactive.net.secondaryNames [null] 

        STRING  proactive.os [null] 

        INTEGER proactive.rmi.connect_timeout [null] 

        INTEGER proactive.rmi.port [1099] 

        BOOLEAN proactive.runtime.broadcast [false] 

        STRING  proactive.runtime.broadcast.address 

[230.0.1.1] 

        STRING  proactive.runtime.broadcast.callback.class 

[org.objectweb.proactive.core.runtime.broadcast.BTCallbackDefa

ultImpl] 

        INTEGER proactive.runtime.broadcast.port [4554] 

        STRING  proactive.runtime.domain.url [null] 

        STRING  proactive.runtime.name [null] 

        BOOLEAN proactive.runtime.ping [true] 

        STRING  proactive.runtime.ping.url 

[http://pinging.activeeon.com/ping.php] 

        STRING  proactive.runtime.security [null] 

        BOOLEAN proactive.runtime.stayalive [true] 

        BOOLEAN proactive.securitymanager [true] 

        STRING  proactive.ssl.cipher.suites 

[SSL_DH_anon_WITH_RC4_128_MD5] 

        BOOLEAN proactive.stack_trace [false] 

        BOOLEAN proactive.tag.dsf [false] 

        INTEGER proactive.tagmemory.lease.max [60] 
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        INTEGER proactive.tagmemory.lease.period [21] 

        BOOLEAN proactive.test [null] 

        INTEGER proactive.test.perf.duration [30000] 

        INTEGER proactive.test.timeout [300000] 

        STRING  proactive.timit.activation [null] 

        BOOLEAN proactive.useIPaddress [null] 

        INTEGER 

proactive.vfsprovider.server.stream_autoclose_checking_millis 

[null] 

        INTEGER 

proactive.vfsprovider.server.stream_open_maximum_period_millis 

[null] 

        BOOLEAN proactive.webservices.elementformdefault 

[false] 

        STRING  proactive.webservices.framework [cxf] 

        BOOLEAN schema.validation [true] 

From class org.objectweb.proactive.extensions.pnp.PNPConfig 

        INTEGER proactive.pnp.default_heartbeat [9000] 

        INTEGER proactive.pnp.idle_timeout [60000] 

        INTEGER proactive.pnp.port [0] 


