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1  Introduction 

1.1 Executive Summary  

This document specifies the Generic Enablers of the Interface to Networks and Devices 
chapter, their basic functionality and their interaction. These Generic Enablers link the FI-
WARE platform to underlying functionalities provided by networks, network providers and 
devices like cloud proxies and connected devices.  

Each GE Open Specification is described on a generic architectural level, and is 
supplemented by a number of Application Programming Interface specifications according to 
the protocols and data formats adopted.  

1.2 About This Document  

FI-WARE GE Open Specifications describe the open specifications linked to Generic 
Enablers GEs of the FI-WARE project (and their corresponding components) being 
developed in one particular chapter.  

GE Open Specifications contain relevant information for users of FI-WARE to consume 
related GE implementations and/or to build compliant products which can work as alternative 
implementations of GEs developed in FI-WARE. The later may even replace a GE 
implementation developed in FI-WARE within a particular FI-WARE instance. GE Open 
Specifications typically include, but not necessarily are limited to, information such as:  

 Description of the scope, behavior and intended use of the GE  

 Terminology, definitions and abbreviations to clarify the meanings of the specification  

 Signature and behavior of operations linked to APIs (Application Programming 
Interfaces) that the GE should export. Signature may be specified in a particular 
language binding or through a RESTful interface.  

 Description of protocols that support interoperability with other GE or third party 
products  

 Description of non-functional features  

1.3 Intended Audience  

The document targets interested parties in architecture and API design, implementation and 
usage of FI-WARE Generic Enablers from the FI-WARE project.  

1.4 Chapter Context  

The I2ND chapter defines an enabler space for providing Generic Enablers (GEs) to run an 
open and standardised network infrastructure. The infrastructure deals with highly 
sophisticated terminals, as well as with highly sophisticated proxies, on one side, and with 
the network operator infrastructure on the other side. This latter will be implemented by 
physical network nodes, which typically will be under direct control of an operator, or the 
node functionality will be virtualised – in this case the I2ND functionality can be accessed by 
further potential providers, like virtual operators.  
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The I2ND chapter defines four GEs, as represented in the figure:  

 CDI (Connected Device Interface) towards the Connected Devices. These devices 
include, but are not limited to, mobile terminals, tablets, set top boxes and media 
phones.  

 CE (Cloud Edge) towards the Cloud Proxies. Cloud Proxies are gateways, which will 
connect and control a set-up of nodes towards the Internet or/and an operator 
network.  

 NetIC (Network Information and Control) towards Open Networks. Open Networks 
are following the idea of flow based controlled networks, and can be used for 
virtualisation of networks.  

 S3C (Service Capability, Connectivity and Control) towards Underlying Networks. The 
underlying networks are following standards such as Next Generation Networks 
(NGNs) or Next Generation Mobile Networks (NGMNs). In the case of the S3C 
specified in I2ND the baseline underlying network will be the Evolved Packet Core 
(EPC) by 3GPP.  

 

 

 

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:I2ND-GEs-Architecture-v2.jpg
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Each of the GEs of I2ND have specific interfaces which can be accessed by Application 
Developers, Cloud Services, FI-WARE and third party Enablers. Besides typical interfaces to 
functionality offered by suche GEs, it is worth mentioning that:  

 The GE S3C is the central point of the I2ND architecture. I2ND develops an enabling 
environment which can be used by network operators. Together with NetIC, both GEs 
build the environment of an operator, which might even be a virtual operator. S3C can 
be seen as the GE to run and steer the network infrastructure.  

 The interfacing between S3C and CDI provides status and control information 
exchange of the device and remote control capabilities.  

 Cloud proxies can be part of an operator infrastructure. Therefore it is necessary to 
have access to these network nodes through a standardised interface.  

1.5 Structure of this Document  

The document is generated out of a set of documents provided in the public FI-WARE wiki. 
For the current version of the documents, please visit the public wiki at http://wiki.fi-ware.eu/  

The following resources were used to generate this document:  

D.7.1.1b FI-WARE GE Open Specifications front page  

FIWARE.OpenSpecification.I2ND.CDI  

Device Sensors (DRAFT)  

Personal Data Services (DRAFT)  

Quality of Experience (QoE) (DRAFT)  

Mobility Manager (DRAFT)  

FIWARE.OpenSpecification.I2ND.CE  

Cloud Edge Service Management API Specification (PRELIMINARY)  

FIWARE.OpenSpecification.I2ND.NetIC  

FIWARE.OpenSpecification.I2ND.S3C  

Network Identity Management  

FI-WARE Open Specifications Legal Notice  

 

1.6 Typographical Conventions  

Starting with October 2012 the FI-WARE project improved the quality and streamlined the 
submission process for deliverables, generated out of the public and private FI-WARE wiki. 
The project is currently working on the migration of as many deliverables as possible towards 
the new system.  

This document is rendered with semi-automatic scripts out of a MediaWiki system operated 
by the FI-WARE consortium.  

http://wiki.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.CDI
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Device_Sensors_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Personal_Data_Services_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Quality_of_Experience_(QoE)_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Mobility_Manager_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.CE
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Cloud_Edge_Service_Management_API_Specification_(PRELIMINARY)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.NetIC
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.S3C
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Network_Identity_Management
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
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1.6.1 Links within this document  

The links within this document point towards the wiki where the content was rendered from. 
You can browse these links in order to find the "current" status of the particular content.  

Due to technical reasons not all pages that are part of this document can be linked 
document-local within the final document. For example, if an open specification references 
and "links" an API specification within the page text, you will find this link firstly pointing to the 
wiki, although the same content is usually integrated within the same submission as well.  

1.6.2 Figures  

Figures are mainly inserted within the wiki as the following one:  

 

[[Image:....|size|alignment|Caption]] 

Only if the wiki-page uses this format, the related caption is applied on the printed document. 
As currently this format is not used consistently within the wiki, please understand that the 
rendered pages have different caption layouts and different caption formats in general. Due 
to technical reasons the caption can't be numbered automatically.  

1.6.3 Sample software code  

Sample API-calls may be inserted like the following one.  

 

http://[SERVER_URL]?filter=name:Simth*&index=20&limit=10 

1.7 Acknowledgements  

The current document has been elaborated using a number of collaborative tools, with the 
participation of Working Package Leader and Architect along with GE Coordinators and the 
partners involved in their teams that have been involved in the document preparation.  

 

1.8 Keyword list  

FI-WARE, PPP, Architecture Board, Steering Board, Roadmap, Reference Architecture, 
Generic Enabler, Open Specifications, I2ND, Cloud, IoT, Data/Context Management, 
Applications/Services Ecosystem, Delivery Framework , Security, Developers Community 
and Tools , ICT, es.Internet, Latin American Platforms, Cloud Edge, Cloud Proxy.  
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2 FIWARE OpenSpecification I2ND CDI 
You can find the content of this chapter as well in the wiki of fi-ware. 

Name  FIWARE.OpenSpecification.I2ND.CDI  

Chapter  I2ND,  

Catalogue-Link to 
Implementation  

[ not yet available in this FI-WARE release]  

Owner  INTEL PERFORMANCE LEARNING SOLUTIONS LIMITED, 
TELECOM ITALIA S.P.A., FRAUNHOFER-GESELLSCHAFT 
ZUR FOERDERUNG DER ANGEWANDTEN FORSCHUNG 
E.V. and UNIVERSITA' DEGLI STUDI DI ROMA "LA 
SAPIENZA",  

2.1 Preface  

Within this document you find a self-contained open specification of a FI-WARE generic 
enabler, please consult as well the FI-WARE_Product_Vision, the website on http://www.fi-
ware.eu and similar pages in order to understand the complete context of the FI-WARE 
project.  

2.2 Copyright  

 Copyright © 2012 by TELECOM ITALIA S.P.A., INTEL PERFORMANCE LEARNING 
SOLUTIONS LIMITED, FRAUNHOFER-GESELLSCHAFT ZUR FOERDERUNG DER 
ANGEWANDTEN FORSCHUNG E.V.,UNIVERSITA' DEGLI STUDI DI ROMA "LA 
SAPIENZA"  

2.3 Legal Notice  

Please check the following Legal Notice to understand the rights to use these specifications.  

2.4 Overview  

The Connected Devices Interface (CDI) Generic Enabler (GE) provides to FI-WARE chapters 
and Use Case Projects applications and services, the means to detect and to optimally 
exploit capabilities and aspects about the status of connected devices, through the 
implementation of interfaces and Application Programming Interfaces (APIs) towards device 
features.  

The term ―connected devices‖ refers to a broad range of networked electronic components, 
including Handsets (cellular phones, smart phones), Tablets, Media phones, Smart TVs, Set-
Top-Boxes, In-Vehicle Infotainment, Information kiosks, each being able to connect to a 
communication network. The Connected Devices Interface (CDI) Generic Enabler (GE) will 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.CDI
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Category:I2ND
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/INTEL
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/TI
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Product_Vision
http://www.fi-ware.eu/
http://www.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/TI
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/INTEL
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/INTEL
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
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provide, to FI-WARE chapters and Use Case Projects applications and services, the means 
to detect and to optimally exploit capabilities and aspects about the status of devices, 
through the implementation of interfaces and application program interfaces (APIs) towards 
device features.  

The CDI is a GE located in the connected device, ad shown in the figure below, with the aim 
to provide to the network services and the developer‘s applications common API to exploit 
the device capabilities, resources, contextual information and contents.  

 

 

Connected Devices Interfacing (CDI) target usage  

The CDI GE open specifications will expose API to access connected device features and 
provide them to applications which will execute on the device (On Device Access), including 
as an example battery power, network status, location systems, quality of service, media 
capabilities, phone available features and sensors, profile information and status information. 
Moreover, additional API will detail how connected devices can be accessed via a Remote 
Management service (via a REST API).  

Also, the network operator can exploit the CDI API to remotely manage the parameters used 
by the device for establishing the connectivity to the network such as policies for access 
network discovery and selection, attachment and connectivity policies as well as 
management of the Quality of Service control and in-device routing policies in order to 
enable the mobile device to best match and react on its own to contextual situation (e.g. 
coexistence of WiFi and 3G coverage, usage of another connection over another access 
network for better QoS etc.). The result is that end users can enjoy their favorite contents, 
anywhere and anytime, using their preferred apps across heterogeneous networks and 
connected devices.  

This means that same applications and network services can be used consistently over 
dissimilar connected devices, if they are equipped with the CDI. Moreover, the apps provided 
by FI-WARE application developers will be able to exploit the capabilities and features the 
specific device platforms provide. This allows cloud hosted application services for example, 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Connected_Devices_Interfacing_CDI_target_usage.jpg
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to render their interfaces to make best use of individual devices and their relative 
connectivity. To realise this, the CDI GE will offer a uniform and standardized access and 
easy portability across multiple device classes of the features mentioned.  

To look at this in terms of practical benefits, a hypothetical scenario may involve a cloud-
hosted media rich service which is accessed by many consumers across fixed or mobile 
terminal devices. The service provider will want to ensure that all consumers get the best 
possible experience, as a function of their connectivity, and the display and processing 
power (noting remaining battery power) of their device. By programmatically enabling the 
service with the ability to detect relevant details of the client device and its connectivity, 
decisions can be made at run-time in terms of selecting different levels of media ‗richness‘ 
including sizing, resolution, 2d or 3d, etc., for individual users  

Another example might relate to location-based services, where the location of the device 
(shopping mall), might be a useful indication of the customer‘s intention, and suggest useful 
sidebar links in the form of advertising offers. Yet another might be the availability of triaxial 
accelerometers on the device and a user profile indicating a preference for this as a user 
input modality, which could be comprehended directly into the rendered UI configuration of a 
service.  

 

2.5 Basic Concepts  

A major challenge to be faced when defining the CDI GE specifications, is to provide 
common interfaces to device functionality addressed to application developers. It is 
recognised that the extreme fragmentation of platforms adopted for connected devices, 
including a variety of different OSs and programming languages, is introducing several 
troubles to develop once for all the application and make it run on all such devices. While 
applications development can exploit different programming paradigms (native versus 
interpreted versus scripting applications), the CDI GE specifications attempt to find a 
convergence point at least on the interfaces. The basic assumption for the definition of CDI 
interfaces is that they will be defined as independent as possible from specific technology 
implementation and programming paradigm, thus creating a layer on top of the technology 
dependent architecture of the devices, which enables communicating with the applications 
and the network services.  

Supporting different devices and different form factors is central to CDI, therefore the 
exposed interfaces provide an abundance of features and platform discovery functionalities.  

2.5.1 Architecture of I2ND  

The CDI is unique in FI-WARE as it creates an execution environment for applications on 
connected devices, and supports the inter-GE communication throughout FI-WARE. There 
are three main interfaces presented by the CDI Generic Enabler. These are:  

1. On Device Interface 

This interface supports applications (apps) running on the connected device. It 
presents a uniform set of functionalities across all connected devices, regardless of 
form factor. 

2. Remote Management Interface 

The remote management interface presents an externally accessible interface which 
supports other Generic Enablers. It provides the following functionality:  
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o Push Notification Framework 

It provides a push notification framework where external GEs can signal 
connected devices with information and data  

o Remote Device Management 

Configuring device and network settings  

Main purposes of the remote device management interface is to provide an access 
to CDI to manage:  

o Installation and management of configuration information (both initial and 
operational information) in devices.  

o Update of firmware and software  

o Retrieval of management information from devices  

o Processing events and alarms generated by devices  

o Perform diagnostic tests  

o Controlling device capabilities  

The managed information includes e.g. configuration settings, operating 
parameters, software and parameters, application settings, user preferences.  

3. Mobility Manager Interface 

The mobility manager interface connects to the S3C GE in order to:  

o Receive network policies 

Based on the available network interfaces the S3C GE can transmit to the 
devices policy rules describing when to connect to which network interface.  

o Request network information 

In order to provide a specific QoS pertaining connectivity the mobility manager 
interface is used to request information about available network interfaces that 
meet certain connectivity requirements. 
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The high level architecture of CDI is represented by the following FMC model.  

 

 

 

Note: The "None CDI Generic Enabler" represents any other GE (Generic Enabler) or 3rd 

party server or cloud hosted service which needs to access the remote interfaces provided 
by the CDI GE. It is included purely for illustrative purposes only.  

2.6 Main Interactions  

For each of the three main interfaces specified for the CDI GE, the following sections will 
provide insights about the interactions a client might activate to access a range of functional 
information.  

2.6.1 On Device Interface  

The following is a detailed description of the functionality supported by the interfaces 
accessed through the On Device Interface.  The functionality is grouped together based on 
aligned EPICs. Each group of functionality is further subdivided into Functional Blocks.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Materializing_the_Interface_to_Networks_and_Devices_%28I2ND%29_in_FI-WARE#Epics
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:I2nd-cdi-veryhighleveloverview-fmc.png
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2.6.1.1 Device Sensors  

All connected devices targeted in FI-WARE contain a range of sensors which can provide 
useful functionality for application developers. CDI will support the following four sensor 
types:  

 Camera  

 Microphone  

 Geo-Location  

 Device Orientation & Accelerometer  

The interaction with the sensors are broken out into functional descriptions below. A 
description of the interfaces provided to the developer is also supplied. These functional 
blocks are available on all devices which support them. Not all devices may support these 
sensors, therefore the specification of a sensor discovery functionality is also supplied.  

 Camera The camera interface allows the developer to capture images and video.  

Devices often have more than one camera. The interface enumerates the available 
cameras and allows the developer to select the camera to use. For developer 
convenience the interface defines a default, implicit camera for use when an explicit 
camera is not specified by the developer. 
User authentication: The user will be prompted for permission the first time the 
application requests the use of camera. If the user accepts that the application should 
be allowed to access the camera then all subsequent requests will complete without 
prompting.  

 Microphone  
The developer will be able to write applications which can record audio. Devices can 
support more than one microphone. The interface enumerates the available 
microphones and allows the developer to select a microphone to use. For developer 
convenience the interface defines a default implicit microphone for use when an 
explicit microphone is not specified. 
User authentication: The user will be prompted for permission the first time the 
application attempts to record audio. If the user accepts that the application should be 
allowed to access to the microphone then all subsequent access attempts will 
complete without prompting.  

 Geo-Location  
The application developer is able to retrieve information about the devices location. 
This includes the longitude, latitude, altitude, and speed. This API provides both a 
polling format, where the developer can simply request the current location, and a 
notification format where the developer can be informed when the location or speed 
changes. This notification framework will provide the developer with a battery friendly 
method of monitoring the devices location. 
User authentication: The user will be prompted for permission the first time the 
application requests Geo-Location. If the user accepts that the application should be 
allowed to access the geo-location then all subsequent requests will complete without 
prompting. 
Note: Geo-Location functionality is supported in the initial release (Release 1) of the 

CDI GE implementation.  

 Device Orientation & Accelerometer  

The developer will be able to capture information on the devices orientation 
(compass) and physical orientation; rotation on the x, y and z axis. The accelerometer 
information provides the developer with notification on when the orientation or rotation 



Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 19   

 

changes. Again this call back / notification framework provides a battery friendly 
method of detecting changes in the devices position. 
User authentication: There is no user authentication required for capturing the 

device orientation & accelerometer data.  

 Sensor Discovery  

The developer will be able to obtain information on the sensors available to the 
device.  

o Camera 
Information about the camera includes, the number of cameras, camera 
placement (front, back, unknown) camera resolution, flash support. 
Additionally capture capabilities of the camera are also be provided, including:  

 What image formats are supported  

 Is video capture supported  

 What video capture formats are supported 

o Microphone 
Information on the microphone includes: the number of microphones, their 
placement - on device, or on a headset, encoding support - what formats are 
supported.  

o Boolean values exist to determine if each of the following is supported:  

 Device Orientation (Compass)  

 Accelerometer  

 Geo-Location  

2.6.1.2 Quality of Experience (QoE) 

All devices equipped with a web run time, can provide useful QoE control functionality for 
application developers. The QoE control functionality is provided by the QoE Engine 
functional block. Such functional block is able to combine explicit QoE feedbacks coming 
from the user, with the QoS level provided by the network. Both inputs are matched against a 
target QoE level to be achieved, and network resources are explicitly requested in order to 
approximate the target as much as possible. For what concerns interfaces, a mobile 
application developer will be able to instantiate a graphical object (i.e., a button), logically 
related to an application flow (i.e., audio, video, file transfer etc.), allowing the final user of 
the application to express his current degree of satisfaction (QoE) while enjoying the service. 
The application developer can use an interface with the following functionalities:  

 Provide QoE feedback 

To be used by the application developer to inform the underlying QoE framework, that 
the user is expressing a bad QoE feedback. Such functionality must be attached to a 
button. Ideally the user is more unsatisfied, as the number of clicks on the button 
increases. QoE Engine is also able to distinguish unfair and wrong calls of the 
functionality, performed respectively by malicious and incapable users.  

 Start/Resume QoE monitoring 

To be used by the application developer to inform the underlying QoE framework that 
a new application flow has been started or that a paused application flow has been 
resumed. The effect is that QoE Engine starts/restarts monitoring the flow.  
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 Pause QoE monitoring 

To be used by the application developer to inform the underlying QoE framework, that 
the application flow is not currently under the user attention. For instance when the 
window passes in background, or when a pause button is pressed.  

 Stop QoE monitoring  

To be used by the application developer to inform the underlying QoE framework that 
the application flow doesn't need to be monitored anymore. For instance when the 
window is closed, or when a stop button is pressed.  

 Express Mean Opinion Score (MOS)  

A developer can decide to provide the user the possibility to express a final rating for 
his experience. There are five possible ratings (EXCELLENT, GOOD, FAIR, POOR, 
BAD). The MOS rating will enrich the Context data base maintained by the QoE 
framework running underneath.  

 Track the realtime evolution of QoE parameters  

The application developer has the possibility to track in realtime the evolution of QoE 
parameters related to the users. For instance the developer can track the Click Rate 
of the user and show it on the screen. Other possibilities include to track the realtime 
evolution of the allocated bandwidth for a given network flow.  

2.6.1.3 User Profile  

This set of interfaces provides the connected device applications to access identification and 
authentication procedures.  

 Access to local and personal device data  

Each of the functional blocks which expose information PII (Personally Identifiable 
Information) such as photos, contacts, camera, etc. have a separate User 
authentication step. In this separate user authentication step the user receives a 
prompt requesting them to grant an application access to a functional block. 
Prompting the user every time an application attempts to access a PII functional block 
would result in multiple recurring prompts. This would make applications which 
access these functional blocks impossible to use. To balance the need for user 
awareness of an application's behaviour with the need to provide a consistent and 
appealing user interface, the CDI will prompt the user initially and only once. 
Subsequent accesses of a functional block by an application will no longer result in a 
user prompt. 

If the user declines an application's request to access a functional block, then the 
application will receive an error message informing it that it does not have permission 
to access the functional block. 

User authentication: Please refer to the "User authentication" descriptions provided 
in each of the functional blocks described. 

 Security and Sign on 

Devices may be used by more than one person. In order to offer a secure, safe, and 
personalised experience it is often important to know information both the device and 
the currently active user. To facilitate this the CDI enforces a user identification 
process. Users will need to identify themselves to the CDI, once identified (signed in) 
the CDI will assume that this same user is continually logged in, in perpetuity.  Via a 
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prompt the user may explicitly sign out (log out). If no user is currently signed in 
(identified) to the CDI then the client will display a sign in page. The user's account 
will be protected by a password. Once logged in the user will have the ability to 
change this password. The password will be associated with the users device, and 
optionally a email address. When an incorrect password is entered an error message 
will be displayed. The error message will invite the user to try again. If the user forgets 
their password they may reset the device, loosing all information stored on it and 
create a new user account via the initial start up scenario. 

User authentication: The CDI supports an initial start up scenario where no user is 

associated with a device. In this instance the user is invited to created an account on 
the device. Once this is done the only way the user can access CDI functionality is to 
ensure that they are signed on. Once signed into the CDI the user's stored credentials 
can then also be used to grant them access to resources stored within other generic 
enablers. This provides them with a SSO (Single Sign On) experience. 

 Access to User Profile Information 

To ensure a personalised experience the developer may obtain information about the 
currently signed on user. This includes the users data like Gender, Date of Birth, 
Home address, Telephone numbers (mobile, home, work etc), Email addresses, IM 
details, User profile photo, Full name.  

User authentication: The user will be prompted for permission the first time the 

application requests to the users profile. If the user grants access then all subsequent 
requests will complete without prompting.  

2.6.1.4 Device Features  

Application developers need to understand the limitations and opportunities presented to 
their applications by the devices upon which they run. Information describing the device is 
presented to the application to allow the application to tailor itself accordingly. Likewise any 
requests by the CDI device to other GEs via a RESTFUL interface also include enough 
information to allow the cloud hosted component to tailor its response to the device. 
Therefore the functional blocks below divide this task into two segments, "On Device Profile 
Information" and "Off Device Profile Information".  

On Device Profile Information  

Applications running on the device have access to the following information:  

 Device form factor. An boolean value for each of the following indicating that the 

device is: a phone (phone like - supports calling), a Tablet, a PC, a Set top box, an in-
car system  

 Screen size. The screen is described using numeric values indicating the screen size 

(width x height), the colour depth (bit depth), the DPI of the device (pixels per inch)  

 Available Inputs. The available input methods are described by (boolean) values 

indicating Touch screen support, Hardware QWERTY keyboard, On screen keyboard, 
Numeric keypad (T9), Stylus support.  

 Processor Type. Details about the processor are provided to the application. This 
includes an enumerated value indicating the processor family (e.g. X86, ARM, Other), 
an enumerated value indicating machine word size (e.g. 32bit or 64bit), an integer 
value representing the number of cores.  
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 Available Disk (Storage) Space . During the lifetime of almost any application the 
need will arise to utilise disk space, either for downloading of content from the cloud / 
internet or the storage or locally produced content.  Storage will be described by 
integer values representing the total size of the disk in bytes, the total number of 
bytes consumed, the total number of bytes available.  

This information allow any application to adapt itself to the actual disk state of the 
device.  

 Connectivity . The network connectivity of the connected device is provided to the 
developer. This is expressed in two forms, firstly as the available connectivity options, 
and secondly the currently connected (if any) connectivity options.  

o Available - Multiple boolean values indicate the presence of the following 
technologies: Wi-Fi, Bluetooth, Cellular  

o Current - A list of the currently connected technologies is provided. For each 
entry in the list of connected technologies the signal strength is expressed as 
a percentage. Multiple triples of one boolean, one integer and one floating 
point value indicating if the technology is connected (boolean), signal strength 
(integer) and estimated bandwidth in MB/s. Where zero MB/s is used when 
the technology is not connected. Applies to the following technologies: WiFi, 
Bluetooth, Cellular  

 Battery State. The state of the battery can be used to tailor applications and 

services, allowing application to throttle their behaviour when in low power situations 
allowing the user to continue using their device for longer. The battery information will 
be provided to the application as follows:  

o A (boolean) value indicating if the device is currently charging  

o A (integer) value representing the length of time remaining before the battery 
is completely discharged  

o A percentage value indicating the current battery charge state  

 Media Services Support (See "Discovering Media Features Supported") 

 Device Sensor Support (See "Sensor Discovery") 

 Personal Data Interface Availability ( see "Personal Data Interface Availability") 

 Messaging Interface Availability ( see "Messaging Interface Availability") 
User authentication: None  

 
Off Device Profile Information  

The following details will be provided to other GEs or cloud devices when requesting 
services. For complete details see above.  

 Current connectivity  

 Media Services Support For Consumption  

 Processor Type  

 Screen size  

 Device form factor 

User authentication: None  
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2.6.1.5 Media Services  

In order to offer the best possible media experience on the device it is important to 
understand what media formats and codecs the device can support. Usually devices can 
play back more codecs than they can record or produce. This explains the following function 
blocks.  

 Discovering Media Features Supported For Consumption  

An array of mime types will be used to describe the media formats supported for 
media consumption. This will be similar to the standard HTTP accept header. 
User authentication: None 

 Discovering Media Features Supported For Production  

An array of mime types will be used to describe the media formats supported for 
media production. 

User authentication: None  

 

2.6.1.6 Personal Data Services  

Getting access to personal data on a device opens up a wide range of possible applications. 
It also allows applications and devices to integrate seamlessly with cloud hosted services. To 
support this, and the epic above the following functional blocks have been created.  

 Contacts  

For any communication devices from a PC running an email client to a mobile phone 
supporting voice calls an address book or storage of contacts and their details is 
vitally important. This functional block supports this by enabling an application to 
search for contacts,read a contact's details, update a contact's details (change, add 
and remove fields on a contact) , delete a contact entry 

User authentication: The user will be prompted for permission the first time the 

application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user. 

 Calendar  

Many devices also act as a personal organiser for the user and being able to access 
and interact with the daily schedule provides scope for a wide range of personalised 
experiences. CDI provides an interface to the developer allowing them to both read 
and write calendar entries. However devices can support more than one calendar, 
e.g. the user's calendar from work, and a calendar for home. CDI will enumerate all 
the available calendars on the device and provide context information for each one, 
allowing the develop to select the most appropriate calendar for editing.  

User authentication: The user will be prompted for permission the first time the 

application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

 Gallery  

Galleries offer access to the collection of physical visual and audio media stored on 
the device, this includes both images, and video clips. The gallery interface allows an 
application to search for media based on encoding format or date produced (date 
range), sort media based on date produced or media format (either ascending or 
descending), present a UI based "picker" based on a search and sort order 
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description to the user, an array of URIs representing the media elements selected by 
the user is returned to the application.  

User authentication: The user will be prompted for permission the first time the 

application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

 File System Access  

All devices have a file system, or file like system access to the file system facilitates 
the creation of a wide range of applications and services. This functional block allows 
an application to read the contents of directories, search directories for files, navigate 
directories, rename files, read and update file attributes, read and write a file's binary 
data.  

User authentication: The user will be prompted for permission the first time the 

application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

 Personal Data Interface Availability  

Not all devices will support all of the functionality provided by Personal Data Services. 
Therefore a discovery interface will be provided allowing an application to query the 
device for supported functional blocks. The supported functional blocks will be 
expressed as a collection of (boolean) values including contact support, calendar 
support, gallery support and File System Access.  

User authentication: N/A.  

2.6.1.7 Phone  

It is important that applications running a device can leverage the power and facilities offered 
by the device. An application running on a phone should know it is running on the phone and 
be able to access phone status and/or operations. The functionality presented in the 
functional blocks below is available when the boolean value indicating that the device is a 
phone is set to true (on). The blocks break the functionality up into two segments, monitoring 
device status and using phone operations.  

 Phone Status  

Before invoking any functionality it is important that the application is able to assess 
the current state of the device. This can be implemented e.g. through an enumerated 
value, which is used to identify the phone state as either Engaged, Ringing, Dialing, 
InCall or Idle. The interface also allows the application to monitor the device for 
changes in state. If the device is currently in the Engaged, Ringing, Dialling or InCall 
state then it will also be able to query the device for the destination phone number of 
the call.  

User authentication: The user will be prompted for permission the first time the 
application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

 Phone Operations  

The following functionality is supported by this function block:  

o Make Call: the application may invoke a new call  

o End Call: the application may end a call which is in progress  
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o Answer Call: the application may answer an incoming call  

o Reject Call: the application may reject an incoming call  

User authentication: The user will be prompted for permission the first time the 

application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

2.6.1.8 Messaging  

Increasingly devices come equipped as standard with communication technology. It makes 
sense to offer that functionality to application developers where possible. This group of 
functionality deals with Email, SMS and MSS messaging.  

 Email  
This functional block will allow the application to compose emails on behalf of the 
user. 

User authentication: The application may compose and address the email, however 

sending the email will require direct input from the user. 

 SMS  

This functional block will allow the application to compose SMSs on behalf of the 
user. 

User authentication: The application may compose and address the SMS, however 

sending the SMS will require direct input from the user. 

 MMS  
This functional block will allow the application to compose MMSs on behalf of the 
user. 

User authentication: The application may compose and address the MMS, however 

sending the MMS will require direct input from the user. 

 Messaging Interface Discovery 

Not all devices will support all of the functionality provided by the messaging 
interface. Therefore a discovery interface will be provided allowing an application to 
query the device for supported functional blocks. The supported functional blocks will 
be expresses as a collection of (boolean) values for Email, SMS and MMS. 

User authentication: N/A.  

2.6.1.9 Device Connectivity  

Providing access to device connectivity allows a developer to create applications which can 
adapt to both the available band width and available access points. The following functional 
blocks allow a developer to discover the types of connectivity which are available on the 
current device. While cellular network connectivity is usually fixed by the network operator 
the connection to WiFi Access points is typically at a user description. The functional blocks 
below provide additional functionality over WiFi interfaces to allow the creation of 
applications which can help assist the end user.  

 Discovering Connectivity 

See Device Features - Connectivity (above). 

 Detecting Current Connection Settings 
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See current connectivity under the device features group (above). 

 WiFi Interfaces  

The application is able to see a list of currently available to see:  

o Wireless access points, their SSIDs and BSSIDs along with signal strength  

o The currently connected access point, its SSID, BSSID and signal strength  

o The application is able to disconnect from a currently connected access point 
or request connection to a new access point 

User authentication: The user will be prompted for permission the first time the 
application requests use of this feature. If approved all subsequent request will 
complete without prompting to the user.  

2.6.2 Remote Management Interface  

The CDI remote management interface implements a client according to to Open Mobile 
Alliance – Device Management (OMA DM) specification. OMA DM Working Group 
(http://www.openmobilealliance.org/technical/DM.aspx)specifies protocols and mechanisms 
to perform management of devices. The evolution to OMA DM 2.0 is based on RESTful 
architecture, which is adopted for CDI interface specification. This makes the CDI interface 
more uniform with the remaining FI-WARE architecture, and provides platform neutral 
protocol to allow servers to remotely manage devices, by operating over a HTTP transport 
and notification protocol.  

This interfacing functionality is not available in the first release of the FI-WARE platform, and 
will be detailed in the next period of project activity.  

Remote Management implements the following functions:  

 Device Configuration:  

Provide a common mechanism to remotely configure one of more settings of the 
device.  

 Application Management: 

Provide a common mechanism to remotely install and setting parameters for 
applications on the device.  

 Firmware Update: 

Provide a common mechanism to remotely verify, download and install a firmware of 
the device.  

  

http://www.openmobilealliance.org/technical/DM.aspx)specifies
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2.6.3 Mobility Manager Interface  

The main purposes of the Mobility Manager interface is to provide an access network 
selection function that empowers the CDI device to select network interfaces according to the 
connectivity requirements of CDI applications or by network operator policies. This access 
network selection is transparent to the applications.  

 S3C Interface 

The Mobility Manager component uses and extends the OpenEPC platform, which is 
part of the S3C GE, addressing mobile devices with customized and optimized 
communication services including the network status information from the device itself 
as well as the information which is received from the network operator including the 
available resources in the vicinity of the mobile device. 
Therefore the Mobility Manager provides a network interface to the S3C GE for the 
following functions: 

o Requirements on QoS  

Communication with the core network platform for receiving extended 
information on the vicinity environment. This mechanism allows 
communicating requirements for the QoS/QoE of the connected devices. 

o Routing Policies  

Receive routing policies for policy based access network selection. This 
mechanism empowers the mobile device with the vicinity network status 
including access network discovery information, inter-system mobility and 
routing policies enabling the forwarding of the data traffic from the mobile 
device to the appropriate access networks. 

o Vicinity environment information  

Vicinity network information format to be transmitted from the network 
operator to the devices. This provides a mechanism for dynamically 
aggregating the information on the network status of the device including 
static and dynamic local information on the momentary active and potentially 
available device interfaces and a common presentation mechanism of this 
information towards the applications. 

 Interface to Applications 

The Mobility Manager also exposes an internal API to CDI applications that provides 
the following functionality:  

o Request QoS level  

An application can request a specific level of QoS. This allows the application 
developer to adapt the connectivity of the device to the current needs of the 
running applications.  

o QoS Notifications 

An application can register as a listener for a specific kind of QoS level. The 
application then gets notified by the Mobility Manager if the QoS level 
becomes available and can react on the situation, e.g. start transferring data if 
more bandwidth is available.  
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 Interface to QoE Component 

Furthermore the Mobility Manager provides an interface to the QoE Engine 
component. The QoE Engine measures the QoE of applications and user and tries to 
adopt QoS parameter if the QoE is insufficient. Therefore the Mobility Manager 
provides an interface that allows the QoE for the following functions:  

o Application Monitoring 

The QoE Engine can monitor information of QoS parameter of a certain 
application. These information pertain the connectivity status of an application, 
e.g. used bandwidth.  

o QoS Requests 

The QoE Engine can request a certain QoS level for a specific application. 
According to the measured QoE of an application, the QoE engine can invoke 
a change of QoS parameter in order to optimise the QoE.  

2.7 Basic Design Principles  

Since the beginning of FI-WARE activity, it was stressed that a variety of development 
paradigms and technologies are available to program and interact with different types of 
connected devices. The attempt made for CDI Architecture specifications is to keep a detail 
level high enough to avoid technology dependent definitions. It is however recognised that, 
when moving to a reference implementation, a specific programming paradigm has to be 
adopted. A number of emerging solutions for interfacing to device capabilities (and also for 
other functionality) rely on web based technologies, which are nowadays available on most 
terminals. This trend seems to favour the development of applications which can run on web 
browsers or runtime engines.  

The architecture for the initial reference implementation of CDI will be designed to be a 
hardware and platform agnostic runtime, supporting developers in the creation of compelling 
user experiences across a range of heterogeneous devices via a common development and 
programming environment. The CDI implementation will therefore utilise a Web Run Time to 
offer a common programming environment across multiple devices and platforms. This Web 
Run Time (WRT) environment will be HTML5 and JavaScript based. Hence, the application 
developer will interact with the CDI implementation through them, as the APIs will be defined 
for such languages.  

The CDI team seeks to build upon existing Web Run Time technologies. Therefore, rather 
than create a new platform, CDI implementation will extend existing platforms to deliver the 
required functionality. There are a number of complementary technologies in this area at 
various stages of development. The CDI aims to utilise current web standards or emerging 
standards. Therefore CDI will evolve over time to encompass the most promising WRT 
technologies.  

2.7.1 Minimal Native Code 

The CDI will support many different operating systems and hardware platforms. Normally 
supporting this variety of target platforms would require considerable effort in porting code 
between operating systems and hardware platforms. To minimise this developers 
contributing to CDI should try to write as much of their code in a portable way. As CDI will 
ensure that every target platform has a JavaScript environment CDI contributing developers 
are encouraged to write as much of their logic as possible in JavaScript. This will ensure that 
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a developer's contribution will be portable between the target platforms. Code not written in 
JavaScript should be kept to a minimum.  

2.7.2 Standard Method of Supporting Native Code 

A standard interface for connecting the JavaScript engine exists. This provides a standard 
set of interfaces to which all native code can integrate. This reduces the amount of porting 
required between platforms. This is required to support the components which must execute 
in a native environment. This includes a number of networking elements and low-level QoS / 
QoE metrics which can only be gathered and managed by native code.  

2.7.3 Limited API Exposure 

The total number of APIs exposed to other GEs and application developers should be kept to 
minimum, and should enable the scenarios and feature requirements provided by the Use 
Case projects, as well as by the FI-WARE team.  

2.7.4 Interface Definition Tools 

There are two main interfaces presented by the CDI GE, an on device interface and an off 
device interface. Within the reference implementation the on device interface will be a 
JavaScript interface. The off device interface, which is accessible directly by other Generic 
Enablers will be a REST based interface. These will be defined using the following definition 
languages:  

2.7.4.1 On Device Interface Definition Language: WebIDL 

WebIDL is the interface definition language of choice for JavaScript based environments. 
WebIDL was defined by the W3C standards body and has been used to define many key 
technologies. As the CDI Generic Enabler will implementing JavaScript based reference 
implementation all of the functional blocks defined using WebIDL.  

A full definition of WebIDL is available from the W3C web site at the following location: 
http://www.w3.org/TR/WebIDL/  

2.7.4.2 Off Device Interface Definition Language: FMC 

Interfaces which are accessible directly from other GE's and are not based on JavaScript 
shall be described using FMC (Fundamental Modelling Concepts), more details on FMC can 
be found here: http://www.fmc-modeling.org/  

 

  

http://www.w3.org/TR/WebIDL/
http://www.fmc-modeling.org/
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2.8 Detailed Specifications  

2.8.1 Open API Specifications 

Following is a list of Open Specifications linked to the CDI Generic Enabler. Specifications 
labeled as "PRELIMINARY" are considered stable but subject to minor changes derived from 
lessons learned during last interactions of the development of a first reference 
implementation planned for the current Major Release of FI-WARE. Specifications labeled as 
"DRAFT" are planned for future Major Releases of FI-WARE but they are provided for the 
sake of future users.  

 Device Sensors (DRAFT)  

 Personal Data Services (DRAFT)  

 Quality of Experience (QoE) (DRAFT)  

 Mobility Manager (DRAFT)  

 

2.9 Re-utilised Technologies/Specifications  

The CDI Component uses a range of existing technologies including, for a number of 
reasons:  

 W3C Specifications for Contacts, Get User Media, File API access etc  

Used for API design and utilisation of existing specifications  

http://www.w3c.org  

 W3C WebIDL  

Used for JavaScript API definition  

http://www.w3.org/TR/WebIDL/  

 Open Mobile Alliance – Device Management (OMA DM)  

Used for the CDI remote management interface  

http://www.openmobilealliance.org/technical/DM.aspx  

 Boot to Gecko  

Used for API design and utilisation of existing specifications  

https://wiki.mozilla.org/B2G  

 PhoneGap  

Used for API design and utilisation, API comparison, and an initial run time 
environment  

http://www.phonegap.com  

 Webinos  

Used for API design and utilisation, API comparison, and as a runtime environment  

http://www.webinos.org  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Device_Sensors_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Personal_Data_Services_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Quality_of_Experience_(QoE)_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Mobility_Manager_(DRAFT)
http://www.w3c.org/
http://www.w3.org/TR/WebIDL/
http://www.openmobilealliance.org/technical/DM.aspx
https://wiki.mozilla.org/B2G
http://www.phonegap.com/
http://www.webinos.org/
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2.10 Terms and definitions  

This section comprises a summary of terms and definitions introduced during the previous 
sections. It intends to establish a vocabulary that will be help to carry out discussions 
internally and with third parties (e.g., Use Case projects in the EU FP7 Future Internet PPP). 
For a summary of terms and definitions managed at overall FI-WARE level, please refer to 
FIWARE Global Terms and Definitions. 

 

 Connected Devices: A connected or smart device can be an advanced device 

located at home, such as a set top box and multimedia device (including advanced 
TVs), PCs, storage (NAS like), indoor handset (home/advanced DECT), or game 
consoles. Furthermore, mobile devices, such as mobile/smart phones (GSM/3-4G), 
tablets, netbooks, on-board units, (in-car devices) or information kiosks are connected 
devices, too. It is very likely that new devices will appear and fall into this ―smart 
devices‖ category during the project execution (femto cells, etc.).  

 Cloud Proxy: A device encompassing broadband connectivity, local connectivity, 

routing and networking functionalities as well as service enabling functionalities 
supported by a modular software execution environment (virtual machines, advanced 
middleware). The ―Cloud Proxy‖ or ―Home Hub‖ is powerful enough to run local 
applications (for example home automation related tasks such as heating control or 
content related ones such as Peer to Peer (P2P) or content backup). It will also 
generally include local storage and may be an enabler for controlling privacy as some 
content or data could be stored locally and could be controlled only by the user 
without having the risk of seeing his/her data controlled by third parties under 
consideration of the overall security architecture.  

 Open Networking: Open networking is a concept that enables network nodes to 

provide intelligent network connectivity by dynamic configuration via open interfaces. 
Examples for provided features are the fulfillment of bandwidth or quality 
requirements, seamless mobility, or highly efficient data transport optimised for the 
application (e. g., with minimum network resource or energy consumption).  

 Network Service: Network Service is a control and policy layer/stratum within the 
network architecture of a service provider. The Network Service provides access to 
capabilities of the telecommunication network, accessed through open and secure 
Application Programming Interfaces (APIs) and other interfaces/sub-layers. The 
Network Service concept aims at providing stratum that serves value-added services 
and applications at a higher application and service layer and exploits features of the 
underlying transport and technology layer (e. g. via NetIC interfaces).  

 Functional Block: A block of common functionality represented by a single API 
consisting of functions, objects and structures.  

 Mobility Manager: The component within the CDI GE responsible for managing 

connectivity with networks and data bearers  

 QoE: Quality of Experience; a measurement representation and assessment of the 
experience a user receives.  

 WebIDL: Web Interface Definition Language; the format used to express JavaScript 

or other non-REST based APIs.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Glossary.Global
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 QoS: Quality of Service; a measurement representation and assesment of the quality 

of data transmission a device / user receives over a network.  

 OpenEPC: OpenEPC is a prototype implementation of the 3GPP Evolved Packet 
Core (EPC) – Release 10 – that enables academia and industry researchers and 
engineers around the world to obtain a practical look and feel of the capabilities of the 
Evolved Packet Core. OpenEPC Rel. 3, the current version available, includes all the 
components of the 3GPP architecture including the interfaces with various access 
technologies and service platforms.  
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3 Device Sensors (DRAFT) 
You can find the content of this chapter as well in the wiki of fi-ware. 

3.1 Device Sensors API Introduction  

This section convers all the APIs related to Device Sensors. This includes the following 
functional blocks:  

 Geo-Location  

 Camera  

 Microphone  

 Device Orientation & Accelerometer  

 Sensor Discovery  

Connected Devices often offer additional hardware or sensors which can offer a range of 
additional data and functionality to application developers. The Device Sensors API makes 
this additional hardware available to an application developer.  

Please check the FI-WARE Open Specifications Legal Notice to understand the rights to use 
FI-WARE Open Specifications.  

3.1.1 How to Read This Document  

Each of the functional blocks covered above are described in WebIDL. Where a Functional 
Block's API is simply a realisation of an existing standards based specification, this document 
will link directly to the relevent standards bodies WebIDL specification document. This is a 
prudent step as FI-WARE is an integration project, and will by necessity combine already 
existing API specifications.  

NOTE: It is assumed that the reader is familiar with WebIDL. 

3.1.2 Intended Audience  

This specification is intended for software developers who will use the API, and for those who 
will implement the specification.  

It is assumed that the reader is familiar with WebIDL.  

 

3.2 Introduction to Geo-Location  

The Geolocation API provides a method to locate and watch the user‘s position. This is 
useful in a number of ways from providing a user with location information to providing 
navigation.  

3.2.1 Developer Usage 

The API provides two methods  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Device%20Sensors%20(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
http://www.w3.org/TR/WebIDL/
http://www.w3.org/TR/WebIDL/
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 getCurrentPosition - get current position  

 watchPosition - notify of any changes to the position  

 

Not all devices support geoLocation, so it is wise to check whether the device supports it 

before using any of the methods:  

 

if ($cdi.sensors.availability.geolocation==true) 

{ 

    //deviceOrientation supported 

} 

else 

{ 

    //not supported – handle this 

} 

 

Now that we know the device supports geolocation we can request our current location  

 

if ($cdi.sensors.availability.geolocation==true) 

{ 

    //deviceOrientation supported 

    var cdiGeolocation= $cdi.sensors.geolocation; 

 

    function successsCallback(position) 

    { 

        var longitude = position.coords.longitude; 

        var latitude = position.coords.latitude; 

 

        //do something with the co-ordinates! 

 

     } 

 

    function errorCallback(error) 

    { 

      Alert("Error"); 

    } 

 

    

cdiGeolocation.getCurrentPosition(successsCallback,errorCallback); 

} 

else 

{ 

    //not supported – handle this 

} 
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In the case where our requirements call for us to be notified every time our position gets 
updated (a navigation app for example) we will need to register for notification:  

 

var watcherID; 

if ($cdi.sensors.availability.geolocation==true) 

{ 

    //deviceOrientation supported 

    var cdiGeolocation= $cdi.sensors.geolocation; 

 

    function successsCallback(position) 

    { 

        var longitude = position.coords.longitude; 

        var latitude = position.coords.latitude; 

 

        //position has changed - do something with the co-ordinates! 

 

     } 

 

    function errorCallback(error) 

    { 

      Alert("Error"); 

    } 

 

    

watcherID=cdiGeolocation.watchPosition(successsCallback,errorCallbac

k, { enableHighAccuracy: true, timeout: timeoutVal, maximumAge: 0 

}); 

} 

else 

{ 

    //not supported – handle this 

} 

 

watchPosition returns an ID which is used to identify the watcher. This ID can be used later 

when we wish to cancel the watcher.  

 

cdiGeolocation.clearWatch(watcherID); 

 

Both getCurrentPosition and watchPosition return immediately and asynchronously 

return the current location. Both take the same argument list two of which are optional:  

 successCallback - called if the method returns successfully  

 errorCallback – called if the method returns with an error  

 options – a number of options are available:  

 enableHighAccuracy – This Boolean Indicates that the caller would like the 
most accurate result possible. This may cause a slower response time and in 

the case of a mobile device, greater power consumption. Defaults to false.  
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 timeout – the maximum length of time to wait for a response. Time is supplied 
in milliseconds.  

 maximumAge – the maximum age of a cached position that the application is 
willing to accept. Measured in milliseconds. Defaults to 0 which indicates that 
a new position must be obtained.  

 

A call to watchPosition will callback immediately with the current position and every time 

after that the position changes.  

When the position is successfully returned the position object contains a range of useful 

information:  

 coords.latitude - degrees of latitude  

 coords.longitude - degress of longitude  

 coords.altitude - Height in metres of the position above the reference ellipsoid  

 coords.accuracy - accuracy in metres of the returned result  

 coords.altitudeAccuracy - accuracy in metres of the returned altitude  

 coords.heading - Direction of travel of the device clockwise from true north  

 coords.speed - current ground speed of the hosting device in metres per second  

 timestamp - Timestamp of when the position was acquired  

3.2.2 Authentication 

This API should only be available to applications (web applications / webapps) which have 
been installed on the device. The installation procedure should verify an applications request 
to access the CDI geolocation API and obtain user consent before installing the application. 
Following this, at runtime it can be assumed that the user has granted access for this 
application to access the geolocation API.  

3.2.3 Geo-Location API  

The Geolocation API implementation is directly modelled on the W3C Geolocation API 
Specification.  

3.2.4 Design Goals  

The design goals we to create an API which aligns with the W3C Geolocation API 
Specification.  

 On platforms which support this API directly it should work out of the box  

 On platforms where it is not supported directly the API structure will allow for an 
implementation that will allow this platform to support the W3C version.  

 

http://dev.w3.org/geo/api/spec-source.html
http://dev.w3.org/geo/api/spec-source.html
http://dev.w3.org/geo/api/spec-source.html
http://dev.w3.org/geo/api/spec-source.html
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3.2.5 Modification to W3C geoLocation API  

The single modification that has been made to the geoLocation API has been the addition of 

the CDI Namespace. This involves replacing the call to navigator with the name-space 

cdi.sensors before calling any geoLocation APIs  

3.2.5.1 Example 

With W3C API you would call  

 

navigator.geolocation.getCurrentPosition(.... 

 

With CDI API you call  

 

$cdi.sensors.geolocation.getCurrentPosition(.... 

 

 

3.3 Introduction to Device Orientation & Accelerometer  

The Device Orientation And Accelerometer API is used to determine the orientation of the 
device as well as gather information about its movement.  

3.3.1 Developer Usage 

The CDI deviceOrientation class provides information on:  

1. DeviceOrientation – the positioning of the device around its own axis  

2. DeviceMotion – the motion or acceleration of the device in a particular direction.  

The Device Orientation is provided using a standard XYZ co-ordinate system.  

3.3.1.1 Rotating the Device  

Device Orientation defines three types of rotation:  

 Alpha: The amount of rotation around the Z axis is known as alpha. The device 
rotates along the Z-axis by 'alpha' degrees per microsecond. The range is from 0 to 
360 degrees.  

 Beta: The amount of rotation around the X-axis is known as beta.. The device is 

turning along the X-axis. The range is from -180 to 180 degrees.  

 Gamma: The amount of rotation around the Y-Axis is known as gamma. The range is 

from -90 to 90 degrees.  



Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 38   

 

3.3.1.2 DeviceOrientationEvent 

Device Orientation specifies an event called the DeviceOrientationEvent. This will inform 

the developer of the devices alpha, beta and gamma. Not all devices support 
DeviceOrientation, so it is wise to check whether the device supports it:  

 

var CDIDeviceOrientation= $cdi.sensors.deviceOrientation; 

if 

($cdi.sensors.availability.deviceOrientation.DeviceOrientationEvent=

=true) 

{ 

    //deviceOrientation supported – register a listener 

    CDIDeviceOrientation.addEventListener('deviceorientation', 

updateorientation, true); 

} 

else 

{ 

    //not supported – handle this 

} 

 

We can now add an event listener, so that every time the device is rotated, it fires the event 
and we can process it using a function: In the above example once we established that the 

DeviceOrientationEvent was supported we then added a listener:  

 

CDIDeviceOrientation.addEventListener('deviceorientation', 

updateorientation, true); 

 

Inside the updateorientation function, we can now process the rotation of the device:  

 

function updateorientation (event) 

{ 

 var alpha = event.alpha; 

 var beta = event.beta; 

 var gamma = event.gamma; 

} 
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3.3.1.3 DeviceMotionEvent 

The DeviceMotionEvent tells us how fast the device is accelerating along its X, Y and Z 

axis. Not all devices support DeviceMotion so it is wise to check whether the device supports 
it:  

 

var CDIDeviceOrientation= $cdi.sensors.deviceOrientation; 

if 

($cdi.sensors.availability.deviceOrientation.DeviceMotionEvent==true

) 

{ 

    //deviceMotion supported – register a listener 

    CDIDeviceOrientation.addEventListener('devicemotion', 

updatemotion, true); 

} 

else 

{ 

    //not supported – handle this 

} 

 

We can now add an event listener, so that every time the device is moved, it fires the event 
and we can process it using a function: In the above example once we established that the 
MotionEvent was supported we then added a listener:  

 

CDIDeviceOrientation.addEventListener('devicemotion', updatemotion, 

true); 

 

Inside the updatemotion function, we can now process the motion of the device:  

 

function updatemotion(event) 

{ 

    var accelerationX=event.acceleration.x; 

    var accelerationY=event.acceleration.y; 

    var accelerationZ=event.acceleration.Z; 

}; 

The measurements are in meters per second squared (ms2).  

 

3.3.2 Authentication 

This API should only be available to applications (web applications / webapps) which have 
been installed on the device. The installation procedure should verify an applications request 
to access the Device Orientation and Accelerometer APIs and obtain user consent before 
installing the application. Following this, at runtime it can be assumed that the user has 
granted access for this application to access the API.  
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3.3.3 Device Orientation & Accelerometer API  

The Device Orientation & Accelerometer APIs implementations are directly modeled on the 
W3C's Device Orientation Event Specification.  

3.3.4 Design Goals  

The design goals we to create an API which aligns with the W3C's Device Orientation Event 
Specification.  

 On platforms which support this API directly it should work out of the box  

 On platforms where it is not supported directly the API structure will allow for an 
implementation that will allow this platform to support the W3C version.  

 

3.3.5 Modification to W3C Device Orientation & Accelerometer API  

The single modification that has been made to the devie orientation API has been the 
addition of the CDI Namespace. This involves pre-pending the name-space 

cdi.sensors.deviceOrientation before calling any device orientation APIs  

3.3.5.1 Example 

With W3C API you would call  

 

window.addEventListener(.... 

With CDI API you call  

 

$cdi.sensors.deviceOrientation.addEventListener(.... 

 

 

3.4 Introduction to Camera & Microphone 

Camera and Microphone access is achieved using the Media Capture and Streams API. 
Using this API the user can get access to datastreams directly from the device cameras and 
microphones.  

Much of the API is heavily influenced by the W3C Media Capture and Streams API. The 
documentation is also heavily influenced by this source.  

3.4.1 Developer Usage 

Using cdi.sensors.mediacapture.getUserMedia() a developer can get access to the devices 
camera or microphone.  

Before using the API it is always wise to first check if the device supports it.  

http://dev.w3.org/geo/api/spec-source-orientation.html|
http://dev.w3.org/geo/api/spec-source-orientation.html|
http://dev.w3.org/geo/api/spec-source-orientation.html|
http://dev.w3.org/2011/webrtc/editor/getusermedia.html#idl-def-MediaStreamConstraints
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This is achieved by calling:  

 

if(cdi.sensors.availability.mediacapture) 

{ 

//supported 

} 

else 

{ 

//not supported 

} 

 

To use the webcam or microphone you need to ask for which one you need. The first 
parameter of getUserMedia() is an object specifying the type of media to access. For 
example, if you want to access the webcam, the first parameter should be {video: true}. To 
use both the microphone and camera, pass {video: true, audio: true}. In the example below 

we are going to feed the video into a video element which forms part of our overall app.  

 

var video = document.querySelector('video'); 

 

var onFail = function(e)  

{ 

    console.log('Error', e); 

}; 

 

if ($cdi.sensors.availability.mediacapture)  

{ 

  $cdi.sensors.mediacapture.getUserMedia({audio: true, video: true}, 

function(stream) { 

    video.src = window.URL.createObjectURL(stream); 

  }, onFail); 

}  

else  

{ 

//error 

} 

 

You will notice that the getUserMedia function calls back asynchronously. It take two extra 

parameters both of which are callback functions. One is called when a handle is opened 
successfully. This returns a stream from the camera and audio in this case of type 

LocalMediaStream. The second functioin is called when an error occurs or when the 

requested device cannot be accessed. You will also notice that we are feeding the video a 

URL to a media file, we're feeding it a Blob URL obtained from a LocalMediaStream object 

representing the webcam.  

The method stop() can be called on the LocalMediaStream at any time to end the stream.  

LocalMediaStream inherits from the base class MediaStream.  

 The MediaStream interface is used to represent streams of media data, typically (but 

not necessarily) of audio and/or video content, e.g. from a local camera. The data 
from a MediaStream object does not necessarily have a canonical binary form; for 
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example, it could just be "the video currently coming from the user‘s video camera". 
This allows user agents to manipulate media streams in whatever fashion is most 
suitable on the user‘s platform.  

 Each MediaStream object can contain zero or more tracks, in particular audio and 

video tracks. All tracks in a MediaStream are intended to be synchronized when 
rendered. Different MediaStreams do not need to be synchronized.  

 Each track in a MediaStream object has a corresponding MediaStreamTrack object.  

 A MediaStreamTrack represents content comprising one or more channels, where 

the channels have a defined well known relationship to each other (such as a stereo 
or 5.1 audio signal).  

 A channel is the smallest unit considered in this API specification.  

 A MediaStream object has an input and an output. The input depends on how the 

object was created: a LocalMediaStream object generated by a cgetUserMedia() 

call (which is described later in this document), for instance, might take its input from 
the user‘s local camera. The output of the object controls how the object is used, e.g., 
what is saved if the object is written to a file or what is displayed if the object is used 
in a video element.  

 Each track in a MediaStream object can be disabled, meaning that it is muted in the 

object‘s output. All tracks are initially enabled.  

 A MediaStream can be finished, indicating that its inputs have forever stopped 

providing data.  

 The output of a MediaStream object must correspond to the tracks in its input. Muted 

audio tracks must be replaced with silence. Muted video tracks must be replaced with 
blackness.  

 A new MediaStream object can be created from existing MediaStreamTrack objects 

using the MediaStream() constructor. The constructor takes two lists of 

MediaStreamTrack objects as arguments: one for audio tracks and one for video 

tracks. The lists can either be the track lists of another stream, subsets of such lists, 

or compositions of MediaStreamTrack objects from different MediaStream objects.  

 

The following example shows how we would use the API in a HTML5 app to take a photo.  

 

<article> 

 <style scoped> 

  video { transform: scaleX(-1); } 

  p { text-align: center; } 

 </style> 

 <h1>Snapshot Kiosk</h1> 

 <section id="splash"> 

  <p id="errorMessage">Loading...</p> 

 </section> 

 <section id="app" hidden> 

  <p><video id="monitor" autoplay></video> <canvas 

id="photo"></canvas> 

  <p><input type=button value="�" onclick="snapshot()"> 

 </section> 
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 <script> 

  if($cdi.sensors.availability.mediacapture) 

  { 

    $cdi.sensors.mediacapture.getUserMedia({video:true}, gotStream, 

noStream); 

    var video = document.getElementById('monitor'); 

    var canvas = document.getElementById('photo'); 

    function gotStream(stream) { 

      video.src = URL.createObjectURL(stream); 

      video.onerror = function () { 

        stream.stop(); 

      }; 

      stream.onended = noStream; 

      video.onloadedmetadata = function () { 

        canvas.width = video.videoWidth; 

        canvas.height = video.videoHeight; 

        document.getElementById('splash').hidden = true; 

        document.getElementById('app').hidden = false; 

      }; 

    } 

  } 

 

  function noStream() { 

    document.getElementById('errorMessage').textContent = 'No camera 

available.'; 

  } 

  function snapshot() { 

    canvas.getContext('2d').drawImage(video, 0, 0); 

  } 

 </script> 

</article> 

 

3.4.2 Authentication 

This API should only be available to applications (web applications / webapps) which have 
been installed on the device. The installation procedure should verify an applications request 
to access the getUserMedoa APIs and depending on the underlying integration obtain user 
consent before installing the application. Following this, at runtime it can be assumed that the 
user has granted access for this application to access the API.  

3.4.3 MediaCapture API  

The MediaCapture API implementation is directly modeled on the [W3C Media Capture and 
Streams API].  

3.4.4 Design Goals  

The design goals we to create an API which aligns with the [W3C Media Capture and 
Streams API].  

http://dev.w3.org/2011/webrtc/editor/getusermedia.html#idl-def-MediaStreamConstraints
http://dev.w3.org/2011/webrtc/editor/getusermedia.html#idl-def-MediaStreamConstraints
http://dev.w3.org/2011/webrtc/editor/getusermedia.html#idl-def-MediaStreamConstraints
http://dev.w3.org/2011/webrtc/editor/getusermedia.html#idl-def-MediaStreamConstraints
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 On platforms which support this API directly it should work out of the box  

 On platforms where it is not supported directly the API structure will allow for an 
implementation that will allow this platform to support the W3C version.  

3.4.5 Modification to W3C MediaCapture API  

The single modification that has been made to the mediacapture API has been the addition 
of the CDI Namespace. This involves replacing the call to navigator with the name-space 

cdi.sensors.mediacapture before calling any device orientation APIs  

3.4.5.1 Example 

With W3C API you would call  

 

navigator.getUserMedia(.... 

With CDI API you call  

 

$cdi.sensors.mediacapture.getUserMedia(.... 
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4 Personal Data Services (DRAFT) 
You can find the content of this chapter as well in the wiki of fi-ware. 

4.1 Personal Data Services API Introduction  

This section covers all the APIs related to Personal Data Services. This includes the 
following functional blocks:  

 Contacts  

 Calendar  

 Gallery  

 File system Access  

 Personal Data Interface Availability  

Please check the FI-WARE Open Specifications Legal Notice to understand the rights to use 
FI-WARE Open Specifications.  

4.1.1 How to Read This Document  

Each of the functional blocks covered above are described in WebIDL. Where a Functional 
Block's API is simply a realisation of an existing standards based specification, this document 
will link directly to the relevent standards bodies WebIDL specification document. This is a 
prudent step as FI-WARE is an integration project, and will by necessity combine already 
existing API specifications.  

NOTE: It is assumed that the reader is familiar with WebIDL. 

4.1.2 Intended Audience  

This specification is intended for software developers who will use the API, and for those who 
will implement the specification. It is assumed that the reader is familiar with WebIDL.  

4.2 Introduction to the Contacts API  

The FI-WARE Contact's API is an extension to the W3C Contacts API. It also considers the 
Boot to Geko Contacts API. The W3C API provides a read only interface. The Boot to Geko 
API provides both read and write capabilities. However the Boot to Geko API did not achieve 
the design goals which have been set. The modifications to the W3C Contacts API presented 
here provides both Read and Write support, and achieves the design goals outlined below. 
This API forms part of the Connected Device Interface (CDI).  

4.2.1 Link to Contacts API W3C Working Draft 16 June 2011 

The FIWARE.Feature.I2ND.CDI.PersonalDataServices.Contacts contacts API is based on 
the W3C Contact's specification. Specifically the specification published as "Contacts API 
W3C Working Draft 16 June 2011". A link to this version of the specification is provided here: 
http://www.w3.org/TR/2011/WD-contacts-api-20110616/  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Personal%20Data%20Services%20(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
http://www.w3.org/TR/WebIDL/
http://www.w3.org/TR/WebIDL/
http://www.w3.org/TR/2011/WD-contacts-api-20110616/
https://wiki.mozilla.org/WebAPI/ContactsAPI
http://www.w3.org/TR/2011/WD-contacts-api-20110616/
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The Contact's API provides access to a client based address book. Where a device has 
multiple address books, such as in the case of Android, a single unified address book view 
will be presented.  

The Contacts' API is expressed in WebIDL. The following provides an overview of the final 
API for the CDI‘s Contacts Functional Block implementation.  

4.2.2 Design Goals 

The extensions to the W3C API described here attempt to address the following design 
goals. A table comparing each of the major JavaScript platforms and their APIs is provided in 
Appendix A, below. 

1. Align with existing W3C API (unified address book)  

Note: W3C defines a unified address book. This model is supported by Mozilla & 

PhoneGap, but not by Tizen. Tizen offers individual address books.  

2. Extensible and supportive of real world workloads  

Note: The existing PhoneGap model requires the developer to load each and every 
contact in order to apply any changes via Contact member functions. This can be 
limiting, placing the functions in this locations means that the entire contact has to be 
loaded from disk before being manipulated. There are no methods to:  

o delete a contact by ID  

o preform batch operations (delete a range of IDs, save a collection of contacts)  

Additionally it would not be possible to add these batch operations to the contact 
object, forcing any new functions which address this functionality to be located on the 
collection object. This will result in an inconsistent structure.  

3. Ease of use  

Note: Ensuring the API is easy and intuitive to use is important. The Mozilla API 

should a two phase constructor for the contact object. The developer preforms a new, 
then calls an ―init‖ member function to setup the object prior to use. PhoneGap 
requires the user to call a factory function to create an instance of a contact object – 
even though a constructor exists. This is inconsistent.  

4.2.3 Authentication 

This API should only be available to applications (web applications / webapps) which have 
been installed on the device. The installation procedure should verify an applications request 
to access the contact‘s APIs and obtain user consent before installing the application. 
Following this, at runtime it can be assumed that the user has granted access for this 
application to access the contacts API.  

4.2.4 Faults 

Any faults encountered when invoking the Contacts API will result in an error function being 
invoked. The call back will contain an error code. The reader will find the list of error codes 
outline below.  
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4.2.5 Modifications to the Contacts API - W3C Working Draft 16 June 2011 

The FIWARE.Feature.I2ND.CDI.PersonalDataServices.Contacts contacts API is based on 
the W3C's "Contacts API W3C Working Draft 16 June 2011", with modifications to support 
writing contact data and adhering to the design principles outlined above. The exact changes 
to the W3C specification are outlined below.  

4.2.5.1 Addition of APIs for adding and modifying contacts 

The contacts interface has been extended with the following new functions (shown in red):  

[NoInterfaceObject] 

interface Contacts { 

        caller void find ( 

                          DOMString[] fields, 

                          ContactFindCB successCB, 

                          optional ContactErrorCB errorCB 

                          optional ContactFindOptions options 

        ); 

 

        caller void save( 

                          Contact contactObj, 

                          ContactSaveCB successCB, 

                          optional ContactErrorCB failureCB 

        ); 

        caller void remove( 

                          DomString contactId, 

                          ContactRemoveCB removeCB, 

                          optional ContactErrorCB failureCB 

        ); 

 

}; 

 

Contacts Methods 

save 

Save the contact in the contact database. If the contact already exists then overwrite 
the existing contact object with the object provided by in contactObj. This method 
takes two or three arguments. When called it starts the following save contacts 
process:  

1. Let contactObj be the contact object indicated by the method's first argument  

2. Let successCB (success call back) be the callback indicated by the method's 

second argument  

3. Let errorCB (error call back) be the callback indicated by the method's third 
argument  

4. If successCB is null, then throw a TypeError (as defined in WEBIDL)  

5. If contactObj is null, then throw a TypeError (as defined in WEBIDL)  

6. Return, and run the remaining steps asynchronously  

http://www.w3.org/TR/2011/WD-contacts-api-20110616/#bib-WEBIDL
http://www.w3.org/TR/2011/WD-contacts-api-20110616/#bib-WEBIDL
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7. If contactObj has a property id and its value is none null and not empty, then 
run these sub steps:  

1. Search the database for any other contact with the same id value  

2. For each contact returned from the search; delete the contact object 
from the database  

8. If contactObj does not have a property id or the value is null or empty, then 

run these sub steps:  

1. Allocate a new id value ensuring the value is unique and not assigned 
to any other existing contact objects  

2. Assign the new id value to the contactObj  

9. Create a new contact object in the database which exactly replicates the 
contactObj supplied  

10. Let result be contactObj (now populated with an accurate ID value, if not 

supplied with one)  

11. Queue a task to invoke successCB with result as its argument  

 

Parameter  Type  Nullable  Optional  Description  

contactObj  Contact  No  No  
The contact object to update or insert in the 
database  

successCB  ContactSaveCB  No  No  
Function to call when the asynchronous 
operation completes successfully  

failureCB  ContactErrorCB  No  Yes  
Function to call when the asynchronous 
operation fails  

 
remove 

Removes a contact with a specified Id from the persisted contact database. This 
method takes two or three arguments. When called it starts the following save 
contacts process:  

1. Let contactId be the id value indicated by the method's first argument  

2. Let successCB (success call back) be the callback indicated by the method's 
second argument  

3. Let errorCB (error call back) be the callback indicated by the method's third 

argument  

4. If successCB is null, then throw a TypeError (as defined in WEBIDL)  

5. If contactId is null, or an empty string then throw a TypeError (as defined in 

WEBIDL)  

6. Return, and run the remaining steps asynchronously  

7. Search the database for any other contact with the same id value  

http://www.w3.org/TR/2011/WD-contacts-api-20110616/#bib-WEBIDL
http://www.w3.org/TR/2011/WD-contacts-api-20110616/#bib-WEBIDL
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8. If a contact is found with the same id as contactId, then delete that contact 
from the database and then queue a task to invoke successCB  

9. If a contact is not found with the same id as contactId and failureCB is not null 
and has been provided by the caller then, queue a task to invoke failureCB 
with the parameter NOT_FOUND.  

Parameter  Type  Nullable  Optional  Description  

contactObj  DOMString  No  No  
The id of the contact object to delete from 
the database  

successCB  ContactRemoveCB  No  No  
Function to call when the asynchronous 
operation completes successfully  

failureCB  ContactErrorCB  No  Yes  
Function to call when the asynchronous 
operation fails  

 

4.2.5.2 Addition of call back / event functions for saving and modifying 
contacts 

The contacts interface uses the following new call back functions (shown in red):  

 

[Callback=FunctionOnly, NoInterfaceObject] 

interface ContactSaveCB  {        

        void onsuccess(Contact contact); 

}; 

[Callback=FunctionOnly, NoInterfaceObject] 

interface ContactRemoveCB  {        

        void onsuccess(); 

}; 

 

ContactSaveCB Methods 

onsuccess 

No exceptions. No return value.  

Parameter  Type  Nullable  Optional  Description  

contact  Contact  No  No  
The contact saved to the database with a value id 
value.  

ContactRemoveCB Methods 

onsuccess 

No parameters. No exceptions. No return value.  
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4.2.5.3 Addition of new ContactError values supporting saving and 
modifying of contacts 

The contacts interface uses the following new error values (shown in red):  

[NoInterfaceObject] 

interface ContactError { 

        const unsigned short UNKNOWN_ERROR = 0; 

        const unsigned short INVALID_ARGUMENT_ERROR = 1; 

        const unsigned short TIMEOUT_ERROR = 2; 

        const unsigned short PENDING_OPERATION_ERROR = 3; 

        const unsigned short IO_ERROR = 4; 

        const unsigned short NOT_SUPPORTED_ERROR = 5; 

        const unsigned short PERMISSION_DENIED_ERROR = 20; 

        const unsigned short NOT_FOUND = 404; 

        readonly attribute unsigned short code; 

}; 

4.2.5.4 Change where ServiceContacts Interface is exposed 

The ServiceContacts interface is exposed by the $cdi.pds object within FI-WARE and not 

by the Navigator object as specified by the W3C Draft specification.  
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5 Quality of Experience (QoE) (DRAFT) 
You can find the content of this chapter as well in the wiki of fi-ware. 

5.1 Introduction to the QoE API  

This section covers all the APIs related to the Quality of Experience. Please check the FI-
WARE Open Specifications Legal Notice to understand the rights to use FI-WARE Open 
Specifications.This document describes the set of APIs for controlling and monitoring the 
QoE delivered to the network flows of an application. Such API enables widget developers to 
interact with a QoE manager (namely the QoE-Engine) to explicitly influence the allocation of 
network resources. The QoE engine is able to combine explicit QoE feedbacks coming from 
the user, with the QoS level provided by the network and other context related information. 
Such inputs are matched against a target QoE level to be achieved, and network resources 
are adaptively requested in order to approximate the target as much as possible. The QoE-
Engine is able to request the allocation of network resources by interacting with a Mobility 
Manager (MM). The MM behaves as a proxy between the QoE-Engine and the Evolved 
Packet Core (EPC) that is directly responsible of the wise allocation of network resources. 
The API allows the developer to bind an application to the QoE framework, and track the 
evolution in time of the user's satisfaction and network's behaviour. Moreover as the QoE of 
the user needs or not to be tracked, the QoE monitor can be paused,resumed or stopped.  

5.1.1 Intended Audience  

This specification is intended both for software developers, that are easily enabled to control 
user's QoE, by influencing the behaviour of very low level network bound processes, and 
also for API implementers.The QoE API is described in WebIDL then it is assumed that the 
reader is familiar with the WebIDL description language. Note that QoE APIs are not part of 
the W3C recommendation, but they represent a completely new set of APIs.  

5.1.2 API change History 

 

Version  Date  Author  Comment  

0.1  1 March 
2012  

Andrea Simeoni 
(Uniroma1)  

asimeoni@dis.uniroma1.it  

1st Draft  

Supported functionalities:  

 Flow binding (start QoE monitoring)  

 Pause/Resume the QoE monitoring.  

 Unregister the flow bind (stop the QoE 
monitoring)  

0.2  23 April 
2012  

Andrea Simeoni 
(Uniroma1)  

asimeoni@dis.uniroma1.it  

2nd Draft  

 WebIDL API description  

 Extended functionalities:  

o Developer can 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Quality%20of%20Experience%20(QoE)%20(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
http://www.w3.org/TR/WebIDL
mailto:asimeoni@dis.uniroma1.it
mailto:asimeoni@dis.uniroma1.it
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subscribe/unsubscribe for user's 
Click-Rate (active QoE) tracking.  

o Developer can 
subscribe/unsubscribe for 
delivered QoS (passive QoE) 
tracking.  

 Flow binding limited to URLs (needs 
extension to URIs).  

0.3  27 
August 
2012  

Andrea Simeoni 
(Uniroma1)  

asimeoni@dis.uniroma1.it  

3rd Draft  

 WebIDL API description  

 Refinement of the previous interface.  

 Flow binding limited to URLs (needs 
extension to URIs)  

 Extended functionalities:  

o Support for Mean Opinion Score 
(MOS)  

5.1.3 How to read this document  

Use this document as a guideline to understand and use the provided API, via the WebIDL 
specification. API implementers can understand mechanisms running behind the QoE 
interface by reading the delailed description that completes the WebIDL.  

5.1.4 Additional resources  

The present open specification is strongly based on the WebIDL language. The WebIDL 
guide can be found at http://www.w3.org/TR/WebIDL. Architectural information on the QoE 
functional block can be found in theGE architecture deliverable.  

5.2 General QoE API information 

The QoE API provides a useful way for application developers to track and control the QoE 
evolution of the users connected to Future Internet services. This is done by providing a 
uniform JavaScript API on top, and a QoE engine process running at native level, which 
exposes the API. The QoE API doesn't need to access any kind of sensible or protected 
information. Therefore its use is not tied to any kind of authorization or special permission. 
The API is strongly based on asynchronous operations, and is based on the natural 
JavaScript callback mechanism.  

5.2.1 Design and Implementation  

This section addresses key design and implementation concepts behind the QoE 
functionality in CDI. This section is useful both for QoE API users and developers. According 
to the FMC notation adopted in FI-WARE, the QoE system embedded on top of a CDI 
enabled device is described by the following picture.  

mailto:asimeoni@dis.uniroma1.it
http://www.w3.org/TR/WebIDL
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.I2ND.CDICDI
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The following subsections give a description of all functional blocks depicted in the diagram.  

5.2.1.1 APIHandler  

Starting from the top of the picture the APIHandler can be found. This block corresponds to 
the CDI feature FIWARE.Feature.I2ND.CDI.QoE.APIHandler. Whenever a web applications 
developer whishes to grab control of the user's QoE, he must interface with the APIHandler 
(client side) functional block. The API provided to the developer is the same described in the 
WebIDL in following sections, and can be imported with a simple JavaScript import 
statement.  

NOTE:The name of the script is not yet defined. It will be probably 
cdi.js or fiware-cdi.js 

 

The import action can then be performed in the following way:  

 

 <html> 

  <body> 

     ... 

     <script type='text/javascript' src='fiware-cdi.js'></script> 

     ... 

  </body> 

 </html> 

 

The client side APIHandler lives in the Web Runtime (WebRT), as well as the web 
application, and communicates asynchronously with the server side APIHandler. Such 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.APIHandler
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Qoe-fmc.jpg
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communication channel is bidirectional; and in the top-down direction it transports QoE API 
calls to be delivered at native level; in the bottom-up direction it transports return callbacks 
asynchronously originated at native level, in response to QoE API calls. FI-WARE CDI does 
not implement its own messaging channel and protocol, but exploits APIs provided by the 
hosting platform (PhoneGap, Webinos, Tizen). Whenever a call is generated by the 
application, it is packed and sent over the channel using the JavaScript messaging API 
provided by the hosting platform (i.e., API calls in webinos are formatted into JSON-RPC 
messages. There is a RPCHandler module showing up an API to pack and send JSON-RPC 
messages to the server side, and receive response callbacks. The messaging API is based 
on the HTML5 WebSockets API).  

The server side APIHandler exploits the API provided by the Native Device Access to relay 
JavaScript calls to the Java layer (i.e., in webinos the server side APIHandler exploits the 
Java-Bridge component provided by webinos). Given its twofold nature, the server side 
APIHandler is half written in JavaScript and half written in Java. The JavaScript portion is in 
charge of mapping JavaScript calls to Java calls, using the API provided by the Native 
Device Access. The Java portion of the APIHandler forwards native Java calls to the QoE-
Feedback component, using a callback based API (obviously asynchronous). Such callback 
based API has the very same signature of the JavaScript API described in the WebIDL 
below, and then also the same semantic. It is worth noting that the Java side of the 
APIHandler is in charge of starting up the whole QoE-Engine subsystem when the CDI 
framework is started. This fact is also highlighted in the FMC picture by means of a rounded 
corners rectangle containing the QoE-Engine process.  

5.2.1.2 QoEFeedback  

This functional block corresponds to the CDI feature FIWARE.Feature.I2ND.CDI.QoE. 
Feedback. It is in charge of interfacing with the application front end, to gather the end user 
expression of Quality of Experience. All QoE API calls pass through the QoEFeedback, that 
is also in charge to update the application Context database. Each interaction of the user 
with the QoE framework is captured by the QoEFeedback and registered into the Context. 
Communication with the application level is done through the Native Device Access API. The 
main role of the QoEFeedback is to explicitly handle user feedback (clicks) to compute a 
click rate value that represents the user's unsatisfaction. To perform this task it has to 
maintain a strong temporization for each monitored application's flow (one click rate for each 
flow). Once a computation of the user's click rate is available (i.e., each 10 seconds), this 
value is stored into the Context storage, so that it can be shared with other components 
running in the QoE-Engine. This functional block does not just provide feedback processing 
functionality, but also receives the whole set of commands generated by the application, in 
accordance with the corresponding WebIDL. Thus the interface exposed to the Native 
Device Access is the same described in the WebIDL below, and it is completely 
asynchronous.  

5.2.1.3 Context  

This functional block corresponds to the CDI feature FIWARE.Feature.I2ND.CDI.QoE. 
Context. It is a storage existing in main memory, and shared among all the QoE Engine 
components. At the moment it is conceived to store the following information:  

 Monitored flows.  

 Click rates for each monitored flow.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Feedback
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Feedback
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Context
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Context
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 Monitoring status for each monitored flow (PAUSED, RUNNING).  

 Allocated QoS for each monitored flow.  

 Mean Opinion Score (MOS) value for each flow rated in the past  

This component is thought to be further enriched with other context information (residual 
battery, memory and CPU usage, screen size etc.), that could be useful for the QoE-
Controller to assess user's target QoE deviation in a more sophisticated way. Such extended 
context information is not difficult to be retrieved, since it can be directly provided by the CDI 
running system. Given the shared nature of the Context, exclusive access must be 
guaranteed to its records.  

5.2.1.4 QoSEngine 

This functional block corresponds to the CDI feature FIWARE.Feature.I2ND.CDI.QoE. 
QosEngine. Cyclically for each monitored flow (extracted from the Context) it communicates 
with the Mobility Manager to get the current QoS parameters status for that flow. In line of 
principle such communication should return bandwidth, packet-loss, jitter and delay 
information, but current implementations of the Mobility Manager only provide the bandwidth 
parameter. On the basis of such data, it updates the relative flow's context entry. The 
interface between the QoSEngine and the Mobility Manager is synchronous and 
monodirectional (request-response channel).  

It should support the following functionalities:  

 REQUEST<FLOW_ID;PARAM> given a specific FLOW_ID associated to a monitored 
application's flow, the current value of PARAM is requested; RESPONSE<VALUE> 
provides the requested current value of PARAM. The only PARAM value supported 
by the Mobility Manager is the "bandwidth".  

5.2.1.5 QoEController 

This functional block corresponds to the CDI feature FIWARE.Feature.I2ND.CDI.QoE. 
Controller.This component is in charge to assess for each monitored flow (info coming from 
Context), if the provided QoE is compliant with an expected target value. For each monitored 
flow, cyclically extracts Context's records, and combines them to assess the perceived user's 
QoE. If the provided QoE is not compliant with the expected QoE target level, a request is 
submitted to the Mobility Manager to leverage network resources for the considered flow. 
The interface that connects the controller to the Mobility Manager is asynchronous-
monodirectional.  

On such interface the following functionality must be supported:  

 CHANGE<FLOW_ID;PARAM;RULE;VALUE> given a specific FLOW_ID associated 
to a monitored application's flow, its QoS PARAM (e.g. bandwidth, delay, jitter, packet 
loss, etc.) should satisfy the RULE (e.g. to be at MAX, to be at MIN, or to follow a 
REFERENCE) that is configured by a VALUE. As an example, 
CHANGE<FLOW_ID,BANDWIDTH,MIN,1000> can be interpreted as the FLOW_ID 
should have guaranteed a minimum bandwidth of 1000 Kbit/sec. Current 
implementations of the Mobility Manager only supports the bandwidth parameter.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.QosEngine
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.QosEngine
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Controller
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Feature.I2ND.CDI.QoE.Controller
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5.2.2 Faults 

Any faults encountered when invoking the QoE API will result in an error function being 
invoked. As already stated the interface is completely asynchronous, that is reflected also in 
the generation of faults. The callback that results from the generation of a fault, will contain 
an error code and a more detailed message. The reader will find the list of error codes 
outlined below in the WebIDL specification.  

5.3 API operations 

The QoE interface supplies functions for:  

 Bind a flow to the QoE monitoring system 

The binding happens by passing the flow's URI to the QoeApiHandler. When a flow is 
bound to the QoE framework, it can be monitored, and QoE feedbacks can be sent 
by the user that is currently consuming the flow.  

 Unbind a flow from the QoE monitoring system 

A monitored flow can be unregistered. The effect of such a call is that the QoE of the 
connection going on the flow's URI stops to be monitored.  

 Give bad QoE feedbacks to the underlying system 

The developer can attach this functionality to a button, or every graphical object the 
user can click. When a feedback is given, the underlying system assumes that the 
user is not happy of the current application session.  

 Pause/Resume the monitoring process 

This functionality is accessed to handle situations in which the user is not paying 
attention to the flow (window in background, pause button pressed etc.).  

 Subscribe/Unsubscribe for QoE metrics evolution tracking  

The developer can subscribe to get notified when the value of some QoE parameters 
changes over time. For the moment the API just provides tracking of the user's Click-
Rate (CR), and Bandwidth (BW) delivered to the flow by the network.  

 Support for Mean Opinion Score (MOS) rating  

The developer can use this functionality to ask a user to express a summary rating on 
his QoE. The rating will be communicated to the underlying QoE system, that will 
store such information to enrich the Context view. Context is further exploited as a 
knowledge base for future QoE assessment and manipulation. Five values can be 
chosen by the user: Excellent, Good, Fair, Poor, Bad. 

 

 

[NoInterfaceObject]  

interface cdi.qoe.QoeApiHandler{ 

    void bindFlow(in DOMString flowURI, in BindSuccessCB scb, in 

BindErrorCB ecb);   

    void unbindFlow(in int flowID ,in SuccessCB scb, in ErrorCB 

ecb); 

    void giveFeedback(in int flowID, in SuccessCB scb, in ErrorCB 

ecb); 
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    void giveFinalScore (in int flowID, in MosScore score, in 

SuccessCB scb, in ErrorCB ecb); 

    void pauseQoeMonitor(in int flowID, in StatusSuccessCB scb, in 

ErrorCB ecb); 

    void resumeQoeMonitor(in int flowID, in StatusSuccessCB scb, in 

ErrorCB ecb); 

    void trackQoeMetric(in int flowID, in Metric metric, in 

TrackSuccessCB scb, in TrackErrorCB ecb); 

    void stopTracking (in Metric metric,  in SuccessCB scb, in 

TrackErrorCB ecb); 

    void stopAllTracking (in int flowID, in SuccessCB scb, in 

ErrorCB ecb); 

}; 

 

enum MosScore{"EXCELLENT","GOOD","FAIR","POOR","BAD"}; 

enum Metric{"BANDWIDTH","CLICK_RATE"};  

enum Status{"RUNNING","PAUSED"}; 

 

callback BindSuccessCB= void(DOMString flowURI,int flowID); 

callback BindErrorCB= void(DOMString flowURI,BadCallError err); 

callback SuccessCB= void(int flowID); 

callback ErrorCB= void(int flowID, BadCallError err); 

callback StatusSuccessCB= void(int flowID, Status status); 

callback TrackSuccessCB= void(int flowID, Metric metric, double 

value); 

callback TrackErrorCB= void(int flowID, Metric metric, BadCallError 

err); 

 

The QoE API can generate seven types of errors. Each error comes with a message to 
clarify the specific reason of the error. Note that two errors with the same error code, can 
bring a different error message.  

 

[NoInterfaceObject]  

interface cdi.qoe.QoeApiHandler.BadCallError{ 

   const unsigned short NO_EXISTING_SUBSCRIPTIONS=0; 

   const unsigned short INVALI_FLOW_ID=1; 

   const unsigned short STATUS_INCOMPATIBLE_OP=2; 

   const unsigned short BAD_URI=3; 

   const unsigned short UNRECOGNIZED_METRIC=4; 

   const unsigned short UNRECOGNIZED_SCORE=5; 

   const unsigned short OTHER=6;  

    

   readonly attribute unsigned short code; 

   readonly attribute DOMString message; 

  }; 

5.3.1 bindFlow 

bindFlow(in DOMString URI, in BindSuccessCB scb, in BindErrorCB ecb): when 

called communicates to the underlying system that the user's QoE related to a certain 
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network flow needs to be monitored.In case of success it asynchronously returns an integer 
flowID. bindFlow accepts three parameters:  

 DOMString URI : The network flow to be monitored is specified by means of a URI.  

 BindSuccessCB scb : Is asynchronously called in case of success. This callback 

brings the following information:  

o DOMString URI: is the URI bound to the QoE system.  

o int flowID: is the ID assigned by the QoE system to the network flow related 

to URI. This code identifies the flow in the system, and is used to refer the flow 

when interacting with the QoE framework.  

 BindErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o DOMString URI: the flow's URI passed to the bindFlow() method.  

o BadCallError err: describes the error. err comes with a message field that 

accurately specifies the cause of the error, and brings the following codes:  

 BAD_URI: if an invalid URI is provided.  

 EXISTING_BIND: if the provided URI is already registered.  

5.3.2 unbindFlow 

unbindFlow(in int flowID ,in SuccessCB scb, in ErrorCB ecb): when called 

communicates to the underlying system to deregister the network flow 

identified by a certain flowID. unbindFlow accepts the following 

parameters:  

 int flowID : The network flow to be deregistered is specified by means of the ID 

obtained during the flow registration.  

 SuccessCB scb: Is asynchronously called in case of success. This callback brings 

the following information.  

o int flowID: the deregistered flowID.  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID: the ID provided to the unbindFlow method.  

o BadCallError err object describing the error. err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework. This may happen for two reasons: the flow has already 
been unregistered, or the flow was never registered.  

5.3.3 giveFeedback 

giveFeedback(in int flowID, in SuccessCB scb, in ErrorCB ecb): when called 

communicates to the underlying system that the user is not perceiving an adequate level of 
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QoE for the flow identified by flowID. User feedbacks are elaborated by the QoE engine in 

the form of a Click-Rate, computed over a predefined time window (i.e., 10 sec). This method 
accepts three parameters:  

 int flowID : The network flow that the user is feeding back.  

 SuccessCB scb: Is asynchronously called in case of success. The callback brings 

the following information:  

o int flowID: is the ID of the fed back flow.  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID that was provided to giveFeedback().  

o BadCallError err object describing the error. err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework.  

 STATUS_INCOMPATIBLE_OP: if the QoE monitoring of the flow is 

paused.  

5.3.4 giveFinalScore 

giveFinalScore (in int flowID, in MosScore s, in SuccessCB scb, in ErrorCB 

ecb): when called communicates a Mean Opinion Score rating to the underlying system. 

Such rating is usually communicated at the end of the user's experience. The QoE system 
will keep track of the MOS rating in the application Context DB. Such information can be 

exploited to perform better QoE assessments.giveFinalScore accepts the following 

parameters:  

 int flowID: the network flow that the user is rating.  

 MosScore s: is the rating provided by the user, and must be one of the values listed 

in the enum MosScore.  

 SuccessCB scb:: it is asynchronously called in case of success. This callback brings 

the following information:  

o int flowID: is the ID of the rated flow.  

 ErrorCB ecb: Is called in case of error. This callback brings the following 

information:  

o int flowID: that was provided to giveFinalScore  

o BadCallError err object describing the error.err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework.  

 UNRECOGNIZED_SCORE: if an invalid score is provided, in this case the 

raised error is.  
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NOTE:  the provided score must be an element of enum MosScore. 

5.3.5 pauseQoeMonitor 

pauseQoeMonitor(in int flowID, in StatusSuccessCB scb, in ErrorCB ecb): 

When called the QoE monitor related to the specified flow is paused. This method can be 
called to manage moments in which the user is not paying attention to the flow (i.e., 
application is in background). This method accepts three parameters:  

 int flowID : The network flow whose monitoring must be paused.  

 StatusSuccessCB scb: Is asynchronously called in case of success. This callback 

brings the following information:  

o int flowID: is the ID passed to pauseQoeMonitor,  

o Status s: the new status associated to the flow's QoE monitoring 

(Status.PAUSED in this case).  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID: ID provided to pauseQoeMonitor()  

o BadCallError err: object describing the error.err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework.  

NOTE:  if the monitoring status is already paused no errors are 
generated, instead the SuccessCB scb is invoked with the parameters 

described above. 

5.3.6 resumeQoeMonitor 

resumeQoeMonitor(in int flowID, in StatusSuccessCB scb, in ErrorCB ecb): 

When called the QoE monitor of the flowID that was previously paused is resumed. This 

method can be invoked to manage moments in which the user starts again paying attention 
to the flow (i.e., application passes in foreground). This method accepts three parameters:  

 int flowID : The network flow whose monitoring must be resumed.  

 StatusSuccessCB scb: Is asynchronously called in case of success. This callback 

brings the following information:  

o int flowID: is the ID passed to resumeQoeMonitor.  

o Status s: the new status associated to the flow's QoE monitoring 

(Status.RUNNING in this case).  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID: ID provided to resumeQoeMonitor()  
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o BadCallError err: object describing the error.err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework.  

NOTE:  if the monitoring status is already running, no errors are 
generated, instead the SuccessCB scb is invoked with the parameters 

described above.  

5.3.7 trackQoeMetric 

trackQoeMetric(in int flowID, in Metric m, in TrackSuccessCB scb, in 

TrackErrorCB ecb): This method can be called to track the real time evolution of some 

specified QoE related metrics for a certain flowID<flow>. This method accepts the 
following parameters:  

 <code>int flowID : The network flow of interest.  

 Metric m : The metric to be tracked. It must be a value listed in the enum Metric. 

At the moment the only two metrics provided by the API are Metric.BANDWIDTH and 

Metric.CLICK_RATE.  

 TrackSuccessCB scb: This function is continously and asynchronously invoked by 

the underlying system whenever the value of the metric changes over the time. The 
callback brings the following information:  

o int flowID: the ID of the flow interested to the tracking.  

o Metric metric: the tracked metric.  

o double val: the real time value of metric.  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID: is the ID passed to trackQoeMetric  

o BadCallError err: object describing the error. err comes with a message 

field that accurately specifies the cause of the error, and brings the following 
codes:  

 INVALID_FLOW_ID: if the ID provided is not handled by the QoE 

framework.  

 UNRECOGNIZED_METRIC: if the requested metric is not provided by the 

interface. Recall that provided metrics are all listed in enum Metric.  

5.3.8 stopTracking 

stopTracking (in Metric metric, in StopTrackSuccessCB scb, in TrackErrorCB 

ecb): This method can be called to stop tracking the real time evolution of some QoE related 

metrics. Stop tracking is referred to a pair flowID<flow> and <code>Metric. This method 

accepts four parameters:  
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 int flowID : The network flow of interest. An existing and activeflowIDmust be 

provided, instead a BadCallError will be generated.  

 Metric m : The metric whose tracking must be stopped. It must be a value listed in 

the enum Metric, otherwise a BadCallError is raised. At the moment the only two 

metrics provided by the API are Metric.BANDWIDTH and Metric.CLICK_RATE.  

 StopTrackSuccessCB scb: This function is invoked asynchronously by the 

underlying system, to notify that the tracking subscription has successfully been 
deleted. The callback brings the following information: the flowID of interest, and the 

metric relative to the unsubscription.  

 TrackErrorCB ecb: Is called in case of error. This callback brings the following 

information: theint flowID that was provided to the StopTracking() method, the 

Metric metric, also provided to the StopTracking() method, and a BadCallError 

err describing the error. err comes with a message field that accurately specifies the 

cause of the error, and can bring the following codes:  

o INVALID_FLOW_ID: if the ID provided is not handled by the QoE framework  

o NO_EXISTING_SUBSCRIPTION: If the subscription specified by the 

pair<flowID, metric> does not exist.  

5.3.9 stopAllTracking 

stopAllTracking (in int flowID, in SuccessCB scb, in ErrorCB ecb): This 

method can be called to remove the whole set of QoE metric tracking subscriptions. This 
method accepts three parameters:  

 int flowID : is the flow of interest, whose tracking subscriptions must be deleted.  

 SuccessCB scb: This function is invoked asynchronously by the underlying system, 

to notify that all tracking subscriptions have been successfully deleted. The callback 
brings the following information:  

o flowID: is the ID passed to the stopAllTracking() method.  

 ErrorCB ecb: Is asynchronously called in case of error. This callback brings the 

following information:  

o int flowID: that was provided to the StopAllTracking() method.  

o BadCallError err: describes the error. err comes with a message field that 

accurately specifies the cause of the error, and can bring the following codes:  

o INVALID_FLOW_ID: if the ID provided is not handled by the QoE framework.  

o NO_EXISTING_SUBSCRIPTION: If there are no tracking subscriptions for the 

specified flowID.  
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6 Mobility Manager (DRAFT) 
You can find the content of this chapter as well in the wiki of fi-ware. 

6.1 Mobility Manager API  

Please check the FI-WARE Open Specifications Legal Notice to understand the rights to use 
FI-WARE Open Specifications.  

6.1.1 Intended Audience  

This specification is intended for software developers who will use the API, and for those who 
will implement the specification.  

It is assumed that the reader is familiar with WebIDL. The Mobility Manager API does not use 
any existing WebIDL API specifications (like the Contacts API or Geolocation API), but it 
uses only the semantics of WebIDL.  

6.1.2 Introduction to the Mobility Manager API  

The Mobility Manager API allows an application or application developer to request a certain 
level of connectivity for a specific connection, in the API description referred to as flow. The 
API allows to express connectivity requirements on a specific connection that needs to be 
ensured. The API also allows to retrieve information on the current connectivity parameter. 
The API also provides a notification mechanism that allows applications to get notified if a 
specific connection requirement is available.  

The API provides the following functions:  

 Register a connection in order to express connection requirements or retrieve 
connection information, a connection needs to be registered to the Mobility Manager. 
This returns an identifier that is used to identify the connection for further requests.  

 Unregister connection in order to stop managing a connection  

 Reading the current QoS allocation of a connection  

 Reading the current QoS consumption of a specific connection  

 Adapting the connection to the current needs of an application, e.g. request a certain 
minimum of bandwidth  

 Request to get notified if a given connectivity related condition is met, e.g. a given 
bandwidth is available  

6.1.3 Mobility Manager API  

The Mobility Manager API is expressed in WebIDL. The following provides an overview of 
the preliminary API for the CDI‘s Mobility Manager Functional Block implementation.  

6.1.4 Design Goals 

The goal of the Mobility Manager API is to provide an easy mechanism for application 
developer to make use of the network resources when needed by an application. The 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Mobility%20Manager%20(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
http://www.w3.org/TR/WebIDL/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Personal_Data_Services_(DRAFT)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Device_Sensors_(DRAFT)#Introduction_to_Geo-Location
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Mobility manager also serves as abstraction layer to the connected network, meaning the 
developer does not need to know about the access network needed to provide the needed 
QoS.  

The API is stateless, meaning there is no relation to specific API objects. Identification of 
connections is done by passing an identifier of a connection to the API.  

6.1.5 Mobility Manager API Change History  

 

Version  Date  Author  Comment  

0.1  27 April 
2012  

Frank Schulze (Fraunhofer)  

frank.schulze@fokus.fraunhofer.de  

1st Draft  

Initial Draft of the Mobility Manager 
API  

0.2  10 
September 
2012  

Frank Schulze (Fraunhofer)  

frank.schulze@fokus.fraunhofer.de  

Adopted comments of the peer 
review feedback:  

 Changed function names of 
IMobilityManager and 
NotifyCB for QoS 
notifications, since they 
where not clear  

 Added information that 
WebIDL provides only the 
semantics of the interface 
definition, not the API itself  

6.1.6 Authentication 

The Mobility Manager API does not access sensitive information, therefore no specific 
authorization is needed.  

NOTE: The Mobility Manager API uses the Mobility Manager Service which needs root-

permissions in order to change network parameters of the system, but this is hidden to the 
application developer.  

  

mailto:frank.schulze@fokus.fraunhofer.de
mailto:frank.schulze@fokus.fraunhofer.de
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6.1.7 Connection Management 

The MobilityManager interface provides methods to retrieve connection specific statistics and 
to enforce connection specific QoS requirements.  

 

[NoInterfaceObject] 

interface IMobilityManager { 

 

 DOMString registerFlow( 

                      DOMString ip_addr_src,  

                      unsigned short ip_port_src,  

                      DOMString ip_addr_dst,  

                      unsigned short ip_port_dst,  

                      DOMString protocol,  

                      optional ErrorCB errorCB 

        ); 

  

 void unregisterFlow( 

                      DOMString flow_id,  

                      optional ErrorCB errorCB 

        ); 

 

 unsigned short getQosAllocation( 

                      DOMString flow_id,  

                      optional ErrorCB errorCB 

        ); 

  

 unsigned short getQosUsage ( 

                      DOMString flow_id,  

                      optional ErrorCB errorCB 

        ); 

  

 unsigned short changeQosAllocation( 

                      DOMString flow_id,  

                      DOMString param,  

                      unsigned short value,  

                      ErrorCB errorCB 

        ); 

  

 void requestQosAvailabilityNotification( 

                     NotifyOptions condition,  

                     NotifyCB callback 

        ); 

}; 

 

 

[NoInterfaceObject] 

interface NotifyOptions { 

         attribute FlowParameter              parameter; 

 

         attribute NotifyCondition            cond; 

 

         attribute DOMString                  threshold; 
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}; 

 

 

[NoInterfaceObject] 

interface FlowParameter { 

         const unsigned short BANDWIDTH = 0; 

         const unsigned short WIFI_NETWORK = 1; 

}; 

 

 

[NoInterfaceObject] 

interface NotifyCondition { 

         const unsigned short  LESS = 0; 

 

         const unsigned short  BIGGER = 1; 

 

         const unsigned short  EQUAL = 2; 

}; 

 

 

6.1.8 Call back Interfaces 

The following are the call back functions used by the Mobility Manager functional block.  

 

[Callback=FunctionOnly, NoInterfaceObject] 

interface NotifyCB {         

        void qosAvailable ( 

                     DOMString flow_id,  

                     FlowParameter flow_param,  

                     DOMString value 

        ); 

}; 

         

  

[Callback=FunctionOnly, NoInterfaceObject] 

interface ErrorCB  {         

         void onerror (MMError error); 

}; 
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6.1.9 Mobility Manager Error Interface 

 

[NoInterfaceObject] 

interface MMError { 

         const unsigned short              UNKNOWN_ERROR = 0; 

         const unsigned short              NOT_FOUND = 1; 

         const unsigned short              TIMEOUT_ERROR = 2; 

         const unsigned short              INTERNAL_ERROR = 3; 

 

         readonly attribute unsigned short code; 

}; 
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7 FIWARE OpenSpecification I2ND CE 
You can find the content of this chapter as well in the wiki of fi-ware. 

Name  FIWARE.OpenSpecification.I2ND.CE  

Chapter  I2ND,  

Catalogue-Link to 
Implementation  

Cloud Edge  

Owner  TECHNICOLOR R&D FRANCE SNC, Henk Heijnen  

7.1 Preface  

Within this document you find a self-contained open specification of a FI-WARE generic 
enabler, please consult as well the FI-WARE_Product_Vision, the website on http://www.fi-
ware.eu and similar pages in order to understand the complete context of the FI-WARE 
project.  

7.2 Copyright  

 Copyright © 2012 by TECHNICOLOR R&D FRANCE SNC  

7.3 Legal Notice  

Please check the following Legal Notice to understand the rights to use these specifications.  

7.4 Overview 

This specification describes the Cloud Edge GE, which is located beside the cloud, acting as 
the cloud agent in the end consumer home network. The Cloud Edge, because located at the 
border between the cloud and the home network can be considered from these two view 
points. The description from the cloud view point is given in the Cloud Hosting chapter. We 
here focus on the relation between the cloud edge and the home network.  

The Cloud Edge consists in unique equipment called "cloud proxy". This equipment is 
located in the consumer home network. The cloud proxy is in charge of ensuring the link 
between the end user (and his device, a laptop for instance) and the cloud. It takes benefit of 
its position in the home network to anticipate user needs, in particular in terms of data 
storage. This is why it may store data, quickly available inside the home network. It also 
takes benefit of its position to organize access to home devices and enhance user 
experience.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.CE
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Category:I2ND
http://catalogue.fi-ware.eu/node/179
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/TRDF
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php?title=Henk_Heijnen&action=edit&redlink=1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Product_Vision
http://www.fi-ware.eu/
http://www.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/TRDF
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
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The Cloud Proxy can have 2 main roles:  

 It can act as a small local datacenter helping supporting in-home applications like 
NAS (file server), video / audio streamer (DLNA/UPnP compatible, for example), 
home automation etc …  

 Its most advanced role is to act as a proxy to cloud based applications. It then can 
help the cloud-based application to overcome the traditional limitations of remotely 
controlling applications such as continuity of service, keeping on with QoS etc…  

An illustrative example of the Cloud Proxy helping keeping on with continuity of service is the 
following: a sophisticated cloud-based application can be created in order to provide heating 
(or Airco) home automation to a user. This application could provide a very features-rich 
environment to the user, for example, by providing a link to weather forecast, to energy 
pricing, to past statistics etc… The chosen temperature value can be sent to a local small 
application running inside the Cloud Edge that will regulate the devices even if the link 
between internet and the home falls down. This minimal application may also offer the local 
user a way to do some simple modifications to the setup temperatures without requiring the 
data link to be restored thus providing a minimal continuity of service.  

Another example is related to the help the Cloud Edge can bring to the user in term of QoE 
(Quality of Experience). For example, when someone wants to upload big quantity of data to 
a server (for the illustration, says, numerous pictures to a Picassa-like service), this upload is 
limited by the small upstream bandwidth of ubiquitous ADSL links (typically in the 500kbps 
range). With the increasing size of files (pictures), this can take hours. The Cloud Edge can 
host a small caching application that acts as a local proxy to the remote cloud-based service 
and that can accept the files at the speed of the LAN and subsequently uploads them (with 
the user being offline) at the data link speed. This sort of application could save a substantial 
quantity of time for the user.  
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Figure: The Cloud Proxy in the Home Network 

 

In the I2ND chapter, for what regards the cloud proxy, we are focussing on the relation with 
the home network. The cloud proxy is acting as an organizing agent of the home network, in 
particular unifying the access to the data contained in the home network.  

 

  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:FIWARE.OpenSpecification.I2ND.CE.CloudProxyInHomeNetwork.jpg
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The following figure illustrates the concept of cloud proxy.  

 

 

Figure: Cloud Proxy concept 

 
The IaaS Cloud-edge Resource Management GE defined in the Cloud Hosting chapter 
comprises those functions that enable to allocate virtual computing, storage and 
communication resources in cloud proxies. However, FI-WARE will not only define and 
develop the software linked to the IaaS Cloud-edge Resource Management GE but also 
software linked to middleware technologies and common facility libraries that will be used in 
VM images to be deployed in cloud proxies. These middleware technologies and common 
facility libraries are defined and developed with the I2ND chapter and described in the 
following section in more detail.  

7.5 Detailed architecture 

7.5.1 Overview 

This specification describes the Cloud Edge GE, which is located beside the cloud, acting as 
the cloud agent in the end consumer‘s private network.  

The Cloud Edge consists of equipment called "Cloud Proxy". Its main function is to offer local 
Services hosting capabilities as a complement of the standard Service hosting capabilities 
provided by traditional Cloud infrastructure.  

By Services hosting, we mean, the ability for the Cloud Edge to host various downloadable 
applications. These applications will provide the “services”.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Cloud_proxy_concept.jpg


Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 72   

 

Services hosted in such Cloud Proxy can benefit of this unique position inside the private 
network area of a consumer to provide new enhanced Services that will have a direct access 
to the LAN-located devices (see the previous examples of applications that can provide a 
better User Experience or a continuity of service) . It can leverage on the proximity between 
the consumer and the Service itself to offer Services that require strong connectivity. It can 
also offer access to private capabilities that are hosted or accessible via the cloud proxy (for 
example sensors or private home network storage).  

The following diagram shows the main components of the Cloud Proxy and the interactions 
with the different potential actors.  

 

 

The Cloud Proxy offers a single public interface to manage the local service hosting 
capabilities: the Service Platform Management Interface (SPMI).  

7.5.2 Main Concepts 

To use the Service Platform Management interface, you should understand the following 
concept:  

 Virtual Appliance: this entity represents the kind of Service that the cloud proxy is 
able to host: it is an operating system and application package together that can to 
run on top of the virtualized system supported by the Cloud Proxy.  

 Image: this corresponds to a set of files that compose a virtual appliance and the 
associate metadata that describe requirement and configuration needed for installing 
this virtual Appliance  

 Instance: in our context, it represents the virtual machine that runs the Service. It is 
an instantiation of a Virtual Appliance.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:CP_interactions.PNG
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7.5.2.1 Actors and Roles  

We consider four different types of actors that can interact directly or indirectly with the Cloud 
Proxy.  

 Application Provider (AP): entity that creates applications for any users and deploys 
them on the Cloud.  

 Service Aggregator (SA): entity that is in charge to manage a catalogue of 
applications that are compatible with a set of cloud proxies. Its role is to make sure 
that the proposed applications are sufficiently safe and secure to be deployed in any 
private consumer environment. If it gets all the required agreements and 
authorizations, it can deploy specific applications on a set of Cloud Proxies.  

 Device Administrator (DA): root administrator of the Cloud Proxy Device. The DA has 
complete control over the cloud proxy, this includes:  

o The management of the administration rights of all the other users that can 
connect to the Cloud Proxy Service Platform Management system  

o The full control of any virtual appliances hosted on the cloud proxy  

 End-User (EU): any user (person) that subscribes and consumes a service that runs 
on the Cloud Proxy. Register EUs have the ability to selects those applications that 
need to be installed and executed on their local Cloud Proxy.  

7.5.2.2 Platform Components 

The Cloud Proxy GE is composed of four main components: the Service Platform Manager, 
the Virtual Environment System, the Resource Monitoring and the Resource Controller.  

The Service Platform Manager Interface is the REST interface that supports all features offer 
by the Cloud Proxy. It is the single point of connection for any client (DA, SA or EU) that 
needs to control and manage any Virtual Appliances. This module is also in charge of 
managing the users that are allowed to connect and manage the set of images available on 
the platform.  

The Virtual Environment System is the module in charge of running the system-level 
virtualized commands. In our case, we select LXC (Linux Container) as this virtualization 
system. This choice is govern by the fact that the cloud proxy is targeted to run in any 
hardware environment, from PCs to small embedded systems (ex broadband access 
Gateway). Compared to other virtualization framework (ex KVM, XEN, VMWARE) LXC fits 
perfectly this requirement because it is light (very low overhead in term of memory and CPU), 
fast (ability to start or stop any Virtual Appliance in very few seconds), and not require any 
specific hardware (i.e. no specific processor instructions).  

7.5.3 Examples of deployment scenarios 

The service hosting capabilities are managed either directly by the end user consumer or by 
a third party that can deploy a catalogue of application on set of cloud proxies.  
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7.5.3.1 Individual on-demand deployment scenario 

Summary: While browsing from his laptop at home, an end-user decides to install an 
application on his local Cloud Proxy. In this example, the installed application is a small web 
portal accessible from the home network.  

1. A user connect to a web Application and the application propose to install an 
application into its private cloud proxy  

2. The user accepts and provides to the Web App the description of the Cloud proxy 
environment. In response to that information, the Web application provides the URL 
of the compatible virtual appliance that could run on the consumer‘s cloud proxy  

3. The user registers this virtual appliance into the cloud proxy. The virtual appliance is 
downloaded on the system. If this virtual appliance is certified by a third party, the 
Cloud Proxy checks the validity of the certificate.  

4. After reviewing the specific usage‘s condition of this application, the user creates a 
virtual machine based on this virtual appliance and starts it.  

5. As soon as the local Service is started on the cloud proxy, the web browser redirects 
the user to the local web provided by the new running application.  

7.5.3.2 Large scale deployment scenario 

Summary: a service aggregator deploys a catalogue of virtual appliances on a set of cloud 
proxies.  

 
Prior to any transactions, the DA and the SA needs to find a formal authorisation that allows 
the Service Manager to use the Cloud Proxy owned by the DA.  

1. An AP requests from the SA to deploy a specific service on a set of Cloud Proxies.  

2. The SA checks in its database what are the Cloud Proxies currently available, and 
among them, select only the ones that can support the application of the AP.  

3. As soon as the set of compatible Cloud Proxies is selected, the SA can start to 
deploy this application on those cloud proxies.  

4. Then, each end-user can browse the catalogue of its own cloud proxy and decide to 
install it or not.  

5. Once an instance of Virtual Appliance is created, any authorized user can start, stop 
or remove the created Service.  

7.5.4 Main Interactions 

In this section, the SPMI operations are described. These operations are classified in the 
following area:  

 Platform features operation: these operations are used to provide generic information 
about the platform itself and the resources that can be shared or offered to virtual 
applications.  

 Images Features operation: These operations are related to the management of 
images that are available on the cloud proxy.  
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 Instances Features operation: These operations are used to manage Instances that 
runs on cloud proxy.  

 Users Features operation: These operation are used to manage the user‘s 
authentication and authorisation.  

 Monitoring Feature operation: These operations are used to provide information 
about the state and the behaviour of any Instance.  

7.5.4.1 Platform Features 

 Platform version: Provide the current version of the SPM.  

 Platform Description: Provide the general information that describes the platform in 
term of product, hardware and firmware. Used for by any client that needs to provide 
the right image for a specified Cloud Proxy.  

7.5.4.2 User Features 

 User Create: Create an account for a user. Any user that wants to interact directly 
with the Services Hosting Platform (install, uninstall a Virtual Appliance) need to be 
registered. This is performed by the DA, or any local administrator.  

 User Attributes Update: Allow the authorized client to change attributes of a user 
account.  

 User Delete: Delete a user account.  

7.5.4.3 Images Features 

 Image Register: Registrar a particular Image into the system so that it is available into 
the local application‘s catalogue.  

 Image Detail: Provide detailed description of an image and resources it needs to run 
on the system.  

 Image List: Provide the list of all the available images for a given user.  

 Image Delete: Delete all the files related to an image and remove the application from 
the local catalogue.  

7.5.4.4 Instances Features 

 Instance Install: create a Virtual Appliance using a registered image  

 Instance Detail: provide detailed description of a specified Virtual Appliance  

 Instance Uninstall: delete a Virtual Appliance and free all the resources used by this 
instance.  

 Instance List: Provide all available Virtual Appliances created on the Cloud Proxy.  

 Instance Action: Perform a set of actions (start, stop, freeze, unfreeze, reboot) on 
Virtual Appliances.  
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7.5.4.5 Monitoring Features 

 List metrics: List all the metrics and the associated type of statistics that are available 
on the platform.  

 Get metrics statistics: Provide the collected measured values of a set of metrics for a 
specified instance.  

 

7.6 Detailed Specifications  

7.6.1 Open API Specifications 

Following is a list of Open Specifications linked to the CDI Generic Enabler. Specifications 
labeled as "PRELIMINARY" are considered stable but subject to minor changes derived from 
lessons learned during last interactions of the development of a first reference 
implementation planned for the current Major Release of FI-WARE. Specifications labeled as 
"DRAFT" are planned for future Major Releases of FI-WARE but they are provided for the 
sake of future users.  

 

 Cloud Edge Service Management API Specification (PRELIMINARY)  

 

7.7 Re-utilised Technologies/Specifications  

The Cloud Edge is using several open source technology blocks:  

7.7.1 LxC  

The Cloud Edge is using LxC pseudo-virtualisation for executing remotely downloaded 
applications  

 More information can be found here: http://lxc.sourceforge.net/  

 For a first approach and more links: https://en.wikipedia.org/wiki/LXC  

7.7.2 Ruby (including librairies)  

Parts of the Cloud Edge are written in Ruby. Although this is a language and not an 
embedded technological block, it must be noticed that many open source librairies are 
coming with the language and are used in the Cloud Edge (database management, XML-
RPC and RESTFull APIs implementations, various utility APIs etc ...)  

More information here: http://www.ruby-lang.org/en/  

7.7.3 NaDa project (Nano Datacenters) 

NaDa is a FP7 project that paved the way for the Cloud Edge concept.  

More information here: http://www.nanodatacenters.eu/  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Cloud_Edge_Service_Management_API_Specification_(PRELIMINARY)
http://lxc.sourceforge.net/
https://en.wikipedia.org/wiki/LXC
http://www.ruby-lang.org/en/
http://www.nanodatacenters.eu/
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7.8 Terms and definitions  

This section comprises a summary of terms and definitions introduced during the previous 
sections. It intends to establish a vocabulary that will be help to carry out discussions 
internally and with third parties (e.g., Use Case projects in the EU FP7 Future Internet PPP). 
For a summary of terms and definitions managed at overall FI-WARE level, please refer to 
FIWARE Global Terms and Definitions  

 

 Connected Devices: A connected or smart device can be an advanced device 

located at home, such as a set top box and multimedia device (including advanced 
TVs), PCs, storage (NAS like), indoor handset (home/advanced DECT), or game 
consoles. Furthermore, mobile devices, such as mobile/smart phones (GSM/3-4G), 
tablets, netbooks, on-board units, (in-car devices) or information kiosks are connected 
devices, too. It is very likely that new devices will appear and fall into this ―smart 
devices‖ category during the project execution (femto cells, etc.).  

 Cloud Proxy: A device encompassing broadband connectivity, local connectivity, 

routing and networking functionalities as well as service enabling functionalities 
supported by a modular software execution environment (virtual machines, advanced 
middleware). The ―Cloud Proxy‖ or ―Home Hub‖ is powerful enough to run local 
applications (for example home automation related tasks such as heating control or 
content related ones such as Peer to Peer (P2P) or content backup). It will also 
generally include local storage and may be an enabler for controlling privacy as some 
content or data could be stored locally and could be controlled only by the user 
without having the risk of seeing his/her data controlled by third parties under 
consideration of the overall security architecture.  

 Open Networking: Open networking is a concept that enables network nodes to 

provide intelligent network connectivity by dynamic configuration via open interfaces. 
Examples for provided features are the fulfillment of bandwidth or quality 
requirements, seamless mobility, or highly efficient data transport optimised for the 
application (e. g., with minimum network resource or energy consumption).  

 Network Service: Network Service is a control and policy layer/stratum within the 
network architecture of a service provider. The Network Service provides access to 
capabilities of the telecommunication network, accessed through open and secure 
Application Programming Interfaces (APIs) and other interfaces/sub-layers. The 
Network Service concept aims at providing stratum that serves value-added services 
and applications at a higher application and service layer and exploits features of the 
underlying transport and technology layer (e. g. via NetIC interfaces).  

FIWARE.Glossary.I2ND.CE  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Glossary.Global
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php?title=FIWARE.Glossary.I2ND.CE&action=edit&redlink=1
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8 Cloud Edge Service Management API 
Specification (PRELIMINARY) 

You can find the content of this chapter as well in the wiki of fi-ware. 

8.1 Introduction 

Please check the FI-WARE Open Specifications Legal Notice to understand the rights to use 
FI-WARE Open Specifications.  

8.1.1 Service Platform Management API Core  

The Service Platform API allows to manage Virtual Applications running on the cloud Edge. 
This is a RESTful, resource-oriented API accessed via HTTP that uses JSON-based 
representations for information interchange.  

This API provides all the necessary methods to enable management of both the catalogue of 
Services (called Images) available on the platform and the Instances (Virtual Application) that 
can be installed on the device.  

8.1.2 Intended Audience  

This specification is intended for Software Developers, Cloud Operators and 
Reimplementers.  

 For the Software Developpers and Reimplementers, this document provides a full 
specification of how to interoperate with Cloud Edge Platforms that implements 
Service Platform Management API.  

 For the Cloud Operators, this specification indicates the interface to be provided in 
order to clients to interoperate with Cloud Edge Platform to provide the described 
functionalities. To use this information, the reader should firstly have a general 
understanding of the Generic Enabler service Cloud Edge General Description.  

8.1.3 API Change History  

Note that the 1st version of this API (and the 1st delivery of the Cloud Proxy Software) was 
XML-RPC compliant and not RESTFull. This version of this document obsoletes the previous 
ones.  

 

8.1.4 How to Read This Document  

All FI-WARE RESTful API specifications will follow the same list of conventions and will 
support certain common aspects. Please check Common aspects in FI-WARE Open Restful 
API Specifications.  

For a description of some terms used along this document, see Cloud Edge General 
Description.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Cloud%20Edge%20Service%20Management%20API%20Specification%20(PRELIMINARY)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Cloud.CloudEdge#General_description
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Cloud.CloudEdge#General_description
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Cloud.CloudEdge#General_description
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8.1.5 Additional Resources  

"You can download the most current version of this document from the FIWARE API 
specification website at [1]. For more details about the Cloud Edge Service that this API is 
based upon, please refer to Cloud Hosting. Related documents, including an Architectural 
Description, are available at the same site."  

8.2 General Service Platform Management API Information 

8.2.1 Resources Summary 

 The Cloud Proxy Management API exposes a set of commands on the Cloud Proxy 
GE that enables the management of the virtual appliances. This is done through 
manipulating different objects, like:  

 images: represent Services that could be installed on the Cloud Edge  

 instances: represent the Virtual Applications that could run on the Cloud Edge  

 users: represent actors that are registered in the Cloud Proxy and that are allowed to 
interact with Cloud Edge Management Platform.  

 platform: regroup the info that describes the Cloud Edge.  

 forwarding rules: represent some forwarding rules that needs to be apply on the 
Cloud Edge to manage the reachability of the Virtual Appliance.  

 
The picture below gives an overview of the different URI that can be used in the API.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fi-ware-private/index.php/Cloud_Edge_Service_Manager_API_specification
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Cloud_Hosting
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Uri.png
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8.2.2 Authentication 

Each Http request against the Service Platform Manager of the Cloud Edge requires the 
inclusion of specific authentication credentials. This is achieved by using Http Basic 
Authentication scheme.  

8.2.3 Representation Format 

The Service Platform Management API supports JSON-based representation.  

8.2.4 Representation Transport 

The resource representation is transmitted between client and server by using HTTPS 
protocol . Each message are based on HTTP 1.1 requests carried on top of a SSL 
connection. The header of each message contains a specified User-agent, a specified Host, 
a Content-Type header set as ―application/json‖ and a Content-Length set to correct length of 
the message.  

Example of a typical Header Message of standard request:  

GET /cloudedge/version HTTP/1.1 

Authorization: Basic c21pdGhqOnNlY3JldA== 

User-Agent: curl/7.22.0 libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 

libidn/1.23 librtmp/2.3 

Host: myserver.example.com:8080 

Accept: application/json 

Content-type: application/json 

8.2.5 Resource Identification 

The resource identification used by this API is based on the URI scheme described by HTTP 
protocol specification as defined by IETF RFC-2616 ( https://www.ietf.org/rfc/rfc2616.txt )  

8.2.6 Links and References 

Some responses may contains reference to other resources managed by the Cloud Edge. 
Those links are represented as a standard URL tagged with the word ―link‖ (see example 
below)  

Example of links provided in an operation response :  

{ 

 "instances": [ 

   { 

     "id": 237, 

     "image": { 

       "id": 61, 

       "name": "test", 

       "link": "https://myhome.example.com/cloudedge/images/61" 

     }, 

https://www.ietf.org/rfc/rfc2616.txt
https://myhome.example.com/cloudedge/images/61
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     "link": "https:// myhome.example.com /cloudedge/instances/237" 

   } 

 ] 

} 

8.2.7 Versions 

The API version that is currently running on cloud proxy is accessible by issuing a an HTTP 
get request on the following URI : /cloudege/platform/version (for details refer to the 
description in API Operation chapter). API versions follow a simple pattern: x.y with y being a 
minor version mainly for internal purpose and x a ‗major‘ version which indicates a major 
change in the API (such as signature change or other incompatibility).  

8.2.8 Faults 

8.2.8.1 Synchronous Faults 

For the set of faults that a Cloud Proxy service can return, see Synchronous Faults  

8.2.8.2 Asynchronous Faults 

No asynchronous faults specified.  

8.3 API Operations 

In this section we go in depth for each operation. In order to provide comprehensive view of 
the API operations, the functionalities are organized per group of functionalities.  

8.3.1 Platform Functionalities 

8.3.1.1 Version detail 

Verb URI  Description  

GET  /cloudedge/platform/version  
Retrieve the full version information about the running 
Cloud Edge Service software.  

Normal Response Code: 200  

Error Response Code(s): computeFault (400, 500, …), unauthorized (401), forbidden (403), 
badRequest (400), badMethod (405)  

 
This operation does not require a request body.  

 
Here is the list of typical information that are detailed in the response body:  

Example of version info Response:  

http://docs.openstack.org/api/openstack-compute/2/content/Synchronous_Faults-d1e1729.html


Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 82   

 

{ 

 "version": { 

   "major": 1, 

   "minor": 3 

 } 

} 

8.3.1.2 Get Platform Resources 

Verb URI  Description  

GET  /cloudedge/platform/resources  
List the capabilities and resources available on the 
platform  

Normal Response Code: 200  

Error Response Code(s): computeFault (400, 500, …), unauthorized (401), forbidden (403), 
badRequest (400), badMethod (405) This operation does not require a request body  

Here is the list of typical information that are detailed in the response body:  

Type  SubType  Description  

CPU  type  Provides the type of CPU that is running in the platform  

 
vcpu  

Number of virtual CPUs that can be shared to a Virtual 
Application  

RAM  
 

Amount of available memory (in Magabytes) that can be 
dedicated to an instance  

disk  
 

Amount of available disk space (in Megabits) that can be used 
by any instance  

Other devices 
(USB; PCI ...)   

Description of other hardware capabilities. Refer to Libvirt 
description for the detailed explanation of each sub topics.  

 

Example: get platform resources Response:  

{ 

 "cpu": { 

   "type" : "i386", 

   "vcpu" : 2 

 }, 

 "ram" : 1024, 

 "disk" : 5000, 

 "usb" { 

     "class" : "unknown", 

     "vendor" : "0x10c4", 

     "product" : "0xea60" 

http://libvirt.org/formatnode.html
http://libvirt.org/formatnode.html
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  } 

} 

8.3.2 Images 

8.3.2.1 List Images 

Verb URI  Description  

GET  /cloudedge/images  
Return the list of all image (IDs, names, links) available in the 
Cloud Proxy associated to the User account.  

Normal Response Code: 200  

Error Response Code(s): computeFault (400, 500, …), unauthorized (401), forbidden (403), 
badRequest (400), badMethod (405)  

Example: List Instances Response:  

 

{ 

 "images": [ 

   { 

     "id": 278, 

     "name": "fliker++", 

     "link": "https://cloudedge.myhome.net/cloudedge/images/278" 

   }, 

   { 

     "id": 45, 

     "name": "osgi", 

     "link": "https://cloudedge.myhome.net/cloudedge/images/45" 

   } 

 ] 

} 

8.3.2.2 Get Images Details 

Verb URI  Description  

GET  /cloudedge/images/id  Returns details on the specified ("id") image.  

Normal Response Code(s): 200  

 
Error Response Code(s): computeFault (400, 500, …), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404)  

 
Specify the server ID as id in the URI.  

https://cloudedge.myhome.net/cloudedge/images/278
https://cloudedge.myhome.net/cloudedge/images/45
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This operation does not require a request body.  

This operation returns the details of a specific server by its ID.  

Example: Get image detail Response:  

{ 

 "image": { 

     "id": 237, 

     "name": "flickr++", 

     "owner_id": 6789, 

     "status": "ACTIVE", 

     "created_by": 78945 

     "created_at": "2012-06-25T15:23:33+02:00", 

     "updated_at": "2012-09-12T17:16:38+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/images/237" 

   } 

} 

8.3.2.3 Create Image 

Verb URI  Description  

POST  /cloudedge/images  Registers a specified image into the system.  

Normal Response Code: 202  

Error Response Code(s): computeFault (400, 500, …), unauthorized (401), forbidden (403), 
badRequest (400), badMethod (405), itemNotFound (404)  

This operation register an image into the cloud proxy. This operation makes this Service 
available on the local catalogue and being ready to be installed. The following table 
describes the required and optional attributes that you can specify in the request body:  

Name  Description  Required  

imageRef  The image reference for the desired image (specify a full URL)  yes  

name  The image name. Choose any name you want  yes  

 
Example: Register image Request  

{ 

 "image": 

   { 

     "name": "flickr++", 

     "imageRef": “http://www.example.com/images/flick.tar.gz”, 

   } 

} 

 

Example: Register image Response  

https://cloudedge.myhome.net/cloudedge/images/237
http://www.example.com/images/flick.tar.gz
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{ 

 "image": { 

     "id": 237, 

     "name": "flickr++", 

     "status": "ACTIVE", 

     "created_at": "2012-06-25T15:23:33+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/images/237" 

   } 

} 

8.3.2.4 Delete Image 

Verb URI  Description  

DELETE  /cloudedge/images/id  Deletes the {id} image.  

 

Normal Response Code: 204  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), buildInProgress (409)  

 

This operation deletes the specified image from the system.  

Specify the image ID as id in the URI.  

Images are immediately removed.  

This operation does not require a request body or return a response body.  

8.3.3 Instances 

8.3.3.1 List Instances 

Verb URI  Description  

GET  /cloudedge/instances?image=imageid  
List IDs, names and links for all Instances 
associated to the User credential.  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

If additional query parameter is provided in the URI, then select only the subset of those 
instances that match the defined criteria. Currently, only a filter based on image is 
implemented; this filter is expecting a valid image Id.  

Example: List Instances Response:  

https://cloudedge.myhome.net/cloudedge/images/237
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{ 

 "instances": [ 

   { 

     "id": 237, 

     "name": "test-instance-237", 

     "link": "https://cloudedge.myhome.net/cloudedge/instances/237" 

   }, 

   { 

     "id": 238, 

     "name": "osgi-instance-238", 

     "link": "https://cloudedge.myhome.net/cloudedge/instances/238" 

   } 

 ] 

} 

8.3.3.2 Get Instance Details 

Verb URI  Description  

GET  /cloudedge/instances/id  Get details on the {id} instance.  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404)  

Specify the server ID as id in the URI.  

This operation does not require a request body.  

 

Example: Instance Details Response:  

{ 

 "instances":  { 

     "id": 237, 

     "name": "test-instance-237", 

     "status": "running", 

     "image": { 

       "id": 61, 

       "name": "test", 

       "link": "https://cloudedge.myhome.net/cloudedge/images/61" 

     }, 

     "created_by": 789, 

     "ip": "10.0.3.2", 

     "created_at": "2012-06-25T15:23:33+02:00", 

     "updated_at": "2012-09-12T17:16:38+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/instances/237" 

   }     

}  

https://cloudedge.myhome.net/cloudedge/instances/237
https://cloudedge.myhome.net/cloudedge/instances/238
https://cloudedge.myhome.net/cloudedge/images/61
https://cloudedge.myhome.net/cloudedge/instances/237
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8.3.3.3 Action On Instance 

Verb URI  Description  

POST  /cloudedge/instances/id/action  
Do action (start, stop, reboot, freeze, resume) on the 
{id} instance.  

Normal Response Code(s): 202  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), badMediaType (415), buildInProgress (409)  

In the Request body specify the type of action you want to do followed by attributes (if 
needed)  

Specific attributes: for stop and reboot action, you can specify the type of stop you want. This 
is specified by adding ―type‖ attribute to your request. There is two defined values:  

SOFT: (default value) for stopping the instance gracefully. HARD: equivalent to power 
cycling the instance  

 
This operation does not return a response body.  

Example: Action Start request:  

{ 

           “start” : null 

} 

 

Example: Action Stop request:  

{          

           “stop” : { 

                       “type” : “HARD” 

           } 

} 

8.3.3.4 Create an Instance 

Verb URI  Description  

POST  /cloudedge/instances  Create an instance.  

Normal Response Code(s): 202  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), badMediaType (415)  

 
To create a new instance, the only required attribute that need to be specified is the 
imageRef. This imageRef represent the image {id} from which the instance is created.  
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Example: Instance Create Request:  

{ 

           "instance" : { 

                       "imageRef" : 62 

           } 

} 

 
Example: Instance Create Response:  

{ 

 "instance": { 

     "id": 238, 

     "name": "osgi-instance-238", 

     "status": "stopped", 

     "image": { 

       "id": 62, 

       "name": "osgi", 

       "link": 

"https://cloudedge.myhome.net/cloudedge/instances/images/62" 

     }, 

     "ip": "10.0.3.3", 

     "created_at": "2012-09-14T18:13:22+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/instances" 

   } 

} 

8.3.3.5 Delete an Instance 

Verb URI  Description  

DELETE  /cloudedge/instances/id  Deletes the specified {id} instance.  

Normal Response Code: 204  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), buildInProgress (409)  

 
This operation deletes the specified instance from the system.  

Specify the instance ID as id in the URI.  

Instances are immediately removed.  

This operation does not require a request body or return a response body.  

https://cloudedge.myhome.net/cloudedge/instances/images/62
https://cloudedge.myhome.net/cloudedge/instances
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8.3.4 Forwarding rules 

8.3.4.1 List forwarding rules 

Verb URI  Description  

GET  /cloudedge/fwrules?instance=instanceId  
Retrieve the list of Port forwarding rules. If 
instance_id specified then provide only the 
rules attached to an instance .  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

If additional query parameter is provided in the URI, then select only the subset of those 
instances that match the defined criteria. Currently, only a filter based on instance is 
implemented. This filter is expecting a valid instance Id.  

Example: List fwrules Response:  

{ 

 "fwrules": [ 

   { 

     "id": 237, 

     "instance_id": 54, 

     "link": "https://cloudedge.myhome.net/cloudedge/fwrules/237" 

   }, 

   { 

     "id": 238, 

     "instance_id": 59, 

     "link": "https://cloudedge.myhome.net/cloudedge/fwrules/278" 

   } 

 ] 

} 

8.3.4.2 Get Forwarding Rules Details 

Verb URI  Description  

GET  /cloudedge/fwrules/id  Get details of the forwarding rule {id].  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404)  

Specify the forwarding rule ID as id in the URI.  

This operation does not require a request body.  

 

https://cloudedge.myhome.net/cloudedge/fwrules/237
https://cloudedge.myhome.net/cloudedge/fwrules/278
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Example: Forwarding rule Details Response:  

{ 

 "fwrule":    { 

     "id": 237, 

     "port_to": 22, 

     "port_from": 7022, 

     "instance": { 

       "id": 61, 

       "name": "test", 

       "link": "https://cloudedge.myhome.net/cloudedge/intances/61" 

     }, 

     "created_at": "2012-06-25T15:23:33+02:00", 

     "updated_at": "2012-09-12T17:16:38+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/fwrules/237" 

   } 

} 

8.3.4.3 Create a Forwarding Rule 

Verb URI  Description  

POST  /cloudedge/fwrules  Creates a forwarding rule.  

Normal Response Code(s): 202  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), badMediaType (415)/  

 
The following list describes the required attributes that you can specify in  

the request body:  

Name Description  

instanceRef  
The instance reference for the desired image for your server instance. Specify 
as an ID. To get a list of available instances, see ―List Instances‖  

port_to  the public port on the instance where the traffic should be sent.  

 

Example: Forwarding rule Create Request:  

{ 

 "fwrule":    {        

       "instanceRef": 238, 

       "port_to": 22, 

 } 

} 

Example: Forwarding rule Create Response:  

https://cloudedge.myhome.net/cloudedge/intances/61
https://cloudedge.myhome.net/cloudedge/fwrules/237
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{ 

 "fwrule":    { 

     "id": 77, 

     "port_to": 22, 

     "port_from": 7020, 

 } 

} 

 

8.3.4.4 Delete a Forwarding Rule 

Verb URI  Description  

DELETE  /cloudedge/fwrules/id  Deletes the {id} forwarding rule.  

Normal Response Code: 204  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404)  

This operation deletes forwarding rule from the system.  

Specify the forwarding rule ID as id in the URI.  

Forwarding rule are immediately deleted from the system.  

This operation does not require a request body or return a response body.  

8.3.5 Users 

8.3.5.1 List Users 

Verb URI  Description  

GET  /cloudedge/users?role=rolename  Retrieve the list user registered on the system.  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

If a "role" query parameter is provided in the URI, then this select only the subset of those 
users that match the defined criteria. This filter is expecting a valid role, either  

 "admin": basically get all the rights  

 "provider": remote agent that is allowed to get a full visibility on the platform, manage 
images proposed on the platform. These type of users are exclusively administrated 
by the ―admin‖ agent.  

 "guest": local agent that can install any instances from the local catalogue and 
manage them (start, stop, delete).  
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 "local_admin": local agent that have the full control of all appliances running on the 
system. This agent can also administrate ―guest‖ users (create or delete guest 
accounts)  

Example: List Users Response:  

{ 

 "Users": [ 

   { 

     "id": 237, 

     "name": "root", 

     "role": "admin", 

     "link": "https://cloudedge.myhome.net/cloudedge/users/237" 

   }, 

   { 

     "id": 242, 

     "name": "smithj", 

     "role": "user", 

     "link": "https://cloudedge.myhome.net/cloudedge/users/242" 

   }, 

   { 

     "id": 253, 

     "name": "telecom", 

     "role": " provider", 

     "link": "https://cloudedge.myhome.net/cloudedge/users/253" 

   } 

 ] 

} 

8.3.5.2 Get User Detail 

Verb URI  Description  

GET  /cloudedge/users/id  Retrieve the account details for the {id} user.  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

 

Example: Get User detail Response:  

{ 

 "User": { 

     "id": 237, 

     "name": "root", 

     "role": "admin", 

     "email": "jsmith@www.example.com" 

     "created_at": "2012-05-00T15:23:00+02:00", 

     "updated_at": "2012-07-12T17:10:38+02:00", 

     "link": "https://cloudedge.myhome.net/cloudedge/users/237" 

   } 

https://cloudedge.myhome.net/cloudedge/users/237
https://cloudedge.myhome.net/cloudedge/users/242
https://cloudedge.myhome.net/cloudedge/users/253
https://cloudedge.myhome.net/cloudedge/users/237
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} 

8.3.5.3 Create an User 

Verb URI  Description  

POST  /cloudedge/users  Create an user.  

Normal Response Code(s): 202  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), badMediaType (415)  

The following table describes the required and optional attributes that you can specify in the 
request body:  

Name  Description  Required?  

username  The username or unique id used to login on the API server  yes  

role  The role specified for the desired image for this user  yes  

email  email @ to be used if the password needs to be reset  no  

 
Example: Create User Request:  

{ 

 "User": { 

     "username": " jsmith ", 

     "role": "admin", 

     "email": "jsmith@www.example.com" 

   }, 

} 

 

Example: Create User Response:  

{ 

 "User": { 

     “id”:123 

     "link": ": "https://cloudedge.myhome.net/cloudedge/users/123", 

   }, 

} 

8.3.5.4 Update user 

Verb URI  Description  

https://cloudedge.myhome.net/cloudedge/users/123
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POST  /cloudedge/users/id/action  Reset the password or change any information for an user.  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404), badMediaType (415),  

In the Request body specify the type field you want to update.  

This is can be used either to modify some characteristics of an account (for example, the 
mail address) or to reset a password.  

This operation does not return a response body.  

 

Example: email Update Request:  

{ 

 “email” : "jmith@gmail.com" 

} 

 

Example: password Reset Request:  

{ 

 “password” : "reset” 

} 

8.3.5.5 Delete User 

Verb URI  Description  

DELETE  /cloudedge/users/id Delete the {id] user.  

Normal Response Code: 204  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405), itemNotFound 
(404)  

This operation delete a user from the system.  

Specify the user ID as id in the URI.  

This operation does not require a request body or return a response body.  

8.3.6 Metrics 

8.3.6.1 List Metrics 

Verb URI  Description  

GET  /cloudedge/instance/id/metrics  List all the valid metrics for the {id] instance.  
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Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

This operation list the mectrics that are visible by the account.  

This operation do not require a request body.  

 

Example: List metrics Response:  

{ 

 "metrics": [ 

   { 

     "CPUUtilization" : { 

       "statistics" : [ "min", "max", "average" ] 

     } 

   }, 

   { 

     "NetworkIn" : { 

       "statistics" : [ "max", "average" ] 

     } 

   } 

   { 

     "Network0ut" : { 

       "statistics" : [ "max", "average" ] 

     } 

   } 

 ] 

} 

 

8.3.6.2 List Metric Statistics 

Verb URI  Description  

GET  /cloudedge/instance/id/metrics/statistics  get statistics for the specified metric.  

Normal Response Code(s): 200  

Error Response Code(s): computeFault (400, 500, ...), serviceUnavailable (503), 
unauthorized (401), forbidden (403), badRequest (400), badMethod (405)  

The following list describes the required attributes that need be specified in the request body:  

 Statistics: The metric statistics to return. For information about specific statistics refer 
to the values returned by the operation that list the Metrics.  

 endTime: The time stamp to use for determining the last datapoint to return. This 
value must be specified in ISO 8601 format.  

 startTime: The time stamp to use for determining the first datapoint to return. This 
value must be specified in ISO 8601 format.  
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 period: The granularity of the returned datapoints. Valid value must be : "minute", 
"5minutes", "hour", "day", "month", "year"  

 

Example: get metric statistics Request:  

{ 

 "CPUUtilization" : { 

   "statistics" : "average", 

   "endTime" : "2012-09-19 07:07:02Z", 

   "startTime" : "2012-09-19 07:00:00Z", 

   "period" : "minute" 

   } 

}  

 

Example: metrics Response:  

{ 

 "CPUUtilization" : { 

   "statistics" : "average", 

   "unit" : "Kilobits/Second", 

   "datapoints" { 

     "2012-09-19 07:00:00Z" : 230, 

     "2012-09-19 07:01:00Z" : 200, 

     "2012-09-19 07:02:00Z" : 30, 

     "2012-09-19 07:02:00Z" : 130, 

     "2012-09-19 07:03:00Z" : 550, 

     "2012-09-19 07:04:00Z" : 402, 

     "2012-09-19 07:05:00Z" : 20, 

     "2012-09-19 07:06:00Z" : 23, 

   } 

} 



Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 97   

 

9 FIWARE OpenSpecification I2ND NetIC 
You can find the content of this chapter as well in the wiki of fi-ware. 

Name  FIWARE.OpenSpecification.I2ND.NetIC  

Chapter  I2ND,  

Catalogue-Link to 
Implementation  

[not yet available in this FI-WARE release ]  

Owner  ALCATEL-LUCENT DEUTSCHLAND AG, ALCATEL-LUCENT 
ITALIA S.P.A., NOKIA SIEMENS NETWORKS 
TELEKOMMUNIKACIOS KERESKEDELMI ES 
SZOLGALTATO and UNIVERSITA' DEGLI STUDI DI ROMA 
"LA SAPIENZA",  

9.1 Preface  

Within this document you find a self-contained open specification of a FI-WARE generic 
enabler, please consult as well the FI-WARE_Product_Vision, the website on http://www.fi-
ware.eu and similar pages in order to understand the complete context of the FI-WARE 
project.  

9.2 Copyright 

 Copyright © 2012 by ALCATEL-LUCENT DEUTSCHLAND AG, ALCATEL-LUCENT 
ITALIA S.P.A., NOKIA SIEMENS NETWORKS TELEKOMMUNIKACIOS 
KERESKEDELMI ES SZOLGALTATO and UNIVERSITA' DEGLI STUDI DI ROMA 
"LA SAPIENZA".  

9.3 Legal Notice 

Please check the following Legal Notice to understand the rights to use these specifications.  

9.4 Overview 

Network Information & Control (NetIC) is intended to provide abstract access to 
heterogeneous open networking devices. It exposes network status information and it 
enables a certain level of programmability within the network (depending on the type of 
network and the applicable control interface). This programmability may also enable network 
virtualization, i.e., the abstraction of the physical network resources as well as their control by 
a virtual network provider.  

Potential users of NetIC interfaces include network service providers or other components of 
FI-WARE, such as cloud hosting. Network operators, virtual network operators and service 
providers - within the constraints defined by contracts with the operators - may access, by 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.NetIC
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Category:I2ND
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/NSN
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/NSN
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/NSN
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Product_Vision
http://www.fi-ware.eu/
http://www.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/ALU
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/NSN
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/NSN
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/UNIROMA1
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
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means of specific FI-WARE services, the open networks to both retrieve information and 
statistics, e.g., about network utilization, and also (to a certain extent) to set control policies 
and optimally exploit the network capabilities.  

9.4.1 General Note 

In order to avoid too verbose text, in this description we typically use the term "NetIC GE" or 
simply "NetIC" to refer to "an implementation of the NetIC GE Open Specifications" (e.g., "an 
implementation of the NetIC GE Open Specifications"). Note that the notion of GE is abstract 
and what actually refers to tangible things are:  

 "GE Open Specifications" which contain all information required in order to build 
components which can work as implementations of GEs.  

 a "GE Implementation" which refers to components in a given product that implement 
a given GE Open Specification and therefore may claim that they are "compliant with 
the GE Open Specifications".  

You may refer to the set of terms and definitions provided here.  

9.4.2 Target Usage 

The Network Information and Control (NetIC) Generic Enabler will provide to FI-WARE 
chapters as well as usage area applications and services the means to optimally exploit the 
network capabilities via a dedicated interface and API. NetIC will both expose related 
network state information to the user of the interface as well as offer a defined level of control 
and management of the network.  

The beneficiaries of the interface include content providers, cloud hosting providers, context 
providers/brokers, and (virtual) network providers/operators, all of whom may need to 
understand and manipulate the network between them and their clients. They might want to 
set up flows/virtual networks to their clients and they may want to control such flows/virtual 
networks in order to respect pre-defined Service Level Agreements (SLAs), for example in 
terms of provided Quality of Service (QoS). There are several use cases for the NetIC 
Generic Enabler, for example the following:  

 A cloud hosting provider has a couple of data centre locations. In order to distribute 
the allocation of virtual machines (VM) and applications to the various locations, the 
cloud hosting provider should know about the characteristics of the paths between 
the locations (e.g., delay, available capacity). To get this information, the cloud 
hosting provider can request from the network provider (regularly or per scheduled 
event) the characteristics of the paths between the data centers of the cloud hosting 
provider. The requested information will be provided via the NetIC interface. In 
addition, when dealing with migration of virtual machines and applications across 
data centers, the cloud hosting provider may request a temporary virtual private 
connection to be setup with a certain quality of service being guaranteed during the 
time of migration.  

 To deliver a service to a client, a service provider may need a certain minimum link 
quality, e.g., for a high-definition live video streaming service. If the client is willing to 
pay for this, the service provider will request via NetIC from the network provider the 
setup of a virtual connection with certain quality characteristics between the server 
and the client. NetIC will do so if capacity is available.  

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Overall_FI-WARE_Vision#Summary_of_key_concepts_introduced


Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 99   

 

 A network service provider wants to implement new business models based on the 
"pay-as-you-go" paradigm, setting up a specialized service for a group of clients. The 
specialized service is built orchestrating the network resources dynamically. A virtual 
network (optical or packet based) is required that connects servers, network elements 
and the involved clients, potentially running customized protocols. The service 
provider can request via NetIC from the network provider a virtual network between 
the involved endpoints, possibly also with some specified constraints (quality 
characteristics, isolation against other virtual networks, energy efficiency metrics) 
defined.  

 A service provider wants to set up a specialized service for a group of clients. For this 
they need a virtual network connecting some servers and the involved clients, 
potentially running customized protocols. The service provider can request via NetIC 
from the network provider a virtual network to be setup between the involved 
endpoints, possibly also with some specified quality characteristics and isolation 
against other virtual networks.  

 A cellular service provider wants to run its business on top of a virtual network which 
is able to ―breathe‖ (to be re-configured as demand changes) since loads during idle 
and busy hours differ significantly. Benefits include reduced expenses (CAPEX is 
turned into pay-per-use OPEX), reduction of energy consumption and management 
flexibility. Today mobile traffic is typically mapped into static MPLS tunnels, and the 
infrastructure providing these tunnels is owned by the cellular service provider, too.  

A fundamental challenge for the implementation of NetIC is that the network functionality is 
typically distributed over different elements potentially implemented internally in different 
ways (in multi-vendor environments). Also, the interfaces have to take into account the 
constraints of different providers (in multi-network service scenarios) as well as legal and 
regulatory requirements. These problems have been solved in the past by different 
standardized control plane solutions. This readily available functionality could be re-used by 
NetIC in order to provide a smooth evolution path rather than introduce a disruptive 
revolution. NetIC instances may be deployed by the different involved parties (e.g. virtual 
network providers/creators, and virtual network operators/users running a business on top). 
As a consequence, several instances of NetIC with different scopes may have to work 
together to deal with a request from e.g. a service provider or an application. Each might 
cover a different part of the network, for instance in the horizontal direction (i.e., type of 
access) or in the vertical direction (i.e., ownership, virtual network).  

It should be noted that the capabilities a specific NetIC implementation can offer depend on 
the capabilities of the underlying network.  

9.5 Basic Concepts 

9.5.1 Northbound Interface 

The northbound interface is intended to expose network status information and to enable a 
certain level of programmability within the network (depending on the type of network and the 
applicable control interface). This programmability may also enable network virtualization, i. 
e., the abstraction of the physical network resources as well as their control by a virtual 
network provider. Depending on the purpose (e.g. only information provision or control of 
network) the interface will have different characteristics.  
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It should be noted that the exposition of specific capabilities via the northbound interface 
depends on the capabilities and the technology of the underlying network.  

Details of the northbound interface are currently being defined.  

9.6 NetIC Architecture 

The block diagram below shows the main functional modules of NetIC. It should be noted 
that the presence of a given module in a specific NetIC instantiation depends on the network 
being controlled by this instantiation.  

 

NetIC GE Functional Block Diagram 

The following sections give a brief overview on the functional modules and their interfaces.  

9.6.1.1 NetIC API 

The NetIC API is the conceptual north-bound interface of the NetIC GE. It exposes the 
internal module interfaces to the outside world such that applications, or other GEs, can 
access the modules that are present in the specific NetIC instantiation.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NetIC_architecture_figure_v.1.png
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9.6.1.2 Network Element Virtualizer 

The Network Element Virtualizer (NEV) represents the glue technology between an ALU 
physical device and the NetIC. It is part of the NetIC, acting as network element abstractor, 
transforming instances of physical resources into virtual resources. In other words: NEV 
permits to integrate the ALU network element 1850TSS-160 in the NetIC.  

Message Handler 

The Message Handler implements the following features:  

 manages the communication over the NetIC interface  

 implements the basic primitives of the NetIC interface (synchronization, provisioning, 
monitoring, restore)  

 buffers incoming messages received via the NetIC interface before sending them to 
Command Processor (if needed)  

 communicates with Command Processor and Event Processor modules, in particular:  

o forwarding messages received on the NetIC interface to the Command 
Processor depending on the message type  

o receiving messages from the Event Processor to be sent via the NetIC 
interface  

Command Processor 

The Command Processor implements the following features:  

 manages the requested operation execution on the network element (physical 
infrastructure)  

 translates abstract messages (commands) received from Message Handler to device 
specific commands (TL1)  

 manages the requested operations execution process. In some cases there may be 
the need to break a received abstract command into a sequence of device-specific 
operations.  

 communicates with TL1 Adapter and Event Processor, in particular:  

o sending equipment specific messages in the form of strings to TL1 Adapter  

o sending event notifications that need to be sent upwards to the Event 
Processor. E.g. information that the requested operation has been executed  

o receiving notifications from the Event Processor about actions executed on 
the device  

Event Processor 

The Event Processor implements the following features:  

 manages the notification translation process from device-specific context to abstract 
device model-specific context.  

 communicates with TL1 Adapter, Command Processor and Message Handler. In 
particular:  

o receives equipment specific messages / notifications from the TL1 Adapter  
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o sends operation execution status to the Command Processor  

o sends event notifications (received from the TL1 Adapter) to be sent upwards 
to the Message Handler  

TL1 Adapter 

The TL1 Adapter implements the following features:  

 provides an API for communication with the physical device  

 manages login on the physical device (has access to login credentials)  

 buffers commands to be sent to the network element (if needed)  

 communicates with the Command Processor, the Event Processor and the network 
element  

o receives commands (in the form of strings) to be sent to the network element 
from the Command Processor  

o sends device specific commands to the network element  

o sends notifications received from the network element to the Event Processor 
(in the form of a string). It doesn‘t perform any operations on the received 
notification  

9.6.1.3 Topology Information Module 

The Topology Information Module will provide abstract information about  

 the nodes in a network  

 the address ranges associated with the nodes  

 communication costs between the nodes  

API Handler 

The API Handler deals with topology information requests from applications or other GEs. If 
the Topology Information Module API is invoked, the API Handler will explore the Topology 
Cache and subsequently generates an appropriate answer. If the Topology Cache does not 
contain the required information, the API Handler may trigger the Topology Extractor to 
retrieve the required information.  

Topology Cache 

The Topology Cache is an internal database of the Topology Information Module. The 
database is generated and updated by the Topology Extractor. The API Handler has only 
read access to the database.  

Topology Extractor 

The Topology Extractor is responsible for obtaining topology information from the underlying 
network. It issues network specific information requests, and the received information is used 
to generate and update the Topology Cache.  
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9.6.1.4 Virtual Network Provider (VNP) 

NetIC handler 

This functionality acts as a proxy for requests/responses exchanged between VNO(s) (Virtual 
Network Operators) and the VNP (Virtual Network Provider). The NetIC handler functionality 
processes requests (and related responses) arriving via the open NetIC interface and 
forwards them to the appropriate functionality:  

 on-demand connectivity requests are forwarded to Virtual Network Controller 
functionality,  

 requests related to scheduled connectivity requests are forwarded to the scheduler 
functionality, and  

 queries about network status and monitoring requests are forwarded to the 
performance management functionality.  

This functionality also processes notifications (and related responses) sent to VNO(s) via the 
open NetIC interface. These include:  

 notifications from topology functionality about network errors (those affecting active 
connections and where VNP could not recover the error),  

 notifications regarding performance management.  

Management interface handler 

This functionality provides an interface (via a GUI or any proprietary management interface) 
to setup and manage the environment of the VNP.  

For the controlled network it allows the physical topology to be defined, including:  

 the list of nodes the VNP controls (these are OpenFlow switches),  

 the list of external nodes to which the VNP provides connectivity (peers),  

 the list of links the VNP controls (these include both the internal and external links of 
the controlled network),  

 the parameters of the controlled nodes (capabilities, e.g. supported technology, 
physical links), and  

 the parameters of the external and internal links (e.g. bandwidth, granularity).  

For the served virtual network operator(s) it allows the definition of:  

 the identity of the served Virtual Network Operator (ID, access point), and  

 the SLAs (e.g. provided Maximum Bit Rate (MBR), Guaranteed Bit Rate (GBR)).  

SLAs 

This is a storage place for Service Level Agreements (SLA) with served Virtual Network 
Operators (VNO).  

Topology 

This functionality is responsible for:  

 creating the virtual network representation(s). The virtual network representation is 
created based on the physical network representation and the SLA on a per VNO 
basis (the virtual network representation can be different for each VNO),  
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 updating virtual network representation(s) (either by regularly checking for changes in 
physical topology and SLAs or after receiving notification from management interface 
handler),  

 informing Virtual Network Controller on virtual network representation changes;  

 answering Virtual Network Controller queries on network topology and network 
representation.  

Real (physical) network representation 

This is a passive system that stores all parameters of the controlled network. The stored data 
is (over)written by management interface handler functionality and read by the topology 
functionality.  

Virtual network representation 

This is a passive system that stores virtual network representations shown to each VNO. It is 
managed by the topology functionality.  

Performance management 

This functionality manages network information related tasks. It is responsible for:  

 storing counters, triggers, (Key) Performance Indicators, event subscriptions received 
from VNO(s),  

 notifying VNO(s) about requested events, and  

 monitoring network state.  

Counters 

This is a storage place for counters, performance indicators and event subscriptions 
requested by each VNO.  

Virtual Network Controller (VNC) 

The virtual network controller acts as a centralized controller for the underlying physical 
network. The virtual network controller  

 receives on-demand connectivity setup / modification /removal requests from VNO(s) 
through the NetIC handler functionality and from the scheduler functionality,  

 changes network control rules according to the connectivity requests (note that 
"connectivity request" can mean the setup, modification, and removal of a 
connection),  

 sends the updated control rules to the underlying physical network through the 
physical infrastructure handler functionality,  

 updates the active connections and network state parameters if necessary after 
successful control rule change,  

 updates network state parameters according to the notifications received from 
physical network through the physical infrastructure handler functionality, and  

 (if VNP Recovery use case is supported) upon error notification from the physical 
network, it attempts to change control rules to keep affected connections alive by 
changing connectivity paths.  
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Network state parameters 

This is a storage place for values / parameters provided by the physical network to the VNP 
(Virtual Network Provider). It is updated by the VNC (Virtual Network Controller) functionality 
and monitored by the performance management functionality.  

Scheduler 

The scheduler functionality:  

 receives scheduled connectivity requests from VNO and maintains the "scheduled 
connections" storage according to these requests, and  

 whenever it is necessary to setup / change / remove a connection according to the 
stored "scheduled connections", it instructs VNC accordingly.  

Scheduled connections 

This is a storage place for scheduled connections (endpoints, connection parameters, timing 
parameters).  

Active connections 

This is a storage place for active connections (endpoints, connection parameters, connection 
ID).  

Physical infrastructure handler 

This functionality acts as a proxy for requests/responses exchanged between VNC and the 
controlled physical network.  

The possible instances for an open network are OpenFlow 1.0, 1.1, 1.2.  

9.6.1.5 OpenFlow Network Module 

The OpenFlow Network Module will be an OpenFlow controller able to fulfill requests coming 
from the users of the NetIC API. In particular it will be able to accomplish the following types 
of requests (using the mechanisms provided by the network frontend protocol):  

 Synchronize - used to retrieve available network resources  

 Provisioning - enables configuration of a given physical resource  

 Release - allows release of previously configured resources  

 Monitor - provides information about current status and utilization of a given network 
resource  

API handler 

The API handler has the role to map NetIC API commands into the OpenFlow Network 
Module. To this aim, it exposes a RESTful web service to the NetIC API side. NetIC 
commands received on the HTTP interface, are sent to specific control plane blocks that 
effectively implement the required NetIC functionalities (synchronize, monitor, provisioning, 
release).  
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Core 

This module directly provides to OpenFlow Network Module components an API to exchange 
OpenFlow messages with the network. It also implements an event dispatching functionality 
to notify components of events raised by the network, or raised by other components. 
OpenFlow Network Module components find events to be a powerful way of communication, 
as it is possible to include a certain amount of information in each event.  

Network Controller 

This module fulfills requests to provision and release network resources. In particular, it is 
able to install and remove network paths, on the basis that NetIC provides/releases 
commands. To achieve routing functionalities, this block needs to be aware of the network 
topology.  

Topology Extractor 

This module exposes synchronization functionality. The Discovery sub-module is in charge of 
discovering network links. Whenever a new link is detected it generates an event that is 
further dispatched to Topology by the underlying Core functions. On the basis of network 
nodes and network links, advertised respectively by the network, and by the Discovery 
component, the topology is inferred and stored in a Topology Cache.  

Statistics Extractor 

This module exposes monitoring functionalities; in particular it is able to estimate port 
utilization of OpenFlow switches in the network. The sub-component Link Load exploits Core 
functionalities to periodically poll switches to access their port usage statistics. Such statistics 
are stored in a Link Load cash, and accessed by the API handler when monitoring requests 
are received from the NetIC API layer. Information about all available switches in the network 
is retrieved from the Topology Cache.  

9.6.1.6 Network Frontend 

The Network Frontend is the network-specific and technology-specific representation of the 
network interfaces accessed by the functional modules.  

9.7 Main Operations 

Users will have two different ways to access the functions of NetIC, depending on the flavor 
of NetIC and the accessed functions:  

 A message based interface (request/response, REST based) is provided by an 
information and control entity instance responsible for a particular network. This 
interface flavor will be used for detailed information gathering about network internals 
(like node/port status, link load, etc.) and control of network elements (e.g. activate or 
deactivate nodes/ports, setting up routing information). This interface is currently 
envisaged for NetIC implementations implementing the Virtual Network Provider, the 
network Element Virtualizer or the OpenFlow Network Module).  

 A library will offer access to coarse-grained network information, i.e. a subset of 
NetIC. Offering a library facilitates the integration of NetIC functionality in applications 
(e. g., FI-WARE Generic Enablers or applications, Use Case Project software). The 
library will focus on providing easy-to-use access to network information at the level 
of detail useful to applications (e. g., for application-level load balancing). This 
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simplification of use also implies that not all functions of a NetIC instance can be 
accessed. The initial implementation of the library will be available for Linux/Unix-
based applications. This interface is currently envisaged for NetIC implementations 
implementing the Topology Information Module.  

Depending on the authorization level, a customer is allowed to perform different actions. A 
proper authorization level might be acquired from the network operator by negotiating the 
NetIC GE usage terms by using the S3C GE.  

9.8 Basic Design Principles 

9.8.1 Rationale 

The NetIC Generic Enabler will provide access to network status information to its users. 
Interfaces available today are already able to provide specific information, but the interface 
highly depends on the specific network technology. The aim of NetIC is to define a set of 
general functions to access network status information in a technology independent way, 
overcoming the heterogeneity of today‘s solutions.  

9.8.2 Implementation agnostic 

There are several standard technology and implementation dependent interfaces to control 
and manage specific networks. To overcome this heterogeneity, the objective of the NetIC 
Generic Enabler is to provide a generic interface to control and manage open networks. The 
interface shall be technology and implementation independent.  

9.9 Detailed Specifications 

Following is a list of Open Specifications linked to this Generic Enabler. Specifications 
labeled as "PRELIMINARY" are considered stable but subject to minor changes derived from 
lessons learned during final interactions of the development of a first reference 
implementation planned for the current Major Release of FI-WARE. Specifications labeled as 
"DRAFT" are planned for future Major Releases of FI-WARE but they are provided for the 
sake of future users.  

9.9.1 Open API Specifications 

Not yet publicly available due to internal clearing process.  

9.9.2 Other Relevant Specifications 

There are no relevant external specifications.  

9.10 Re-utilised Technologies/Specifications  

The message based interface of the NetIC GE is based on RESTful Design Principles. The 
related technologies and specifications are:  

 RESTful web services  
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 HTTP/1.1  

 JSON and XML data serialization formats  

Some NetIC implementations exploit the capabilities of OpenFlow:  

 OpenFlow is an open interface for remotely controlling the forwarding tables in 
network switches, routers, and access points. Based on this low-level interface 
researchers or other users can design, build and test custom networks and algorithms 
with innovative high level properties. For example OpenFlow enables development 
and testing of algorithms for energy-efficient networks, optimized resource 
management, new wide-area networks, etc.  

 Specifications and other informative documents such as a White Paper can be found 
here  

Some NetIC implementations make use of the TL1 interface:  

 The TL1 interface is a widely used management interface in telecommunications. 
Depending on their underlying network, some NetIC implementations use this 
interface to pass messages between the NetIC Generic Enabler and the Network 
Elements (NEs)of the underlying network.  

 Operations domains such as surveillance, memory administration, access and testing 
define and use TL1 messages to accomplish specific functions between the GE and 
the NE.  

 TL1 is defined in Telcordia Technologies (formerly Bellcore) Generic Requirements 
document GR-831-CORE which can be found here  

9.11 Terms and Definitions 

This section comprises a summary of terms and definitions introduced during the previous 
sections. It intends to establish a vocabulary that will help carry out discussions internally and 
with third parties (e.g., Use Case projects in the EU FP7 Future Internet PPP). For a 
summary of terms and definitions managed at an overall FI-WARE level, please refer to 
FIWARE Global Terms and Definitions.  

 Connected Devices: A connected or smart device can be an advanced device 

located at home, such as a set top box and multimedia device (including advanced 
TVs), PCs, storage (NAS like), indoor handset (home/advanced DECT), or game 
consoles. Furthermore, mobile devices, such as mobile/smart phones (GSM/3-4G), 
tablets, netbooks, on-board units, (in-car devices) or information kiosks are connected 
devices, too. It is very likely that new devices will appear and fall into this ―smart 
devices‖ category during the project execution (femto cells, etc.).  

 Cloud Proxy: A device encompassing broadband connectivity, local connectivity, 

routing and networking functionalities as well as service enabling functionalities 
supported by a modular software execution environment (virtual machines, advanced 
middleware). The ―Cloud Proxy‖ or ―Home Hub‖ is powerful enough to run local 
applications (for example home automation related tasks such as heating control or 
content related ones such as Peer to Peer (P2P) or content backup). It will also 
generally include local storage and may be an enabler for controlling privacy as some 
content or data could be stored locally and could be controlled only by the user 
without having the risk of seeing his/her data controlled by third parties under 
consideration of the overall security architecture.  

http://www.openflow.org/wp/documents/
http://telecom-info.telcordia.com/site-cgi/ido/docs.cgi?ID=SEARCH&DOCUMENT=GR-831
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Glossary.Global
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 Open Networking: Open networking is a concept that enables network nodes to 

provide intelligent network connectivity by dynamic configuration via open interfaces. 
Examples for provided features are the fulfillment of bandwidth or quality 
requirements, seamless mobility, or highly efficient data transport optimised for the 
application (e. g., with minimum network resource or energy consumption).  

 Network Service: Network Service is a control and policy layer/stratum within the 
network architecture of a service provider. The Network Service provides access to 
capabilities of the telecommunication network, accessed through open and secure 
Application Programming Interfaces (APIs) and other interfaces/sub-layers. The 
Network Service concept aims at providing stratum that serves value-added services 
and applications at a higher application and service layer and exploits features of the 
underlying transport and technology layer (e. g. via NetIC interfaces).  

 OpenFlow: open interface for remote controlling network nodes with switching 

capabilities.  

 Nox: OpenFlow network controller- NOX is an open source project developed in C++ 

and Python. Specifically, it‘s a platform for building network control applications for 
Openflow networks. NOX was initially developed at Nicira Networks side-by-side with 
OpenFlow. Nicira donated NOX to the research community in 2008, and since then, it 
has been the basis for many and various research projects in the early exploration of 
the SDN space.  

 TL1: Transaction Language 1 - this is a machine-to-machine protocol defined by 
Telcordia (GR-831-CORE), which is used by some NetIC implementations to 
interface to switches in the underlying network.  

 NEV: Network Element Virtualizer - this is a glue technology for optical network 
elements which is used by some NetIC implementations.  
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10 FIWARE OpenSpecification I2ND S3C 
You can find the content of this chapter as well in the wiki of fi-ware. 

Name  FIWARE.OpenSpecification.I2ND.S3C  

Chapter  I2ND,  

Catalogue-Link to 
Implementation  

[not yet available in this FI-WARE release ]  

Owner  ,  

10.1 Preface  

Within this document you find a self-contained open specification of a FI-WARE generic 
enabler, please consult as well the FI-WARE_Product_Vision, the website on http://www.fi-
ware.eu and similar pages in order to understand the complete context of the FI-WARE 
project.  

 

10.2 Copyright  

 Copyright © 2012 by DEUTSCHE TELEKOM AG, FRANCE TELECOM SA, 
ERICSSON AB, FRAUNHOFER-GESELLSCHAFT ZUR FOERDERUNG DER 
ANGEWANDTEN FORSCHUNG E.V., TELECOM ITALIA S.P.A.  

10.3 Legal Notice  

Please check the following Legal Notice to understand the rights to use these specifications.  

10.4 Introduction  

All four GEs of I2ND have a different focus but will be interconnected through interfaces and 
S3C will be the central control and management entity/GE. However, to the outside world, 
each GE has an interface towards the network infrastructure as well partly to the FIWARE 
services, applications and Cloud services but the main interactions will be done through S3C. 
The interface format towards the network infrastructure will be handled by the respective GE. 
The Interface between the Cloud services and FIWARE services and applications should be 
a common interface and is under discussion. The interfaces between the GEs will be network 
oriented and up to now the template of IEEE 802.x standards for multiple layer management 
as described in IEEE 802.11 (Section 10 on Layer Management) [1] will be used. The 
specific layer management was designed to sustain the communication between the multiple 
layers for strict time constraint environments, involved through a simple set of primitives. The 
same format was further used by IEEE for multiple standards such as IEEE 802.11a, 
802.11g, 802.16, 802.21. This format/template might be a good template for the exchanging 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.I2ND.S3C
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Category:I2ND
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Product_Vision
http://www.fi-ware.eu/
http://www.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/DT
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FT
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/EAB
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FRAUNHOFER
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/TI
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
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the necessary information between the GEs. The specific implementation of the 
communication template proposed depends on the specific protocols selected for each of the 
reference points. For the time being, we are considering this template format in any cases 
where we have IP interfaces. An exception is the interface between S3C and NetIC and 
other legacy networks, here the Gx-Interface of the Evolved Packet Core (EPC) will be used 
and extended for exchanging the necessary information.  

 

 

 

 

Figure: Graph of the Generic Enablers, APIs, and Interfaces to the outside world (FI-ware 
WPs, use case projects, other network operators) 

10.4.1 Target usage 

The Service, Capability, Connectivity, and Control (S3C) Generic Enabler is the 
manifestation of an adaption layer between the targeted network control layer for fixed-
mobile-convergence: Evolved Packet Core (EPC) and all possible applications and services.  

Driven by the rollout of new wireless access technologies providing only packet transport 
capabilities like the 3GPP Long Term Evolution (LTE), the future massive wireless 
broadband environment is bound to transform into a data dominant environment. In order to 
respond to the requirements of the new environment, 3rd Generation Partnership Project 
(3GPP) defined the Evolved Packet Core (EPC) as a new IP connectivity control platform 
enabling wireless access network diversity (including LTE, UMTS, WiMAX, WiFi, etc.) and 
offering seamless connectivity for the various service platforms. It maintains the same central 
concepts as previous 3GPP architectures, like IMS: policy based QoS and charging, 
subscription based access control, handover support and security, offering a scalable 
alternative to the current deployed architectures.  

By using all-IP based communication protocols and functionality, the EPC is designed to 
support large number of subscribed devices, their signaling and data exchanges through its 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:S3C00-v2.jpg
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flat network design supporting mobility management inside the same or in different access 
technologies, subscription based resource management and accounting along with security 
support of the communication.  

EPC provides a transparent convergent network layer for the IP Services. From the 
perspective of a service provider without a modification of the way the services 
communicate, it enables a high degree of satisfaction, by transparently supporting features 
like access control, QoS assurance, seamless mobility between the different access 
networks, prioritization and security.  

Also due to the resource reservation mechanisms, the services have a guaranteed quality of 
the communication, which is an addition to the typical IP communication and a high added 
value for broadband communication on mobile devices with reduced processing power.  

EPC provides also a set of control mechanisms between the service platform and the 
network core. Through these mechanisms, the EPC aware applications can transmit 
indications on the resources that have to be reserved for the specific users at specific 
moments of time. They can also receive upon request information on events happening at 
the link and network layers e.g. the connected device lost connectivity or a handover to 
another access network occurred. By these mechanisms, the applications can be adapted to 
the momentary context of the mobile device and to offer services customized not only based 
on the service level user profile, but also to the mobile device in use, the mobility pattern and 
to the surrounding network context.  

Although not yet standardized, EPC is able to export a set of enablers to the applications, 
which offer even more flexibility in the service delivered to the mobile user. For example, 
services may use the location of the connected device or even ambient information on the 
vicinity of the connected device and the subscriber identity of the mobile device, in order to 
further more adapt to the environment conditions and to ensure a more secure 
communication.  

With the deployment of new devices such as sensors and actuators along with the further 
increase in usage of the IP capable mobile devices such as laptops, tablets and 
smartphones, it is foreseen a high increase in signaling and data traffic expanding the overall 
required resources from the network.  

Also new service paradigms are expected to be further developed such as mobile cloud 
computing or machine-to-machine communication which will even more broaden the types of 
communication both as communication patterns, mobility and resources required.  

However, the EPC was designed with point-to-point human communication as the main 
service paradigm, which will require a new adjustment in customizing the IP connectivity 
according to the momentary needs of a high number of devices using the broad future 
internet services.  

10.5 Overview  

S3C aims at providing a unified and scalable control of the connectivity of the devices over 
heterogeneous access networks and core network technologies, transparent to the devices 
and to the services deployed on top. For this, S3C contains automated functionality related to 
the management of the various features related to connectivity such as the usage of the 
network context data and events for triggering resource management, mobility, connectivity 
management, and security operations. Additionally, it provides to the application and 
services platforms an extended service API that enables the configuration and control of the 
connectivity service with different complexity, granularity, and application specific 
requirement levels.  
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The S3C GE will have different interfaces towards the other work packages and the world, 
other operators, other I2ND-GEs and the S3C-assets. A service API will be defined and used 
towards the other work packages, use case specific functions and other third party state of 
the art service platforms and applications. It contains four different interfaces and protocol 
technologies to interact towards the service providers. One will be used for the 
telecommunication services (SIP) and another for the Over-The-Top Web-services (HTTP). 
In addition a device management and control interface is needed, named here Device 
Connection Platform API. Finally, all other applications and services will be interfaces 
through complete and partial usage of an Over-The-Top API (OTT API) addressing plain IP 
connectivity with the DIAMETER protocol for control.  

The connection towards other operator networks will be established and controlled, such as 
described D4.3 [10] of the EU Project ETICS (Economics and Technologies for Inter-Carrier 
Services, [11]). They have defined an Abstraction/Intermediate Layer especially for the 
interconnection of operators: ETICS Deliverable D4.2 [2]. The other operator may deploy 
legacy or S3C based network operator control infrastructure.  

Between the GEs Connected Device Interface (CDI) and Cloud Edge (CE) protocols like 
Plain IP and OMA DM (Open Mobile Alliance Device Management, [3]) will be used. Towards 
NetIC the control-interface from the EPC: Gx will be in place.  

Within the S3C, it is planned to use plain IP, IMS SIP and the DIAMETER protocol (through 
interfaces such as the 3GPP Rx for resource reservations, Sh for subscriber profile 
management and Rf for charging correlation) to interlink with the assets.  

For explanation and easier understanding of the following four pictures: The red blocks are 
Assets from the respective partners. The orange blocks are the features from the S3C GE 
according to the GE high level description [4].  

 

 

Figure: Overview of the interfaces towards outside of the GE and internally 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:S3C01-v3.jpg
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10.6 Basic Concepts  

10.6.1 Differentiation between feature groups  

The S3C Abstraction layer/Generic Enabler contains independent features, which will interact 
to each other:  

 Network Event Management  

 Resource Management  

 Network Identity Management  

 OS4AC & LI – Operator Security, Authentication and Authorization, Accounting, 
Auditing and Charging & Legal Interception  

 Connectivity Management  

 Broadcast & Multicast Management  

 Network Data and Caching Aggregation  

 Small Data Push & Pull  

 Network Context Data Management  

 Inter-Carrier Management  

 Positioning Management  

The feature space is not complete, it might be necessary to add new features according to 
the needed functionality and the request from the usage areas. The features are grouped 
into three different classes, depending on the requirements that lead to their development.  

 internal features – features that enable a scalable and efficient operation of the core 
network, transparent to the applications and services  

 external features – features exposed to the application and services enabling the 
communication of requirements and events as well as of the actual data transferred 
between the devices and their correspondent nodes  

 and special requirements – features addressing special requirements from the 
different application areas related to the efficient and scalable data delivery.  

Parts of the features are already implemented and through a minimal adaptation can be 
integrated into the FI-WARE platform. Other features require specific extensions. These 
extensions are under discussion. A deeper analysis is in work.  

10.6.2 Use Case scenario  

The challenge in S3C is remarkable given the requirement for user connectivity coverage in 
a wide range of scenarios. A significant role S3C plays is in the field of eHealth. Where a 
typical use case scenario is an accident of several cars on the highway, in which a number of 
people have been injured. In such a case, people will call the ambulance and contact doctors 
through voice, video conferencing, and augmented reality aiming for highest quality local 
support. Being on a highway the emergency call is most likely to be done by a person in the 
area of the accident, in this case a caller‘s location is not a fixed static address, but rather a 
mobile device somewhere on a mobile network. It is also highly expected that the person 
calling the ambulance is not able to accurately describe the place of the accident on the 
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highway. Determining the exact position of the accident is a significant aspect in such a 
scenario because lives, or threatening situations to life, depend on it. Given the accurate 
position of the accident is determined, injured people will be transported to the hospital via 
the ambulance or helicopter. Augmented reality, video conferencing, and voice support helps 
on deciding for the process to select the heavy injured ones and to receive medical records 
in real time.  

 The request will processed via SIP connections and will be handled by ―Telecom AS‖ 
towards the IMS core (We will use for the prototypes the OpenIMS [9] platform.  

 The Positioning Enabler mechanism, used for location-based services, is used for 
determining the location of the mobile device from which the emergency call 
originated, and hence the exact place of the accident. Moreover, it is used to route 
the call to the ambulance in closest proximity or to the appropriate public safety 
answering points (PSAP), the caller's phone number and fixed location is 
automatically displayed for quick-response dispatching.  

 Via the functions ―Seamless Connectivity‖, ―Network Identity Management‖ and 
―OpenEPC‖ the request can be classified as important and will be treated with highest 
service quality through the plain legacy operator network. Or through a request to 
NetIC, a special QoS path can be established for end-to-end interconnection in one 
single domain.  

 Additional communication with less importance will be safely delivered directly to 
other actors which may be involved in the procedure such as the health insurance 
companies, the car manufacturers and other legal entities.  

 In the case of an end-to-end connection through several domains, the ETICS 
interface [11] can be used to set-up an end-to-end-QoS path.  

10.7 Main interactions  

For S3C, we have five different interfaces towards the world (in principle and especially to FI-
WARE GEs, usage area projects, and other operators) and three towards the three GEs of 
I2ND:  

 Telecommunication support through SIP - The telecommunication services will be 
handled through SIP, which is the common standard in an All-IP world [5].  

 Web-service support through HTTP [6], which will enable OTT web and Cloud 
services in telecom networks.  

 M2M support through a Device Connection Platform API - This interface is currently 
under discussion since it is a vendor specific interface.  

 OTT support through a special DIAMETER API [7] for control and plain IP for data 
addressing OTT services of the same operator, in addition it is under examination if 
the IEEE 802.x standard template [1] for information exchange can be used.  

 End-to-end connection support through different operator domains - This interface is 
defined by the EU-Project ETICS [2]. It is planned to have a close relationship to this 
project.  

The three other GEs will communicate through S3C, therefore the S3C is the central GE. 
The interfaces are defined in the following.  
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10.8 Basic Design Principles  

10.8.1 Differentiation between internal features, external features, and 
special requirements  

The feature group for external functions and inter-connections are defined by the following 
assets and will cover the GE as shown in the figure below (Feature group for external 
connectivity).  

 Inter-carrier Management – management of inter-operation issues. It is/will be defined 
by the ETICS project. It will offer the possibility to interconnect with other operators in 
an end-to-end fashion.  

 Network Event Management – information about changes in the status of the network 
for the specific sessions of the specific device. It will offer the possibility to monitor 
and to react on network events while a specific service is active. As part of the 
considered services in this class, the basic reachability through network attachment 
as well as the sessions of the specific services.  

 Network Context Data Management – location, device status, user status/activity, and 
user role. It will help to manage network specific context information and will help to 
optimize the efficient usage of network resources and will support the FI-WARE and 
usage area services and applications. The network context data management is not 
related directly to any active service on the mobile device. Selected information from 
these functions will be exposed to the external entities communicating through an 
S3C operator network as part of the Device Connection and Operator OTT APIs. The 
exact features depend on the use cases requirements while maintaining the 
subscriber privacy and information protection.  

The positioning enabler mechanism provides functionalities needed to determine the location 
of a device in a network-centric approach. Positioning Enabler is supported partially through 
OMA Secure User Plane Location (SUPL) 2.0 [8]. Location information will be made 
available for device users as well as 3rd parties communicating with the S3C operator 
network.  

 API mediation layer – Makes it possible for HTTP services to query and to use the 
network communication services for the specific service delivery.  

It is important to be able to expose networks APIs to the HTTP realm in a managed way 
without the hassle to have to implement a mediation layer in each applications or network 
enabler. Third party providers could use Telco APIs to improve their own HTTP services. 
Network APIs should be easily discovered and used by end users. It should also be able to 
charge easily end users and third parties.  

The API mediation component provides the functionalities needed to manage the exposed 
interfaces to several actors interacting with the network infrastructure.  

The API mediation component deals with publishing, discovering and exposing APIs to 
stakeholders as well as managing some non-functional aspects such as provisioning and 
monitoring. It doesn't create or host APIs nor manage/provision customers, but makes it 
possible for API providers to register new APIs sets to the Exposition, QoS and resource 
management.  

This API mediation layer belongs to S3C north interface. Its role is to publish/expose API and 
to authorize users, manage contract terms and create CDR if needed. API mediation layer's 
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south interface interconnects with heterogeneous and legacy networks. North interface 
exposes those networks interfaces to HTTP services.  

 

 

Figure: Feature group for external connectivity 

10.8.2 Feature group for internal control functions  

The feature group for internal functions and inter-actions are defined by the following assets 
and will cover the GE as shown in Figure below (Feature group for internal actions).  

 Network Identity Management – device, services, applications, and user identity at 
network level. It will support the management of different identities within the network. 
An interface to the ID management of the security work package will be supported 
and this is currently under discussion.  

 OS4AC & LI – Operator Security, authentication and authorization, accounting, 
Auditing and Charging & Legal Interception. The feature will support the network 
internal mechanisms for security, AAA, auditing and charging. Through this means 
the appropriate usage of the network is ensured. The specific features rely on the 
specific network identity of the device. Through this identity and through the specific 
credentials, the device usage of the network is authorized and a binding is created 
between the current attachment point in the network and the services used. Lawful 
interception will give defined authority the restricted and lawful controlled access to 
network and used IDs  

 Connectivity Management – monitoring and controlling the connectivity state of the 
devices. It will help to support the efficient monitoring and the control of network 
devices. This includes M2M equipment addressing, the scalable control of multiple 
devices pertaining to the same entity, such as multiple sensor and actuator devices in 
the same administrative domain or enterprise controlled devices.  

 Resource Management – QoS control, access network and core path selection, and 
computation offload support. This feature will support the overall network resource 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:S3C02-v3.jpg
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management including the interconnection and information transfer towards the 
NetIC. The resource management functionality enables the external entities to require 
a specific level of resources between different nodes in the network. This may 
represent mobile devices, data centers or any other operator entity able to 
communicate, as well as the entities which enable the communication with the other 
network operators. Based on these requirements, the resource management makes 
policy decisions and generates specific QoS and charging rules. These rules are then 
installed on the data path, guaranteeing that the resources are reserved according to 
the service applications. The installation may be done on plain legacy and operator 
networks or on the open networks controlled through the NetIC Generic Enabler. In 
case the resources cannot be guaranteed, due to a congestion state at the network 
level, a notification is transmitted as response to the resource requirements, enabling 
the connectivity requirements to be adapted to the current status of the network.  

 

 

Figure: Feature group for internal actions 

10.8.3 Modules for special network features  

The feature group for special network functions is defined by the following assets and will 
cover the GE as shown in Figure below (Feature group for special network features and 
issues).  

 Broadcast & Multicast – to optimize the network resources for information, which do 
not necessarily be handled by unicast connections. Some services are delivered at 
the same time to different users or devices. In this case, a multicast or broadcast 
delivery will optimize the usage of the network resources.  

 Small messages (pull and push modes) – for limited small information, e.g. sensor 
data. Small information ―packets‖ might not necessarily be transferred through IP 
packet because of the addressing overhead. This feature will offer a scalable solution 
for a high number of connected devices.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:S3C03-v3.jpg
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 Caching and aggregation – to optimize network resources and for applications which 
are time critical, then it makes sense to optimize the information close to the terminal 
for all kind of data transfers. It will support locally information delivery to optimize and 
to reduce the end-to-end resource usage for Internet applications.  

 

 

Figure: Feature group for special network features and issues 
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10.10 Detailed Specifications 

Following is a list of Open Specifications linked to this Generic Enabler. Specifications 
labeled as "PRELIMINARY" are considered stable but subject to minor changes derived from 
lessons learned during last interactions of the development of a first reference 
implementation planned for the current Major Release of FI-WARE. Specifications labeled as 
"DRAFT" are planned for future Major Releases of FI-WARE but they are provided for the 
sake of future users.  

10.10.1 Open API Specifications 

 Network Identity Management  

 

10.11 Re-utilised Technologies/Specifications  

 Telekom enabler and OneAPI SMS/MMS use OneAPI compliant APIs: 
http://oneapi.gsma.com/  

 API mediation and the Network Identity Management uses HTTP based APIs to the 
Service Provider, so it manages any kind of HTTP APIs, including OneAPI.  

 Network Identity Management and API Mediation are based of the functionality of 
http://www.openimscore.org  

 Seamless Network Connectivity based on the connectivity environment provided by 
http://www.openepc.org  

 The Network Identity Management is using the database of the Identity Management 
of the FI-WARE Security Chapter for the predefined user profiles in the SIP 
environment  

10.12 Terms and definitions  

This section comprises a summary of terms and definitions introduced during the previous 
sections. It intends to establish a vocabulary that will be help to carry out discussions 
internally and with third parties (e.g., Use Case projects in the EU FP7 Future Internet PPP). 
For a summary of terms and definitions managed at overall FI-WARE level, please refer to 
FIWARE Global Terms and Definitions  
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https://bscw.ict-etics.eu/pub/bscw.cgi/d37005/ETICS_D4.3_v1.0.pdf
https://www.ict-etics.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Network_Identity_Management
http://oneapi.gsma.com/
http://www.openimscore.org/
http://www.openepc.org/
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.IdentityManagement
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.IdentityManagement
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.Glossary.Global
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 Connected Devices: A connected or smart device can be an advanced device 

located at home, such as a set top box and multimedia device (including advanced 
TVs), PCs, storage (NAS like), indoor handset (home/advanced DECT), or game 
consoles. Furthermore, mobile devices, such as mobile/smart phones (GSM/3-4G), 
tablets, netbooks, on-board units, (in-car devices) or information kiosks are connected 
devices, too. It is very likely that new devices will appear and fall into this ―smart 
devices‖ category during the project execution (femto cells, etc.).  

 Cloud Proxy: A device encompassing broadband connectivity, local connectivity, 

routing and networking functionalities as well as service enabling functionalities 
supported by a modular software execution environment (virtual machines, advanced 
middleware). The ―Cloud Proxy‖ or ―Home Hub‖ is powerful enough to run local 
applications (for example home automation related tasks such as heating control or 
content related ones such as Peer to Peer (P2P) or content backup). It will also 
generally include local storage and may be an enabler for controlling privacy as some 
content or data could be stored locally and could be controlled only by the user 
without having the risk of seeing his/her data controlled by third parties under 
consideration of the overall security architecture.  

 Open Networking: Open networking is a concept that enables network nodes to 

provide intelligent network connectivity by dynamic configuration via open interfaces. 
Examples for provided features are the fulfillment of bandwidth or quality 
requirements, seamless mobility, or highly efficient data transport optimised for the 
application (e. g., with minimum network resource or energy consumption).  

 Network Service: Network Service is a control and policy layer/stratum within the 
network architecture of a service provider. The Network Service provides access to 
capabilities of the telecommunication network, accessed through open and secure 
Application Programming Interfaces (APIs) and other interfaces/sub-layers. The 
Network Service concept aims at providing stratum that serves value-added services 
and applications at a higher application and service layer and exploits features of the 
underlying transport and technology layer (e. g. via NetIC interfaces).  

 OpenEPC: OpenEPC is a prototype implementation of the 3GPP Evolved Packet 

Core (EPC) – Release 10 – that enables academia and industry researchers and 
engineers around the world to obtain a practical look and feel of the capabilities of the 
Evolved Packet Core. OpenEPC Rel. 3, the current version available, includes all the 
components of the 3GPP architecture including the interfaces with various access 
technologies and service platforms.  

 M2M: Machine-to-Machine is a method for interconnect machines to each other to 

exchange their information,e.g. between sensor and actor-networks over an instance 
which is controlling the end points  

 Diameter: Diameter is the successor of the common know RADIUS for centralized 

AAA functionality. It is more secure by using a tcp connectivity than udp and supports 
more functionality  
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11 Network Identity Management 
You can find the content of this chapter as well in the wiki of fi-ware. 

Please consider that this description is not final yet.  

11.1 Introduction to the S3C.IdentityManagementModule API 
(S3C.IdM) 

Please check the FI-WARE Open Specifications Legal Notice to understand the rights to use 
FI-WARE Open Specifications.  

11.1.1 S3C.IdM API Core 

In the first version of the he S3C.IdM API the main focus lies on SIP oriented applications. 
The services, which will use the Module, are needed to understand custom made private 
header P-Header in the SIP Signalling Messages (see RFC 3325 and RFC 3455). This 
approach will affect also the S3C inner & outer interfaces, because the Network IdM will be 
more or less handled like an additional SIP Proxy but will be located in the 
application/service layer, which means it is also a kind of application server. The two 
interfaces towards OpenIMS Core and OpenEPC will be changed to one connection towards 
the HSS interface. The Home Subscriber Server (HSS) is used to store the subscription 
profiles of all subscribers in an IMS-domain.  

11.1.2 Intended Audience 

The specification is more intended for the service developers, which can benefit from the 
Virtual Identity Attributes as well as On-Demand Service Provider which are able to provide 
the data with the help of SIP signalling, which the IdM Module will provide to the service. You 
should be familiar with:  

 IMS (IP Multimedia Subsystem)  

 SIP (Session Initiation Protocol)  

11.1.3 API Change History 

2012/11/07  

 Tidy up the documentation  

2012/10/17  

 Tidy up the documentation  

 Changed the structure regarding the features of the Network Identity Management  

 Added Third Party Call Control Feature  

 Added the Security Thoughts Section  

2012/05/16  

 Added Sequence Diagram + Text  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Network%20Identity%20Management
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Open_Specifications_Legal_Notice
http://tools.ietf.org/html/rfc3325
http://tools.ietf.org/html/rfc3455
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 Added some new P-Header fields  

2012/05/07:  

 Updated The Picture  

 Changed the underlying text regarding to the picture  

11.2 S3C.IdM API Information 

11.2.1 Intelligent Device Identification / Third Party Call Control 

The intelligent device identification can be used to distinguish different User Agents (UA) of 
one specific subscriber in an IMS Core environment.  

With the help of the RFC 5627 (Obtaining and Using Globally Routable User Agent URIs 
(GRUUs) in the Session Initiation Protocol) you are able to address only one specific User 
Agent Instance of a subscriber. Therefore it is needed that the User Agent has implemented 
the RFC 5627 (Obtaining and Using GRUU). Beside the possibility of different end users as 
well as different User Agents on a device, we define one user agent (sip client) per device, 
which leads to the device identification with the help of the user agent. We are not focusing 
on multiple instances per device but on multiple devices (each with one user agent) per 
subscriber.  

To understand how this is possible, you have to consider, that per subscriber a public identity 
(called IMPU) as well as at least one private identity (called IMPI) is necessary in the IMS 
Core. If a service or another subscriber wants to reach a user he tries to contact this 
subscriber via the public identity. The IMS Core forwards the SIP INVITE to all connected 
user agents of that registered profile - this means every connected device gets the INVITE 
which is not always the intended functionality.  

http://tools.ietf.org/html/rfc5627
http://tools.ietf.org/html/rfc5627
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11.2.1.1 General Architecture 

 

Figure IdM.1: General Architecture for Device Identification 

Each device has a specific identifier called GRUU, this is represented in the sip.instance. 
This identifier is transmitted via the header value "sip.instance" in the registration process at 
the contact header field. The Network IdM is involved in the registration process and knows 
therefore the connected devices per user over the instance ID (GRUU). The picture contains 
only example data. Usually the identification of a user agent is longer than 3 digits. 
Regarding RFC 5626, the sip instance is a Uniform Resource Name (URN) that uniquely 
identifies this specific UA instance. This identity appears in two variants. A temporary GRUU 
and a public GRUU. The Network IdM deals only with the public GRUU.  

11.2.1.2 Use Case: Video on Demand 

For the service providers the Identity Management is able to provide a list of contact points 
(User Agent Instances) per subscriber. Therefore the service is able to reach only one 
specific end users device. This is helpful for on demand consuming services. The service 
gets via the HTTP/REST interface the list of all connected devices per subscriber (e.g. 
bob@ims.domain). The documentation of that API is still under consolidation and will be 
published when this is finished. Regarding to the figure IdM.1, the service receives the list 
with four entries upon a request. The user decides to demands a specific video and chooses 
on which user agent instance he wants to obtain this video.  

This new created demand needs to be sent to the Network IdM over the HTTP/REST API 
with the following general information:  

http://tools.ietf.org/html/rfc5626
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:DeviceIdentification_v1.png


Future Internet Core Platform  

 

D.7.1.1b FI-WARE GE Open Specifications  Page 125   

 

 From  

 To  

 User Device Id.  

The Network IdM Feature Third Party Call Control (3PCC) will establish at first a connection 
towards the end user's target device (user agent instance). After that, it establishes the 
connection towards the "From" Address. The third step is to interconnect the two established 
connections. After this, the 3PCC Function is only a signalling proxy relay service to be 
always informed of the status of this flow.  

This mechanism is described in RFC 3725 (Best Current Practices for Third Party Call 
Control (3pcc) in the Session Initiation Protocol in section 10.1 Click-to-Dial).  

Next to the direct chosen UA instance, RFC 3840 describes a way to contact only feasible 
UA instances with a set of required capabilities. This additional feature needs more logic in 
the core network and is not implemented by now in the used OpenIMS Core and also not 
planned to get implemented.  

11.2.1.3 API Description 

This part is currently under construction and will be published as soon as possible. 
Nevertheless, it is considered to use the mechanisms and syntax of GSMA's oneAPI (see 
oneAPI and oneAPI's RESTful API for Voice Call Control) for the RESTful API towards the 
service providers.  

  

http://tools.ietf.org/html/rfc3725
http://tools.ietf.org/html/rfc3840
http://oneapi.gsma.com/
http://oneapi.gsma.com/voice-call-control-restful-api/
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11.2.2 Virtual Identities and Service Enhancement 

11.2.2.1 General Architecture 

 

Figure IdM.2: General Flow Architecture for Virtual Identities Use Case (No complete 
flow to keep up the overview) 

Use Case: Providing Virtual Identities towards a Service with additional Service 
Enhancement 

The main idea for the Identity Management Module is to use several Virtual Identities (see 
[Daidalos II]) for different purposes, which are belonging to one real person. This person can 
have different profiles, which are used for office, home, shopping or leisure and many more. 
For example, all these profiles can have different SIP User Identities or special attributes, 
which are useful to utilize special functionalities from a service.  

In this approach, a running IMS Core with its Home Subscription Server (HSS) as well as a 
user profile server (by now identified as Global Customer Platform from FI-WARE WP8) is 
needed to build up this scenario. The Network IdM is running as a separate service in the 
IMS environment.  

Picture 7.4.IdM.2 also depicts the general flow to interconnect the IdM into the SIP signalling 
flow. This picture shows that the user wants to exploit a service. An INVITE request will be 
established, which was created by the User Agent (UA) of the User Equipment (UE) and will 
be forwarded through the access network as well as the core network towards the IMS P-
CSCF/S-CSCF (Proxy/Serving-Call Session Control Function). In this request, the From and 
header field containing the generic identity which belongs to the subscriber.  

To get involved in the identity changing progress, it is necessary to apply a rule set for the 
subscriber, which want to use the Network IdM Module for multiple use of a service in 
different types of identities. The idea is to create Initial Filter Criteria (iFC) and Trigger Points 
(TP) to reroute the incoming request towards the Network IdM. The iFCs and the TPs are 

http://www.ist-daidalos.org/default.htm
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:IdM_architecture_v2.png
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mechanisms in the IMS Core for triggering requests on services or requests to other 
subscriber and reroute, deny or add/edit/remove SIP header in this request. However, this 
approach is still under discussion (therefore it has a red curve in the figure). After this packet 
flow, the Identity Management is involved in the whole initiation process by adding the SIP 
Header Record-Route with the value of the address of the Network IdM.  

After that, the IdM sends out a Customer Profile Request towards the Global Customer 
Platform (GCP). This platform stores user data which can be requested via a REST 
Interface. The database contains general user information like forename, last name, 
birthdate and much more, but can also contain customized fields like special interests in a 
keyword manner or a timetable array for reachability. Other types and data sets are also 
possible and are still under discussion.  

The HTTP response from the GCP contains a JSON array with the relevant information 
regarding the request. The Network IdM looks up in this array for a feasible Virtual ID of its 
own database with the user profile criteria. After that, the incoming request will be rewritten. 
There will be changes regarding the identity in the From and Contact Header fields of that 
request. Additionally, customized P-Header fields will be set for a better service experience. 
These fields for that enhancement are still under discussion. Nevertheless, some proposed 
examples can be found at section Interface towards a service.  

After that process, the signalling message has now the updated INVITE request and will go 
back to S-CSCF from the Network IdM. This core function will finally deliver the INVITE to the 
originally requested service. After that, the regular SIP Handshake can be established while 
including the Network IdM to function as a stateful proxy and rewrites the signalling message 
according to the direction.  

Once the session is established, the IdM will not be involved in the user data exchange. The 
data flows directly through the core and access networks to the User Agent and vice versa.  

When the user or the service is closing the established session, the S-CSCF has to involve 
the IdM again for finding out the originating session properties and establish a correct closing 
of the session.  
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11.2.2.2 Sequence Diagram 

 

Picture 7.4.IdM.3: S3C Identity Management Sequence Diagram for Virtual Identities 

In picture 7.4.IdM.3 you can see the sequence diagram of the involved Network IdM. This 
Management is only involved at the beginning of the establishment of the session. The 
Identity Module is partly Application Service as well as a stateful SIP Proxy. This means, that 
the IdM needs to be involved in all the transactions of the session establishment, but will only 
forward the messages since the change of the credentials. After step (6) the general SIP 
session establishment is in progress.  

The credentials of a user will be exchanged and become a feasible VID for that specific 
service. Additionally to the change of the identity information of Contact and From, private 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:IdM_Seq_Diagram_v2.png
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header (P-Header) for a better quality of experience of a service will be added, e.g. the 
birthday for age verification. Examples of the additional P-Headers can be found in 
subsection "Interface towards a service". These fields can be used for create feasible 
products, information or advertisements regarding the contents of the P-Header fields.  

Interface towards the user 

The user will have access to the Network IdM via a web interface over HTTP to manage his 
virtual identities. Therefore, the user needs a web browser to configure his identities. Other 
interfaces like REST for managing this are not planned yet. For the future release, it is 
considered to create a small application for android mobiles to switch the identities on the 
devices in a fast and easy way.  

Interface towards a service 

As mentioned in the text before, this version of the Network IdM will only focus on SIP 
communications. Therefore the SIP requests contain the regular header fields as well as 
additional ―private‖ header fields with the common syntax  

P-<HeaderName>: <HeaderValue>.  

The Network IdM will provide the private header fields and it is still under discussion and will 
be documented in further versions of this document.  

Possible header fields can be:  

 P-User-Birthday  

o Content-Type: String  

o Content-Constraints: YYYY/MM/DD | MM/DD  

o Example-Value: 1986/01/16  

 P-User-Age  

o Content-Type: Integer  

o Content-Constrains: None  

o Example-Value: 26  

 P-Additional-Contact  

o Content-Type: String  

o Content-Constraints: {name=contact_identifier}{,name=contact_identifier}*  

o Example-Value: 
skype=my_new_skype_name,msn=my_msn_name@hotmail.com,facebook=1
234567890312  

 P-GPS-Coords  

o Content-Type: String  

o Content-Constraints: floatpoint, floatpoint  

o Example-Value: 52.500556,13.398889  

 P-Real-Name  

o Content-Type: String  

o Content-Constraints: None  
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o Example-Value: Max Mustermann  

 P-Special-Interests  

o Content-Type: String  

o Content-Constraints: {interest}{,interest}  

o Example-Value: Sport,Shopping,Cars  

 P-Company  

o Content-Type: String  

o Content-Constraints: None  

o Example-Value: Company ABCDEFG Berlin Germany  

More headers can be easily added to the existing data structures. It depends on the 
requirement of a specific use case.  

11.3 Security thoughts 

11.3.1 Use of secure transmission 

The whole transaction should be encrypted via Transport Layer Security with the command 
―sips:‖. Given the fact that each involved IMS Proxy has to decrypt the message for routing 
the SIP message, the SIP signalling flow is Hop-by-Hop encrypted. This means that there will 
be no affects in the functional process of the Network IdM when the SIP signalling is 
encrypted, because every Hop has therefore to decrypt and encrypt the SIP signalling 
messages for processing. Therefore all signalisation should be established over encrypted 
data flows.  

11.3.2 Caching user specific information 

The Network IdM will only cache the current used data of the specific end user from the 
Global Customer Platform (GCP) via a hash table, until the session is closed or a timeout 
has triggered. This means, there will be no persistent data sets be stored in a database. 
There will be no saving procedures for storing the user‘s data out of the Global Customer 
Platform. The connection between the Network IdM and the GCP has to be strongly 
encrypted. Additional security settings like IP filtering should be considered for keeping a 
high secure level.  

Also there is no need for storing the GRUU identities of the end user‘s devices, because of 
the fluctuating behaviour of the user‘s mobile end devices when he is roaming. A periodically 
refreshment of the UA instances (via SIP method re-REGISTER) keep up the current list of 
user devices. It is also possible getting the latest capability information per device with a 
"silent" OPTIONS request to each UA instance.  

11.3.3 Obfuscate GRUUs 

With the given UA instance Ids (GRUU), service providers are able to track the user. You 
may see some analogies with the use of a MAC address for IPv6 addresses; the subscriber 
can be therefore worldwide identified. The Network IdM can push obfuscated identities 
towards each service. This mechanism is quite known like salting hash values. For each 
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connected service provider, the Network IdM can create a salted value and merge this with 
the real GRUU value. Service provider can therefore not connect each other and create 
tracking profiles per subscriber.  
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12 FI-WARE Open Specifications Legal Notice 
You can find the content of this chapter as well in the wiki of fi-ware. 

12.1.1.1 General Information  

"FI-WARE Partners‖ refer to Parties of the FI-WARE Project in accordance with the terms of 
the FI-WARE Consortium Agreement"  

12.1.1.2 Use Of Specification - Terms, Conditions & Notices  

The material in this specification details a FI-WARE Generic Enabler Specification 
(hereinafter ―Specification‖) in accordance with the terms, conditions and notices set forth 
below. This Specification does not represent a commitment to implement any portion of this 
Specification in any company's products. The information contained in this Specification is 
subject to change without notice.  

12.1.1.3 Copyright License  

Subject to all of the terms and conditions below, the copyright holders in this Specification 
hereby grant you, the individual or legal entity exercising permissions granted by this 
License, a fully-paid up, non-exclusive, nontransferable, perpetual, worldwide license, royalty 
free (without the right to sublicense) under its respective copyrights incorporated in the 
Specification, to copy and modify this Specification and to distribute copies of the modified 
version, and to use this Specification, to create and distribute special purpose specifications 
and software that are an implementation of this Specification.  

12.1.1.4 Patent Information  

The FI-WARE Project Partners shall not be responsible for identifying patents for which a 
license may be required by any FI-WARE Specification, or for conducting legal inquiries into 
the legal validity or scope of those patents that are brought to its attention. FI-WARE 
specifications are prospective and advisory only. Prospective users are responsible for 
protecting themselves against liability for infringement of patents.  

12.1.1.5 General Use Restrictions  

Any unauthorized use of this Specification may violate copyright laws, trademark laws, and 
communications regulations and statutes. This Specification contains information which is 
protected by copyright. All Rights Reserved. This Specification shall not be used in any form 
or for any other purpose different from those herein authorized, without the permission of the 
respective copyright owners.  

This Specification shall not be used in any form or for any other purpose different from those 
herein authorized, without the permission of the respective copyright owners.  

For avoidance of doubt, the rights granted are only those expressly stated in this Section 
herein. No other rights of any kind are granted by implication, estoppel, waiver or otherwise  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE%20Open%20Specifications%20Legal%20Notice
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Project_Partners
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Project_Partners
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12.1.1.6 Disclaimer Of Warranty  

WHILE THIS PUBLICATION IS BELIEVED TO BE ACCURATE, IT IS PROVIDED "AS IS" 
AND MAY CONTAIN ERRORS OR MISPRINTS. THE FI-WARE PARTNERS MAKE NO 
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO THIS 
PUBLICATION, INCLUDING BUT NOT LIMITED TO ANY WARRANTY OF TITLE OR 
OWNERSHIP, WARRANTY OF NON INFRINGEMENT OF THIRD PARTY RIGHTS, 
IMPLIED WARRANTY OF MERCHANTABILITY OR WARRANTY OF FITNESS FOR A 
PARTICULAR PURPOSE OR USE.  

IN NO EVENT SHALL THE FI-WARE PARTNERS BE LIABLE FOR ERRORS CONTAINED 
HEREIN OR FOR DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, 
RELIANCE OR COVER DAMAGES, INCLUDING LOSS OF PROFITS, REVENUE, DATA 
OR USE, INCURRED BY ANY USER OR ANY THIRD PARTY IN CONNECTION WITH THE 
FURNISHING, PERFORMANCE, OR USE OF THIS MATERIAL, EVEN IF ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES.  

The entire risk as to the quality and performance of software developed using this 
Specification is borne by you. This disclaimer of warranty constitutes an essential part of the 
license granted to you to use this Specification.  

12.1.1.7 Trademarks  

You shall not use any trademark, marks or trade names (collectively, "Marks") of the FI-
WARE Partners or the FI-WARE project without prior written consent.  

12.1.1.8 Issue Reporting  

This Specification is subject to continuous review and improvement. As part of this process 
we encourage readers to report any ambiguities, inconsistencies, or inaccuracies they may 
find by completing the Issue Reporting Procedure described on the web page http://www.fi-
ware.eu.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FI-WARE_Project_Partners
http://www.fi-ware.eu/
http://www.fi-ware.eu/
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