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1.1 Executive Summary  

This document describes the usage of each Generic Enabler provided by the "Security" 

chapter. It consolidates new contents and also contents in previous issues of Release 1. The 

reason for re-delivering parts that were already issued is twofold:  

 FI-WARE has made an effort to create a unified and improved format. The parts 

generated in the past are also provided in the new enhanced format for the sake of 

uniformity and readability.  

 A single reference document per chapter is clearer and easier to handle that two 

incremental issues.  
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1.2 About This Document  

This document comes along with the Software implementation of components, each release 

of the document being referred to the corresponding Software release (as per D.x.2), to 

provide documentation of the features offered by the components and interfaces to 

users/adopters. Moreover, it explains the way they can be exploited in their developments.  

1.3 Intended Audience  

The document targets users as well as programmers of FI-WARE Generic Enablers.  

1.4 Chapter Context  

The overall ambition of the Security Architecture of FI-WARE is to demonstrate that the 

Vision of an Internet that is "secure by design" is becoming reality. Based on achievements 

to date and/or to come in the short-term (both from a technological but also a standardization 

perspective) we will show that "secure by design" is possible for the most important core 

(basic) and shared (generic) security functionalities as anticipated by the FI-WARE project 

and in accordance with the requirements of external stakeholders and users such as the FI 

PPP Use Case projects. The ―secure by design‖ concept will, therefore, address both the 

security properties of the FI-WARE platform itself and the applications that will be built on top 

of it.  

In this section the foreseen high-level functional architecture is described, introducing the 

main modules and their expected relationships, then depicting the most important modules in 

detail along with their main functionalities.  

The high level architecture is formed by four main modules: Security monitoring mechanisms 

(M1), a set of General Core Security Mechanisms (e.g. Identity Management and Privacy 

solutions) (M2), Context-Based Security and Compliance (M3) where an enhanced version of 

USDL for security will support the matching of security goals with available security services 

while addressing compliance management, and a set of universally discoverable Optional 

Generic Security Services (M4) that will be instantiated at runtime and can be dynamically 

reconfigured (triggered by M3) based on the needs of specific scenarios.  

The overall security plane of the FI-WARE architecture will interlink with practically all its 

functional modules. In order to simplify the description of these links subsequently the main 

components as well as their technical relationships with only the Application and Service 

Ecosystem and Delivery Framework and FI PPP Use Case projects are depicted:  

The core general security mechanisms for the FI-WARE project will be provided by M2, 

including support for Identity Management, Authentication Authorization and Access, and 

Privacy. M3 will provide the required language and tools for describing services in the FI and 

their security needs. Where specific scenarios will require optional generic security services 

these can be consumed on a basis of what is provided by M4. A key architectural 

assumption is that security services may fail. Security monitoring mechanisms as provided 

by M1 may detect deviations with respect to the expected behaviour and signal this to M3 to 

take action (e.g. invoke alternative security services or trigger countermeasures if under 

attack).  
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FI-WARE GEs to be developed and/or integrated as part of the Security chapter will 

materialize the (Security) Reference Architecture sketched in Figure below. This Reference 

Architecture comprises:  

 A component able to dynamically invoke and compose security services to answer 

related security needs while dealing with constraints which may apply (e.g. 

regulatory).  

 A set of GEs for a number of shared security concerns (i.e. identity and access 

management as well as privacy and auditing) that are considered core and therefore 

present in any FI-WARE Instance.  

 A set of optional Security GEs to address current and future requests from concrete 

Usage Areas.  

 An advanced security monitoring system that covers the whole spectrum from 

acquisition of events up to display, going through analysis but also going beyond 

thanks to a digital forensic tool and assisted decision support in case of cyber attacks.  

 

 
FI-WARE High Level Security Architecture 

More information on the Security Chapter and FI-WARE in general can be found within the 

following pages:  

http://wiki.fi-ware.eu  

The Architecture of Security in FI-WARE  

Materializing Security in FI-WARE  

http://wiki.fi-ware.eu/
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Security_Architecture
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Materializing_Security_in_FI-WARE
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:FIWARE_Sec_Arch_V.jpg
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1.5 Structure of this Document  

The document is generated out of a set of documents provided in the public FI-WARE wiki. 

For the current version of the documents, please visit the public wiki at http://wiki.fi-ware.eu/  

The following resources were used to generate this document:  

D.8.4.1b FI-WARE User and Programmers Guide front page  

MulVAL Attack Paths Engine - User and Programmer Guide  

Service Level SIEM - User and Programmer Guide  

Identity Management One IDM - User and Programmer Guide  

Identity Management GCP - User and Programmer Guide  

Data Handling GE - User and Programmer Guide  

DB Anonymizer GE - User and Programmer Guide  

 

1.6 Typographical Conventions  

Starting with October 2012 the FI-WARE project improved the quality and streamlined the 

submission process for deliverables, generated out of the public and private FI-WARE wiki. 

The project is currently working on the migration of as many deliverables as possible towards 

the new system.  

This document is rendered with semi-automatic scripts out of a MediaWiki system operated 

by the FI-WARE consortium.  

1.6.1 Links within this document  

The links within this document point towards the wiki where the content was rendered from. 

You can browse these links in order to find the "current" status of the particular content.  

Due to technical reasons not all pages that are part of this document can be linked 

document-local within the final document. For example, if an open specification references 

and "links" an API specification within the page text, you will find this link firstly pointing to the 

wiki, although the same content is usually integrated within the same submission as well.  

1.6.2 Figures  

Figures are mainly inserted within the wiki as the following one:  

 

[[Image:....|size|alignment|Caption]] 

Only if the wiki-page uses this format, the related caption is applied on the printed document. 

As currently this format is not used consistently within the wiki, please understand that the 

rendered pages have different caption layouts and different caption formats in general. Due 

to technical reasons the caption can't be numbered automatically.  

1.6.3 Sample software code  

Sample API-calls may be inserted like the following one.  

 

http://wiki.fi-ware.eu/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/MulVAL_Attack_Paths_Engine_-_User_and_Programmer_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Service_Level_SIEM_-_User_and_Programmer_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Identity_Management_One_IDM_-_User_and_Programmer_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Identity_Management_GCP_-_User_and_Programmer_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Data_Handling_GE_-_User_and_Programmer_Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/DB_Anonymizer_GE_-_User_and_Programmer_Guide
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http://[SERVER_URL]?filter=name:Simth*&index=20&limit=10 
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2 MulVAL Attack Paths Engine - User and 
Programmer Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

2.1 Introduction  

Welcome the User and Programmer Guide for the Attack Path Engine. Attack Path Engine is 

an application, that interacts with other services of the Security Monitoring GE.  

The Attack Path Engine is an end-to-end framework and reasoning system that conducts 

multihost, multistage vulnerability analysis on a network. The Attack Path Engine adopts 

Datalog (a query and rule language for deductive databases, subset of Prolog) as the 

modeling language for the elements in the analysis (bug specification, configuration 

description, reasoning rules, operating-system permission and privilege model, etc.)and to 

produce logical attack graphs. It has leveraged existing vulnerability-database and scanning 

tools by expressing their output in Datalog to feed its reasoning engine (see Figure 1 - The 

MulVAL-Attack-Paths Framework). The inputs of MulVAL’s tool are:  

 Advisories: What vulnerabilities have been reported and do they exist on my 

machines?  

 Host configuration: What software and services are running on my hosts, and how 

are they configured?  

 Network configuration: How are my network routers and firewalls configured?  

 Principals: Who are the users of my network?  

 Interaction: What is the model of how all these components interact?  

 Policy: What accesses do I want to allow?  

Figure 1 - The 

MulVAL-Attack-Paths Framework  

 

It takes as input a set of first-order logical configuration predicates and produces the 

corresponding attack graph. These configuration predicates include network specific security 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/MulVAL%20Attack%20Paths%20Engine%20-%20User%20and%20Programmer%20Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Mulval_framework.jpg
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policies, binding information and vulnerability data gathered from vulnerability databases. 

The Attack Path Engine identifies possible policy violations through logical inference.The 

Attack Path Engine data model relies on the exploit range (local or remote) and the privilege 

escalation consequence data that are stored in NIST NVD.  

Figure 2 - a small MulVAL Logical Attack Paths  

 

Attack graph presents a qualitative view of security discrepancies:  

 It shows what attacks are possible, but does not tell you how bad the problem is.  

 It captures the interactions among all attack possibilities in your system.  

2.2 User Guide  

This User Guide address the run of MulVAL-Attack-Paths Engine.  

MulVAL-Attack-Paths Engine (Multi-host, multi-stage Vulnerability Analysis) uses Datalog (a 

subset of Prolog) to produce logical attack graphs. It takes as input a set of first-order logical 

configuration predicates and produces the corresponding attack graph. These configuration 

predicates include network specific security policies, binding information and vulnerability 

data gathered from vulnerability databases. MulVAL-Attack-Paths Engine identifies possible 

policy violations through logical inference.  

MulVAL-Attack-Paths Engine comprises a scanner—run asynchronously on each host and 

which adapts existing tools such as Nessus to a great extent—and an analyzer, run on one 

host whenever new information arrives from the scanners.  

A Nessus scanner takes such formalized vulnerability definitions and tests a machine for 

vulnerable software. The result is converted into Datalog clauses like the following:  

vulExists(webServer, ’CAN-2002-0392’, httpd).  

Namely, the scanner identified a vulnerability with CVE id CAN-2002-0392 on machine 

webServer. The vulnerability involved the server program httpd. However, the effect of the 

vulnerability—how it can be exploited and what is the consequence — is not formalized in 

OVAL. NVD the vulnerability database developed by the National Institute of Standards and 

Technology (NIST), provides the information about a vulnerability’s effect through CVSS 

Impact metrics. The relevant information is converted from CVSS into Datalog clauses such 

as  

vulProperty(’CAN-2002-0392’, remoteExploit,privilegeEscalation).  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Small_mulval_logical_attack_graph.jpg
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MulVAL-Attack-Paths Engine models elements in Datalog. The model elements are recorded 

as Datalog facts. MulVAL-Attack-paths Engine requires all Datalog facts to be defined prior 

to performing any analysis. Missing or incorrect facts will result in a misleading analysis of 

the system being modelled. The following table (Table 1 – MulVAL-Attack-Paths Engine 

Model Element) shows the elements modelled by MulVAL-Attack-Paths Engine and their 

Datalog fact statements.  

 
Table 1 – MulVAL-Attack-Paths Engine Model Element  

 

How the MulVAL Datalog facts interrelate is recorded as Datalog reasoning rules that are 

shown in the following table (Table 2 – MulVAL-Attack-Paths Engine Rules).  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Mulval_Model_Element.jpg


Future Internet Core Platform  

 

D.8.4.1b FI-WARE User and Programmers Guide  Page 11   

 

 
Table 2 – MulVAL-Attack-Paths Engine Rules.  

 

You can run the MulVAL-Attack-Paths Engine directly, if you already have an input file:  

graph_gen.sh INPUT_FILE [OPTIONS]  

 

There is a simple input file in testcases/nessus/nessus_report_apache_dos.nessus  

This input is for the 1 host example in the MulVAL-Attack-Paths Engine.  

You can run it to check whether the Attack Path Engine is working correctly:  

./nessus_translate.sh ../testcases/nessus/nessus_report_apache_dos.nessus  

./graph_gen.sh summ_oval.P -v -p  

 

By default MulVAL-Attack-Paths Engine outputs the attack graph in textual format 

(AttackGraph.txt) and xml format (AttackGraph.xml). The meaning of these formats are self-

explanatory.  

When the "-v" option is invoked, a visual representation of the attack graph will be produced 

in AttackGraph.pdf through GraphViz. If you have the environment variable PDF_READER 

set up, the program will be used to open the pdf file automatically.  

When the appropriate options are specified (see below), MulVAL Attack Path Engine also 

outputs the attack graph information in CSV format: VERTICES.CSV and ARCS.CSV.  

The CSV files can be used by a render program to produce various views of the attack graph 

later (see below).  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Mulval_Rules.jpg
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The MulVAL-Attack-Paths Engine will also output a number of other temporary files in the 

folder where the program is run. So it is a good idea to run it in a separate folder to avoid 

cluttering.  

 

ATTACK GRAPH GENERATION OPTIONS:  

 

-l: output the attack-graph in .CSV format  

-v: output the attack-graph in .CSV and .PDF format  

-p: perform deep trimming on the attack graph to improve visualization  

(SHOULD NOT BE INVOKED IN PRODUCTION USE)  

 

REASONING OPTIONS:  

 

-r | --rulefile RULE_FILE  

Use RULE_FILE as the interaction ruleset  

 

-a | --additional ADDITIONAL_RULE_FILE  

Use ADDITIONAL_RULE_FILE in addition to the specified interaction ruleset.  

 

-g | --goal ATTACK_GOAL  

Specify a single attack goal  

--cvss: use the CVSS information contained in the input file  

-ma: use the CVSS information contained in the input file, and perform grouping on the input 

file. When this option is used, the input file must contain the grouping information (see 

section II below)  

 

RENDERING OPTIONS:  

--arclabel: output lables for the arcs --reverse: output the arcs in the reverse order --nometric: 

do not show the metric information --simple: do not show the vertex fact labels (USE THIS 

OPTION WHEN THE ATTACK GRAPH BECOMES TOO BIG to visualize)  

 

After you have run the graph_gen.sh script, you can also invoke the render.sh to use the 

different rendering options. Simply issue the render.sh command in the same directory.  

render.sh [RENDERING OPTIONS]  

2.3 Programmer Guide  

You can either run the MulVAL attack-graph generator directly, if you already have an input 

file; or you can run the appropriate adapters to create the input files and then run the attack-

graph generator.  

 

I. Preparing MulVAL input file using adapters  

This package contains a number of adpater programs to aid in creating MulVAL input files 

from an enterprise network. A number of steps need to be taken as outlined below.  

Step 1:  
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Set up an empty MySQL database for storing NVD data, and put the database connection 

information into config.txt in a directory where you want to run the MulVAL adapters. 

Example config.txt:  

jdbc:mysql://www.abc.edu:3306/nvd user_name password  

 

Then you can populate the NVD database by typing "nvd_sync.sh". This needs to be done as 

often as desired to keep the local MySQL database in sync with NVD.  

Step 2: Translating OVAL/Nessus report into Datalog format.  

For OVAL:  

oval_translate.sh XML_REPORT_FROM_IN_OVAL  

-The first parameter is the xml file of OVAL scanning result.  

-The output will be in oval.P, summ_oval.P, and grps_oval.P  

oval.P is the raw input to MulVAL  

summ_oval.P is a summarized input after performing grouping as outlined in [3].  

 

THIS INPUT FILE IS TO BE USED WITH THE -ma OPTION.  

(grps_oval.P contains mapping from vuln groups to raw vuln's)  

 

For NESSUS:  

nessus_translate.sh XML_REPORT_FROM_NESSUS  

-The first parameter is the XML file of NESSUS scanning result.  

-The output will be in nessus.P, summ_nessus.P, and grps_nessus.P  

 

nessus.P is the raw input to MulVAL  

summ_nessus.P is a summarized input after performing grouping as outlined in [3]  

 

THIS INPUT FILE IS TO BE USED WITH THE -ma OPTION.  

(grps_nessus.P contains mapping from vuln groups to raw vuln's)  

Step 3:  

Creating hacl tuples  

 

We assume all machines within the same scanning report can be reached by each other 

freely.  

The connection information can be customized as hacl(Host1, Host2, Protocol, Port) in the 

MulVAL-Attack-Paths Engine input file.  

All the translated input files will then need to be combined into a single input file.  

Step 4:  

Creating MulVAL attack paths  

 

Once the input file is created, please refer to the instruction in section I to generate attack 

graph.  

 

II. Advanced Usage  

 

A. Creating customized rule set.  
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To develop your own interaction rules, you can create new rule files, e.g. 

"my_interaction_rules.P", and use the "-r" or "-a" options to load your rule files. The default 

rule files can be found under the kb/ folder in this package  

At the beginning of a rule file, you must declare the primitive and derived predicates, and 

table all derived predicates. Facts with primitive predicates come from the input, and facts 

with derived predicates are defined by the interaction rules. Every predicate used by the 

interaction rules must have a declaration of either "primitive" or "derived", otherwise you may 

get an error message of "undefined predicate" during evaluation, and the attack graph 

generation may fail with a warning message telling you which predicate's declaration is 

missing.  

Tabling will prevent the XSB reasoning engine from entering an infinite loop and increase the 

efficiency of reasoning by memoizing intermediate results.  

Each interaction rule is introduced by "interaction_rule(Rule, Label)", where Rule is a Datalog 

rule and Label is some plain-text explaining its meaning. The labels will become annotations 

in attack paths.  

Once you have developed your own rule set, you can test it by using the "-r RULEFILE" 

option with graph_gen.sh to let it load RULEFILE instead of using the default rulesets. If you 

want your rule file to be addition to the default ruleset, you can use the "-a RULEFILE" option 

instead.  

 

B. Calculating risk metrics based on CVSS and MulVAL attack paths  

 

We have included a quantitative risk assessment algorithm based on Wang et al. [4]. It 

combines the CVSS metrics and the attack graph to compute a probabilistic risk metrics for 

the enterprise network. To run the metric program, type in the following command where the 

attack-graph output is located:  

probAssess.sh  

There is also a script that integrates multiple steps: creating MulVAL attack graph, running 

the risk metrics algorithm and display the attack graph with metrics:  

riskAssess.sh INPUT [OPTIONS]  

It will run MulVAL-Attack-Paths Engine on the input file. This script will always use the -ma 

(modeling artifact) option to generate attack graph. Please use summ_oval.P (generated by 

oval_translate.sh) or  

summ_nessus.P (generated by nessus_translate.sh) as the INPUT.  

Use OPTIONS to pass any additional options to the MulVAL-Attack-Paths generator 

(graph_gen.sh)  
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3 Service Level SIEM - User and Programmer 
Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

3.1 Introduction  

The Service Level SIEM (SLS) product to be delivered by Atos in FI-WARE for the 

implementation of the Service Level SIEM component included in the Security Monitoring GE 

is based on a standard distribution of the open source OSSIM SIEM.  

OSSIM is a security event monitor system. It will check the network for latent problems or for 

hints of what will turn in potential problems in the future. The security events are collected 

from the network interface or from the logs of the operative system and applications that are 

usually centralized in the syslog server.  

First release deliverable is the Atos preconfigured version of this open source component.  

Second release deliverable is going to be the advanced Service Level SIEM (SLS) currently 

under development by Atos.  

For a detailed user manual of OSSIM, please refer to the standard AlienVault documentation 

at:  

http://www.alienvault.com/wiki/doku.php?id=user_manual:introduction  

However, the main steps to use and manage OSSIM will be included below.  

3.2 OSSIM management interface  

This is the main tool to configure the OSSIM node, its interaction with the rest of the network, 

the way to detect and response to given security events, and the way to correlate these 

events.  

To access this interface, go to: https://ossimsiem.lab.fi-ware.eu/ossim/session/login.php  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Service%20Level%20SIEM%20-%20User%20and%20Programmer%20Guide
http://www.alienvault.com/wiki/doku.php?id=user_manual:introduction
https://ossimsiem.lab.fi-ware.eu/ossim/session/login.php
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OSSIM management screen 

3.2.1 Interface overview  

The interface is separated in several tabs:  

 

 Dashboards  

The dashboards give you an overview of the security events detected, alarms, and tickets 

assigned to the user.  

It shows visual counters and statistics of the most important events, their type, and in short, if 

something requires your immediate attention.  

 

 Incidents  

Here is the detailed list of the tickets assigned to the user, and alarms with their specific 

information, such as the date, priority, risk, status, and a brief historical of the actions taken 

by other administrators.  

 

 Analysis  

A table with the last events detected, their type, date, source, destination, OSSIM node that 

detected it, and risk  

From here the user can search by different criteria (e.g. the source IP) to detect patterns in 

the events, for example, too many 404 errors coming from a single IP address or a group of 

IPs could indicate that a Denial of Service attack is being attempted against the server.  

This includes a real time list of events detected which refreshes every couple of seconds.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Screenshot-10.png


Future Internet Core Platform  

 

D.8.4.1b FI-WARE User and Programmers Guide  Page 17   

 

 
Event table 

 

 Reports  

A place to generate a variety of reports in PDF files (e.g. Top attackers, alarms, tickets, 

different metrics, etc)  

 

 Assets  

OSSIM can be an standalone node in the network, or be just a collector of events in a 

subnetwork that will be centralized in a main node. This interface will allow the user to search 

an add other OSSIM nodes in the network, in order to collect the events detected from the 

other nodes.  

 

 Intelligence  

As the name implies, this section will hold the logic that will be applied to the events, and 

how the system will respond on each case.  

Policy/Actions  

The user can specify how the system will react to events, depending on several 

conditions, like the source/destination IP, port, time/date range, and the type of event.  

An specific action(s) can be applied when a detected event matches these conditions, 

to either open a ticket, send an email, or execute a console command.  

 

Correlation Directives  

Here the user can create more complex rules by correlating different events.  

 

 Situational Awareness  

Here there are statistics about the network and about the state of the OSSIM nodes in the 

network, explained more in detail here: ( Fiware - OSSIM - Diagnostics )  

 

 Configuration  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Service_Level_SIEM_-_Installation_and_Administration_Guide#Diagnosis_Procedures
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Event-list.png
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Lastly, here you can configurate the server backup/update schedules, create/delete users, 

enable/disable services, etc.  

3.3 Programmer guide  

OSSIM will detect and store events depending the type of plugin it has configured, and also 

has a variety of presets with the most common type of attacks.  

These can help you to have a certain level of protection for your network, however, the 

attacks constantly evolve and adapt to work around a system's security.  

OSSIM allows you to create your own complex rules and detect attacks based in patterns, so 

you can adapt your system to counter the new ways of attack.  

 

3.3.1 Misuse cases  

(This guide will try to cover the most important points around the event detection/correlation 

process with a couple of Misuse cases.)  

 Misuse case 1  

An intruder is analyzing the system's potential vulnerabilites and open ports using a Port 

scanning attack.  

This case has a relatively easy complexity because it can be detected with one of the several 

policy sets included in OSSIM.  

 

 Misuse case 2  

An intruder is attempting to log into a Windows machine in the network with a Brute force 

attack (consecutively attempting passwords until one of them succeeds)  

This case has a mild complexity because a bad configured rule could result in a lot of false 

positives, specially in a big network. You can not just sent an alert to the administrator every 

time someone fails to authenticate, because it is a fairly common issue (e.g. the user 

forgot/mistyped its password)  

Additionally, OSSIM is running over Linux but the attacked system is using Windows, so the 

SIEM has to be configured to support these events.  

3.3.2 Detecting events  

OSSIM must be configured to detect events in all the expected input types to translate them 

to the OSSIM format in order to store them in its database. Otherwise it will ignore what it 

can not "understand".  

OSSIM can detect events from either a network interface (e.g. eth0) or from a logger file (e.g. 

syslog).  

 

 Adding plugins  

First, you need to activate the plugin that corresponds to the type of events you need.  

Use the following command to start the wizard:  

 # ossim-setup  
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Select Change Sensor Settings, then Enable/Disable monitor plugins and add the snare 

plugin (to consider Windows events).  

Also make sure that OSSIM is listening the eth0 network interface (check: select interfaces 

in promiscuous mode) which will detect events for the first misuse case.  

 

 
OSSIM Configuration screen 

 

After that, restart the agent daemon with the command:  

 /etc/init.d/ossim-agent restart  

 

 Setting up the plugins  

There are two types of plugins:  

detector  

Reads a file and checks for any changes (logger files)  

monitor  

Listens events from a network interface  

 

The plugins available in OSSIM are in the directory /etc/ossim/agent/plugins/. (Here you 

can find the Windows plugin 'snare.cfg' )  

The plugins are structured in sections, marked between brackets.  

The following, for example, is the header of the snare plugin (showing the plugin_id '1518' , 

the type of plugin 'detector' and the path of the file it reads '/var/log/snare.log' ).  

 

; plugin_name: snare 

; type: detector 

; plugin_id: 1518 

; 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:OSSIMConf_1.jpg
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[DEFAULT] 

plugin_id=1518 

 

[config] 

type=detector 

enable=yes 

 

process=rsyslogd 

start=no    ; launch plugin process when agent starts 

stop=no     ; shutdown plugin process when agent stops 

startup=/etc/init.d/rsyslog start 

shutdown=/etc/init.d/rsyslog stop 

 

source=log 

location=/var/log/snare.log 

 

The configuration of Snare for Windows, the connection to the Syslog server and the 

configuration of Syslog to filter the snare events to /var/log/snare.log are beyond the scope 

of this guide, so they are going to be skipped  

 

The plugin translates the Snare logs to OSSIM format using a regular expression and fills the 

OSSIM fields so it can be compared and correlated with other events.  

 

regexp="^(?P<date>\w+ \d{1,2} \d{1,2}:\d{1,2}:\d{1,2}) 

(?P<host>\S+)(#011|\s)MSWinEventLog(;|#011)\d+(;|#011)(?P<type>\w+)(

;|#011)\d+ 

(;|#011)(?P<date_event>\w{3} \w{3} \d{2} \d{1,2}:\d{1,2}:\d{1,2} 

\d{4})(#011|;)(?P<sid>\d+)(;|#011)(?P<msg>[^;#011]+)(;|#011)(?P<user

> 

[^#;]+)(;|#011)[^#;]+(;|#011)(?P<type_2>[^#;]+)(;|#011)[^#;]+(;|#011

)(?P<msg_2>[^#;]+)(;|#011)(;|#011)(?P<msg_3>[^:]+)Subject:(?<msg_4>.

*)" 

date={normalize_date($date_event)} 

plugin_id=1518 

plugin_sid={$sid} 

src_ip={resolv($host)} 

username={$user} 

userdata1={$type_2} 

userdata2={$msg} 
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userdata3={$msg_2} 

userdata4={$msg_3} 

userdata5={$msg_4} 

Now OSSIM can detect Snare events, and add them to its database every time the file 

/var/log/snare.log changes (if the structure matches the Regexp)  

 
Login Failed event 

Each plugin has an ID and each event regarding this plugin has another ID too. In this case, 

the Snare plugin ID is 1518, and the Login Failed event ID is 4625.  

This is important when you want to configure OSSIM to execute an action if it detects an 

event that interests you or to work with rule correlation.  

3.3.3 Policies and Actions  

We are going to set an action to respond to a simple event in order to tackle the misuse case 

1.  

Go to Intelligence -> Policy & Actions -> Actions -> New  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Snare-log-loginfailed.png
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OSSIM New Action 

 

There are 3 types of actions:  

 Open a ticket  

This is to create and assign a new ticket to a given user in order to delegate the 

function to investigate a certain problem to someone with expertise in that matter.  

When that user logs in to the OSSIM interface, he/she will see a new ticket in the list 

and can decide what actions to take.  

 Send an email  

This is the same as before, but here an email will be sent to that user, which is fully 

customizable to include parts of the event (source/destination IP, port, date, type, 

priority, etc)  

 Execute a command  

This is a rather powerful option because it allows the user to execute a bash script 

with the event parameters as input and do virtually anything that can be done with a 

console, both locally or from a remote computer.  

 

For this example we are going to open a ticket:  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewAction.png
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OSSIM Ticket creation 

Now, we have an action to be selected in the definition of new policies:  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Actions.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:TestPortScanTicket.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Actions.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:TestPortScanTicket.png
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OSSIM Actions list 

 

Once we have an action defined, we can create a policy that launches this action.  

Go to Intelligence -> Policy & Actions -> Policy -> New  

 
OSSIM New Policy 

Here you will find the following screen to define the Policy Rule Name and the conditions for 

this policy (more than one action can be applied to a same policy):  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewPolicy.png
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OSSIM Policy Configuration 

 

In the misuse case 1, the intruder can be from anywhere and attack any machine in the 

network, so we select Any as the SOURCE and DESTINATION.  

 
OSSIM Policy Configuration 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewPolicyConditions.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:DestinationCondition.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewPolicyConditions.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:DestinationCondition.png
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For EVENT TYPES we can select a type of event or a group of events we want to belong to 

this policy. There is already a Port scan DS group, but we can select any type of event for 

the wide range of plugins in OSSIM or even define a new DS group. Please note that we 

must deselect the default ANY before selecting other DS group.  

 
OSSIM Policy Configuration 

 

Lastly, as Policy Consequences we add the action that we created before to open a ticket 

from the Available Actions (more than one action can be applied to a policy).  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:DSGroupPolicy.png
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OSSIM Policy Configuration 

 

After Update Policy, every time that OSSIM detects a Port scan event, a ticket is sent to the 

selected user.  

 
OSSIM Policies list 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PolicyConsequences.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PortScanRule.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PolicyConsequences.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PortScanRule.png
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3.3.4 Correlating events  

Event correlation is a way to create complex rules that imply more than one event, adding 

certain conditions.  

The naive solution would be just adding a policy for a failed login event, but this means that 

an administrator will have to deal with a lot of false positives from genuine users that just 

forgot/mistyped their password.  

Also, in a big network it is not unusual that the number of these events can reach hundreds 

or thousands in an hour or a day.  

In the misuse case 2, there will be a big number of failed attempts too but with a particular 

username and coming from the same machine.  

 

From this we can create a tree of events for the misuse case that will be the structure of the 

correlation directive:  

 User Bob fails to authenticate (root of the tree and start of the correlation)  

* User Bob authenticates correctly (user just forgot/mistyped the password, but he 

logged in the second attempt)  

This will be a leaf of the tree and will terminate the correlation rule.  

* User Bob fails to authenticate more than 5 times (user keeps entering the 

password incorrectly)  

This will be the other leaf of the tree but also will trigger the alarm because there is a 

big chance that an intruder is trying to steal Bob's credentials.  

 

3.3.4.1 Writing a correlation rule  

Now we go to the wizard to add the new correlation rule:  

Go to Intelligence -> Correlation directives -> Add directive  
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OSSIM New Directive 

 

Follow the wizard and start adding a Name for the directive and a Priority (between 0 and 

5):  

 
OSSIM New Directive 

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NameNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:NameNewDirective.png
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OSSIM New Directive 

 

Then, select the plugins for the event types you are going to consider. For the misuse case 

2, you can search by pluginID 1518 and the snarewindows plugin will appear:  

 
OSSIM New Directive 

Once a plugin is selected you must select the event sub-types to be included in the directive. 

For the misuse case 2, search and select the event IDs 4624 (for successfully login) and 

4625 (for failed login).  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PriorityNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PluginsNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PriorityNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:PluginsNewDirective.png
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OSSIM New Directive 

 

For each of the selected events, a wizard is shown regarding the source/destination 

host/network and ports. Empty selection means ANY asset. You can also add Reputation 

Options but for this misuse case we will not consider this option.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SubtypeNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SrcNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SubtypeNewDirective.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SrcNewDirective.png
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OSSIM New Directive 

 

Select ANY protocol and add the alientvault sensor (to include the OSSIM server itself as 

sensor).  

 
OSSIM New Directive 

 

Finally, indicate the reliability (the last step is for User Data but we will leave them empty). It 

is important to note that an alarm is triggered when Risk reaches the value of 1 or more, so 

you need to change the reliability of the rule to increase or decrease the risk accordingly:  

Risk = (priority * reliability * asset_value) / 25  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SensorNewDirective.png
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OSSIM New Directive 

 

The new rule is created under the User Category:  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:RelNewDirective.png
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OSSIM New Directive 

 
OSSIM New Directive 

 

This rule only has the skeleton of what we need, but to add intelligence to this correlation, we 

need to edit the XML:  

Go to Intelligence -> Correlation directives -> Search for the User category -> and click on 

the blue icon < > (Edit XML directive file)  

 
OSSIM New Directive 

 

Now modify the rule to fit the tree structure we defined above:  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:ListDirectives.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Correlation1.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive1.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:ListDirectives.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Correlation1.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive1.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:ListDirectives.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Correlation1.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive1.png
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OSSIM New Directive 

 

Now a new event with ID 500001 (the id of the directive) will be triggered when the exact 

conditions happen. The same user fails to log in for 5 times in a row. That is, if he/she logs in 

successfully before the 5 times, the rule will not be triggered. So, we can play with this value 

or add more complexity to the rule creating more levels of the tree.  

And so, we have tackled the misuse case 2 with a correlation rule.  

3.3.5 Additional notes  

This new event with ID 500001 will work as a regular event, so we can apply Policies and 

Actions to it or we can even create a new directive that feeds from these event types and 

then create correlations over the correlated events.  

 

Also note that since the Risk increases to 1, it will also create an alarm which will be added 

to the list of alarms in: Incidents -> Alarms  

 

Here there is a snapshot for alarms created with a directive involving an user logging in two 

or more times in a system that is meant to allow only one active session per user.  

 
 

This system needed a customized rule that allows just one log in per user. If the user logs in 

from an IP and then logs in from a different IP, the alarm will be triggered (because an 

intruder has logged in using stolen credentials). If the user logs out and then logs in again, 

the alarm will not be triggered.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive2.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Alarms.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive2.png
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Alarms.png
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This is the correlation rule:  

 
Note the from="!1:SRC_IP" which means: "event coming from an IP different than 1 rule 

above this one"  

You can refer to information from relative positions in the directive.  

 

Please refer here for an extended manual about correlation rules:  

http://www.alienvault.com/wiki/doku.php?id=user_manual:intelligence:correlation_directives:d

irectives  

http://www.alienvault.com/wiki/doku.php?id=user_manual:intelligence:correlation_directives:directives
http://www.alienvault.com/wiki/doku.php?id=user_manual:intelligence:correlation_directives:directives
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Directive3.png
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4 Identity Management One IDM - User and 
Programmer Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

4.1.1 Introduction  

This document is intended as a user and programmer’s guide of the One-IDM system.  

4.1.2 The One-IDM system  

4.1.2.1 Demo use case: web shop  

In order to access this demo web service, direct your web browser (tested with Firefox, 

Chrome, Safari) to http://easybuy:81/shop/catalog.  

You have to make sure that "easybuy" and other domain names can be resolved to IP 

address 85.182.208.140 either by adding the lines  

 85.182.208.140 easybuy  

 85.182.208.140 idm.nsn.com  

 85.182.208.140 payb.nsn.com  

to your local machine's hosts file (/etc/hosts on Linux, 

c:\Windows\System32\drivers\etc\hosts on Windows) or by setting up a local DNS server.  

Then you will get the shop's welcome page, requesting a login. Click "log yourself in".  

 

 
Figure 1: Easybuy shop portal page 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Identity%20Management%20%20%20One%20IDM%20-%20User%20and%20Programmer%20Guide
http://easybuy:81/shop/catalog
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Easybuy_shop_portal_page.PNG
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Then you have to choose the login method. Choose ―Sign in with EasyConnect‖ (see next 

picture).  

 

 
Figure 2: Easybuy shop’s login page 

 

If you click here, your browser will be redirected to the IDM’s login page. This is an 

"intermezzo" during which the user is communicating directly with the IDM while the shop is 

waiting for a final authorization confirmation from the IDM.  

To be more precise, the HTTP redirect message contains a SAML 2.0 authentication request 

generated by the shop which triggers the IDM to authenticate the user. The IDM is able to 

use different methods to do this:  

 username/password (charlie.brown@youriab.com / 2323).  

There are 3 further login mechanisms technically available, but not released for FI-WARE 

use:  

 federation with a Facebook account,  

 login with ABC Token: this requires a certain software to be installed locally.  

 login with German eID: requires a specific test sample of the eID card which will not 

be available for the general user.  

As soon as the IDM has recognised the user, it will look up the attributes which are permitted 

to be exposed to the shop (including the user's name) and setup a SAML 2.0 assertion 

containing them. Since this message is a response to a redirection, it is first sent to the 

user’s browser and is invisibly redirected back to the original source of the request – the 

shop.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Easybuy_shops_login_page.PNG
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An example of a SAML authentication request and a SAML assertion are given in the Identity 

Management Generic Enabler open specification.  

The following figure demonstrates the principal message flow using SAML authentication 

request and SAML assertion.  

 

 
Figure 3: SAML authentication message flow 

 

More details about the structure and the content of the SAML authentication request 

("AuthnRequest" in the figure above) and the SAML assertion ("Auth resp") can be found in 

the Identity Management Generic Enabler open specification.  

 

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:SAML.jpg
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Figure 4: IDM login page 

 

If you have logged in with the first method, you will get the following page with the 

announcement "Welcome back ...".  

The shop behaves like all usual web shops, it is possible to put items in a cart, and finally go 

to the checkout page. Please choose an article, put it into the cart, and avoid to put too much 

into it; the pre-charged money for the account may run out otherwise.  

Starting from the Checkout page, the next steps are as follows: the shipping address seems 

to be alright, then click on ―Continue‖.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Aaa.PNG
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Figure 6: Checkout page of shop 

 

Scroll down the page a bit, select "NSN Charging Module" and click on "Continue".  

 

 
Figure 7: Selection of payment method 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Checkout_page_of_shop.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Selection_of_payment_method.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Checkout_page_of_shop.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Selection_of_payment_method.PNG
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After some seconds (maybe 10 or even more) a Java applet pops up and asks for a final 

confirmation (see figure 9). This is intended as a security measure, because it is sent by the 

IDM, not by the shop. So the user gets a feedback what is really going on with his account. 

Fraudolent money transfer intentions of a shop would be visible during this step.  

The Java applet may complain about unknown certificates. Please accept these requests. In 

addition it may happen that there is another Java security warning (figure 8). In this case 

click on ―No‖ and proceed as explained before.  

 

 
Figure 8: Java security warning 

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Java_security_warning.PNG
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Figure 9: Payment confirmation request 

 

As an intermediate step, there is a notification that the user will be forwarded to a payment 

broker now.  

 

 
Figure 10: Forwarding to payment broker 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Payment_confirmation_request.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Forwarding_to_payment_broker.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Payment_confirmation_request.PNG
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Forwarding_to_payment_broker.PNG
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Also on the following Payment Broker page it is necessary to click on "OK".  

 

 
Figure 11: Payment Broker page 

 

Then it might take a few seconds until the final transaction confirmation screen becomes 

visible.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Payment-Broker-page.PNG
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Figure 12: Successful payment transaction 

4.1.3 Programming applications which interface the One-IDM  

First, please refer to the Identity Management Generic Enabler open specification. There is a 

lot of information concerning SAML message flows.  

Below you can find guidance on how to program an own service which will contact the IDM's 

SAML API in order to authenticate users which afterwards will be allowed to use this own 

service. It is assumed that this service as well as the users are configured into the IDM as 

described in the One-IDM Installation and Administration Guide.  

The examples below are derived from the "Easybuy" web shop described above. This shop 

is written in PHP and uses the SimpleSAMLphp framework from [1] which is available as 

open source software.  

4.1.3.1 Set-up of the SAML authentication request  

First example: authentication request from "Easybuy" demo shop  
This is the content of a recorded SAML authentication request (the real request is of course 

encrypted, but this request was copied from the log files):  

<samlp:AuthnRequest 

    xmlns:samlp = "urn:oasis:names:tc:SAML:2.0:protocol" 

    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" 

    xmlns:md = "urn:oasis:names:tc:SAML:2.0:metadata" 

    xmlns:saml = "urn:oasis:names:tc:SAML:2.0:assertion" 

    xmlns:xenc = "http://www.w3.org/2001/04/xmlenc#" 

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Identity_Management_One_IDM_-_Installation_and_Administration_Guide
http://www.simplesamlphp.org/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Successful_payment_transaction.PNG
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    ID = "_6eea03b6fc3caf1f17418ca8eedf0b66a41a7d17a4" 

    Version = "2.0" 

    ForceAuthn = "false" 

    IssueInstant = "2012-07-25T15:45:55Z" 

    ProtocolBinding = "urn:oasis:names.tc:SAML:2.0:bindings:HTTP-

Redirect" 

    ProviderName = "ServiceProviderServlet" 

    AssertionConsumerServiceURL = 

"http://easybuy:81/easy/saml2/sp/AssertionConsumerService_shop.php?c

onfigpath=/www/htdocs/shop/catalog"> 

    <saml:Issuer xmlns:saml = 

"urn:oasis:names:tc:SAML:2.0:assertion">iabspecificshop</saml:Issuer

> 

    <samlp:NameIDPolicy 

        AllowCreate = "true" 

        Format = "urn:oasis:names:tc:SAML:2.0:nameid-

format:persistent"/> 

</samlp:AuthnRequest> 

Please notice the string "iabspecificshop" which identifies the shop against the IDM. This was 

already described in the Installation and Administration Guide, section "Circle of trust".  

Setting up the authentication request  

The Easybuy web shop uses a HTML form to present something "clickable" to the user. It is 

shown below:  

<form name="ServiceProviderForm" 

action="http://easybuy:81/easy/saml2/sp/initSSO.php" > 

  <table border="0" cellpadding="0" cellspacing="0" width="100%" 

height="60%" class="formArea"> 

    <td class="main" width="100%" valign="top"><b><?php echo 

"TELECOM CUSTOMER"; ?></b></td> 

      <td class= "infoBoxContents"> 

        <input type="hidden" name="RelayState" value 

="http://easybuy:81/shop/catalog/login_pc.php?action=telco"> 

        <input type="hidden" name="idpentityid" value 

="http://idm.nsn.com"> 

        <input type="hidden" name="configpath" value 

="/www/htdocs/shop/catalog"> 

        <tr>   <td class="main" colspan="3"><?php echo "I am a 

telecom customer"; ?> &nbsp  &nbsp &nbsp 

               <input type="submit" value="Sign In with 

EasyConnect"> 

               <br>  <br>  <br>  <br> 

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
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        </tr> 

      </td> 

    </td> 

  </table> 

</form> 

The action performed after clicking is "initSSO.php" which is shown in parts below. It mostly 

uses default values for the configuration data, except those which have been defined in the 

form statement above concerning "RelayState", "idpentityid", and "configpath".  

/* 

 * Create and send authentication request to the IdP. 

 */ 

try 

{   $sr = new SimpleSAML_XML_SAML20_AuthnRequest($config, 

$metadata); 

 

    $md = $metadata->getMetaData($idpentityid, 'saml20-idp-remote'); 

    $req = $sr->generate($spentityid, $md['SingleSignOnService']); 

 

    $httpredirect = new 

SimpleSAML_Bindings_SAML20_HTTPRedirect($config, $metadata); 

 

    SimpleSAML_Logger::info('SAML2.0 - SP.initSSO: SP (' . 

$spentityid . ') is sending AuthNRequest to IdP (' . $idpentityid . 

$ 

 

    $httpredirect->sendMessage($req, $spentityid, $idpentityid, 

$_GET['RelayState']); 

 

} catch(Exception $exception) 

{ SimpleSAML_Utilities::fatalError($session->getTrackID(), 

'CREATEREQUEST', $exception); 

} 

Second example: SAML authentication in IDM Portal service  
This login portal can be reached and used here:  

 Portal page of IDM  

after configuring the hosts file of your PC according to the very beginning of this section.  

Authentication request  

After clicking "Login" on the portal page, the following authentication request is sent to the 

IDM. Here the issuer is "http://idmPortal.nsn.com" which is only a name and not used as a 

real URL.  

http://85.182.208.140:8447/idmPortal
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<samlp:AuthnRequest 

xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 

ID="_1343231365376_" Version="2.0" IssueInstant="2012-07-

25T17:49:25Z" ForceAuthn="false" 

ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

AssertionConsumerServiceURL="http://idm.nsn.com:8083/idmPortal/index

.jsf" IsPassive="false"> 

    <saml:Issuer 

xmlns="urn:oasis:names:tc:SAML:2.0:assertion">http://idmPortal.nsn.c

om 

    </saml:Issuer> 

    <samlp:NameIDPolicy Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified" AllowCreate="true"/> 

</samlp:AuthnRequest> 

Response (SAML assertion)  

The user is then requested by the IDM to authenticate. If this is done with username 

"charlie.brown@youriab.com" and the suitable password, the resulting response will be the 

following:  

<samlp:Response xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" Version="2.0" 

IssueInstant="2012-07-25T15:49:46.470Z" 

InResponseTo="_1343231365376_" 

ID="_d17bebc655df9b9dbc7c2c98044a870fb711342e-

91e933ed86f689a2b7da8da4d4347455" 

Destination="http://idm.nsn.com:8083/idmPortal/index.jsf" 

Consent="urn:oasis:names:tc:SAML:2.0:consent:prior"> 

    <saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-

format:entity">http://idm.nsn.com</saml:Issuer> 

    <samlp:Status> 

        <samlp:StatusCode 

Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></samlp:Status> 

    <saml:Assertion Version="2.0" IssueInstant="2012-07-

25T15:49:46.469Z" ID="_d396f5222c1e3834edbc25851af6c364c6e1289a-

647baca99f96df268cbfeb7d2673408f"> 

        <saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-

format:entity">http://idm.nsn.com</saml:Issuer> 

        <saml:Subject> 

            <saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified">tester-99</saml:NameID> 

            <saml:SubjectConfirmation 

Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"> 
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                <saml:SubjectConfirmationData 

Recipient="http://idm.nsn.com:8083/idmPortal/index.jsf" 

NotOnOrAfter="2012-07-25T16:49:46.141Z" 

InResponseTo="_1343231365376_"/></saml:SubjectConfirmation> 

        </saml:Subject> 

        <saml:Conditions NotOnOrAfter="2012-07-25T16:49:46.141Z"> 

            <saml:AudienceRestriction> 

                

<saml:Audience>http://idm.nsn.com:8083/idmPortal/index.jsf</saml:Aud

ience> 

            </saml:AudienceRestriction> 

        </saml:Conditions> 

        <saml:AuthnStatement SessionNotOnOrAfter="2012-07-

25T16:49:46.141Z" SessionIndex="05bea8cb4ab56cdcfda4" 

AuthnInstant="2012-07-25T15:49:46.142Z"> 

            <saml:SubjectLocality DNSName="10.148.16.216"/> 

            <saml:AuthnContext> 

                

<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Pa

sswordProtectedTransport</saml:AuthnContextClassRef> 

            </saml:AuthnContext> 

        </saml:AuthnStatement> 

        <saml:AttributeStatement> 

            <saml:Attribute 

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" 

Name="emailAddress"> 

                <saml:AttributeValue 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xmlns:xs="http://www.w3.org/2001/XMLSchema" 

xsi:type="xs:string">charlie.brown@youriab.com</saml:AttributeValue> 

            </saml:Attribute> 

            <saml:Attribute 

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic" 

Name="mobilePhone"> 

                <saml:AttributeValue 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

xmlns:xs="http://www.w3.org/2001/XMLSchema" 

xsi:type="xs:string">unknown</saml:AttributeValue> 

            </saml:Attribute> 

        </saml:AttributeStatement> 

    </saml:Assertion> 

</samlp:Response> 
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It can be seen that a user with the NameID "tester-99" was recognised. If you compare this 

with the first screenshot in the "User management" section of the Installation and 

Administration Guide, you will find the "aliasedObjectName" "uid=tester-99,..." in the right half 

of the figure.  

4.1.3.2 Set-up of the OAuth authentication procedure  

Will be provided as soon as the feature is implemented.  

4.1.3.3 Set-up of the eID authentication procedure  

Will be provided as soon as the feature is implemented.  

 

These examples have been chosen to demonstrate how the interaction of an IDM, its user 

directory, and a real logged in user is working and must be modeled by a program.  

http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
http://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.ArchitectureDescription.Identity_Management_Generic_Enabler
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5 Identity Management GCP - User and 
Programmer Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

5.1.1 Introduction  

The Identity Management (IdM) system of Deutsche Telekom is called ―Global Customer 

Platform‖ and is provided as a cloud service, which enables service providers to integrate 

identity management into their shops in an easy manner. To demonstrate how it works there 

exist the demo scenario ―T-Media AG‖. This scenario explains the options which the GCP 

offers to service providers in order to map end customer processes such as registration, 

authentication, customer data administration and customer service. Even so the appearance 

of the relevant IdM pages can be changed, the processes for the user are always the same.  

The demo shops can be found at:  

 https://logint2.idm.toon.sul.t-online.de/media-store  

 https://logint2.idm.toon.sul.t-online.de/music-service  

 https://logint2.idm.toon.sul.t-online.de/video-service  

5.1.2 Users Guide  

To show what the user have to do to logon to the provided service it is demonstrated on one 

of the demo scenarios. When the user selects the appropriate service there should be a hint 

where the user can login, in the in the case of the Media-Store it is in the upper right corner.  

 
On the following page you can login or, if it is the first time you visit the service, register.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Identity%20Management%20%20%20GCP%20-%20User%20and%20Programmer%20Guide
https://logint2.idm.toon.sul.t-online.de/media-store
https://logint2.idm.toon.sul.t-online.de/music-service
https://logint2.idm.toon.sul.t-online.de/video-service
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-eng.jpg
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If you want to register, you have to select the appropriate link ―here‖ and you see the register 

page.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-login-eng.jpg
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Here you can fill in the required data - email address, password, decipher the CAPTCHA, 

accept the checkbox and click on the ―Register‖ button. Then you get the information that you 

will receive an email with a link to finish the registration process (on the test store this can 

need a good while).  

 
When you are registered you can login to the service. The service pages are built by the 

service provider and are not part of GCP. The service provider can at all provide a link to the 

GCP customer self-care (CSC) service. On the picture in the upper right corner "Settings".  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-register-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-register-end-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-register-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-register-end-eng.jpg
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The CSC service of the GCP gives the user the possibility to administrate his attributes.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-service-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-CSC-address-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-service-eng.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-CSC-address-eng.jpg
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To leave the service just use the logout button.  

5.1.3 Programmers Guide  

When the project partner requests a tenant-instance on the GCP, Deutsche Telekom will 

configure the instance on the GCP and will provide the relevant information to the requester. 

The GCP gives a lot of possibilities to adapt the appearance, so it looks like the provided 

service. Deutsche Telekom will provide templates which show how it works and how they 

can be adapted. After proper configuration, which will be done by Deutsche Telekom 

together with the partner, the service can be used by the service provider. In general the 

authentication process is done by using the OpenID (2.0) protocol. The configured 

parameters which the service receives at the end of the login process are formatted as a 

JSON string.  

5.1.3.1 Service Integration 

For integration of a service with the GCP the login and registration links of the service must 

be changed so that login or registration of a certain user is done on the GCP input mask. The 

communication between customer, GCP and service is curried out over the OpenID protocol. 

The OpenID Entry-URL references therefore to the GCP-WEB-Module and is build up like 

shown here.  

 

Login-URL: 

https://logint3.idm.toon.sul.t-online.de/gcp-web/login/10000001/ 

?openid.ns=http://specs.openid.net/auth/2.0 

&openid.claimed_id=http://specs.openid.net/auth/2.0/identifier_selec

t 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Media-store-CSC-pwd-eng.jpg
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&openid.identity=http://specs.openid.net/auth/2.0/identifier_select 

&openid.return_to=https://logint3.idm.toon.sul.t-online.de/gcp-web-

csc/login? 

mandantId=10000001 

&openid.realm=https://logint3.idm.toon.sul.t-online.de/gcp-web-

csc/login? 

mandantId=10000001 

&openid.assoc_handle=-e0FeR8JUS_VaGgu34Ib-QQg 

&openid.mode=checkid_setup 

Realm: 

https://logint3.idm.toon.sul.t-online.de/gcp-web-

csc/login?mandantId=10000001 

Through the call of this link the customers browser reach the login and registration pages of 

GCP. After the successful login respectively registration the GCP returns to the URL 

specified in the openid.return_to parameter. For the implementation of the OpenID 

connection are many libraries available. A list of those OpenID-Libraries can be found on 

http://wiki.openid.net/w/page/12995176/Libraries.  

Basis-Integration in two steps  

If the own application has an OpenID connector, for the Basis-integration with the GCP over 

OpenID are only two steps necessary. The new service has to be introduced on the own 

tenant, will be done by Deutsche Telekom and as OpenID Return-To URL the Basis URL of 

the own host is used (for example https://my.service.de). As OpenID-URL in the own 

application, the OpenID-URL of the GCP inclusive of the own tenant ID is used. For a tenant 

on the test environment with the ID 12345678 it would be for example:  

 

 https://logint2.idm.toon.sul.t-online.de/gcp-web/12345678/ 

Further information will be provided to the partners when a tenant-instance is requested and 

configured.  

http://wiki.openid.net/w/page/12995176/Libraries
https://my.service.de/
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6 Data Handling GE - User and Programmer Guide 
You can find the content of this chapter as well in the wiki of fi-ware. 

6.1.1 Introduction  

This document describes the best practice and the guidance to use correctly the Data 

Handling GE service.  

6.1.2 Setup  

Before starting using the service the user has to lauch the three application servers as 

described in Data Handling GE - Installation and Administration Guide  

 

 Data subject: http://localhost:9477/  

 Data controller: http://localhost:8082/  

 Third party: http://localhost:8083/  

6.1.3 Demo  

6.1.3.1 Data Subject  

Creating Data  
The first action is done by the data subject that wants to share his private data (called PIIs) 

according to his privacy preference.  

As shown in the figure below the user goes to http://localhost:9477/ and starts to create the 

PII that will be shared.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Data%20Handling%20GE%20%20-%20User%20and%20Programmer%20Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Data_Handling_GE_-_Installation_and_Administration_Guide
http://localhost:9477/
http://localhost:8082/
http://localhost:8083/
http://localhost:9477/
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:CreatePII.jpg
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Attaching preferences to Data  
After creating all the PIIs, the user attaches to it his privacy preferences (XML policy).  

 

6.1.3.2 Data Controller  

Privacy Policy Setup  
On the server side the administrator has to attach a privacy policy to his ressources 

explaining what kind of information he is collecting and how they should be treated according 

to the privacy policy.  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:AttachPref.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:AttachPrivPolicy.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:AttachPref.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:AttachPrivPolicy.jpg
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At this point the Data subject attached his privacy preferences to his PIIs and the Data 

Controller configured the Privacy Policy regulating the data that he will collect from users.  

6.1.3.3 Data Subject  

Start navigation and data sharing  
The user wants to create an account on a social network site (Clique). He clics on "register" 

in order to provide his personal data required for the registration to the website.  

 

Matching  
The the policy matching browser plug-in will automatically detect the requested PII, get the 

corresponding preferences and match them to the privacy policy of the website. The result of 

the matching is displayed to the user. If he accepts the matching result, his data will be sent 

to the server with an attached sticky policy.  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Clique.jpg
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Successful registration: PII sent to the server iwth the sticky policy  

 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Matching.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Congrats.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Matching.jpg
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:Congrats.jpg
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6.1.3.4 Third Party  

Data collection request  
Let's now suppose that a third party server wants to collect some data from the Data 

controller server. The collection query will be filtered accoding to the sticky policy attached to 

every PII. The collection request is sent as an XML request as shown below:  

 

6.1.4 Developer Information  

Developers can refer to the published ReSTful API: 

FIWARE.OpenSpecification.Security.DataHandlingGE.Open_RESTful_API_Specification_(P

RELIMINARY)  

Developpers can use this sample Groovy/Java code to test each functionality offered by the 

Data Handling GE.  

Creating, updating, deleting PIIs, Attaching Privacy preferences  

 

class DSTest extends GroovyTestCase { 

 private DS ds; 

 

  

  

 protected void setUp() { 

  ds = new DS('http://localhost:9477') 

 } 

  

  

 /******************************** 

  * PII Test 

  ********************************/ 

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.DataHandlingGE.Open_RESTful_API_Specification_(PRELIMINARY)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.DataHandlingGE.Open_RESTful_API_Specification_(PRELIMINARY)
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/File:ThirdP.jpg
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 /** 

  * Test create pii 

  * Create the pii and then test the existence. 

  */ 

 void testCreatePii(){ 

  //Create the pii 

 

 ds.createPii("http://www.example.org/names#display_name_creat

e_pii", "John"); 

  //test the existence of the pii 

  assert 

piiExist("http://www.example.org/names#display_name_create_pii", 

"John") 

 } 

  

 /** 

  * Test the update of a pii. 

  * Create a pii. 

  * Update the previously created pii. 

  * Check if the pii was correctly updated. 

  */ 

 void testUpdatePii(){ 

  //create a pii 

 

 ds.createPii("http://www.example.org/names#display_name_updat

e_pii", "John"); 

  //update the pii 

 

 ds.updatePII("http://www.example.org/names#display_name_updat

e_pii", "John_updated") 

  //check its existence 

  assert 

piiExist("http://www.example.org/names#display_name_update_pii", 

"John_updated") 

   

 } 

  

 /** 

  * Test the deletion of a pii 
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  * Create a pii. 

  * Test the existence. 

  * Delete the pii. 

  * Check that the pii does not exist.  

  */ 

 void testDeletePii(){ 

  //create a pii 

 

 ds.createPii("http://www.example.org/names#display_name_delet

e_pii", "John"); 

  //check its existence 

  assert 

piiExist("http://www.example.org/names#display_name_delete_pii", 

"John") 

  //delete the pii 

  assert 

ds.deletePII("http://www.example.org/names#display_name_delete_pii") 

  //check that it does not exist anymore 

 

 assert !piiExist("http://www.example.org/names#display_name_d

elete_pii", "John") 

   

 } 

  

 /************** 

  * Preference group test 

  */ 

  

 /** 

  * Test the creation of a preference 

  */ 

 void testCreatePreference(){ 

  def groupId = 

ds.createDHP(Utils.getFileContent("datahandling_preferences_create.x

ml"));  

  //test if the id is correct 

  assert groupId.equals("CreatePreference") 

  //test if it is possible to retrieve the created 

preference 

  assert ds.getDHPById(groupId) 



Future Internet Core Platform  

 

D.8.4.1b FI-WARE User and Programmers Guide  Page 64   

 

 } 

  

 

 /** 

  * Test the update of a preference 

  */ 

 void testUpdatePreference(){ 

  //create preference 

  def groupId = 

ds.createDHP(Utils.getFileContent("datahandling_preferences_update.x

ml")); 

  //update preference 

  assert ds.updateDHP(groupId, null, 

Utils.getFileContent("datahandling_policy_update.xml")) 

 } 

  

 /** 

  * Test the deletion of a preference 

  */ 

 void testDeletePreference(){ 

  //create the data handling preference to delete 

  def groupid = 

ds.createDHP(Utils.getFileContent("datahandling_preferences_delete.x

ml")) 

  //test if the deletion of the preference is successful 

  assert ds.deleteDHP(groupid) 

 } 

  

 private boolean piiExist(String name, String value){ 

  def piiList = ds.getAllPiis() 

  boolean piiFound = false; 

  piiList.each {k,v-> 

    if(k.equals(name) && v.equals(value)) 

     piiFound = true; 

   } 

  return piiFound 

 } 

} 
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Requesting PII, enforce obligations  

 

class DCTest extends GroovyTestCase { 

 private DC dc; 

  

  

 protected void setUp() { 

  dc = new DC('http://localhost:8082') 

 } 

 

 

 /** 

  * Test the retrieval of a missing pii.  

  * No PII with the type specified should be returned 

  */ 

 void testMissingPii(){ 

  //Get piis that are missing 

  def claims = 

dc.getPiis('http://store.example.com','http://www.w3.org/2006/vcard/

ns#email2') 

  assert Utils.matchPiiValue(claims, 

"http://www.w3.org/2006/vcard/ns#email2")==false 

   

 } 

  

 /** 

  * Test the retrieval of an authorized pii 

  * Create the pii we want to retrieve. 

  * Retrieve the pii for which we are expected to be 

authorized. 

  */ 

 void testGetAuthorizedPii(){ 

  //create pii 

  String id =  

dc.createPii("http://www.example.org/names#display_nameGAP", 

"John_GAP",Utils.getFileContent('StickyPolicy.xml')) 

   

  //get the pii 
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  def claims = 

dc.getPiis('http://store.example.com','http://www.example.org/names#

display_nameGAP') 

  assert Utils.matchPiiValue(claims, "John_GAP")==true 

 } 

  

 /** 

  * Test the retrieval of a not authorized pii. 

  * Create a pii and then retrieve it with a not authorized 

subject. 

  */ 

 void testGetNotAuthorizedPii(){ 

  //create pii 

  assert 

dc.createPii("http://www.example.org/names#display_name2", 

"Nice",Utils.getFileContent('StickyPolicy.xml')) 

   

  //get the pii 

  def claims = 

dc.getPiis('http://facebook.com','http://www.example.org/names#displ

ay_name2') 

  assert Utils.matchPiiValue(claims, "Nice")==false 

   

 } 

  

 /** 

  * Test the retrieval of a pii which is associated with a 

sticky policy which specifies a notification. 

  */ 

 void testGetPiiWithNotify(){ 

  //create pii 

  assert 

dc.createPii("http://www.example.org/names#display_nameGPN", 

"Johe_GPN",Utils.getFileContent('StickyPolicyWithNotify.xml')) 

   

  def claims = 

dc.getPiis('http://store.example.com','http://www.example.org/names#

display_nameGPN') 

  assert Utils.matchPiiValue(claims, "Johe_GPN")==true 

 } 
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} 
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7 DB Anonymizer GE - User and Programmer 
Guide 

You can find the content of this chapter as well in the wiki of fi-ware. 

7.1 Introduction  

Welcome the User and Programmer Guide for the DB Anonymizer Generic Enabler. DB 

Anonymizer is a Java Web Application, that interacts with other applications and services 

through a ReST interface. It evaluates the possibility for an attacker to reconstruct the 

contents of an anonymized dataset. To do so, DB Anonymizer requires to receive as input 

the unanonymized dataset, as well as a specific anonymization policy, that will be used to 

disclose the dataset.  

Both inputs are mandatory to let the service's algorithm to be able to evaluate the 

effectiveness of the disclosure policy. Once the policy is evaluated, the table is dropped from 

the DB and the file dump is erased. The application server encapsulation model permits a 

complete isolation of each user's data, and any intermediate result created during algorithm's 

execution is deleted immediately at the end of the computation.  

DB Anonymizer computation duration can be significant (even several minutes), and 

depends directly on the size of the dataset to analyse. However, it does not depend directly 

from the computation itself, but instead from time needed to receive the (zipped) DB dump, 

and from its parsing and insertion into DB Anonymizer temporary database. Tests conducted 

with SQL dumps of ~1.3 GB demonstrated that total computation time is included between 

14 and 15 minutes, distributed as follows:  

 ~60% in HTTP file transfers (but this depends on many factors, notably connection 

latence and speed)  

 ~39% in DB setting  

 1% actual computation  

Setup: fast connection between MySQL table and DB Anonymizer Application Server, 8 GB 

RAM, 4 processor Intel i5 core 3 GHz.  

7.2 User Guide  

DB Anonymizer is not expected to be invoked directly, therefore an user guide seems to be 

not relevant.  

7.3 Developer Guide  

Information on DB Anonymizer and its API can be found at its Open Specification page and 

API description.  

Example  

To interact with DB Anonymizer, it is sufficient to create HTTP ReSTful requests using the 

alredy mentioned API description. To this extent, one can use any programming or scripting 

language that supports HTTP requests, like Java, Python, but even Bash scripts.  

For this example, we propose one of the simplest cases, still useful in many contexts: the 

use of a command-line tool, cURL, which is:  

1. easy integrable in Bash scripts;  

https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/DB%20Anonymizer%20GE%20-%20User%20and%20Programmer%20Guide
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.Optional_Security_Enablers.DBAnonymizer
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.Optional_Security_Enablers.DBAnonymizer
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.Optional_Security_Enablers.DBAnonymizer
http://curl.haxx.se/
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2. can be easily configured to have a full understanding on the information flow.  

One can submit a new request with the following command (using a more HTML-friendly 

version of the already mentioned API):  

 

curl \  

> -F "policyFile=@<policy file name>.xml" \ 

> -F "dbDump=@<DB dump file name>.zip" \ 

> -F "submit=Submit" <server address>/<application 

path>/DBA/evaluatePolicy  

Important: the last part of the address has to be checked with actual deployment 

configuration: it could also be services/DBA/evaluatePolicy .  

 

Execution log:  

 

user@machine:/mnt/hgfs$curl \  

> -F "policyFile=@sample_policy.xml" \ 

> -F "dbDump=@census_small-dump.zip" \ 

> -F "submit=Submit" \ 

> http://<server address>:<server port>/jaxrs-

service/services/DBA/evaluatePolicy 

ID: --796289276139543940-- 

user@machine:/mnt/hgfs$ 

One can retrieve the result of a computation with the following command:  

 

curl <application path>/DBA/getPolicyResult/<Result ID> 

 

execution log:  

 

user@machine:/mnt/hgfs$ curl  \ 

> http://<server address>:<server port>/jaxrs-

service/services/DBA/getPolicyResult/796289276139543940 

The result of the computation is: 0.988 

user@machine:/mnt/hgfs$  

 

For convenience, here are shown the HTTP traces of client request and relative responses.  

7.3.1.1 evaluatePolicy  

Request:  
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POST <server address>/<application path>/DBA/evaluatePolicy HTTP/1.1 

Host: <server address>:<server port> 

<some headers..> 

 

Content-Type: multipart/form-data; boundary=--uuid:aa781b33-c00f-

4ccc-aaa8-614950ed446b 

 

--uuid:aa781b33-c00f-4ccc-aaa8-614950ed446b 

Content-Type: application/octet-stream 

Content-Transfer-Encoding: binary 

Content-ID: <null> 

Content-Disposition: form-

data;name="policyFile;filename="policy.xml" 

<policy contents> 

--uuid:aa781b33-c00f-4ccc-aaa8-614950ed446b 

Content-Type: application/octet-stream 

Content-Transfer-Encoding: binary 

Content-Disposition: form-data;name="dbDump;filename="census_small-

dump.zip" 

<file contents> 

Response:  

 

HTTP/1.1 200 OK 

Server: Apache-Coyote/1.1 

Date: Thu, 28 Jun 2012 12:35:27 GMT 

Content-Type: text/plain 

Content-Length: 39 

The result of the computation is: 0.988 

Payload: ID: --984938569137864496-- 

7.3.1.2 getPolicyResult  

Request:  

 

GET <application path>/DBA/getPolicyResult/<Result ID> HTTP/1.1 

Host: <server address>:<server port> 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:2.0) 

Gecko/20100101 Firefox/4.0 
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Accept: 

text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 

Accept-Language: en-us,en;q=0.5 

Accept-Encoding: gzip, deflate 

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7 

Keep-Alive: 115 

Connection: keep-alive 

Response:  

 

HTTP/1.1 200 OK 

Server: Apache-Coyote/1.1 

Date: Thu, 28 Jun 2012 12:35:27 GMT 

Content-Type: text/plain 

Content-Length: 39 

The result of the computation is: 0.988 


