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Abstract 

After having defined the functional and technical requirements in D5.1 which have been derived 

from the eCOUSIN use cases as defined in D2.1 and D2.2, the present deliverable D5.2 captures the 

design of interfaces and modules and details of their implementation in first version (V1), using the 

description of the requirements as provided in D5.1 as guideline. This document also provides details 

about the architectural decisions taken for the eCOUSIN system on both at network and application 

layers. A first version of the system architecture is been defined on a level that is suitable to derive 

the implementations or simulations through the eCOUSIN project demonstrators. The technical 

system architecture is detailed in particular for the eCOUSIN social-enhanced Content Centric and 

Mobile Network Infrastructures infrastructure levels. 
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EXECUTIVE SUMMARY 

The deliverable D5.2 presents the current view on solutions proposed by the eCOUSIN project on the 

infrastructure layer, consisting of functionalities required for monitoring the network status, policy-

based in-network routing and caching of content, as well as for configuring of network resources. 

A generic functional architecture of the entire eCOUSIN system consisting of three different layers 

has been presented in deliverable D2.2. Detailed technical requirements have been derived for the 

infrastructure layer and documented in D5.1. These requirements have then been used to drive the 

design decisions and implementations of modules and interfaces at the eCOUSIN infrastructure layer. 

These solutions have been elaborated to improve the efficiency of content delivery beyond the 

current state of the art. Social-content interdependencies, which can be extracted from Online Social 

Networks (OSN), targeting both content-centric as well as mobile infrastructures, have been used to 

drive this improvement.  

This document represents the first implementation of the architecture. The final version of which will 

be specified in deliverable D5.3 (“Modules and Interfaces for Social-enhanced Content Centric and 

Mobile Network Infrastructures (V2)”) due in month 26. 
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1. INTRODUCTION 

The rapid evolution of Internet usage towards more user- and content- centric applications presents 

a major challenge to network operators and service providers, as they demand unprecedented 

quantities of network resources in unpredictable locations. The traditional solution of over- or pre-

provisioning of network resources everywhere is no longer economically viable given the huge 

capacities required. Telecommunications companies have introduced dedicated Managed Networks 

to the market (e.g. for traditional IPTV services) in order to serve contents to their customers, calling 

for high upfront investments at different levels: 

• Multicasting technology 

• Dedicated bandwidth 

• Focus on the Quality of Service  

• Advanced streaming mechanisms 

These investments have often been proven unsuccessful from a commercial point of view, with very 

limited impact if compared with Over-the-Top (OTT) content distribution practices. 

The eCOUSIN project proposes to analyse the social-content interdependencies extracted from 

Online Social Networks (OSN) to improve the efficiency of content delivery. This document aims at 

identifying the requirements for such a solution at the infrastructure layer, which will guide the 

design work in the course of the project. 

The overall goal of WP5 is  

• to study the utilization of Information-centric networking (ICN)/content centric networking 

(CCN) as network layer for OSN applications,  

• to design content aware naming and routing strategies that consider social properties,  

• to define energy-efficiency content delivery strategies in mobile environments that exploits 

user mobility patters and social properties, and finally  

• to design time unconstrained content delivery strategies based on social information to 

reduce the operational cost of mobile operators and improve the users’ quality of 

experience. 

This work is divided in two tasks representing activities on Social-enhanced Content-Centric Network 

Infrastructures and Social-enhanced Mobile Network Infrastructures. All the results achieved within 

the tasks are grouped within this deliverable for better clarity and understanding. 

2. DOCUMENT SCOPE 

The predecessor deliverable D5.1 has presented a view on the infrastructure requirements of the 

eCOUSIN project based on an initial version of systems descriptions on the infrastructure layer. This 

view consists of the required functionalities for monitoring the actual status of the network being 

used, for policy-based and in-network routing and caching of content pieces as well as for the 

required configuration of network resources.  

While a generic functional architecture of the entire eCOUSIN system including a description of the 

three architectural layers has been presented by WP2 in the deliverable D2.2, the present document 

D5.2 provides more detailed view on the design and realisation of the corresponding modules and 

interfaces required at the eCOUSIN infrastructure layer, driven by the definition of system 

requirements described in D5.1 on a more technical level.  

This document is organised as follows: Section 3 provides an updated view on published work 

relevant for both Social-enhanced Content-Centric and Social enhanced Mobile Infrastructures.  
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Section 4 aims at defining modules and interfaces according to the requirements for novel network 

infrastructures for ICN/CCN-based and mobile networks using the information available about the 

social behaviour of users in order to define and optimise new infrastructures in the operator 

networks. These are mapped to Network monitoring, Network Resource Configuration, and In-

Network Content Routing/Caching. 

Section 5 offers a detailed view into the eCOUSIN network layer including a description on how these 

functional modules and interfaces match with a high-level architectural view of the eCOUSIN 

networking layer. In section 6 a summary and overall assessment of the mapping between modules 

and interfaces, and the requirements defined in D5.1 is given. Finally, Section 7 concludes the 

document. 

3. RELATED WORK 

In parallel with the proliferation of OSNs the information-centric networking (ICN) approach has 

emerged as a new networking paradigm where the focus is on the content the users wish to obtain 

instead of identifying servers that could provide this content.  

This ICN paradigm continues to represents an excellent fit with OSN applications requirements and 

can provide some natural benefits, such as lower response time due to pervasive caching and 

nearest-replica routing, intrinsic content integrity without relying on network-level indicators, 

simplified traffic engineering and improved support for user mobility. While the high interest remains 

evident from a large number of recent publications, workshops and conferences and IETF research 

group activities, some updates specific topics in related work and state of the art will be outlined in 

the following section. 

 

3.1 Update on related work 

3.1.1 Mobile throughput measurement 

Measuring the throughput of cellular networks differs significantly from throughput measurements 

for wired network. In wired networks, the channel can be assumed constant, while in mobile 

environments, interference and fading influence the maximum achievable data rates. Furthermore, 

the user equipment is highly mobile, leading to fast changes in the available channels. Contrary to 

wired networks, the wireless channel is a shared medium where other devices may influence the 

available network. This effect is limited by central channel management, but introduces further 

delays in the connections. 

Bandwidth measurement tools evaluate a number of different metrics. These are, besides the end-

to-end, per-hop or bulk transfer capacity, the available bandwidth or the achievable TCP throughput. 

The capacity of the links is not of interest, as it can be derived from the connection parameters. 

Further, this capacity is influenced by other users. Hence, the available bandwidth or achievable TCP 

throughput must be determined. Depending on the requirements, different tools are better suited 

than others. The available bandwidth is the metric of highest interest, as it allows estimating the 

maximum throughput on both TCP and UDP connections, while the TCP throughput is the metric 

applicable to over 95% of the mobile traffic [FALA10]. 

A number of tool measuring these parameters are available. Prasad et al. compare and classify these 

in [PRAS03]. Still, these tools were developed with the focus on wired networks. The difference 

between the wired networks and the wireless networks considering the bandwidth measurements 

are twofold. First, as the user may be mobile, the measurements should finish in the shortest time 
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possible. Secondly, the cellular traffic is usually capped. Hence, the available bandwidth or 

throughput measurements are required to reduce the generated traffic to a minimum. 

Comparing the available tools it becomes obvious, that all use similar techniques saturating the link 

to measure the available bandwidth. The end-to-end available bandwidth measurements use packet 

trains or self-loading periodic streams, which estimate the upper and lower bound of the connection 

by generating flows with different data-rates. This concept leads to accurate estimations in a 

constant environment, but also takes considerable time to finish the measurement. Considering the 

TCP throughput measurement, where a large TCP transfer is started to determine the bandwidth, the 

TCP slow start and congestion avoidance need to be included in the measurement, leading to a lower 

estimate compared to the available bandwidth. Furthermore, all active measurements influence the 

channel more or less. Using packet trains, TCP connections using the same path may sense the link to 

be congested and reduce their data rates. Using TCP connections to estimate the throughput 

similarly affects other flows, in particular if multiple TCP connections are used in parallel. 

Another approach are passive throughput measurements. These monitor the traffic traversing the 

network. Gerber et al. analyze the possibility of estimating the maximum available bandwidth based 

on the observed traffic using a traffic index [GERB10]. The approach currently uses data collected on 

the UMTS Gn interface to estimate the maximum available bandwidth in different regions of the 

cellular network. They use a traffic index containing flows known to be not rate limited to estimate 

the available bandwidth. 

Currently, a number of tools to measure the bandwidth from a mobile device are available. These 

implement different measurement approaches, but most appear to be using TCP connections. One 

interesting example is NetRadar [SONN13]. The authors have implemented an application measuring 

the TCP throughput and create a map from the collected data. Still, the measurement procedure 

uses a plain TCP transmission and calculates the average data rate during the full transmission. Other 

tools like speedtest.net
1
, sensorly

2
 or OpenSignal

3
 measure the bandwidth and RTT, but don’t create 

maps from the collected data. Furthermore, the collected data is not available. 

3.1.2 Prediction models for user mobility and network resource availability 

In this section, we analyze the state of the art of predictors for both user mobility and network 

resource availability in order to understand the forecasting capability for mobile systems and the 

limit on accuracy of the available solutions. The considered works cover a wide range of time scales, 

location granularity and accuracy. Thus, to provide a comprehensive model, we classify them in three 

categories according to their time and space granularity.  

The first group, (1)-net, is the more coarse: here solutions model network performance by analyzing 

the whole network at once, with time scale of the order of minutes to hours; users are statistically 

mapped both to network locations and geographically, i.e.: predictions obtained by these models 

concern average throughput achievable in the location a given user is most likely to be found. 

The second group, (2)-cell, solutions combine user mobility information and network location specific 

information to refine prediction granularity. Predictors belonging to this group aims at predicting the 

next cell a user is going to visit, the congestion level in that cell and the time of the visit. The 

timescale of this group is within tens of seconds and few minutes.  

                                                             
1
 https://play.google.com/store/apps/details?id=org.zwanoo.android.speedtest 

2
 https://play.google.com/store/apps/details?id=com.sensorly.viewer 

3
 https://play.google.com/store/apps/details?id=com.staircase3.opensignal 
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the fast bandwidth variations experienced by the users in the timescale of tens of milliseconds up to
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Ref Cat. Accuracy 

[BURU04] 

(1
)-

n
e

t 

��~0.8 

[PAPA03] �~0.15 

[SADE04] � 
 0.01 

[ZHOU05] � ∈ �0.01  1� 
[SONG04] 

(2
)-

ce
ll

 �� ∈ �0.5  0.72�
[CREI07] ��~2m 

[FROE08] �� ∈ �0.2  0.7� 
[DONG13] �� � 0.8 

[QIAO04] 

(3
)-

u
se

r � ∈ �0.05  2� 
[YAO08] �~1 

[NICH08] n/a 

[SHAF11] �~0.01 

 

Table 1 summarises the association among papers and groups, by also providing a very high level 

description of the referred papers. The “Cat.” column specifies the name of the category, while the 

“Accuracy” column provides an evaluation of the effectiveness of the techniques. To such extent, we 

use the ratio between the mean square error of the predicted signal and the signal itself, 

where ��  and ��� are the i-th samples of the original signal a

�� are the standard deviation and the average of the original signal, respectively; 

prediction rate defined as the ratio between the number of times the predicted location of a user is 

correct and the number of attempts; and 

correct user position. In the next 

category number within parenthesis in a subscript of the reference

3.1.2.1 Mobility Predictors

The most common methods to locate a mobile terminal are, in order of accuracy, the Global 

Positioning System (GPS), WiFi and cellular network positioning. These solutions can identify a 

terminal position with an average error o

[ZAND09].  

Theoretical works, such as [GONZ08] and [SONG10] studied characteristics of human behavio

found that an appreciable level of self

due limits, forecasting is possible. Among the many studied properties, we highlight the one 

asserting that the probability of a user to be found in a given location decreases proportionally to the 

location rank.  

Some predictors aim at estimating 

[SONG04] compares Markovian and Lempel

user visited in the past, while [BURU04]

first paper comes to the conclusion that second order Markov models are a good trade off between 

complexity and accuracy achieving 

users of Dartmouth College's wireless network. The second pape

estimate the number of users in a cell and, consequently, the congestion.
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Table 1: Predictor Taxonomy 
Notes 

Provides a model for the number of user in a cell 

ARIMA models and wavelet MRA 

GARCH-ARIMA accurately models static high-speed network traffic

 Evaluates multi scale and s-sample prediction 

� Compares Markovian (better) and Lempel-Ziv models 

User trajectory prediction 

 Route prediction on GPS data 

Using pre-filtered data and Markov models 

 Empirical study on user traces using wavelet approximations and filtering

First attempt at mobile system bandwidth prediction 

Complete solution for mobile bandwidth forecast 

Spatial and temporal dynamics characterization of mobile Internet traffic
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th samples of the original signal and its prediction, respectively, and 

are the standard deviation and the average of the original signal, respectively; 

prediction rate defined as the ratio between the number of times the predicted location of a user is 

and the number of attempts; and �� represents the distance between the predicted and the 

correct user position. In the next section we identify the category a work belongs 

category number within parenthesis in a subscript of the reference number. 

Mobility Predictors 

The most common methods to locate a mobile terminal are, in order of accuracy, the Global 

Positioning System (GPS), WiFi and cellular network positioning. These solutions can identify a 

terminal position with an average error on the order of 10, 100 and 500 meters, respectively 

Theoretical works, such as [GONZ08] and [SONG10] studied characteristics of human behavio

found that an appreciable level of self-similarity exists among behavioural patterns and that, w

due limits, forecasting is possible. Among the many studied properties, we highlight the one 

asserting that the probability of a user to be found in a given location decreases proportionally to the 

Some predictors aim at estimating the next user position on grids representing network cells: 

[SONG04] compares Markovian and Lempel-Ziv models trained with the sequences of locations a 

user visited in the past, while [BURU04](1) studies the accuracy of mobility modeling. Notably, the 

t paper comes to the conclusion that second order Markov models are a good trade off between 

complexity and accuracy achieving �� ∈ [0.5-0.72] on mobility traces collected from more than 6000 

users of Dartmouth College's wireless network. The second paper provides an effective way to 

estimate the number of users in a cell and, consequently, the congestion. 
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Other predictors deal with routes and trajectories. [CREI07](2) uses one-sample predictions (as-

sample prediction computes the first s unknown samples of a given time series) of a user position to 

improve the performance of a routing protocol. The location prediction accuracy is claimed to be in 

the order of a few meters, �� ~ 2. Finally, [FROE08](2) focuses on predicting complete routes from 

historical GPS data and obtains a �� ∈ [0.2-0.7], where the best results are obtained by excluding 

single trips from the dataset.  

Finally, [DONG13] leverages on second and third order Markov models trained on pre-filtered leap 

graph to model and predicts cellular user mobility. The solution is reported to be able to give a 

prediction in the 98% with �� 	
 0.8. Finally, recent works, such as [SIRI12] and [NICH08](3), directly 

exploits position information obtained from navigation system to map bandwidth availability to 

locations. Although this solution provides a prediction which is based on the user decisions, its 

accuracy is still bound to the best accuracy of positioning system and the possible user detours. 

Moreover, to the best of our knowledge, a study linking location prediction accuracy to 

bandwidth/throughput prediction accuracy is still to be done.  

3.1.2.2 Bandwidth Predictors 

One of the most relevant studies on traffic dynamics for cellular data networks is [PAUL11], which 

conducted the first detailed wide scale analysis on network usage and subscriber behaviours. The 

paper characterizes mobility and temporal activity patterns and identifies their relation to traffic 

volume. Traffic has been analyzed from the base station point of view finding conspicuous space and 

time variations and only the aggregate behaviour resulted predictable. 

Starting from the earlier works, [PAPA03](1), [QIAO04](3) and [SADE04](1) studied different filtering 

techniques, namely MEAN, LAST, BM, MA, AR, ARMA, ARIMA, and FARIMA, all of which are different 

combinations of moving average and autoregressive filtering and we refer the interested reader to 

the source papers for the detailed descriptions.  

Although different papers uses slightly different metrics, the following conclusions can be drawn: low 

order filtering techniques coupled with smoothing solutions (e.g., wavelet Multi-Resolution Analysis 

(MRA) or wavelet approximation) are able to provide 1-sample static network traffic predictions with 

an error as low as � = 0.05 and almost always lower than the variance of the original signal, ϵ = 1 (i.e.: 

the predicted sample error is as large as those that would have been obtained by generating it 

randomly from a distribution with the same variation of the original signal); the error decreases per 

larger timescale and smoother approximation of the signal.  

Slightly later, [ZHOU05](1) compares FARIMA and GARCH filtering techniques in terms of both time 

scale and the s, the number of predicted samples. Results obtained from Internet traffic traces 

showed that GARCH outperforms FARIMA by achieving four time smaller an error; authors confirmed 

that the error decreases with increased signal timescales and increases with s. In particular, the error 

becomes as high as the variance of the original signal for s=10 and s=100 samples for FARIMA and 

GARCH, respectively. Also, GARCH errors is slightly smaller than half the variance after s=10 samples.  

[YAO08](3) and [SHAF11](3) studied resource availability in mobile systems. The former observed no 

significant correlation within a single trip, but throughput traces showed a higher degree of self-

similarity during repeated trips. The latter paper, instead, classifies traffic according to spatial 

features and propose a multi-class model to predict traffic traces, achieving promising results (ϵ ~ 

0.01). 

Finally, although standard filtering techniques for static environments are less effective on mobile 

throughput, the latter appears more predictable when location is used as a context. 
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3.1.3 D2D content delivery/discovery strategies and improvements for 

opportunistic communications 

Golrezaei et al. [GOLR13] investigate an approach for distributed caching. Although they first propose 

to establish femtocells controlled by small base-station-like nodes called “helpers”, they later 

consider a pure D2D communication system where the mobile devices play the helper role 

themselves. In the latter, the D2D exchange is completely controlled by the base station, which 

knows the device’s position, as well as the content that is currently cached by every device. 

An approach for decentralized discovery was proposed by Ma and Jamalipour [MAJA10]. When two 

devices meet in an intermittently connected network, they make pair-wise decisions about what to 

cache. Evaluated costs are focused on bandwidth consumption and disk space. Nevertheless, 

optimizing energy consumption was not addressed. 

Nevertheless, in the latter approaches the usage of special MAC-layer capabilities to discover content 

in proximity was not considered. McNamara et al. [NAMA08] use the Bluetooth Service Discovery 

Protocol (SDP) to discover content on nearby devices. They conduct a proof-of-concept by 

discovering and exchanging music files on board of a mass transit train. 

Han et al. [HANB14] adapt parameters of the 802.11 MAC to save energy when discovering devices in 

proximity, although the mechanism is not specific for content discovery. They save about 44% of 

energy, although the number of discovered peers decreases by 21%. 

 

4. ECOUSIN INFRASTRUCTURE ARCHITECTURE OVERVIEW 

The eCOUSIN functional architecture on the infrastructure level has been constructed from an 

analysis of the use cases and has been presented as part of the eCOUSIN WP2 Deliverables D2.1 and 

D2.2. The high-level architecture consists of the functionalities for monitoring the status of the used 

network, the functionalities required for in-network routing and caching, as well as for configuration 

of the network resources. (see Figure 1)  

 

Figure 1: High-level overview of the Network Layer 

In the following we will give more details to the functional architecture building blocks and add a 

mapping to the functional and non-functional requirements which have been derived in the first 

deliverable of WP5. [D5.1]. 
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4.1 Network Monitoring 

The “Network Monitoring” functional module provides updated information regarding the status of 

the network being used both in terms of available transport and storage capacities. Depending on 

the considered use case this includes:  

• the list of available networks (e.g. 3G or Wifi network, fixed network, etc.: SEMI05, SEMI10, 

SEMI11, SEMI12, SEMI15, SEMI16 

• the state of the network resources (availability, congestion, load, battery state of devices): 

SEMI17 

• the cost for usage of network resources: SEMI04 

• the battery state in the case of use cases involving mobile devices: SEMI15 

• the proximity of the device e.g. to upload servers in the network storage cloud, or to mobile 

networks including Wifi/Wireless Ad-hoc networks: SEMI02, SEMI03, SEMI11, SEMI15, 

SEMI16 

Depending on the use case under consideration the network monitoring information is collected: 

• either directly on the user device (e.g. in terms of a list of available networks, battery state, 

device proximity in mobile networks, cost of the network resources as configured by the OSN 

user: SEMI02, SEMI05, SEMI11, SEMI12, 

• or directly inferred by the user (e.g. state of the network resources): SEMI15, SEMI16 

• or collected within the network environment (e.g. list of available networks and network 

resources state): SEMI15 

The Network Monitoring module is mandatory in a number of the use cases selected by eCOUSIN. Its 

role is to provide the knowledge of the network state which is required by the Content Dissemination 

Layer to optimize content exchanges; e.g.: 

• To select the most suited timeslot to upload a given OSN content (e.g. a video) in the 

network: SEMI06; 

• To select the most suited timeslot to prefetch OSN content on a given OSN user device 

SEMI06, SEMI15. 

We further expect the “Network Monitoring” module to provide short term and long term prediction 

of the network resources. This will be realised by logging past values of the network characteristics 

mentioned above and feeding them to a model that derives future values. 

Besides network monitoring information collection also includes the monitoring of such network 

parameters as congestion, load, etc. It will be possible to build both general and user specific models 

(see Section 5.3.4). In turn, these models allow the system to forecast the system evolution and, 

consequently, to optimized the network resource allocation. 

In addition, the models developed thanks to the network monitoring module, will allow to study in 

further details the effectiveness of advanced functionalities, such as content prefetching and 

network offloading (see also [D4.2] for reference). 

Mobile network measurements are part of the network monitoring component of the eCOUSIN 

functional architecture (see Figure 1). There, they determine the availability of cellular networks, but 

also congestion and load. The mobile network measurements work in close conjunction with the 

network based bandwidth availability prediction, improving their quality by providing independent 

data to verify and improve the model. 

The mobile network measurement app is deployed on end-user equipment and is as such increasing 

the number of possible vantage points. The measurements are collected on a central server, from 
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which data can be requested to optimize content delivery in various ways. The collected data is used 

by the download scheduler, (part of the pre-fetching component, see 5.3.2) to optimize the content 

retrieval in terms of energy consumption and QoE. Further, this component periodically probes the 

network to improve quantity and quality of the collected data. 

 

4.2 Network Resource Configuration 

The “Network Resource Configuration” functional module aims at configuring the infrastructure 

resources to perform content delivery. This includes for example pre-reservation of network 

resources if required by the application, and configuration of forwarding nodes in the network.  

As outlined in D5.1 ALUD’s main objective is to investigate and design network technologies that are 

information-centric but practical and incrementally deployable at the same time. While the ICN 

networking model promises a number of benefits to users as well as service providers in terms of 

performance, security and mobility, these benefits come at a cost as many ICN proposals add 

significant complexity to the network design, e.g. by having routers acting as content caches, and 

supporting nearest-replica routing etc. 

The proposed ICN architecture concept conforms to 2-tier architecture as illustrated in Figure 2. In 

this architecture, the forwarding plane is responsible for performing time-critical tasks such as 

address lookups and transferring packets from ingress to egress links. The control component 

consists of routing protocols. Through the exchange of routing information, the control plane 

provides the information required for performing network resource configuration tasks, i.e. the 

building and maintaining of routing tables.  

 

Figure 2: Tiered architecture of an incrementally Deployable ICN System Design 

 

The original motivations for the separation of IP control and forwarding planes include the following 

[RAMJ06]: 

• Scalability: The first driving factor for separating control and forwarding is the potential for 

distributed forwarding architecture and the scalability that this separation enables. For 

example, with the separation of control and forwarding components, time-critical 

forwarding-plane tasks can be distributed and optimized for the required performance. 
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• Fault tolerance and reliability: the separation of control and forwarding makes it possible to 

apply techniques such as stateful switchover of the control plane and non-stop forwarding to 

design highly available routers. 

The approach of separation of forwarding and control plane is reflected in the eCOUSIN separation of 

“in-network routing/caching” and “network resource configuration” building blocks.  

In the following, the functionalities are derived from the requirements defined in D5.1, detailed and 

mapped to the eCOUSIN overall system architecture. 

Controller functionality (SENIR04, SENIR05, SENIR08): 

• Controller function to communicate and enforce routing decisions from the control plane to 

the forwarding plane (SENIR04) 

• Service routing system to perform a mapping from content name space to forwarding labels 

(SENIR05) 

• eCOUSIN personal sharing cloud proxy  function capable of content routing, putting user in 

control of hardware and stored data (SENIR08) 

Service Routing functionality (SENIR05, SENIR14 – SENIR18) 

• Service routing system to perform a mapping from content name space to forwarding labels 

(SENIR05) 

• Content router need to route interests towards OSN servers or directly to users depending 

on the user policy detailed in the content request/interest (SENIR14) 

• Mechanisms for dynamic and temporary configuration of the Content Router FIB table 

(SENIR15) 

• Caching, routing and multicast functionalities support of Content Router for efficient content 

delivery exploitation of social information related to the user’s relationships, location and 

interest (SENIR16) 

• Content Routers need to populate their FIB according following user-provided prefix 

announcements. Prefixes information is used to route the interest request toward the 

respective target. Announcement message local or global reach can be controlled with TTL 

(Time-To-Live) value (SENIR17) 

• Local content request are routed directly to other user according to “local” policy (SENIR18) 

The more detailed architectural considerations and approaches to realise this functional architecture 

will be given in section 5. 

 

4.3 In-Network Content Routing/Caching 

In this work package, we investigate the relationships between the OSN layer and the networking 

layer. In D3.1 and D5.1, we have demonstrated the differences between the end-users behaviour 

and the OSN networking behaviour (local and non-local aspect). We then proposed to improve the 

OSN content delivery taking into consideration this locality aspect of end-users. As such, the 

proposed data routing change a little bit compared to current OSN behaviour, since we add a local 

routing of data thanks to the features CCN can offer. We still keep the routing of data towards the 

OSN server for non-local end-users but also for local users in order that the OSN server is aware of all 

data exchanged between end-users. But instead of having all end-users connected to the OSN server 

to retrieve data, we can have a local exchange of data between end-users located in the same (or 

close) region. For this, the CCN network is dynamically configured for routing interests for such 

content directly toward the local end-users themselves. 
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Technically, two options are envisioned to implement this dynamic configuration of content routing: 

• Since the ICN network is a CCN one, we propose to use OSPFN [OSPF12] together with CCN. 

OSPFN is a routing protocol similar to OSPF but announcing contents (or prefixes) instead of 

IP addresses (or subnetworks). With OSPFN, local end-users who want to make their content 

available in the network (e.g. when publishing a tweet) will announce it in the network via 

the OSPFN announcement message. When receiving this message, the CCN router will 

populate their local forwarding tables (FIB in CCN terminology) accordingly. This 

announcement message will be propagated in the network up to x CCN nodes (defined by 

configuration) or only within a domain (e.g. autonomous system).  

• Since the network should be dynamically configured, according to end-users publication, a 

dynamic solution such as network programmability (SDN-like) is taken into consideration. A 

candidate design choice is based on a logically centralized ICN controller, mitigating 

scalability issues inherent to flooding approaches as used by alternative ICN designs. Instead 

of heaving every node discovering the content topology and calculating best routes, the 

centralized controller (e.g., responsible for a single AS) will maintain the ICN topology 

information, implement routing logic, and configure forwarding tables of the ICN nodes. 

When an ICN node receives a content request, it routes the request towards source(s) 

matching the label of the request with its forwarding entries. This is line with the network 

resource configuration module presented in section 4.2. 

Those node architectures enables us to satisfy the requirements SENIR01, SENIR02, SENIR03, 

SENIR13, SENIR14, SENIR 15, SENIR 16, SENIR 17 and SENIR17 as described in D5.1 

5. ECOUSIN SOLUTION COMPONENTS 

5.1 Solutions for Social-Enhanced Content Naming 

In the eCOUSIN project, we study the relationship between OSN and the network. As such, the 

naming of contents is also investigated to better match the possible relationship. The overall goal is 

to define a naming scheme for content in the OSN that would help to improve the delivery of the 

contents. The main objective is to name the content according to specific OSN behaviour, for 

instance the locality aspect which is taken into consideration. 

The naming scheme strategy is first introduced in D5.1. Here we remind it for the clarity and 

understanding of the rest of the deliverable. Since we investigate two different networking 

technologies (IP and ICN), we propose 2 naming scheme, each one being specialised for its use (for 

IP, we use the well-known URL/URI scheme and for ICN, we use a hierarchical content-based 

scheme). We present them hereafter, in line with their related use-case. 

5.1.1 Use-Case: Personal Sharing Cloud 

The Personal Sharing Cloud use case can actually work due to the interconnection of different 

building blocks, described in different work packages.  

The naming scheme strategy for the Personal Sharing Cloud use case was preliminary described in 

eCOUSIN Deliverable 5.1. The different building blocks of the use case were also described in the 

Deliverable D2.2.  

The Personal Sharing Cloud use case makes use of the Universal Plug and Play (UPnP) protocol both 

for local and remote content distribution. The naming strategy developed in the use case has a 

URL/URI structure aiming at making uPnP agnostic of the real physical location of resources. All 

resources client side are seen by the final user as local resources via UPnP and filtering/access 

regulation is performed locally by the access manager module.  
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Adopting a URL/URI like naming scheme is motivated by the many advantages related to using well-

known open schemes.  

A resource identifier will have the following structure: 

 

http://192.168.1.10:8081/ ecousin://nodeX:1276:tcp/ http://10.0.0.5:8080/Pict
ures/myCat.jpg  

 

The three main parts of the identifier are explained below: 

1) Client-side Proxy location (Consumer Personal Cloud LAN), i.e., 

http://192.168.1.10:8081 ; 

2) Server-side Proxy location within the eCOUSIN overlay, i.e., 

ecousin://nodeX:1276:tcp/ ; 

3) Resource location from a Server-side Proxy point of view (Provider Personal Cloud 

LAN), i.e., http://10.0.0.5:8080/Pictures/myCat.jpg . 

 

5.1.2 Use-Case: CCN-based OSN delivery 

The CCN-based use-case aims at investigating the use of the CCN technology for delivering OSN 

content, because of the similarity between the two (interest/data).  

Having analyzed the OSN networking and the end-users behaviours [Ref D3.1], we propose a naming 

scheme related to the end-users’ characteristics. Popular end-users, whose content is consumed 

worldwide, should have a different way of working than non-popular local end-users whose contents 

will be consumed locally. In the first case, the current networking model of OSNs can be maintained 

but for the latter, a CCN-optimised delivery is envisioned, taking into account a specific content 

naming scheme and appropriate routing strategies.  

In the proposed naming, we simply focus on differentiating end-users, whether they produce content 

that is locally consumed or not. Therefore, the naming is: 

• For Non Local end-users: 

/Twitter/NonLocal/UsersXXX/Tweet_YYY 

• For Local end-users: 

/Twitter/Local/UsersAAA/Tweet_BBB 

With such a difference in the first segments on the names, the CCN routers will be able to easily 

route the interest message toward the OSN servers (non local users) or towards the end-users (local 

users).  

We also propose to name the tweets with numbering, allowing end-users to know which tweet to 

request. Indeed, if an end-user has already retrieved the tweet #25 from the user “Bertrand”, it 

knows that the next tweet to request is Tweet_26. It will then send an interest for 

“/Twitter/<Non>Local/Bertrand/Tweet_26. 

The Local and NonLocal type of the end-user can be user-defined, but the Twitter logic server can 

also know about it. By having a look at characteristics of the user’s followers, the Twitter logic server 

can know if they are geographically close to the user or not and thus declare her “Local” or 

“NonLocal”. We can also add geoIP localisation in order to avoid false declaration.  
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Since all the published tweets are sent to the Twitter server (for history management), the type of a 

particular user can change (e.g.; some of her followers are now in another location) easily. Remote 

followers can download the list of past tweets as for any other user (the Twitter server just has to 

make a small modification in its database). 

 

5.2 Solutions for Social-Enhanced Content-Centric Network 

Infrastructures 

5.2.1 Solutions for Content-Centric Routing in Personal sharing Clouds 

The Personal Sharing Clouds use case aims at automatically merging into a Cloud content belonging 

to different users, exploiting their social relationships to propose and disseminate information about 

content production and the content itself. Once Personal Clouds are merged, users can discover and 

invoke services available in other Personal Clouds; allowing for example to retrieve remote Digital 

Life Network Alliance (DLNA) Media Servers and access shared pictures, music, and videos.  

Users accessing resources explicitly instruct and automate a discovery procedure which has to be 

repeated in order to check if new resources have been recently shared. Users have to periodically 

refresh the discovery phase. 

Moreover, to improve user experience, eCOUSIN will also support an advertisement mechanism 

making easier to inform friends about shared resources, e.g., providing a link to a directory 

containing photo albums or to a specific video.  

As it was explained previously, the naming scheme gives the possibility to represent the whole 

process by means of the following URL: 

http://192.168.1.10:8081/ecousin://nodeX:1276:tcp/h ttp://10.0.0.5:8080/Pict
ures/myCat.jpg  

A standard Web browser exploits the first part of the whole URL to identify the Client-side eCOUSIN 

Proxy and send it a GET request with the rest of the URL, as if the Client-side eCOUSIN Proxy were a 

Web server. Then, the Client-side eCOUSIN Proxy exploits the second part of the URL to identify the 

eCOUSIN Overlay’s location of the Server-side eCOUSIN Proxy and send it a packet with the third part 

of the URL. Finally, the Server-side eCOUSIN Proxy receives the request and contacts the Web server 

to retrieve the actual resource, sending it to the original Web browser through the Client-side 

eCOUSIN Proxy.  

In summary the two Personal Clouds are connected as if they were in the same LAN despite they are 

technically connecting over the Internet and this connection is set dynamically, basing on social 

relationships of users over the main OSN systems. If the user social relationship changes, the number 

of nodes connected to the personal sharing clouds will change as well. Moreover, this system allows 

exploration of resources exploiting local sharing systems such as DLNA or UPnP, managing packet 

broadcasting that these kinds of protocols require. 
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Figure 3: Interconnected Personal sharing Clouds 

 

Besides, access rules to content are set by the Access Manager module, providing locally access 

rules. Access Manager exploits Resource Locator to gather the set of shared resources, such as the 

set of available services and provided content, and then asks to the user which services/content 

should be visible to which identities/relationships. In this manner the Access Manager can know how 

to configure and apply filters to content, so that resources with different levels of privacy can be 

made visible differently to different set of specific users.  

We adopt two filtering mechanisms to modify resource visibility in relation to identity/relationship 

(whitelist approach: it is allowed to access resources only if the user has explicitly allowed it): 

• Discovery Filter (DF) - The Discovery filter tailors to differentiate accessible services among 

different classes of users. For example, remote users who are Facebook friends can be 

allowed to access and stream remote resources while users who are twitter followers. Even 

if this specific use case is targeted on media sharing, the system has been designed to allow 

another level of access differentiation based on services. 

• Content Filter (CF) - users activate CF only for services that are perceived as particularly 

important; the goal is to support finer-grained access control to shared resources, eventually 

dropping unauthorized requests or sorting discovered resources based on priority 

preferences. CF implementation strictly depends on the target service and must be 

specialized for each service it is required to support. 

To better explain DF and CF mechanisms, consider the following examples based on our UPnP 

service: 

• The user can exploit DF to specify which subnets belonging to her network should be 

accessible via UPnP by other users, providing different access rules for different social 

relationships. For instance, the user could grant access to her Facebook friends to UPnP 

devices located in the home gateway subnet, while UPnP devices located in the office 

desktop subnet could be visible only to Facebook friends who are also members of the 

Facebook group “colleagues”; 

• The user can exploit the CF mechanism to specify that only DLNA Media Servers are 

accessible from remote Network users, and only by Twitter followers, while the UPnP service 

controlling the home thermostat can be invoked only from eCOUSIN nodes within the same 

network 
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5.2.2 Control Plane for Content

This module provides content routing and caching functionalities as a network service rather than 

resorting to the conventional approach of leaving these tasks to the applications. We therefore study 
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Content sourcing, distribution, and delivery in eCOUSIN follows a different model than traditional 

content networks in which content is ingested to a few centralized locations that distribute and 
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“Network resource configuration” module can specify caching and cache eviction policies 

aligned with OSN activities. For instance, knowing the locality aspects of the OSN interactions, the 

cache algorithm can be configured to preferably cache local content.

Deliverable D5.2 Modules and Interfaces for Social-

Enhanced Content Centric and Mobile Network 

Infrastructures (V1) 

 Page 

Control Plane for Content-Centric Routing/Caching in ICN 

This module provides content routing and caching functionalities as a network service rather than 

resorting to the conventional approach of leaving these tasks to the applications. We therefore study 

how to apply first principles and concepts from ICN to meet the specific requirements of OSN 

Content sourcing, distribution, and delivery in eCOUSIN follows a different model than traditional 

content networks in which content is ingested to a few centralized locations that distribute and 

down manner. We consider exploiting a widely available 

e.g., regional and metro data centres, potentially collocated and more tightly 

integrated with networking infrastructure potentially even in mobile end nodes) which can be used 

for storing locally generated content as well as for distributing and delivering information driven by 

the algorithms developed in WP4. In consequence in some cases information will be generated and 

some pieces of content will succeed in attracting the attention of many users, 

will remain obscure. This occurs because of the heavy

characteristic of content popularity, which has been observed for a wide range of different types of 

To efficiently deal with these properties, the in-network routing and caching functional module 

provides mechanisms for publishing and propagating content availability potentially within different 

candidate design choice is the use of logical centralised control of the 

ICN nodes to mitigate scalability issues inherent to flooding approaches as used by CCNx and similar 

. If an ICN node hosts a small-size cache module, caching an object and delivering it from 

that local cache is straight forward. Using characteristics of the OSN layer, however, the eCOUSIN 

“Network resource configuration” module can specify caching and cache eviction policies 

aligned with OSN activities. For instance, knowing the locality aspects of the OSN interactions, the 

cache algorithm can be configured to preferably cache local content.  

Figure 4: ICN Overall View 
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Figure 4 depicts the overall ICN control plane architecture and operation. The ICN controller has a 

complete view on the ICN overlay topology configuration. Its main task is the definition of efficient 

content-dependent routing policies that have impact of the routing tables controlling the OSN 

content request routing behaviour of the service routers. 

In our model some specific end-nodes can have extended capabilities and act as facility nodes 

capable to host a service such as e.g. a cache service. As the ICN controller has the complete overlay 

information including the location of facility nodes, it can also perform ICN overlay management 

functions such as to initiate the provisioning of additional cloud-based caching resources for popular 

OSN content on demand and in the required location an elastic way.  

As stated in D5.1, the main objective of our work is to investigate and design network technologies 

that are both information-centric and incrementally deployable, i.e., that support a step-wise 

departure from the host-centric paradigm starting off from limited partial deployments. Starting off a 

quantitative evaluation of the benefits ICN can bring to the control path we have defined design 

directions detailing the main challenges we would like to address.  

• Controller function to communicate and enforce decisions from the control plane to the 

forwarding plane (SENIR04). 

• Service routing system to perform a mapping from content name space to forwarding labels 

(SENIR05) 

• Incrementally deployable ICN solution supporting the step-wise departure from the host-

centric paradigm starting off from limited partial deployments (SENIR07) 
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5.2.2.1 Overall ICN modules

Figure 5: Generic ICN node, management and control function

In this section we will provide an overview on the ICN implementation architecture

node and ICN controller functional blocks

in Figure 5. In this figure, the orange blocks at ICN controller and ICN 

additional control layer functionalities required to integrate CCNx nodes.

The overall system consists of ICN nodes, the ICN controller containing a number of the management 

and control function modules (ICN controller), and

required on the link layer for the detection of the

5.2.2.2 ICN node modules and interfaces

The ICN node itself consists of two parts: 

realization of control functions and content request forwarding functions, respectively.
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controller, containing information about 

content. The ICN Agent has to translat

format that can be handled and executed by the ICN FW 

We currently consider two options for pushing the routing inf

a) The routing information can be used 

of ICN nodes, where additionally the caching nodes functionalities and caching node update 

events can be emulated. 

b) Alternatively, the routing information can either be used for modifications to the Forwarding 

Information Base (FIB) of some CCNx nodes to support the scenario employing content
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Page 20 of 56 

 

architecture.  

, consisting of ICN 

node and controller architecture details are depicted 

and repositories refer to 

The overall system consists of ICN nodes, the ICN controller containing a number of the management 

the modules related to the functionalities 

module, for the 

realization of control functions and content request forwarding functions, respectively. 

routing information from the ICN 

requests for certain 

e the routing information issued from the controller into a 

ormation updates to the data plane: 

to make modifications to the forwarding/service tables 

of ICN nodes, where additionally the caching nodes functionalities and caching node update 

the routing information can either be used for modifications to the Forwarding 

Information Base (FIB) of some CCNx nodes to support the scenario employing content-



 
Deliverable D5.2 Modules and Interfaces for Social-

Enhanced Content Centric and Mobile Network 

Infrastructures (V1)  

 

  Page 21 of 56 

Copyright © eCOUSIN Consortium, January 2015 

centric routing strategies for CCN and Twitter with automatic configuration of CCNx node FIB 

tables. Updates to caching could be tracked by deploying some daemons which send 

registration messages to the ICN controller. 

The required functionalities of a service routing system allowing for the mapping from content 

namespace to forwarding labels has been discussed in D5.1 in conjunction with a discussion of 

background work. As our main research focus is control functions, the adoption of already existing 

implementations for the realization of content routing has been considered.  

As the additional requirement of an incrementally deployable ICN solution, if possible leveraging IP 

transport also has to be considered we decided to have a closer look into the background work which 

has been presented in D5.1. 

5.2.2.3 ICN Controller modules and Interfaces 

The link-layer information collected and provided by LL controller is delivered to the ICN Topology 

component for constructing and maintaining the overall ICN node network topology. With this 

architectural approach it is possible to generate a multiplicity of overlay node topologies (in terms of 

overlay graphs) which are best suited for the delivery of a specific content ID, i.e. is possible to adopt 

the ICN overlay node topology the specific content pieces to distribute. Additionally, Facility Nodes 

(FN) can be added to the overlay topology on demand of the ICN controller. 

The ICN controller component maintains a number of information bases and repositories to manage 

the mapping of service names to ICN nodes and the launch/removal of caches on facility nodes: 

• A repository of ICN nodes and facility node names and their respective locations. As an 

option this repository can also contain the names and locations of CCNx nodes 

• A global service table where all service  to node mappings and update information by the ICN 

nodes registrations based on the service tables of the ICN nodes within the respective 

network domain are collected 

• A database providing metadata information for the content pieces which have been 

published by the content owners, therefore enabling the enforcement of policies connected 

with the specific content identifier. 

The ICN Controller learns about new mappings from observing the service announcements of the 

controlled ICN (and CCNx) nodes. Moreover, it processes the incoming requests and further 

information from the topology component to calculate a path across the overlay network from 

requestor to the appropriate service. The resulting path is then associated with the corresponding 

resources (ICN nodes, facility nodes) and their overlay connections, (next hops) and pushed to the 

respective ICN clients, which in turn perform the required modifications to the forwarding tables of 

all concerned  ICN nodes. 

The service table entries at the controller and on the ICN nodes are provisioned without a lifetime 

definition. As a side effect of this mechanism of deploying the overlay path the controller is 

automatically informed about local service de-registration events communicated through the ICN 

client whenever a service gets removed and can update his service table immediately.  

5.2.2.3.1 ICN Controller load-balancing sub-modules 

As described in the previous section and will be outlined in 5.2.2.6 in more detail the ICN controller 

maintains an overlay topology to enable informed decisions on how route content requests are 

handled: the ICN controller has information about the network locations of cache nodes and can 

derive and enforces a suitable request routing policy by pushing routing information towards ICN 

forwarding nodes.  
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To exploit available caching capabilities in ICN, it is necessary to be able to locate and/or select one 

or multiple identical contents which are distributed in the network, avoiding any overloading of 

resources and hot spots in the network. 

This challenge is known as routing problem in ICN in a sense that user requests are routed to location 

of the requested content. As an example, popular OSN content files are assumed to be located in 

caches where copies are placed. For this purpose an ICN routing mechanism must be able to 

incorporate these multiple identical content distributed in the network to prove a better choice 

making more efficiently use of the network resources. This is one of the desired properties for ICN, 

namely enhanced availability. 

In addition, the solution should support diversity to enable abundant routing decision processes, e.g. 

based on not only proximity but also several other conditions including the capability of provider 

conditions, metrics important for cloud-based implementations such as Virtual Machine (VM) load 

parameters. 

In cloud environments the resources are represented by various metrics associated with a particular 

VM. The ICN controller will collect such metrics such as CPU load for a particular VM and use the 

obtained load information to make decisions about modifications to the service tables of selected 

forwarding nodes, for example to homogenize the load metrics over a selected group of cache 

nodes, in order to avoid overload situations and make efficient usage of a multiplicity of cloud-based 

resources. 

5.2.2.4 Link-Layer modules and interfaces 

This functional block contains the modules and interfaces required on the link layer to enable the 

discovery of the link layer topology.  

The controller contains a LL Controller which builds and maintains the LL topology information 

containing information about the SDN Switches such as Data Path Identifier (DPID) and information 

about connectivity to other switches and about the individual switch configuration such as 

capabilities and network attachments points. Additionally, the LL controller allows programming of 

SDN switches to enable tests with different network conditions and configurations such as 

simulations of link failures. For this purpose the LL controller features a query interface to provide LL 

topology information to the ICN controller, and to allow for configuration of LL components such as 

switches. 

As new functionalities are required on the link layer, this part of the solution will be realized 

leveraging already existing implementations from prior works. We currently test solutions such as 

OpenVSwitch [OPEN14] and Floodlight controllers [FLOD14]. 

5.2.2.5 Options for implementations of modules and interfaces 

With respect to the requirements SENIR05 and SENIR07 in particular, Serval [NORD12] provides a 

number of unique features and advantages with respect to other proposals. Serval is not an ICN 

infrastructure per se but rather focuses on supporting a service-centric networking model. A central 

point of the Serval architecture is a Service Access Layer (SAL) sitting between the IP Network layer 

and the Transport layer where it can interwork with unmodified network devices: 

• Serval sits on top of an unmodified network layer and enables applications to communicate 

directly based on service identifiers. This supports incremental deployments as directly 

addressed by the requirement SENIR07. 

• The Service Access Layer (SAL) provides a clean service-level control/data plane split, 

enabling policy, control and in-stack name-based routing that connects clients to services via 
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diverse discovery techniques, which supports the clean separation of request routing and 

controller function as descri

• A test implementation of the Serval stack and test tools 

[SERV12].  

As an additional feature with Serval

migrate flows across interfaces, or establish additional flows for efficient and uninterrupted service 

access which supports mobility as an additional advantage

In summary, in our view, Serval repres

forwarding based on service names employing a service

the scope of Serval), that additionally

networking such as service routing and resolution.

In what follows we describe the design of 

Figure 

The network node implements the Serval

routing configuration, a flow table managing local forwarding entries

The ICN node takes advantage of the functionality of the Serval stack

service registrations and service registration updates by maintaining a local service table and 

maintaining a mapping between service IDs to IP addresses and node interfaces.

The ICN agent on the ICN node offers an interface to an ICN controller for configuration of the 

Service Table. The agent receives 

deletes the corresponding service table rule within the Service Table. 

The Serval stack itself can automatically generate events upon launching and shutting down service 

processes on a host. A bind(serviced) call generates a service registration event for the bound 

serviceID, while a close() call unregisters that service. 

Beside the described functionality the ICN concept 

on the CCNx [CCNX14] implementation

capable to use routing information provided by the ICN controller also 
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diverse discovery techniques, which supports the clean separation of request routing and 

controller function as described in SENR04 and SENIR05 

of the Serval stack and test tools is available for download from 

Serval, end-points can seamlessly change network addresses and 

migrate flows across interfaces, or establish additional flows for efficient and uninterrupted service 

which supports mobility as an additional advantage. 

erval represents a good design choice because it allows for 

based on service names employing a service-aware control plane (which 

additionally supports such functions which are relevant for eCOUSIN 

etworking such as service routing and resolution. 

design of ICN-based network nodes. 

 

Figure 6: ICN node architecture 

the Serval stack featuring a Service Table used for service/request 

routing configuration, a flow table managing local forwarding entries.  

The ICN node takes advantage of the functionality of the Serval stack [NORD12] to receive local 

ice registration updates by maintaining a local service table and 

maintaining a mapping between service IDs to IP addresses and node interfaces. 

The ICN agent on the ICN node offers an interface to an ICN controller for configuration of the 

The agent receives routing information from the controller and adds, modifies or 

deletes the corresponding service table rule within the Service Table.  

can automatically generate events upon launching and shutting down service 

esses on a host. A bind(serviced) call generates a service registration event for the bound 

serviceID, while a close() call unregisters that service.  

Beside the described functionality the ICN concept will also allow to address forwarding nodes

he CCNx [CCNX14] implementation. For this purpose the ICN Agent must be extended so that 

to use routing information provided by the ICN controller also to make the corresponding 
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diverse discovery techniques, which supports the clean separation of request routing and 

is available for download from 

points can seamlessly change network addresses and 

migrate flows across interfaces, or establish additional flows for efficient and uninterrupted service 

for realising ICN 

which itself is out of 

relevant for eCOUSIN 

stack featuring a Service Table used for service/request 

to receive local 

ice registration updates by maintaining a local service table and 

The ICN agent on the ICN node offers an interface to an ICN controller for configuration of the 

from the controller and adds, modifies or 

can automatically generate events upon launching and shutting down service 

esses on a host. A bind(serviced) call generates a service registration event for the bound 

forwarding nodes based 

gent must be extended so that it is 

make the corresponding 
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modifications to the Forwarding Information Base (FIB) of CCNx b

on the tools provided with the CCNx implementation for the modifications of FIBs.

As an option, service table updates related to caching could be tracked by deploying some daemons 

which send registration messages to the IC

5.2.2.5.1 Service Routing and Content Naming

The Serval approach supports flexible naming because it does not dictate how service names are 

constructed. However, as we want to focus our solution approach to a single administrative domain 

we propose using a flat service resolution scheme such as one based on distributed hash table (DHT)

In such cases, serviceIDs can be automatically constructed 

application-specific prefix with the hash value of an application

Figure 7). 

Figure 7: Construction scheme for Service ID from content name

As stated in D5.1 we are exploring the adaptation of naming schemes similar to 

Network Architecture (DONA) encoded in DNS format

for naming persistency and incremental deployability as outlined in the deliverable D5.1 

3.1.2 of [D5.1]). 

More specifically, names are of the form 

of the owner’s public key and L is an owner

uniqueness and granularity of L. Names are globally unique, persistent and not bound to any 

organisational boundaries. 

5.2.2.6 Solutions for the Information

In this section, we present the control

entities described in the sections above 

based content publication, access of cached content

can be realized with the proposed a

The Bootstrapping/system start-up phase
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modifications to the Forwarding Information Base (FIB) of CCNx based forwarding nodes, e.g. based 

on the tools provided with the CCNx implementation for the modifications of FIBs. 

As an option, service table updates related to caching could be tracked by deploying some daemons 

which send registration messages to the ICN controller.  

and Content Naming 

The Serval approach supports flexible naming because it does not dictate how service names are 

as we want to focus our solution approach to a single administrative domain 

a flat service resolution scheme such as one based on distributed hash table (DHT)

In such cases, serviceIDs can be automatically constructed from the content name by combining an 

specific prefix with the hash value of an application-level service or content name (see 

 

truction scheme for Service ID from content name 

g the adaptation of naming schemes similar to the 

encoded in DNS format in order to accommodate for the requirements 

ing persistency and incremental deployability as outlined in the deliverable D5.1 

More specifically, names are of the form <L=label>.<P=principle>, where P is the cryptographic hash 

is an owner-assigned label. The content owner is responsible for the 

uniqueness and granularity of L. Names are globally unique, persistent and not bound to any 

Information-Centric Control Functions 

on, we present the control functionality in terms of call flows between the different 

above in order to explain how the system bootstrap phase, the 

access of cached content from a replica server, and request redirection 

realized with the proposed architecture. 

up phase process is depicted in Figure 8: 
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ased forwarding nodes, e.g. based 

As an option, service table updates related to caching could be tracked by deploying some daemons 

The Serval approach supports flexible naming because it does not dictate how service names are 

as we want to focus our solution approach to a single administrative domain 

a flat service resolution scheme such as one based on distributed hash table (DHT). 

by combining an 

el service or content name (see 

the Data-Oriented 

in order to accommodate for the requirements 

ing persistency and incremental deployability as outlined in the deliverable D5.1 (see section 

is the cryptographic hash 

assigned label. The content owner is responsible for the 

uniqueness and granularity of L. Names are globally unique, persistent and not bound to any 

between the different 

system bootstrap phase, the ICN-

, and request redirection 
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Figure 8: Bootstrapping

During the bootstrapping phase all the 

controller. Then, the ICN controller 

network topology discovery by employing the LL controller component’s query interface. The 

topology information in terms of switch DPID

attachment points is returned to the ICN controller. 

The ICN controller constructs an initial overlay topology from the information available, i.e.

consisting of all registered ICN and facility nodes. 

all registered ICN nodes so that local registration events of new content can get forwarded to the ICN 

controller and added by the Topology to the ICN overlay topology. 

The process for registration of new con
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: Bootstrapping and topology building phase message flow 

all the ICN nodes (including the facility nodes) register with the ICN 

the ICN controller instructs the Topology component to initiate 

by employing the LL controller component’s query interface. The 

topology information in terms of switch DPID and capabilities, switch connections and switch 

attachment points is returned to the ICN controller.  

The ICN controller constructs an initial overlay topology from the information available, i.e.

and facility nodes. It then adds default routes to the service tables of 

all registered ICN nodes so that local registration events of new content can get forwarded to the ICN 

controller and added by the Topology to the ICN overlay topology.  

new content is depicted in Figure 9:  
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register with the ICN 

the Topology component to initiate the link layer 

by employing the LL controller component’s query interface. The 

switch connections and switch 

The ICN controller constructs an initial overlay topology from the information available, i.e. 

n adds default routes to the service tables of 

all registered ICN nodes so that local registration events of new content can get forwarded to the ICN 
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Figure 9: Registration of new content with update of ICN topology

In the registration process of new content the application on the replica server

out the local ICN node able to receive the advertisement of new content and

forward it to the next/upstream service router or ICN cont

message from the ICN node about the registration event, containing a service ID and the location of 

the ICN node and updates its service routing table and the corresponding ICN topology according to 

the new mapping.  

The process for the retrieval of already cached content
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tion of new content with update of ICN topology update with new mapping

registration process of new content the application on the replica server, first

out the local ICN node able to receive the advertisement of new content and then, if required, 

forward it to the next/upstream service router or ICN controller. The ICN controller receives a 

message from the ICN node about the registration event, containing a service ID and the location of 

the ICN node and updates its service routing table and the corresponding ICN topology according to 

etrieval of already cached content is depicted in Figure 10.  
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update with new mapping 

first, needs to find 

, if required, it can 

roller. The ICN controller receives a 

message from the ICN node about the registration event, containing a service ID and the location of 

the ICN node and updates its service routing table and the corresponding ICN topology according to 
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Figure 10: Retrieval of content cached at a replica server

The sequence for retrieving already cached content starts with the requesting application getting the 

address of the local ICN Router. The application then sends a request packet containing additional 

information such as the requested content ID and a re

SR1 which finds a matching route in his service table to forward the request packet along the default 

route to an application at a local cache. 

of the registered ICN nodes during bootstrapping phase,

always get forwarded between the service routers, and finally 

added to the ICN overlay topology. 

The local cache has the CID and sends an acknowledgement packet containing additional information 

such as the IP address of the local cache back to the requester. Both the requester and the local 

cache now have the information required to start with the exchange of content dat

The cache initiation process on a facility node and redirection of subsequent requests

Figure 11.  
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: Retrieval of content cached at a replica server. 

The sequence for retrieving already cached content starts with the requesting application getting the 

address of the local ICN Router. The application then sends a request packet containing additional 

information such as the requested content ID and a requester IP address to the local service router 

SR1 which finds a matching route in his service table to forward the request packet along the default 

route to an application at a local cache. Since default routes have been installed in the service tables 

during bootstrapping phase, local registration events of new content can 

between the service routers, and finally to the ICN controller and 

 

he CID and sends an acknowledgement packet containing additional information 

such as the IP address of the local cache back to the requester. Both the requester and the local 

cache now have the information required to start with the exchange of content data.  

on a facility node and redirection of subsequent requests
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The sequence for retrieving already cached content starts with the requesting application getting the 

address of the local ICN Router. The application then sends a request packet containing additional 

quester IP address to the local service router 

SR1 which finds a matching route in his service table to forward the request packet along the default 

the service tables 

local registration events of new content can 

to the ICN controller and subsequently 

he CID and sends an acknowledgement packet containing additional information 

such as the IP address of the local cache back to the requester. Both the requester and the local 

 

on a facility node and redirection of subsequent requests is depicted in 
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Figure 11: Initiation of a new cache on a facility node and redirection of subsequent requests.

On arrival of an incoming request the controller queries the Topol

metadata repository for available information about the requested content. Based on the available 

information for this content, the ICN controller decides to recalculate the routing path and finds an 

alternative routing employing cache at a facility node at an intercept point 

improvement in some of the calculated performance metrics such as cache node resource 

consumption and network load.  

Such path recalculations can be triggered by events generated by 

overload situations in cloud-based deployments. Also, ICN forwarding node can generate such a 

notification to the ICN controller in an overload situation, e.g. on excessive node computational 

resource consumption and excessive

can be relieved by adding an additional node.

The controller can calculate an updated ICN overlay topology with an added location for the ICN 

facility node. The controller identifies the concerne

their service tables so that they now refer to the new cache located at the facility node

A requester sending a new request packet for the content now cached at the facility node will now 

get redirected by SR2 cache located at the facility node FN, which sends an acknowledgement packet 

containing the address of the new cache, which enables the exchange of data between requester 

and cache. 

Note. The first incoming request shown on Figure 11 is handled

with the content delivered from the replica server. This is not shown on Figure 11 to make it clearer.
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nitiation of a new cache on a facility node and redirection of subsequent requests.

On arrival of an incoming request the controller queries the Topology component and the content 

metadata repository for available information about the requested content. Based on the available 

information for this content, the ICN controller decides to recalculate the routing path and finds an 

ing cache at a facility node at an intercept point that will result in an 

improvement in some of the calculated performance metrics such as cache node resource 

Such path recalculations can be triggered by events generated by monitoring systems indicating 

based deployments. Also, ICN forwarding node can generate such a 

notification to the ICN controller in an overload situation, e.g. on excessive node computational 

resource consumption and excessive network load over above a pre-defined threshold value which 

can be relieved by adding an additional node. 

calculate an updated ICN overlay topology with an added location for the ICN 

facility node. The controller identifies the concerned nodes SR1 and SR2 and modifies the entries in 

their service tables so that they now refer to the new cache located at the facility node

request packet for the content now cached at the facility node will now 

cted by SR2 cache located at the facility node FN, which sends an acknowledgement packet 

containing the address of the new cache, which enables the exchange of data between requester 

Note. The first incoming request shown on Figure 11 is handled the same way as on Figure 10, i.e. 

with the content delivered from the replica server. This is not shown on Figure 11 to make it clearer.
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nitiation of a new cache on a facility node and redirection of subsequent requests. 

ogy component and the content 

metadata repository for available information about the requested content. Based on the available 

information for this content, the ICN controller decides to recalculate the routing path and finds an 

will result in an 

improvement in some of the calculated performance metrics such as cache node resource 

monitoring systems indicating 

based deployments. Also, ICN forwarding node can generate such a 

notification to the ICN controller in an overload situation, e.g. on excessive node computational 

defined threshold value which 

calculate an updated ICN overlay topology with an added location for the ICN 

d nodes SR1 and SR2 and modifies the entries in 

their service tables so that they now refer to the new cache located at the facility node Cache FN. 

request packet for the content now cached at the facility node will now 

cted by SR2 cache located at the facility node FN, which sends an acknowledgement packet 

containing the address of the new cache, which enables the exchange of data between requester 

the same way as on Figure 10, i.e. 

with the content delivered from the replica server. This is not shown on Figure 11 to make it clearer. 
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5.2.2.7 In-path network contents advertisements

5.2.2.7.1 OSPFN 

The Named Data Networking (NDN

Named Data Networking), which is an extended version

broadcast the content advertisements.

announce content names or prefixes and router IDs. When a CCN node wants to publish an

advertisement, it creates an OLSA message which contains the name of the content

publish and its router-ID. Its OSPFN engine is in charge of flooding

network in the same way as the IP OSPF protocol. An

message will retrieve the content name and

message and query its local OSPF 

publisher and find out the right next hop. Finally, the CCN engine injects the content name and the 

next hop in its local FIB. 

In the project, we aim to re-use (or adapt in necessary) the OSPFN protocol, so that each local end

user will be able to announce its content availability (when wishing to send a tweet or video, or at 

periodic interval) as described in D5.1. The OSPFN 

content routing configuration. 

5.2.3 CCN-based nodes and interfaces

In this section, we will describe the CCN

routing/caching, and the CCN-based end

CCN capabilities. 

5.2.3.1 Network nodes 

 

Figure 12: 

The network nodes rely on the CCN architecture, having a Forwarding Information Table (FIB), used 

for routing interests to potential sources, a Pending Interest Table (PIT), used for managing multiple 

similar interests and for the data delivery following the reverse path, and the Caching modul
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path network contents advertisements 

NDN) project proposes OSPFN (OSPF Based Routing Protocol for 

, which is an extended version of the IP OSPF protocol for CCN

broadcast the content advertisements. OSPFN uses the Opaque Link State Advertisement (OLSA) to 

refixes and router IDs. When a CCN node wants to publish an

advertisement, it creates an OLSA message which contains the name of the content that it wants to 

ID. Its OSPFN engine is in charge of flooding the OLSA message over the 

ay as the IP OSPF protocol. Another CCN node who receives this OLSA 

message will retrieve the content name and the router-ID information that are carried in the 

 engine with the router-ID to calculate the shortest path to the 

the right next hop. Finally, the CCN engine injects the content name and the 

use (or adapt in necessary) the OSPFN protocol, so that each local end

be able to announce its content availability (when wishing to send a tweet or video, or at 

periodic interval) as described in D5.1. The OSPFN protocol will be employed by the 

and interfaces 

is section, we will describe the CCN-based network nodes, having only the role of 

based end-user nodes, which host the OSN application

 

 

: CCN-based network node architecture 

The network nodes rely on the CCN architecture, having a Forwarding Information Table (FIB), used 

for routing interests to potential sources, a Pending Interest Table (PIT), used for managing multiple 

nd for the data delivery following the reverse path, and the Caching modul
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(OSPF Based Routing Protocol for 

of the IP OSPF protocol for CCN. It is used to 

OSPFN uses the Opaque Link State Advertisement (OLSA) to 

refixes and router IDs. When a CCN node wants to publish an 

that it wants to 

the OLSA message over the 

other CCN node who receives this OLSA 

ID information that are carried in the 

hortest path to the 

the right next hop. Finally, the CCN engine injects the content name and the 

use (or adapt in necessary) the OSPFN protocol, so that each local end-

be able to announce its content availability (when wishing to send a tweet or video, or at 

protocol will be employed by the CCN node for 

based network nodes, having only the role of 

the OSN application in addition to 

The network nodes rely on the CCN architecture, having a Forwarding Information Table (FIB), used 

for routing interests to potential sources, a Pending Interest Table (PIT), used for managing multiple 

nd for the data delivery following the reverse path, and the Caching module 
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(Content Store in CCN terminology), which can cache content passing through the node

12). 

In our solution, we also complement the network node with a content publication module which will 

be able to dynamically configure th

(using the OSPFN protocol between

and an ICN agent which receives configuration requests from an 

of the network topology and can configure the CCN

Both options are introduced in section

convert them into CCNx-compliant message

5.2.3.2 End-Users nodes 

Figure 13: CCN

The end-user node will have a CCN stack. 

i.e.; the PIT, the FIB and the caching module

As we want local end-users to be 

publication module is also part of the node architecture. However, it will be only used for 

announcing contents. There is not the configuration of the FIB in this case since the end

are terminal ones, and thus are configure

their edge CCN network node. We assume there is no direct network connectivity between end

users, but they are connected via intermediate network nodes, as it is 

The main differences between the end

which hosts the application itself. In our use

user publishes one tweet and stream a 

non-local), and to deliver content upon

module is only activated in the node for local end

delivered by the OSN server itself. 

The User and Content Management

the knowledge of followed end-users
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(Content Store in CCN terminology), which can cache content passing through the node

In our solution, we also complement the network node with a content publication module which will 

be able to dynamically configure the FIB, according to the in-path network advertisement

using the OSPFN protocol between CCN-based nodes to publish and announce content availability

and an ICN agent which receives configuration requests from an ICN controller which has knowledge 

of the network topology and can configure the CCN-based network nodes in an optimized way.

options are introduced in section 5.2. When receiving configuration requests, the module will 

compliant messages and send the appropriate command to the FIB module.

 

: CCN-based end-user node architecture 

will have a CCN stack. As such, the node will contain the three main CCN modules, 

i.e.; the PIT, the FIB and the caching module (see Figure 13).  

to be able to dynamically announce their contents, the content 

publication module is also part of the node architecture. However, it will be only used for 

announcing contents. There is not the configuration of the FIB in this case since the end

and thus are configured to forward their own interests/data messages toward 

their edge CCN network node. We assume there is no direct network connectivity between end

users, but they are connected via intermediate network nodes, as it is most often the cas

The main differences between the end-user nodes and the network nodes are the application plane, 

which hosts the application itself. In our use-case, the end-user node allows making content (e.g.; a 

user publishes one tweet and stream a live video) available for retrieval by other end-

upon receiving interest for them in case of local end-

module is only activated in the node for local end-users, since for non-local users the content will 

 

The User and Content Management module aims at managing the users and the contents

users and of the locally stored received and published contents.
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(Content Store in CCN terminology), which can cache content passing through the node (see Figure 

In our solution, we also complement the network node with a content publication module which will 

path network advertisement messages 

based nodes to publish and announce content availability) 

ICN controller which has knowledge 

based network nodes in an optimized way.  

. When receiving configuration requests, the module will 

command to the FIB module. 

 

such, the node will contain the three main CCN modules, 

ically announce their contents, the content 

publication module is also part of the node architecture. However, it will be only used for 

announcing contents. There is not the configuration of the FIB in this case since the end-user nodes 

to forward their own interests/data messages toward 

their edge CCN network node. We assume there is no direct network connectivity between end-

most often the case. 

user nodes and the network nodes are the application plane, 

content (e.g.; a 

-users (local or 

-users. This last 

the content will be 

module aims at managing the users and the contents based on 

received and published contents. 
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On making content available, the end

server, for the naming of the content. The naming scheme already presented in D5.1, is applied in 

this module. The interface is based on CCNx interest/data messages

5.2.4 Solutions for Content

In this section, we present the data plane and the call flows between the end

server, to explain how the CCN-based OSN application works. In the explanation

flows, we omit the CCN-based network nodes for clarity and simplification of the description, but 

there are some network nodes between the end

messages according to the FIB configuration (see previous section)

fourth call flow of this section, we present it with one intermediate CCN network node to illustrate 

the caching module activated in the CCN network node.

We present here the call flows for a Twitter

tweets. 

5.2.4.1 Publication of Tweets

On the Twitter server side, at start

``/Twitter", so as to receive interests in sending tweets. 

If a user (let us say Bertrand) wants to send o

(named ``SendTweet_Bertrand"), containing the number that the user must use to name the file 

containing the tweet to publish. At the reception of the data for this file, the end

his tweet and save it in the file named ``Tweet_N".

After having sent the file ``SendTweet_Bertrand", the server prepares an Interest request for this 

content ``Tweet_N". On the user side (Bertrand), the software is listening on the prefix 

``/Twitter/ForServer_Bertrand" and when it receives the interest, it replies with the data file named 

``Tweet_N" containing the tweet to publish.

The Figure 14 depicts this call flow. 

Figure 14

 

5.2.4.2 Retrieval of Non-Local Tweets

For users following non-local users, given that the tweets are served by the Twitter server, the 

process is simply similar to the current one done by 
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making content available, the end-users Content Availability module interfaces with the OSN 

server, for the naming of the content. The naming scheme already presented in D5.1, is applied in 

this module. The interface is based on CCNx interest/data messages. 

Solutions for Content-Centric Data Plane 

In this section, we present the data plane and the call flows between the end-users and the OSN 

based OSN application works. In the explanation, in the first 

based network nodes for clarity and simplification of the description, but 

there are some network nodes between the end-users and the OSN server, which route interest/data 

messages according to the FIB configuration (see previous section) and can cache content

call flow of this section, we present it with one intermediate CCN network node to illustrate 

the caching module activated in the CCN network node. 

We present here the call flows for a Twitter-like application, where end-users can publish/receive 

Publication of Tweets 

On the Twitter server side, at start-up, the server opens a connection listening on the prefix 

``/Twitter", so as to receive interests in sending tweets.  

If a user (let us say Bertrand) wants to send or post a tweet, he requests the server to send a file 

(named ``SendTweet_Bertrand"), containing the number that the user must use to name the file 

containing the tweet to publish. At the reception of the data for this file, the end-user can then write 

tweet and save it in the file named ``Tweet_N". 

After having sent the file ``SendTweet_Bertrand", the server prepares an Interest request for this 

content ``Tweet_N". On the user side (Bertrand), the software is listening on the prefix 

_Bertrand" and when it receives the interest, it replies with the data file named 

``Tweet_N" containing the tweet to publish. 

 

14: Publication of Tweet by end-users 

Local Tweets 

local users, given that the tweets are served by the Twitter server, the 

process is simply similar to the current one done by Twitter. 
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users Content Availability module interfaces with the OSN 

server, for the naming of the content. The naming scheme already presented in D5.1, is applied in 

users and the OSN 

the first three call 

based network nodes for clarity and simplification of the description, but 

users and the OSN server, which route interest/data 

can cache content. In the 

call flow of this section, we present it with one intermediate CCN network node to illustrate 

ers can publish/receive 

up, the server opens a connection listening on the prefix 

r post a tweet, he requests the server to send a file 

(named ``SendTweet_Bertrand"), containing the number that the user must use to name the file 

user can then write 

After having sent the file ``SendTweet_Bertrand", the server prepares an Interest request for this 

content ``Tweet_N". On the user side (Bertrand), the software is listening on the prefix 

_Bertrand" and when it receives the interest, it replies with the data file named 

 

local users, given that the tweets are served by the Twitter server, the 
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The user sends the Interest message related to the tweet ``/Twitter/NonLocal/User

the Twitter server. The user knows what X is (the name of the followed user) and what N is (the 

number of the tweet just after the last one he has rece

the prefix (``/Twitter/NonLocal") announced by the Twitter server. When receiving this Interest, the 

Twitter server sends back the data related to the queried tweet (the server has already received this 

data during the tweet publication phase). 

Subsequent to the reception of the Tweet_N

if it has not yet been published, the Twitter server will not reply. 

forwarding nodes use a Pending Interest Table

being able to send later the Data message 

when there is a long period of inactivity, th

nodes along the network path to the Twitter server

Although there already exists an expiration timer for 

detailed studies are also available in

PIT (cf e.g. [YUAN14]), we propose a

there is no answer back after a first 

to request the tweet (N+1) again

expiration time follows a developem

development process for sending an Interest

about 1 hour of inactivity. To make this process

the expiration time for PIT entries to a value smaller than 30 secon

 

Figure 15: Polling time 

 

As soon as the tweet (N+1) has been published by the owner, the server will then be 

the Interest, and the expiration counter will be reset to

describes the retrieval of non-local tweets.

Deliverable D5.2 Modules and Interfaces for Social-

Enhanced Content Centric and Mobile Network 

Infrastructures (V1) 

 Page 

The user sends the Interest message related to the tweet ``/Twitter/NonLocal/UserY

the Twitter server. The user knows what X is (the name of the followed user) and what N is (the 

number of the tweet just after the last one he has received). The Interest is routed in the network via 

the prefix (``/Twitter/NonLocal") announced by the Twitter server. When receiving this Interest, the 

Twitter server sends back the data related to the queried tweet (the server has already received this 

during the tweet publication phase).  

e reception of the Tweet_N, the user sends an Interest for the next tweet (N+1) and 

if it has not yet been published, the Twitter server will not reply. It is worth noting that

a Pending Interest Table (PIT) to store any received Interest message so as to 

message back to the user on the reverse path. As a consequence, 

hen there is a long period of inactivity, the Interests remaining in the PIT of the CCN forwarding 

nodes along the network path to the Twitter server for a longer time may cause a scalability issue.

exists an expiration timer for removing outdated entries from

in the research community regarding the design of a more scalable 

, we propose another solution employing a polling timer for sending Interests.

a first expiration time of 30 seconds the user will issue another Interest 

to request the tweet (N+1) again. As long as this tweet (N+1) has not yet been published

developement process as shown in the following Figure 15

for sending an Interestarrives at its maximum value of 1200 

make this process more efficient we additionally recommend 

the expiration time for PIT entries to a value smaller than 30 seconds.  

Polling time development process for sending an Interest 

has been published by the owner, the server will then be able to reply to 

, and the expiration counter will be reset to its initial value of 30 second

tweets. 
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Y/Tweet_N" to 

the Twitter server. The user knows what X is (the name of the followed user) and what N is (the 

ived). The Interest is routed in the network via 

the prefix (``/Twitter/NonLocal") announced by the Twitter server. When receiving this Interest, the 

Twitter server sends back the data related to the queried tweet (the server has already received this 

an Interest for the next tweet (N+1) and 

noting that CCN 

received Interest message so as to 

As a consequence, 

of the CCN forwarding 

cause a scalability issue. 

from the PIT, and 

a more scalable 

er for sending Interests. If 

the user will issue another Interest 

been published, the 

15: Polling time 

its maximum value of 1200 seconds after 

recommend setting 

 

 

able to reply to 

its initial value of 30 seconds. Figure 16 
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Figure 16: Retrieval of Tweet published by non

 

5.2.4.3 Retrieval of Local Tweets

For users following local users, the Interest message need now to be routed toward the local end

users themselves, who will then reply directly to the requester. As the Interest is not sent to the 

remote Twitter server, this contributes to reduce the overa

To be reachable, the local user should have announced his name prefix in the network, as mentioned 

in previous sections (via OSPFN for instance), just before publishing a tweet and regularly so that to 

be available to users who have missed the previous period of availability. 

process. 
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: Retrieval of Tweet published by non-local end-users 

of Local Tweets 

For users following local users, the Interest message need now to be routed toward the local end

users themselves, who will then reply directly to the requester. As the Interest is not sent to the 

remote Twitter server, this contributes to reduce the overall network load as well as the server load. 

To be reachable, the local user should have announced his name prefix in the network, as mentioned 

in previous sections (via OSPFN for instance), just before publishing a tweet and regularly so that to 

le to users who have missed the previous period of availability. Figure 17
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For users following local users, the Interest message need now to be routed toward the local end-

users themselves, who will then reply directly to the requester. As the Interest is not sent to the 

ll network load as well as the server load. 

To be reachable, the local user should have announced his name prefix in the network, as mentioned 

in previous sections (via OSPFN for instance), just before publishing a tweet and regularly so that to 

17 describes this 
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Figure 17: Retrieval of Twee

5.2.4.4 Retrieval of Non-Local Tweets with network caching

For this call flow, the first request for the tweet published by a non

call flow of this section, but the intermediate CCN network node caches the content, before 

forwarding it back to the requester.

Then a second interest for the same content is received by the 

one, having already this content in its cache, will n

deliver the requested content itself. In this case, network traffic 

and the server (and possibly other intermediate nodes upstream) and the quality improved since the 

requester can receive the content more rapidly.

Figure 18 illustrates this network caching function.

Figure 18: Retrieval of Tweet published by non local end
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: Retrieval of Tweet published by local end-users 

Local Tweets with network caching 

For this call flow, the first request for the tweet published by a non-local is as described in the second 

, but the intermediate CCN network node caches the content, before 

back to the requester. 

Then a second interest for the same content is received by the intermediate CCN network node. This 

one, having already this content in its cache, will not forward the interest upstream, but rather 

deliver the requested content itself. In this case, network traffic can be saved between the CCN n

other intermediate nodes upstream) and the quality improved since the 

can receive the content more rapidly. 

illustrates this network caching function. 

published by non local end-users from network caches 
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5.3 Solutions for Social-Enhanced Mobile Infrastructures 

5.3.1  Mobile federated social networks  

Mobile federated social network (Mobile FSN) is a solution aimed at enabling the federation of 

resources hosted on home networks of different social network users. This solution can be seen as a 

two-fold integration between the FSN technologies: on the one side extending the software running 

on the home mediacenter with a webserver implementing the OpenSocial protocol suite 

(http://opensocial.org/), a suite of open protocols and data formats allowing federation of social 

networks, and on the other side exploiting the relationships built on top of FSNs to drive content 

sharing as it is already done with Facebook and Twitter.  

 

Figure 19: Mobile Federated Social Network model 

Following the OpenSocial specifications, the unique user bob@domainB, logged in using the mobile 

device can publish multimedia content using HTTP directly on his/her own media-centre, with a 

specified request format, which is basically activitystreams over HTTP. Activitystreams [AS2014] is a 

standardization effort to define common types of objects and actions (verbs) taken on various social 

media sites. The media-centre exposes a RESTful web interface on top of which users can perform 

their operation via HTTP. The effects of which have already been described in Deliverable 5.1. 

The RESTful interface exploits a number of endpoints specifying the type of operation using the HTTP 

method. For example, a user posting a note on a federation end-point will request for: 

 

POST /osapi/activitystreams/acct:user@ecousin.domai n.eu/@self 
HTTP/1.1 
HOST ecousin.domain.it 
Authorization: Bearer hh5s93j4hdidpola 
Content-Type: application/json 
Accept: application/json 
Content-Length: ... 
 
{ 
    "actor": { 
        "id": " acct:user@ecousin.domain.eu "  
    }, 
    "object": { 
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        "objectType": "note" 
    }, 
    "location": { 
        "position": "+48.52+002.20/" 
    }, 
    "title": "This is my new status update", 
    "verb": "post" 
} 

 

For each requests the (endpoint,method) couple, the above specifies the type of operations to 

perform. Main endpoints will provide /osapi/activitystreams/  for access to activities and 

/osapi/people/  for access to user’s data.  

The second kind of integration depends on some of the operations on the /osapi/people/  

endpoint. An example request can look like this: 

GET /osapi/people/acct: user@ecousin.domain.eu/@sel f HTTP/1.1 
HOST ecousin.domain.eu 
Authorization: Bearer hh5s93j4hdidpola 

The response to such a request is an activitystreams JSON, such as: 

{"isOwner":true,"isViewer":true,"id":"acct:user@eco usin.domain.eu","t
humbnailUrl":"http:\/\/ecousin.domain.eu\/data\/use rpics\/user_avatar
.jpg","profileUrl":" 
http:\/\/ecousin.domain.eu\/profiles/user","ecousin Url":" 
http://192.168.1.10:8081/ecousin://nodeX:1276:tcp/" ,"following":{"tot
alItems":"15"},"followers":{"totalItems":"16"},"fri ends":{"totalItems
":"8"}} 

 

The profile field “ecousinUrl”  contained in the response indicates that the user has eCOUSIN-

compliant software installed and so it can be used as a target potential friend, together with the ones 

coming from Facebook, Twitter and other sources.  

5.3.2 Energy-Efficient, Privacy-Aware, Decentralized Device-to-Device 

Content Discovery 

For device-to-device infrastructure offloading, potential communication partners in proximity serving 

the desired content have to be identified. We refer to this as device-to-device content discovery. In 

centralized discovery mechanisms, an operator tracks the position of the devices, identifies 

communication partners in proximity and initiates the content transfer between them. 

Besides centralized discovery, we also consider a distributed approach. Here, the devices organize 

the discovery and transfer of relevant content themselves. This service is available to and 

communicates with any device, not only with those devices which are under contract and control of 

the operator. Furthermore, the service works without a mobile infrastructure. The service 

communicates by broadcasting link-layer frames within the device’s proximity. 

Current link-layer protocols which are widely implemented in consumer electronics (IEEE 802.11) are 

focused on low-delay and reliable communication between devices previously known to each other. 

Thus, exchanging information involves corresponding MAC-layer management activity (like 

active/passive scanning, acknowledgements, participation in distributed beacon generation, and 

frequent Ad-hoc Traffic Indication (ATIM) window listening). The aforementioned management 

traffic results in significant overhead before, during and after the actual content discovery 
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information is exchanged.  As the discovery protocol (proposed in the following) is delay-tolerant and 

is focused on short-term opportunistic communication between devices (e.g. over a day, you may 

have contact to thousands of devices by receiving only one message from each of them), it requires a 

custom MAC layer management for working energy-efficient. 

Additionally, requesting content by broadcasting leads to an unintended disclosure of user interest 

to all devices in communication range. Attackers may also flood requests for privacy-sensitive 

content and track devices answering it. 

For the purpose of stability, medium availability, energy conservation, and the lack of incentives for 

intermediate nodes, we only consider a one-hop delivery mechanism. The protocol specifies two 

roles, a content requester (CR) and a content provider (CP), where a device may take both roles at 

the same time. The CR maintains a predicted table of content identifiers likely to be consumed in the 

future, while the CP maintains a cache of provided content. 

The devices broadcast either content requests or content advertisements). The frames contain a list 

of content identifiers, respectively. To be able to receive each other’s frames, devices must agree on 

certain physical parameters like the 802.11 channel and rate, which may be done at roll-out time. In 

order not to drain the battery, the opportunistic broadcast mechanism works without taking part in a 

distributed beaconing or mesh. Instead, a broadcast is only answered by CPs providing or CRs 

requesting the particular content, other devices remain silent upon reception. 

A number of synchronization solutions have been proposed in literature for ad-hoc networks, see 

e.g. [ROEM01]. Our approach towards improving energy efficiency also incorporates sleep 

synchronization techniques. Here we consider a periodic listen interval. As our service is delay-

tolerant, the period (not the listen interval) can be set to a value in the order of seconds, a large 

value compared to e.g. 802.11’s default beacon interval of 100ms. Finding a good way to synchronize 

these wake-up periods between devices that are only in sporadic contact with each other is a major 

challenge. Here, our research is currently underway and also assesses a globally unique period 

definition. 
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Figure 20: Interaction of D2D Content Delivery, 

A second important challenge faced by D2D content delivery techniques results from the need 

mitigate privacy issues. Here we are considering two 

First, a clear-text identifier is replaced with 

request. This way, only devices in possession of the content identifier understand the request. The 

changing salt ensures that an attacker can never know if two requ

Secondly, the usage of anonymous addresses in wireless media hardens the tracking of devices. 

Therefore, MAC addresses used for opportunistic requests can be randomly chosen and frequently 

changed. 

The decentralized D2D content discovery mechanism (

the Content Dissemination Layer and the Network Layer. At the dissemination layer, it takes 

particularly popular content identif

future. It then looks up the content in the proximity of the user and on the Network Layer reveals 

only the devices in proximity having
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: Interaction of D2D Content Delivery, Prefetching and Prediction

A second important challenge faced by D2D content delivery techniques results from the need 

e are considering two different technical approaches:  

text identifier is replaced with a hash-salt combination, where the salt changes in every 

request. This way, only devices in possession of the content identifier understand the request. The 

changing salt ensures that an attacker can never know if two requests were made for the same ID.

, the usage of anonymous addresses in wireless media hardens the tracking of devices. 

Therefore, MAC addresses used for opportunistic requests can be randomly chosen and frequently 

The decentralized D2D content discovery mechanism (section 5.3.2) is a cross-layer component of 

the Content Dissemination Layer and the Network Layer. At the dissemination layer, it takes 

particularly popular content identifiers for input, which are possibly interesting for the user in the 

the content in the proximity of the user and on the Network Layer reveals 

having the content. 
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Prefetching and Prediction 

A second important challenge faced by D2D content delivery techniques results from the need to 

salt combination, where the salt changes in every 

request. This way, only devices in possession of the content identifier understand the request. The 

ests were made for the same ID. 

, the usage of anonymous addresses in wireless media hardens the tracking of devices. 

Therefore, MAC addresses used for opportunistic requests can be randomly chosen and frequently 

layer component of 

the Content Dissemination Layer and the Network Layer. At the dissemination layer, it takes 

iers for input, which are possibly interesting for the user in the 

the content in the proximity of the user and on the Network Layer reveals 
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Figure 21: Modules involved in decentralized D2D discovery and interactions between them

5.3.3 Mobile Bandwidth Measurement

Knowledge of available cellular bandwidth is highly desirable to optimize the QoE of the end user and 

improve the energy efficiency of mobile data ac

the network perspective as described in Section 

measurements on the end-user devices can improve the mobile bandwidth availability prediction 

and can be used to estimate the available bandwidths at the end

bandwidth availability prediction is available.

The mobile bandwidth measuremen

measurements are performed. Furthermore, these measurements can be implemented to provide 

an exact location for each measurement, possibly improving the accuracy of the network based 

bandwidth estimation. 

As the mobile bandwidth measurements are executed on end

application, the NetworkCoverage App

QoS of all available networks. This includes the cellu

is connected to. This application extends existing approaches mapping the signal strength of 

available networks by active network performance measurements. The measurements available 

from the application are the signal strength, network technology (i.e. GPRS, UMTS, LTE, …), the RTT 

to a server, and the TCP downlink bandwidth. 

The collected data can later be used to cross

bandwidth measurement (Section 4.1

device. This is advantageous, as it eliminates the need for a network connection to determine, 

whether connectivity is preferable. Furthermore, it allows 

prediction by providing measured network performance data.

5.3.3.1 Android based network probing

The data collection is implemented in a crowd

distribution of the measurement app, the number of measurements is higher at locations with a 

higher number of people, leading to a better estimation of the network quality. The collected data is 

sent to a central server for storage and later analysis
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Modules involved in decentralized D2D discovery and interactions between them

Mobile Bandwidth Measurement 

Knowledge of available cellular bandwidth is highly desirable to optimize the QoE of the end user and 

improve the energy efficiency of mobile data access. The available bandwidth can be predicted from 

the network perspective as described in Section 3.1.2, or measured on the mobile device. 

user devices can improve the mobile bandwidth availability prediction 

and can be used to estimate the available bandwidths at the end-user device, if no network based 

bandwidth availability prediction is available. 

The mobile bandwidth measurements differ from the network based measurements insofar as active 

measurements are performed. Furthermore, these measurements can be implemented to provide 

an exact location for each measurement, possibly improving the accuracy of the network based 

As the mobile bandwidth measurements are executed on end-user equipment, an Android 

NetworkCoverage App, is developed. The goal of this application is measuring the 

of all available networks. This includes the cellular network, but also the WiFi networks, the user 

is connected to. This application extends existing approaches mapping the signal strength of 

available networks by active network performance measurements. The measurements available 

ignal strength, network technology (i.e. GPRS, UMTS, LTE, …), the RTT 

downlink bandwidth.  

The collected data can later be used to cross-check the predictions made by the network centric 

4.1) and to allow off-line bandwidth estimations on the end

device. This is advantageous, as it eliminates the need for a network connection to determine, 

ity is preferable. Furthermore, it allows improving the bandwidth availability 

prediction by providing measured network performance data. 

Android based network probing 

The data collection is implemented in a crowd-sourcing based approach. Considering a uni

distribution of the measurement app, the number of measurements is higher at locations with a 

higher number of people, leading to a better estimation of the network quality. The collected data is 

sent to a central server for storage and later analysis. 

 

Page 39 of 56 

Modules involved in decentralized D2D discovery and interactions between them 

Knowledge of available cellular bandwidth is highly desirable to optimize the QoE of the end user and 

cess. The available bandwidth can be predicted from 

, or measured on the mobile device. Running 

user devices can improve the mobile bandwidth availability prediction 

user device, if no network based 

ts differ from the network based measurements insofar as active 

measurements are performed. Furthermore, these measurements can be implemented to provide 

an exact location for each measurement, possibly improving the accuracy of the network based 

user equipment, an Android 

, is developed. The goal of this application is measuring the 

networks, the user 

is connected to. This application extends existing approaches mapping the signal strength of 

available networks by active network performance measurements. The measurements available 

ignal strength, network technology (i.e. GPRS, UMTS, LTE, …), the RTT 

check the predictions made by the network centric 

line bandwidth estimations on the end-user 

device. This is advantageous, as it eliminates the need for a network connection to determine, 

the bandwidth availability 

sourcing based approach. Considering a uniform 

distribution of the measurement app, the number of measurements is higher at locations with a 

higher number of people, leading to a better estimation of the network quality. The collected data is 
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• NetworkType
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Crowd-Sourcing 

based data collection

 

Figure 22: Crowd-sourcing based mobile bandwidth measurement 

The crowd sourcing based approach makes it necessary to create a simple and intuitive user 

interface to drive user engagement. Hence, a number of features visualizing the network 

performance and the ongoing measurements are added. These include a map of the collected data, 

allowing the visualization of the measured signal strength, encountered network technologies as well 

as downlink and RTT measurements. Furthermore, the currently available network type, signal 

strength, cell ID and some further information are displayed using a widget, which can be placed on 

the home screen.  Figure 23 shows the different screens of the application. 

       

Figure 23: Map of the measured signal strength, the home screen widget, and the activity allowing 

active measurements. 

Currently, the signal strength and RTT measurements are executed automatically. This allows 

measuring the network quality without user interaction. Still, the screen must be on to receive 
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signal-strength updates from the Android system. This is a limitation of the Android system and no 

alternative way to retrieve the measurements is known. The bandwidth measurements are executed 

manually only. This is necessary, as these may consume a high amount of traffic, depending on the 

available network technologies. Therefore, improved bandwidth measurement techniques must be 

found and evaluated. 

To allow continuous measurements, the application is divided into the user interface and a 

background service, allowing automatic tests without user interaction. Still, there is one drawback 

caused by the Android framework. Network information updates are only generated, as long as the 

screen is active. Hence, a “scanning mode” must be implemented, preventing the display to switch 

off. An alternative is fully passive measurements, i.e. measuring the network quality only when the 

user is interacting with the smartphone. This approach is currently under investigation, as it requires 

a higher complexity compared to the “scanning mode”. 

The service handles all measurement tasks, which are triggered by the activities using a service 

connection. The feedback to the application is achieved using broadcast messages. This allows 

simultaneous updates of the Applications UI and the widget. The NetworkCoverage service contains 

the references to components handling the individual tasks like the location monitoring, the network 

information monitoring, benchmark execution or the data storage in the local DB or on the server. 

Furthermore, the NetworkCoverage service coordinates the timing of the running processed. It 

executes the automatic ping measurements and triggers sending data to the server. 

MainActivity

NetworkCoverageSer

vice

Benchmark Activity MapActivity...

LocationHandler
NetworkInformation

Handler

Benchmark

Handler

Database

Connection
ServerConnection

GraphActivity

Figure 24: Architecture of the NetworkCoverage App 

The measured data points are realizations of the CoveragePoint interface. The only difference is the 

type of the network information, which are the WifiInformation for WiFi coverage points and the 

NetworkInformation for cellular data points. Both may contain PingData or BenchmarkDataPoints, 

but may also be plain coverage points. This is currently the majority of the collected data. The 

dependency between the classes is given in Figure 25. 
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CoveragePoint

WiFiCoveragePoint NetworkCoveragePoint

NetworkInformationWifiInformation

BenchmarkDataPoint

PingData

 

Figure 25: The dependency of the collected data points. 

Locally, the data is stored in a SQLite database. Analogue to the data model, the database holds a 

coverage point as main item. The structure of the local SQLite DB is given in Figure 26. Each coverage 

point contains the timestamp, location, location accuracy and speed. Furthermore, it stores the IDs 

of the corresponding measurements in other tables, or null if no measurement is available. This is 

advantageous, as it reduces the required space in the table. These references are the ids of the 

respective row in the table network_data in case of cellular measurements, the wifi_data in case of 

WiFi measurements, and the ping_data and benchmark_data, if active measurements were 

executed. The benchmark_data contains the up- and download speed and the measured time 

intervals of the measurement. The ping measurement is currently stored as string. The 

coverage_point table also contains a column indicating the transmission status and is set after 

successful transmission to the server. This allows keeping the data locally to be visualized on the local 

map. 

coverage_point

• id

• timstamp

• longitude

• latitude

• accuracy

• speed

• nw_data_id

• wifi_data_id

• was_sent

• nenchmark_id

• ping_Id

network_data

• id

• network_op

• netw_type

• cell_id

• cell_lac

• asu

• sig_dbm

wifi_data

• id

• wifi_stat

• wifi_signal

• ssid

• nssid

• scan_id

benchmark_data

• id

• download_speed

• upload_speed

• download_time

• upload_time

ping_data

• id

• result

 

Figure 26: The structure of the local SQLite DB 

The NetworkCoverage service tries to send the non-transmitted data every 60 minutes. To reduce 

the influence on the mobile data cap, the upload is only executed when connected to a WLAN. Only 
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after a successful transmission are the respective columns in the table marked as sent. This ensures 

that no data is lost. 

5.3.3.2 Server based data collection 

The collected data is stored on a central server. This allows an aggregated view of the network 

performance, and also to create QoS maps, which are to be displayed within the application. This is 

beneficial, as the user is aware of the measured network quality, hence can move to locations with 

better network quality if desired. Furthermore, if the availability of measurements is known to the 

users, and these are willing to participate in the measurement project, they may decide to collect 

data in previously unsurveyed areas. This might later be used in an incentive system, where users are 

granted badges and titles depending on their contribution. Still, the first version of the application 

focuses on the accuracy of the measurements itself. 

The collected data is stored on the server in three tables, which contain the basic coverage 

measurements, the RTT and benchmark data, and the WiFi measurements. These tables, their 

relation and the stored data is visualized in Figure 27. For each point, the basic parameters like time, 

location, location accuracy, and speed are stored in the “coverage_values” table. This table further 

holds the recorded cell information like cell ID, location area code (LAC), network type and provider, 

and the signal strength in dB and ASU. 

coverage_values

• typeID

• visibility

• alt

• acc

• speed

• userID

• seriesID

• sensorID

• ID

• center

• timestamp

• cellid

• lac

• networktype

• networkprovider

• aus

• dignalstrengthdb

• wifienabled

coverage_values_wifi

• id

• ssid

• signalStrength

• frequency

• level

• bssid

• capabilities

coverage_values_ping

• id

• pingmin

• pingmax

• pingavg

• pingmeandev

• pingcount

• downloadspeed

• downloadtime

• uploadspeed

• uploadtime  

Figure 27: The structure of the stored data on the data collection server 

For each active measurement, the collected data is stored in the table “coverage_values_ping”, 

which has the same ID as the respective column in the “coverage_values” table. The stored values 

include the minimum, maximum and average RTT as well as the mean deviation and the number of 

packets used while probing the network. For throughput tests, also the upload and download speed, 

with their respective time intervals are stored. 

The table “coverage_values_wifi” extend the table “coverage_values” by providing information on 

the WiFi network being probed. This table is only used, when measurements are executed on a WiFi 

network. For each WLAN network, the ssid, bssid, its capabilities, frequency and signal strength are 

stored. 

The collected measurements are later to be used in conjunction with the network based bandwidth 

availability prediction to improve the accuracy of the overall estimations. Furthermore, a bandwidth 

availability map can be created. This is not possible with the network based measurements alone, as 

these are not aware of the location of the end-user device. Still, the network based bandwidth 
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estimation allows a much finer resolution in time. Combining these, should increase the overall 

accuracy of the estimation. 

5.3.4 Network Monitoring 

5.3.4.1 Bandwidth Availability Model 

This section leverage on the analysis of the state of the art on prediction technique reported in 

Section 3.1 and concludes providing some starting points in order to finalize the development of an 

eCOUSIN predictor and integrating it and the current model in the algorithms developed in WP4 

[D4.2] 

Based on the characteristics of the three categories of the previous taxonomy (see Table 1), this 

section will focus on determining the main error sources and their impact on the statistical 

distribution of the predicted throughput. Figure 28 shows examples of effects of errors on 

throughput prediction: the x-axis represents how far in the future the prediction is made, while the 

y-axis represents the predicted throughput and the committed error. Note that the figure is only 

intended to graphically exemplify the predictor categories, thus some of its characteristics have been 

modified in order to be more apparent. 

 

Figure 28: Bandwidth forecasting examples: category 3, 2 and 1 predictors output are shown on 

the left hand side, in the centre and on the right hand side, respectively. 

The figure examines the three categories of the taxonomy starting from (3)-user on the left hand 

side. Here, the solid line represents the prediction itself, while the two dashed lines represent the 

confidence range of the prediction. Although the accuracy degrades with time, predictors belonging 

to this category are able to closely follow the throughput variations. As soon as the confidence range 

becomes as large as the signal standard deviation, category (2)-cell predictors becomes as effective 

as category (3)-user.  

In the centre predictions obtained from the category (2)-cell are visible: here, the predictions are 

averaged over longer period and their variability is represented by error bars. The solid line 
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represents the actual prediction average along with its standard deviation, while the dashed line 

represents the same for original signal. Predictors in this category infer user throughput from their 

position and statistics of the corresponding network cell. 

Whenever it is not possible to predict the next user location, the only working predictors are those in 

category (1)-net (right hand side of Figure 28). They derive an estimate of user throughput from 

general network information (i.e.: the statistical distribution of network throughput that is drawn in 

the figure as the dashed line).  

In order to be able to model error impact on predictors, we need to start from a simple formulation 

of the phenomenon itself. A very popular user throughput model can be found, for instance, in 

[OSTE11]. Here, the throughput, T, of a user d kilometres far from the transmitter and competing 

with other N user uniformly distributed within the coverage area of the transmitter, is represented 

as a function of the Signal to Interference plus Noise Ratio (SINR), � and N: 

  

where Γ = 10log !� is the SINR in dB, "! is a parameter specific to the actual cellular system and 

# = g$(Γ) is the spectral efficiency for that SINR, which is a function of d and the fast fading gain, r, 

which can be in turn a function of the number of users: 

  

where �! is a technology specific parameter and α is the exponent of the pathloss exponent. 

For what concerns errors themselves, different predictors are impacted by different error sources: 

for instance, those belonging to the third category try to model the short term behaviour of the 

achievable throughput starting from past information. Thus, predicted throughput, "' = " + )*, is 

the sum of the actual throughput and the committed error random variable. Given that the error )* 

has a probability density function (pdf), +,-()), then the predicted throughput will have a pdf, 

+*' = +,-()  "). Also, the s-sample prediction can be modeled has the sum of s independent and 

identically distributed random variables with distribution function +,-()). Thus the s-sample 

predicted throughput distribution can be obtained as +*'(.) = +,- /,0*1 2 /., which will have an 

expected value, �*' = "(.) + .�,-  and standard deviation, �*' = .�,-. Note that increasing s, makes 

the prediction less and less accurate up to a point where the standard deviation of the prediction 

becomes comparable to the variability of the throughput, �*, thus making it useless to continue 

using this type of predictor. 

From this point on, category 2 and category 1 predictors should be used. In this case, most of the 

predictors try to first estimate system parameters, such as the distance d and the number N of users 

and, from those, estimate the throughput distribution. Thus, in order to model the latter from the 

distributions of d and N, we will proceed as follows. First we analyze the distribution of the SINR 

given that N users are competing for the channel. This depends on the joint distribution, +�,5(6, 7|9) 
(it is important to condition on N in order to account for opportunistic gain effects), of the fading 

gain r and the distance d): 

 

where we used the inverse function of the SINR and we remove the variable d from the joint 

distribution by integrating it on its whole support. 

The last step requires computing the throughput from the SINR using the spectral efficiency function, 

which can be a piece-wise constant or other non-differentiable functions. In this case it is easier to 
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use the cumulative distribution functions (CDF), since we can avoid using the derivative. In fact, the 

throughput CDF,  

 

Thus, 

 

The SINR and the throughput distributions can be obtained removing the dependency on N by 

multiplying by the probability mass function (PMF) of the number of user and summing over N. Thus, 

 

 

note that, thanks to the independence of the fading and the distance distributions, their joint 

distribution can be written as the product of the two distributions: 

 

Finally, it is easy to customize the model by modifying the distributions of three basic random 

variables. In particular, it is possible to include temporal and/or spatial dependencies by letting the 

distributions vary according to the location and the system time. 

5.3.4.2 LTE Example 

In this section we apply the model to the case of an LTE cellular system as defined in [SESI09] 

adopting a Proportional Fair (PF) scheduler modeled according to the results in Section~II.D and III.B 

in [OSTE11].  

In particular, we provide more specific definitions for some of the previous parameters: "! = 9:;:, 

the product of the number of resource blocks and the channel bandwidth; �! is the starting value of 

the SINR;  

 

�� is the bit efficiency of the modulation of the i-th Module and Coding Scheme (MCS), whose values 

are derived from [SESI09] and are given in Table 2. 
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Table 2: MCS Coefficients 

CQI Mod. <= >= 
0 N/A -∞ 0 

1 

QPSK 

-6.00 0.15 

2 -4.14 0.23 

3 -2.29 0.38 

4 -0.43 0.60 

5 1.43 0.88 

6 3.29 1.18 

7 

16QAM 

5.14 1.48 

8 7.00 1.91 

9 8.86 2.41 

10 

64QAM 

10.71 2.73 

11 12.57 3.32 

12 14.43 3.90 

13 16.29 4.52 

14 18.14 5.12 

15 20.00 5.55 

 

Then, in order to derive the exact expression for the SINR and the throughput distributions, we need 

to specify the distributions for the fading gain, r, the distance, d, between the user equipment and 

the eNodeB, and the number, N, of user in the cell. 

For what concerns the fading gain, in this paper we follow the results of [OSTE11], which models the 

opportunistic gain obtainable by the PF scheduler as follows: 

 

This gain is associated to the higher probability for a user to be scheduled having a high SINR, when 

more users are competing for the channel.  

The distance distribution is obtained as the sum of two components: the actual distance distribution 

and the error committed in evaluating and/or predicting it. In the following, we analyze the case of a 

static user, whose distance is obtained with the three most common methods: GPS, WiFi and cell 

signal strength. In the three case we are modeling the distance with a Gaussian distribution with a 

average, �5 = 7∗, equal to the correct user position, 7∗, and a standard deviation, �5 = {10, 100, 500} 

meters, for GPS, WiFi and cell localization [ZAND09], respectively. Since the Gaussian distribution can 

lead to positive probability for negative values, we will normalize the distribution. 

Similarly, the distribution of the number of users, N, depends both on the actual value, 9∗, and the 

error committed due to prediction and/or estimation. As above, we take the Gaussian distribution as 

a reference:  

, 

where �@ = 9∗ is the average value of the distribution and �@ = {0,1,3,10} are the standard deviation 

values we studied in the following examples of Figure 29 and Figure 30.    
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Figure 29: Plots of the SINR CDFs given a perfect knowledge of N=10 (right left side) or a perfect 

knowledge of d=1.5 Km (right hand side). 

  

Figure 30: Plots of the throughput CDFs, given a perfect knowledge of N=10 (right left side) or a 

perfect knowledge of d=1.5 Km (right hand side). 

In these two examples, we focused on a single error at a time in order to be able to separate the 

effects of an erroneous knowledge of N and d. In order to realize the plot we applied the 

aforementioned distributions to compute: 

 

Now it is possible to compute  

 

 

which is dependent both on the bandwidth and on the number of users. Now it is possible to 

compute the last equation of the model. 
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In particular, Figure 29 (left) shows the SINR distribution for 10 users, and assuming a normal 

distribution for the distance with 1.5 Km on average and variance of 0, 0.01, 0.1 and 0.5 Km to 

represent a static user, whose position is obtained with a localization error ranging from perfect 

knowledge to the worst approximation of a cell-system localization. The figure shows that only with 

the GPS precision it is possible to accurately estimate the statistical distribution of the SINR and that, 

if the GPS information is lacking, predicting the SINR distribution can lead to wide range of variability 

even for static users. 

 Similarly, Figure 29 (right) shows the same, but assuming a perfect knowledge on the distance and 

varying the uncertainty on the number of users. Again, for low N variance, the distribution maintains 

the original shape, but as soon as the variance is larger than 1, the SINR distribution starts to get 

wider and shifted towards the left.  

The last couple of figures, Figure 30, study the throughput distribution with errors on d and N, 

respectively. The error distributions are shaped as above, but this time the discontinuities of the 

spectral efficiency function are evident. In particular, in the left hand side figure, for a wider SINR 

distribution a larger number of MCS get positive probability of getting used. Also, on the right hand 

side figure, the throughput CDFs becomes smoother and smoother for increasing variance values. 

Besides the trivial conclusion that the throughput distribution widens as the uncertainties grow, our 

model allows to compute where to correct value of the throughput is more likely to be found when a 

given prediction is computed. Also, the model allows estimate the likelihood of the throughput to fall 

below a given threshold, thus enabling the study of resource allocation techniques when future 

information has limited reliability. 

5.3.4.3 Prefetching effectiveness and throughput predictors 

The previous section elaborated on how the prediction error impact on the actual data distribution 

as a function of the predicted value. Thus, it is possible to exploit the model to evaluate the 

effectiveness of a given content to be downloaded at a given time as a function of the time in 

advance the prefetch is planned and the expected network status as experienced by the user. 

In particular, it is possible to account for the information degradation by setting the joint distribution 

of the distance and the number of users +5,@(7, 9) to depend on how far in the future the content 

will be downloaded. For instance, if we assume the marginal distribution of the distance to be 

Gaussian we can represent the decrease of accuracy in the user position by using a bigger variance 

while maintaining the mean on the predicted value. 

Also, it is possible to evaluate the expected time needed for downloading a given content and, as a 

consequence, the communication cost associated to that operation. In particular, if "A(�) is the 

average time needed for downloading a content length of x bytes, we have: 

"A(�) = B �+*(C) C⁄
E

!
7C 

where +*(C) is the throughput distribution and it depends on +5,@(7, 9) to account for the 

information degradation. An indicative cost function derived from the average time above is: 

F(�) = 1  )0*A(�) 
So that the cost is bound in [0,1]. A possible realization of the last function is given in Figure 31. 
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Figure 31: Cost function 

Finally, in [D4.2] the resource allocation problem has been studied for the perfect knowledge case; 

this model will allow us to refine the algorithm for the case where uncertainties are known 

statistically so that a more robust algorithm can be given. 

6. MAPPING TO REQUIREMENTS 

In this section a mapping of the defined modules and interfaces in first version (V1) in this document 

back to the requirements defined in deliverable D5.1 is provided in Table 3. This summary is also 

relevant for the identification of items for suitable transfers into the eCOUSIN demonstrators in WP6.  

Ref. Component Description  

Related 

Requirements 

defined in D5.1 

Partner Ref. 

Section 

1 

Controller function to communicate and 

enforce routing decisions from the 

control plane to the forwarding plane 

SENIR01, SENIR02, 

SENIR03, SENIR04 

ALUD 5.2.2.3 

2 

Service routing system to perform a 

mapping from content name space to 

forwarding labels 

SENIR01, SENIR02, 

SENIR03, SENIR05, 

SENIR15 

ALUD 5.2.2.2 

3 CCN based network node and interfaces 

SENIR01, SENIR03, 

SENIR13, SENIR14, 

SENIR 15, SENIR 16, 

SENIR 17  

FT 5.2.3 

4 CCN based end user node and interfaces 

SENIR01, SENIR03, 

SENIR13,  SENIR 15, 

SENIR 17, SENIR 18 

FT 5.2.3 

5 
Client Side/Server-Side Proxy Server and 

Access manager Modules 

SENIR08, SENIR09, 

SENIR10, SENIR11, 

SENIR12 

TI 5.2.1 
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6 
Home Mediacentre with functionality 

for federation between social network 
SEMI01 TI 5.3.1 

7 
Network bandwidth availability 

prediction module (load, cost, QoE) 

SEMI05, SEMI06, 

SEMI07, SEMI08, 

SEMI09, SEMI10, 

SEMI11, SEMI12, 

SEMI13, SEMI14  

IMDEA 5.3.5 

8 
Mobile network bandwidth 

measurements Module 
SEMI15, SEMI17 

TUD 5.3.4 

9 
Decentralised D2D Content Discovery 

Module (see Figure 20) 
SEMI16, SEMI17 

TUD 5.3.3 

10 

Content Prefetcher Module for planning 

and execution of prefetching/download 

of content items 

SEMI06, SEMI07, 

SEMI10, SEMI11, 

SEMI14 

TUD 5.3.3 

Table 3: Components versus Requirements mapping. 

7. CONCLUSIONS 

This deliverable presents the first results of work achieved within WP5 during the first year of the 

eCOUSIN project, including an updated survey of related work, and first description of the eCOUSIN 

solutions for social-enhanced content centric and mobile network infrastructures on module and 

interface level. 

It also represents the first realization of the infrastructure-level functional architecture in terms of 

modules and interfaces. It is expected that the work will be subject to further refinements and 

enhancements after more knowledge about e.g. the different interactions between the components 

is available which will enable redesigns of the modules and interfaces presented in this document. 

In summary, the design and specification of the eCOUSIN modules and interfaces, which are among 

the main results expected by eCOUSIN has reached a first milestone, and an updated survey of 

existing work has resulted in an improved understanding of the requirements and the missing 

aspects of current solutions. 
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GLOSSARY 

 

Term Definition 

ATIM Ad-hoc Traffic Indication 

AN Access Node 

AP Access Point 

AS Autonomous System 

ASU Amplitude Scale Units 

AVP Attribute Value Pair 

BGP Border Gateway Protocol 

BSD Berkeley Software Distribution 

CBCB Combined Broadcast and Content Based 

CCN Content-Centric Networking 

CDF Cumulative Distribution Function 

CDN Content Distribution Network 

CDR Call Detail Record 

CS Content Store 

DB Data Base 

D2D Device to Device 

DHT Distributed Hash Table 

DLNA Digital Life Network Alliance 

DNS Domain Name System 

DONA Data-Oriented Network Architecture 

DoS Denial of Service 

D-REC Dictionary Record 

ESMN Extended Social Media Network 

FIB Forwarding Information Base 

FTP File Transfer Protocol 

FSN Federated Social Network 

GPRS General Packet Radio Service 

GPS Global Positioning System 

HT Hash Table 

HTML Hypertext Markup Language 

HTTP Hypertext Transfer Protocol 
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ICN Information-Centric Networking 

INRP Internet Relay Protocol 

IP Internet Protocol 

IPTV Internet Protocol Television 

ISIS Intermediate System to Intermediate System 

ISP Internet Service Provider 

LAC Local Area Code 

LAN Local Area Network 

LDNS Local Domain Name System 

LL Link Layer 

LPM Longest Prefix Match  

LTE Long Term Evolution 

MCS Module and Coding Scheme 

MDHT Multilevel Distributed Hash Table 

MOS Mean Opinion Score 

NBRP Name-Based Routing Protocol 

NRS Name Resolution System 

NS3 Network Simulator 3 

OSN Online Social Networks 

OSPF Open Shortest Path First 

OTT Over-the-top 

PIT Pending Interest Table 

PMF Probability Mass Function 

POP Point of Presence 

QoE Quality of Experience 

QoS Quality of Service 

RAN Radio Access Network 

PMF Probability Mass Function 

RAMP Random Access Minimal Parser 

RRC Radio Resource Control 

RTP Real-Time Transport Protocol 

RTSP Real-Time Streaming Protocol 

RTT Round Trip Time 

SAL Service Access Layer 
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SDP Service Discovery Protocol 

SGW Signalling Gateway 

SID Service Identification 

SINR Signal to Interference plus Noise Ratio 

SNEW Social Network Web 

SSL Secure Sockets Layer 

TCP Transfer Control Protocol 

TTL Time to Live 

U2U User to User 

UE User Equipment 

UI User Interface 

UPnP Universal Plug and Play 

URI Universal Resource Identifier 

URL Universal Resource Locator 

VM Virtual Machine 

VoIP Voice over IP 

WiFi Wireless Fidelity 

WPAD Web Proxy Auto-discovery Protocol 

 


