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Management Summary 

The objective of the FUPOL project is the development of a new governance model 

to support the policy design and implementation lifecycle. The innovations are driven 

by the demand of citizens and political decision makers to support policy domains in 

urban regions with appropriate ICT technologies. Those policy domains are very 

important, since more than 80% of the whole population in Europe lives in urban 

regions and the share will further grow in the future. 

 

Deliverable D3.6 is the software requirements specification of the FUPOL Core 

Platform based on the project’s state at the end of the second project year (October 

2013) and thus an evolution of D3.1.  

The FUPOL Core Platform is a central module of the FUPOL System, providing 

services to the FUPOL users and to the other FUPOL modules: 

• Centralized access and account management (security, user management) 

• Campaign management (support for research activity) 

• Client management (support for multi-client operations) 

• Data and knowledge management including GIS data, semantic and statistical 

data using semantic web technology 

• Social media management including content crawling from Twitter, Facebook, 

blogs, RSS-Streams and other media 

• Operational support (services that support the reliable operations of the 

FUPOL System like logging, journaling) 

• Integration services (messaging middleware, service coupling, …) 

 

An important note is that this document covers the FUPOL Core Platform, but not the 

complete FUPOL System. Thus all requirements mentioned in this software 

requirements specification focus on the core platform. Interactions with the other 
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FUPOL modules are explained on interface level, but not as use cases, as these have 

to be specified for the respective modules separately. 

In order to fully understand the FUPOL Core Platform we recommend starting to read 

this document and continue with the deliverable D3.2 (Preliminary Software Design 

Description Prototype). The latter – although a little bit outdated now - describes the 

implementation which provides additional insights, especially when it comes to the 

interaction with the other FUPOL modules. 

 

There are significant dependencies between the content of D3.6 and other 

deliverables, like D2.1/2.4/2.6/2.19, D3.4/D3.5, D4.1/4.2/4.3/4.4, D5.1/D5.25.3, 

D6.1/6.2/6.3, D7.1/7.2/7.3/7.4 and D8.5 which have to be respected to design the 

FUPOL Core Platform based on the requirements as documented in this deliverable. 

 

While this document’s predecessor (D3.1) was based on the ideas as outlined in the 

DOW and on our assumptions regarding the problem domain and the technologies 

involved this document is already based on real-life experience with the project’s 

achievements from its first two years of execution. So overall the requirements as 

outlined here are of higher quality than those in the previous document. 
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Introduction 

This document is the software requirements specification describing the product that 

will delivered by work package 3 (WP3) of the FUPOL project. 

 

Scope changes in the first two years were observable, but always based on business 

needs. Part of this was caused by changes in the consortium (Prato left, Skopje/UN 

Habitat joined) and learnings from pilot operations at our city partners while other 

requirements were introduced as a consequence of our exploitation strategy, 

especially from talks with possible later customers that provided valuable input on 

how they could use the FUPOL approach and its tools in their cities’ contexts. 

Furthermore technological advance and upcoming partnerships with other vendors 

allowed us to utilize opportunities that might add additional value to the product. 

 

So overall the current software requirements specification is better grounded in 

reality than its predecessor (D3.1), but of course not all requirements have been 

implemented yet so naturally there’s still room for assumptions and scope changes. 

 

Although this document is based on D3.1 we tried to deliver something more 

concise, as requested by the reviewers, so we stripped – mainly generic and 

introdoctional - chapters from the deliverable. These chapters are of course still in 

D3.1, and so anyone interested in a generic description of the project should start 

with D3.1. 

However we tried to write something consistent that describes the current product’s 

state and what we have in mind for the next two years in one document. So this 

deliverable is not a delta-document that just adds/removes content from D3.1, but 

instead a complete description of the software requirements. This adds some 

redundancy to D3.6 (as parts of the requirements have not changed since), but we 

think that a consistent description is of higher value to the project (and easier to 
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review) than a list of deltas. This is especially important for understanding the 

functional requirements (use cases) and the relations between them. 

 

So we'd like to see this document as a summary of what ...  

• we have (D3.4/D3.5) 

• we know 

• our stakeholders know  

• we plan to deliver now 

 

...and not as a documentation of the final product's features. This document will be 

extended and maintained over the next two years in order to have a consistent and 

complete software requirements specification at the day of delivery. 
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Project Drivers and Recent Developments 

For a description of the project’s drivers… 

• purpose and goals 

• stakeholders (client, customer and others) 

• hands-on users of the product 

• user participation in engineering the product 

…please refer to D3.1 (chapter 3).  

 

In the following we’ll just outline major changes to D3.1 and to the general 

environment in which the project is operating. 

 

1. The FUPOL consortium has changed: 

• Prato - one of our pilot cities – and the associated partner PIN left the project 

• Skopje (a new pilot city) and its associated partner Innovation (an ICT SME) 

joined FUPOL 

• UN Habitat, a member organization of United Nations with a very interesting 

large scale pilot, joined the project 

 

We’re especially proud that UN Habitat is evaluating the use of FUPOL and its 

technologies/tools to improve the situation of slum dwellers in Mtwapa, Kenya 

and – should it help them to do so – roll it out on a global scale. This was a pilot 

scenario that we didn’t anticipate in the early project stage. 

 

2. Some project team members have changed: 

During the previous two years some people left and others joined the project. 

This applies both to WP3, as well as to the other work packages. However, the 

key players – especially the work package leaders – are unchanged. 
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3. Other stakeholders – data protection organizations and the NSA issue 

The environment in which FUPOL is operating has become far more sensitive to 

data protection issues after the disclosure of several secret programs run by the 

National Security Agency (NSA), the USA’s signal intelligence organization. We’re 

still not seeing the full consequences of that but from the meetings with our pilot 

cities and potential customers (especially from outside the EU, i.e. China and the 

Middle East region) there’s a clear tendency to better protect their government’s 

and citizen’s data from foreign access. This could lead to a ‘digital split’ in social 

media in a way that regions or (larger) countries launch their own social media or  

limit access to it (especially to foreign organizations). Such developments – while 

limiting on national or international scale – actually support FUPOL’s approach for 

the following reasons: 

• FUPOL focuses on urban/regional politics. Those new spin-off sites will 

naturally have a national scope, so it helps us in collecting the content that 

is relevant to that region by focusing on these media 

• If the users decide to combine their national social media with other – 

global – social media, then FUPOL’s multi-channel reading approachs can 

fill the gap 

Of course these developments have a downside as well: 

• We’ll not be able to integrate all of these new social media sites for 

economic reasons (adding a new site takes some weeks of development) 

or for legal limitations (such national social media sites might not provide 

public APIs; at least not for foreigners; note that this supports the private 

cloud approach as well) 

Such developments can potentially threaten FUPOL’s approach to policy design, 

as we’d perhaps loose large quantities of significant content. The relevance of 

that can be seen with our pilot in China (Yantai), where we’re still struggling to 

get access to Sina Weibo (a Chinesese microblogging service). 

Furthermore even the European cities seem to put a stronger emphasis on data 

protection. So our concept of offering FUPOL as a cloud based service only (with 

one central cloud) is under question and we had to find a solution that allows a 
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private cloud setup (so that the cities can operate their isolated private cloud 

within their own premises). Along with this comes some ‘marketing’ aspect: the 

terms ‘social media analysis’ and ‘social media monitoring’ slowly become 

unpleasant and some politicians prefer not get get associated with them. 

On the upside social media use by citizens seems quite unaffected from Mr. 

Snowden’s revelations. 

 

4. New roles “trusted user” and “recruiter” 

Some scenarios require to break anonymity (on a voluntary basis of course) 

intentionally and make eCitizens “trusted users”. For example cities might give 

privileges to trusted users like guaranteed feedback to all complaints etc. 

Trusted users give up their anonymity (name, gender, date of birth) and their 

social media account information so that the FUPOL system can mark their 

content in a special way. 

Recruiters are those persons that register trusted users in the field. 
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Project Constraints 
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1.1 Mandated Constraints 

This section describes constraints on the eventual design of the FUPOL core 

platform. We treat these constraints the same as other requirements except that 

constraints are mandated, usually by the "Annex I to the Grant Agreement 

(Description of Work)" (DOW). This document describes the scientific approach 

taken, gives a broad overview of the technologies intended for use and thus limits 

our freedom of choice in order to design a product that best fits the grant 

agreement. 

 

In general the DOW doesn't add many specific constraints to the requirements as the 

document describes the product on a very high level omitting technical details. These 

high level descriptions are reflected in the other sections of D3.1/3.6 (mainly in the 

form of use cases and non-functional requirements), but there are some specific 

limitations in the DOW that will be listed in this chapter. 

 

Other mandated constraints are de-facto consequences of the project member 

selection, especially the collaborating applications. Fraunhofer IGD ans Xerox are 

using existing products and technologies and enhance them beyond the state of the 

art as part of this project for economic reasons. These existing products can be seen 

as de-facto mandated constraints, too. 

1.1.1 Solution Constraints 

The solution must provide progress beyond the state-of-the-art in the following 

scientific disciplines as defined in the DOW. The drivers of the resulting constraints 

that are most relevant for WP3 are outlined in bold letters: 

 

• Multichannel social computing, crowd sourcing  

• Opinion summarization and text understanding  

• Advanced visualization 

• Policy modelling and model repository  
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• Dynamic agent based simulation  

• Integrated policy lifecycle analytics  

• Cloud computing 

• Idea Management policy solutions 

 

The following chapters summarize ideas from the DOW that can be seen as 

mandated constraints. 

 

Multichannel Social Computing and Crowd Sourcing 

Multichannel social computing and crowdsourcing are described in the DOW in 

section B1.1.2 "Scientific approach and overall concept" (p9f). Although not explicitly 

mentioned it's quite clear that FUPOL has to interact with existing social media sites 

like Facebook, Twitter, Blogspot etc. and not try to establish a new social media site 

(i.e. a policy portal). 

 

During the first two years we’ve added support for several social media sites to the 

product: 

• Twitter (generic search including geo-search) 

• Facebook (posts, pages) 

• Blogspot (Google’s blogging service; blogs and blog entries) 

• RSS/Atom feeds (to support traditional media like newspapers) 

 

Support for Sina Weibo is still in engineering, as we were unable to get access to 

their API for several reasons (legal restrictions, lack of usable documentation). 

The experience of the first two project years has shown that it’s very difficult to 

generate reasonable topic models from social media only. The main reason for that is 

that the current topic extraction algorithms can’t handle the language that is used in 

social media well. This is especially true for microblogging with its strict limits on 

content length (i.e. Twitter limits the content to 140 characters). 

Thus we’re experimenting with applying topic models that have been trained from 

traditional media on social media. 
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This required the integration of some APIs to connect to newspapers, broadcasters 

etc. Content from there generated useful topic models that can be used to tag social 

media content. 

A new opportunity is that we’ve found a service provider that converts spoken 

language from TV/radio broadcasts to text in real-time (eMedia Monitoring, 

http://www.emediamonitor.net/). This allows us to import broadcasts to FUPOL 

using RSS and thus perform cross-media analysis, which is a unique selling 

proposition that is well-received by our pilot cities and by possible future customers. 

 

In order to be able to interact with the eCitizens the system must keep the entry 

barriers to the system low i.e. by using existing user accounts from social media and 

linking them to the system via OAuth (Facebook/Twitter/Sina Weibo login etc.). This 

is especially important for the crowd sourcing approach. 

 

Interfacing with media (social media and traditional media) is more or less 

implemented and working as expected, although there’s room for improvements in 

usability. 

 

One commercial restriction applies to all social media sites: their owners impose very 

strict rate limits on the APIs that can only be lifted by paying for the content. As we 

won’t have the funds to purchase social media content in the project we’re currently 

limited to those data volumes that are available for free. This limits the application of 

our tools significantly (i.e. it’s not possible to perform deeper social relationship 

analysis as we’ve just not all required data). Although this is not a technical limitation 

imposed by the FUPOL Core Platform it leads to a “subsampling” mode of content 

crawling in most cities. 

For example in Barnsley we see about one tweet per second (which can be linked to 

the region because it contains geoinformation; in reality it will be more tweets), but 

we can only fetch 50 of them per search cycle (due to the rate limit). Additionally 

only about 50 searches per hour are granted by Twitter for public (free) API users. 

Thus we’d have to query each minute to get all (geolocated) content. 
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But this search rate limit is shared among all searches of that pilot city (and usually 

they perform several focused searches in parallel), effectively preventing us from 

collecting all tweets. 

For topic analysis this is not much of a problem, as we just need more time to get 

the required number of posts, but as we’re not collecting all content the discussions 

flows are discontinuous. So it’s not possible to analyse the complete flow of a 

message through Twitter (from the original author to all followers and so on). This 

would be valuable for understanding the communication flow and technically that’s 

possible, but the rate limits prevent us from doing it so far. 

 

Stakeholder Opinion Summarization 

On page 11 of the DOW Stakeholder Opinion Summarization is explained. While not 

part of WP3 there's one relevant constraint listed there: the system should be able to 

publish online polls on social media sites and collect the results from there. 

 

This has already been implemented (online questionnaires). 

 

Cloud Computing 

Cloud computing, while being a more or less 'non-functional' objective, imposes 

several tough constraints on the solution. One of them is the multi-client capability of 

the whole system (including all linked modules, components, third party solutions 

etc.). Others include scalability, multi-language-support and the choice of client 

technology (for economic reasons it will be best to use a web based client). 

 

As already mentioned the recent revelations of the NSA’s global signal intelligence 

activities have changed the market for cloud based solutions. Thus we expect that 

the majority of future FUPOL users will prefer a private cloud solution (at least for 

storing sensitive content). Technically this applies mostly to the RDF triple store. 
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The project’s pilot cities have not mentioned any constraints on that, but the 

situation in China is clearly going into that direction, and other markets that our 

exploitation strategy is envisaging will follow as well. 

 

Integrated Social Computing Cockpit 

Chapter B1.2.1.2. "Progress beyond the state of the art" defines an 'integrated social 

computing cockpit' and the ability to use linked open data. While not explicitly stating 

semantic web technology the combination of 'linked open data' and the decision to 

use SEMAVIS from Fraunhofer IGD leads directly to the requirement that semantic 

web technology (RDF, SparQL, ...) should be used. 

 

The idea behind this - once again - is that FUPOL shall use existing social media sites 

and not build its own portal. 

 

Regarding the use of semantic web technology we’ve achieved significant progress. 

Most notable features are: 

• Data convergence: media data (social media, newspapers, tv/radio) is stored 

in the same database as statistical data and can thus be linked in one query. 

I.e. it’s possible to define a SparQL query that combines topics in a region 

with the region’s average income. This feature is beyond the DOW and we’ll 

not be able to exploit the full potential in the project, but it allows us to add 

additional features to the system later (i.e. we could extract social media 

metrics from the posts using some inference mechanism and store the results 

directly in the RDF store as statistical data). 

• Data storage and retrieval: a scalable RDF triple store that is available as a 

single instance system, a clustered system or a cloud based solution was 

integrated 

• Data upload: a mechanism to import RDF/SDMX data from Eurostat on-the-fly 

has been implemented. Thus we can integrate open linked data without 

handling files. 
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The following table summarizes the solution constraints that we extracted from the 

DOW. Note that most of them are integrated into the use cases and non-functional 

requirements in the other sections of this document. 

Constraints in bold letters are new (as compared to D3.1). 

 

 Constraint 

Multichannel Social 
Computing 

The system must be able to read and write from and to various social 
media sites simultaneously 

The system should be able to publish online polls on social media 
sites and collect the results from there 

Crowd Sourcing The system must support external authentication mechanisms (i.e. 
OAuth, Facebook/Twitter login) for eCitizens 

Cloud Computing The system must be provided as a (public) cloud-based service and 
as a private cloud based service 

The system must be capable to serve multiple clients at the same 
time 

Open Data The system must be able to use linked open data 

(read as: use semantic web technology for that) 

Social Computing 
Cockpit 

The system must link to social media sites like Facebook, Twitter, 
Blogger, … 

The system should be able to read from traditional media 

 

1.1.2 Implementation Environment of the Current System 

This section describes the technological and physical environment in which the 

product is to be installed. 

 

FUPOL will be a cloud based service and as such be operated in a virtual server 

environment that allows central maintenance, horizontal scaling and remote access. 

 

The clients for interacting with the system will be web based and operated on the 

PCs/notebooks/tablets of the respective pilot cities. 
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Partner or Collaborative Applications 

This chapter describes applications that are not part of the FUPOL core platform, 

even if some of them are part of FUPOL (visualization, simulation). 

1.1.2.1 External Data Providers 

FUPOL will make use of various external data providers: 

 

Statistical 
Data 

eurostat FUPOL is able to store Eurostat data as a basis for all statistical 
data. Eurostat uses a hierarchical set of (mostly) spatial data 
tuples. Spatial relations are expressed using the Nomenclature 
of Territorial Units for Statistics (NUTS) nomenclature. 

In general Eurostat’s data is provided in SDMX format. 

Local data FUPOL will have to consider the legacy data providers for 
statistical data that the partner cities might bring in. So we'll 
need import and spatial mapping facilities for them. 

FUPOL can import local data as long as it’s available in SDMX 
format (which is somehow likely as that’s the current European 
standard that the govenments have to use in order to send the 
data to Eurostat). 

GIS Data INSPIRE FUPOL will be able to store INSPIRE compliant GIS data as this 
seems to become Europe's agreed standard on GIS data. 
Unfortunately by now only a subset of the required GIS data 
has been transformed to INSPIRE by most municipalities, but 
this should change over the project's duration. 

CORINE Corine land cover data will be an important input to land use 
simulation. Thus FUPOL will be able to import that data. 

Open 

Street Map 

FUPOL will be able to store GIS data from Open Street Map. 
Open Street Map uses a feature-driven data structure and is 
quite accurate in most european cities, but lacks precision and 
depth in Yantai and Pegeia. 

Open Street Map data is mainly used for generating base maps 
(for orientation and as a map background) and not for 
simulation. 

In the second project year we had to integrate Google Maps 
data as well (just for rendering the basemaps) as the available 
(public and free) Open Street Map data for some cities 
(especially Yantai and Mtwapa) was not of sufficient quality 
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(i.e. only the major roads were available).  

Local data FUPOL will have to consider the local data providers for GIS 
data that the partner cities might bring in. Most of them are in 
the transition to INSPIRE, but the majority of their GIS data is 
still (and perhaps will always be) in some local (yet 
standardized) format. 

Most cities use ArcGIS (from ESRI) and AutoCAD for their GIS 
tasks and thus their data is compatible with these products. 

Social 
Media Data 

Facebook Facebook is used for opinion gathering and active participation 
(i.e. polls) as long as for policy dissimination. Facebook is in 
widespread use by many eCitizens and most municipalities 
have their own facebook page. 

 Twitter Twitter is used for opinion gathering and for policy 
dissemination. Depending on the pilot site Twitter has a 
stronger user bias than Facebook (for example in Austria it’s 
mostly used by opinion leaders (journalists, experts, 
politicians) and for professional work while other people prefer 
Facebook). 

Blogs Blogs and other web content are used for opinion gathering. 
Blogs have the advantage that they provide a larger degree of 
freedom for content length and content formatting and thus 
support the declaration of complex policies. 

In D3.1 we focused on Wordpress, while in year 2 we 
implemented the interface to Blogspot (Google’s blog service) 
instead. The reason for this is that Blogspot has a central API 
(it’s a cloud based service) while Wordpress users are often 
using local installations and thus we had many different 
versions of the Wordpress API which we couldn’t implement 
and maintain.  

RSS/Atom 
Feeds 

RSS/Atom feeds are part of FUPOL for two reasons: 

• They allow us to integrate traditional media 
(newspapers, news sites, …) 

• They allow us to integrate other media (i.e. discussion 
forums etc.) and parse generic web pages as well 

In contrast to D3.1 those traditional media sites have proven 
to be a valuable source of information (as long as the 
assumption that the press is covering the hot topics is valid), 
as the content from there is better suited for topic extraction 
than i.e. a tweet. 

Regional 
community 

Some partner cities provide regional/local web platforms that 
are quite popular on a regional basis. These platforms shall be 
integrated with FUPOL both for opinion gathering as long as 
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1.1.2.2 Visualization Application 

SEMAVIS is a tool for adaptive semantics visualization developed by Fraunhofer IGD, 

Germany. SEMAVIS joins data from different sources and visualizes the results 

graphically. 

 

For an introduction to SEMAVIS we refer to D3.1 and to WP5’s deliverables. 

 

Recently we’ve integrated semantic data (i.e. social media data using 

FOAF/SIOC/SKOS/DC) and statistical data (using Data Cube) in the same RDF triple 

store. 

This could allow us to combine both kinds of data in the same visualizations. 

  

data for active participation (polls, ...). 

Currently FUPOL supports these sites using RSS/Atom feeds. 
We did not implement any proprietary interfaces of customized 
parsers for specific sites, although this would be technically 
possible. 

Email Some partner cities (especially Yantai) would like to be able to 
feed emails into the social media analysis tools. 

This will be implemented using POP3. 

Spoken 
Language 

TV/Radio Technological advance allows us to integrate services that 
transcribe spoken language (i.e. from TV/radio channels) to 
text using RSS/Atom feeds. 

Experiments that we executed with this data source were 
promising. Depending on the political context local 
broadcasters are important for setting opinions. For example 
our Barnsley pilot runs in a media environment with strong 
influence by local radio stations. Providing 24x7 coverage of 
these stations offers new possibilities to hot topic sensing. 
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1.1.2.3 Simulation Software 

The simulation software will be developed by WP4 with the underlying models being 

researched and developed by WP2. 

 

For an introduction to the simulation software we refer to D3.1. For further details 

regarding the integration of the simulation software and the core platform see 

chapter 4.4 "Requirements for Interfacing with Adjacent Systems" and requirement 

WP3-327. 

1.1.2.4 Summarization, Topic Extraction, Sentiment Analysis, User Categorization 

FUPOL makes use of technologies, modules and systems from Xerox that are 

enhanced beyond the state of the art in this project. Most of them are already 

existing (as part of the background) and some are integrated into FUPOL (in their 

enhanced version). 

 

By now the FUPOL Core Platform integrates the hot topic sensing module. Work on 

integrating the summarization module has been started. 

 

The FUPOL Core Platform is used by Xerox to collect various kinds of social media 

content (different languages, different media, different location, different corpus size, 

…) in order to use this as test data sets for improving the topic extraction and 

summarization algorithms. 
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1.1.3 Off-the-Shelf Software 

This chapter describes commercial, open source or any other off-the-shelf software 

(OTS) that must be used to implement some of the requirements for the product. 

While there are no specific constraints on that it's project policy to 'not-reinvent-the-

wheel' for economic reasons. 

 

There are several existing research projects that deliver/delivered at least parts of 

comparable functionality. Most of them run under the banner of the FP7 programme 

and many of them open source their product details both on the documentation, as 

long as on the implementation level. 

 

In order to mitigate risks and to keep the development pace high we were trying to 

reuse concepts, modules and code whenever appropriate. Regarding WP3 this means 

that... 

 

• Social media access: several existing implementations available and reuse is 

likely (social media API, RSS/Atom/Twitter/Facebook access, web crawler) 

• Knowledge base: several existing implementations/demos available and reuse 

is likely 

• Glue code and cross concerns: interface implementations covering various 

data exchange formats will be found with high propability and reuse is likely 

 

Although we investigated the reuse of modules or code from several FP7 projects we 

finally didn’t use any of them, as we found (open source) alternatives that were 

better supported by the community. 

 

For example … 

• Spring Social solved many of our social media API requirements 

• The SDMX/RDF import from Eurostat was implemented by using a third party 

stylesheet 
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• Most RDF functionality was implemented using Apache’s JENA framework 

• Fast text search in the RDF store came out-of-the-box with Virtuoso 

• Parsing generic web pages (removing boilerplate markup) was done using an 

open source reader 

 

However, during our talks with other FP7 projects we got valuable input on various 

issues (i.e. which social media APIs worked best for them, …). 

 

Overall the use of open source solutions and knowledge that other FP7 projects (and 

national research projects) contributed significantly helped us in achieving our goals 

so far.  
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1.1.4 Anticipated Workplace Environment 

FUPOL as a system is used in an office environment, usually in some administrative 

building. No special requirements for that could be found. 

 

However there’s one exception that relates to the UN Habitat pilot in Mtwapa, Kenya: 

community advisors will use FUPOL in the field using notebooks or other portable 

devices. Anyway the technical implications of that are neglectable as these devices 

will use comparable hard- and software. 

 

User interaction will be done using a web browser, but for the simulation it might be 

necessary to make an exception: some simulation systems are provided as desktop 

applications, meaning that they can't be hosted in a cloud based system and usually 

they're single-user, single-client applications. I.e. RIKS Metronamica is such a 

system. 

 

In order to be able to use such locally installed applications with FUPOL (i.e. to 

access the data base and write simulation results back) the simulator API is designed 

in a way that makes it possible to access it on-site at the customers. 

 

Note that this is imposes a security risk that must be adressed. 

 
WP3-55 The simulator API should be accessible locally (on-site at the customer) 

so that desktop simulation systems can be used 

Description: Desktop simulation applications can be powerful solutions that - 
unfortunately - are not able to run as a cloud based service. 
Furthermore their usage is often limited to a single client and a single 
user. This contradicts FUPOL's technical requirements. 

However a decision has been made that forces us to open the simulation 
API to such desktop simulation systems so that we can use their 
simulation power with FUPOL making the product more usable to the 
city partners. 

Originator: Peter Sonntagbauer 
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Stakeholders: • Facilitator 
• Simulationmodeler 
• Sysadmin 
• Sysop 

Fit Criterion: 1. The simulation API can be accessed from any of the city 
partner's LANs. 

2. There are either no or well documented usage restrictions as 
compared to the simulation API that is available in the cloud. 

 

1.1.5 Schedule Constraints 

WP3 is planned and delivered according to FUPOL's project plan. 

 

FUPOL will take 4 years from project initiation to production ready software and 

development will be split into two major phases: 

• "Make it work" - Phase 1 focused on feasibility and delivering a prototype 

application (called 'v1' in the diagram) by the end of year 2 

• "Make it nice" - Phase 2 will focus on delivering an improved prototype 

product ('v2') and on operating the result of phase 1 

 

 



   

 
 

 
 

Deliverable D3.6          30 

The version ‘v1’ is equal to D3.5. Work in year 3 and 4 will still add some features, 

but the focus is on optimization and improvements (and of course on integration).  
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1.1.6 Budget Constraints 

For an overview of the available budget we refer to the DOW. 

The current resource consumption and the remaining resources can be read in the 

midterm reports. WP3 roughly consumed about 75% of the available budget in the 

first two years, which is consistent with our plan, as WP3’s product (the FUPOL Core 

Platform) is a prerequisite for the other workpackages’ products. 

 

Time and budget tolerance is 0%, meaning that all delivery dates and the budgets 

must not be exceeded. 
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1.2 Naming Conventions and Terminology 

Naming conventions and terms (and how we use them) are listed in D3.1 and D3.2. 
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1.3 Relevant Facts and Assumptions 

1.3.1 Relevant Facts 

See deliverable D2.1. 

1.3.2 Business Rules 

See deliverable D2.1./2.2./2.4./2.6., D7.1./7.2./7.3. for a comprehensive overview on 

how the process of policy making works, how municipalities are being organized and 

many other business rules. 

 

An important issue here is that by using the ICT technologies that FUPOL provides 

cities will be able to follow an ‘iterative’ process of policy setting similar to Deming’s 

cycle (plan – do – check – act). This could replace the more or less linear approach 

that’s currently used. Due to the lack of low-cost and realtime measurements of 

policy impact policies are often set, but without measuring their effects (at least not 

often enough or over a longer period of time).  

 

1.3.3 Assumptions 

All assumptions have been transformed into requirements as part of the 

requirements management process. We keep this chapter here as a placeholder in 

the case that new assumptions might arise. 
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Functional Requirements 



   

 
 

 
 

Deliverable D3.6          35 

1.4 The Scope of the Work 

1.4.1 The Current Situation 

This is outlined in D3.1, chapter 5.1.1. 

1.4.2 The Context of the Work 

 

This chapter describes the boundaries of the FUPOL core platform ('the work' of 

WP3) with respect to the outside world. The adjacent systems indicate other subject 

matter domains that need to be understood. The interfaces between the adjacent 

systems and the work context indicate why we are interested in the adjacent system 

(i.e. its data). 

 

The following diagram illustrates the business context of the FUPOL core platform. 

Note that this is not the context diagram of the FUPOL system, but just the part of it 

covering the important aspects of the FUPOL core platform. 

 

Overall the context of the work hasn’t changed significantly from D3.1 to D3.6, but 

there are some notable differences: 

• The system now supports traditional media (in addition to social media), 

including TV and radio 

• Linked data support is more sophisticated 

• Google Maps has been added as a source for background maps 
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The Business Context shows other systems and units which are connected to the 

FUPOL core platform. In the following the interaction between the FUPOL-system 

and the surrounding systems is described. 

 

External 
System 

Connection to FUPOL 

Decision 
Maker 

The decision maker is one of the most important stakeholders. He is the 
one that is responsible for the policy and uses FUPOL to integrate the 
eCitizen into the policy making process. 
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Facilitator The facilititator uses FUPOL for every-day-business. He accesses the 
FUPOL core platform with a web-client and executes campaigns initiated 
by the decision maker. Facilitators are power-users. 

Statistical 
Institutions 

Statistical institutions are collecting and processing statistical data (i.e. 
population per region). Examples are eurostat and the municipality's 
local agencies. They provide their data in SDMX format or – more 
recently – although in RDF 

Institutions 
providing GIS 
data 

GIS-Data-Providers deliver spatial data (i.e. maps, thematic map layers, 
...). This data will be used for visualization, simulation and for 
georeferencing statistical data. 

Geo-Data 
Infrastructure 

INSPIRE delivers a framework, structure and schemes for GIS-Data 
collection and processing. While not being a physical system we added it 
to the diagram to illustrate the influences of this standard on the GIS 
data and on the FUPOL core platform's architecture. 

Web 2.0 
Community 
and Media 

The web 2.0/3.0 community of eCitizens and citizen organizations is a 
group of (possibly organized) citizens that will be integrated into the 
policy making process either by active eParticipation (the eCitizen 
provides opinions upon request by the policy maker) or by passive 
eParticipation (the eCitizen provides opinions withour an explicit trigger 
from the policy maker). 
Additional input for hot topic sensing is available from traditional media 
(newspapers, TV, radio, …). 
 
The community of eCitizens uses various social media sites for 
expressing their opinions (i.e. Facebook, Twitter, Blogs, ...). 
Furthermore there's the feedback community platform (FCP, part of the 
FUPOL system, WP6) that is used by the reviewers for assessing ideas. 
 
Using Web2.0-technology and its tools e-citizens have the possibilty to 
take part in governmental processes; for example they can participate in 
online-polls. If available e-citizens can also use city-websites to leave 
messages, as well as they can leave their opinion in blogs. Social Media 
in this context can also be used for idea management. 

Simulator 
Provider 

A simulator provider offers a toolset for simulation purposes. This 
includes the simulation software and the simulation models. Some of 
them will be developed as part of the FUPOL project (WP2/WP4) while 
others will be off-the-shelf software from 3rd parties. Note that building 
those models and configuring them for a municipality's specific situation 
is a very complex task that is performed by the simulation modeler, a 
role that is usually staffed with an external consultant. 

Visualization Visualization tools are used by the facilitator and by the domain expert 
to get insights on FUPOL's data. FUPOL will use SEMAVIS, developed by 
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Fraunhofer IGD (WP5). 
Visualization is an important tool for understanding trends and 
correlations in all kinds of data (semantic data, statistical data, geo data, 
…) 

Summarization Summarization tools (topic analysis, summary extraction) use 
sophisticated algorithms to extract various aspects from the (social) 
media data that the FUPOL core platform collects from social media sites 
and the web 2.0/3.0 community. 

 

WP3 acts as a middleware, connecting the modules from WP2/WP4, WP5 and WP6 

to form a common service to the user. 

 

1.4.3 Business Event List 

An example for a business event list can be found in D3.1 (chapter 5.1.3). 
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1.5 Business Data Model and Data Dictionary 

The FUPOL core platform provides several services to the other FUPOL modules. 

Most of them are data-centric, meaning that the core platform performs the most 

important tasks relating to the persistance of business and technical data. 

 

The business data model has not changed much on a conceptual level since D3.1, 

but its implementation has added significant potential for further features, as we 

tried to converge different data sets in the same storage mechanism. For example 

FUPOL is now able to store social media data, media data (including transcribed 

tv/radio broadcasts) and statistical data (open linked data) in the same RDF store. 

This allows i.e. to query data of different types in one single SparQL query.  

 
 

Data Model 

This chapter contains a a specification of the essential subject matter, business 

objects, entities, and classes that are germane to the FUPOL core platform. Please 

note that the descriptions here relate to the business data model ("entities of the real 

world") and not to the technical implementation model (which can be found in 

deliverable D3.2). In this chapter we discuss the birds-eye view of the business data 

model. Additional information usually at a smaller granularity level can be found in 

the functional requirements (use cases). 
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The following diagram describes the most important data sets and their sources that 

the FUPOL core platform must be able to handle (store, transform, search, retrieve). 

 

 

FUPOL handles the following kind of business data: 

• semantic data (i.e. social media data) 

• statistical data (i.e. from Eurostat or simulation results) 

• geographical data (i.e. maps or simulation results) 

• knowledge data (which is more or less tagged documents) 

Business data is stored in special containers (i.e. RDF triple store, GIS server). 

 

Furthermore there’s the usual operational data (users, campaign, logs, ...) that is 

stored as relational data. 
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Business data is fetched from the following sources: 

• (Social) media mata is data crawled from (social) media sites. The structure is 

usually complex and depending on the social media site. In order to use 

generic analysis algorithms on it the data is normalized using semantic web 

technologies (FUPOL ontology) and stored as RDF data in FUPOL’s RDF triple 

store. In general social media data is semantic data, but it might contain 

specialized forms of data like geographical data (i.e. the GPS location of a 

post). Social media metrics can be extracted from social media data and can 

be stored as statistical data in the same RDF store. 

• Social Media Analysis data represents the results of the social media data 

analyis process. Usually this is some aggregation of the crawled content 

(summaries, topics) or a qualification of the same (sentiment) or the result of 

combining the primary data and extrapolating its information in order to gain 

knowledge (user demographic data). Social media analysis data can be 

semantic data, statistical data and even geographical data. FUPOL stores the 

analysis results together with its originating content in the same RDF store 

(again using the FUPOL ontology). 

• Knowledge Data is a collection of interpreted information, best practices etc. 

that helps the human reader in getting a better understanding of the business 

domain (policy making). Typically this kind of data is represented in reports, 

diagrams etc. While not being directly usable by machines efficiently (it's not 

normalized in any way) it can be categorized, tagged, linked etc. 

• Statistical Data is mainly used as an input to the simulation modules and to 

understand the extracted social media data (i.e. to understand correlations 

between some statistical facts and measured observations from social media). 

Statistical data is usually represented as sequences of numerical data (i.e. the 

development of the GDP in some specific region over time). Most statistical 

data is imported from 3rd party sources (i.e. eurostat). 

• GIS Data is used by the simulation (as an input and for storing the simulation 

results, too) and for visualizing geolocated posts (which are GIS data 
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themselves). FUPOL will provide mapping features for linking i.e. statistical 

data to geographical data (for example based on the NUTS region). 

 

Subsets of data can be wrapped in campaigns where they’re available for the 

campaign’s team members in a convenient way. 

 

Operational data is used to support the FUPOL Core Platform’s internal processes: 

• User Account Data is data representing accounts of FUPOL users (login, 

password, ...). Furthermore this covers the user's activity trace. 

• Client Data is data that represents clients. Clients in this sense mean individual 

pilot cities. This data is important because FUPOL is a multi-client system. 

• Crawler data is data representing search configurations (social media 

windows, social media targets, crawl job executions, …) 

• …and there’s plenty of other operational data that is required to keep the 

system’s components up and running. 

 

The following table lists the storage mechanism that is used by the FUPOL Core 

Platform for various kinds of data: 

Type of Data Storage Mechanism 
Semantic data RDF store 
Statistical data RDF store 
Geographical data RDF store (coordinates of posts) 

GIS server (maps and shapes) 
Operational data Relational database and log files 
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The following diagram illustrates the most important business data entities: 

 

 

 

  



   

 
 

 
 

Deliverable D3.6          44 

Description of the Business Data Entities 
 

Name Content 

Client A 'customer' of the FUPOL consortium, i.e. a pilot city (Yantai, Zagreb, ...). 

User A user is an agent, either a human agent (end-user) or software agent, who 
uses the FUPOL system. A user has a user account and is identified by a 
unique (over all clients) username. 
Users can be locked or unlocked and active or inactive (no password set 
yet). 

Role A role is a set of connected behaviours, rights and obligations as 
conceptualised by  users in an interaction situation with the FUPOL system. 
Users have at least one role. Some role combinations are not valid (i.e. 
eCitizen and facilitator). 

User 
Action 

The recorded interaction of a specific user with the FUPOL system. This data 
is used by SEMAVIS to adapt the visualization interface to the user’s past 
interactions and anticipate the best way the system presents itself to the 
user based on his/her personal style of using the system (i.e. it selects the 
right set of visualizations for a specific kind of data). 

Campaign A campaign is an important container domain object in FUPOL that is used 
to group all activities and their associated data that are related to a policy 
research task. 
Campaigns are conceptually equal to projects, so they have a title, a set of 
goals, a start and end date, a team etc. 

Social 
Media 
Window 

A social media window is both a concept and an important domain object in 
FUPOL. As a concept the term refers to the idea that a facilitator is 
interested in accessing several social media sites in a convenient way 
("single window to social media"). The domain object is a container for 
social media access and the associated results (content). 
The term “window” should be interpreted literally. It’s a view from inside the 
system to the world of media. The user can see a selected part of the real 
world (as defined by the window’s targets), but not the whole world, as 
we’re unable to collect all social media data but instead use focused 
searches.  

Social 
Media 
Target 

A social media target is an access coordinate that refers to a social media 
site and the way that FUPOL shall collect the data from there. 
Simply speaking a social media target is a (social) media search definition, 
so it contains information about the targeted site and usually some search 
terms (keywords, locations, …). 
A social media target’s capabilities (search terms) are site-specific. For 
example Twitter supports geo-search (i.e. “all tweets around 10km of 
Barnsley’s hospital”) while RSS feeds don’t. 
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(Social) 
Media Site 

A site (web address) that publishes media data. 
A social media site is an online service, platform, or site that focuses on 
facilitating the building of social networks or social relations among people 
who, for example, share interests, activities, backgrounds, or real-life 
connections. 
Generic media sites follow a one-to-many communication pattern, while 
social media sites focus more on point-to-point interactions between 
individuals. 
In reality there’s a wide bandwidth of possible implementations. Some social 
media (i.e. Facebook) has some kind of limited one-to-many communication 
(Facebook wall), while Twitter is more on the point-to-point side. 

Crawling 
Job 

A crawling job is an automated task in FUPOL that is performed by a social 
media crawler in order to collect content from social media sites. 
Crawling jobs collect (social) media data, normalize it and store it in the RDF 
triple store (along with some meta-data i.e. a timestamp, the number of 
posts collected, …). 

Social 
Media 
Content 

Social media content is content (text) and associated meta-info (that 
describes the content's origin and details about the crawling task) that has 
been collected from a  Social Media Target during a Crawling Job. 
Although (social) media data often contains more than text FUPOL only 
stores the text part of it as our analysis tools are not capable of using i.e. 
image data. 
Social media data by itself is posts, but the data contains other useful 
information (i.e. the author) that can be used to perform deeper analysis 
(i.e. about the social relationship context that a post has been written in). 

Simulation 
Job 

An execution of a simulator that is interacting with or part of the FUPOL 
system. Simulation jobs take data from the FUPOL core platform, apply it to 
a simulation model and generate simulation results that can be stored in the 
FUPOL core platform as new data (i.e. GIS layers or statistical data). 

Data Base A module of the FUPOL core platform that is used to import, categorize, 
store, map (to geographical data), retrieve and distribute facts of the world. 

Data Data are values of a qualitative or quantitative variables, belonging to a set 
of items/themes ("facts of the world"). As an abstract concept data can be 
viewed as the lowest level of abstraction from which  information  and then  
knowledge are derived. 

GIS Data A geographic information system is a system designed to capture, store, 
manipulate, analyze, manage, and present all types of geographically 
referenced data. The acronym GIS is sometimes used to mean geographical 
information science or geospatial information studies. 
 
INSPIRE defines spatial data as data with a direct or indirect reference to a 
specific location or geographic area (of the real world). 
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FUPOL uses GIS data in several ways: 

• social media content sometimes contains the sender’s location 
• background maps are used to understand a post’s sending location 
• simulators use GIS data as an input to the simulation (i.e. land 

coverage) and produce map layers as simulation result data (i.e. land 
coverage in 5 years) 

Statistical 
Data 

A set of data describing facts of the world, usually including the data entity's 
development over time. Most statistical data used by FUPOL is numeric data 
(percentages, amounts, numbers, ...) and almost all data can be linked to a 
geographical region (i.e. a NUTS region). 
Statistical data is well-structured following eurostat’s SDMX standard, but 
stored in RDF form in FUPOL. 

Knowledge 
Base 

A module of the FUPOL core platform that is used to import, categorize, 
store, link, tag, retrieve knowledge, mainly by human interaction. 
Note that FUPOL’s knowledge base is not a knowledge base in the sense of 
knowledge engineering or semantic web (meaning a formalized form of 
knowledge that can be processed by computers), but instead some kind of 
document management system that allows the user to add background 
information like reports, statistics etc. to the knowledge base. 

Knowledge Knowledge is a familiarity with someone or something, which can include  
information, facts, descriptions, or skills acquired through experience or 
education. Briefly said knowledge is what we know. 
Again, in the sense of FUPOL’s knowledge base “knowledge” can be seen as 
documents. 

 

Description of the Business Data Model 

System operators manage clients using the client management module. Each client 

represents a 'customer' of the FUPOL system (i.e. a pilot city like Yantai) with its own 

user base and their roles (administrators, facilitators, reviewers, ...). Users interact 

with the system and their interactions are traced in sequences of user actions. These 

user actions can be used to adopt the system to the specific user's behaviour. 

 

The central object is the campaign that represents a research activity. Campaigns are 

created and managed by facilitators who - upon working with the campaign - add 

data, knowledge and tools to the campaign. Data is facts about the world, usually 

provided by some 3rd party (i.e. eurostat) or by some department from within the 
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municipality. The two most important types of data in the data base are GIS (spatial) 

data which is either geographical data (roads, forests, rivers, ...) or (possibly 

georeferenced) statistical data. Other data of interest is semantic data. 

 

The knowledge base is used as a tool for maintaining and reusing best practices and 

other knowledge about policy making in the urban context. Its main users are human 

beings and thus it's not necessary that this data gets normalized, but instead of that 

it's sufficiant to categorize it (tagging, linking, ...). In its physical form knowledge will 

be represented as reports (text documents, images, spreadsheets,…). 

 

Another important source of data is social media management. The facilitator can 

add social media windows to a campaign. These windows - literally - are holes 

through which the facilitator can see the world of the eCitizens. A social media 

window is configured by the facilitator like a social media search with social media 

targets - pointing to social media sites - and search/filter criterions that will be used 

to set up the required crawling jobs. These crawling jobs will be executed by the web 

crawler in order to import social media content, an important resource for later 

analysis (topics, sentiment, ...). 
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1.6 The Scope of the Product 

The previous chapters described the project context (objectives, constraints, ...) and 

the business context. From here on this deliverable describes and specifies the 

product itself on a logical level (and not on the technical level which is covered in 

deliverable D3.2). 

The product’s scope has not changed significantly from D3.1. 

1.6.1 Product Boundary 

The product boundary was extracted from an analysis of the business context, the 

business processes, the actors and the description of work (that outlines the logical 

modules). We arrived at the product boundary by inspecting each business use case 

and determining, in conjunction with the appropriate stakeholders, which part of the 

business use case should be automated (or satisfied by some part of the product) 

and what part should be done by the user by or some other product. We took into 

account the abilities of the actors, the constraints, the goals of the project, the 

definition of work (DOW), our knowledge of both the work and the technology that 

can make the best contribution to the work. 

 

Note that the following product boundary separates WP3's internal functionality 

(FUPOL core platform, core platform services) from the other modules of FUPOL, as 

long as from external systems. This boundary does however not separate FUPOL as 

a whole system from the external systems. In other words: the term product here 

refers to the FUPOL core platform and not to the FUPOL system as a whole and the 

product boundary covers the FUPOL core platform only. As a consequence there are 

two important external contexts: 

 

• the other FUPOL modules that - together with the FUPOL core platform - form 

the FUPOL system  

• the outside world (i.e. Facebook, Twitter, statistical data providers...) 
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The following diagram is a white-box view into the FUPOL core platform and provides 

an overview of the most important data flows. Note the distinction between the 

FUPOL core platform and the external contexts as mentioned above: 

 

 

1.6.1.1 FUPOL Core Platform 

The next sections list the relevant functional modules that will be describes in detail 

in the chapter "Functional Requirements" (product use cases). 

 

Access Management 

Access management handles access control to FUPOL including... 

• Authentication (including OAuth support) 

• Authorization 
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Account Management 

Account management handles the creation/editing/deleting of user accounts 

including other functions like password setting. 

 

Campaign Management 

Campaign management handles the creation/editing/deleting of campaigns. 

 

Client Management 

The client management is a module that is used by the system operator to manage 

the clients. Clients in this context can be seen as customers with their own data and 

user base. 

 

Note that due to requirement WP3-33 the system must be multi-client-capable. This 

requirement influences the architecture and the design in a strong way, especially 

when it comes to the enforcement of security constraints. 

 

Note further that some clients might want to host their own installation of FUPOL in a 

private cloud. Such an installation would typically have only one configured client. 

 

Crawler 

The crawler is a module that collects  social media content from social media targets 

(and from other media). 

 

Social media content is content (text) and associated meta-info (that describes the 

content's origin and details about the crawling task) that has been collected from a  

Social Media Target during a crawling job. A social media target is an access 

coordinate that refers to a social media site and the way that FUPOL shall collect the 

data from there. 

 

The crawler has its own administrative functionalities (i.e. for managing the various 

social media accounts that are shared between the users of a specific client). One 
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major challenge with the crawler is that FUPOL has to implement some kind of 

"connection pooling" of the social media accounts as these sites usually restrict 

access to a limited number of requests per hour. The crawler will have to enforce 

some kind of anonymization of personal data so that only anonymized data makes it 

into the system. 

Note that we had to lift the strict anonymization approach that we envisaged in D3.1 

for technical reasons. The main reason is that the content is identified using URIs. 

These URIs are created by external entities (i.e. by Facebook) and typically they 

contain a unique identification of the content’s owner, effectively breaking 

anonymity. 

As we can’t work around using these URIs we have to store them in the system as 

well. However we don’t show the user’s personal data on the municipality’s user 

interface. Anyway, this is a very weak form of anonymization. 

 

The crawler is capable of converting the proprietary social media data that FUPOL 

collects from the social media APIs to the standardized RDF form that is based on 

the FUPOL Ontology. 

 

Spatial/Statistical Data Management 

The core platform provides data bases that - amongst other data - contain spatial 

data (GIS), statistical data (often related to some geographical location and point in 

time) and social media data (semantic data). 

Data management handles the import/update/browsing/deleting of  data. 

 

Knowledge Management 

Knowledge management handles the import/update/browsing/deleting of knowledge. 

 

Social Media Management 

The core platform provides a social media access layer that is used manage the 

social media accounts that are required for accessing the (proprietary) social media 

APIs of Facebook, Twitter etc. 
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This includes providing the connection pools. 

 

Simulator API 

FUPOL implements a generic API for integrating simulation software that is 

developed within the FUPOL consortium (WP2/WP4) or from 3rd party vendors. 
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1.6.1.2 Other FUPOL Systems 

Visualization (SEMAVIS) 

The core platform is used by the visualization and data browsing module. This 

module is used i.e. for understanding correlations in data and is under developed by 

WP5. 

 

Simulators 

Simulators will be used to anticipate the consequences of a changed policy. 

 

Summarization 

Being developed by WP6 this functional module will deliver social media analysis 

services like topicalization and summarization. Depending on research results this 

might include the extraction of (semantic) event and (semantic) location data from 

the content. 

 

Feedback Community Platform 

The feedback community platform will be used by reviewers for assessing ideas 

(crowdsourcing) and is under development by WP6. 

Ideas can be collected from any social media site that is supported and forwarded 

into the feedback community platform. 

 

1.6.1.3 The Outside World 

The outside world as seen from the FUPOL system's perspective is the world of the 

eCitizens and the domain of social media. 
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1.6.2 Individual Product Use Cases 

1.6.2.1 Access Management 

Access management handles access control (authentication, authorization) to FUPOL. 

Regarding access control two major user groups have to be considered: 

• Internal users (decision maker, facilitator, reviewer, domain expert, simulation 

modeler, communicator, system administrator) 

• External users (eCitizens) 

 

While internal users are able to access the FUPOL client and get full functionality 

external users will get only limited access to the system. In order to keep entry 

barriers low we've decided to use the eCitizen's social media account for logging in 

(OAuth) while internal users will use their dedicated FUPOL accounts. 

 

Anyway, in order to access the system a user must know two things: 

• valid username (login) 

• the corresponding password 
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Following is an overview of the access management use cases: 

 

1.6.2.1.1 Use Case WP3-57:   Log in as an internal user 

The user wants to access the FUPOL system. In order to prevent fraud all users of 

the FUPOL core platform must be authenticated and authorized. 

 

Note that not all eCitizens will have to identify themselves to use parts of FUPOL (the 

public functions). Note further that eCitizens will not use this authentication 

mechanism, but instead log in using their social media account (OAuth). 

 

WP3-57 Log in as an internal user 

Description: The user wants to access the FUPOL system. 

Note that... 

• system operators won't be able to log into the FUPOL client, but 
they're the only ones being able to use the FUPOL administration 
client. 

• eCitizens won't use this mechanism, as they're using OAuth 
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authentication based on their social media account. 

Originator: Rumm 

Stakeholders: • communicator 
• decisionmaker 
• domainexpert 
• facilitator 
• reviewer 
• simulationmodeler 
• sysadmin 
• sysop 

Scope: Access Management 

Actors: • communicator 
• decisionmaker 
• domainexpert 
• facilitator 
• reviewer 
• simulationmodeler 
• sysadmin 
• sysop 

Trigger Type: Event triggered 

Trigger: The (internal) user wants to access FUPOL 

Inputs: • username (login) 
• password 

Preconditions: • user-account is available, active and not locked 
• user has access to the login-page 

Main Success 
Scenario: 

1. the user opens the login page 
2. the user enters the username and password 
3. the user clicks the login button 
4. the system validates username and password and creates a new 

(http-)session 

Alternative 
Scenarios: 

Automatic forwarding to the login page: 

• accessing protected FUPOL functions will automatically forward the 
user to the login page in case that he's not logged in yet 

Success End • the user has access to the system 
• the page that the user wanted to access prior to authentication is 
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Condition: displayed (automatic forwarding) 
• the system created a new (http-)session 

Optional: the system might want to set a cookie ("remember me") 

Failed End 
Condition: 

Wrong password: 

• the failed-login-counter is being incremented 
• if the number of failed login-attempts exceeds a configurable 

threshold then the user account is being locked 
• an error message is being displayed (the message must not 

contain any hints that can help an attacker to guess if it's the 
password or the username that's wrong) 

• the user has no access to the system 

Wrong username(login): 

• an error message is being displayed (the message must not 
contain any hints that can help an attacker to guess if it's the 
password or the username that's wrong) 

• the user has no access to the system 

 

  



   

 
 

 
 

Deliverable D3.6          58 

1.6.2.1.2 Use Case WP3-58:   Log out as an internal user 

The internal user wants to close his FUPOL-session and log out. In most cases he'll 

want to do this to prevent others from using his account if he's leaving. 

 

In order to access the system again he must log in once more. 

 
WP3-58 Log out as an internal user 

Description: The user closes his current session and stops accessing the system. 

Originator: Rumm  

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• facilitator  
• reviewer 
• simulationmodeler  
• sysadmin 
• sysop 

Scope: Access Management 

Actors: • Communicator 
• Decisionmaker 
• Domainexpert 
• Facilitator 
• Reviewer 
• Simulationmodeler 

Trigger Type: Event triggered 

Trigger: The user wants to end his session 

Inputs: none 

Preconditions: The user is logged into the FUPOL console/FUPOL administration console 

Main Success 
Scenario: 

1. The user clicks the "Logout" button/link 
2. The system closes the http session and forwards the user to the 

login page 

Alternative 
Scenarios: 

• Users can although be logged out by a session timeout 
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Success End 
Condition: 

• The user is logged out 

Failed End 
Condition: 

• The user is still logged in 
• An error message is displayed 
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1.6.2.1.3 Use Case WP3-336:   Log in as an external user 

The external user (eCitizen) wants to access the public parts of the FUPOL system. 

In order to prevent fraud all users of the FUPOL core platform must be authenticated 

and authorized. 

External users use their existing social media accounts from Facebook, Twitter or 

Sina Weibo to use the FUPOL tools (i.e. opinion maps, questionnaires). The reason 

for this is that the more convenient the access is for the eCitizen the higher the 

response rates will be. 

 

Note further that eCitizens will log in using their social media account (OAuth). The 

schematic workflow of authentication with OAuth using Twitter is described in the 

following diagram: 
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WP3-336 Log in as an external user 

Description: The external user wants to access the FUPOL system and logs in using 
his social media account (Facebook/Twitter/Sina Weibo using OAuth). 

Originator: Rumm 

Stakeholders: • eCitizen 

Scope: Access Management 

Actors: • eCitizen 

Trigger Type: Event triggered 

Trigger: The (external) user wants to access the public parts of FUPOL 

Inputs: • username (login) 
• password 

...or any other credentials that OAuth might require in the future. 

Preconditions: • the external user has an OAuth compatible account  
• the user-account is available, active and not locked 

Main Success 

Scenario: 

1. the user opens a public FUPOL page 
2. the user clicks the "Log in with OAuth" link 
3. the system renders the OAuth authentication page (external 

asset) 
4. the user enters the credentials 
5. the user clicks the login button 
6. the OAuth security provider validates the credentials and 

creates a new access token which is forwarded to the FUPOL 
client 

7. the user is authenticated by FUPOL (using the token) 

Alternative 

Scenarios: 

none 

Success End 

Condition: 

• the user has access to the public parts of the system 
• the page that the user wanted to access prior to authentication 

is displayed (automatic forwarding) 
• the system created a new (http-)session 
• Optional: the OAuth security provider might want to set a 

cookie ("remember me") 
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Failed End 

Condition: 

• unknown login/wrong password is handled by the OAuth 
security provider no access token is exchanged 

• the user has no system access 
• depending on the OAuth security provider's policies additional 

consequences might apply (i.e. the account gets locked) 
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1.6.2.1.4 Use Case WP3-335:   Log out as an external user 

The eCitizen wants to close his FUPOL-session and log out. In most cases he'll want 

to do this to prevent others from using his account if he's leaving. 

 

In order to access the system again he must log in again. 

 

WP3-335 Log out as an external user 

Description: The user closes his current session and stops accessing the system. 

Originator: Rumm 

Stakeholders: • eCitizen 

Scope: Access Management 

Actors: • eCitizen 

Trigger Type: Event triggered 

Trigger: The user wants to end his session 

Inputs: none 

Preconditions: • The user is logged into the public parts of the FUPOL console 

Main Success 
Scenario: 

1. The user clicks the "Logout" button/link 
2. The system forwards the logout action to the OAuth security 

provider 
3. The OAuth security provider closes the session 

Alternative 
Scenarios: 

Users can although be logged out by a session timeout or by the 
OAuth provider. For example if a FUPOL user logged in using his 
Facebook account he’ll not be able to log into FUPOL once he logs out 
at Facebook. 

Success End 
Condition: 

• The user is logged out 

Failed End 
Condition: 

• The user is still logged in 
• An error message is displayed (usually handled by the OAuth 

security provider) 
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To get access to the system or parts of it (modules), the system must provide a 

central authorization/authentication mechanism. At least it would be nice if the user 

doesn't have to maintain more than one personal account for using FUPOL. 

This was one of the observations we made in Barnsley, where the municipality 

provides a petition service to its citizens. People can initiate petitions by themselves 

or just participate in someone else’s petition by voting for it. The experience with 

such systems is that people create accounts with the system only if they have a very 

strong opinion on the issue (i.e. they are personally affected by it). If they revisit the 

petition service 6 months later for another reason they usually have forgot their 

credentials (username, password) and getting through the process of password 

renewal is too cumbersome for most citizens, so they prefer to leave for good. 

 

So what we want is a central account repository that can be used by the various 

FUPOL modules (i.e. by the core platform, the feedback community platform, the 

simulators, ...). 

 

WP3-41 The system should provide a centralized security mechanism 

Description: The system should be designed in a way that allows all FUPOL modules to 
access a centralized mechanism that provides security services (credential 
management, login/password validation, login/password check agains the 
credentials, ...). 

This would provide several benefits: 

1. Single sign on could be implemented later 
2. Reuse of functionality 
3. Convenience for the user and the system administrator 
4. Improved security (better testing, less points of attack) 

Originator: Rumm 

Stakeholders: • user 

Fit Criterion: • There's only one repository that is used by all FUPOL modules that 
require user authentication 

• All FUPOL modules that require authentication and that provide a 
GUI for account management use the central security service 
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• Optional: all FUPOL modules use the central authorization 
mechanism 
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1.6.2.2 Account Management 

Account management covers the handling of user accounts. It's naturally connected 

to the field of security and data protection. 

 

FUPOL distinguishes between two types of user accounts: 

• Internal user accounts, managed by the FUPOL account management 

• External user accounts, managed by an external security provider (OAuth, 

Facebook, Twitter, Sina Weibo) 

 

While external user accounts are outside the scope of FUPOL we use them for 

authentication in the case of eCitizens. eCitizens will thus use their social media 

account for accessing selected (public) parts of the FUPOL core platform. These 

external users are not managed by the system administrator. In fact we don't store 

their user credentials at all. This is done by the OAuth security provider and FUPOL 

just exchanges the access token and access secret upon logging in (see the previous 

chapter "Access Management"). 

 

Internal user accounts are managed by system administrators and each client (pilot 

city) has at least one system administrator who can do this. 
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The following table illustrates the responsibility for performing the account 

management: 

Account Manager Decision Maker 
Facilitator  
Reviewer  

Domain Expert 
Communicator 

Simulation 
Modeler 

System 
Administrator 

System Operator 

System 
Administrator 

   

System Operator    
 

Internal user accounts can be in one of the following states: 

 

• Inactive 

o Inactive accounts have been created, but there's no password attached 

to them. This is the initial state after creation or after the password has 

been reset by the system administrator. 

• Active 

o Active accounts are ready-to-use by the user. Accounts get active by 

setting the user's password. 

• Locked 

o Accounts can be locked by the system administrator.  

o Locked accounts can't be accessed by the user, but can be unlocked by 

the system administrator.  

• Accounts can be deleted. Note that accounts won't be deleted physically 

(instead they’re just marked as being deleted but their data remains in the 

system for tracability reasons). 
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The following state chart illustrates the lifecycle of an account: 

 

Note that only system administrators can create internal user accounts (but not new 

system administrator accounts). System administrator accounts can only be created 

by system operators (who can't create any other internal user accounts besides 

system operators and system administrators). 

This restriction is to prevent “role inflation” in the cities, a phenomenon that leads to 

a state where all users are made system administrators for convenience. 
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The following diagram illustrates the account management use cases: 
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1.6.2.2.1 Use Case WP3-36:   Create User Account 

The creation of the user account is a part of the user administration and user 

management. Users are only able to use the system if they have a valid user 

account. 

 

WP3-36 Create User Account 

Description: The sysadmin creates the user account. After that the user has access to 
the system (once he activates his account). 

Originator: Rumm 

Stakeholders: • sysadmin 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: The system administrator wants to create a user 

Inputs: User Data: 

• username (unique) 
o allowed characters: a-z, A-Z, 0-9  

• real name (first name, surname) 
o allowed characters: a-Z, A-Z, , `, mutation characters, -, 

blank  
• email-address 

o allowed characters: a-z, A-Z, ., _, -, 0-9, @ 
• roles 

Preconditions: The system administrator is logged into the system. 

Main Success 
Scenario: 

1. The sysadmin clicks the "Add User" link 
2. The system opens the "Add user" form 
3. The sysadmin enters the user's data (login, real name, email) 
4. The sysadmin selects the user's roles 
5. The sydadmin assigns the roles to the user 
6. The sysadmin clicks the 'create' button 
7. The system validates the entered data 
8. The system creates the account 
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Note: The account has no password yet. The account is inactive until the 
password has been set by the new user. 

Alternative 
Scenarios: 

The system operator creates a sysadmin account. 

Note: Only the system operator is able to create a sysadmin account. A 
system admin is not allowed to create another sysadmin account. The 
system has to validate this. 

Note that the creation of system administrators and system operators is 
done in the FUPOL administration console, while all other user accounts 
are created from within the FUPOL console. 

Success End 
Condition: 

• The user account is created, but still inactive. 

Typically the sysadmin would now inform the user about the successfully 
created account and provide him/her with the username for the first login. 
This is out of the system's scope, but there’s a function for generating the 
notification email (using an email link) that can be handled by the local 
email client. 

Failed End 
Condition: 

• An error message is displayed 
• no user account was created 
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1.6.2.2.2 Use Case WP3-39:   Edit User Account 

Because of a changed name (e.g. marriage) or a changed email-address the 

credentials of the user have to be edited. 

WP3-39 Edit User Account 

Description: The sysadmin updates the user's credentials. 

Accounts of sysadmins are not edit- and deleteable by sysadmins (only 
sysops can do that). 

Originator: Kamenicky 

Stakeholders: • Sysadmin 
• user 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: sysadmin/user wants to update his credentials. 

Inputs: • Changed user credentials 

Preconditions: • Sysadmin is logged in 
• User account has been created 
• User is no sysadmin 

Main Success 
Scenario: 

1. The sysadmin searches the account in a list and clicks on it. 
2. The system opens the account's detail page 
3. The sysadmin edits and provides the changed user account data. 

Note that the login (username) can't be changed and that the 
password can only be reset by the system administrator, but 
there's no way to set the password to a predefined string or have 
the password being visible to the sysadmin. 

4. The sysadmin saves the updated data by clicking the 'update' 
button. 

5. After the save procedure the email address is surrounded by a 
mailto: link optional: The sysadmin informs the user about the 
update. 

6. by clicking the edit button the sysadmin reenters the edit mode 
7. by clicking the back button the user list must be displayed again 

Alternative 1. clicking the cancel button returns the sysadmin back to the user list 
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Scenarios: 2. system administrators can be edited by system operators (but only 
when using the FUPOL administration console) 

Success End 
Condition: 

• The user's credentials are updated. 

Failed End 
Condition: 

• An error message is displayed.  
• The user's credentials are not updated. 
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1.6.2.2.3 Use Case WP3-37:   Lock User Account 

Sometimes it's necessary to prevent a user from logging into the system again 

(temporarily or permanently). The user account might be locked to avoid access to 

the system for several reasons: 

• abuse 

• security threat protection 

• ... 

 

Note that this use case can be triggered automatically if the number of false login 

attempts exceeds a configurable threshold even without manual interaction by the 

system administrator. 

 

WP3-37 Lock User Account 

Description: The sysadmin or the access management locks the user account. The user 
has no longer access to the system. 

Originator: Rumm 

Stakeholders: • sysadmin 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: A user account shall be locked by the sysadmin 

Inputs: • Selected user from account list 

Preconditions: • The locking user is logged into the system as a sysadmin 
• The to-be-locked user has a valid user account (status: user 

account is created/activated). 

Main Success 
Scenario: 

1. The sysadmin searches the account in a list and clicks on it. 
2. The system opens the account's detail page 
3. The sysadmin clicks the 'lock account' button 
4. The system marks the account as being locked. 
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Optional: the sysadmin informs the user about his locked account 

Alternative 
Scenarios: 

Locking a system administrator account: 

• The system operator locks a sysadmin account. Note: only the 
system operator is able to lock a sysadmin account. A system 
admin is not allowed to lock another sysadmin account. The system 
has to validate this. 

Automatic account locking upon failed login attempts: 

• The account management might lock a user account if the number 
of failed login attempts exceeds a configurable threshold. Note that 
this alternative scenario is triggered by the system upon a failed 
login attempt and that in this case there's no direct interaction by 
the system administrator or system operator necessary. 

Locking all user accounts of a client (see WP3-68): 

• The sysop might want to lock all users of a specific client in just 
one step. Reasons for this might be that the client didn’t pay for 
the service or to prevent fraud. This function is available in the 
sysop console. 

Success End 
Condition: 

• The account is locked 
• The user has no longer access to the system (until the account 

gets unlocked again) 

Failed End 
Condition: 

• An error message is displayed.  
• The user account is not locked. 
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1.6.2.2.4 Use Case WP3-38:   Unlock User Account 

The FUPOL core platform supports locking users in order to prevent them from using 

the system. In some cases this is a temporary state and the user shall be granted 

system access again. This use case is the inverse operation to locking a user 

account. 

 

WP3-38 Unlock User Account 

Description: The syadmin unlocks the locked user account so tha the user can access 
the system again. 

Originator: Uhlir 

Stakeholders: • Sysadmin 
• User 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: A locked user account shall be unlocked. 

Inputs: • The username of the locked account 

Preconditions: • The user is logged into the system as a sysadmin 
• The to-be-unlocked user account is locked and not deleted 

Main Success 
Scenario: 

1. The sysadmin opens the account management page 
2. The sysadmin searches the account in a list and clicks on it 
3. The system opens the account's detail page 
4. The sysadmin clicks the 'unlock account' button 
5. The system marks the account as being unlocked 
6. the unlock link changes to lock 

Optional: the sysadmin informs the user that the account has been 
unlocked. This is out of the system's scope. 

Alternative 
Scenarios: 

The system operator unlocks a sysadmin account. 

Note: only the system operator is able to unlock a sysadmin account. A 
system admin is not allowed to unlock another sysadmin account. The 
system has to validate this. 
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Success End 
Condition: 

• The user account is unlocked 
• The user is allowed to access the system again 

Failed End 
Condition: 

• An error message is displayed 
• The user account is still locked 
• The user has no access to the system 
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1.6.2.2.5 Use Case WP3-40:   Delete User Account 

Sometimes it's required that a user account is removed from the system. Removing 

means that the user account can't be revived again. 

 

WP3-40 Delete User Account 

Description: The sysadmin deletes a user account. 

Note that user accounts are not deleted physically, but instead they're 
marked as deleted (and invisible to all users) and their information is still 
available on the database level. 

Originator: Rumm 

Stakeholders: • Sysadmin 
• User 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: User account shall be deleted 

Inputs: • Username of the account that shall be deleted 

Preconditions: • The user account as identified by the login (username) is available 
(locked or unlocked) 

Main Success 
Scenario: 

1. The sysadmin opend the account management page 
2. The sysadmin selects the account and clicks the 'delete account' 

button 
3. The sysadmin must validate his decision (popup or something 

similiar) 
4. The system marks the account as being deleted. Note that the 

account isn't deleted physically. Instead of that it's marked as 
deleted and no longer accessible. There's no way to 'undelete' a 
user's account. 

Alternative 
Scenarios: 

Only a system operator is allowed to delete a sysadmin. 

Success End • User account is deleted (logically).  
• The user account data is still stored in the system, but marked as 
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Condition: deleted. 

Failed End 
Condition: 

• The system displays an error message 
• The user account (locked or unlocked) still exists and is left 

unchanged 
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1.6.2.2.6 Use Case WP3-42:   Reset Password 

A user wants to access the system, but unfortunately he has forgotten his password. 

 

WP3-42 Reset Password 

Description: A user can't access the system because he has forgotten his password. 
The sysadmin resets the account's password and thus inactivates the 
account. The user has to activate the account again by setting his new 
password. 

Originator: Uhlir 

Stakeholders: • Sysadmin 
• User 

Scope: Account Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: User wants access to the system again and informs the sysadmin about 
the forgotten password 

Inputs: • Trigger from the user that he has forgotten his password 

Preconditions: • User account has been created 
• The system administrator has checked the user's identity 
• The sysadmin is logged in 

Main Success 
Scenario: 

1. The sysadmin opens the account management page 
2. The sysadmin searches the user and opens his account detail page 
3. The sysadmin resets the password by clicking the "reset password" 

link 
4. The system inactivates the account and resets the password 

Note that in order to use the account again the user has to set his new 
password (see 'activate account'). 

The system provices an email link with the activation email (including the 
link to the page for setting the user’s password). 

Alternative 
Scenarios: 

none 
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Success End 
Condition: 

• The user account is inactive and has no password set 

Failed End 
Condition: 

• User can't log in unless he remembers his password 
• User has no access to the system 
• The user's account is still active 
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1.6.2.2.7 Use Case WP3-35:   Activate account 

New accounts are inactive by default and must be activated by the account's owner 

prior to using the system. This is done by setting the password. 

 

The same applies to accounts that got their password reset. 

 

WP3-35 Activate account 

Description: The user must activate his account before using it once. Activation is done 
by opening the account activation page - the URL is sent by the client's 
system administrator - and providing a new password. 

Originator: Rumm 

Stakeholders: • User 

Scope: Account Management 

Actors: • User 

Trigger Type: Event triggered 

Trigger: The account's owner wants to activate his account (usually he gets 
informed by the system administrator by email). 

Inputs: • The new password 

Preconditions: • The account has been created and is not locked, nor deleted 
• The account is inactive 

Note that the user is not logged in when he activates his account. 

Main Success 
Scenario: 

1. The account's owner opens the account activation page 
2. The account's owner provides his password (twice) and clicks the 

'activate' button 
3. The system validates the passwords 

1. the passwords must have a length of 6 to 30 figures 
2. the password must contain at least one character and one digit 

special characters are allowed 
4. The system stores the password (encrypted) and activates the 

account 

Alternative none 
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Scenarios: 

Success 
EndCondition: 

• The account is active 
• The password has been set 

Failed End 
Condition: 

• If the user doesn't provide a valid password then the account is not 
being activated. An error message is shown. 

• If the account activation link is older than 7 days then an error 
message is displayed and the account can't be activated any more. 
The system administrator might decide to delete it. 
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1.6.2.2.8 Use Case WP3-43:   Change password 

Sometimes users want to change their password for several reasons like... 

• Someone else got knowledge of the password 

• As a precaution some users change their passwords frequently 

 

WP3-43 Change password 

Description: The user is changing the password by entering the old one and the new 
one (twice) 

Originator: Rumm 

Stakeholders: • User 

Scope: Account Management 

Actors: • User 

Trigger Type: Event triggered 

Trigger: The user wants to change his password 

Inputs: • the old password 
• the new password (twice) 

Preconditions: • The user has an active account 
• The user is logged in 

Main Success 
Scenario: 

1. The user opens his account detail page by clicking myProfile 
(story WP3-116, usecase WP3-39) 

2. The user clicks the change password button on the account detail 
page 

3. The user enters the old password 
4. The user enters the new password twice 
5. The user clicks the save button 
6. The system validates that... 

• The old password is correct 
• The new password complies with the password syntax rules 

Password requirements 

• the password must have a length of 6 to 30 characters 
• the password must contain at least one character and one digit 

special characters are allowed 
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Alternative 
Scenarios: 

none 

Note that setting the password is done by activating the account, too. 

Success End 
Condition: 

• The user's password is changed 

Failed End 
Condition: 

• The password has not been changed 
• The system displays an error message 
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1.6.2.2.9 Use Case WP3-44:   Create/edit/lock/unlock/delete system administrator 

account 

For security reasons only system operators are allowed to create and manage the 

powerful system administrator accounts. Note that the system operator is a central 

role to FUPOL while the system administrator is local to every client (pilot city) 

meaning that every client has at least one system administrator as part of his own 

organization. 

 

WP3-44 Create/edit/lock/unlock/delete system administrator account 

Description: The system operator gets the order to create/edit/lock/unlock/delete a 
system administrator account and executes the necessary process steps. 

The use cases behind that are similiar to normal users with the exception 
that user interaction is done by sysops only and in the FUPOL 
administration console. 

Originator: Rumm 

Stakeholders: • Sysadmin 
• Sysop 

Scope: Account Management 

Actors: • Sysop 

Trigger Type: Event triggered 

Trigger: The sysop wants to create/edit/lock/unlock/delete a system administrator 
account 

Inputs: • The data that is required for the specific action (see the other use 
cases for details on that) 

Preconditions: Depending on the process status (see the other use cases for details on 
that) 

Main Success 
Scenario: 

Generally speaking the individual actions are similiar to those that apply 
to normal users. 

Creation of the sysadmin account: 

1. The sysadmin enters the user's data (login, real name, email) 
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2. The sysadmin selects the user's roles 
3. The sydadmin assigns the roles to the user 
4. The sysadmin clicks the 'create' button 
5. The system creates the account 
6. The system validates the entered data. 

Note: The account has no password yet. The account is inactive until the 
password is entered. 

Editing the sysadmin account 

1. The system operator searches the account in a list and clicks on 
it. 

2. The system opens the account's detail page 
3. The system operator edits and provides the changed sysadmin 

account data. Note that the login (username) can't be changed 
and that the password can only be reset by the system operator, 
but there's no way to set the password to a predefined string or 
have the password being visible to the system operator. 

4. The system operator saves the updated data by clicking the 
'update' button. Optional: The system operator informs the 
sysadmin about the update. 

Locking the sysadmin account: 

1. The system operator searches the account in a list and clicks on 
it. 

2. The system opens the account's detail page 
3. The system operator clicks the 'lock account' button 
4. The system marks the account as being locked. 

Optional: the system operator informs the sysadmin about his locked 
account 

Unlocking the sysadmin account: 

1. The sysadmin searches the account in a list and clicks on it. 
2. The system opens the account's detail page 
3. The sysadmin clicks the 'unlock account' button 
4. The system marks the account as being unlocked. 

Optional: the sysadmin informs the user that the account has been 
unlocked. 

Deleting a sysadmin account: 

1. The system operator selects the account and clicks the 'delete 
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account' button 
2. The system must validate his decision (popup or something 

similiar) 
3. The system marks the account as being deleted. Note that the 

account isn't deleted physically. Instead of that it's marked as 
deleted and no longer accessible. There's no way to 'undelete' a 
sysadmin's account. 

Alternative 
Scenarios: 

none 

Success End 
Condition: 

• System administrator account is 
created/edited/locked/unlocked/deleted 

Failed End 
Condition: 

• System administrator account is not 
created/edited/locked/unlocked/deleted 
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1.6.2.2.10 Use Case WP3-1224:   Manage trusted users 

FUPOL anonymizes the eCitizen’s personal data as far as technology allows (which is 

very weak, as already mentioned, because we have to store the URIs that contain 

some hints on the user). However there are scenarios where the facilitator wants 

exact demographic information about some users. 

The mechanism of “trusted users” intentionally breaks anonymity by adding 

additional personal data to a user’s account and linking this to the social media 

accounts of that person. This allows the system to mark social media content written 

by the trusted user as such (including printing some information on the author, 

gender, age, place of living, …). 

 

This feature was requested by our 

pilot organization UN Habitat: 

In the Mtwapa slum in Kenya so 

called community advisors are in 

personal contact with slum dwellers 

(many of them have mobile phones 

so they can use FUPOL with their 

smartphones or with PCs in internet 

cafes). These community advisors 

try to encourage slum dwellers to 

become “trusted users” by registering them – including their Facebook/Twitter 

accounts. Trusted users might get some privileges for registering, i.e. a higher 

weight of their opinions or personal feedback on complaints etc.  

The process of registration includes validation of some official document. 

WP3-1224 Manage trusted users 

Description: The recruiter wants to register/manage a trusted user for FUPOL. 

Note that the organization that is registering trusted users must ensure 

Slum dwellers during a FUPOL training in Mtwapa, 
Kenya, organized by UN Habitat 
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that registration is voluntarily. 

Originator: Rumm 

Stakeholders: • Recruiter 
• eCitizen 

Scope: Account Management 

Actors: • Recruiter 

Trigger Type: Event triggered 

Trigger: The recruiter wants to add or manage a trusted user 

Inputs: • The data that is required for the specific action (see the other use 
cases for details on that) 

Preconditions: Depending on the process status (see the other use cases for details on 
that) 

Main Success 
Scenario: 

Register trusted user: 

1. The recruiter opens the eCitizen’s FUPOL account. If the user has 
no account yet then he creates one. 

2. The recruiter selects the user's roles. The roles must include 
“eCitizen” and “Trusted user” 

3. The recruiter adds the trusted user’s personal information: 
• Gender 
• Date of birth 
• Type of identification (passport, …) and id no 
• Social media identities 

4. The recruiter validates the user’s social media accounts 
5. The recruiter validates the user’s personal data by comparing it to 

some official document (i.e. a passport) 
6. The recruiter stores the information 

Manage trusted users: 

1. The recruiter opens the “Administration” tab 
2. The recruiter lists the trusted users and clicks “Edit” on the user 

that he wants to manage 
3. The recruiter updates the data and saves the user 

Note that a trusted user’s state of being “trusted” can be revoked by 
unassigning the role from him. 
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Alternative 
Scenarios: 

none 

Success End 
Condition: 

• Trusted user is registered or updated or made “untrusted” 

Failed End 
Condition: 

• The trusted user has not been created/updated 

 

 

Screenshot of a trusted user's personal data (identification is missing) 
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1.6.2.3 Campaign Management 

Campaign management is about creating and working with campaigns. 

 

A campaign is an important container domain object in FUPOL that is used to group 

all activities and their associated data that are related to a policy research task. The 

campaign object is central to FUPOL. It's created upon request from a decision 

maker by the facilitator who defines the campaign's basic data, including... 

• the initiator (decision maker) 

• the campaign's team the expected end date 

• the goals (output targets) 

• the team that is assigned to work on the campaign 

 

Additionally the facilitator selects the data and knowledge that will be used within the 

campaign by importing it from the data/knowledge base. Every data item that is 

added to the campaign will be provided as a local copy (local to the campaign). 

 

As the facilitator works with the campaign additional data can be added or generated 

by the FUPOL tools. For example the following data could be generated: 

 

• Social media content as collected by the social media window 

• Topic data generated by analyzing the social media content 

• Thematic map layers generated by using the simulators 

• ... 

 

Finally the facilitator will decide to finish the campaign by providing a summary 

report covering the results of the campaign. Additionally he might want to export 

campaign data into the data base in order to be able to use it in future campaigns. 

 

As you can see the campaign is a very important part of FUPOL's "tool box 

approach", meaning that working with the FUPOL modules doesn't necessarily follow 
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a predefined workflow (i.e. start with social media analysis, follow on with 

simulation...) but instead allow the user to select the right set of tools that best 

matches the proble's requirements in any order that he likes. From a data centric 

perspective the campaign can thus be seen as a local data storage that bundles all 

data necessary for a specific research problem and all FUPOL tools that are used 

throughout the campaign's lifecycle will read, use and write this data. For example 

the simulation module might generate a new map layer reflecting the simulation's 

results (a snapshot of the anticipated future) and this map layer will be stored as 

part of the campaign. 

 

The following diagram illustrates the process of working with a campaign. Note how 

the various modules read and write data from and to the campaign and how they 

use the data that another tool has generated in a previous step: 
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Campaigns have a state that reflects their current progress in the campaign's 

lifecycle: 
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The following diagram provides an overview of the campaign management's use 

cases: 
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1.6.2.3.1 Use Case WP3-303:   Create campaign 

Research activities in FUPOL are bundled in campaigns. Campaigns are containers for 

data, activities and knowledge. 

In order to work with a campaign the facilitator has to create it. This use case covers 

the creation as long as setting the campaign's meta data. 

 

WP3-303 Create campaign 

Description: The facilitator creates a campaign after receiving a research assignment 
from the decision maker. 

Originator: Rumm 

Stakeholders: • Decisionmaker 
• Facilitator 

Scope: Campaign Management 

Actors: • Facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to create a campaign. Usually this happens after 
he/she gets a research assignment from the decision maker. 

Inputs: • The campaign's title and description 
• The campaign's goals as a list of output targets 
• The start date and the planned end date 
• The campaign's initiator (decision maker)  
• The campaign's team (at least the facilitator) 

Preconditions: • The facilitator is logged in 
• The facilitator has received the campaign's goals from the decision 

maker 

Main Success 
Scenario: 

1. The facilitator selects the "Campaign" menu item 
2. The system lists the existing campaigns of the facilitator 
3. The facilitator clicks the "Add" button/link 
4. The system opens the "New Campaign" page 
5. The facilitator provides the campaign's data (see above). 

a. Note that the number of goals is unlimited but that the 
facilitator must provide at least one goal. The system 
should provide some info on how to formulate an output 
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goal (including some examples). 
b. Note that the facilitator is always part of the campaign's 

team and there's no way to remove him/her from the team. 
Besides that there are no additional limitations on the team 
setup (size, roles, ...) 

c. The campaign's end date must be today or in the future 
6. The facilitator clicks "Save" 
7. The system validates the campaign and saves the data, assigning it 

to the facilitator 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The campaign is stored 
• The team members see the campaign in their campaign list 

Failed End 
Condition: 

• The system displays an error message 

 

 
Screenshot of the implemented use case 
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1.6.2.3.2 Use Case WP3-304:   Edit campaign 

Sometimes it's necessary to edit a campaign's (meta) data after is has been created. 

Note that with "meta data" we mean the campaign's features (name, end date, 

description,...) and not the statistical data etc. that is used by the FUPOL tools 

throughout the campaign. 

 

Reasons for that might be ... 

• Fixing incorrect data 

• Scope changes 

• Team changes (additional team members, ...) 

 
WP3-304 Edit campaign 

Description: The facilitator edits the campaign's basic data. 

Originator: Rumm 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to edit a campaign's data (for plausible reasons see 
above) 

Inputs: • The campaign's new data (i.e. the new team member's name) 

Preconditions: • The facilitator is logged in 
• The campaign management is opened 
• The campaign is not in the state "finished" 

Main Success 
Scenario: 

1. The facilitator clicks the "Edit" link in the campaigns list 
2. The system shows the campaign's data in an editable form 
3. The facilitator might change one of the following data:  

• The campaign's name 
• The goals 
• The end date (only if it's in the future) 
• The team (add/remove team members; removing/changing 

the facilitator is not possible) 
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• The initiator (only users with role "decision maker" are 
selectable) 

4. The facilitator clicks "Save" 
5. The system validates the campaign and stores it 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The campaign's data is updated 

Failed End 
Condition: 

• An error message is displayed 

 

 
Screenshot of the implemented use case 
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1.6.2.3.3 Use Case WP3-337:   Pull campaign data from the data base 

In order to work with the campaign data has to be added to it. In most cases this is 

statistical data, GIS data or any other kind of information that resides in the data 

base. 

 

Remark: the idea of pulling/pushing data between a central storage and the 

campaign’s container was prominent when we wrote D3.1, but today we’re not quire 

sure if this will be beneficial to the users. As we’re now able to import linked open 

data in a convenient way there’s not so much need for data reuse. So we might drop 

this use case. 

 

This use case describes the workflow of pulling data from the data base into the 

campaign. 

 

Note that pulling includes making a deep 1:1 copy of the original data. This is 

necessary to eliminate the chance of in-campaign updates on the data inside the 

data base that would subsequently influence the campaign's outcome (i.e. simulation 

input data could change between simulation runs producing differing results). 

 

WP3-337 Pull campaign data from the data base 

Description: The facilitator pulls statistical data, GIS data or other data that has been 
imported into the database directly into the campaign. The data in the 
data base has previously been imported there (by the facilitator or by the 
domain expert). 

The pulled data is added as a copy. 

Originator: Rumm 

Stakeholders: • domainexpert  
• facilitator  
• simulationmodeler 

Scope: Campaign Management 
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Actors: • domainexpert  
• facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to use data from the data base inside the campaign 

Inputs: • The data set that shall be pulled into the campaign 

Preconditions: • The facilitator is logged in 
• The data has been imported into the data base 
• The campaign is not finished 

Main Success 
Scenario: 

1. The facilitator opens the campaign's detail view 
2. The facilitator searches the campaign's data dictionary that lists 

the already existing data 
3. The facilitator clicks the "Pull data" button 
4. The system lists all existing data sets from the data base 
5. The facilitator selects the data sets that he wants to pull into the 

campaign by marking them 
6. The facilitator clicks the "Pull" button 
7. The system creates deep copies of the selected data sets and 

associates them with the campaign 
8. The system forwards the facilitator to the campaign's detail page 

Alternative 
Scenarios: 

None 

Note that campaign data can although be generated by the FUPOL tools, 
but there's no other way to pull data from the data base than the one 
that is described by this use case. 

Success End 
Condition: 

• The selected data sets have been added to the campaign as deep 
1:1 copies 

• The pulled data sets are listed in the campaign's data dictionary 
• The pulled data sets can be used by the FUPOL tools 

Failed End 
Condition: 

 

• No data has been pulled 
• The system displays an error message 
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1.6.2.3.4 Use Case WP3-322:   Publish interactive map 

eCitizens have opinions on georeferenced points-of-interests (i.e. a place in some 

city, a traffic crossing, a park, some unused space, ...) that we'd like to collect in 

FUPOL. 

 

FUPOL uses several channels for collecting georeferenced opinions: 

• Passive eParticipation uses the geographical information that social media 

provides (i.e. the GPS coordinates that mobile Twitter clients might store upon 

posting a tweet). This information is stored along with the social media 

content (meta-info) and may be expressed on a map. 

• Active eParticipation involves direct interaction of the eCitizen with social 

media so that the eCitizen explicitly provides geographical information (i.e. by 

marking the point-of-interest on a map). 

 

This use case covers active eParticipation. 

 

WP3-322 Publish interactive map 

Description: The facilitator decides to publish an interactive map of a given area in 
the city to invite eCitizens to participate in expressing their opinions in a 
georeferenced way. 

After the map has been created the system will provide a markup-free 
interactive map that can be integrated into existing web pages (i.e. on 
the municipality's web site) using the full potential of content 
management systems to provide additional context info. Markup-free in 
this context means that the generated map has no additional eye-candy, 
information etc. and can be well-integrated into any HTML-page using an 
iFrame etc. 

This use case covers the definition and the publishing of the interactive 
map. 

Originator: Peter Sonntagbauer 

Stakeholders: • facilitator 
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Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitation wants to publish an interactive map in order to integrate 
it into some web site for supporting eParticipation 

Inputs: • The map's title and description 
• The geographical bounding box 

Preconditions: • The facilitator is logged in 
• The facilitator has opened an active campaign 

Main Success 
Scenario: 

1. The facilitator clicks "Add opinion map" on the campaign's detail 
page 

2. The system shows the "Create opinion map" page 

 

3. The facilitator provides the map's data. Note that the map's 
bounding box must fit into the client's bounding box. 

4. The facilitator clicks "Save" and the system validates the data and 
stores it. 

5. The system shows the opinion map’s detail data (“View Opinion 
Map”) and the facilitator reviews the data. 

6. If required the facilitator can change the map’s settings: 
• The locking state (locked/unlocked) – users can’t 

add opinions to locked maps 
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• The visibility (all/my/none) – defines which 
opinions a user will see (all – all opinions are 
visible, my – only the users’s opinions are visible 
to him, none – no opinions are visible) 

• The availability (online/offline) – defines if the 
map is visible or not (white page) 

 
7. The facilitator decides in which way he wants to publish the map. 

There are two map representations available: 
• An editable map can be used by the eCitizens to provide 

opinions 
• A read-only map can be used to show the opinion maps 

results without editing them 

 

After that the facilitator generates html code snippets and inserts 
them into a blog, a web page etc. 

From now on the maps will be shown on the sites where the code 
snippets (iframe) have been integrated. 

Alternative 
Scenarios: 

None 

Success End • The interactive map's definition was added to the campaign 
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Condition: • The system provides an interactive map at a stable URL The 
interactive map can be integrated in any web page 

Failed End 
Condition: 

• The system displays an error message 
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1.6.2.3.5 Use Case WP3-323:   Provide georeferenced opinions 

As part of the active eParticipation scheme eCitizens want to provide their interests 

and opinions in a georeferenced way by sticking their input to a point-of-interest on 

a map. 

 

The idea behind this is that many subjects that affect both the municipality and the 

eCitizens have a reference to a geographical position (i.e. a place, a park, some 

unused land, a traffic crossing, ...) and it would add valuable information to the 

interaction between the municipality and the eCitizen if this geographical information 

could be expressed in a formalized and precise way. 

 

Examples for georeferenced opinions are (the georeference is expressed in bold 

words): 

• I am not happy with the current switching interval of this traffic light. 

Pedestrians have to wait too long.  

• It's too loud here 

• Could you please add a fountain here. This place is so boring. 

• This bus station needs renovation. 

 

WP3-323 Provide georeferenced opinion 

Description: The eCitizen wants to express his opinion and link it to one specific point-
of-interest on a map. 

These opinions can then be collected by the system and serve as 
valuable input for ...  

• direct interaction with the citizen 
• extracting the 'big picture' by summarizing/topicalizing the 

content 

Originator: Peter Sonntagbauer 

Stakeholders: • eCitizen  
• facilitator 
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Scope: Campaign Management 

Actors: • eCitizen 

Trigger Type: Event triggered 

Trigger: The eCitizen wants to express an interest/an opinion with reference to a 
geographical point-of-interest 

Inputs: • The point-of-interest (geographical location)  
• The interest/opinion 

Preconditions: • The map has been published by the facilitator 
• The map has been integrated into some web page that is under 

public access 
• The map is unlocked and online 

Main Success 
Scenario: 

1. The eCitizen opens the municipality's web page or any other page 
that hosts the interactive map 

Out-of-scope (must be provided by the surrounding web page): 

The eCitizen reads the map's context info 

Continued: 

2. The citizen logs in using his Facebook/Twitter/Sina Weibo account 

 ->  
3. The eCitizen finds the point-of-interest where his interest/opinion 

belongs to 
4. The eCitizen clicks on the map and the system sets a pin, opening 

a text box for adding the interest/opinion 
5. The eCitizen provides his interest/opinion in the form of text and 

clicks "Save" 

 
6. The system validates the provided data and stores it as an artifact 
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in the corresponding map layer 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The eCitizen's opinion is stored in the map layer 

Failed End 
Condition: 

• The system shows an error message 
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1.6.2.3.6 Use Case WP3-324:   View georeferenced opinions 

In order to get the details on the georeferenced opinions that the eCitizens provided 

during a campaign the facilitator would like to take a look at one of the campaign's 

published maps. 

 

WP3-324 View georeferenced opinions 

Description: The facilitator wants to get the current state of the opinion collection 
process regarding to a specific map. 

The facilitator might look at the map at any point in time, even if the 
campaign is still active and as such the collection of the opinions has not 
been completed yet. 

Originator: Peter Sonntagbauer 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to see the current state/the details of the opinions 
regarding some specific map 

Inputs: None (the facilitator has to select the right map, though) 

Preconditions: • The facilitator is logged in 
• The faciliator has opened a campaign 

Main Success 
Scenario: 

1. The facilitator selects the right map from the list of maps on the 
campaign's detail page 

 
2. The system shows the map's detail page which includes... 

• the zoomable/panable map showing all opinions as pins 
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• map controls (zoom, pan) 

 

Alternative 
Scenarios: 

The facilitator could open the published map using the interface that is 
available to the eCitizens and see the details there. Note that this is only 
possible while the map is available to the public. 

Success End 
Condition: 

• Technically none, but the facilitator has gained insight 

Failed End 
Condition: 

• The system displays an error message 
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1.6.2.3.7 Use Case WP3-1226:   Publish questionnaire 

Questionnaires are a well established and traditional tool for municipalities to get 

response from their citizens. In recent years this tool has moved from paperwork to 

online questionnaires. 

 

In order to support this feature in our tool box FUPOL provides a questionnaire 

function that can be used in a way that is similar to the opinion maps: created in 

FUPOL these questionnaires can be placed on any web page (and on more than one 

web page at the same time). 

 

Questionnaires are a tool of active eParticipation. 

 

WP3-1226 Publish questionnaire 

Description: The facilitator decides to publish a questionnaire in order to collect 
responses and opinions from citizens. This tool is well established in most 
municipalities so it’s likely that there will be experts on how to ask 
questions, on deciding the right number of questions etc. 

After the questionnaire has been created the system will provide a 
markup-free interactive iframe that can be integrated into existing web 
pages (i.e. on the municipality's web site) using the full potential of 
content management systems to provide additional context info. Markup-
free in this context means that the generated map has no additional eye-
candy, information etc. and can be well-integrated into any HTML-page 
using an iFrame etc. 

This use case covers the definition and the publishing of the interactive 
questionnaire (including defining the questions). 

Originator: Peter Sonntagbauer 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 
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Trigger: The facilitator wants to publish a questionnaire in order to integrate it 
into some web site for supporting eParticipation 

Inputs: • The questionnaire’s title and description 
• The set of questions to be asked 

Preconditions: • The facilitator is logged in 
• The facilitator has opened an active campaign 

Main Success 
Scenario: 

1. The facilitator clicks "Add questionnaire" on the campaign's detail 
page 

 
2. The system shows the "Create questionnaire" page 

 

3. The facilitator provides the questionnaire’s data. 
4. The facilitator now either clicks "Save" and the system validates 

the data and stores it or he decides to add questions right now. 

Depending on his decision the facilitator might want to add questions 
now or later. The following steps relate to defining questions: 

5. The facilitator clicks the “Insert question here” link. The system 
shows an inline editor for defining the question’s details: 
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6. The facilitator provides the question’s data: 

• The question itself (“Would you like to…?”) 
• The purpose (internal information; won’t be shown to the 

public) 
• Optionally some additional text that is shown below the 

question 
• The type of question is one of the following (depending on the 

type of question additional information might be required): 
o Single choice (select one from several answers) 
o Multiple choice (select one or more from several 

answers) 
o Yes/No (single choice with predefined answers) 
o Yes/No/Maybe (single choince with predefined 

answers) 
o Agreement (scale of 5 levels of agreement) 
o Satisfaction (scale of 5 levels of satisfaction) 
o Rating (scale of 3 or 5 stars) 

• An option that allows the user to explicitly deny answering the 
question (“I don’t want to answer this question”) 

• An optional comment (including a title) that the user can use 
to add free text to his answer (i.e. “If none of the options fits 
your ideas please provide a short description of what you 
think about it”) 
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7. The facilitator can decide to see a preview of the question 

showing how the question will be visible to the eCitizen 

 
8. If required the facilitator can change the questionnaire’s settings: 

• The availability (online/offline) – defines if the 
questionnaire is visible or not (white page) 

• The authentication level (required/not required) 
defines if the eCitizen has to authenticate using 
his Twitter/Facebook/Sina Weibo account before 
using the questionnaire or not 
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After that the facilitator generates html code snippets and inserts 
them into a blog, a web page etc. 

 

From now on the questionnaire will be shown on the sites where 
the code snippets (iframe) have been integrated. 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The questionnaire’s definition was added to the campaign 
• The system provides a questionnaire at a stable URL 
• The questionnaire can be integrated in any web page 

Failed End 
Condition: 

• The system displays an error message 
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1.6.2.3.8 Use Case WP3-1227:   Answer questionnaire 

As part of the active eParticipation scheme eCitizens want to provide answers to 

questionnaires. 

Note that FUPOL generates those questionnaires in the form of an iframe, so it’s 

quite easy to integrate them on any web page, or even on more than one web page 

at the same time (this is a nice feature for measuring differences in answers based 

on the media’s target audience). 

For example the municipality might want to… 

• Place the questionnaire on its homepage 

• Place the questionnaire on the mayor’s blog 

• Place the questionnaire on the social welfare authority’s web page 

• Place the questionnaire on a pressure group’s homepage 

• … 

All this can be done at the same time, supporting FUPOL’s idea of low entry barrier 

for eCitizens. 

If there are significant differences in the audience that uses a specific site (that has 

an embedded questionnaire on it) the results can be used to measure the differences 

in the answers of various user groups. 

For example if the questionnaire is embedded on a political party’s homepage (with 

its strong bias on users supporting that party) and at the same time on some 

pressure group’s homepage (with its bias on users that are in opposition to the idea) 

the differences in their answers can provide valuable insight on the distribution of 

opinions of several parts of the society. 

 

WP3-1227 Answer questionnaire 

Description: The eCitizen wants to answer a questionnaire that was published by the 
municipality. 

Originator: Peter Sonntagbauer 

Stakeholders: • eCitizen  
• facilitator 
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Scope: Campaign Management 

Actors: • eCitizen 

Trigger Type: Event triggered 

Trigger: The eCitizen wants to express an interest/an opinion by answering a 
questionnaire 

Inputs: • The answers 

Preconditions: • The questionnaire has been published by the facilitator 
• The questionnaire has been integrated into some web page that 

is under public access 
• The questionnaire is online 

Main Success 
Scenario: 

1. The eCitizen opens the municipality's web page or any other page 
that hosts the questionnaire 

Out-of-scope (must be provided by the surrounding web page): 

The eCitizen reads the questionnaire’s context info 

Continued: 

2. The citizen logs in using his Facebook/Twitter/Sina Weibo account 
3. The eCitizen provides his interest/opinion in the form of answers 

and text and clicks "Save" 

 
4. The system validates the provided data and stores it 

Alternative 
Scenarios: 

None 

Success End • The eCitizen's opinion is stored 
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Condition: 

Failed End 
Condition: 

• The system shows an error message 
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1.6.2.3.9 Use Case WP3-1228:   View questionnaire results 

In order to get an overiew of people’s opinions the facilitator takes a look a the 

collected results of a questionnaire. 

Regarding questionnaires the facilitator is more interested in statistics and 

aggregations than in single opinions (except for the “I have another idea” answers 

with free text). 

 

WP3-1228 View questionnaire results 

Description: The facilitator wants to get the current state of the questionnaire results. 

The facilitator might look at the results at any point in time, even if the 
questionnaire is still active and as such the collection of the answers has 
not been completed yet. 

Originator: Peter Sonntagbauer 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to see the current state/the details of the answers 
regarding some specific questionnaire 

Inputs: None (the facilitator has to select the right questionnaire, though) 

Preconditions: • The facilitator is logged in 
• The faciliator has opened a campaign 

Main Success 
Scenario: 

1. The facilitator selects the right questinnaire from the list of 
questionnaires on the campaign's detail page 

2. The system shows the questionnaire’s detail page which 
includes... 
• Generic information on the questionnaire (title, description, 

state, …) 
• A list of all questions (in the same order as they’re visible to 

the eCitizens) 
• For each question a brief summary of the current results 

(number of answers for each option) 
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Alternative 
Scenarios: 

None 

Success End 
Condition: 

• Technically none, but the facilitator has gained insight 

Failed End 
Condition: 

• The system displays an error message 

 

Please note that the current information that is shown to the facilitator is somewhat 

rudimentary. There’s more that we can do with the answers, including… 

• Adding some visualizations (i.e. pie charts) 

• Illustrating the number of people that answered the questionnaire on each 

site (distribution of users among different media) 

• Differences of answers depending on the site 

• A timeline showing the number of answers per day (in order to assess the 

impact of marketing activities) 

• …and much more 

 

The current implementation stores the questions and the answers in FUPOL’s 

relational database, but we’ve already designed an extension to the FUPOL ontology 

that might help us to bring the results into our RDF store. Although this is technically 

feasible we’re afraid that this might expose sensitive data (personal answers, …) over 

the SparQL endpoint. So we’re still trying to balance the privacy concerns with the 

technical possibilities here. A final decision has not been made yet. 
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1.6.2.3.10 Use Case WP3-1229   Delete campaign 

Deleting campaigns is not a usual action in the system’s workflow. However there 

are some situations that will require to delete them: 

• The campaign was created unintentionally 

• The campaign is no longer necessary and no one is interested in its data 

 

As this operation has a rather high impact on the system (huge volumes of data will 

be deleted; no undo operation available) we have to be careful who and under which 

circumstances is allowed to delete campaigns. 

 
WP3-1229 Delete campaign 

Description: The facilitator deletes a campaign for whatever reason (but it better be a 
good reason, because there’s no undo operation available). 

Originator: Rumm 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator (must be the campaign’s owner) 

Trigger Type: Event triggered 

Trigger: The facilitator wants to delete a campaign 

Inputs: • The campaign to be deleted 

Preconditions: • The facilitator is logged in 
• The facilitator is the campaign's owner (not the initiator) 
• The facilitator has opened the campaign 

Main Success 
Scenario: 

1. The facilitator clicks the "Delete campaign" button/link 
2. The system shows a flashing delete page reminding the user of 

the significance and the impact of his action 
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3. The facilitator must explicitly confirm the delete action by setting 

the “I really want to delete the campaign” checkbox 
4. The facilitator clicks the “Delete" button 
5. The system shows a popup where the facilitator again has to 

confirm his action 
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6. The facilitator clicks “Ok” 
7. The system deletes the campaign and all associated data, 

including the campaign’s RDF graph (all social media and 
statistical data) 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The campaign is deleted and can't be revived any more 
• All business data that is linked to the campaign is deleted as well 
• The crawlers that perform the campaign’s search operations etc. 

are stopped 

Failed End 
Condition: 

• The system displays an error message 
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1.6.2.3.11 Use Case WP3-306:   Finish campaign 

Campaigns can be seen as small "research projects" and as such they have a defined 

lifecycle including a planned and an actual end date. 

 

The facilitator must schedule his research activities in accordance with the given 

timeframe. At the end of a campaign (either the planned end data has been reached 

or he's already satisfied with the results) he closes the campaign. This task includes 

writing a campaign result report where the facilitator summarizes the campaign's 

outcome for the decision maker and for future purposes. 

 

Finishing a campaign marks it as "closed" and prevents anyone from updating its 

contents. 

 
WP3-306 Finish campaign 

Description: The facilitator finishes a campaign once he has achieved the goals or for 
any other reasons. 

Finished campaigns can no longer be edited and their results are now 
open for further exploitation, dissemination etc. 

Originator: Rumm 

Stakeholders: • facilitator 

Scope: Campaign Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to close a campaign (note that he might get a time 
triggered hint on that if the campaign's planned end data has been 
reached) 

Inputs: • A description of the campaign's result 
• The degree to which the campaign's goals have been met 

Preconditions: • The facilitator is logged in 
• The facilitator is the campaign's owner (not the initiator) The 

facilitator has opened the campaign 
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Note that the planned end date is not of any relevance. It's just here for 
information. 

Main Success 
Scenario: 

8. The facilitator clicks the "Finish campaign" button/link 
9. The system shows the campaign's result report including a list of 

the campaign's goals 
10. The facilitator provides the campaign result's description and for 

each goal the extent to which the goals have been reached 
11. The facilitator clicks the "Finish campaign" button 
12. The system marks the campaign as closed once the facilitator 

commits the task 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The campaign is closed and can't be edited any more 
• All data that is linked to the campaign can't be changed any more 

(i.e. the published maps are set to read-only mode) 

Failed End 
Condition: 

• The system displays an error message 
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1.6.2.3.12 Use Case WP3-338:   Push campaign data back to the data base 

Once the campaign has reached a mature state it's likely that it has produced data 

that could be interesting for later use (i.e. as input data to another campaign). 

Therefore the facilitator would like to export the data and push it into the data base. 

 

As already mentioned it’s questionable if we’re going to implement the pull/push 

mechanism (and as such this use case), as FUPOL now supports open linked data in 

a more sophisticated way than we envisaged in D3.1. 

 
WP3-338 Push campaign data back to the data base 

Description: The facilitator pushes data from the campaign to the data base. 

Note that only new data that has been generated as part of the 
campaign can be pushed back. Originally pulled data can't be pushed 
back. 

Originator: Rumm 

Stakeholders: • domainexpert  
• facilitator 

Scope: Campaign Management 

Actors: • domainexpert  
• facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to push data that has been generated by the 
campaign into the data base for later use 

Inputs: • The data set that shall be pushed 

Note that only those data sets that have been generated by the 
campaign can be pushed into the database. The system must prevent 
the user from pushing data sets that have been pulled from the data 
base previously. 

Preconditions: • The facilitator is logged in 
• The campaign contains at least one new data set that has not 

been pulled from the data base 
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Main Success 
Scenario: 

1. The facilitator opens the campaign's detail page 
2. The facilitator clicks the "data dictionary" button 
3. The system lists all data sets that are part of the campaign 
4. The facilitator selects the data set that he wants to push into the 

data base. Note that only new data sets can be pushed. 
5. The facilitator clicks the "push" button. 
6. The system creates a deep 1:1 copy of the data set in the data 

base 
7. The system forwards to the campaign's detail page 

Alternative 
Scenarios: 

None (that are supported) 

Note that it might be possible that the faciliator exports the data set 
manually to Excel (or something similiar) and imports it manually to the 
data base which would produce the same result, but this is outside the 
system's scope. 

Success End 
Condition: 

• The data set has been copied to the data base 

Failed End 
Condition: 

• The data set has not been copied to the data base 
• An error message is shown 
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1.6.2.4 Client Management 

Client management is about managing clients. A client in this sense is a customer 

(i.e. a city). 

Client management is an important feature in multi-client cloud based solutions. As 

already mentioned the market of eGovernance tools is shifting away from public 

cloud solutions to private cloud architectures. This is a consequence of increased 

data protection concerns by the authorities and governments that was triggered by 

Mr. Snowden’s NSA affair. Anyway this functionality is required, it’s just not as 

necessary as it were when we wrote D3.1. 

 

The underlying driver for this part of FUPOL is the following requirement: 

 

In order to reduce operational cost FUPOL will be delivered as a web based 

application that is hosted in a cloud. Thus local installations will be avoided if 

possible. The server-side parts of FUPOL will be executed inside the cloud and - 

technically - be shared amongst all clients and their users. This is of course only 

possible if the privacy and data protection requirements of the various clients are 

met. 

WP3-33 The system must be able to serve multiple clients at the same time 

Description: The cloud-based server-side parts of FUPOL must be implemented in a way 
that restricts the client to his data only. It must not be possible that one 
client is able to see another client's application data of any kind. So for a 
client the system looks like as if it's his dedicated installation and he's the 
only client on the system. 

Note that - besides the multi-client-capability that this requirement adresses 
- the system must be able to serve multiple users of a client at the same 
time. 

Note further that there will be some technical data that is shared between 
clients. This data is necessary to configure the cloud service (i.e. database 
connections) and to run the system. This kind of data is explicitly excluded 
from this requirement. 
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Originator: Peter Sonntagbauer 

Stakeholders: • operator 

Fit Criterion: • The master system administrator is able to add/remove/inactivate 
clients to/from the system. 

• A client is able to see his own data only (i.e. GIS data, statistical 
data, knowledge base entries, campaigns, ...). It's not possible to 
access another client's data. 
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1.6.2.4.1 Use Case WP3-66:   Create client 

Clients are the (technical representation) of the FUPOL system's customers. For now 

these are the pilot cities... 

• Barnsley  

• Mtwapa (UN Habitat) 

• Pegeia  

• Skopje 

• Yantai  

• Zagreb 

 

In order to add them to FUPOL a client has to be added that represents the customer 

(FUPOL is a multi-client system). 
 
WP3-66 Create client 

Description: The system operator creates the client using the FUPOL Administration 
Console. 

Creating a client includes creating of the client's system administrators 
who - subsequently - will add the client's users. 

Originator: Rumm 

Stakeholders: • sysop 

Scope: Client Management 

Actors: • sysop 

Trigger Type: Event triggered 

Trigger: There's a new client that wants to use FUPOL and the system operator 
adds the client to the system 

Inputs: The client's data: 

• name (2 to 30 characters, blanks are allowed) 
• the default language (will be used as a default for new users that 

will be added to the client) 
• the client’s base map preference (Open Street Maps or Google 

Maps) depending on the quality of the available maps 
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• the client’s logo (will be rendered in the top right corner of the 
client’s FUPOL pages) 

• the client's geographical bounding box that defines the region to 
which the client's users may import GIS data. The bounding box 
is defined by the northwest and the southeast corner. Both are 
written in WGS84 coordinates. 

o latitude: 2 digits before and 4 digits after decimal point 
e.g. 37.4623 longitude: 3 digits before and 4 digits after 
decimal point e.g. 121.3212 

Preconditions: • The system operator is logged into the FUPOL Administration 
Console 

Main Success 
Scenario: 

1. The system operator opens the client list and clicks "Add Client" 
2. The system shows the "Add Client" page 
3. The system operator provides the client's data including the 

geographical bounding box. In order to get visual feedback he 
can use the preview function and the system will render a map 
preview upon that 

4. The sysop clicks the 'create' button 
5. The system creates the client. The bounding box is added to the 

GIS server as a shape that is linked to the client. 
 

Note: The client has no users yet. These must be added by the system 
administrator (who himself must be added by the sysop using the 
account management). 

Alternative 
Scenarios: 

none 

Success End 
Condition: 

• The client is created, but there are no users yet (including system 
administrators). 

Typically the sysop would now create one or more system administrators 
so that the client can start to create users. 

Furthermore the client (customer) would be informed about the creation 
of his FUPOL web presence. This is however out of scope. 

Failed End 
Condition: 

• An error message is shown 
• The client has not been created 
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Screenshot of the implemented use case 
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1.6.2.4.2 Use Case WP3-67:   Edit client 

There might be some events that force the system operator to edit a client's data.  

 

WP3-67 Edit client 

Description: The system operator updates the client's data. 

Originator: Rumm 

Stakeholders: • sysop 

Scope: Client Management 

Actors: • sysop 

Trigger Type: Event triggered 

Trigger: The system operator wants to update a client's data 

Inputs: • Changed client data 

Preconditions: • The system operator is logged into the FUPOL Administration 
Console 

• The client has already been created 

Main Success 
Scenario: 

1. The sysop searches the client in a list and clicks on it 
2. The system opens the client's detail page 
3. The sysop provides the changed client data 
4. The sysop saves the updated data by clicking the 'update' button 

Alternative 
Scenarios: 

none 

Success End 
Condition: 

• The client's data is updated 

Failed End 
Condition: 

• An error message is displayed 
• The client's data is not updated 
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1.6.2.4.3 Use Case WP3-68:   Lock all users of a client 

Sometimes it might be necessary to prevent all users of a specific client to access the 

system in a quick and convenient way. 

 

Reasons for that could be... 

• the customer didn't pay his bills  

• we detected fraudulent activities 

 

WP3-68 Lock all users of a client 

Description: The system operator wants to prevent all users of a client to use the 
system any more. Therefore he locks all user accounts. 

Note that the client is not locked. Only the users are. 

Originator: Rumm 

Stakeholders: • sysop  
• users 

Scope: Client Management 

Actors: • sysop 

Trigger Type: Event triggered 

Trigger: The system operator wants to lock all user accounts of a specific client 

Inputs: • The client's name 

Preconditions: • The system operator is logged into the FUPOL Administration 
Console 

• The client has been added to the system 

Main Success 
Scenario: 

1. The system operator lists all clients 
2. The system operator selects the client by clicking on the clients 

name or the edit link on the right side of the record in the client 
list 

3. The system opens the client's detail page 
4. The system operator clicks the 'Lock all user accounts' link (edit 

mode is not neccessary) and confirms his interaction again 
(popup) 
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5. The system locks all related user accounts 

Alternative 
Scenarios: 

The sysop could lock all or a selectable set of user accounts by hand 
using the account management 

Success End 
Condition: 

• All users accounts of the client are locked 
• The locked users can no longer access the system 

Note that depending on the implementation it might take some time until 
there's no more user action originating from users of that client (i.e. if a 
user started a long-running job immediately before the sysop locked his 
account). It's not necessary to terminate running jobs here. 

Failed End 
Condition: 

• No user account has been locked by the current action (we need 
a transaction around this- either all or no account is locked)  

• An error message is displayed 
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1.6.2.4.4 Use Case WP3-69:   Delete client 

Sometimes it's required that a client is being removed from the system. Removing 

means that the client can't be revived again. 

 

Reasons for that might be: 

• the client (customer) didn't pay his bills 

• there's no longer a business relationship with that client (customer) 

• we detected fraudulent activity 

 
WP3-69 Delete client 

Description: The system operator deletes a client. 

Note that the client is not deleted physically, but instead of that it's 
marked as being deleted. 

Originator: Rumm 

Stakeholders: • sysop 

Scope: Client Management 

Actors: • sysop 

Trigger Type: Event triggered 

Trigger: The system operator wants to delete a client 

Inputs: • Formal order to delete the client. As this is a rather bold action 
the organization behind must define strict rules that the system 
operator has to stick to. 

• The client's name 

Preconditions: • The system operator is logged into the FUPOL Administration 
Console 

• The client has been added to the system 

Main Success 
Scenario: 

1. The sysop lists the clients 
2. The sysop selects the client 
3. The system opens the client's detail page 
4. The sysop clicks the 'delete' button and confirms his decision 
5. The system deletes all user accounts of that client and marks the 
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client as being deleted. 

Note that the client isn't deleted physically. Instead of that it's marked as 
deleted and no longer accessible. There's no way to 'undelete' a client. 
Note that this must happen inside a transaction (all or nothing) 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The client has been marked as deleted 
• All of his user accounts are marked as being deleted 
• The client's users can no longer access the system 
• No background activities of that client (i.e. crawling jobs) are 

started any more (but active tasks are still being executed until 
they're finished or terminated in another way) 

Note that it might be possible that even after the client has been deleted 
there's some activity by users of the client (i.e. if a user started a long-
running job just before the sysop deleted the client). 

Failed End 
Condition: 

• The client has not been deleted and the user accounts are left 
unchanged 

• The system displays an error message 
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1.6.2.5 Data Management 

Data management covers the handling of business data. Business data in FUPOL is 

considered to be a very valuable resource that can be collectd, processed and 

generated by the FUPOL tools and must be distinguished from operational data and 

from knowledge (which is stored in the knowledge base). 

 

The data base covers the following types of information: 

• spatial data 

o geographic data (i.e. maps, thematic map layers, ...) 

o meta data (i.e. map features) 

• statistical data (i.e. the BIP per country); note that almost all statistical data is 

spatial data, but some exceptions exist, though 

• semantic data 

o topics and topic maps  

o (social) media data 

o i.e. tweets, Facebook posts, newspaper articles, tv broadcasts, ... ideas, 

reviews 

 

Information contained in the data base is considered to be "public" to all  campaigns  

of a client so that the facilitator can import information from there to his campaign 

(see campaign management; pulling and pushing campaign data). 

 

Data Storage 

 

FUPOL uses several containers for holding business data: 

• The data base is used to hold data (facts about the world) 

• The knowledge base is used to hold knowledge (things we know) 

• The campaign is used to hold business data that is used in the context of a 

specific campaign. This data is a copy of data from the data base or from the 

knowledge base. 
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For all three containers there are import- and export-mechanisms available (see the 

use cases for data management, knowledge management and campaign 

management for details on that). The following diagram illustrates the relationship 

between these containers: 

 

Spatial Data 

 

Geographical data - like INSPIRE compliant GIS data - consists either of: 

• points,  

• lines  

• or polygons 

 

Geographical (base) data usually has two important components: 

• the geographic position - spatial data (with its latitude/longitude-coordinates) 

represented as grid cells, points or shapes 
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• the attributes or properties of the geographical data (i.e. the area, the 

average temperature, ...) Geographical data can be described either as vector 

data or as grid data. 

 

For a general introduction into GIS data and into statistical data, including some hints 

on how they can be combined, please refer to D3.1 (in the same chapter). 

 

The following diagram illustrates the relevant use cases for data management. 
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1.6.2.5.1 Use Case WP3-75:   Import geographical data 

Geographical data is an important resource for FUPOL, as it's one part of the data 

that is required to express spatial relationships (with statistical data being the other 

part). Furthermore FUPOL uses geographical data as an input to the simulation 

modules. 

 

In order to use geographical data it has to be imported into the system in advance. 

This process is described by this use case. 

 

WP3-75 Import geographical data 

Description: The facilitator/domain expert/simulation modeler imports existing 
geographical data into the system. 

Typical data sources are: 

• INSPIRE with its national and regional divisions 
• Local GIS data that is available in the municipality (i.e. from the 

register of real estate) 
• public/open source data like OpenStreetMaps 
• satellite/aerial images, mainly used as base maps (map 

background) 
• other data sources 

Depending on the source there are many different formats for 
geographical information available and in use. FUPOL has to deal with the 
most important ones. 

Originator: Rumm 

Stakeholders: • facilitator  
• user 

Scope: Data Management 

Actors: • domainexpert 
• facilitator 
• simulationmodeler 

Trigger Type: Event triggered 
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Trigger: The facilitator, domain expert or simulation modeler wants to import 
geographical data 

Inputs: • Geographical data in vector or raster format (map layer)  
o INSPIRE compatible (preferred) 
o any other format that can be processed by FUPOL's GIS 

server 
o the GIS data must not exceed the client's geographical 

bounding box (will be clipped by the system upon import) 
• The data's name (for each layer) 
• A short description of the map layer 

Technical note: 

Note that the supported import formats are constrained by the selected 
GIS server that is used as part of the FUPOL system. We selected 
GeoServer as the system's GIS server as it's open source, well-known and 
it supports a wide range of input/output formats. 

See  http://docs.geoserver.org/stable/en/user/index.html for an overview 
of the supported formats. 

Preconditions: • The user has access to the GIS files (usually in GML 3.2.1 or shape 
file format) that have to be imported (or the URL of the geoservice 
that provides the data) 

• The user is logged in 

Main Success 
Scenario: 

1. The user opens the client's data base page and clicks "Import GIS 
data" 

2. The system opens the GIS data import page 
3. The user decides if the wants to upload data from a geoservice or 

by file upload. Depending on that decision he provides either the 
URL or uploads the shape file 

4. The user provides meta info (name, description) and clicks 
"Upload" 

5. The system fetches the data, validates the files (their defined 
namespaces and fileformat) for import (shp-file for geo-object; dbf-
file for attributes; prj-files for projections --> ETRS89; shx-files for 
indexing), stores it in the GIS server (linking it to the client) and 
draws a preview map 

6. The user clicks "Ok" and the system forwards him to the client's 
data base page 

Alternative 
Scenarios: 

None for the mentioned user roles. 

Note that it's possible to upload GIS data by the system operator using the 
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FUPOL GIS Console, but that's not the usual procedure. 

Success End 
Condition: 

• The geodata has been imported and is stored in FUPOL's GIS 
server 

• The geodata has been linked to the client 
• The geodata can be used as part of the client's data base 

Failed 
EndCondition: 

• Geodata import could not be started (e.g. GIS server is down)  
• Geodata import failed for another reason (e.g. wrong geodata-

format)  
• Geodata has not been imported 
• The system shows an error message 
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1.6.2.5.2 Use Case WP3-77:   Import statistical data 

Statistical data describes facts of the world that can be used within the FUPOL 

system (i.e. as an input for visualization or simulation). 

 

In order to use this data it has to be imported into FUPOL's data base. When we 

wrote D3.1 statistical data for FUPOL was equal to SDMX files from eurostat. By then 

we intended to upload, parse and store the data in a relational database. 

In June 2013 the W3C published a new candidate recommendation for representing 

statistical data using semantic web technologies like ontologies and RDF, called the 

RDF Data Cube Vocabulary (see http://www.w3.org/TR/vocab-data-cube/). This new 

approach is a perfect fit to the FUPOL Core Platform, as it allows us to use the same 

storage mechanism for statistical data and for semantic data. Even better the Data 

Cube vocabulary is directly following the principles and structures of the SDMX cube 

model (version 2.0). It was quite clear that this was the missing link for us and so we 

stopped our relational implementation and reworked the statistical import to use 

W3C’s data cube vocabulary. 

 

The benefits of this approach are impressive: 

• It allows us to support the idea of open linked data in an elegant way. If the 

data cube vocabulary becomes an established standard then it’ll be easy to 

import all kinds of statistical data. 

• It’s well defined and transforming data from one format to the other can be 

done in a descriptive way (i.e. we implemented the transformation of SDMX 

files to the data cube using stylesheets). 

• Having semantic data and statistical data in the same RDF triple store allows 

the direct linking of each type of data to the other type of data. For examples 

we can now write SparQL queries that join social media data and statistical 

data in one resultset. 

• It allows storing social media metrics in the same RDF triple store as its 

source data 
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The key terms and concepts of the data cube vocabulary are as follows (for a 

detailed description of the terms and concepts behind the data cube please read the 

extensive documentation on W3C’s data cube vocabulary page): 

 

 

Note that the data cube uses concepts from other ontologies as well (i.e. skos, dc 

and sdmx). 

 

WP3-77 Import statistical data 

Description: The user imports statistical data to a campaign. 

Originator: Rumm 

Stakeholders: • domainexpert  
• facilitator 

Scope: Data Management 

Actors: • domainexpert 
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• facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator or the domain expert want to import data into a campaign 
in order to use it for visualization or simulation 

Inputs: • Statistical data can be imported in two different forms: 
o A file of SDMX data (*.tsv) 
o A link to a RDF resource of SDMX data 

Preconditions: • The facilitator is logged in 
• The data is available in the supported format 

Main Success 
Scenario: 

1. The user opens the campaign’s detail page, section “Data 
Dictionary” 

 
2. The user clicks "Import statistical data" 
3. The system opens the import page 

 
4. The user decides if he wants to use file upload or open linked data 

import. Depending on his decision the user has to upload the file or 
provide the URL of the RDF data 

5. The system uploads the data and validates it. Note that file upload 
and import can take some time (seconds to minutes, depending on 
the size of data) 

6. The system shows the data dictionary again. If everything was 
imported well then the new statistical dataset is listed under  

Alternative 
Scenarios: 

None 

Note that statistical data can be pushed into the database once it has been 
generated as part of a campaign, too, but there's no other direct upload 
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feature than the one described here. 

Success End 
Condition: 

• The statistical data has been inserted into the data base in RDF 
form 

• The statistical data is shown in the campaign’s data dictionary and 
thus can be accessed by the other FUPOL modules (i.e. 
visualization) 

Failed End 
Condition: 

• The system shows an error message 
• The data has not been imported 
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1.6.2.5.3 Use Case WP3-340:   Delete data from the data base 

Sometimes it's necessary to remove existing data from the client's data base. 

Reasons for that might be... 

• the data is outdated  

• better data is available 

• the data has been imported erroneoulsy 

 
WP3-340 Delete data from the data base 

Description: The facilitator wants to remove a data set from the data base. This 
includes all types of data (including statistical data, semantic data, map 
layers,...). 

Originator: Rumm 

Stakeholders: • facilitator 

Scope: Data Management 

Actors: • facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to remove data from the data base 

Inputs: • The data set that shall be removed from the client's data base 

Preconditions: • The facilitator is logged in 

Note that we don't have to validate any other preconditions here. 
Especially it's of no importance if the data set is in use in a campaign, as 
we always generate a 1:1 deep copy of the data set once it's pulled into a 
campaign. So in other words: data in the data base is always detached. 

Main Success 
Scenario: 

1. The facilitator (user) opens the client's data base 
2. The facilitator selects the data set that shall be removed 
3. The facilitator clicks the "Delete" button and confirms his decision 
4. The system deletes the data. Data is deleted physically and can't 

be restored. 

Alternative 
Scenarios: 

None 

Success End • The data set has been removed from the system and has been 
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Condition: deleted physically 

Failed End 
Condition: 

• The data set is still part of the client's data base (we need a 
transaction here) An error message is shown 
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1.6.2.5.4 Use Case WP3-341:   Browse data 

There's plenty of data stored in FUPOL's data base that will be used by the various 

FUPOL modules. In order to get an understanding of the data's contents, validate the 

data's plausibility and gain knowledge regarding to the data's content, structure and 

relations it's necessary to access it in a convenient way. 

 

FUPOL integrates SEMAVIS, a sophisticated visualization tool that can be used for 

visualizing semantic, statistical and geographical data. Additionally the user wants to 

get an overview of the available data in the system. 

 
WP3-341 Browse data 

Description: The user browses through the available data in order to assess its size 
and structure. 

Originator: Rumm 

Stakeholders: • Domainnexpert  
• Facilitator 
• Simulationmodeler 

Scope: Data Management 

Actors: • Domainexpert 
• Facilitator 
• Simulationmodeler 

Trigger Type: Event triggered 

Trigger: The user wants to see details on the available data that is stored in the 
client's data base 

Inputs: none 

(the user should have an idea of what he's interested in, though) 

Preconditions: • The user is logged in 

Main Success 
Scenario: 

1. The user opens the campaign’s detail page, section “data 
dictionary” 
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2. The user can now see details on the data (i.e. its size) 
3. The user can decide to open the visualization on the data and the 

system opens SEMAVIS on the data 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• Hopefully the user found what he was looking for and his level of 
understanding has increased 

Failed End 
Condition: 

• None, as this use case is passive by nature 

 

To receive comparable and harmonized data, codes for classification are required. 

WP3-1 The system must support common statistical database classification 
codes 

Description: The following classifications need to be stored as a base (static data) 

• NACE Rev. 2 - Statistical classification of economic activities 
• CPA - Statistical classification of products by activity  
• NUTS - The statistical classification of regions in the EU  
• ISCED - International Standard Classification of Education  
• ISCO - International Standard Classification of Occupations 

For an overview on their structure and contents see D2.1 chapter 9 
Datasets, Classifications and Definitions 

Originator: Peter Sonntagbauer 
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Stakeholders: • Domainexpert 
• Facilitator 
• Simulationmodeler 

Fit Criterion: • The system can handle the mentioned clasification codes (import, 
store, map) 

 

AS FUPOL is an FP7-project the most important data source is Eurostat which has 

close cooperations with the above mentioned organizations. 

Eurostat is the statistical office of the European Union situated in Luxembourg. Its 

main task is to provide the European Union with statistics at European level that 

enable comparisons between countries and regions. 

 

Democratic societies do not function properly without a solid basis of reliable and 

objective statistics. On one hand, decision-makers at EU level, in Member States, in 

local government and in business need statistics to make those decisions. On the 

other hand, the public and media need statistics for an accurate picture of 

contemporary society and to evaluate the performance of politicians and others. Of 

course, national statistics are still important for national purposes in Member States 

whereas EU statistics are essential for decisions and evaluation at European level. 

 

WP3-2 The system must support data import of EUROSTAT regional / urban 
statistical data 

Description: The following data needs to be imported and stored in the FUPOL DB 

• Regional statistics 
o Eurostat provides statistics for many domains, such as 

economy, demography, migration, employment, 
education, health, agriculture, industry, tourism, transport, 
research and development. 

o Regional statistics provide more detailed statistical 
patterns and trends than national data. The territory is 
subdivided by NUTS (Nomenclature of Territorial Units for 
Statistics). 

• City statistics - Urban Audit 
o The "Urban Audit" data collection provides information 
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and comparable measurements on the different aspects of 
the quality of urban life in European cities. It is a respond 
to the demand of the Lisbon Strategy which aims to 
improve the attractiveness of regions and cities. Quality of 
life is crucial in attracting and retaining a skilled labour 
force, businesses, students, tourists and, most of all, 
residents in a city. 

A comprehensive description of variables and tables is available in D2.1 
chapter 9.4 ff "EUROSTAT" 

Originator: Peter Sonntagbauer 

Stakeholders: • domainexpert  
• facilitator  
• simulationmodeler 

Fit Criterion: • The system is able to import and store the mentioned data 

 

FUPOL will use Agent based simulation. Agent-based modeling is a type of 

simulation, which allows a researcher to create, analyse, and experiment with agents 

that interact within an environment. Agents are typically components of the software 

representing social actors such as people of a certain group, political parties, 

companies or governments. They interact in an environment in various ways and it is 

exactly this feature, which makes agent-based modelling very suitable for political 

and social processes. It means that agents can transfer information to each other 

and their future behavior is based on this information. Transfer of information is 

understood in a broad sense and encompasses for example a message or observing 

the behavior of other agents. 

 

The environment in which the agents interact can be more or less neutral (e.g. a 

lattice) or it can have specific properties itself. It is expected that in FUPOL the 

environment should be spatially explicit, which means it should represent the 

geographical space in a GIS based format. The reason is that such an environment 

representation comes closer to reality of the urban challenges to be simulated. 
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WP3-3 The system must support the import of rich GIS data 

Description: The core platform must have the capability to store maps (GIS) e.g. 
OpenStreetMaps, INSPIRE Annex I (II/III). 

Originator: Peter Sonntagbauer 

Stakeholders: • domainexpert  
• facilitator  
• simulationmodeler 

Fit Criterion: • The core platform is able to import map data from external sources 
and store it in the GIS database 

• The map data can be accessed from other FUPOL modules as a 
service 
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1.6.2.6 Knowledge Management 

Knowledge management covers the management of  knowledge that has been 

added to the FUPOL knowledge base or that hase been generated using FUPOL. 

 

Knowledge is a familiarity with someone or something, which can include  

information, facts, descriptions, or skill s acquired through experience or education. 

Briefly said knowledge is what we know. 

 

The FUPOL knowledge base is "A module of the FUPOL core platform that is used to 

import, categorize, store, link, tag, retrieve knowledge, mainly by human 

interaction." 

FUPOL's knowledge base can be seen as a module with the following main features:  

• Upload of knowledge representations in varous form (reports, pictures, 

text,...) 

• Tagging and linking between knowledge representations and to other FUPOL 

artifacts (campaigns, ideas,...) 

• Sophisticated search functions 

• Open to the members of the municipality (internal FUPOL users) and to the 

public (eCitizens) 

 

So the knowledge base can be seen as an information radiator that supports both 

the internal and external users. There's a strong focus on georeferencing knowledge, 

though. 

 

However FUPOL’s knowledge base is not a knowledge base in the sense of semantic 

web technology or knowledge engineering, as its contents are non-structured and 

not intended to be processed or interpreted by machines. 

A better metaphor for FUPOL’s knowledge base would be “document management 

system that is tightly integrated with the FUPOL Core Platform”. 
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The following diagram illustrates the most important use cases: 
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1.6.2.6.1 Use Case WP3-342:   Upload knowledge 

In order to store, categorize, distribute and use knowledge its representation has to 

be added to the knowledge base. 

Knowledge representations come in different form, i.e.  

• reports 

• mails  

• text  

• photos 

• ... 

 

Thus a generic upload and storage mechanism is required here. 

 

Furthermore the knowledge representation has to be enriched with meta information 

like... 

• a georeference (to which geographic place/region does this knowledge 

representation refer ?) 

• who's the author 

• what's the data source ? 

• validity (i.e. temporal) 

• data/knowledge quality (has it been reviewed by an expert ?) 

 
WP3-342 Upload knowledge 

Description: The user uploads a knowledge representation to the client's knowledge 
base including its meta data. 

Note that this use case is open to virtually everyone, but we'll protect it 
with the usual authentication/authorization mechanisms (see access 
management). 

Originator: Paolo Boscolo 

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• eCitizen  
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• facilitator  
• reviewer 
• simulationmodeler 

Scope: Knowledge Management 

Actors: • communicator 
• decisionmaker 
• domainexpert 
• eCitizen 
• facilitator 
• reviewer 
• simulationmodeler 

Trigger Type: Event triggered 

Trigger: The user wants to add a knowledge representation to the client's 
knowledge base 

Inputs: • The knowledge representation (usually some text or binary file); 
size limits apply (i.e. must not exceed 10MB) 

• The meta info:  
o title  
o description  
o author 
o copyright information (where applicable) 
o data source 
o geolocation where the data refers to  
o quality assessment, one of: 

§ unknown 
§ reviewed by another eCitizen  
§ reviewed by a domain expert 
§ from a trusted source (eurostat, ...) 

Preconditions: • The user is logged into the system 
o Internal users are logged in using their FUPOL account 
o External users are logged in using OAuth (Facebook, 

Twitter)  
• The knowledge representation is available in text/binary form 

Main Success 
Scenario: 

1. The user opens the knowledge base and clicks the "Upload 
knowledge" button 

2. The system opens the upload page, showing some instructions and 
outlining the importance of high data quality 

3. The user provides the requested data and clicks "Upload" 
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4. The system validates the data and uploads the knowledge 
representation 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The knowledge representation has been uploaded and is available 
for the validation process 

Failed End 
Condition: 

• The knowledge representation has not been uploaded 
• An error message is shown 
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1.6.2.6.2 Use Case WP3-343:   Browse knowledge 

In order to support the highly collaborative approach of policy making knowledge is 

only useful if it can be accessed by as many people as possible. There should not be 

any barriers to that. 

 

This use case covers knowledge browsing. Its main purpose is to gain knowledge in 

order to get a better understanding of some policy issue and subsequently be able to 

take more qualified decisions. 
 
WP3-343 Browse knowledge 

Description: The user browses the knowledge base in order to get some insights. 

The system must support various browsing modes: 

• browsing by subject/category searching by name 
• browsing by tags 
• geographical browsing (on a map) 

Originator: Paolo Boscolo 

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• eCitizen  
• facilitator  
• reviewer 
• simulationmodeler 

Scope: Knowledge Management 

Actors: • communicator 
• decisionmaker 
• domainexpert 
• eCitizen 
• facilitator 
• reviewer 
• simulatio 

Trigger Type: Event triggered 

Trigger: The user wants to get a deeper understanding on some subject 
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Inputs: Formally none, but the user should have some understanding on what he's 
actually interested in or looking for (names, titles, descriptions, tags, 
location, ...) 

Preconditions: None (for read-only access the user doesn't have to log in) 

Main Success 
Scenario: 

1. The user opens the knowledge base (note that this might be 
accessible from the municipality's public web page) 

2. The user can either... 
a. search by keyword  
b. search by tag 
c. full text search 
d. browse by subject 
e. open a map and browse geographically 

3. The user might want to click on a knowledge representation in 
order to read further details or download it 

Alternative 
Scenarios: 

As the knowledge representations are open to the public there might be 
additional links to it 

Success End 
Condition: 

Formally none, but hopefully the user has found what he was looking for 

Failed End 
Condition: 

None 
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1.6.2.6.3 Use Case WP3-346:   Link knowledge 

The full potential of knowledge can only be exploited if new knowledge is put in a 

relation with existing knowledge. A knowledge management tool must therefore 

provide sophisticated ways to link knowledge representations. 

Possible relations could be:  

• Association 

• Generalisation 

• Deduction 

• ... 

 

WP3-346 Link knowledge 

Description: The user links knowledge representations to other artifacts. Note that 
security restrictions apply. 

Originator: Paolo Boscolo 

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• eCitizen  
• facilitator  
• reviewer 
• simulationmodeler 

Scope: Knowledge Management 

Actors: • communicator 
• decisionmaker 
• domainexpert 
• eCitizen 
• facilitator 
• reviewersimulatio 

Trigger Type: Event triggered 

Trigger: The user wants to express a relationship between a knowledge 
representation and another artifact 

Inputs: • The knowledge representation that shall be linked 
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• The item that the knowledge representation shall be linked to 

Preconditions: • The user is logged into the system (internal users - FUPOL, 
external users - OAuth/Facebook/Twitter) 

• Both items that shall be linked are accessible to the user 

Main Success 
Scenario: 

1. The user opens the knowledge base and browses/searches the 
knowledge representation 

2. The user opens the knowledge representation's detail page 
3. The user clicks the "Establish relationship" link 
4. The system opens the "Relationship" page 
5. Depending on the user's role he can link to the following FUPOL 

artifacts... 
• internal users can link to another knowledge representation and 

to a campaign  
• external users can link to another knowledge representation 

6. The user searches the item that the knowledge representation shall 
be linked to and selects the kind of relationship (note that we have 
to find comprehensive terms here): 
• Association  
• Generalisation  
• Deduction 

7. The user describes the relationship in text form 
8. The user clicks "Link" 
9. The system stores the relationship 
10. The user is forwarded to the knowledge representation's detail 

page 

Alternative 
Scenarios: 

None, but note that there are other ways to loosely couple knowledge 
representations: 

• tags  
• keywords 
• subjects (group by subject) 

Success End 
Condition: 

• The relationship between the knowledge representation and the 
other artifact has been established 

• The relationship is shown on both ends (knowledge representation 
and the other artifact) 

Failed End 
Condition: 

• The relationship has not been established 
• An error message is shown 

 

  



   

 
 

 
 

Deliverable D3.6          164 

1.6.2.6.4 Use Case WP3-345:   Validate knowledge 

Knowledge has to comply to basic quality standards in order to be of actual use. 

Unfortunately there are no automatic validation mechanisms available that would be 

able to validate the various forms of knowledge representations that FUPOL has to 

handle (reports, text, photos, ...) and so we have to bring the domain experts into 

the loop. 

 

Domain experts have some deep knowledge of a domain that is relevant for policy 

making. They will be the ones that assess the knowledge that has been uploaded by 

any other users (including internal users). 

 

WP3-345 Validate knowledge 

Description: The domain expert reviews an uploaded knowledge representation and 
assesses its quality. 

Originator: Paolo Boscolo 

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• eCitizen  
• facilitator  
• reviewer 
• simulationmodeler 

Scope: Knowledge Management 

Actors: • domainexpert 

Trigger Type: Event triggered 

Trigger: The domain expert wants to review an uploaded knowledge 
representation. 

Inputs: • The knowledge representation's link 

Preconditions: • The domain expert is logged in 
• The knowledge representation was uploaded and has not been 

reviewed yet 
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This use case must be seen as part of a recurring scenario where the 
system regularly iterates over those knowledge representations that have 
been uploaded but not yet been reviewed. These items are selected and 
sent to the domain experts for review. 

This use case describes the review process. 

Main Success 
Scenario: 

1. The domain expert (user) receives a link to the knowledge 
representation that he shall review 

2. The domain expert opens the knowledge representation and 
assesses its quality using formal and informal criteria (the criteria 
have not been selected yet) 

3. The domain expert provides the review data in the knowledge 
assessment form and clicks "Ok" 

4. The system stores the knowledge assessment, links it to the 
knowledge representation and publishes the knowledge 
representation 

Alternative 
Scenarios: 

None 

We might want to change this to a less-restricting process where i.e. 
eCitizens can assess the quality of some knowledge representation 
(crowdsourcing approach). 

Success End 
Condition: 

• The knowledge representation has been assessed (the assessment 
report is linked to the knowledge representation) 

• The knowledge representation is open to the public for read-access 
• In case the knowledge representation didn't meet a basic quality 

level the domain expert informs the user that provided it, asking 
him to increase the quality level and upload again. However, this is 
out of the system's scope. 

Failed End 
Condition: 

• The knowledge representation is stil not assessed and thus not 
available to the public 

An error message is shown  
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1.6.2.6.5 Use Case WP3-344:   Delete knowledge 

Sometimes it might be necessary to remove a knowledge representation from the 

knowledge base. Reasons for that could be... 

 

• The knowledge is of low quality  

• The source is questionable  

• There are copyright issues 

• Someone forced us to remove it (i.e. for other legal reasons) 

• Someone tried to manipulate others by uploading (very) biased information 

 

WP3-344 Delete knowledge 

Description: The user removes an existing knowledge representation. 

Note that security restrictions apply: 

• Facilitators and domain experts can delete any knowledge 
• All other roles can only remove what they uploaded by themselves 

Originator: Paolo Boscolo 

Stakeholders: • communicator  
• decisionmaker  
• domainexpert  
• eCitizen  
• facilitator  
• reviewer 
• simulationmodeler 

Scope: Knowledge Management 

Actors: • communicator 
• decisionmaker 
• domainexpert 
• eCitizen 
• facilitator 
• reviewer 
• simulationmodeler 

Trigger Type: Event triggered 
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Trigger: The user wants to remove a knowledge representation from the 
knowledge base 

Inputs: • Something that identifies the knowledge representation (title, ...) 

Preconditions: • The user is logged in 
• The knowledge representation is available 

Main Success 
Scenario: 

1. The user browses the knowledge base until he finds the knowledge 
representation that shall be removed 

2. The user opens the knowledge representation and clicks the 
"Delete" button. Note that this button is only available if the 
current user is allowed to perform that operation. 

3. The system deletes the knowledge representation. Ideally the item 
will not be deleted physically, but only be marked as removed and 
made invisible to all users. 

Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The knowledge representation has been (logically) deleted 
• The knowledge representation is no longer visible 

Failed End 
Condition: 

• The knowledge representation has not been deleted and is still 
visible 

• An error message is shown 
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1.6.2.7 Social Media Management 

Social Media Management involves the collection and analysis of social media 

content. Social media in this case means any site who's content is provided by 

eCitizens. 

 

Since we wrote D3.1 the generic social media landscape has not changed 

significantly, with Twitter and Facebook still being the predominant platforms. 

However there were some newcomers in niches that gained a large user base (i.e. 

Foursquare for location related chats, WhatsApp as a new mobile messenger,…). The 

big growth in market share seems to take place in the mobile world today, especially 

in newer markets like China. 

For FUPOL this means that our assumptions on social media usage are still correct, 

but we’ll need to include additional sites in the future (most of these will have users 

that interact with smartphone apps, which is good, as we’re likely to get more GPS 

data from them). 

 

Over the past two years we’ve implemented API access to various social media sites: 

• Facebook (full text search, wall posts, comments) 

• Twitter (advanced search, geo-search) 

• Sina Weibo (implemented, but untested, as we still didn’t get access to it) 

• Blogspot (blogs, blog posts, comments) 

 

Furthermore we identified traditional media as a valuable source for content. So we 

implemented: 

• RSS feeds (including authentication) 

• Atom feeds (including authentication) 

• Reader for parsing generic web pages (stripping boilerplate code like 

advertisements, menus, links to other articles,…) 

RSS allows us to import feeds from most newspapers and other news sites. 
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Additionally we’ve experimented with speech-to-text conversion using a commercial 

service called e-Media Monitoring. In some regions (i.e. in the UK) private radio 

stations are important stakeholders in setting the public opinion and monitoring their 

messages is a good source for hot topics. 

To sum it up the term “social media data” that we used in D3.1 should be read as 

“media data” now, as we’ve added other sources that are not part of the world of 

social media. 

Extending the set of media sources to traditional media allows FUPOL to perform 

cross-media analysis in the future. 

 

 

Classification of Social Media 

FUPOL distinguishes between the following types of social media:  

• Structured social media 

• Semi-structured social media 

• Unstructered social media 

 

Structured Social Media 

This type of social media is well structured meaning that it provides different kind of 

content in a normalized form and allows FUPOL to access it using an API. For FUPOL 

this way of API-access has the advantage that the crawler doesn't have to learn the 

Social	  Media	  
• Facebook	  
• Twi\er	  
• Blogspot	  
• Sina	  Weibo	  

Print	  Media	  
• RSS/Atom	  feeds	  
• Generic	  reader	  

Radio	  /	  TV	  	  
• e	  media	  monitor	  
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difference between content and noise, as the data is being provided in a normalized 

way. 

 

Sites like Facebook and Twitter are structured social media sites. Facebook for 

example handles user data, pictures, contacts, wall-entries, user videos, games, polls 

and other content types. 

 

The following image shows a typical example of a structured social media site 

(Facebook). FUPOL is primarily interested in the content that is marked with the red 

box. This content is a list of wall-postings, containing meta-info (date/time, author) 

and content (i.e. an opinion). Structured social media sites provide an API to access 

this content, so the crawler doesn't have to filter out the other parts of the page. 

This is very efficient and doesn't add additional error to the content. The 

disadvantage of this approach is that we have to develop a specific import module 

for every structured social media site. 

 
Source: (Facebook, 2012) 
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Semi-Structured Social Media 

Semi-structured social media usually provides instances of the same content type on 

one page, but there's no API to access it. For the crawler this means that it has to 

learn to differentiate between noise and content using some structural analysis (i.e. 

identifying the DIVs that contain the content and omit the others). A typical example 

for a semi-structures social media site is a blog without an API or user-postings 

commenting a news article, where the crawler would have to extract the blog posts 

and omit menus, advertisements etc. 

 
Source: (derStandard.at, 2012) 
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Note that the content elements follow an equal structure, but that there's no API to 

access them. Additionally artifacts like content paging add complexity to the crawling 

process. 

 

Unstructured Social Media 

Unstructured social media is a kind of sites where eCitizens provide content, but the 

content doesn't follow any obvious structure. This is a very difficult situation for the 

crawler. A typical example would be the homepage of a citizens' action committee: 

 

 

 

Note that there's valuable content on the site, but it's difficult to distinguish the 

marked content from i.e. the menu on the left side. This is what a reader (a 
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technology that removes the boilerplate code from the interesting parts of the 

content) does. 
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The following diagram shows the domain objects regarding social media crawling and 

content retrieval: 

 

Name Content 

Facilitator A facilitator is a user role in FUPOL with the main task of creating, 

managing and closing  campaigns. 

Campaign A campaign is an important container domain object in FUPOL that is used 

to group all activities and their associated data that are related to a policy 

research task. 

Social 

Media 

Window 

A social media window is both a concept and an important domain object 

in FUPOL. As a concept the term refers to the idea that a  Facilitator is 

interested in accessing several social media sites in a convenient way 

("single window to social media"). The domain object is a container for 

social media access and the associated results (content). 

Social 

Media 

Target 

A social media target is an access coordinate that refers to a social media 

site and the way that FUPOL shall collect the data from there. 

Social 

Media Site 

An online service, platform, or site that focuses on facilitating the building 

of social networks or social relations among people who, for example, 
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share interests, activities, backgrounds, or real-life connections. 

Note that FUPOL’s crawler can handle social media as long as traditional 

media (using RSS/Atom and a reader). 

Crawling 

Job 

A crawling job is an automated task in FUPOL that is performed by a social 

media crawler in order to collect content from social media sites. 

Social 

Media 

Content 

Social media content is content (text) and associated meta-info (that 

describes the content's origin and details about the crawling task) that has 

been collected from a  Social Media Target during a Crawling Job. 

 

  



   

 
 

 
 

Deliverable D3.6          176 

1.6.2.7.1 Collecting and Storing Social Media Content 

FUPOL uses an ontology for storing social media content that is based on SIOC, 

FOAF, DC, SKOS and some FUPOL-specific extensions. The following diagram shows 

the core classes: 

 

 

 

Depending on the social media stite that content originates from a mapping between 

the site's content and the FUPOL ontology has to be defined. 

The challenge of applying this ontology is that it’s not always obvious how to map an 

existing data structures that we receive from the social media APIs to the ontology’s 

concepts. For example microblogging sites like Twitter have no „forum“ concept, 

while RSS feeds have no associated accounts/agents (at least not in a usable way). 
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Facebook 

Facebook content is mainly wall posts and their replies. The following mapping 

applies: 

 

 

Class Content Example 
Agent The person or organization that owns the user 

account. 
FUPOL (Facebook group) 
Nikolaus Rumm 

User 
Account 

The Facebook account is either a personal 
account or a group account. 

http://www.facebook.com/fupol 
http://www.facebook.com/nikolaus.rumm 

Site Always facebook.com. 
Unfortunately the SIOC specification is not very 
clear in regard to the semantics of the ontology 
classes. Some examples use facebook.com as 
the site, while other see the agent's account 
page as the site. 
We decided to use facebook.com as the site, as 
it's able to express what we need. 

facebook.com 

Forum Again, SIOC is not very specific regarding the 
exact semantics. In general the Facebook 
GraphAPI is quite congruent with parts of the 
SIOC ontology. This API defines the user as a 
bag of containers (i.e. the container with the 
wallposts, the container with the photos etc. 
As we're only interested in a user account's 
wallposts we decided to interpret the container 
as the bag that contains all the user account's 
wallposts. As such it represents the "dicsusion 
stream". This includes... 
the posts that were written by the user account 
that owns the page/group 
the replies to that post (comments) 
The replies always belong to the container that 
contains the posts to which they relate to. Thus 

n/a 
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replies - while created by the replying user 
account - belong to the container with the post 
that they relate to. 

Post 
Comment 

All Facebook wall posts on the forum owner's 
wall. This includes the posts and the 
comments. 
Posts (created by the forum's owner) are 
represented as sioc:Post 
Replies to posts are represented as 
sioc:Comment 

n/a 

Role The role that the account has with regard to 
the forum. The following roles are supported: 
moderator: the user account is the forum's 
owner. Note that there might be more than one 
owner. 
member: all other users that posted to the 
forum (comments). 

n/a 

The Facebook Wall Board as a sioc:Forum 

For Facebook the forum is seen as a list of wall posts, including their comments. As a 

post/comment can only be member of one forum, it'll be linked to the discussion 

stream (wall board). Every Facebook user can own several Facebook wall 

boards/forums. 

Note that this way it's possible to ... 

• navigate from the user to all his postings/comments (regardless of their 

forum) 

• navigate from the forum to all postings related to the wall board/discussion 

stream 

• navigate from the comment to its parent post/comment (using the has_reply 

link) 
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The following diagram illustrates this concept (the has_reply link is not shown here): 
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Twitter 

Twitter content is tweets. There's no "forum" in Twitter, so we consider the set of all 

discussion streams that a user started as the forum.  

 

The following mapping applies: 

 

 

 

Class Content Example 
Agent The person or organization that owns the 

user account. As we can't distinguish 
between persons and organizations we stick 
to the base class foaf:Agent. 

FUPOL (organization) 
Nikolaus Rumm (person) 

User Account The Twitter account is either a personal 
account or an organization's account. 

https://twitter.com/fupol 
https://twitter.com/nikolaus_rumm 

Site Always twitter.com. 
Unfortunately the SIOC specification is not 
very clear in regard to the semantics of the 
ontology classes. Some examples use 
twitter.com as the site, while other see the 
agent's account page as the site. 
We decided to use twitter.com as the site, 
as it's able to express what we need. 

twitter.com 

Microblog 
(Forum) 

Again, SIOC is not very specific regarding 
the exact semantics. In general the concept 
of Forum doesn't make as much sense with 
Twitter as it does with other - more aligned - 
social media sites (discussion forums, 
mailing lists, blogs, ...). 

n/a 
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We decided to interpret the container as the 
bag that contains all the user account's 
tweets, the replies to it and the retweets of 
it. Thus the forum represents a "discussion 
stream". This includes... 

• the tweets that were written by the 
user account (forum owner) 

• the replies to that post 
(sioc:Comment) 

• the retweets to that post 
(sioc:MicroblogPost) 

MicroblogPost 
Comment 
(Post) 

All tweets that are part of the forum 
(discussion stream) or all tweets that belong 
to the user account. This includes the 
tweets, the retweets and the replies. 

• Tweets are represented as 
sioc:MicroblogPost 

• Replies are represented as 
sioc:Comment 

• Retweets are interpreted as "new" 
content (as they're usually 
manipulated by the retweeting user 
account) and are represented as 
sioc:MicroblogPost 

n/a 

Role The role that the account has with regard to 
the forum. The following roles are 
supported: 

• moderator: the user account is the 
forum's owner. This is the starter of 
the discussion stream. 

• member: all other users that posted 
to the forum (replies, retweets). 

n/a 

 
The microblog as a sioc:Forum 

For Twitter the forum is seen as a list of discussion streams, each consisting of linked 

tweets (tweet, replies, retweets). As a tweet can only be member of one forum, it'll 

be linked to the discussion stream that it refers to. Every discussion stream has exact 

one root tweet. Every Twitter user can start as many discussion streams as he likes, 

but there'll be only one forum for them. 

Note that this way it's possible to ... 

• navigate from the user to all his tweets (regardless of their forum) 

• navigate from the forum to all tweets related to the discussion stream (if they 

were crawled !) 
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• navigate from a retweet/reply to its parent tweet 

Technically seen Twitter's API implementation is problematic for the following 

reasons: 

• Tweets are only accessible for about 5-7 days. If we i.e. crawl a retweet that 

is older than that we can't access its parent tweet any more. The crawler for 

tweets must be aware of that and dynamically relink tweets and forums. It's 

absolutely possible that a discussion's root node is a retweet or a reply (if the 

parent is no longer available). 

• There's no way of fetching the whole discussion stream in one request. We 

have to recursely crawl the parent tweets until there's no more parents 

available (either its the root tweet, or the parent tweet is no longer available 

through Twitter's API). This results in possibly many requests. 
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Blogspot 

Blogspot (blogspot.com/blogger.com) content is blogs and posts/replies. 

 

Source: Blogger API - Getting Started (https://developers.google.com/blogger/docs/3.0/getting_started) 

 

Blogger concepts 

Blogger is built on five basic concepts: 

• Blogs: The root concept of the API. A blog has posts and pages. This is the container for 

blog meta-information like blog name and Description. 

• Posts: A blog post is the publishable item that the blog author has created. This 

information is meant to be timely, reflecting what the authors want to publish to the 

world now. It is understood that as time passes, blog posts content ages and becomes 

less relevent. 

• Comments: A comment is the place where people other than the blog post author react 

to what the author has written. Everything from bricks to bouquets. 

• Pages: A page is a place for static content, such as biographical information, or the 

ways to contact the user. This is generally timeless information that doesn't change very 

often. 

• Users: A user is someone who interacts with Blogger, be they acting as an Author, an 

Administrator, or just a Reader. For public blogs, readers may be anonymous, but on 

private blogs a reader must be identified by Blogger. 

• Blogger API data model 

 

A resource is an individual data entity with a unique identifier. The Blogger JSON API 

operates on five types of resources: 

• Blogs resource: Represents a blog. 

• Posts resource: Represents a post; each posts resource is a child of a blogs resource. 

• Comments resource: Represents a comment on a specific post; each comments 

resource is a child of a posts resource. 

• Pages resource: Represents a static page; each pages resource is a child of a blogs 

resource. 

• Users resource: Represents a non-anonymous user. This is used to identify the Author 

of a page, post, or comment. 
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The following diagram illustrates these concepts: 

 

 

  

The following mapping applies: 
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Class Content Example 

Agent The person or organization that owns 
the user account. As we can't 
distinguish between persons and 
organizations we stick to the base class 
foaf:Agent. 

• FUPOL (organization) 
• Milan Bandic (person) 

User 
Account 

The Google account is either a personal 
account or an organization's account. 
Either way it's always a Google account 
that owns a blogspot/blogger-blog. 

http://www.blogger.com/profile/ 
08867672176433743391 (UN 
Habitat) 

Site Always blogspot.com or blogger.com. 
Unfortunately the SIOC specification is 
not very clear in regard to the 
semantics of the ontology classes. Some 
examples use twitter.com as the site, 
while other see the agent's account 
page as the site. 
We decided to use 
blogger.com/blogspot.com as the site, 
as it's able to express what we need. 

• blogger.com 
• blogspot.com 

Weblog 
(Forum) 

Again, SIOC is not very specific 
regarding the exact semantics. 
We decided to interpret the container as 
the bag that contains all the blog's posts 
and comments related to them. So the 
forum can be seen as a list of discussion 
streams. This includes... 

• the blog posts that were written 
by the user account (blog 
owner) 

• the comments to that posts 
(sioc:Comment) 

n/a 

Blog Post 
Comment 
(Post) 

All posts that are part of the blog 
(discussion stream). This includes the 
posts and the comments to them. 

• Blog posts are represented as 
sioc:Blogpost 

• Comments are represented as 
sioc:Comment 

n/a 

Role The role that the account has with 
regard to the blog. The following roles 
are supported: 

• moderator: the user account is 
the blog's owner. 

• member: all other users that 
posted to the blog (comments) 

n/a 

 

The Blog as a sioc:Forum 
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For blogger.com/blogspot.com the forum is seen as a list of blog posts, including 

their comments. As a blog post/comment can only be member of one forum, it'll be 

linked to the discussion stream (blog). Every Google user can own several blogs. 

Note that this way it's possible to ... 

• navigate from the user to all his postings/comments (regardless of their 

forum) 

• navigate from the forum to all postings related to the wall board/discussion 

stream 

• navigate from a comment to its parent blog post/comment 

The following diagram illustrates this concept (The has_reply link is not shown here): 
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Rich Site Summary Channels (RSS) 

RSS content is pages (that are referred by RSS links). Note that RSS defines an 

author element containing the item author's email-adress, but in order to prevent 

spam this mechanism is rarely used today (in most cases it's either pointing to a 

generic email adress or missing at all). So we're facing a situation where we have 

content with an unknown author. Thus the classes UserAccount and Agent are 

semantically weak for RSS feeds. 

 

The following example shows a RSS (2.0) channel: 
1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

<?xml version="1.0" encoding="utf-8"?> 

<rss version="2.0"> 

<channel> 

  <title>derStandard.at</title> 

  <link>http://derstandard.at/</link> 

  <description>Nachrichten in Echtzeit. derStandard.at: Permanent akt...</description> 

  <language>de-AT</language> 

  <copyright>derStandard.at</copyright> 

  <managingEditor>redaktion@derStandard.at</managingEditor> 

  <webMaster>webmaster@derStandard.at</webMaster> 

  <pubDate>Tue, 12 Mar 2013 13:57:00 +0100</pubDate> 

  <lastBuildDate>Tue, 12 Mar 2013 13:57:00 +0100</lastBuildDate> 

  <generator>derStandard.at/Webapplication</generator> 

  <docs>http://derstandard.at/1850853</docs> 

  <ttl>10</ttl> 

  <image> 

    <url>http://derStandard.at/img/icons/home16x16.gif</url> 

    <title>http://derstandard.at</title> 

    <link>http://derstandard.at/</link> 

    <width>16</width> 

    <height>16</height> 

    <description>Nachrichten in Echtzeit</description> 

  </image> 

    

  <item> 

    <title>Wiener Hofburg - Österreich gedachte "Anschluss" vor 75 Jahren</title> 

    <link>http://derstandard.at/1362108187071/Oesterreich-ge...75-Jahren</link> 

    <description>&lt;img style="float:right;" src=" /&gt; Bun...</description> 

    <author>redaktion@derStandard.at (derStandard.at Redaktion)</author> 

    <category>News</category> 

    <guid isPermaLink="false">1362108187071</guid> 

    <pubDate>Tue, 12 Mar 2013 13:57:00 +0100</pubDate> 

  </item> 

</channel> 

</rss> 
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Note the links to the actual documents that the RSS refers to (and that must be 

downloaded and parsed). 

 

The following mapping applies: 

 

Class Content Example 

Agent The person or organization that owns the 
user account. In case of an RSS feed that's 
the managingEditor. 
If the managingEditor is unknown we take 
the webMaster. If even that is unknown 
nothing is stored. 

redaktion@derStandard.at (generic 

email) 

User Account The user that created the post. In most 
cases RSS won't deliver the exact author (to 
prevent spam) and use either a generic 
email adress or no author tag at all. 
Anyway, we take what's available there. 
If the author is unknown we create a copy 
of the Agent. If the agent is unknown 
nothing is stored. 

redaktion@derstandard.at (generic 

email) 

Site The site that hosts the RSS channel. derStandard.at 

SubscriptionList 
(Forum) 

Again, SIOC is not very specific regarding 
the exact semantics, but regarding RSS 
feeds there's an obvious interpretation of 
the Forum concept that we stick to. 
We decided to interpret the container as 
the bag that contains all the RSS channel's 
items. 

n/a 

Post 
(Post) 

All RSS items that are distributed through 
the RSS channels. This includes... 

• the RSS item itself (title, description, 

n/a 
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link, author,...) 
• the linked content (extracted using 

some reader, sanitized, reduced 
markup) 

Role The role that the account has with regard 
to the blog. The following roles are 
supported: 

• moderator: the user account is the 
blog's owner (in case of RSS this is 
equal to the Agent) 

• member: all other users that posted 
to the RSS channel 

As in reality we won't get the author in 
many cases the 'generic email' 
Agent/UserAccount will have both roles. 
If there's no user account available then 
nothing is stored. 

n/a 

 

The use cases are as follows:
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1.6.2.7.2 Use Case WP3-53:   Watch social media window on-the-fly 

Sometimes users want to browse social media on-the-fly (read as: interactively, 

without setting up a scheduled crawler) in order to interactively define social media 

windows or just for getting the big picture on some social media issues. 

 

On-the-fly search is especially important for defining the right search terms 

(keywords, geolocations, users, pages, …). This is sometimes a cumbersome 

procedure, as we’re at Facebook and Twitter’s mercy and the search syntax is 

proprietary on all platforms. In other words the search for “Apples AND Oranges” 

looks different depending on the social media site. 

FUPOL doesn’t define its own search syntax that would be automatically translated 

into the social media site’s proprietary form, as the least common denominator 

between them is almost non-existing. In fact this leads to bad user experience 

(different search syntax depending on the social media site), but there’s no good 

way around it. 

 

Another problem for interactive search is the execution time. As each social media 

target is triggering a separate API call the target jobs queue up. A typical 

Facebook/Twitter search takes some seconds, so adding more than (let’s say) 5 

targets leads to significant waiting times. In general the social media searches are 

fast (1-3 seconds), but RSS takes longer, as it has to fetch and prune the linked 

pages, resulting in an additional request per page. Although we use multithreading 

here (currently 5 pages are fetched simultaneously) it takes some time to crawl a 

RSS stream with a typical size of 20 items. 

Even worse those single searches always count for at least one request that is 

measured against the strict API rate limits (the exact number of consumed searches 

is not clear, at least Twitter changes this from time to time). 

 

We implemented some kind of “social media connection pooling” to reduce the rate 

limit problem, but this is more a workaround than a true solution. Please note that 
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the rate limits are a commercial limitation of the project, and not a technological 

issue. We could process many more requests without problems if we’d get the data. 

 
WP3-53 Watch social media window on-the-fly 

Description: The facilitator wants to browse various social media sites through a 
single social media window, collecting and displaying the crawled content 
on a single page. 

The view includes not only the collected social media content but 
although derived and aggregated information (i.e. topics). 

(note that the view is indeed the same as with scheduled searches) 

Originator: Rumm 

Stakeholders: • Facilitator or any other internal user 

Scope: Social Media Management 

Actors: • Facilitator (most likely) 
• Any other internal user 

Trigger Type: Event triggered 

Trigger: The user wants to read a social media window's content 

Inputs: None 

Preconditions: • The user is logged in 

Main Success 
Scenario: 

1. The user selects "Social Media" from the menu. Note that it's not 
necessary that a campaign is open 

2. The user adds social media targets for the sites that he wants to 
be crawled. The system provides various search options for 
Facebook, Twitter, ... 
The user can combine as many social media targets as he likes, 
but he must be aware that the overall execution time is increased 
with every additional target. 
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3. The facilitator clicks "Start Search" and the system collects data 

from the user-defined social media targets 

 
4. The system displays the collected data, including... 

o The number of results collected 
o For every social media post: 

§ Meta-info: social media, timestamp when the 
content was created 

§ User-info (only for trusted users): age, gender, 
location  

§ The content (sanitized, text only) 
§ Backtrack: a link pointing to the URL of the content 

at it's original position (i.e. to the Tweet on 
twitter.com). This link opens a new browser 
tab/window with the content as specified by the 
URL. The facilitator can then get into interaction 
with the eCitizen using the social media's 
functionality and without violating data protection 
and privacy (FUPOL still anonymizes content and 
the eCitizen's credentials are neither stored nor 
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displayed) 
§ Analysis results (topic)  

 

o Geographical context information (a map showing the 
content in a georeferenced way) 
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Note that the percentage of geolocated posts (with exact GPS 
coordinates) is quite low and depending on the social media 
site. In most searches we get around 3-6% of geolocated 
posts. 

Alternative 
Scenarios: 

The facilitator can use the scheduled search for collecting social media 
content, too. In that case content collection and content browsing are 
temporarily decoupled. 

Success End 
Condition: 

The system displays the collected social media content. From there the 
facilitator can change the search criterions by changing the social media 
targets and restart the search. 

From there the facilitator can... 

• store the social media window’s definition for reusing it later 
• store the crawled content (if the social media window is assigned 

to a campaign) 
• add the social media window to a campaign 

Failed End 
Condition: 

• An error message is displayed 

 
  



   

 
 

 
 

Deliverable D3.6          195 

1.6.2.7.3 Use Case WP3-291:   Watch scheduled social media window 

The facilitator wants to browse through the social media content that has been 

collected by a scheduled social media window's crawling process. 

 

The rationale behind that is that by reading the content's details, the data that was 

aggregated and derived from it (i.e. topics, summaries, ...) the facilitator can gain 

insights on what the eCitizens are concerned about. 
 
WP3-291 Watch scheduled social media window 

Description: The faciliator reads the results that a scheduled social media window has 
collected. This includes the content as-is as long as the data analysis 
results. 

Originator: Rumm 

Stakeholders: • Facilitator or any other internal user 

Scope: Social Media Management 

Actors: • Facilitator (most likely) 
• Any other internal user 

Trigger Type: Event triggered 

Trigger: The user wants to read a scheduled social media window's collected 
results 

Inputs: • The social media window that the facilitator wants to "look into". 
This social media window is always part of a campaign. 

Preconditions: • The user is logged in 
• The social media window is associated with a campaign (content 

always gets stored in a campaign’s RDF graph) 

Main Success 
Scenario: 

1. The user selects a social media window that is part of the 
currently open campaign 

2. The user clicks “Collected Social Media Content” and the system 
lists all crawler job executions 



   

 
 

 
 

Deliverable D3.6          196 

 
Each crawler job execution is represented as a line in a table, 
showing… 

• The trigger type (manual search, scheduled search) 
• The timestamp of the job’s execution 
• The targets and the number of posts that they collected 

3. If the user clicks on the timestamp link then the system displays 
the social media window's data (in the same way as in WP3-53) 

Alternative 
Scenarios: 

The facilitator can use the on-the-fly search for collecting social media 
content, too. 

Success End 
Condition: 

• The system displays the collected social media content. 

Failed End 
Condition: 

• An error message is displayed 
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1.6.2.7.4 Use Case WP3-295:   Schedule social media window 

In order to get permanent insight into the hot topics under discussion in social media 

content collection has to be scheduled so that the system i.e. collects all Facebook 

wall posts of the municipality on a daily basis. 

 

Collected content will be persisted in the RDF triple store for later analysis using a 

normalized form based on the FUPOL ontology. 

 

Scheduled searches are very important for hot topic sensing, as they allow the users 

to collect content from the same source over a long period of time. This allows the 

analysis of developments in topic buzz etc. 

Additionally to the temporal aspect is the problem of rate limits. As we are not 

allowed to execute social media API calls as often as we’d like to do that we can only 

fall back to a “sub-sampling” scheme, where the searches are time-triggered by the 

scheduler frequently, but without overexploiting the rate limits. Depending on the 

frequency of the posts we might not be able to collect a continuous set of posts, 

leading to “temporal holes” in the posts’ sequence. 

This breaks the point-to-point information flow, but it’s sufficient for topic analysis (it 

just takes longer to get results). 

 

WP3-295 Schedule social media window 

Description: The facilitator/communicator wants to set up permanent collection 
process of social media using a scheduled social media window. 

He/she will use the collected data to extract topics, summaries etc. from 
it in order to get some insight of what's currently under discussion. 

Originator: Rumm 

Stakeholders: • communicator  
• facilitator 

Scope: Social Media Management 
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Actors: • communicator 
• facilitator 

Trigger Type: Event triggered 

Trigger: The user wants to schedule a social media window 

Inputs: • The campaign 
• The social media window that will be scheduled 
• The schedule including some end criteria 

Preconditions: • A campaign hosting the scheduled social media window has been 
created 

• The campaign is open 
• A social media window has been created 

Main Success 
Scenario: 

1. The user (facilitator/communicator) opens the social media 
window and clicks “Edit” 

2. The system shows the social media window’s edit page (which 
includes the scheduler) 

 
3. The user sets the “Run social media scheduler every…” checkbox 

to enable the scheduler (or removes it to disable it) 
4. The user sets the scheduler’s frequency to one of… 

• Every 10 minutes 
• Every 30 minutes 
• Every hour 
• Every 3 hours 
• Every 6 hours 
• Every 12 hours 
• Once every day 
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Chosing the right interval is tricky and should be based on some 
analysis of the crawled content. We recommend that the user 
performs some quick interactive search (with the same social 
media window) and takes a look at the posts’ timestamps. 
Anyway the user has to find the right balance between rate limits 
and content frequency. 

5. The user defines the end criteria to tell the system until when the 
content shall be collected (aligned with the campaign’s lifecycle or 
from/until a specific date) 

6. The user clicks "Save" and the system persists the schedule 
7. Once the schedule was saved the crawler will consider the 

scheduled social media window for collecting data. The first 
crawler job is started immediately after saving the schedule. 

Alternative 
Scenarios: 

None 

A somehow similiar scenario is the on-the-fly social media window, but 
instead of a time-triggered crawling process the collection process 

Success End 
Condition: 

• The schedule was saved and the crawler will use it for time 
triggered social media content collection. 

Failed End 
Condition: 

• An error message is shown 
• No schedule was set up 
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1.6.2.7.5 Use Case WP3-54:   Stop scheduled social media window 

At some point in time the facilitator might want to decide to stop the collection of 

content that is triggered by a scheduled social media window in order to reduce the 

system load. 

Normally the scheduler is stopped when the campaign moves form the active to the 

closed state, but this use case allows the user to interactively stop it at any point. 

 

WP3-54 Stop scheduled social media window 

Description: The facilitator wants to stop the scheduled crawling of a social media 
window so that the associated crawler stops adding new content to the 
campaign. 

Originator: Rumm 

Stakeholders: • Facilitator 

Scope: Social Media Management 

Actors: • Facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator wants to stop the crawling process of a social media window 

Inputs: • The campaign 
• The scheduled social media window to close 

Preconditions: • The facilitator is logged in 

Main Success 
Scenario: 

1. The facilitator opens the social media window and clicks “Edit” 
2. The facilitatordeselects the “Run social media scheduler every…” 

checkbox 
3. The system stops the crawlers of all associated social media sites. 

Technically crawlers that are currently running terminate once 
they’ve finished their job, but the system doesn’t start any new 
crawler job. 

Alternative 
Scenarios: 

• In most cases the users will set the crawler up to stop its execution 
aligned with the campaign’s state, so when the campaign is closed 
the crawlers will stop as well 

Success End • The associated crawlers stop collecting data 
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Condition:  

Failed End 
Condition: 

• An error message is displayed 
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1.6.2.7.6 Use Case WP3-62:   Publish to social media window 

In order to push civic participation the facilitator/communicator wants to insert 

content (text) into social media. Example applications might be... 

• Posting general information regarding a topic on the municipality's Facebook 

page 

• Posting tweets for the decision maker 

• Publishing new ideas in order to collect feedback from the community 

• Requesting ideas from the community 

 

For convenience and in accordance with the concept of the single window to social 

media FUPOL provides a functionality to publish social media content to various sites 

in a uniform way so that the facilitator/communicator doesn't have to log in to all 

these sites and post his message there by hand. 

 

Note that obviously all existing social media sites allow the publishing of social media 

content, but the actual form and its limitations vary significantly (i.e. tweets on 

Twitter are limited to 140 characters while Facebook wall entries can be much 

longer). 

 

The implementation must consider the possibilities and the limitations of the social 

media sites that are part of the social media window that will be used for publishing. 

 

This use case has not been implemented yet (although we implemented 

questionnaires). 

 
WP3-62 Publish to social media window 

Description: The facilitator/communicator uses FUPOL for posting content on one or 
more than one social media sites. He enters the text one time, selects the 
social media targets and FUPOL handles the distribution to the sites. 

Originator: Rumm 
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Stakeholders: • communicator  
• facilitator 

Scope: Social Media Management 

Actors: • Communicator 
• Facilitator 

Trigger Type: Event triggered 

Trigger: The facilitator/communicator wants to post text messages on one or more 
social media sites 

Inputs: • The social media window 
• The message 

Preconditions: • The facilitator/communicator is logged in 

Main Success 
Scenario: 

Note that by using the generalized term "user" we refer to facilitators and 
communicators. 

1. The user opens a social media window of choice 
2. The facilitator clicks on the "publish to social media" button/link 
3. The system displays a list of social media targets that are part of 

the current social media window and that are enabled for 
publishing content. Note that not all social media will be usable for 
that purpose, especially not semi-structured or unstructured media 
(at least if no one writes a publishing module for that site). In 
general social media content publishing can only be performed on 
named social media targets (i.e. a user) 

4. The user selects the social media targets and enters the text. The 
system should provide a facility for shortening URLs (i.e. by using 
TinyURL or other URL shortening services). If the social media 
targets refer to social media sites with different 
limitations/capabilities (i.e. maximum content length) then the 
system displays textfields for each social media site. For example if 
the selected social media targets are a Twitter user and a 
Facebook user then the system will provide a form with two 
textfields: one for Twitter that limits the content length to 140 
characters and the other one for Facebook. 

5. The system validates the data. Note that the system must consider 
the features of all the selected social media targets (i.e. maximum 
text length) and set the validation rules to the least common 
denominator of the features. 

6. The user clicks the submit button 
7. The system asks the user if he really wants to post the message to 
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the sites. The system displays the message and a list of sites. 
8. Once the user selects "yes, I want" the system posts the message 

to the selected sites. 
9. If possible the system displays the results of the posting operations 

on a per-site basis so that the user can see if the message transfer 
was successful. 

Alternative 
Scenarios: 

None that is supported by the system. 

As an out-of-scope alternative the user could open the various social 
media sites and use their facilities for posting the content manually. 

Success End 
Condition: 

• The message is displayed on all selected social media sites 

Failed End 
Condition: 

• One or more social media targets don't display the message 

Note that it's not possible to roll-back this operation, so it's not that 
uncommon that only a subset of social media sites actually display the 
message. 

In that case the user must use the functions for content management that 
the various social media sites provide and resolve any inconsistencies 
manually. 
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1.6.2.7.7 Use Case WP3-296:   Manage social media accounts 

Social media accounts contain all the information that is required for accessing a 

social media site using a user-specific account. 

 

For structured social media sites like Facebook and Twitter, which will be accessed 

using some API, the user credentials usually contain some technical keys (secret, 

user id) and not the common username/password pair. In other words: each social 

media site requires its individual set of user credentials. 

 

Social media accounts are used for collecting content by the crawler and the number 

of requests per hour that the social media vendor grants is usually very limited. Once 

this limit is exceeded the account will be blocked for some time. Should this happen 

frequently then the account will be blacklisted and must be reopened by performing 

some manual action before it can be used again. 

This imposes the requirement that the system must be able to manage these scarce 

resources in an economic way. At least it must do everything possible to prevent a 

blacklisting (i.e. by counting the number of requests per hour and limiting their use 

in order to keep utilization within the limits that have been granted by the social 

media vendor. 

Please note that the rate limits are not a technical limitation, but a commercial one. 

They can be lifted (in incremental steps) by paying for the content. 

 
WP3-296 Manage social media accounts 

Description: A system administrator wants to manage (add/edit/check/delete) social 
media accounts in order to use them for crawling. 

Note that in order to realize the intended concepts that are behind this use 
case a clever mechanism for resource management (some kind of 'social 
media connection pooling') is required to prevent blacklisting of the social 
media accounts. 

Note further that managing those accounts is up to the client's system 
administrator and that there's no resource sharing between the clients. 
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Every client is responsible for managing his/her social media accounts. 

Originator: Rumm 

Stakeholders: • sysadmin 

Scope: Social Media Management 

Actors: • sysadmin 

Trigger Type: Event triggered 

Trigger: The system administrator wants to add/change/check/delete a social 
media account 

Inputs: • The social media site 
• The credentials of the social media account user (note that these 

are site-specific) 
o For Twitter: consumer key, consumer secret, access token 

key, access token secret 
o For Facebook: client id, secret id 
o For blogspot: Google API key 

Preconditions: • The system administrator has logged into the system 
• In case of creating a new social media account the sysadmin has 

successfully created the account on the social media site and 
he/she has all required user credentials ready 

Main Success 
Scenario: 

1. The sysadmin selects "Social Media Management" in the 
"Administration" menu 

2. The system lists all available social media accounts 

 
3. From there the sysadmin can ... 

a. Add a new social media account 
i. The sysadmin selects the social media site and clicks 

"Add" 
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ii. The sysadmin provides the account's credentials and 

clicks "Save" 
iii. The system saves the account's data. Note that the 

sysadmin can check the account's login status at 
any time (read as: before and after saving it) 

b. Update an existing social media account 
i. The sysadmin selects the relevant social media 

account and clicks "Edit"  
ii. The sysadmin changes that account's data and clicks 

"Save" 
iii. The system saves the account's data. Note that the 

sysadmin can check the account's login status at 
any time (read as: before and after saving it) 

c. Check a social media account's login status 
i. The sysadmin selects the relevant social media 

account and clicks "Check"  

 
ii. The system uses the credentials of the current social 

media account 
iii. logging into the social media site 
iv. The system displays the result of the login 

procedure  
d.  Check all social media accounts' login status 

i. Same as above, but all social media accounts are 
checked  

e. Delete a social media account 
i. The sysadmin selects the relevant social media 

account and clicks "Delete"  
ii. The system deletes the social media account after 

the user has granted the action in a confirmation 
dialog 
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Alternative 
Scenarios: 

None 

Success End 
Condition: 

• The social media account was added/updated/deleted or its login 
status was checked 

Failed End 
Condition: 

• The system displays an error message. 
• In case of a write operation the data is left unchanged. 

Note that it's possible to save an invalid social media account (invalid in 
the sense that it's not possible to log in using the credentials) and it's up 
to the sysadmin to check these credentials. 
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1.6.2.8 Operational Support 

Operational support is about keeping the FUPOL Core Platform up and running in a 

convenient and controllable way. The main stakeholder here are the administrative 

users (system operator) and - to a lesser extent - the system administrators and 

facilitators. 

 

Some of these functions support SEMAVIS in adopting to the user's actions. 

 

These use cases have not yet been implemented and their definition has not 

changed significantly since D3.1. 

 

1.6.2.8.1 Use Case WP3-347:   Read user activity journal 

User interaction with the FUPOL core system can be seen as a sequence of actions 

that describes what the user did. 

 

This can be interesting for understanding the development of some item, i.e. a 

campaign (but this function is primarily covered with the journal) and for 

understanding the intentions and the style of working of a specific user. 

The latter is a feature of SEMAVIS (developed by Fraunhofer IGD), our visualization 

tool. SEMAVIS is able to adopt it's GUI to the user's past activities. In order to enable 

this mechanism we have to trace the user's activities and expose them to SEMAVIS. 

WP3-347 Read user activity journal 

Description: The internal user reads the activity journal concerning a campaign. 

Security restrictions apply: 

• Facilitators can see all activities regarding their campaign (of all 
users)  

• Other campaign members can only see their own activity 

Note that we'll only trace user activities that are being performed under 
the umbrella of a campaign here. All other user activity is covered in detail 
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using the logging/journaling facilities. 

Originator: Rumm 

Stakeholders: • facilitator  
• users 

Scope: Operational Support 

Actors: • facilitator 
• sers 

Trigger Type: Event triggered 

Trigger: The facilitator, other users or the SEMAVIS tool want to read the user's 
activities. 

Inputs: Reading a campaign's activities by the facilitator:  

• The campaign 

Reading a user's activities by the user himself or by SEMAVIS: 

• The campaign 
• The user 

Preconditions: • The user is logged in 

Main Success 
Scenario: 

(Human) users: 

1. The user opens the campaign and clicks the "Activity log" link 
2. The system lists all activities that the user is granted to see 

including... 
o a timestamp 
o the user that performed the action  
o the action itself (text description) 
o (if possible) the actions result (success, failure, ...) 

SEMAVIS: 

1. SEMAVIS queries the FUPOL Core Platform 

Alternative 
Scenarios: 

None 

Note that logging/journaling provides comparable data but not in a 
normalized form 

Success End None 
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Condition: 

Failed End 
Condition: 

None 
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1.6.2.8.2 Use Case WP3-45:   Read system log-/trace-file 

The system operator's duty is to maintain a reliable and secure FUPOL Core Platform. 

As the system will be running in a cloud the system operator won't be able to 

physically interact with it so all operational actions must be done remotely. In order 

to enable the sysop to take decisions logging/journaling facilities have to be 

available. 

 

There are two ways of documenting the system's status during runtime: logging and 

tracing. In both cases the application is extended with function or method calls that 

write state information, but there is a difference in their usage: 

 

• Logging can cover business or technical aspects or any combination of both. 

• Business logs are normally prepared for end users, administrators or 

operators. They contain information on the business processes that are 

executed by the application. This kind of logging may also be related to 

auditing. 

• Technical logs contain information for operators or developers. These are used 

for error detection and system optimization. 

• Tracing is intended to provide debugging information for developers or 

support personnel. It is primarily used for error detection and analysis. 

(Source: (S. Robertson, 2011)) 

 

WP3-45 Read system log-/trace-file 

Description: In order to find the cause of an error, the sysadmin opens a shell and 
analyses the trace-/log-file. 

Originator: Rumm 

Stakeholders: • sysop 

Scope: Operational Support 

Actors: • sysop 
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Trigger Type: Event triggered 

Trigger: The system operator wants to read the system log, i.e. to retrace 
erroneous behaviour 

Inputs: Varying: 

• none (routine checks) 
• in some cases the sysop might be aware of the timestamp when 

the erroneous system behaviour was observed for the first time 
• in some cases the sysop might know some text to search in the 

log (i.e. an error message, an error code) 

Preconditions: • The sysop has file access over the network to the server that 
hosts the system log and can access the file using low level 
tools (i.e. tail) 

Main Success 
Scenario: 

1. The sysop opens a shell or any other file viewing tool 
2. The sysop scrolls through the lines of the tracefile/logfile or 

searches for a timestamp or string 

Alternative 
Scenarios: 

• System log/trace reading might be automated by using some 
system monitoring/alerting tool i.e. to detect error messages, 
stack traces etc. 

Success End 
Condition: 

• The sysop is able to read the system log/trace 

Failed End 
Condition: 

• The file is not accessible 
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Non-Functional Requirements 

Non-functional requirements are the main drivers of the system’s architecture. 

 

Note that we didn’t find actual requirements for many non-functional aspects of 

FUPOL in D3.1. This is understandable given the project’s nature: No stakeholder has 

any experience with the intended product and there are no similar products 

available. It’s difficult to imagine functionality and even more difficult to constrain it 

using non-functional requirements. However, during the first two years there were 

some non-functional requirements mentioned by the pilot cities, especially related to 

operations and language support. 

 

For completeness we left many chapters here unmodified, just stating that we were 

unable to find requirements for that aspect. Once they’re known we’ll add them new 

revisions of this document. 
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1.7 Look and Feel Requirements 

1.7.1 Appearance Requirements 

This section contains requirements relating to the spirit of the product. 

 

In order to integrate well into the municipality's systems from a user experience 

point of view and to support familiarization with the FUPOL platform the look&feel 

should reflect the client's corporate identity. 

 

The pilot cities requested that the parts of the system that are visible to the public 

should be left free of any “FUPOL branding” in the user interface, are they’ll be 

integrated into the municipalities’ web pages. Having a neutral styling supports this. 

 
WP3-325 The web client must be customizable to the (city) client's corporate 

identity 

Description: The web client that is seen from the municipality's employees must be 
customizable to some extent. 

Originator: Rumm 

Stakeholders: • sysop 

Fit Criterion: • The minimum requirement is that the client's logo is shown in 
the header section. 

• The logo must be uploadable by the system operator. It's not 
sufficient to have it "hard wired" into the application. 
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1.7.2 Style Requirements 

In order to be able to maintain the look&feel and to adopt it to various (future) 

platforms the styling must be declarative. As we'll provide a web based user interface 

cascading stylesheets (CSS) are the way to go. 

 

This requirement doesn't only define the necessity to use a CSS, but although the 

requirements regarding the CSS's content. 

 

Note that we might have to support client-specific styling late (custom styling per 

client; logo, ...) 

 

WP3-74 The look&feel must be controllable using a stylesheet 

Description: The styling of the elements of the web-based user interface must be 
defined using a cascading stylesheet (CSS). 

For detailed requirements regarding the styling see the fit criteria. 

Originator: Rumm 

Stakeholders: • Users 

Fit Criterion: • There's a css file that defines all appearance attributes 
• The layout grows to the actual screen size (no fixed width) The 

style supports a 2-column layout with a sidebar to the left The 
style supports drop-down menus 

• The style supports internationalization (i.e. support for 
Mandarin) 

• The colors from the FUPOL website are used (see attachment 
and  http://www.fupol.eu/): 

o background: #ffffff (white) 
o #229bd4 (light blue) 
o #124594 (dark blue) 
o #fcc000 (yellow/orange) 
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Below is an illustration of the FUPOL colors and a sample screenshot of the FUPOL 

homepage: 

 

Below is a screenshot of the current implementation (client for internal users): 
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The original styling can still be seen on FUPOL’s web page: 

 

 

It should be clear to the user which fields in a form require data and which can be 

left blank. 

 
WP3-219 Labels of mandatory fields must be bold 

Description: Labels of mandatory fields must be bold to identify them as being 
mandatory. 

 

Originator: Alexander Kamenicky 

Stakeholders: • sysadmin  
• sysop  
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• users 

Fit Criterion: • Label is bold 

 

In order to get a consistent look & feel a basic template must be used on all pages 

whenever possible. 

 
WP3-221 Subpage layout and message handling 

Description: Following are general guidelines regarding the L&F of all pages: 

• every sub page must have a title 
• (error) messages are displayed on top of the sub page (below 

the title) 
o confirmation messages must be displayed in green 

colour  
o error messages are displayed in red 
o mandatory instructions are blue  

• webform buttons are  
o left aligned 
o confirmation buttons are on the left side 
o cancellation buttons (such as cancel or back) are on the 

right side of the confirmation button 

 



   

 
 

 
 

Deliverable D3.6          220 

Originator: Alexander Kamenicky 

Stakeholders: • users 

Fit Criterion: • a title is being displayed on every page 
• in case of error/mandatory instructions/confirmation messages 

are displayed on top of the page (below the title) 
• the buttons are in the right order 
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1.8 Usability and Humanity Requirements 

This section is concerned with requirements that make the product usable and 

ergonomically acceptable to its hands-on users. 

1.8.1 Ease of Use Requirements 

FUPOL is about civic participation and policy making. The eCitizen shall be brought 

into the policy making process. 

 

In order to achieve this the system must be usable by the "average" eCitizen. Read 

this as: by as many eCitizens as possible. 

 

While it's not feasible that all citizens will be able to use the FUPOL system (i.e. those 

that can't access web based services) we must support all eCitizens. This includes 

disabled and elderly eCitizens with special requirements. 

 

WP3-348 The system must be usable for people with visual impairment 

Description: The user interface must scale (i.e. for users that have to increase the 
typeface for better readability). 

Originator: Rumm 

Stakeholders: • decisionmaker  
• eCitizen  
• facilitator 

Fit Criterion: • The user interface's typo size can be increased without rendering 
the application to be useless 

 

In order to get a consistent look & feel and to support learnability the system must 

provide a consistent and well-known workflow pattern.  
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This pattern must be reused whenever possible: 

 

 

 

1.8.2 Personalization and Internationalization Requirements 

This section describes the way in which the product can be altered or configured to 

take into account the user's personal preferences or choice of language. 

 

Note that the visualization tool SEMAVIS supports user behaviour adoption (see 

"operational support"). 
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In order to achieve a high level of acceptance the user interface must be available in 

all languages used by our partner cities for administration and in the major European 

languages. 

 

Until now we’ve only implemented an English version of the user interface with the 

exception of those parts that are visible to the eCitizen (questionnaire, opinion maps) 

where we implemented a Chinese version (as many citizens from Yantai can’t read 

English text).  
 
WP3-15 Multilingual User Interface 

Description: The user interface must support the following languages (we did not yet 
decide on the languages for Skopje): 

• (British) English 
• German  
• Croatian  
• French  
• Greek  
• Mandarin 

The user's language settings will be set upon registration to the best 
available language based on the user's browser settings. If the user's 
browser language is different from all of the above listed languages then 
English will be set as the default. 

A user must be able to change the language settings in his/her profile. 

This requirement extends to all modules and components including 3rd 
party software that are accessible by users (facilitator, eCitizen,...), but 
not necesarily to system operators. For those parts of the system that 
are only accessible by system operators an English locale is sufficient. 

Opposite to all other text error messages/log entries/journal entries must 
be displayed in English. 

Originator: Peter Sonntagbauer 

Stakeholders: • users 

Fit Criterion: Phase 1: 

• All static text that is displayed by the application (i.e. widgets, 
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labels, ...) is bundled in a single text file (or a collection of text 
files) per language. There are no user visible static texts in the 
source code. 

• The resource bundle for the english language is available. 

Phase 2: 

• The user can change his/her language settings in the profile. The 
changes are made permanent until the next change happens. 

• All displayed text is being displayed in the user's language 
• User interaction is possible in the user's language (i.e. text can be 

edited in Mandarin) 

 

1.8.3 Learning Requirements 

There are no specific learning requirements but in general especially those parts of 

the FUPOL Core Platform that are exposed to the eCitizens must be easy to 

understand and easy to learn. 

 

Training will be handled by WP8. A user manual (both for system administration and 

for the end users) is available. 

 

1.8.4 Understanding and Politeness Requirements 

There are no specific understanding and politeness requirements. 

 

1.8.5 Accessibility Requirements 

No requirements were identified. As this is a research project we take the liberty to 

omit accessibility requirements and postpone them to the industry for exploitation. 
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1.9 Performance Requirements 

1.9.1 Speed and Latency Requirements 

There are no specific speed and latency requirements. 

 

As a side-note the only performance-problems worth mentioning that we had until 

now were related to … 

• Content crawling (especially for interactive search) and boilerplate code 

elimination (reader for generic web pages) 

• Everything that is related to RDF and SparQL (including the RDF store) 

 

1.9.2 Safety-Critical Requirements 

There are no specific safety-critical requirements. 

 

1.9.3 Precision or Accuracy Requirements 

There are no specific precision or accuracy requirements. 

 

1.9.4 Reliability and Availability Requirements 

In order to support global and smooth operations the system must be available 

around the clock. On the other hand most services in FUPOL are not mission-critical. 

Even better: the data collecting can handle times of downtime as the users usually 

interact with high-availability social media systems like Twitter and Facebook. FUPOL 

will be able to catch up with their data once it's up and running again. 

 

Briefly said: we need 24x7, but the target KPI for availability is only at 99%. 

WP3-70 The system must be availble 24x7 at 99% 
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Description: The system must be available to the users 24 hours per day. 

The overall availability must not be below 99%. This means that the 
system may have an accumulated downtime of 3.65 days/year. 

Availability is defined here as the time that the system is available to its 
users without defects of class 1 (as defined by ISTQB). Defects of class 1 
prevent the user from working with the system (there's no workaround 
available). Note that planned downtimes don't count up to the availability, 
meaning that the system must not be unavailable to its users for more 
than 3.65 unplanned days per year. 

The mean time to repair must not be greater than 6 hours. 

Planned downtimes can occur i.e during times of system upgrades. 

Originator: Rumm 

Stakeholders: • sysop  
• user 

Fit Criterion: • the system is available 24x7 with the following exceptions 
o the system may be unavailable without prior information for 

up to 3.65 days/year (unplanned unavailability, 99%) 
o the system may be unavailable with prior information for an 

unlimited time (planned unavailability) 
• the MTTR is below 6 hours 

 

1.9.5 Robustness or Fault-Tolerance Requirements 

There are no specific robustness or fault-tolerance requirements. 

 

1.9.6 Capacity Requirements 

There are no specific capacity requirements. 

 

With the experience of the first two years of development we can assume now that 

the requirements regarding capacity are relevant to media data only. Depending on 

the number of social media targets to crawl the volumes can increase fast (especially 

with spoken language from tv/radio). 
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Technically there’s the problem that RDF by itself is a very inefficient way of storing 

information (with regard to space requirements). 

 

1.9.7 Scalability or Extensibility Requirements 

FUPOL will be provided as a cloud based service to its clients. In order to be able to 

adress all possible clients the system has to be able to perform at conditions that go 

beyond the pilot scenarios. 

 

Therefore minimum capacity requirements have to be defined. Note that this affects 

especially the social media management. 
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WP3-79 Scalability 

Description: In order to enable piloting beyond the current pilot cities the social media 
management must be scalable to fit the requirements of larger cities. 

Originator: Peter Sonntagbauer 

Stakeholders: • Sysop 

Fit Criterion: Number of messages to be 
processed per day 

up to 10.000 

Number of e-citizens up to 5 Million 

Number of social media channels up to 500 

Number of concurrent users in city 
admin 

up to 500 

 

 

In order to reduce operational cost FUPOL will be delivered as a web based 

application that is hosted in a cloud. Thus local installations will be avoided if 

possible. The server-side parts of FUPOL will be executed inside the cloud and - 

technically - be shared amongst all clients and their users. This is of course only 

possible if the privacy and data protection requirements of the various clients are 

met. 

As already mentioned FUPOL must although support private cloud deployments (for 

data protection reasons) 

 

WP3-33 The system must be able to serve multiple clients at the same time 

Description: The cloud-based server-side parts of FUPOL must be implemented in a 
way that restricts the client to his data only. It must not be possible that 
one client is able to see another client's application data of any kind. So 
for a client the system looks like as if it's his dedicated installation and he's 
the only client on the system. 

Note that - besides the multi-client-capability that this requirement 
adresses - the system must be able to serve multiple users of a client at 
the same time. 

Note further that there will be some technical data that is shared between 
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clients. This data is necessary to configure the cloud service (i.e. database 
connections) and to run the system. This kind of data is explicitly excluded 
from this requirement. 

A private cloud setup must be possible as well. 

Originator: Peter Sonntagbauer 

Stakeholders: • operator 

Fit Criterion: • The master system administrator is able to add/remove/inactivate 
clients to/from the system 

• A client is able to see his own data only (i.e. GIS data, statistical 
data, knowledge base entries, campaigns, ...). It's not possible to 
access another client's data. 

 

1.9.8 Longevity Requirements 

There are no longevity requirements. 
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1.10 Operational and Environmental Requirements 

1.10.1 Expected Physical Environment 

There are no specific requirements on the expected physical environment. 

 

We expect that all users use the core platform in an office building or on a 

notebook/tablet PC. However we don't plan for a tailored tablet version of the 

software. 

 

Our new pilot in Kenya (Mtwapa slum) is the first one that defines more specific 

requirements on this. Although people will still use FUPOL on standard PCs most of 

them will do this in internet cafes or with notebooks (using mobile data cards), so 

the average user there is not sitting in an office. 

 

1.10.2 Requirements for Interfacing with Adjacent Systems 

FUPOL is a research programme and its technical implementation will be that of a 

medium-sized distributed enterprise application. Thus integration issues will have a 

major influence on its architecture (see deliverable D3.2). 

 

The nature of a research project requires that we need to change the scope 

frequently and in an agile way. As the system's overall footprint is significant we 

need to find an architecture that allows us to change the number of modules and 

how they interact without a total redesign. While it's impossible to achieve this under 

all thinkable circumstances the architecture must consider this fact. 

 
WP3-349 The system's architecture must support the adding/removing of modules 

without a complete redesign 

Description: The system must be designed in a way that supports the addition and 
removal of modules without a major redesign. 
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Originator: Rumm 

Stakeholders: • sysop 

Fit Criterion: • The modules are coupled in a lightweight way 
• Communication is performed using a central component (message 

oriented middleware or enterprise service bus or something 
similiar). 

• Modules don't interact directly with each other. 
• Communication must be performed using non-proprietary 

standards that are independent of the module's implementation 
(no direct calls, no linking, ...) 

 

An example of such an architecture can be seen in the following diagram (taken from 

D3.2): 
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The following diagram provides an overview of the major (logical) dataflows between 

the core platform and the surrounding systems/modules: 

 

 

FUPOL is a tool-box system and not based on predefined workflows. In order to 

combine the FUPOL tools in a way that is appropriate for the specific problem the 

system must be able to efficiently use the same data in various tools and hand over 

output data from one tool as input data to another one. 

 

This requires a common standard for data storage and data exchange. It's obvious 

that sticking to well-established industry-standards is a viable risk mitigation 

strategy. 
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WP3-326 Internal social media data exchange must be based on semantic web 
technology 

Description: In order to be able to exchange social media data between the various 
FUPOL tools semantic web standards must be used for data representation 
and data retrieval. 

These standards are: 

• RDF for representing social media data (using the FUPOL ontology)  
• SparQL for retrieving social media data (query language) 

The tools that will use these semantic web standards are:  

• Summarization (topic extraction, sentiment analysis, ...) 
• Visualization 
• (perhaps) Simulators 

Originator: Peter Sonntagbauer 

Stakeholders: • Facilitator 

Fit Criterion: • Social media data can be queried from the core platform by the 
summarization, visualization and simulation tools 

• The query language used is SparQL 
• The data is being represented in RDF triples using the FUPOL 

ontology 

 

FUPOL uses geographical data in several tools 

• Simulator 

• Summarization (i.e. to analyze social relations using georeferences) 

• Visualization (i.e. for drawing maps) 

• Core platform (i.e. for georeferencing social media content) 

 

As we use off-the-shelf components for handling GIS data (i.e. GIS server, map 

viewer,...) it's quite obvious that the exchange of geographical data between the 

FUPOL tools should be implemented following some well-established technologies 

that are available in these off-the-shelf GIS tools. Otherwise we'd have to write 

proxies to translate between our internal proprietary protocols and these tools. 
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WP3-327 Geographical data exchange must be based on well-established GIS 
technologies (WFS/WMS/WFS-T) 

Description: For exchanging geographical data well-established technologies and 
protocols must be used. 

These are: 

• WFS (web feature service) for retrieving/representing geographical 
data in vector format  

• WMS (web map service) for retrieving/representing geographical 
data in raster format  

• WFS-T for persisting geographical data on the GIS server 

Originator: Hakan Kagitcioglu 

Stakeholders: • domainexpert  
• facilitator 

Fit Criterion: • WFS/WMS is used for accessing geographical data by the 
simulators, the visualization tool and the summarization tool 

• WFS-T is used for storing geographical data. This is mainly a 
requirement for the simulators, as part of their results will be maps 
showing snapshots of the anticipated future. 

 

The following table summarizes the data flows between the FUPOL modules and the 

requirements regarding data representation and communication: 

 

Visualization (SEMAVIS) 

Data 
Flow 

Content Data 
Representation 

Protocol Remarks 

Out Social media data: 
 
• demographic data 
• social relations 

postings/tweets 
topics 

RDF SparQL The interface will 
provide the whole 
social media data in 
RDF triples. It's up to 
the visualization 
module to select the 
appropriate data for 
visualization. 
Due to the large 
volumes of data lazy 
loading will be 
required. 
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Out Geographical data: 
 
• map layers as 

vector/raster data 
• georeferenced 

statistical data 

Map features 
 
Statistical data 
as attributes on 
map features 
(vector data) or 
as grid cells 
(raster data) 

WFS (vector 
data) 
WMS (raster 
data) 

Most statistical data 
can be georeferenced 
(i.e. linked to a NUTS 
region). In the case 
of vector data the 
statistical data will be 
added as properties 
to the map features 
(shapes). In the case 
of raster data the 
statistical data is the 
cell's value. 
 
Note that there are 
other means of 
accessing statistical 
data, too. 

Out Statistical data 
 
• Eurostat data other 

data 

RDF (Data Cube 
vocabulary) 

Some web 
service 
 
SparQL 

SparQL can be used 
to fetch statistical 
data and media data 
in the same query 

1) as seen from the core platform (out = data is flowing from the core platform to 

the neighbor system) 

 

Summarization 

Data 
Flow 

Content Data 
Representation 

Protocol Remarks 

Out Social media data: 
 
• demographic data 
• social relations 

postings/tweets 
topics 

RDF SparQL The interface will 
provide the whole 
social media data in 
RDF triples. It's up to 
the summarization 
module to select the 
appropriate data for 
visualization. 

In Social media data: 
 
• topics 
• summaries 

RDF SparQL The Summarization 
tool will enhance the 
crawled social media 
data (i.e. extract 
topics from a set of 
postings) 
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The current implementation of the HTS module (hot topic sensing) uses REST 

services with JSON encoded data. The reason for this is that the workflow between 

the FUPOL Core Platform and the HTS module is now more complex than anticipated 

in D3.1: 
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Simulator 

Data 
Flow 

Content Data 
Representation 

Protocol Remarks 

Out Geographical data: 
 
• map layers as 

vector/raster data 
• georeferenced 

statistical data 

Map features 
 
Statistical data 
as attributes on 
map features 
(vector data) or 
as grid cells 
(raster data) 

WFS (vector 
data) 
 
WMS (raster 
data) 

Most statistical data 
can be georeferenced 
(i.e. linked to a NUTS 
region). In the case 
of vector data the 
statistical data will be 
added as properties 
to the map features 
(shapes). In the case 
of raster data the 
statistical data is the 
cell's value. 
 
Note that there are 
other means of 
accessing statistical 
data, too. 

Out Statistical data 
 
• Eurostat data 
• other data 

RDF SparQL  

In Geographical data: 
 
• map layers as 

vector/raster data 
representing a 
snapshot of the 
simulation result  

• georeferenced 
statistical data 

Map features 
 
Statistical data 
as attributes on 
map features 
(vector data) or 
as grid cells 
(raster data) 

WFS (vector 
data) 
 
WMS (raster 
data) 

The simulator will 
generate huge 
amounts of data. 
Most of this is of no 
interest to the casual 
user and will thus 
stay within the 
simulation tool. 
 
However the core 
platform will take 
over simulation 
results that can be 
used for 
visualization. In most 
cases this will be 
map layers or vectors 
of map 
layers containing the 
simulation object's 
anticipated state at a 
given point of time 
(usually in the 
future). 
 
For example consider 
a land use simulation: 
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1.10.3 Productization Requirements 

As this is a research project there are no specific productization requirements. 

 

An exploitation of the results including productization is planned for the late stages of 

this project, but it’s impossible to provide any informationthat would be more specific 

than that already listed in the Description of Work and in the Grant Agreement. 

1.10.4 Release Requirements 

There are no specific release requirements. 

 

Some additional info on how releases are planned can be found in deliverable D3.2. 
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1.11 Maintainability and Support Requirements 

1.11.1 Maintenance Requirements 

There are no specific maintenance requirements. 

 

1.11.2 Supportability Requirements 

In order to understand the system's behaviour on a technical level trace-files are 

required by the system operator. The reason for reading them might be... 

• a system malfunction has occured and the system operator has to find the 

exact point of time when this happened 

• the system produces wrong results and the developers must be able to 

reproduce the data flow through the system 

• a hacker tried to breach the system's security mechanisms and the system 

operator must understand what he did 

 
WP3-71 The system must generate trace-files in order to support technical root 

cause analysis by the system operator 

Description: The system must generate trace-files so that the system operator and 
the developers can understand the system's past behaviour. 

Originator: Rumm 

Stakeholders: developers sysop 

Fit Criterion: • The system generates trace-files 
• The trace files can be read with system tools on a Linux platform 

(i.e. tail, grep) 
• The system operator/developer can change the log level per 

module without recompiling/redeploying the application 
• The trace files contains at least... a.  a timestamp in local time 
• The debug output as text (UTF-8) 

Note that it's not necessary to be able to apply the changes to the 
tracing configuration at runtime with immediate effect. It's ok to restart 
the application afterwards. 
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1.11.3 Adaptability Requirements 

There are no specific adaptability requirements. 
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1.12 Security Requirements 

Deliverable D2.1, chapter 4.7 "Security" provides an overview of the security threats 

and the related risks that must be considered in the FUPOL system. 

1.12.1 Access Requirements 

There are no access requirements besides those that have been outlined in the 

access management: 

 

Key Summary Component 

WP3-57  Log in as an internal user  Access Management  

WP3-58  Log out as an internal user  Access Management  

WP3-335  Log out as an external user  Access Management  

WP3-336  Log in as an external user  Access Management  

 

To get access to the system or parts of it (modules), the system must provide a 

central authorization/authentication mechanism. At least it would be nice if the user 

doesn't have to maintain more than one personal account for using FUPOL. 

 

So what we want is a central account repository that can be used by the various 

FUPOL modules (i.e. by the core platform, the feedback community platform, the 

simulators, ...). 

 

WP3-41 The system should provide a centralized security mechanism 

Description: The system should be designed in a way that allows all FUPOL modules to 
access a centralized mechanism that provides security services (credential 
management, login/password validation, login/password check agains the 
credentials, ...). 

This would provide several benefits: 

• Single sign on could be implemented later 
• Reuse of functionality 
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• Convenience for the user and the system administrator 
• 4.  Improved security (better testing, less points of attack) 

Originator: Rumm 

Stakeholders: • user 

Fit Criterion: 1. There's only one repository that is used by all FUPOL modules that 
require user authentication 

2. All FUPOL modules that require authentication and that provide a 
GUI for account management use the central security service 

3. 3.  optional: all FUPOL modules use the central authorization 
mechanism 

 

Note that access control is based on a role-based security scheme as outlined in the 

use cases of the account management: 

Key Summary Component 

WP3-35  Activate account  Account Management  

WP3-36  Create User Account  Account Management  

WP3-37  Lock User Account  Account Management  

WP3-38  Unlock User Account  Account Management  

WP3-39  Edit User Account  Account Management  

WP3-40  Delete User Account  Account Management  

WP3-42  Reset Password  Account Management  

WP3-43  Change password  Account Management  

WP3-44  Create/edit/lock/unlock/delete system 
administrator account  

Account Management  

 

1.12.2 Integrity Requirements 

In order to prevent anyone to exploit stolen user credentials (including passwords) 

all passwords must be stored in an encrypted form. It can happen that i.e. unhappy 

engineering staff tries to get hold on user credentials in order to harm the company 

or external hackers succeed in collecting this data. This requirement signigicantly 
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reduces the value of stolen user credentials, as it's not that easy to decrypt the 

passwords. 

 

State-of-the-art cryptography must be used to enforce major efforts should someone 

try to decrypt them. 

 

WP3-56 The system must store passwords in an encrypted form 

Description: The system must encrypt all passwords and persist only the encrypted 
form.  

Furthermore state-of-the-art encryption algorithms performing one-way-
hash-functions must be used to encrypt the passwords. 

Originator: Rumm 

Stakeholders: • sysop 

Fit Criterion: 1. No characters or at most the latest typed character are displayed 
on the screen while inserting a password 

2. The password is stored as a one-way-hash of the password string 
3. 3.  Strong encryption is used to generate the one-way-hash 

 

1.12.3 Privacy Requirements 

Privacy is a major issue in all systems that process personal data, even more in all 

domains related to policy making. 

 

Restrictions originate from... 

• data protection laws 

• cultural and political expectations 

 

In order to build up trust and to achieve a high degree of acceptance the FUPOL 

platform must meet these expectations. 
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In deliverable D2.1 "FUPOL Guidelines on Policy for Cities and Municipalities" a 

chapter about legal and ethical issues has been included (4.3 "Legal Ethical Issues 

and Privacy"). This chapter describes the relevant EU directives and their 

implications. 

 
WP3-80 The eCitizen's data must be anonymized 

Description: The main requirement in the FUPOL context is the generation of 
anonymous data for further analysis. Data concerning the individual 
person (name..) needs to be removed before the data are stored in the 
FUPOL database for analysis. Only statistical data (age, sex, location) 
should be kept. 

The direct dialogue is excluded from the above mentioned rule. This 
means, if an e-citizens posts something, which requires a reply from the 
city administration the individual data of the e-citizens need to be kept for 
reference purpose. 

Originator: Peter Sonntagbauer 

Stakeholders: • user 

Fit Criterion: 1. All persisted personal data is anonymized, meaning that... 
a. the username is not stored 
b. the person's real name is not stored 
c. the person's profile picture is not stored 
d. instead of the username a one-way-hash is stored so that 

it's possible to link forward (i.e. Facebook -> FUPOL), but 
not backwards (i.e. FUPOL -> Facebook). This allows 
FUPOL to unambiguously distinguish between users without 
breaking privacy. 

Note that this only applies to the eCitizen. 

 
 

1.12.4 Audit Requirements 

There are no specific audit requirements. 
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1.12.5 Immunity Requirements 

There are no specific immunity requirements. 



   

 
 

 
 

Deliverable D3.6          246 

1.13 Cultural and Political Requirements 

1.13.1 Cultural Requirements 

There are no specific cultural requirements, at least none the we know of. 

1.13.2 Political Requirements 

There are no specific political requirements that affect the product, however there 

are some political requirements influencing the project (see the FP7 principles for 

that). 

The influences of the NSA leaks could be seen as a trigger of future political 

requirements, but we’re not yet aware of them. 
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1.14 Legal Requirements 

1.14.1 Compliance Requirements 

There are no specific compliance requirements. Note that the obvious privacy 

concerns are handled in requirement WP3-80 ("the eCitizen's data must be 

anonymized"). 

 

1.14.2 Standards Requirements 

There are no specific standards requirements. 
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Project Issues 
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1.15 Open Issues 

Issues that have been raised and do not yet have a conclusion.  

Currently the following issues are known: 
 

Issue Description 

Availability of social 
media data in all pilot 
cities 

The availability of social media data varies between 
cities and topics. 
Even if we’re unable to fetch enough content for a city 
it’s sometimes very difficult to fetch enough content for 
a very local issue (i.e. a school in some district). 

Accuracy of the social 
media analysis 
algorithms 

The accuracy of the algorithms was not very promising 
in the project’s early stages (LDA), but WP6 
experimented with other HTS approaches that 
produced much better results. These will be integrated 
soon. 

Acceptance 
of the FUPOL platform 
by the eCitizens 

European citizens are generally concerned about 
privacy and data protection. Other EC funded research 
projects like INDECT (that has a totally different focus 
and a different impact on privacy) are currently facing 
stiff opposition. Although it's unlikely that FUPOL has 
the potential to generate such opposition we have to 
take care. Some requirements (like the anonymization 
of social media data) are targetted on that. 

Future developments in 
social media 

Social media is a very dynamic field of technology. 
Today's big players like Twitter and Facebook can 
decline in their importance throughout the project's 
timeframe. It might be necessary to switch over to 
other plarforms, binding valuable resources. 
This might happen if nations start launching their own 
social media sites as a consequence of the NSA leaks. 

Availability of 
INSPIRE data 

INSPIRE is a standard for GIS data, mainly driven by 
the EC. Interviews with the pilot cities and experts have 
shown that the acceptance of INSPIRE is driven by law, 
but there are many people that are not convinced of 
this standard. 
 
The good thing is that the EU members must 
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implement INSPIRE and thus we will get data; the 
downside is that the data won't be the (usually more 
accurate) primary data but always something derived 
from that. 

Scalability of the RDF 
store on the final cloud 
based solution 

Our experience with RDF stores is mixed. While they’re 
usable in commercial environments (stability, support, 
…) they’re not near to traditional relational database 
systems (i.e. Oracle) when it comes to performance, 
documentation, scalability, driver quality etc. 
In many cases using these RDF stores is working in a 
trial and error mode. For example we had serious 
trouble with Virtuoso’s database driver (memory leaks, 
…). 
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1.16 Off-the-Shelf Solutions 

1.16.1 Ready-Made Products 

There are some FP7 projects currently under development (some are even 

completed) that have some functional overlappings.  

These are... 

• Cockpit 

• WeGov 

• Positive Spaces  

• Padgets  

• IMPACT  

• OCOPOMO  

• UrbanSim  

• APPSIM  

• UrbanAPI 

 

Social Media Tools 

We took a closer look at WeGov's implementation, as this project is currently in its 

final stage and the user interface looks promising. However there are some 

differences that limit the reusability of their components: 

• WeGov uses a different GUI technology (framework) 

• The backend functions and technologies of FUPOL and WeGov are different 

• The usage of social media data is different 

 

Finally we decided not to use it, as there are alternatives available that are better 

supported and in more widespread use (i.e. Spring Social). 

 

There are many social media monitoring applications available on the open source 

and commercial market, but none of them is targeted specifically at municipalities 

and policy making. Most of them seem to support marketing activities. Take a look at 
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SOMEMO (http://www.somemo.at/) for a comprehensive overview of all available 

tools including a sophisticated evaluation framework. 

 

The following links provide an assessment of social media monitoring tools ((c) by 

Helene Fritzsche, SOMEMO) 

 

• anetomy | NetLens 

• AT Internet | BuzzWatcher Attensity | 360 + Analyze Augure | Imente 

• B.I.G. | Screen / Connect bc.lab monitor 

• Beevolve 

• Brandwatch 

• buzzcapture | Brand Monitor 

• BuzzNumbers 

• BuzzRank 

• Cogia Intelligence | Web2.0 Observer 

• Cognita | blueReport datenwerk | Opinion Tracker Engagor 

• ethority | gridmaster 

• Google Alerts 

• IBM | Cognos Consumer Insight 

• Infopaq | (Radian6) 

• IPM United | 360° Monitor 

• Landau Media | Social Media Monitoring 

• Management Monitor | Webscanner Marketwire (Sysomos) | Heartbeat 

mBLAST | mPACT Pro MediaMetrics | socialMeme Meltwater | Meltwater Buzz 

• MeMo News net-clipping 

• Netbreeze | ComMonitor 

• news aktuell | na•media sonar Onalytica | InfluenceMonitor Pressrelations | 

NewsRadar Rankur 

• Rapid-I | RapidSentilyzer + RapidDoc 

• SDL | SM2 (Alterian) Sensemetric 
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• Social Figures | BrandCare socialmention 

• Synthesio | Monitoring Dashboards 

• Toocan 

• Trendiction | Talkwalker 

• UKNetMonitor 

• Valuescope | Web Analyzer Webbosaurus | Webboboard webLyzard 

• YouScan 

 

Knowledge Base 

There are many knowledge base products available on the market, some even open 

sourced. It's still under question if we can find an off-the-shelf solution for this. 

 

One example of such knowledge base is KnowledgeTree (see  

https://www.knowledgetree.com/). There's an older open source version available, 

too. 

 

GIS Server, GIS Tools 

There are many off-the-shelf GIS solutions available and most of our pilot cities use 

them regularly. ARCgis from ESRI seems to be the market leader. For economic 

reasons we'll use open source solutions here, too. GeoServer seems to be a well-

accepted solution. Unfortunately the free client-side GIS tools lack the features and 

possibilities that commercial tools like ARCgis provide. 

 

Database 

There are many free database systems available that are sufficient for our needs. 

Postgres with the PostGIS extension is a viable candidate that we use right now. 

 

Semantic Web Technologies 

Regarding data exchange, data storage and data analysis FUPOL will use semantic 

web technologies. We use JENA, Virtuoso and the FUPOL ontology. 
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1.16.2 Reusable Components 

Unless listed in the previous chapter we don't plan to integrate other 3rd party 

components in the FUPOL Core Platform. 

1.16.3 Products That Can Be Copied 

Especially social media monitoring tools implement some functionality that could be 

of use for the municipalities. Most of the time this is basic functionality like topic 

extraction etc. that must be provided anyway. 
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1.17 New Problems 

1.17.1 Effects on the Current Environment 

As we implement a new product there are no effects on existing solutions. However 

we hope to generate a significant effect on policy making and civic participation ! 

Feedback from potential customers is very positive. 

 

1.17.2 Effects on the Installed Systems 

As this is a new product there are no effects on installed systems. 

 

We use many public interfaces (social media APIs, eurostat, ...) but our activities 

won't affect them. 

 

1.17.3 Potential User Problems 

Besides the privacy and data protection issues that we have to adress there are no 

potential user problems that we anticipated or that we faced in the forst two years of 

the project. 

 

1.17.4 Limitations in the anticipated Implementation Environment that 
may inhibit the new Product 

As the FUPOL core platform will be hosted in a cloud there are no limitations that we 

could identify. 

However the performance of today’s RDF stores is limiting (if we process huge 

volumes of data). 

 

1.17.5 Follow-Up Problems 

Currently we don't expect any scalability issues with the FUPOL core platform except 

for the RDF store, but there might be issues with the integrated modules that are 
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part of the FUPOL system but outside of the core platform. The decision to go into 

the cloud will help us in bringing in additional resources on demand. 

 

An issue are the limitations that social media vendors impose on the usage of their 

APIs. Requests per hour are usually limited and we already faced shortages here. 

 

There might be ongoing integration problems as the system is distributed and 

integrates various technologies, platforms and modules. 
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1.18 Migration to the new Product 

As we'll deliver something new there is no existing product. So this chapter is not 

applicable, but there are still some issues that must be considered fort he pilot cities. 

 

1.18.1 Requirements for Migration to the New Product 

No requirements could be identified. 

 

1.18.2 Data That Has to Be Modified or Translated for the New System 

No requirements could be identified. 

 

However the pilot cities will have to provide GIS data in order to use the system. We 

decided to go with INSPIRE 

and not all required data might be available in time which would limit our possibilities 

(especially for simulation). INSPIRE defines the following data structures: 

 

Annex I Annex II Annex III 

1. Coordinate reference 

systems 

2. Geographical grid 

systems 

3. Geographical names 

4. Administrative units 

5. Addresses 

6. Cadastral parcels 

7. Transport networks 

8. Hydrography 

9. Protected sites 

1. Elevation 

2. Land cover 

3. Orthoimagery 

4. Geology 

1. Statistical units 

2. Buildings 

3. Soil 

4. Land use 

5. Human health and safety 

6. Utility and governmental 

services 

7. Environmental monitoring 

Facilities 

8. Production and industrial 

facilities 

9. Agricultural and aquaculture 

facilities 

10. Population distribution and 
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demography 

11. Area 

management/restriction/regul

ation zones & reporting units 

12. Natural risk zones 

13. Atmospheric conditions 

14. Meteorological geographical 

features 

15. Oceanographic geographical 

features 

16. Sea regions 

17. Bio-geographical regions 

18. Habitats and biotopes 

19. Species distribution 

20. Energy Resources 

21. Mineral Resources 



   

 
 

 
 

Deliverable D3.6          259 

1.19 Risks 

A comprehensive risk register covering the whole FUPOL project can be found in 

Sharepoint (WP1 > Management > Risk Register).  
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1.20 Costs 

Costs and dates are fixed. See the project documentation (WP1 and the Grant 

Agreement) for details on that. During the project we estimate size (peer estimation 

based on story points), measure productivity (velocity; story points per sprint) and 

extrapolate individual release dates and their functions. 
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1.21 User Documentation and Training 

Documentation and training is planned and executed by work package 8. 

 

There’s a user manual available for… 

• Administering the system (as seen from the pilot city) 

• End users (internal users) 

 

Furthermore all pilot cities had at least one on-site training (usually two days). 
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