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Testbed infrastructure
NITOS Testbed (50 nodes) http://nitlab.inf.uth.gr/NITlab/
DES Testbed (70 nodes) http://www.des-testbed.net/

Contract number
FP7-224218

Project Coordinator
Centre for Ressearch and Technology Hellas — CERTH

Contact person

Leandros Tassiulas

CERTH

6th km Charilaou — Thermi Road, PO Box 361
57001 Thermi

Thessaloniki

GREECE

Tel. +30 2421074980
Fax +302421074997
leandros@uth.gr

Project website
http://www.opnex.eu

Community contribution to the project
EUR 1430 000

Project start date
1May 2008

Duration
36 months

OPTIMISATION DRIVEN MULTI-HOP NETWORK
DESIGN AND EXPERIMENTATION

OPNEX Opnex

Project overview

One of the fastest growing components of the
Internet, ‘wireless technology poses many chal-
lenges for the designers, stemming from issues
such as mobility, rapidly changing topology,
radio link unpredictability and volatile load dis-
tribution, among other things.

Current approaches that are used practically
for multi-hop wireless are mostly empirical and
heuristic. Our system optimisation approach will
provide a rigorous integrated system-design
framework from physical up to network and
transport layer that renders itself to validation
and comparison with theoretically optimal per-
formance in terms of throughput, spectrum
and energy utilisation. The adopted approach
on decentralisation, autonomous operation,
communication and computational complex-
ity reduction will lead to implementable algo-
rithms and architectures to be validated in real
network testbeds.

OPNEX will use recent advances in system
theoretic network control, including the
backpressure principle, max-weight sched-
uling, utility optimisation congestion con-
trol and primal-dual method for extracting
network algorithms. These approaches have
already exhibited vast potential for achiev-
ing maximum capacity and full exploitation
of resources in abstract network models and
found their way to reality in high performance
switching architectures and recent variants of
TCP that embody the primal-dual optimisation
principle.

Research description

The fundamental idea of OPNEX is to view the
network as a continually evolving dynamic
system that needs to be controlled and



optimised. The control methodology relies
on appropriately selecting and monitoring a
set of quantities that constitute the network
state or sufficient statistics of it (e.g. node
location, queue sizes, channel quality, etc.).
These quantities are incorporated in a para-
metric optimisation problem that captures
network dynamics. The solution of the opti-
misation problem is then fed back to adjust
the network control parameters. As the appro-
priate selection of the optimisation problem
is solved, the full network transport capacity
can be achieved. These techniques inherently
cut across communication layers and exploit
available information in the network.

OPNEX will use the recent advances in system
theoretic network control to develop algo-
rithms and techniques to push the perform-
ance of wireless networks well beyond current
levels.

OPNEX:

« develops efficient lightweight algorithms
amenable to decentralised operation and
robust to topology and traffic load variations;

« coordinates multilayer mechanisms to
achieve optimal network operation in
terms of throughput, spectrum and energy

utilisation, as well as efficient handling of
multicast and delay-sensitive streaming
media traffic;

ensures legitimate autonomous network
operation by designing game theoretic
resource allocation schemes for imposing
and testing adherence to protocols;
resolves practical problems of network
control such as coping with partial, inac-
curate or delayed information, allowing
asynchronous operation, ensuring low com-
putational complexity and minimal signal-
ling overhead;

quantifies the benefits, requirements and
trade-offs in terms of efficiency and robust-
ness versus operational simplicity and sig-
nalling overhead in dynamically changing
networks with minimal infrastructure.

Target users
and benefits

Theory-driven protocol design is expected to
boost the achievable network throughput,
considerably reduce end-to-end delay and
energy expenditure and facilitate near-optimal
network operation. It can push the limits of
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information transport capacity well beyond the
present state and it can efficiently handle large
volumes of traffic and cope with diverse and
unconventional forms of data transport such as
multicasting.

In doing so, it will push the intelligence from the
central operator to individual wireless terminals,
thus facilitating decentralised network control.
It will also ensure and enforce fully decentral-
ised autonomous operation which fosters the
engagement of the end-user in the growth of
novel applications and services, similar to many
other aspects of the Internet. This is opposed
to the user’s passive role in the conventional
operator-controlled network model.

KEY OBJECTIVES

According to Moore’s Law, computational
processing power is becoming cheaper and
the bottleneck has shifted to the scarce wire-
less bandwidth to support the ever-increasing
demand for applications. Appropriately archi-
tected and engineered theory-driven proto-
cols will utilise cheap computational power to
offer dramatic benefits to network users and
operators.

The core objective of OPNEX is to build a rigor-
ous framework for designing architectures
and protocols for multi-hop wireless networks,
coupled with their experimental validation, by
adopting a disruptive systems optimisation
and control approach.

« Radically rethink the protocol stack by designing advanced systems optimisation and con-
trol theory-driven algorithms for multi-hop wireless networks.

« Deliver protocols and architectures that extract the full transport capacity in real dynamic
multi-hop wireless environments while being amenable to decentralised low-complexity

and low-overhead implementation.

 Implement the theory-driven protocols and experimentally demonstrate performance

improvement in realistic wireless testbeds:
o a testbed based on IEEE 802.11 hardware

o a testbed consisting of customised sensor nodes.

Project partner Country
Centre for Research and Technology Hellas EL
Freie Universitdt Berlin DE
Poznan University of Technology PL
Institut national de recherche en informatique et automatique FR
Thomson FR



USER-CENTRIC PARADIGM FOR SEAMLESS
MOBILITY IN FUTURE INTERNET

PERIMETER eerfmerer

Project overview

Perimeter’s main objective is to establish a
new paradigm for user-centricity in advanced
networking architectures. User-centric strat-
egies could achieve seamless mobility driven
by actual user needs rather than simply busi-
ness considerations as a network-centric
approach. Putting the users at the centre
rather than the network enables them to finely
control the way their identity, preferences and
credentials are used. Furthermore, mobility
can be streamlined according to user prefer-
ences, enabling mobile users to be ‘Always
Best Connected’ (ABC), in multiple-access, and
in multiple-operator networks of the Future
Internet.

Research description

The technical and innovation approach of
Perimeter is inspired by SAC (Situated Auto-
nomic Communications) projects recom-
mended by the FIRE (Future Internet Research
and Experimentation) initiative launched
by the European Commission. Much of the
innovation behind Perimeter comes from the
concept of Quality of Experience (QoE), which
would be the primary driver for the definition
of user-centric seamless mobility: allowing for
and ‘Always Best Connected’ (ABC) service.

In order to achieve these objectives, Perimeter
develops and implements protocols, which
are designed to cope with the increased scale,
complexity, mobility and requirements for
privacy, security, resilience and transparency
of the Future Internet. These mechanisms for
network selection are based upon QoE such
as innovative implementation of ‘Distrib-
uted A3M’ protocols for AAA, under privacy-
preserving digital identity models. Perimeter is
developing a middleware architecture which

Testbed infrastructure

TUB provides its Beyond-3G and 4G large and complex
state-of-the-art testbed, WIT test facility is securely and
seamlessly integrated with QoE and mobility MGT modules
in a flexible and remotely accessible open environment

Contract number
FP7 - 224024

Project Coordinator
GFl Informatica

Contact person

Maria Pérez Ortega

Grupo Corporativo GFI Informatica SA
(/ Serrano Galvache Edif Encina 56
28033 Madrid

SPAIN

Tel. +32 497475741
Fax 43216381100
E-mail: mportega@gfi.es

Project website
http://www.ict-perimeter.eu

Community contribution to the project
EUR 3 750 000

Project start date
1May 2008

Duration
36 months
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Perimeter’s view of the Future Internet

can support generic QoE models, signalling,
content adaptation, prototype applications
and services in order to have a user-centric
seamless mobility.

The middleware components and its inte-
grated applications and services are currently
researched on two large-scale interconnected
testbeds with real users. After defining three
scenarios for the project, a detailed assess-
ment of the results for the first two, ‘User-cen-
tric agnostic ubiquitous communication” and
‘Emergency service enhancement, has been
carried out providing positive results about
how the main objectives of user-centricity can
be accomplished.

The figure above shows Perimeter’s view of
the Future Internet, where communication is
user-centered and not network-centered, as it
iS NOW.

Target users
and benefits

Perimeter has all types of end-users, as everyone
who uses the Internet is a target user (both for
business and private). Main target groups are
telecom providers, Internet providers and devel-
opers, large public and government bodies,
infrastructure developers, device manufacturers
and groups of end-users of mobile services.

The user-centric network architecture per-
formed in the project revolutionises mobile
communications, as it is bound to impact
its seamless mobility and radically improve
security and privacy of communications. This
approach guarantees Europe as a leader in the
race defining and developing the network and
service infrastructures of the Future Internet.



KEY OBJECTIVES

To conduct fundamental research into the means of achieving ‘User-Centric Seamless Mobility,

namely to let the user control the quality of experience and service cost, using:

« user-centric network selection based on Quality of Experience (QoE), user preferences
and high-level rules or policies instead of naming individual technologies and technical
methods;

« mobility based on fast authentication, authorisation and accounting (AAA) that utilises
privacy-preserving cryptographic digital identity, trust and reputation frameworks;

« security and privacy-protection regardless of the type of network and service on which the
user is currently engaged.

Project partners Country
Grupo Corporativo GFl Informatica SA ES
Traffix Communication Systems Ltd IL
Université de Geneve CH
Fachhochschule Vorarlberg GmbH DE
Waterford Institute of Technology |=
Blekinge Tekniska Hoegskola SE
Technische Universitdt Berlin DE
Turkcell lletisim Hizmetleri A.S. TR
Consorzio Nazionale Interuniversitario per le Telecomunicazioni T
Telefénica Investigacion y Desarrollo SA Unipersonal ES
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Testbed infrastructure
In-house testbeds and PlanetLab Europe as a large-scale
test infrastructure

Contract number
FP7 - 224619

Project Coordinator
ETH Ziirich, Switzerland

Contact person

Bernhard Plattner

Computer Engineering and Networks Laboratory
ETH Ziirich

Gloriastrasse 35

8092 Zirich

SWITZERLAND

Tel. +471 446327000
Fax +471 446321035
eu-resumenet-ethz@tik.ee.ethz.ch

Project website
http://www.resumenet.eu/

Community contribution to the project
EUR 3046 594

Project start date
1September 2008

Duration
36 months

RESILIENCE AND SURVIVABILITY FOR FUTURE
NETWORKING: FRAMEWORK, MECHANISMS,
AND EXPERIMENTAL EVALUATION

RESUMENET i

Project overview

Society increasingly depends on networks,
the most important being the Internet, for just
about every aspect of daily lives. Consumers
use the Internet to access information, obtain
products and services, manage finances, and
communicate with one another. Enterprises
use the Internet to conduct business with cus-
tomers and other companies/organisations.
Nations rely on the Internet to conduct the
affairs of government, deliver services to their
citizens, and, to some extent, manage home-
land security and conduct military operations.

Ironically, the increased dependence and
sophistication of services make the Internet
more vulnerable to problems. Mobile wireless
Internet access is more susceptible to the chal-
lenges of dynamicity, weakly connected chan-
nels, and unpredictable delay. The Internet is
an increasingly attractive target to recreational
crackers, industrial espionage, terrorists, and
information warfare. Still, there has been very
little research on a systemic and systematic
approach to Internet resilience.

We are undertaking a fundamentally new archi-
tectural approach to Internet resilience that
is multilevel, systemic, and systematic. At the
same time, we aim to maximise interoperability
with legacy network components.

Research description

We define resilience as the ability of the net-
work to provide and maintain an acceptable
level of service in the face of various faults and
challenges to normal operation. This includes
the ability for users and applications to access
information when needed (e.g. Web browsing
and sensor monitoring), the maintenance of
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end-to-end communication association (e.g.
tele- and video conferencing), and the oper-
ation of distributed processing and networked
storage. The challenges that may impact
normal operation include unintentional mis-
configuration or operational mistakes, large-
scale natural disasters, as well as malicious
attacks from intelligent adversaries and unu-
sual but legitimate traffic load such as flash
crowds. Our definition of resilience is, therefore,
a superset of commonly used definitions for
survivability, dependability, and fault tolerance.

Firstly, we develop a set of architectural prin-
ciples on which resilient systems in general,
and the Internet in particular, should be based.
Examples of such principles are self-protection,
redundancy, diversity, and resource trade-offs.
We also define the relationship between these
principles. For example, while redundancy can
clearly increase the resilience of a system, a
key question is how and where to apply this
redundancy. Infinite redundancy may maxi-
mise resilience, but at infinite cost. There-
fore, the question arises as to how to apply
redundancy in the system in the right places,
at the proper levels, given the requirements
of users and applications and given real cost
constraints.

Secondly, we characterise the challenges for the
network operation in order to understand the
threats against which the network must be resili-
ent. The resilience aim can usually be achieved
via a six-step strategy, comprising: defence
against challenges; detection of an adverse
event; remediation, in which action is autono-
mously taken to continue operations as much
as possible and to mitigate the damage; recov-
ery to original normal operations once the
adverse event has ended or the attacker has
been repelled; diagnosis of the root cause of
the challenge that impaired normal operation
and; finally, refinement of future behaviour
based on reflections of the previous cycle. This
high-level model can then be applied to differ-
ent contexts of network design, such as rout-
ing and end-to-end protocols, resulting in very
particular mechanisms that address specific
challenges, both being a subset of the afore-
mentioned categorisations.

Target users
and benefits

The project’s results will benefit the research
community, providing a better understanding
of the operation of and the challenges posed
to the services provided by the Internet and
how to make the Net more resilient to such
challenges. On a longer timescale, the general
public will benefit from the project, by gaining
a higher confidence in the secure use of a more
stable and accessible Internet.

KEY OBJECTIVES

« Develop fundamental components of a general frame-

work for resilience including: (a) the characterisation of
challenges to the normal network operation and their
impact; (b) proper metrics for measuring and assessing
the network resilience; (c) policies that can outline but
also border the remediation space of the network.
Define resilience mechanisms and assess basic trade-
offs in resilient networking, such as the one between
survivable network design with a priori redundancy
versus reactive operations, such as multipath routing/
transport.

Experimentally assess the resilient networking frame-
work using various realistic service provision scenarios
that cover a wide range of network technologies and
challenges to their normal operation.

Project Partners Country
Eidgendssische Technische CH
Hochschule Zurich

Lancaster University, with

collaborators from the UK

University of Kansas (US)
and the University of Sydney (AU)

Munich University of Technology  DE

France Telecom FR
NEC Europe Ltd UK
University of Passau DE

Delft University of Technology NL
University of Uppsala SE

Université de Liege BE
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SMART ANTENNA MULTIMODE WIRELESS
MESH NETWORKS

SMART-NET [

Testbed infrastructure:

SMART-Net's large-scaletestbed consists of interconnections
between Multi-radio simulation and Real-Life Testbeds.
This testbed integrates WiFi, UWB and WiMAX technologies
and takes advantage of smart antenna techniques.

Contract number
FP7-222937

Project overview

Project Coordinator
Thales Communications

The SMART-Net consortium is the result of
the fruitful collaboration between two univer-
sities, one academic research institute and two

Contact person ; .
industrial European partners.

Bruno Selva

Service SWP

Thales Communications
146 boulevard de Valmy
92704 Colombes
FRANCE

Tel. +33 146133352
Fax +33 146132501
Bruno.selva@fr.thalesgroup.com

Project website
https://www.ict-smartnet.eu

Community contribution to the project
EUR 3 419 000

Project start date
1May 2008

Duration
36 months

SRk

SMART-Net aims to provide a decentralised
solution of heterogeneous radio networks that
take advantage of smart antennas. Significant
reduction in service costs, increases in perform-
ance for telecom operators and advanced tele-
communications services for public safety and
homeland security are expected.

(J'mm'l‘
Hmms  Research description
THALES

SMART-Net has proposed an innovative
solution that will take advantage of:

STREATE-NEI' #

The SMART-Net consortium

« scalability and flexibility of network top-
ology thanks to smart antenna systems and
adaptive network protocols;


www.ict-smartnet.eu

Real-life
Testhed

Virtual

Gateway

Real world

Large-scale
simulation Testbed

« radio access technologies' interoperability;

« optimised bandwidth efficiency, through-
put and radio coverage;

« optimised user services reliability thanks to
a robust network;

o security framework for Multi-RAT mesh
networks.

Studies performed within the scope of SMART-
Net take advantage of the deployment of a
large-scale testbed, which combines simu-
lated and real-life testbeds. These testBeds will
be interconnected and integrate UWB WiMAX
and WiFi radio access technologies taking
advantage of smart antennae in a distributed
manner.

Target users
and benefits

SMART-Net has evaluated an innovative and
market competitive solution for performance-
sensitive applications such as Public Safety and
Backhauling.

Results of SMART-Net concepts have already
been obtained and are available thanks to

Virtual world

Virtual
stations

The Smart-NET project

simulation and real-life experiments (see fol-

lowing figures). These results are based on low

cost multi-beam antennas, which can:

« cover wide areas even if directional antenna
patterns are used;

e reduce interferences thanks to the high
directionality and flexible nulling beams.

Low cost 90° multi-beams antenna

(90 available corresponding to nine mains
beams and their associated null patterns)
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« Optimised user services'reliability obtained
from the deployment of a robust self-
healing network.

Increased throughput at PMP nodes

Project partners Country
Create-Net T
France Telecom FR
Plasma Antennas UK
University of Surrey UK
Universitatea Politehnica Bucuresti RO
Thales FR
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SELF-MANAGEMENT OF COGNITIVE FUTURE

INTERNET ELEMENTS
,94 o
SPIET

SELF-NET
Project overview

Self-NET seeks to engineer a Future Internet
based on cognitive behaviour with a high
degree of autonomy by proposing the oper-
ation of self-managed Future Internet elements
around a novel hierarchical feedback-control
cycle.The Self-NET concepts are based on a hier-
archical Distributed Cognitive cycle for System
& Network Management (DC-SNM) which aims
at facilitating the promotion of distributed
management. The management approach
encompasses a hierarchical distribution of cog-
nitive cycles, breaking down the execution and
decision-making levels to (autonomic) network
elements, network domain types and up to
the service provider realm in order to address
management, dynamic organisation and
(re)configuration of Future Internet elements.

Research description

Self-NET's key outcome is the specification,
engineering and experimentation on network
elements’high autonomy in order to allow dis-
tributed management, fast decisions, and con-
tinuous local optimisation. The overall design
is based on the paradigms of self-awareness,
self-management/self-governance, self-organ-
isation and self-optimisation and on the hierar-
chical Distributed Cognitive cycle for System &
Network Management (DC-SNM). The DC-SNM
model is the reference model for Autonomic
Internet Elements’ functionality and behaviour.
An Autonomic Element may be a network elem-
ent (e.g. router, server, base station), a network
management system, or any software element
that lies at the service layer. The major phases
of the DC-SNM follow the Generic Cognitive
Cycle (Monitoring-Decision making-Execute)
steps but are reiterated in order to perform
similar steps in networking or domain layer
abstractions, thus virtualising the notion of the

Testbed infrastructure
Real systems (WiFi, WiMAX, Open-source routing platforms,
IMS)

Contract number
FP7-223444

Project Coordinator
National and Kapodistrian University of Athens

Contact person

Nancy Alonistioti

National and Kapodistrian University of Athens
Dept Informatics and Telecommunications
15784 Athens

GREECE

Tel. +30 2107275860
Fax +30 2107275601
nancy@di.uoa.gr

Project website
http://www.ict-selfnet.eu

Community contribution to the project
EUR 2 450 000

Project start date
1May 2008

Duration
30 months

i
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The Self-NET project

autonomic Internet elements (encompassing
alsoInternet clusters, network neighbourhoods,
communities, etc). In this way, a knowledge
plane can be accommodated throughout the
Internet, enabling cognitive operations and
behaviour (e.g. cognitive management, cogni-
tive ARQ operations, cognitive IP component
functions, cognitive routing).

Self-NET has designed an OSGi-based cog-
nitive framework for the engineering of the
Future Internet self-management systems.
Mechanisms for situation awareness build-
ing (locally, compartment view) and for the
decision-making engine (fault and optimisa-
tion opportunities identification, configuration
action selection) have been proposed. Feed-
back-based learning algorithms for the refine-
ment of the policy rules of the decision-making
engine and inference engines have been also
designed. Furthermore, the Self-NET manage-
ment ontology and the respective policy rules
that guide network nodes operation have been
issued. Based on the above mechanisms that
constitute the functionalities of the network
element cognitive manager (NECM) and the
network domain cognitive manager (NDCM),
specific control and execution capabilities have
been extended, designed and tested (dynamic

[BPOJ UoeULIoJU| SUBWR T YI0MBN

protocol
management framework, forwarding and rout-
ing in wireless mesh networks, and wireless
networks coverage and capacity optimisation).

composition  framework, mobility

Target users
and benefits

The Self-NET vision for the Future Internet
is to enable the management and service
integration of a multitude of heterogeneous
standards, building on self-management and
cognitive principles and accommodating sev-
eral operators, network types, and complex
service and application environments. A multi-
tude of fixed and wireless/mobile systems
and interfaces will be accommodated under
the Internet eco-space (e.g. UMTS, HSDPA
and LTE, a future 4G, WiMAX, next generation
WIMAX based on IEEE 802.16m, next gener-
ation WiFi systems based on IEEE 802.11n, etc.).
It is anticipated that manufacturers, network
managers and Internet service providers will
be able to take full advantage of the Self-
NET paradigm when mature and stable Self-
NET artefacts start to penetrate Internet and
telecommunication standards (e.g. ETSI AFI).



KEY OBJECTIVES

« Introduction of a novel hierarchical cognitive cycle approach for the self-management of
interworking network compartments and individual network elements.

« Design and specification of the capabilities of Future Internet elements around the Cogni-
tive Cycle, as well as comprehensive study of associated implications introduced by auto-
nomic aspects.

« Evaluation of key research outcomes through both large-scale simulation campaigns for
verifying scalability and performance sustainability, and real-world demonstrations to test
the applicability, robustness, and stability of Self-NET artefacts over distributed intercon-
nected testbeds.

Project partners Country
National and Kapodistrian University of Athens EL
Thales Communications SA FR
Fraunhofer-Gesellschaft zur Forderung der angewandten Forschung e.V. DE

Organismos Tilepikoinonion Tis Ellados OTE AE (Hellenic Telecommunications

Organisation (OTE) SA) FL
King's College London UK
Telekom Austria TA AG AT
Vodafone — Panafon Anonymi Elliniki Etaireia Tilepikoinonion EL
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