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1  E X E C U T I V E  S U M M A R Y  

1.1 Introduction and Background  

Cloud computing represents a fundamental change in the way 

computing power is generated and distributed, transforming the delivery 

of IT tools and products into elastic, on demand services characterized 

by flexible ñpay as you goò payment models. More than half of EU 

businesses and consumers already use some kind of cloud services, but 

full adoption of the cloud model is still far away, hindered by a wide 

range of bottlenecks and barriers.  

This report presents new evidence about businesses and consumersô 

perceptions of drivers and barriers of take up of cloud computing in the 

EU. These are the interim results of a study carried out by IDC EMEA on 

behalf of DG Information Society of the European Commission, aimed at 

contributing to the development and implementation of the European 

Cloud Computing Strategy through: 

 The quali-quantitative analysis of the current and expected 

demand for cloud computing in Europe; 

 The analysis of the main barriers to take up of cloud computing 

by industry and consumers, focusing on the main policy and 

regulatory issues affecting demand; 

 The production of recommendations for European policies and 

regulatory framework updates in order to accelerate the take up 

of cloud computing. 

According to IDC's definition used in this report, cloud computing 

services are consumer and business IT products, services, and 

solutions delivered and consumed in real time over the Internet. The 

report focuses on public cloud services, open to all customers.  

1.2 Summary of Key Findings  

The Public Cloud market in the  EU 

The public cloud business market in the EU in 2011 reached ú3.5 billion 

for software services and ú1.1 billion for hardware services (server and 

storage capacity as a service). Although the majority of EU enterprises 

already use at least one or more cloud services (64% in the survey 

sample interviewed for this study), spending on cloud is still limited. 

Public cloud services in fact accounted for just 1.6% of total IT spending 

in the business segment in 2011.  Nonetheless, the situation is changing 

fast and stronger spending is already anticipated for the short term. By 

2014, IDC estimates that the public cloud services market will reach ú11 

billion in revenue (or 3.6% of the total IT market).  

Companies in all vertical markets and company sizes will increasingly 

rely on public cloud services. Some differences will however apply. 

Large enterprises (over 250 employees), who already represent more 

than 80% of current cloud spending, will continue investing more than 



10 
 

SMEs. Among SMEs, larger ones (with 100-249 employees) are 

expected to increase spending faster than smaller ones. Many SMEs 

adopt free cloud services. Concerning cloud investments by sector, 

finance and manufacturing lead the way.  

F I G U R E  1  T H E  E U  P U B L I C  C L O U D  M A R K E T ,  2 0 1 1  -2014 (û 

B I L L I O N )  

 

Source: IDC 2012 

Increasing Adoption by Different Business User Types 

Adoption of cloud is already widespread and still growing in the EU in 

private and public sector. But with a few exceptions, cloud represents a 

small portion of the IT estate even in organisations that are the strongest 

adopters. However, the level of adoption varies based on external 

factors, such as the availability of reasonably priced, reliable, and fast 

Internet connections (mostly an issue for consumers) but also varies 

based on whether or not the organisation has had any previous 

experience of using cloud. For organisations that have used cloud, the 

attraction for further adoption relates to efficiencies, agility and flexibility 

ï for those that have not yet started lower cost and ease of use are the 

main attractions. This means that in order to increase cloud adoption 

across the EU, there are some fundamental issues that need to be 

addressed (Internet access quality and cost) and different groups of 
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Economic Benefits from Cloud  

Demonstrable, tangible economic benefits are available from the 

adoption of cloud in the EU amongst enterprises. Based on the survey 

conducted for this study, that included 479 enterprises already using 

cloud for their business, 81% reported lower IT costs with a 10 to 20% 

reduction being typical, but 12% reported savings of 30% or more. 

Business benefits included more effective mobile working (46%), higher 

productivity (41%), more use of standard processes (35%), better ability 

to enter new business areas (33%) and the ability to open up in new 

locations (32%). From the ñdepthò interviews, the stakeholders generally 

believe that the cloud holds great promise and are quite bullish about 

what the impact could be if the barriers to wider adoption were removed. 

Barriers Do Not Stop Cloud  Usage 

Consumers do not have a clear perception that they are using cloud 

computing, but they actually do (particularly email services). In our 

sample of Internet users, practically all used at least one ñfreeò cloud 

service, and the majority planned to increase their usage of both paid 

and ñfreeò Internet services. Consumers express many concerns about 

data and privacy protection, but this does not seem to stop them. 

Amongst enterprises, the heaviest users of cloud have high levels of 

concern around legal jurisdiction, security and data protection with 

respect to cloud services (only users thinking of using of using but who 

do not yet begun to make plans have a higher level of concern). 

Addressing concerns remains important in facilitating the market, but 

there are other issues, as will be shown later. 
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F I G U R E  2  C O N S U M E R S  F A M I L I A R I T Y  W I T H  T H E  C L O U D  

 

The Issue of Data Jurisdiction  

Regarding the concerns about legal jurisdiction over data, it appears 

that most organisations surveyed lacked a full understanding of these 

complex issues. Data and application portability between cloud service 

providers does not appear to be a significant barrier to initial adoption, 

rather to deepening and extending the use of cloud in the enterprise. 

This may seem counter-intuitive, but the probable explanation is that 

there is, for the moment, far greater lock-in with conventional IT than 

with cloud services. Lock-in is likely to become more of an issue as the 

market matures, and respondents seem to be anticipating this. 

Actions Wanted from the EC  

Of the actions that the respondents would like to see from the EC, clear 

rules on service provider accountability, guaranteeing data and 

application portability between cloud services providers, better and more 

reliable Internet connectivity (this is an SME concern ï large enterprises 

are less keen to see this action) and EU-wide security certification had 

the highest scores. But tax or other incentives for using cloud services 

scored strongly with the smallest SMEs (1-9 employees) and EU-wide 

certification of cloud services vendors on suitability for government 

usage scored highly in the largest organisations (250 or more 

employees). Overwhelmingly, stakeholders believe that the main actions 

that the EC should take concern clarification and harmonisation of the 

legal frameworks, legal jurisdiction and ï to some degree ï 

standardisation and certification of cloud and cloud services.   
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Small Organisations are the Most Reluctant Adopters  

As a group, the smallest SMEs (1-9 employees) have lower adoption of 

the cloud than larger SMEs, with the exception of email and security. 

They see lower cost savings and business benefits from cloud, in 

contrast to SMEs of 10-99 users, which have similar adoptions level to 

large organisations and see similar levels of benefits. An enabling action 

for this group would be helping them find and evaluate cloud services 

that provide benefits to their businesses. 

Consumer Cloud Usage and Protection  

Consumersô main motivation to adopt Internet services is their 

usefulness. They are aware of potential threats, and try to be cautious; it 

is not clear though to what extent security, privacy and data protection 

concerns actually prevent consumers from increasing usage or adopting 

new services. There is likely to be at least a dampening effect on the 

adoption of new and less familiar services. Increasing trust and 

protection for consumers is likely to have a beneficial effect on both the 

market and on consumers themselves. The measure that consumers 

would most like is the ñright to be forgotten,ò but this alone is not enough 

without an improvement of the general safety of the Internet 

environment.  

1.3 Quantitative View of Cloud Adoption  

Adoption of public cloud services is already evident at a large number of 

European organizations. However, reliance on free-of-charge services 

and cost effective solutions affects market revenues. The market is 

expected to show an impressive growth in the next few years to reach 

ú11 billion in 2014 (or 3.6% of EU total IT in the business segment).  

Investment increases will be equally strong in public cloud software and 

public cloud hardware services (server and storage capacity as a 

service), across all vertical markets and company sizes.  

Nonetheless, despite annual growth rates higher than 20%, SMEs will 

lose share in the forecast period, with most of new spending coming 

from large enterprises (>250 employees). By 2014, large companies will 

represent 84% of the EU public cloud market (81.5% in 2011). 

Differences in patterns of adoption will be also evident across vertical 

markets. Companies in manufacturing and finance will account for the 

majority of spending in 2014. Telecom and media will stand out in terms 

of penetration of public cloud software, while highest annual growth 

rates will come from other services and distribution companies. 

From a country perspective, the UK currently represents the largest 

share of spending in cloud services (33.3% of total EU spending in 

2011). The initial presence of US cloud service providers in the country 

helped the creation of a bigger cloud market in the UK compared to the 

rest of EU. With an average growth rate just marginally lower than EU 

average, the UK will remain the biggest public cloud service market also 

in 2014.  
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1.4 Cloud Promises ɀ and Delivers - Strong Economic 
Benefits  

Demonstrable, tangible economic benefits are available from the 

adoption of cloud in the EU amongst enterprises. This is clear from both 

the enterprise survey and the stakeholder interviews performed for this 

study. The simplest business benefit to measure is cost savings on IT 

amongst cloud users. Excluding those who did not know (or said it was 

too early to tell) what savings they had made, 97% of cloud users said 

they had made savings, including 36% who saw savings of 20% or 

more. 

Cost savings are by no means only economic benefit from cloud. Cloud 

users report a range of business benefits, as Figure 3 shows. 

F I G U R E  3  B U S I N E S S  B E N E F I T S  S E E N  B Y  O R G A N I S A T I O N S  

T H A T  U S E  T H E  C L O U D  

 

Source: IDC 2012 

The organisations with cloud in full use across multiple areas have seen 

the most business benefits, followed by the organisations with trial or 

limited use of the cloud. Surprisingly, the organisations with full use in 

only one area have seen fewer business benefits.  

Organisations that use the cloud expect to see further benefits beyond 

those they have already seen, in particular in productivity gains, 

standardisation of processes, exploiting new business opportunities, and 

increasing business volume. 

Organisations that are either planning to use or thinking of using the 

cloud have obviously not yet seen any benefits, but their expectations of 

benefits are high, especially amongst the group planning to use cloud 

where, for example, 75% expect the cloud to enhance their mobile 

working abilities.  
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One of the experts we interviewed observed, "Cloud gives companies of 

all sizes access to resources fast and at reasonable cost points without 

upfront investments. This will help drive innovation in Europe." 

1.5 Increased Adoption Requires Targeted Messages 
to Different Audiences  

European organisations are spread across a spectrum of cloud 

readiness and adoption levels. There are three groups of cloud users: 

organisations that have cloud fully deployed in more than one 

application area, those that have cloud fully deployed in just one area, 

and those that have cloud on a limited or trial basis. There are also three 

groups of non-users: organisations that are planning to adopt cloud, 

those that have no plans but are thinking of adopting cloud, and those 

that have no usage or intention of adopting cloud. Figure 4 shows 

proportion of EU organisations interviewed that are at these different 

stages of adoption. 

F I G U R E  4  C L O U D  A D O P T I O N  L E V E L S  F O R  A L L  I N T E R V I E W E E S  

 

Source: IDC 2012 

Cloud actions or messages have to be specifically targeted to these 

groups: 

 "Full use in more than one area". This is the largest group of 

respondents, and though it includes some smaller SMEs, there 

are proportionately fewer in this group than any of the groups. 

This group seems fully convinced of the advantages of cloud 

services. Surprisingly, this group sees quite a lot restrictions on 

cloud services, most important of which is security. The 

restrictions are therefore not for cloud in general, but for specific 

services. "Solving" data location and rebalancing tax incentives 

for purchasing IT are two actions that would increase adoption 

in this group.   
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 "Full use in only one area". This group sees puzzlingly low 

levels of attraction to cloud services, since it also sees relative 

few barriers to cloud services. The most likely explanation is 

that this is a group where cloud adoption has been led by line of 

business and the IT department has not been closely involved 

or indeed has been unhappy with cloud adoption. Actions for 

this group would include addressing issues that are strong 

barriers for IT, such as data location, compliance and security. 

 "Limited/trial users". This group of enterprises have already 

started its cloud journey and generally seems to be pleased with 

the results so far. Enterprises in this group have relatively low 

levels of concerns about cloud services and look poised to 

move forwards. These enterprises would probably respond well 

to independent evidence on cloud benefits to confirm their 

existing preponderance to adopt. 

 "Planning". This is a group of enterprises that is highly 

receptive to the cloud and that is ready to make the first steps 

into using cloud. However, these enterprises do have some 

quite high levels of concern, though few of these appear to be 

absolute blocks on adoption. Overall, this group looks poised to 

adopt cloud. As with the limited/trial group, independent 

evidence of cloud benefits to confirm their plans would help 

them move forward. 

 "Thinking about but no plans". These enterprises are 

reasonably receptive to adopting cloud services, but in general, 

they do not yet have any strong reasons for adopting cloud 

services. They also have a range of concerns of which the 

highest is security, followed by trust issues and data location. 

This group therefore needs actions around cloud safety and 

security, as well as evidence that cloud can produce strong 

benefits for businesses like them. 

 "No usage or intention". For a significant minority of this group 

concerns about cloud are blocking adoption, but for the majority 

of enterprises in this group the main issue is that they do not 

see cloud as relevant to them. There is a comparatively large 

number of very small enterprises (under 10 employees) in this 

group, but there also are organisations of all sizes too. In 

general, these organisations do not see the relevance of cloud 

to them, but also they are not particularly worried about issues 

such as security in the cloud. This group will be "slow followers" 

in terms of cloud adoption, and while the actions mentioned 

above may help, the success by their peers and competitors 

using cloud will be most likely to persuade them. 

1.6 Issues over Applicable L aw Need Sorting  

Cloud services are often hosted in one country and consumed in others. 

Currently, many services are hosted in the US, though increasingly the 

larger US vendors have some services hosted in Europe, for example in 

Ireland. There is therefore a question of where legal jurisdiction over 
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these services resides, for example, when there is a dispute between 

the service provider and the customer.  

There is also an issue over data residency ï the legal jurisdiction 

applicable to the data held on the service. For example, if a third party is 

taking legal action against the customer of a cloud services vendor, 

which country's (or how many countries') law applies to the granting of 

access to the customer's data held on the service providers servers?  

These issues need to be addressed at multiple levels ï locally within 

countries, at the EU level, and at an international level since data from 

EU countries is often stored outside the EU, either as the working copy 

or increasingly as a back-up copy of the data.  

These are quite complex areas but they are very serious. As one Nordic 

vendor put it, "This will make or break EU cloud capabilities." This 

comment applied to legal jurisdiction over services, but it could apply 

equally to data residency. 

1.7 The Smalle st SMEs Are Going to Be the Hardest to 
Bring to the Cloud  

As a group, the smallest SMEs (1-9 employees) have lower adoption of 

the cloud, as Figure 5 show. However, this group is very important as 

they arguably have the most to gain from cloud. Running their own IT 

systems is generally going to be beyond their abilities, while increasingly 

businesses of all sizes need to have adequate systems to meet 

customer, supplier and legal demands. Cloud seems to offer a way of 

dealing with these requirements without having to acquire in-house IT. 
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F I G U R E  5  C L O U D  A D O P T I O N  L E V E L  B Y  S I Z E  S E G M E N T   

 

Source: IDC 2012 

The problems with attracting this smallest group of enterprises to the 

cloud are manifold. Compared to larger organisations, the cloud users in 

this group see lower cost savings and fewer business benefits from 

cloud. In contrast, larger SMEs have adoption levels not very far behind 

enterprise-size organisations, and they also see comparable levels of 

benefits to the enterprises. 

The organisations that do not already use cloud in the smallest SME 

group see few potential benefits from cloud. For example, only 11% are 

seeing lower cost of IT as a strong driver for cloud, and this is the 

highest score. It appears that the non-users do not see the potential 

usefulness of cloud services to their business. In addition, their concerns 

about cloud are generally lower than the average, also a sign of not 

really being able to evaluate cloud. 

Do all businesses this small need the cloud? IDC believes that the vast 

majority do, but it has to be tailored to their needs and capabilities, and it 

has to offer demonstrable value to their businesses. As their customers, 

suppliers, partners, employees and competitors increasingly use the 

cloud to manage and streamline their affairs; small businesses will 

increasingly be left behind unless they take advantage of the cloud. 
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1.8 Holding Back the Cloud ɀ What Stops Adoption?  

Usersô concerns do not place an absolute barrier to cloud usage. 

Amongst consumers, there are many concerns about usage of the cloud 

(thought they generally do not think of the services they use as ñcloudò), 

but they still use the cloud a lot and expect to increase their usage of 

both paid and ñfreeò services. Amongst enterprises, the heaviest users 

of cloud have high levels of concern around legal jurisdiction, security 

and data protection with respect to cloud services (only users who are 

thinking of using but who have not yet begun to make plans have a 

higher level of concern). For someone ï the vendors, the EC or national 

governments, or anyone else with the power to influence ï to address 

these concerns remains important in facilitating the market, but there are 

other issues. 

The main concerns about cloud services are security, data location and 

legal jurisdiction over data, though on the last point it appears that most 

organisations surveyed lacked a full understanding of the complex 

issues. Data and application portability between cloud service providers 

does not appear to be a significant barrier to initial adoption, rather to 

deepening and extending the use of cloud in the enterprise. This may 

seem counter-intuitive, but the probable explanation is that there is, for 

the moment, far greater lock-in with conventional IT than with cloud 

services. Lock-in may become more of an issue as the market matures, 

and respondents seem to be anticipating this. 

In comparison to the US, the EU market is some years behind in size 

and maturity. The delay in the EU market is the result of many different 

factors, including:   

 US-centricity of cloud services. Most of the first wave of cloud 

services vendors were US companies whose products were 

very oriented towards the US market. This problem has to be ï

and is being ï addressed by the vendors themselves.  

 Market fragmentation. Certainly, from a cloud perspective, the 

EU remains a set of highly fragmented markets. Removing 

some of the most serious differences between these countries 

would be helpful, for example, truly harmonising data protection, 

making it easier for vendors to trade across borders. 

 More conservative attitudes towards IT in general and cloud in 

particular. In comparison to the US, most European 

organisations are smaller and more conservative in their buying 

practices. Measures need to be taken to reassure these 

organisations that cloud is "safe" for them, such as governments 

leading by example in cloud adoption. 

 Internet connections. The availability of reasonably priced, 

reliable connections is currently a barrier to some potential 

users. Though increasingly cloud services (and especially 

applications) can be accessed via mobile devices, this is still an 

issue for other types of service. Encouraging better broadband 

access especially for small and mid-sized businesses should 

improve adoption.  
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 Lack of previous experience of cloud. Once they adopt one 

cloud service, most organisations tend to adopt more: 70% of 

organisations using the cloud use multiple cloud services, and 

the average cloud services used by this group is just over five. 

The key is to help organisations understand cloud services and 

how they can help them to enhance their businesses. 

1.9 What Actions Could Increase Clou d Adoption?  

There is a broad range of actions that enterprises say would increase 

their adoption of cloud services, as shown in Figure 6. 

F I G U R E  6  P O T E N T I A L  E C  A C T I O N S  R A N K E D  B Y  E N T E R P R I S E  

P R I O R I T I E S   

 

Source: IDC 2012 

The top four actions that are important to most of the different adoption 

groups are: 

 Greater accountability and liability for security by cloud services 

providers. At present, the majority of public cloud services 

providers tend to work on a "best efforts" basis, using their track 

records as evidence of the availability and security of their 

services. However, all the full users of cloud services and those 

who do not use the cloud see this as a factor that, if addressed, 

would increase their use of cloud. Limited users also see some 

potential benefit from changes in this area. 

 Ensuring portability between cloud services. This is an important 

action for organisations that use cloud in more than one area, 

those that have some limited use of cloud services and (to a 

lesser extent) those that have full use of cloud services in one 

area. Portability does not seem to be a barrier to using cloud 
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services in the first instance ï after all, portability between on 

premise systems is generally poor. However, it becomes an 

issue when organisations are already using cloud services.  

 Improving Internet connections is important to non-users of the 

cloud overall and also to limited users. This is not an issue for 

full users of the cloud. IDC assumes this is because they have 

good connectivity already, and it was a pre-requisite for their 

adoption of cloud. 

 Security certification of cloud services vendors did not score 

particularly highly for any one group but overall it is fourth in the 

ranking across all the responses to the survey.   

Actions that applied to a smaller section of users included certification of 

cloud services as being suitable for government use, action on data 

protection, data jurisdiction and customer rights. Incentives to use cloud 

services were seen as attractive to non-users and limited users of cloud. 

Overwhelmingly, stakeholders believe that the main actions that the EC 

should take concern clarification and harmonisation of the legal 

frameworks, legal jurisdiction ï and to some degree ï standardisation 

and certification of cloud and cloud services.   

1.10 Consumers Need Protection from T hemselves 

Consumers can be split into four groups: the innovators (who want to be 

amongst the first to try new things), the early adopters (the next wave of 

adopters who read the reviews first), the majority adopters (who want to 

see people they know using the technology first), and the laggards 

(those who buy only when they have to). Most but not all the important 

findings apply to all or nearly all these groups. 

While consumers do not generally recognise the term ñcloudò for what 

they do online, a significant amount of what they do is what IDC would 

classify as consuming cloud services. One trend that emerged from the 

survey is that consumers will adopt services according to the utility that 

the service offers to them, and they will stop using these services when 

they stop being of use. However, the laggards tend to hold back 

because they cannot see the usefulness of the service available to 

them, so they adopt a much narrower range of services. Education of 

consumers over what services will give them the most benefits may 

improve their adoption. 

Doubts about the security of services play a much lesser role in 

consumers' choice of which services to use and which services to stop 

using, and concern about data location plays a slightly lesser role than 

security. Increasing the protections for consumers would have a 

beneficial effect on both the market and on consumers themselves.  

The legislative measure that consumers would most like is the ñright to 

be forgotten,ò but this alone is not enough. Consumers want to know 

that their data and rights are protected no matter where the data is 

located, that they can correct or delete data about themselves, and that 

they can control their own data privacy settings. 
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In summary, except for the laggards, consumersô adoption of services is 

mostly driven by the perceived utility of the services, and security and 

other ñhygieneò factors are less important in their choices than they 

probably should be.  

1.11 Industry Recommendations to the ECɀ Does This 
Study Support the Views?  

Table 1 compares the industry recommendations that were presented to 

the European Commission in December 2011 with the relevant findings 

from this study so far. As the table shows, at this stage of the study, 

there is evidence that this study supports these recommendations 

T A B L E  1  I N D U S T R Y  R E C O M M E N D A T I O N S  T O  T H E  E U R O P E A N  

C O M M I S S I O N  V S  T H E  F I N D I N G S  I N  T H I S  S T U D Y  

 

Industry Recommendations  Results of This Study 

Clarifying and harmonizing the 

legal framework for cloud (3 

recommendations)  

This is very much supported from this study. This issue is the key issue for all 

stakeholders and also ranks high from our enterprise study with respect to   

Raise awareness and encourage 

uptake of cloud (3 

recommendations) 

This comes out as an action from the stakeholders ï with much the same flavours 

as Industryôs detailed recommendations (public sector lead by example, 

information sharing, portals)  

Proper response to data breaches  Although this does directly not come out strongly in this study, implicitly it does 

as issues such as security, vendor liability, SLAs and auditability are important 

issues. Security is the largest concern amongst enterprises about cloud.  

Certification (but industry led)  A framework for certification is amongst the most important actions for the EC to 

take. The stakeholder interviews show that mostly vendors think the industry 

should drive this  

Foster and fund research  This is an issue that is also brought up in the stakeholder interviews, particularly 

from experts and vendors. 

Foster interoperability and data 

portability  

This study confirms this to be the top issue amongst enterprises and it is also one 

of the key actions from stakeholders. In the enterprise survey, this issue does not 

appear to block adoption of cloud services, but it does become a key concern 

when enterprises have adopted the cloud. 

 

Source: IDC, 2012 
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2  R E S U L T S  A N D  C O N C L U S I O N S  F R O M  

T H E  E N T E R P R I S E  S U R V E Y  

2.1 Introduction  

This section of the report looks at the results from an enterprise survey 

designed by IDC on behalf of the EC. Web-based interviews of 1,056 

EU organisations were carried out in November and December 2011. 

The interviews were carried out with organisations in the Czech 

Republic, France, Germany, Italy, Hungary, Spain, Sweden and the UK. 

Organisations from a cross-section of sizes (1-9 employees, 10-99, 100-

249 and 250+ employees) were targeted, as well as a mix of vertical 

markets (Finance, Manufacturing, Government, Healthcare/Education, 

Distribution, Telecommunications, and Other Services).  

2.2 Extent of Cloud Usage in Enterprises  

IDC's survey shows conclusively that enterprises in the EU are already 

using cloud services widely but not deeply. IDC categorised the 

enterprises into six groups according their stages of cloud service 

adoption. Table 2 shows the different groups.    

T A B L E  2  C A T E G O R I S A T I O N  O F  R E S P O N D E N T S  A C C O R D I N G  T O  

S T A G E  O F  A D O P T I O N  O F  C L O U D  S E R V I C E S   

 

Category of respondent Statement in survey question Who is included in this 

category? 

No usage (or intention) We have no plans to use this or 

we are not aware of any services 

that are suitable for us 

Respondents who selected this 

option for all the different types of 

cloud services about which they 

were asked. 

Thinking We are thinking of using this type 

of service, but we have no plans 

yet 

Respondents who selected this 

level of usage for one or more 

types of cloud service and "No 

usage or intention" for all the 

others. 

Planning We are evaluating and/or 

planning to use this type of 

service 

Respondents who selected this 

level of usage for one or more 

types of cloud service, and either 

"Thinking" or "No usage or 

intention" for all others 

Limited use We have limited scale and/or trial 

use of this type of service 

Respondents who selected this 

level of usage for one or more 

types of cloud service, and 

"Planning", "Thinking" or "No 

usage or intention" for all the 

others 
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Full use one area We have full scale use of this 

type of service in our 

organisation in one of more 

areas or departments 

This is the category of 

respondents that selected this 

level of usage for only one type of 

cloud service, and "Limited use", 

"Planning", "Thinking" or "No 

usage or intention" for all the 

others 

Full use  >1 areas We have full scale use of this 

type of service in our 

organisation in one of more 

areas/departments 

This is the category of 

respondents that selected this 

level of usage for more than one 

type of cloud service. 

Source: IDC 2012 

As Figure 7 shows, the largest group is enterprises at the most 

advanced stage, using cloud services in more than one area (the Full 

use >1 area group). Taken together with enterprises in the Full use one 

area and Limited use, almost two thirds (64%) of enterprises already 

have some use of the cloud.  

F I G U R E  7  P R O P O R T I O N  O F  R E S P O N D E N T S  I N  T H E  D I F F E R E N T  

S T A G E S  O F  C L O U D  A D O P T I O N  

 

Source: IDC 2012 

However, amongst the organisations that use cloud, cloud adoption is 

still relatively shallow. Largely, the activities that these organisations 

place in the cloud are peripheral to the main activities of an IT 

department, even amongst those with full use in more than one area. 

The two most widely used cloud services are email and security, and 
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while these are important to keep enterprises running, they do not 

provide businesses with competitive agility or advantage.  

In addition to the cloud applications of which they have full use, the Full 

use one area had limited or trial use of cloud services in, on average, a 

further two areas each, while the Full use >1 area had limited or trial use 

in 2.1 areas on average. The latter average excludes areas where they 

already have full use of cloud services in one business unit but have 

limited use or trial of the same category of cloud services in another 

business unit. It therefore understates the amount of limited or trial 

usage of cloud services, particularly in the Full use >1 area group.  

2.3 Range of Cloud Servi ces Used 

Figure 8 shows the adoption levels of the different types of cloud 

services, split by users who have full use of the service type and those 

that have limited or trial use of the service. 

F I G U R E  8  C L O U D  A D O P T I O N  B Y  T Y P E  O F  S E R V I C E  

 

Source: IDC 2012 

Table 3 below explains the abbreviations used above with the full 

explanation of the service types and examples of the cloud vendors' 

services IDC added to improve recognition. All the examples are from 

public cloud services but some respondents will be using private cloud 

services. 
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T A B L E  3  C L O U D  S E R V I C E S  A S K E D  A B O U T  I N  T H E  S U R V E Y  

 

Full text used in interviews Abbreviation 

used in charts 

E-mail/calendar/diary (e.g. Gmail Enterprise, Microsoft Exchange Online/Office 

365) 

Email 

Content management (e.g. Clickability, CrownPeak, OmniUpdate) Content m'ment 

Sales management (e.g. salesforce.com, Oracle CRM On Demand) CRM 

Accounting/Back office (e.g. StepStone, Hubwoo, SAP Business ByDesign, 

Twinfield, Concur, Netsuite) 

Back office 

Personnel/HCM or Talent Management (e.g. Taleo, Successfactors) HRM/ HCM 

Databases (e.g. EnterpriseDB, LongJump, Elastra) Database 

Business intelligence and analytics (e.g. IBM Smart Analytics Cloud, SAP 

BusinessObjects On Demand) 

BI 

Application development (e.g. force. com, Microsoft Azure, Servoy) and/or online 

testing 

PaaS 

Security (e.g. Google/Postini, Symantec/Messagelabs) Security 

System & network management (e.g. Service-Now. com, ZenDesk) Sys&NW m'ment 

Storage on-line including back-up and/or disaster recovery (e.g. Dropbox, Amazon 

S3, EMC Mozy, Acronis Online, Diino) 

Storage 

Infrastructure/compute power (e.g. Amazon EC2, Flexiscale, Joyent) Servers 
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Surprisingly, levels of adoption by country and by industry were broadly 

similar (more details of this data can be found in the statistical 

appendix). However, there is significant variation between the sizes of 

organisation, as Figure 9 shows.  

F I G U R E  9  C L O U D  A D O P T I O N  L E V E L  B Y  C O M P A N Y  S I Z E  

 

Source: IDC 2012 

2.4 Cost Savings from Using Cloud Services 

Of the organisations that used cloud services, 78% said they had seen a 

cost saving, as Figure 10 shows. However, if IDC excludes "don't know" 

and "too early to tell", then 97% saw cost savings compared to 

traditional IT. Though the largest group saw 10 to 19% savings, 36% of 

respondents saw savings of 20% or more (excluding donôt knows and 

too early to tell). 
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F I G U R E  1 0  C O S T  S A V I N G S  F R O M  C L O U D  

 

Source: IDC 2012 

In summary, there are clear cost advantages from cloud services. The 

majority of cloud services users saw cost savings, and a large minority 

saw quite large savings, while a very small number saw cost increases. 

Perhaps this should be no surprise, since cost savings are one of the 

advantages often cited by cloud services vendors as a factor for 

adopting cloud. 

However, this is still an important issue. For many businesses, IT is a 

very large share of capital and ongoing costs. Though IDC believes that 

the "business advantage from IT" argument is grossly over-used, in 

some cases IT can bring business advantages. But in most cases, IT is 

part of the "table stakes" for being in business, and that IT is consuming 

so much of the budget can be a burden on innovation in other areas. 

Moreover, cloud services while being cheaper can bring at least as good 

(and sometimes better) capabilities than traditional IT. Moreover, it 

should always be the latest version (unless the customer has asked 

otherwise) and it should not require the customer to make updates or 

bug fixes to the service, or perform periodic re-implementations ï all 

these aspects of the service are part of the suppliers' obligations to their 

customers. 
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2.5 Business Benefits from Cloud  

Cloud services offer customers a range of business benefits beyond 

cost savings. As Figure 11 shows, the business benefit most widely 

seen or expected by users of cloud services is an increase in mobile 

working ï generally cloud applications can be accessed from anywhere 

with an Internet connection and increasingly this means via a mobile 

device. Productivity is also increased due to the user interfaces on cloud 

services often being easier to use than the software they are replacing. 

F I G U R E  1 1 B U S I N E S S  B E N E F I T S  S E E N  A N D  E X P E C T E D  

 

Source: IDC 2012 

"Standard processes" means that, through using the a common cloud 

service, the different parts of the business areas are better able to 

ensure that its core processes are executed in a standard way. "New 

locations" means that the cloud makes it easier to open up offices in 

new areas, and "New business" means that cloud has enabled the 

opening up of new business lines, through making it possible to "turn 

on" the required services rather than having to go through extended 

provisioning and implementation processes. "Capex for business" 

means that it was possible to switch capital expenditure form IT to the 

business ï a corollary to cost savings. "Business volume" means that 

organisations were able to do a higher business volume. 

Do these business benefits increase with the number of cloud services 

used? Yes, they do. Figure 12 compares the business benefits seen by 

cloud users in three groups: full users of multiple cloud services 

("Full>1"), full users of only one cloud services ("Full 1") and users who 

as yet have only limited or trial implementations of cloud services 

("Limited"). 
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F I G U R E  1 2  B U S I N E S S  B E N E F I T S  S E E N  B Y  D I F F E R E N T  

G R O U P S  O F  C L O U D  U S E R S  

 

Source: IDC 2012 

As Figure 12 shows, full users of multiple cloud services see more 

business benefits from cloud services than either users with just one 

cloud applications, or users with only limited or trial services. An 

interesting aspect is that the limited users see more benefits than the 

users with only one cloud service. IDC has a hypothesis that many of 

the users with just one cloud service have for some reason effectively 

"stuck" at just one service. 

What expectations do organisations that are not current users have of 

cloud services? Figure 13 below shows that organisations thinking about 

adopting cloud services and planning to adopt cloud services have high 

expectations of what business benefits cloud services can produce. 

They are so high that it makes one wonder why they have not yet 

adopted cloud services.  
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F I G U R E  1 3  B U S I N E S S  B E N E F I T S  A N T I C I P A T E D  B Y  N O N -

U S E R S  O F  C L O U D  S E R V I C E S  

 

Source: IDC 2012 

However, are these expectations realistic? Comparison with Figure 12 

suggests not, as not even the users that have fully implemented cloud in 

multiple areas are seeing this scale of benefits. A better comparison is 

with Figure 11, where existing users show what benefits they have seen 

and which they are still expecting to see (given that many have been 

using cloud services for a relatively short time). In this comparison, the 

expectations in Figure 13 do not appear completely unrealistic. 

2.6 Restrictions on Cloud A doption  

Many factors can lead to user organisations being unwilling to adopt 

cloud services, even when they find some aspects of cloud services 

extremely attractive. In the survey, IDC asked respondents about a wide 

range of potential security concerns. In the order they were presented to 

the respondents, the restricting factors are: 

 Security: "We are worried about the security and data 

protection guaranteed by cloud services" 

 Trust: "It is difficult to judge which cloud services are 

trustworthy" 

 Data location: "We do not know and/or cannot control the 

location of our corporate data" 

 Support: "There is no local support for the services" 

 Change control: "We cannot control software changes and 

upgrades made by the vendor" 
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 Customisation: "We do not know who owns the 

customisations/changes we make to the cloud services" 

 Evaluation: "We do not know how to evaluate the usefulness of 

cloud service for our organisation" 

 Connection:  "Our Internet connection(s) is/are not reliable or 

fast enough" 

 Language: "There is no local language version of the services" 

 Tax: "Tax and other incentives make buying with capital more 

attractive than paying for what we use on subscription." 

Of these concerns, not surprisingly security is significantly higher than 

the other concerns, with 10% of the users saying that this restricted their 

cloud use completely, approximately double the number for any other 

concern. However, all the other concerns were close in importance.  

However, the role of restrictions is not simple. Figure 14 shows the 

average of all the "completely restrict" scores for the different groups of 

users. 

F I G U R E  1 4  A V E R A G E  O F  C O M P L E T E L Y  R E S T R I C T I N G  

F A C T O R S  F O R  C L O U D  F O R  E A C H  U S E R  G R O U P  

 

Source: IDC 2012 

Surprisingly, all groups have similar levels of overall concerns related to 

cloud services. In particular, the Full>1 group has a higher level of 

"completely" concerns than all other groups except the no use or 

thinking groups. A plausible interpretation of this is that: 

 For the no use and thinking groups, the concerns are part of the 

blockage to their adoption of cloud; the other part is that they 

struggle to see what they can use cloud for. 
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 For the thinking group, the restricting factors are barriers to 

overcome, assuming that the attractions of cloud services 

outweigh these barriers. 

 For the planning and limited groups (and also the Full 1 group), 

the restricting factors are factors they have to take into account 

as they roll out cloud services 

 For the Full>1 group, the restrictions are limiting their adoption 

of some types of cloud services, but clearly not others 

IDC asked detailed questions of respondents' attitudes around security 

and data protection, including: 

 No guarantees about the level of protection of our customers' 

data and privacy ("Data protection/privacy" in the chart) 

 No guarantees about integrity and availability of my data 

("Integrity and availability")  

 Lack of transparency about security breaches and how they are 

dealt with ("Transparency")  

 Unclear responsibilities/ liability of the cloud services provider 

about security ("Responsibilities")  

 No clear and efficient authentication and e-identification tools for 

access to our data/ services ("Authentication")  

 No clear complaint and dispute resolution mechanisms in case 

of failures ("Dispute resolution")  

Figure 15 shows the overall results from these questions indicating and 

to which degree these security and data protection factors restrict cloud 

usage. 
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F I G U R E  1 5  S E C U R I T Y  A N D  D A T A  P R O T E C T I O N  F A C T O R S  

R E S T R I C T I N G  C L O U D  U S A G E  

 

Source: IDC 2012 

As Figure 15 shows, in the area of data protection and privacy, all the 

concerns are of similar levels. Data protection, and integrity and 

availability are slightly more important than the other concerns, 

especially in terms of completely restricting the adoption of cloud 

services, while dispute resolution is slightly less important than the other 

concerns. 

IDC also asked respondents to consider in greater detail the issue of 

legal jurisdiction. The legal jurisdiction over cloud services is a potential 

barrier, especially with service providers frequently specifying the 

jurisdiction over contracts and other aspects of the service as residing in 

a location that is convenient for the service provider but not necessarily 

for the customer. The options IDC asked respondents to express a view 

on were: 

 If we have a dispute with the cloud service provider, I may have 

to go to court in another country INSIDE the EU ("Court inside 

EU") 

 If we have a dispute with the cloud service provider, I may have 

to go to court in another country OUTSIDE the EU ("Court 

outside the EU") 

Figure 16 shows that respondents are only slightly more worried by the 

legal jurisdiction being outside their country but in the EU than 
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jurisdiction being in the US. They would far rather have the jurisdiction 

in their home country.  

F I G U R E  1 6  L E G A L  J U R I S D I C T I O N  A S  A  R E S T R I C T I N G  F A C T O R  

F O R  C L O U D  U S A G E  

 

Source: IDC 2012 

In the survey, IDC also asked a question about data jurisdiction that 

drew odd and inconsistent answers. In particular, we saw similar levels 

of concern over low-risk and high-risk scenarios. The conclusion we 

draw is that this is an area that is not well understood, at least by the 

majority of the people that were surveyed. 

2.7 Actions to Increase Cloud Adoption  

The survey showed that EC action in four areas could increase cloud 

services adoption amongst both organisations already using cloud 

services users and organisations that do not yet use cloud. The areas 

are accountability, connection, portability and security certification.  

 Greater accountability and liability for security by cloud 

services providers. At present, the majority of public cloud 

services providers tend to work on a "best efforts" basis, 

using their track records as evidence of the availability and 

security of their services. However, all the full users of cloud 

services and those who do not use the cloud see this as a 

factor that, if addressed, would increase their use of cloud. 

Limited users also see some potential benefit from changes 

in this area. 

 Ensuring portability between cloud services. This is an important 

area for action by organisations that use cloud in more than one 

area, those that have some limited use of cloud services, and 
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(to a lesser extent) those that have full use of cloud services in 

one area. Portability does not seem to be a barrier to using 

cloud services in the first instance ï after all, portability between 

on premise systems is generally poor. However, it becomes an 

issue when organisations are already using cloud services.  

 Improving Internet connections is important to non-users of the 

cloud overall and also to limited users. This is not an issue for 

full users of the cloud. IDC assumes this is because they have 

good connectivity already, and it was a pre-requisite for their 

adoption of cloud. 

 Security certification of cloud services vendors did not score 

particularly highly for any one group but overall it is fourth in the 

ranking across all the responses to the survey.   

The following section provides more detail on these four important areas 

of action. 

2.7.1 Accountability  

Accountability means providing clear rules about cloud service 

providersô accountability and liability (especially around security), no 

matter from which country they origin. This is an important area of action 

for organisations that use cloud in more than one area, for those that 

have some limited use of cloud services and (to a lesser extent) for 

those that have full use of cloud services in only one area. 

Many cloud service providers (typically, almost all those offering public 

cloud services) offer a ñbest effortsò service. In other words, they use 

their track records in availability and resilience to security breaches as 

evidence that they will continue to provide services as continuously and 

reliably to their customers. They also take no accountability to the 

effects on customersô businesses should the service fail or suffer losses 

due to their services being unavailable or suffering security breaches.  

Their argument is that their services are typically far more reliable and 

secure than their customersô own systems. There is a lot of justification 

in this argument ï the market determines that an unreliable, insecure 

cloud service would rapidly lose all its customers and be unable to 

secure new customers. Nevertheless, there are a number of customers 

who would like to see more direct guarantees from their service 

providers, and who may already use the cloud but who will not move 

certain types of systems to the cloud until they receive the accountability 

and liability guarantees they require for these systems. 

There are a growing number of private cloud services being offered, and 

these are cloud services that are dedicated to a single customer or 

group of closely associated customers. In order to charge a higher price 

than equivalent (where they exist) public cloud vendors, the private 

cloud vendors differentiate themselves in a number of ways, including 

offering service level agreements with contractual penalties if they fail to 

live up to their commitments.  



37 
 

Currently, private cloud vendors typically target large and very large 

enterprises that have specific needs and specific requirements, such as 

virtual private network connections between themselves and their 

customers, defined data locations and jurisdiction, and other ñenterprise-

friendlyò features that public cloud vendors do not typically provide. 

IDC believes that over time the public and private cloud vendors will 

converge around virtual private cloud services, where public cloud 

scalability and low cost is augmented with features from private cloud, 

such vendor accountability and liability. For a modest price increase, 

customers will be able to make their own decisions over what levels of 

features they need the different types of cloud services they use. 

However, though some of these services are emerging already, 

particularly in infrastructure-as-a-service, the timescale for this change 

to extend across the overall cloud market is long, probably five years or 

more. 

2.7.2 Connections 

Connections mean ensuring better and more reliable Internet 

connectivity for businesses. This is important to non-users of the cloud 

overall and also to limited users. This is not an issue for full users of the 

cloud, possibly because they have good connectivity already, and it was 

a pre-requisite for their adoption of cloud. 

This is a particular issue for smaller businesses located away from 

metropolitan areas, where connection speed and reliability is a problem. 

Providing incentives to service providers to build out high-speed 

broadband may be part of the solution, but obviously, there will always 

be some geographic areas where providing coverage will not be seen as 

cost-effective. 

To some extent, the move towards using mobile devices as clients 

reduces some of the issues with rural access to business applications, 

where a tablet computer with a mobile network could be used. But there 

are many types of cloud services where this is not a solution.  

2.7.3 Portability  

Portability means ensuring that the ability to be able to move data and 

applications between cloud vendors is guaranteed. This is an important 

action for organisations that use cloud in more than one area, those that 

have some limited use of cloud services and (to a lesser extent) those 

that have full use of cloud services in only one area.  

A degree of lock-in is usual for IT systems of all kinds, not least 

because, with on-premise systems, the customers have often spent 

large amounts of capital on their systems and want to get a return on 

their capital. However, portability of data and processes is a significant 

barrier to switching between different vendors' cloud services, but one 

that seems to be of concern to enterprises only after they have adopted 

cloud services.  

Data can never be completely portable in a competitive market. Vendors 

are continually innovating in their products, for example inventing new 
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features to differentiate their products, which more often than not require 

specific data models. This happens faster in cloud than in any other 

domain, as with cloud services all customers ï new and old ï can 

access the new product features immediately upon release. These 

differentiating features (and often the customersô data associated with 

them) cannot be portable between different cloud services, as they are 

specific to the vendors. Competing vendors can of course offer 

comparable features ï though they must take care to respect the 

intellectual property of the inventor, so the features cannot be identical. 

In summary, though portability does not seem to be a significant block 

on cloud adoption, it is a significant barrier to the competitive market 

functioning to the benefit of the customers. The aim should be to ensure 

that there are no unnecessary barriers to portability, for example 

restrictions on the ability for customers to download their data in a 

format that enables them to upload it to a competing vendor or to an on-

premise system. The practical obstacles ï such as customers owning 

very large volumes of data ï require solutions that are not unduly 

burdensome to either vendor or customer. 

2.7.4 Security Certification  

Security certification means that a recognized and trusted third party has 

audited the security of the cloud service, in effect providing independent 

evidence beyond the vendorôs track record that the customersô data is 

secure on the cloud vendorôs systems. Security certification did not 

score particularly highly for any one group but overall it is fourth in the 

ranking across all the responses to the survey. 

Security certification can be a rigorous process for cloud vendors to 

undergo ï but being certified by a single authority (or a limited number 

of authorities) is less burdensome than undergoing a large number of 

security audits by customers, which some (but by no means all) cloud 

vendors allow customers to do. However, there is a confusing variety of 

certifications available and used by cloud service providers.  

Part of the problem is therefore making security certification clear and 

understandable to the enterprises, in particular enable those with little or 

no technical background to understand whether or not certification is 

important to them and what certifications they should look for when they 

select a cloud vendor. 

The other part of the problem is to assist the local cloud services 

providers to gain certification ï again understanding what certifications 

are the most appropriate to their particular business, and what will be 

expected of them in the certification process. 

2.8 Summary and Conclusion ɀ Enterprise Survey  

The following summarise the key takeaway points from the enterprise 

survey part of this study: 

 A very wide range of cloud services are being used by 

European enterprises, with email, security and back-office the 

most popular. 
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 The most useful way to understand enterprise use of cloud is to 

classify the enterprises by the stage they have reached in cloud 

adoption. Accordingly, IDC separated the interviewees into 

groups according to six stages of adoption, from no use or 

interest in cloud to using cloud in multiple areas of the 

enterprisesô operations ï and the single largest group (at 32% of 

the enterprises in the survey) consists of those with cloud in 

multiple areas.  

 There are organisations of all countries, industries and sizes at 

the different stages of cloud adoption, and though there is a 

smaller proportion of very small enterprises (of less than 10 

employees) in the group with cloud use in multiple areas, there 

is still a substantial number.  

 Enterprises with no cloud usage (or at least, that are not aware 

of using cloud) are going to be the toughest to bring to the 

cloud. Cloud services are already widely used in European 

organisations. Almost one third (32.7%) of organisations in the 

EU have full use of cloud services in more than one area, and 

overall almost two-thirds (64.6%) have some usage of cloud, 

either limited/trial use, full use in one area, or full use in multiple 

areas. These proportions may be an under-estimate of usage, 

as for practical reasons, IDC could not ask about every possible 

sort of cloud service that European organisations might use. 

 A typical cost saving is 10 to 20% in comparison to providing the 

same functionality with traditional IT, but a small minority of 

users report far higher savings.  

 A wide range of business benefits have been seen, and 

generally the more usage the more the benefits. Mobile working, 

followed by productivity benefits and the use of standard 

processes are the most widely reported non-cost business 

benefits. More business benefits are expected in the future by 

existing users (as well as non-users considering cloud services).  

 There is a range of factors that users say are restricting their 

cloud adoption, of which security is the most significant. 

However, the role of restrictions is complex. Organisations 

reporting the most serious concerns are often the highest 

adopters of cloud services. 

 There are four areas of action that potentially may promote first 

adoption of new cloud users but also increased adoption of 

cloud by existing users: 

1. Accountability ï providing clear rules about cloud service 

providersô accountability and liability (especially around 

security), no matter from which country they origin. 

2. Connection ï ensuring better and more reliable Internet 

connectivity for businesses. 
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3. Portability ï guaranteed data and applications portability 

between cloud vendors. 

4. Security certification ï a third party audit of the security of 

the cloud service. 
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3  R E S U L T S  A N D  C O N C L U S I O N S  F R O M  

T H E  C O N S U M E R  S U R V E Y  

3.1 Introduction  

As part of this project, IDC surveyed 947 consumers across the EU as 

regarding their use of online services and the barriers that are holding 

back increased usage. One assumption behind the survey was that it 

would be difficult to ask specifically about cloud usage since this may 

not be either a well-known term or consumers may not know whether 

the service that they use online is indeed cloud based. This assumption 

seem to hold true with 46.2% of respondents either not knowing what 

cloud is or not being sure what cloud is.  

In order to overcome the unawareness of the cloud concept, the survey 

was structured with detailed examples of cloud-based solutions (free or 

paid) which the respondents were asked to indicate if they use or not. 

This approach shows that the vast majority of respondents use more 

than one cloud-based service, despite only 18.4% stating that they use 

cloud at all. 

This is an interesting finding and one that indicates that in order to 

increase consumers' usage of cloud, it may be necessary at least 

initially to address wider concerns as they pertain to the usage of 

Internet-based services overall. 

3.2 The EU Consumers' Attitudes to Technology, the 
Internet  and Cloud 

Analysing the total survey results, there are some clear characteristics 

that emerge on usage and attitudes to technology, the Internet and ï 

implicitly ï the cloud, such as: 

 Desktop and laptop/notebook computers are the main devices 

used for access (74% and 72% of respondents respectively) 

 The highest proportion of EU consumers spend between 1 and 

3 hours online every day (39%) and the second highest 

between 3-5 hours (27%) 

 Consumers do not spend much on using or accessing services 

online. Over a three-month period, almost half of consumers 

(46%) estimate that they have spent less than ú25. 

However, while there seem to be little variation, generally speaking, 

amongst consumers in different countries, there are clear differences 

when looking at the different types of technology adopters. 

For the purpose of this analysis, IDC has slightly adapted the 

sociological model for technology adoption,
1
 developed by Joe M. 

                                                      
1
 The Diffusion Process, by George M. Beal and Joe M. Bohlen of Iowa 

State University (North Central Regional Publication No. 1, 1962) and 
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Bohlen, and George M. Beal at Iowa State University to the technology 

buying behaviours of the consumers in the survey, based on the 

responses to the following question: "which of the following statements 

best describes your attitude to using new technology?": 

 I like being one of the first: classified as Innovators 

 I wait until I have read the first reviews, but usually I buy new 

technologies early on: classified as Early Adopters 

 I wait until I see a lot of my friends using the technology so I feel 

is it safe before buying: classified as Majority Adopters 

 I only buy new technology when I have to: classified as 

Laggards 

The following section describes the adoption stereotypes as they 

emerge from the consumer survey: 

The Innovators  

These consumers are typically male (67%) and from Generation X (25-

34 years old ï 30% of respondents) and Y (18-24 years old ï 28%). 

They use a multitude of devices and have the highest usage of all 

consumers of smart phones and tablets and access the Internet via DSL 

(62%). The Innovators have higher education levels than other groups 

(26% have graduate or post-graduate degrees) and typically live in 

urban areas or major cities (58%). They spend more time online than 

other consumers do with 30% spending more than 5 hours a day 

(against a survey average of 22%). Innovators are typically in part- or 

full-time employment (56%) and have a higher proportion of single, 

never married people than other groups (44%). The Innovators 

represent 17.3% of the consumers. 

The Early Adopters  

Early Adopters are also male dominated, though less so than Innovators 

(54%). They are a little older than Innovators with 24% being Generation 

X and only 18% in the Generation Y age group. Early Adopters also use 

several different devices and especially smart phone usage is higher 

than average (56% versus 46% for all consumers). Like the Innovators, 

access to the Internet is predominantly via DSL (57%) and they are also 

heavy Internet users with 46% spending between 3-5 hours a day 

online. Early Adopters have a higher proportion than any other group 

with technical school or apprenticeships as educational background 

(27% versus average of 21%) and like Innovators predominantly live in 

urban areas or major cities (52%). They are in part or full-time 

employment but only at the level of survey average (50%). The Early 

Adopters represent 37.3% of the consumers. 

The Majority Adopters  

The Majority Adopters are typically female (60%) with a larger proportion 

at high school or secondary education level than average (35% versus 

30% on average). The Majority Adopters tend to live in more rural areas 
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than the Innovators or Early Adopters (23% versus 18% and 20%) and 

there are slightly more Majority Adopters that are divorced, separated 

and widowed than the average for the survey (12% versus 10% 

average). In terms of use of devices, the Majority Adopters are 

overwhelmingly laptop/notebook users (70%) or desktop computer users 

(68%) and they spend less time online than do the two more advanced 

adopter groups with 58% spending less than 3 hours online. The 

Majority Adopters represent 25.4% of the consumers. 

The Laggards 

The Laggards are also typically female (61%) and are older than the 

other three groups with 48% being 45 years or older. A large proportion 

of this group is retired (21% versus the average of 12%) with a higher 

tendency to live in rural areas (24%). The Laggards are desktop 

computer users (72%) or laptop/notebook computer users (62%) and 

they spend much less time online than do the other groups ï 19% spend 

less than 1 hour (survey average 11%) and 59% spend less than 3 

hours. The Laggards also have a higher proportion average with high 

school or secondary education (37% versus 30%) and a higher 

proportion that are divorced, separated and widowed than the average 

for the survey (16% versus 10%). The Laggards represent 20% of the 

consumers. 

3.3 Lack of Interest the Biggest Reason for Consumers 
to Stop Cloud Usage 

The main reason that consumers will stop using an online service or 

perform an activity online is because it is no longer of interest. 

Respondents were asked to rank the top three reasons that would turn 

them away from a service. Most (34%) ranked lack of interest as 

number one, while only 15% ranked security as the most important 

concern and 11% and 10% respectively ranked discomfort with sharing 

pictures/files and discomfort with data residency as the top reasons for 

turning away from the service. 

These results do not vary dramatically by adopter type as shown in 

Figure 17. Since the respondents were asked to name their top three 

concerns, in order to present the results in a more easily digestible 

manner, the rankings have been assigned a weight (Rank 1=3, Rank 

2=2, and Rank 3=1) and the scoring for each of the factors are 

presented by adopter type. If all options received an equal number of 

1
st
, 2

nd
 and 3

rd
 rankings, the average score is 0.94, as indicated by the 

vertical line in the figure.  
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F I G U R E  1 7  R E A S O N S  F O R  L E S S  C L O U D  S E R V I C E  U S A G E  B Y  

A D O P T E R  T Y P E  

 

Legenda: Scoring based on weighted rankings, where Rank 1=3, Rank 

2=2, and Rank 3=1. Higher scores correspond to higher rankings 

Source: IDC 2012 

The Innovators are more concerned with the cost of undertaking 

specific activities online than are the other adopters. However, this 

could possibly be explained by the younger age of this group and the 

likely lower income. The Laggards are more concerned with data 

residency than are the other groups; however, it is still for them only the 

second highest concern. 

The analysis above shows why consumers may turn away from a 

service that they have previously been using. However, the survey also 

explored why consumers may not take up a certain activity or service 

online in the first place. Also in this aspect, it is clear that it is 

predominantly the consumer's interest or need for a service that drives 

usage, rather than other concerns that keep the consumer from using 

cloud services. Overall, 53% of consumers said that the reason for not 

using a service was that they had no need for it, while 14% ranked 

security as the top concern and 11% ranked data location as the top 

concern. The analysis of the factors discouraging usage by adopter 

type is shown in Figure 18. If all options received an equal number of 

1
st
, 2

nd
 and 3

rd
 rankings, the average score is 0.42, as indicated by the 

vertical line in the figure.  
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F I G U R E  1 8  R E A S O N S  F O R  N O T  S T A R T I N G  C L O U D  S E R V I C E  

U S A G E  B Y  A D O P T E R  T Y P E  

 

Legenda: Scoring based on weighted rankings, where Rank 1=3, Rank 

2=2, and Rank 3=1. Higher scores correspond to higher rankings 

Source: IDC 2012 

An interesting observation that can be made when looking at the results 

by adopter type is that the need for the service is a higher barrier to 

usage for the less "aggressive" adopter types. This indicates, perhaps 

not unexpectedly, that the attitude to technology adoption (try before 

others, be one of the first) also follows the usage of new cloud services 

and that the more conservative adopter groups need to be convinced of 

the usefulness/need for a specific service before they start usage. 

3.4 Factors Encouraging Cloud Usage amongst 
Consumers 

The analysis above has focused on what would stop or discourage 

consumers from using cloud services (both those with which they are 

familiar and those they have not used before). However, of equal 

importance is it to understand the factors that may encourage higher 

usage. In the survey, the consumers were asked to consider four key 

broader factors that may encourage them to use more of the cloud 

services listed in the survey. Figure 19 shows the results from this 

question. 
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F I G U R E  1 9  F A C T O R S  E N C O U R A G I N G  C L O U D  S E R V I C E  U S A G E  

B Y  A D O P T E R  T Y P E  

 

Legenda: % of respondents - Source: IDC 2012 

There are quite large differences in the factors that may encourage 

cloud usage for the different adopter types. For the Laggards, none of 

the factors listed would encourage them to use the services more. This 

cements the findings from the previous two sections: if the Laggards do 

not see that the services are of any use to them, they will be hard to 

convince about increasing usage. 

For the Early Adopters to increase their (already high) usage, they would 

have to be even more convinced about their data being secure, 

protected and kept private. The Majority Adopters place themselves in 

between these two groups, as would be expected. For the Innovators to 

increase their already very high usage, they would have to see a 

lowering of the cost of accessing the services, whether via the Internet 

or roaming. They are, however, also concerned about the issues of 

security and data and privacy protection ï this is the highest-ranking 

factor also for this group. 

It is often discussed how the younger generations (the biggest 

proportions of the Innovators and Early Adaptors) are not as concerned 

about data security as older generations. This finding shows that this is 

not necessarily the truth. They are concerned and although they are 

already heavy users of online and cloud services, addressing security 

and data/privacy protection issues would also for the younger 

generations encourage higher usage of online (cloud) services. 
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3.5 Removing Barriers to Incre ase Consumers' Cloud 
Usage 

Since the issue of security, data location, and data privacy are of major 

importance, the survey explored further, what would be the impact on 

consumers' cloud usage if these barriers could be removed. Consumers 

that had responded that they indeed have these concerns along with 

issues of, reliability and suitability of the applications were also asked to 

evaluate how the removal of certain barriers would affect their uptake of 

cloud services. This was 43% of the total survey (or 411 respondents). 

The options presented in the survey are listed below. (The wording in 

parenthesis has been used for the presentation of the results). 

 That I can complain in case of security breaches or data losses, 

and be sure of adequate compensation (complaint process) 

 That I am informed if/when security and personal data breaches 

occur and how consequences are managed (informed of 

security breaches and actions) 

 That I am sure that my deleted data does not remain in the 

service providers' archives (data deleted from service provider) 

 That I can control access to my data through privacy-protection 

settings (data privacy control) 

 That I can correct/delete my data in an easy and efficient way 

(correct/delete data) 

 That I know where my data is and that it is protected e.g. that 

my rights are protected no matter where the data is (data 

location/protection) 

 That the service complies with EC regulation on consumer 

protection, data and privacy protection (EC regulation 

compliance) 

Overall, 20% of respondents said that if they were sure that deleted data 

would indeed be deleted, this would be their top reason for increasing 

cloud service usage; 18% ranked control of data privacy the highest and 

15% ranked ease of correcting/deleting data highest. 

Figure 20 examines which barriers are most important to remove by 

adoption type, using the same approach as above. If all options 

received an equal number of 1
st
, 2

nd
 and 3

rd
 rankings, the average 

score is 0.85, as indicated by the vertical line in the figure.  
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F I G U R E  2 0  M O S T  I M P O R T A N T  B A R R I E R S  T O  R E M O V E  B Y  

A D O P T E R  T Y P E  

 

Legenda: Scoring based on weighted rankings, where Rank 1=3, Rank 

2=2, and Rank 3=1. Higher scores correspond to higher rankings 

Source: IDC 2012 

Generally, speaking there is little difference by adopter types: all four 

groups rank the issue of ensuring that data is deleted from the service 

provider highly. However, the Early Adopters do stand out a little here. 

To this group the four areas of data privacy, data location/protection, 

data deletion/correction, and data removal from the service provider are 

seen as more or less equally important. In fact, data privacy control is 

more important to this adopter type than any other barrier.  

The Innovators are mostly concerned with data location/protection (more 

than any other group) and that the data is fully deleted from the service 

provider. Interestingly, when looking at the analysis in Figure 17 this was 

a low ranking barrier for the Innovators when considering an already 

known service but a more important barrier for uptake of a new service 

(Figure 18). Since the analysis in Figure 20 concerns only a subset of 

the Innovators, it could be concluded that this adopter type may consist 

of two different sub-types: those that adopt quickly as part of hype or 

fashion and those that are genuinely knowledgeable about new 

technology, adopt quickly but with more of an understanding of the 

potential pitfalls. 

3.6 General Concerns about Cloud 

As mentioned at the start of this chapter, just over half of respondents 

were aware of the concept of cloud computing. As would be expected, 

the more "aggressive" adopters are also the ones that are most aware 

of the concept as shown in Figure 21. The Laggards are those that are 
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the least familiar with concept, as would be expected, and the 

Innovators are those with the highest current (known) usage. 

F I G U R E  2 1  A W A R E N E S S  O F  T H E  C L O U D  C O N C E P T  B Y  

A D O P T E R  T Y P E  

 

Legenda; % if respondents - Source: IDC 2012 

However, when respondents were asked how concerned they would be 

on three key aspects ï data protection, cost and privacy ï with keeping 

data and files in the cloud and accessing using different types of 

devices, a more mixed picture emerges as shown in Figure 22. The 

Figure shows only those that were extremely and very concerned about 

these issues, the majority of respondents. 
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F I G U R E  2 2  C L O U D  C O N C E R N S  B Y  A D O P T E R  T Y P E  

 

Legenda; % if respondents - Source: IDC 2012 

Perhaps performing to stereotype, the Laggards are more concerned on 

all three aspects than are any of the other adopter groups. However, 

both the Early Adopters and the Majority Adopters have more or less the 

same level of concerns when it comes to privacy and data protection. 

Although other parts of the survey showed that the Innovators have cost 

concerns, when asked specifically about cloud (i.e. they are prompted 

not just to think about any online services), cost is also for this adopter 

group less of a concern than data privacy and protection. 

3.7 Conclusions from the Consumer Study  

The consumer part of this study shows clearly that there is a relatively 

low awareness of what cloud is amongst consumers. Although they are 

using cloud-based services they are not aware of this ï and they do not 

seem to care. What is important is that the service or the activity that 

they can perform online is of use to them and fulfils a need. 

This has clear implications for considerations regarding how to remove 

barriers to cloud adoption amongst consumers in the EU. Any actions 

will have to be aimed at removing barriers to use of the Internet and 

online services in general ï and the cloud usage will follow naturally. 

Although security is the second most important concern that consumers 

have, it gets only about half the weight that the consumers' need for a 

service. This is not to say that issues such as security, data location and 

data protection/privacy are not important. They certainly are but if a 

cloud service is really useful to consumers, they are willing to throw 

caution to the wind and use the service (carefully). 
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Analysing the results from the survey, it is clear that major variations do 

not come from country of residence nor necessarily only from the age of 

the consumer. A dominating factor is rather the consumer's attitude to 

technology adoption and on this basis clear profiles can be drawn of the 

four adopter groups: Innovators, Early Adopters, Majority Adopters, and 

Laggards. 

By looking at the results of the survey by these adopter types, there are 

clear differences in what these groups consider as barriers to adoption 

and what may encourage them to increase their cloud services usage. 

This finding is important to the approach that can be applied in 

addressing the adopter groups' individual concerns and even how to 

tailor the messaging. 
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4  R E S U L T S  A N D  C O N C L U S I O N S  F R O M  

T H E  S T A K E H O L D E R  S U R V E Y  

4.1 Introduction  

While the enterprise and consumer surveys provided a large amount of 

data that explores attitudes, barriers and drivers towards cloud from a 

quantitative perspective, this part of the study is much less suited to gain 

comprehensive insight and understanding of the nuances in these 

drivers and barriers. Furthermore, the quantitative surveys do not 

contribute in-depth thoughts on which actions that could/should be taken 

by either the vendor community or the European Commission, or indeed 

the effects that these actions may have on cloud adoption across the 

EU. 

For these reasons, as part of the project, IDC undertook in-depth 

interviews with more than 50 stakeholders. These included commercial 

or public sector organisations that have either already embarked on a 

cloud journey or are considering doing so; cloud technology providers 

and service providers that are involved in helping European 

organisations plan and implement cloud technologies; and associations, 

academia and other expert bodies that have important input to the 

project due to their fields of study or expertise. IDC interviewed 22 user 

organisations, 20 technology and services providers, and 9 experts. For 

more details, please refer to Appendix 2. 

There are nine key areas that were explored during the course of the 

interviews, undertaken by senior IDC analysts: 

1. A description of the stakeholderôs involvement in cloud (e.g. 

adoption of cloud; cloud offerings to the market; expert's role and 

observations of the state of cloud in Europe) 

2. The main barriers to the adoption of cloud in the EU 

3. Any actions that vendors can take to address these barriers 

4. Actions (if any) that the European Commission could or should take 

to address these barriers 

5. A specific probe into the stakeholder's view of possible specific 

actions that the European Commission may take: 

o Harmonizing data residency laws 

o Actions on data access and portability, for example 

providing guidelines on: transfer of customer data from one 

cloud vendor to another, transfer of software and systems 

from one cloud vendor to another (eg with platform 

services), transfer of business processes, customers right to 

access data on cloud services  -  

o Clarifying legal jurisdiction over services provided in one 

country but consumed in another  

o Setting up a framework for certification of cloud services 

vendors for government use across Europe (similar to 

FISMA in the US) 

o Setting up an independent agency for standard certification 

of clouds according to various legislative requirements, such 

as auditability, security level, and data location etc., and 
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establishing frameworks for how to evaluate cloud service 

vendors and monitoring the vendors along these criteria. 

o Pushing standardisation  

o Simplifying rules for compliance and adapting these to a 

cloud world 

o Financially supporting the development of interoperability 

between clouds  

6. The stakeholder's view of which actions would help most in 

increasing cloud adoption 

7. The stakeholder's view of any other actions that could or should be 

taken at a European level 

8. Evaluation of what the impact would be if all the actions that the EC 

(or national governments) can take are taken on the stakeholder's 

cloud adoption (in the case of users), on the stakeholder's business 

(in the case of vendors) and general observation of market 

development (in the case of the experts). 

9. A description of the main business benefits of cloud either realised 

or perceived by the stakeholder. A probe for as many quantifiable 

benefits as the stakeholder is able to provide.  

Overall, the findings from the interviews supported the findings from the 

enterprise and consumer surveys with no surprises; rather they just 

provided much more narrative to support the survey results 

The following sections provide the main findings from the stakeholder 

interviews. Since segmentation of the interviews by type or any other 

dimension is not statistically valid, we have focused our analysis on 

bringing qualitative information and observations from the interviews, 

bar a couple of specific questions where quantitative analysis is 

possible. 

4.1.1. Cloud Maturity of t he Stakeholders  

Looking at the cloud maturity of the stakeholders interviewed, all the 

vendors have a cloud offering while some of them are "pure-play" public 

cloud service providers. All of the experts were interviewed because of 

their expertise and perspectives on cloud. However, looking at the user 

organisations interviewed the picture is similar to that found in the 

enterprise survey: the majority (17) of the 22 user organisations are 

using cloud somehow or somewhere and only one of the users is saying 

that it has no plans at all to explore the use of cloud.  

It is clear that, in many cases, the cloud journey starts with either private 

cloud implementations or the more innocuous public cloud offerings of 

email, calendar tools, collaborative tools etc.  

4.2 Security and Data Location Issues Are Main 
Stumbling Blocks for Cloud  

As IDC found in the enterprise survey, data location and security are 

high ranking barriers to adoption of cloud (see Figure 23). 

Almost half of all stakeholders rated security as the biggest barrier. The 

issue ranks much higher for experts (five out of nine) and users (half of 
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the interviewees) than it does for the vendors, who feel that it is much 

more a question of building trust in the market for cloud rather than a 

question of lack of security as such. As stated by Chris Gabriel, Director 

of Solutions and Marketing, Logicalis:  

"There is a substantial fear that cloud is insecure, despite the reality 

being that cloud is much more secure than many of the internal 

installations that most SMEs have. The reality is there is more risk that 

the provider goes out of business and clients need their data out than 

the risk of data being lost or stolen from the cloud." 

F I G U R E  2 3  T H E  S T A K E H O L D E R  V I E W :  M A I N  B A R R I E R S  T O  

A D O P T I O N  

 

N. of stakeholders quoting each barrier - Source: IDC, 2012 
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Business Services & Corporate Center, DHL pointed out, the issue may 
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It is reasonable to suggest that if other issues like the legal jurisdiction 

over data were clarified then it is very likely that the location of data 

within Europe, at least, would become less of a problem. Significantly, 

legal jurisdiction over data came third on the list of issues highlighted by 

the stakeholders. One global technology company highlighted this as a 

barrier to their cloud adoption.   

"This is really a barrier that has a strong effect on how we are 

implementing cloud - where you have the servers and data to meet legal 

requirements etc. Currently the laws ï even in Europe ï are different in 

each country, which complicates matters. So, the current legal 

landscape actually stops cloud adoption and deployment."    

4.2.1. Experts - Summary of Other Barriers to Adoption  

Looking at the findings from each group of respondents separately IDC 

first examined the views of the experts.   

The key barriers in their minds are a lack of skills and a lack of 

innovation. The lack of skills is a problem in many areas. Universities 

will have to adopt new approaches to teach graduates about cloud 

computing. Until skilled graduates are available, it will be difficult for 

SMEs, in particular, to get access to the skills they need to help them 

embrace this new technology.   

A lack of innovation impacts Europe in two ways. Firstly, the US cloud 

market has a strong financial background, which gives it a competitive 

advantage over the European market and has mean that cloud 

innovation has been led by US suppliers. On the adoption side, the 

more conservative approach of European organizations to investment in 

innovative solutions has meant the region lags behind the US in cloud 

adoption.   

4.2.2. Users - Summary of Other Barriers to Adoption  

The users interviewed provided a long and wide-ranging list of other 

barriers to adoption. These can be categorised into some relating to 

supplier / customer interaction and others, which are more internal.   

 Lack of clarity around pricing and licensing issues, as Eric Henault, 

Network Coordinator, EuroCIO stated: ñ[For licensing] there is a lack 

of consensus between demand and supply side. The supply side 

says that there is no reason for licensing since this is a pay-per-use 

service. But if you talk about PaaS or IaaS, then there needs to be 

discussion of licensing.ò 

 Fear of vendor lock-in. A key issue for users is the fear of vendor 

lock-in where they cannot leave the cloud or indeed one particular 

cloud vendor. This can be reduced by progress on standards and 

interoperability within the cloud.   

 Internal stumbling blocks and fears of loss of competitiveness. There 

are internal barriers too such as the concern that embracing a public 

cloud solution could blunt an organisation's uniqueness and 

consequently its competitive edge.   
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4.2.3. Vendors - Summary of Other Barriers to Adoption  

Not for the first time vendors take a different view on the other barriers 

to adoption to those identified by users. The keys ones are: 

 Lack of trust. In the view of some vendors users have a lack of trust 

in cloud computing. For example, users fear that if a vendor goes 

out of business they may not be able to access their data.   

 Lack of maturity. It has been particularly difficult to get large 

organisations to adopt cloud computing with the result that the 

market lacks maturity. Another barrier is a lack of clarity about what 

cloud is. 

 Lack of financing. One of the features of cloud is the pay-per-use or 

Opex model. This represents a big change from the previous model 

where a large part of IT investments were Capex. There are a 

number of issues presented by this change. As Sándor Gintli, Sales 

Director at BCSS Hungary (WireCorner) put it: ñThe primary barrier 

is of financial characteristic. Local companies can obtain EU 

subsidies for implementation of systems, but as these subsidies 

cannot be used for operational costs, they cannot be used to 

purchase cloud services.ò   

4Ȣσ 6ÅÎÄÏÒÓȭ 2ÏÌÅ ÉÎ 2ÅÄÕÃÉÎÇ "ÁÒÒÉÅÒs 

So what role can vendors play in reducing the barriers to the 

development of a mature cloud computing market in Europe?   

Three main ways that vendors can help to reduce barriers were 

identified by the stakeholders, the first being to educate the market.   

1. Help educate the market through clear communication.   

a. Create common terminology    

b. Provide road maps and case studies  

As Zoltán Bellák, Chairman of Eurocloud Hungary put it: "The most 

important action vendors can do is to co-operate in order to develop 

the structure of the new market environment. They have to 

communicate a common message, and they have to act jointly to 

make cloud services accepted".   

A French user added, "There has to be increased communication 

between vendors and users to see what they can do about the 

barriers above, in order for cloud providers to be able to build a 

cloud that users could buy". 

Gunther Papenberg, Strategic Director at Wusys cautioned: "The 

vendor community has a role to play in the way that cloud is 

communicated. Vendors need to differentiate their services and 

make it clear what they are offering. Vendors talk cloud, cloud, cloud 

but they communicate it exactly the same way as dedicated 

hardware services. 

2. Provide information and guarantees that will help build trust, such 

as: 
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a. Clarify where data resides 

b. Guarantee SLAs 

c. Provide information on security and auditability  

d. Clarify liability 

"Vendors should provide guarantees that data could stay within the 

EU, and should provide information about security and how they 

deal with security breaches," said Paulo Vaz Serra, Commercial 

Director at Contacto. 

3. Help build skills and resources 

As stated earlier, with any new technological advance and particularly a 

major one like cloud computing it takes time for the market to develop 

the skills required to make it fully successful. Universities have to adapt 

their education programmes to produce graduates with the requisite 

abilities to join the many suppliers offering cloud solutions. This takes 

time and vendors need to play their part.   

Rob Mellor, Professor at Kingston University, UK highlighted this: 

"Service providers such as Google and Microsoft could help the 

universities but there are several barriers. Our University has some 

collaboration with these two cloud leaders, but finds it difficult to take the 

co-operation beyond single lectures and get the vendors to take part in 

courses showing students how to work with cloud."   

A new IT skills curriculum is required which must involve the education 

sector, suppliers and end-users if cloud is become an everyday reality. 

4.4 The %#ȭÓ 2ÏÌÅ ÉÎ 2ÅÄÕÃÉÎÇ "ÁÒÒÉÅÒÓ 

While the vendors have a significant role to play in developing the 

European market for cloud computing it is clear that the European 

Commission can play an important part too.   

There is an overwhelming consensus among all stakeholders that the 

main role that the European Commission can play is to help clarify and 

harmonize the legal frameworks surrounding cloud and cloud-related 

issues. This extends also ï especially from the usersô perspective ï to 

recommend standardized contract clauses, e.g. around data portability, 

reversibility etc.   

"The EC should act as a promoter, should spread out the word and 

publicize good, positive case studies. The EC should be a facilitator, 

sharing and publicizing best practices with those who are interested" - 

said Jiri Vorisek, Professor, University of Economics, Czech Republic. 

Lars Frelle Petersen, G-cloud Strategy Architect, Agency for the 

Modernization of Public Administration in Denmark stated, "Cloud is very 

important for Europe's digitisation of the governments and the 

Commission needs to take a leading role in this. EU needs to develop a 

common model for cloud usage to help the debate in the member 

states, because they are uncertain about the consequences. EU should 

create the framework and security agreements with the multinational 

companies (and it needs to be multinational companies to get the 
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economy of scale) ï putting pressure on vendors to comply. EU should 

adapt the laws so that data storage within the EU is sufficient ï 

multinational legislation. This would create the necessary trust and get 

the debate about cloud started locally, it can't be done locally only."  

The view was also expressed that the European Commission could help 

drive standardization and certification issues.   

One Dutch user firm had a clear view of what it expected the EC to do: 

"1. Solve the legal issues related to export regulations ï data location 

etc. Harmonise laws across Europe and avoid protectionism. 2. Create a 

framework for compliance related to cloud usage and should create a 

certification. 3. Facilitate and support standardization/interoperability at 

global level and stimulate this through its own usage and requirements. 

The US government has created some certification for their part; there 

should be something similar in Europe, and 4. EU could create 

guidelines around data ownership related to cloud." 

The stakeholder interviews have demonstrated not only that the 

European Commission has a major role to play in the development of 

the cloud computing market in Europe but also that there is a good level 

of awareness among these stakeholders of what it needs to do. The 

implication seems clear that if it does not embrace this role it will inhibit 

the speed at which market development takes place and thereby put 

Europe at a competitive disadvantage. 

4.5 Specific EC Actions 

Having obtained stakeholders views in an open discussion of the role 

they thought the European Commission should play in the development 

of the cloud computing market they were then requested to prioritise 

specific action from a prompted list. The findings are shown in Figure 24 

below.    
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F I G U R E  2 4  T H E  S T A K E H O L D E R  V I E W :  S P E C I F I C  A C T I O N S  F O R  

T H E  E U R O P E A N  C O M M I S S I O N  

 

N. of stakeholders mentioning each action - Source: IDC, 2012 

A number of actions received considerable support while two in 

particular stood out:  

1. Harmonising data residency  rules across the EU 

This was considered the key action by over 60% of respondents 

overall and 80% of vendors. Zoltán Bellák, Chairman of Eurocloud 

Hungary offered further advice on how to approach this as follows: 

"The EU should do this on a business value basis instead of privacy 

basis. Excessive defence of personal rights is contra productive in 

business."  

Another respondent pointed out that this would be a more broadly-

based measure and not just cloud-specific and therefore even more 

welcome. 

2. Clarifying legal jurisdiction over services provided in one country 

and consumed in another 

The issue of legal jurisdiction in a region made up of many countries 

is considered to be a major issue and experts, vendors and users 

were in broad agreement that clarification of this should be a key 

priority for the EC.   
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"This will make or break EU cloud capabilities", a Nordic vendor put 

it in stark terms.      

Zoltán Bellák, Chairman of Eurocloud Hungary added, "A single 

market is essential. In most cases, a cloud clientôs data is more 

securely and more efficiently stored in an external (foreign) 

datacenter than in an in-house datacenter. International data 

management standards, certification and control could contribute to 

the clarification of the current situation." 

3. Europe-wide standardisation and interoperability  

There is also support for trying to drive standards and 

interoperability ï this is especially from the vendor community.   

"The EU should help standardisations. Standards have been 

embryonic and change slowly. ISO 27001 is the most important one, 

however very complicated. We are nearing the end of the process to 

implement, which has taken over two years. Itôs been an expensive 

and arduous process and this doesn't help small software 

companies which are trying to grow and compete. A certification for 

government could create trust; the halo effect," explained Justin 

Pirie, Cloud Strategist, Mimecast. 

4. Framework for certification 

Vendors are also most interested in the framework for certification 

(half of the responses) and also account for half of the positive 

responses for establishing an independent agency for certification. 

Users, on the other hand, do not see this as an issue at all.   

This comment from Adam RafajaŒski, CIO at Budimex perhaps 

illustrates why this is not seen as a priority: "Certifications seem to 

be too weak as they are usually voluntary and therefore often used 

for marketing reasons only; licensing should be more like an 

obligatory thing - to provide cloud services in the EU or for EU 

clients a vendor must have a licence stating that this vendor 

promises to follow legal regulations. This way, users would feel safer 

and not responsible for something they actually have no influence 

on". 

The issue that demonstrated the biggest level of disagreement between 

different groups of stakeholders was that of actions on data access and 

portability. While overall this ranks quite high as a priority there are 

vendors that are saying ñdefinitely notò. 

4.6 Most Important Action by EC  

It is clear from the stakeholder research that the most important action 

the EC can take is to harmonise the legal frameworks and regulations 

and look at how it can help drive certification, which should help 

increase trust (and thereby adoption). Some comments: 

Rob Mellor, Professor at Kingston University, UK: ñHarmonisation of 

data residency laws as well as legal jurisdiction is the most important.ò  
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Paulo Vaz Serra, Commercial Director at Contacto said, ñA standardized 

approach to cloud across the whole of the EU would lead vendors to 

comply with these requirements faster, which would facilitate a faster 

cloud uptake. Among the possible actions mentioned, the legal 

framework and clarification of existing rules / standardisation of country 

rules were the most important.ò and ñStandard certification of clouds 

would be the most useful for end users,ò continued a Hungarian 

manufacturing company.ò 

From a telco in the Czech Republic: ñSetting up a framework for 

certification of cloud services vendors for government use across 

Europe and setting up an independent agency for standard certification 

of clouds according to various legislative requirements, such as 

auditability, security level, data location point etc., establishing 

frameworks for how to evaluate cloud service vendors and monitoring 

the vendors along these criteria.ò  

The fact that there is such broad agreement on the part of both users 

and vendors on what needs to be done by the EC makes it all the more 

pressing that these actions get implemented to boost development of 

the cloud computing market in Europe.  

4.6.1 Other Actions the European Commission Could Consider 

In addition to these key actions, a number of additional actions were 

suggested:   

1. Help educate users and show what others have done 

Zoltán Bellák, Chairman of Eurocloud Hungary outlined what is 

required - "Education has to be carried out among potential cloud 

end-users. The industry starts its own education program, but an 

objective third-party education is also essential to build credibility of 

cloud solutions among end-users. This education could be carried 

out by case studies in the government sector, by the development of 

procurement standards, templates and recommendations". 

ñIf we had best practices or use cases visible in the market that 

would help a lot....You need to understand better how to roll out the 

solutions in a different country/culture. So, if the EC could help in 

terms of trying to put together a portal with experiences that can be 

shared, that would help,ò advised the CIO of a Nordic manufacturing 

organisation.   

2. Foster innovation, perhaps by leading by example 

A software vendor suggested that Europe should look to the 

Chinese example: "Research and fostering innovation ï e.g. look at 

China, clouds for SMEs and research ï the government does this ï 

haven't seen in the EU." 
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3. Quality of Internet access  

The final additional action suggested was particularly important to 

stakeholders in Central and Eastern Europe. 

ñThe key is widespread high quality Internet access. EU authorities 

should focus rather on developing this field making Internet access 

available everywhere. This may seem a trivial problem for WE but 

for many regions in CEE it is crucial.ò - was the view of one Polish 

user.   

4.7 Impact of Actions  

The greatest variation of responses was found when stakeholders were 

asked what they thought the impact of the actions would be were they to 

be implemented. The vast majority suggest outcomes that would be 

positive. A range of comments is outlined below.   

ñThe impact would be substantial: governments could use cloud to 

create efficiency and cost savings; larger enterprises could easily set up 

new branch offices ï in their own or a new country; the barrier for start-

ups would be lowered substantially as they could get up and running 

much faster if they did not need an internal infrastructure and 

development platform,ò said one Swedish expert. 

ñThe impact will be huge ï today we don't buy the cloud apart from very 

few exceptions. If nothing is done we'll not buy the cloud, and the cloud 

in Europe will be a failure,ò was the view of one French user 

organisation.   

ñAssuming all the actions were taken and the Danish Data Protection 

Agency would allow use of cloud, the municipality would over a three 

year period move its entire infrastructure to cloud. It would also use 

SaaS extensively ï choice depending on functionality and price etc., i.e. 

would evaluate cloud based solutions as any other solution,ò said a 

Danish local government user.   

ñDHL would want to move 100% to cloud. Cannot quantify what that 

would mean in terms of cost savings or faster time to market,ò said 

David Thornewill, EVP, IT Global Business Services & Corporate Center, 

DHL.   

"Removing the legal barriers, cloud would get a tremendous boost," 

stated Jerome Brun, Group Cloud Offering Manager at Atos. 

"It would make the business grow faster ï we could double our growth 

from 20% to 40%. It would be most helpful in countries like Germany 

and France," was the view of Justin Pirie, Cloud Strategist, Mimecast.    

The wide variety of responses to this question reflect the fact that user 

firms and vendors have goals and targets that are specific to them and 

are dependent on the nature of their businesses and the stage of 

development as suppliers or consumers of cloud computing. 

Nevertheless, there is general agreement that implementation of these 
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actions would increase cloud adoption and have a positive impact on 

vendor revenues from cloud services.   

4.8 Business Benefits of Cloud 

Finally, respondents were asked to identify the main business benefits 

they would expect to see from cloud computing.   

It is no surprise to find that cost reduction is the key benefit along with 

increased agility/flexibility.    

In the view of one expert: "Cloud gives companies of all sizes access to 

resources fast and at reasonable cost points without upfront 

investments. This will help drive innovation in Europe." 

While respondents were reluctant to quantify the cost savings, 

nonetheless there were some striking comments.   

ñ[If] all of these [barriers were removed], cost savings around 30%. If we 

do this well, we gain also flexibility, agility in doing business,ò said one 

international user.   

A Nordic user organisation made a similar estimate: ñAn estimate of the 

savings is at the upper level of 20-40%.ò 

"[We] have calculated that through the replacement with the cloud 

solution, we saved more than 90% of external costs over a 5 years 

period," said a European Bank  

With regards to cloud helping the business become more agile and 

flexible, it is clear that many of the users interviewed are here thinking of 

increased competitiveness and supporting business growth. 

ñThe benefits are the opex model and payment only for what is used, as 

well as the fast deployment, making it faster to launch new offerings. 

Cannot quantify, but it will be substantial and facilitate development of 

the company into new areas,ò said one Dutch user organisation.   

ñCloud helps gaining competitive advantage or at least not to put at 

competitive disadvantage, as more of DHLôs competitors worldwide start 

adopting it and can exploit the benefits,ò according to David Thornewill, 

EVP, IT Global Business Services & Corporate Center, DHL.   

An Italian bank stated: ñ[We] see cloud as a way to achieve more agility 

and adaptability of IT systems to business requirements.ò  

ñA community cloud would facilitate easier cooperation between parties 

in the value chain, would facilitate efficient use of resources and re-use 

of solutions, leading to increased quality and competitiveness. It would 

facilitate internationalization without having to build local presence in 

other countries ï finding subcontractors or hiring local resources, which 

is today difficult for midsized companies,ò was the view of Paulo Vaz 

Serra, Commercial Director at Contacto. 
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Finally, a global technology firm, speaking as a cloud user, underlined 

strongly the potential of cloud to change organisations and business 

models as follows: ñThere is a huge opportunity in combining in-house 

IT with what you can take to clients ï this is how I now think when I buy 

HW/SW. So, our IT organisation has now become much more market 

focused and this impacts the skills needed in the IT department. Who 

would have thought that I would hire go-to-market experts to sit in the IT 

department? What it's really about is creating a product while 

developing a solution.ò  

4.9 Summary Conclusions from Stakeholders  

As shown by these interviews, there is a broad agreement between the 

different stakeholder categories about the main drivers and barriers of 

cloud computing take up.  

There is a common interest in the harmonisation and simplification of 

the regulatory framework affecting the cloud computing market, and a 

general belief that the stricter EU regulatory environment is to some 

extent restraining the development of cloud computing, compared for 

example to the US. Nevertheless, most of the users do not seem 

concerned with reducing the protections and guarantees insured by 

regulation; they are not calling for freedom from excessive regulation 

(with the exception of a few vendors); they would like to maintain 

guarantees, but avoid paying the price in terms of red tape. That is why 

they ask for harmonisation, rather than abolishing regulation,   

There are also some differences between business users and vendors 

in the opinions about promoting standardisation and certification of cloud 

services. Vendors are in favour of self-regulation, while users appear to 

trust third parties more. Business users are also strongly in favour of 

increasing the accountability and liability of cloud service providers, also 

through more specific contractual requirements.   
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5  T H E  C L O U D  M A R K E T  I N  T H E  

E U R O P E A N  U N I O N  I N  2 0 1 1  A N D  

O U T L O O K  T O  2 0 1 4  

5. 1 Sizing the Public Cloud Market in the EU: 2011 
and Outlook  to 2014  

The enterprise survey shows public cloud services are already in use at 

a large number of EU companies. However, despite quite high adoption 

rates, average budgets assigned to the cloud are still limited. Public 

cloud services accounted for just 1.6% of EU IT spending in the 

business segment in 2011, amounting to some ú4.6 billion (Figure 25). 

Relatively high adoption rates have therefore not yet made a strong 

impact on the EU IT market due to several factors.  

At the low end of the market, smaller EU enterprises adopt free cloud 

services, for example for their e-mail systems or basic storage needs, 

but they are not willing to pay for premium services. Across company 

sizes, full reliance on cloud is stronger for those less sophisticated 

solutions (such as e-mail and security anti-spam) for which cost-

sensitive offerings are available on the market. Moreover, public cloud 

services are a relatively new market in many EU countries, and their 

revenues are initially much lower than traditional IT because they are 

subscription fees (or payment for use) and do not involve up-front 

license costs.  

F I G U R E  2 5  E U  P U B L I C  C L O U D  S E R V I C E S  V E R S U S  T O T A L  I T  

I N  T H E  B U S I N E S S  S E G M E N T  (ûB I L L I O N )  

 

Source: IDC 2012 

ϵ4.6 Bn ϵ10.9 Bn 

ϵ277.6 Bn 
ϵ293.3 Bn 

0

50

100

150

200

250

300

350

2011 2014

Other IT

Public cloud

CAGR OtherIT: 1.9%

CAGR  Public cloud: 32.9%

Total IT 2011: 
ϵ282.2 Bn

Total IT 2014: 
ϵ304.1Bn

CAGR Total IT: 2.5%

ϵBn



66 
 

Even if the EU public cloud market is still small in euro terms, it is 

undoubtedly under the spotlight, not only for the evident business 

benefits it brings, but also for the strong interest it is generating in both 

the vendor and the end-user communities. Despite the weak economic 

climate, IDC expects the EU public cloud market to show an impressive 

increase and grow 13 times faster the total IT market in the next three 

years. By 2014, public cloud services will represent some 3.6% of total 

businesses' IT spending in the EU, and will reach nearly ú11 billion 

revenue.  

This impressive growth will be possible under the following assumptions: 

 The Eurozone sovereign debt crisis will be resolved positively, 

with no country exiting the Euro area. The economic uncertainty 

in 2012 and 2013 will have only a mildly impact on the cloud 

services market, as many organizations will continue to adopt 

new cloud services as a result of having to find new ways of 

meeting their IT needs. Some companies may decide, though, 

to postpone new investments, especially first time investments, 

to face more urgent economic issues. 

 There will not be a major security accident that may damage EU 

companies' confidence in the security of cloud services. Both 

the enterprise survey results and the stakeholder interviews 

confirm that security is a key barrier to cloud adoption. A 

security breach or data loss at a large cloud service provider 

would reduce companies' confidence, with a negative impact on 

cloud investments. 

 The enterprise survey results show that cloud delivers on 

promises with solid ROI and many business benefits evident at 

companies already investing. This will help EU companies 

increase their acceptance of cloud services, which in many 

cases will essentially mean changing company culture. 

 On the end-user side, several drivers will sustain demand: ease/ 

speed of deployment, predictability of costs, reduction of internal 

IT costs, flexibility and standardisation.  

 On the vendor side, after the entry of many traditional IT 

vendors into the cloud services market, IDC anticipates that the 

number of offerings will keep increasing and evolve to serve EU 

companies' needs better. 

Under these assumptions, IDC foresees strong growth both in public 

cloud software and public cloud hardware services (Figure 26). Public 

cloud software covers AaaS (Applications as a Service), PaaS (Platform 

as a service or Application Development and Deployment as a service), 

and IaaS SW (Infrastructure software as a service). Public cloud 

hardware covers Cloud servers and Cloud storage (disk systems).  

These two public cloud offerings respond to different IT needs: the need 

to automate applications and digitize business processes through a 

better and more efficient usage of software in the case of public cloud 
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software; the need for increased capacity in the case of public cloud 

hardware. EU companies' demand will be very strong in both areas. 

Starting from a smaller value in 2011, public cloud hardware will grow 

slightly more than public cloud software services, to reach ú2.7 billion in 

revenue in 2014. By then, public cloud software will still account for the 

majority of cloud spending (75.4% of total). 

F I G U R E  2 6  E U  P U B L I C  C L O U D  S O F T W A R E  A N D  P U B L I C  

C L O U D  H A R D W A R E  S E R V I C E S ,  2 0 1 1  - 2 0 1 4  (û BILLION) 

 

Source: IDC 2012 

5.2 Sizing the Public Cloud Market in the EU: Key 
Countries  

The UK dominates the EU public cloud market. Cloud spending in the 

UK accounted for some 33.3% of total EU in 2011 (Figure 27) and is 

expected to keep growing, albeit at a marginally slower pace compared 

to other EU countries. By 2014, the UK will still be the largest cloud 

spender and will account for 31.9% of total EU (Figure 28). 

Large UK companies with strong IT sophistication and big IT budgets in 

such sectors as finance, high-tech and telecommunications have been 

early adopters of complex cloud solutions, to reduce complexity and 

gain efficiency. In many cases, these solutions were provided by US 

vendors and were initially only available in English. This has facilitated 

the creation of a bigger cloud market in the UK compared to the rest of 

EU. The other countries have started catching up fast in the past couple 

of years, but they still lag behind.   
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F I G U R E  2 7  E U  P U B L I C  C L O U D  S E R V I C E S  B Y  C O U N T R Y ,  2 0 1 1  

 

Source: IDC 2012 

Germany (18.6% of total EU), France (15.4%), Italy (6.3%) and Spain 

(5.4%) follow the UK in the ranking, and show similar patterns of cloud 

spending on total IT. In all these countries, public cloud represented 

between 1.4% and 1.6% of total IT spending in 2011. Germany and 

France are however anticipated to have slightly higher growth rates than 

Italy and Spain. Stronger economic uncertainties may impact the market 

in these latter countries, but just marginally. Indeed, public cloud 

services in both Spain and Italy are expected to grow by more than 31% 

in 2011-2014, versus a forecasted compound annual growth of 35.6% 

and 33.1% in France and Germany respectively (figure 28). 

Poland is the smallest market among the six countries analyzed. The 

country accounted for just 0.8% of the total EU public cloud market in 

2011 (Figure 27). IDC anticipates a higher than EU average compound 

annual growth rate up to 2014. However, by then, Poland will still 

represent less than 1% of the total EU market. Poland, and in general all 

the EU newer member states have been more conservative adopting 

any type of outsourced services compared with the EU15. Moreover, the 

largest providers of public cloud services have only recently started to 

market and offer their services in the country. Due to this relative 

immaturity, very large Polish companies are still reluctant to use shared 

resources and rather opt for private cloud models. Smaller companies 

are keener on public cloud services, but often decide for cost-sensitive 

or free-of-charge solutions. This results in small cloud revenues in the 

country.  
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F I G U R E  2 8  E U  P U B L I C  C L O U D  S E R V I C E S  B Y  C O U N T R Y ,  2 0 1 1 -

2 0 1 4 ( MILLION û)  

 

Source: IDC 2012 

5.3 Public Cloud Services in the EU: the Vertic al 
Markets' O utlook  

Pattern of adoption of public cloud services is different depending on 

vertical market. Very large companies (with more than 1,000 

employees) in most IT sophisticated verticals markets have been early 

adopters of public cloud software services. Financial institutions, 

telecommunications providers, large logistics players, multinational 

manufacturing companies (especially high-tech companies), software 

and IT services companies in professional services have been leading in 

driving demand in public software services (Figure 29). 
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F I G U R E  2 9  V A L U E  O F  E U  P U B L I C  C L O U D  S O F T W A R E  A S  A  

P E R C E N T A G E  O F  T O T A L  P A C K A G E D  S O F T W A R E  B Y  V E R T I C A L  

M A R K E T ,  2 0 1 1 - 2 0 1 4  

 

Source: IDC 2012 

Still large companies (but with less than 1000 or 500 employees) in such 

vertical markets as professional services (i.e. legal, accounting, 

recruiting, etc), recreational services, manufacturing, media and 

distribution (especially retail and accommodation services) have shown 

a stronger propensity to invest in public cloud hardware (server and 

storage capacity on demand).  

The total result of these different trends in public cloud software and 

hardware services in the EU is shown in Figure 30. In 2011, 

manufacturing, agriculture and mining was the largest spender in public 

cloud services (27.6% of total). Finance was the second biggest vertical 

(22.7%), followed by other services (18.3%). The public sector lagged 

behind. With few large implementations of public cloud services, 

government accounted for just 6.3% and healthcare & education for just 

slightly more than 5% of the total EU market.    

 

 

 

 

 

 
































