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Researchers deliver open-source simulator for
cyber physical systems

A novel software framework will help developers better design integrated
mechanisms of computation, networking and physical processes.

DIGITAL ECONOMY

 HEALTH

Cyber physical systems (CPS) are attracting
more attention than ever thanks to the rapid
development of the Internet of Things (IoT)
and its combination with artificial intelligence
(AI), machine learning and the cloud. These
interacting networks of physical and
computational components will provide the
foundation of critical infrastructure, form the
basis of ‘smart’ services, and improve the
quality of life in areas ranging from energy and
environment to transportation and healthcare.

CPS technologies are already transforming the way people interact with engineered
systems in the ‘real’ or ‘physical’ world, just as the internet has transformed the way
people interact with information. Yet, due to their complexity, the developers of CPS
face a major problem: the lack of simulation tools and models for their design and
analysis.

A team of researchers supported by the EU-funded COSSIM project have recently
addressed this issue. They released an open-source framework which seamlessly
simulates, in an integrated way, both the networking and the processing parts of
CPS, as well as cloud and high-performance computing (HPC) systems. HPC refers
to the use of supercomputers and parallel processing techniques for solving complex
computational problems.

The researchers summarised the outcomes in a press release  in the ‘Electronic
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Engineering Journal’. They said the COSSIM framework “was successfully evaluated
on an advanced client-server visual search use case that detects instances of
objects.”

Quoted in the press release, Danilo Pau, senior member of the technical staff at
STMicroelectronics and one of the partners in COSSIM, said: “The IoT market, in
particular, urgently needs AI functionalities to effectively capture its immense growth
potential. A powerful CPS and cloud simulator can serve that need by supporting
system designers in simulating and co-simulating much more effectively than by
using traditional methodologies.”

He also said that the technology developed as part of COSSIM has the potential to
boost system design productivity, and as an open-source framework will benefit from
the contributions of the GitHub community. GitHub is a platform where developers
can host and review code, manage projects and build software.

According to the press release, the COSSIM open-source framework integrates a
processing “full-system simulator” with an innovative network simulator. In addition, it
incorporates a novel and efficient hardware acceleration process through the use of
ST’s microcontrollers.

Thanks to COSSIM (A Novel, Comprehensible, Ultra-Fast, Security-Aware CPS
Simulator), the open-source framework will also perform the simulations orders of
magnitude faster. It will provide significantly more accurate results than existing
solutions, especially in terms of power consumption, and report security levels of the
simulated CPS. The researchers explain on the project website  that the open-
source framework will simulate two real-world applications from different domains so
as to demonstrate all the features of the CPS in highly demanding commercial
environments

For more information, please see:
COSSIM project website .

Greece

Related projects

2 of 5

http://www.cossim.org/
http://www.cossim.org/


This article is featured in...

PROJECT

A Novel, Comprehensible, Ultra-Fast,
Security-Aware CPS Simulator

COSSIM

7 September 2023

NO. 73, JUNE 2018

Related articles

NEWS

SCIENTIFIC ADVANCES

How to unleash the full potential of the
Internet of Things

7 January 2019

RESEARCH*EU MAGAZINE

To Mars and beyond:
Europe's push to the final
frontier

3 of 5

https://cordis.europa.eu/project/id/644042
https://cordis.europa.eu/article/id/400987-to-mars-and-beyond-europes-push-to-the-final-frontier
https://cordis.europa.eu/article/id/124539-how-to-unleash-the-full-potential-of-the-internet-of-things


NEWS

SCIENTIFIC ADVANCES

New search engine promises faster,
safer and more efficient content sharing

19 December 2018

NEWS

SCIENTIFIC ADVANCES

A smarter, safer and bias-free digital
world in the future

13 August 2018

NEWS

TRENDING SCIENCE

Trending Science: Artificial intelligence,
a curse or a blessing? Experts call for
action to face security threats

1 March 2018

NEWS

NEW PRODUCTS AND TECHNOLOGIES

Better together: improving the
management of ‘systems of systems’

11 November 2016

Last update: 19 April 2018

4 of 5

https://cordis.europa.eu/article/id/124484-new-search-engine-promises-faster-safer-and-more-efficient-content-sharing
https://cordis.europa.eu/article/id/123823-a-smarter-safer-and-biasfree-digital-world-in-the-future
https://cordis.europa.eu/article/id/122955-trending-science-artificial-intelligence-a-curse-or-a-blessing-experts-call-for-action-to-fac
https://cordis.europa.eu/article/id/120647-better-together-improving-the-management-of-systems-of-systems


Permalink: https://cordis.europa.eu/article/id/123265-researchers-deliver-
opensource-simulator-for-cyber-physical-systems

European Union, 2025

5 of 5

https://cordis.europa.eu/article/id/123265-researchers-deliver-opensource-simulator-for-cyber-physical-systems
https://cordis.europa.eu/article/id/123265-researchers-deliver-opensource-simulator-for-cyber-physical-systems

