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Agenda

1. Work Package 2 - Requirements and Specification

2. Work Package 1- Data Generation and Dissemination

3. Work Package 5 — Message Pre-processing & Feature Extraction
4. Work Package 6 — Advanced Learning Technology

5. Work Package 3 — Integration and Validation

6. Work Package 4- Wireless Platform

7. Work Package 7—- Dissemination and Exploitation

8. Work Package 8- Project Management and Coordination
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Work Package 2 - Requirements and Specification

- Architecture (Work Package Depiction)
« Architecture (Run-Time Depiction)
« Performance Requirements

- Continued Change in Spam and Phishing Threats:
Image Spam

- Projected Revision to Run-Time Architecture
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Work Package 2 - Architecture Specification
(Work Package Depiction)

WP 2 Requirements and Specification
Symantec Ireland

'

WP 1 Data Generation

Symantec Ireland

WP 5 Preprocessing and
—> Feature Extraction —> 0 c

K.U. Leuven T 350

L oES

; ; c_g_z
L6 58
n 828 GG
= P82 e
WP 6 Learning Technology | < ‘>° g>)‘_

Fraunhofer IAIS

WP 7 Dissemination and

Exploitation

LIRIC

}

WP 8 Project Management and Coordination
Fraunhofer IAIS
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Work Package 2 - Architecture Specification
(Run Time Depiction)

Analysis System

|

Featu res '

Feature Feature I
Extraction Weighting I
|

LabeledData @ “Sf == === === = = ~| _____ 1

Unlabeled Data /

Blocking Rules

Policy Messages
Unlabeled Data Enforcement INEERCY

Point

\ Blocked Messages
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Work Package 2 - Performance Requirements

- Develop dynamic feature selection of sufficient quality to
beat past performance of machine learning (ML)
techniques, even where ML techniques were optimized
with static feature selection.

- Performance Points: D88 Desir.e-#ei?folamancew
A: Prototype (Phishing) f fegZOﬁ
B: Production Requirement (Phishing;'g - ]
C: Production Goal (Phishing) ; 085 ,.f"/ /,.ff"f
D: Brightmail (Spam, Current) =L
- Additional requirements include r f
number of messages per minute, L X
volume per minute in megabytes, ) IJ X ”":HEFEQ §E§§f i —

and with reasonable hardware 0 D.002 0.004 0.008 0.003 0.1
. . . FF Rale
and staff availability constraints.
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Continued Change in Spam and Phishing Threats:
Image Spam

Older image salting techniques were visually discernable.

Some of the newer image salting techniques are more dangerous
in Phishing because they are not visually discernable.

However, because realism and

effectiveness of Phishing attacks Example of Older Image Salting Techniques
are highly correlated, this makes
Optical Character Recognition

Are you' tired with all this f.ake medicatiana that
are offered you few times per day?

(OCR) techniques more applicable Forget about them, buy drugs from USA only
. L HIGH-QUALITY and cheap price,
to PhlShlng than other Spam what else do you need?

You'l find any HIGH-QUALITY Umted States
© medication at good price in our storel

- OCR requires more CPU
TYFE wxﬂuw.greatgee'tha.com TO ENTER

- So this may require

broadening our architecture.
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Work Package 2 - Proposed Revision to Run Time
Architecture

Labeled Data
Unlabeled Data /

Blocking Rules

Text Policy
Unlabeled Data Enforcement

Point

Visual Policy

Enforcement
Point
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WP1 Data Generation

Work Package 1- Data Generation

- Privacy Agreements completed
with both Fraunhofer and K.U.Leuven

Final draft is presented on the right.

- First dataset:
32 GB of Spam
500 MB of Ham in English
Nearly 100 MB of Ham not in English

- Second dataset:
Collecting 5GB with old hardware
New hardware should work faster

We currently process billions of messages per day. The
datasets represent the very small fraction of messages that
can be shared while respecting privacy concerns.

’ symantec.

NON-DISCLOSURE AGREEMENT FOR SENSITIVE
INFORMATION

ade betwesn Symaniec LIRIC
["Second Parly’) and

This agresment (e “Agresmerd) i3
Limited, Symaréec Limied ("Symaniec”) and
2006 (e “Effective Dais’)

Is emered into on

¢ and e Second Party (collecively (e Parti
Targeled Ressarch Pregect Consorium Agresment

he “Consceium Agresment’) and Symaniec I disclosing or
making @vallable for access cerlain SensBive Information (as defined
balow)

WHEREAS, ihe Parties are wishing lo speciy Ihe confidentlalty provisions
of the Consortum Agraament for such Senstive Infermasion;

NOW THEREFORE, in consideraion of the mubusl promises and
covenants conlained in this Agreement, the Parties agree as foliows

1. Sensitive Infermation,
ia} Symantec and Second Pary agree (al specific informaticn 1o be
proviced by Symantec under the Consorlium Agresment wal B treated as
sensiive information (as defined below) and the sdditional terms and
condiliorss of thiz Agresmant shall appey. The lemms and condition sel oul in
thiz agresmant are i addilion 1o Me proviions of the Conserium
Agreoment. in the sven! of any confiict between Ee terms of this
Agresment and the Consortium Agreement. the terms of this Agreement
shall preval.

(&) “Sunaitive Information” shall include arry catabases made avalatie by
Symantec to Second Party and any infermation that Symantec designates
Io be senstve. Shoud Symariec wish fo designale a package of
Information as Sensithve information, 8 is suMcient for Symantes lo mark
the package as Senskve Information and Symantec does nat need to mark
wach indhvidusl document or part of the package a3 senstive

1£) The Sensiive Informalion ks baing provided by Symantec fo ihe Second
Party sxchusively for L3e in e conted of the ressarch of ihe Second Party
being performed as part of and necessary for the resaarch effort under the
Consortium Agresmen.

contact person Mal fs dealing exchusively
o of Sensthe Infermation to ensure
compilance with ihe requirements sel forth herein (the “Galskeeper™). The
Second Party's Gatekesper shall not be sxchanged withoul The prior
weilon consont of Symanioc. in the svent the Second Party's Galekseper
departs from the Second Party or would ike to be relieved of his duties and
IM Mm cannol agres on & replacement. all Senstive Information thall
d or retumed 1o Sy prior o the 3 departure

2. Restriction:

a) The Soenne Fﬂy shall use Senstive Inform.ation enly for the purpose
of research under the Comsorlia Agresment and shall not use of sxpkd
such information for thelr cwn benefit or he benefil of a third party without
the prior written consent of Symantec. For the avoidance of doubt, na data
based upen the Sensithve Information of Ehe research of ihe Senslive
Infermation shall be used for anry olPer pUrposs, Inchuding Bt mol kmBed o
(0 any published stalittics of what companies are being largeted andior
phishad; (i) any phishing samples for amy Feseaech papers: andior (i)
baing published In amy way

(b} The Second Party shall not publish, disclose or llow disclosure of amy
Sensitive Infarmalion in whole of in part Lo Ihird parties. inchuding other
pacties o the Consoium Agresment sxcept thal Ihe Second Party may
only disclose such information ta is smpioyaes that (1) ame working on the
research under the Consortium Agreement, (i) have a need-to-know for
ihe pupose of parforming recedrch under the Coasadia Agresmand and
i) that are bound By
) The parties agres et Sensiive Information snal ‘54 hard confcuctia
for an unlmied period of Bme.

(d) The Second Party may disclose Sensiive Information in accordance
wiih judicial o cther governmental order or process provided that the
Second Pary shal () give Symaniec nolice prior fo such disclosure
reazonadly suficient fo ghw Symantec the apporunily fo contest the
disciosurs: and (i) snsre that Ihe disclosure is limted in conlert and
distribution 10 he extent reasonatily possible,

(#) The Second Party shal lake securlty precaulions o mainiain the
confidontiaity of the Sensitive Information af loast as greal as e
precautions which & takes lo profect s own SensEve information, bul
1o less than commercially reasonable effods.

3. Rights. The Second Pacty shall relum or certify ihe destruction of af
originals, cophes, repeoductions and summarkes of Senstve Information
(1) upon completion of he research under the Consorium Agresment.
) upon ermination of thes Agresment. (i) upon expiry or bermination
of ihe Consorilum Agreement, andior (v} al the Disclosing Party's
request

4. Miscellanoous.

{8) The Second Party agrees o conform fo all naonal and EL) law and

policias foe handing of peivale cats in all apphcable jurisdictions in

Telation fo Ihe Senslive Information,

(5) All Sensilive Information Is and shal remain the property of

Symantec. Symantec does not grand any cense or Iitle rights fo the

Second Party in s Agresment

€} This Agreement iy be modfied of waked onity by a separate writien
el tigned by an suborzed oficer of both Parfles sapressly so

maditying ar wiihang sy peovizion of s Agresment.

1t e pm\dmnmlls Agresment shall be held, for arry mason, to be

Begal o nen enforceable, the remaning provisiors  shall

mmdm h legal, visld ared erforcestie.

1N WITHESS WHEREOF. the Parties have executed this Agresment;

SECOND PARTY SYMANTEC LIMITED

Compary

Hasmpy

Address Baitycoshin Business Park
Blanchardsiown, Dubln 15,
Irelang

By By

Hamo: Name

Tiie Tithe:

Daate: Date

SYMANTEC LIRIC LIMITED

Hines Meadow. 51.Clowd
Wy,

Maidenhead. SLE BXB.
Ewckstive, Linfled kingdom

By

Mame

Brian Witten

December 18th 2006
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Work Package 5: Message Preprocessing /
Feature Extraction

» Message Preprocessing
Message instantiation.
Message text extraction
Message structure extraction

« Feature Extraction
T5.1 - salting features
T5.2 - syntactic features
T5.4 - structure & layout features

- Gathering statistics

10
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Anti | Phish , symantec.

Work Package 5: Message Preprocessing /
Feature Extraction

f l inage-smbudded 1wt |

bogus tags |
1 g

= ll III
<nTElF | / satted source data
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chody STy lew® backgreund \ white" !
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Mustrarion 1 : The problem of text salving (leff ) and the desired solurion (right)
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Work Package 6 — Advanced Learning Technology
Implement a number of algorithms:
tradeoff: speed vs. performance vs. memory

- On-line learning with kernels (Kivinen et al 2001)
Very efficient for very high dimensional learning.

- Implement Perceptron ¥, =sign((w,x,))
passive: do nothing if no error
increase margin (conv. Theorem) { w, ity =y,
M/i+1 =
- Implement MIRA [Crammer 04,06] W T )X, else

passive: do nothing if no error
aggressive: learn current example perfectly

- Investigate LASVM [Bordes et al. 05]
select / drop support vectors; online learning approaching SVM-solution

- Investigate L2-SVM [Keerthi, DeCoste 05]
square loss, 400-fold speed increase vs. usual SVM
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Work Package 3 - Proposed Integration Architecture

Labeled Data

Unlabeled
Data\

WP3 Proposed Integration

Performance to be validated
in Brightmail testing
Analysis System

Aggregate Analysis Enginy

Machine Learning
Based Optimization
of Feature Extraction

Analysis Engines For
Feature Extraction

— Data and

- Annotations

1 (Primary and
Additional

Annotations)

AN

Machine Learning
Based Optimization
of Feature Weighting

Feature
» | Weighting
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Work Package 4- Wireless Platform

- Apply AntiPhish techniques to Wireless environment, with
a specific focus on legacy 3GPP network architectures

- Demonstrate applicability to the ever growing wireless
traffic, including mail, SMS, MMS, ...

« Current architecture is:

access type agnostic (e.g. 2G/GSM, 3G/UTRAN,
4G/LTE and possibly WLAN access)

compatible with 3PGG upcoming "Enhanced Packet
Core" evolutions being studied

Filtering information
from Symantec

(- + Core Network
1 Access Network IMS domain

Nortel Wireless

. .
ol Incoming /
I;‘lll‘lllll'lll',l out-going
AR Internet traffic
Edge Node

(possibly a GGSN)
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Work Package 7 — Dissemination and Exploitation

- Licensing agreements have been established between
Symantec and Nortel, Tiscali, Fraunhofer, and K.U.Leuven
for the commercial exploitation of the research

« On December 4, 2006, Symantec issued a press release
on behalf of the consortia members with their approvals
Several periodicals covered the press release

Translations are now hosted on Symantec websites
in many languages throughout Europe

The full text of this press release is given on the next
slide.
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News Release

CONTACT:

Melissa Martin Mike Bradshaw
Symantec Corporation Connect Public Relations
+1 (408) 517 8475 +1(801) 373 7888

melissa_martinf@symantec.com mikeb@connectpr.com

European Commission Awards Funding to Symantee, Fraunhofer-Gesellschaft,
Nortel, K.U.Leuven, and Tiscali for Joint Antiphishing Research

CUPERTINO, Calif. - Nov., 29, 2006 — Symantec Corp. (Nasdaq: SYMC) today announced that the
European Commission has awarded funding to Symantec, Fraunhofer-Gesellschaft, Nortel, Katholicke
Universiteit (K.U.) Leuven, and Tiscali for eritical research n phishing prevention. Being singled out for
funding by the European Commission's highly competitive selection process underscores the exceptional

research capabilities provided by these organizations

The goal of the three-year AntiPhish project is to develop antiphishing technologies that help to protect and
secure the global email communication infrastructure. With this goal, AntiPhish targets the Information
Society Technologies Sixth Framework Programme (FP6) objective aimed at forming scientific, technical, and
industrial excellence towards a global dependability and security framework to ensure security, privacy, and

trust in complex communication networks and information infrastructures.

“Our AntiPhish consortium is privileged to be part of this important intemational effort,” said Brian Witten,

director of government research in Symantec Research Labs. “The research we undertake will leverage the

collaborative capabilities of leading research organizations and be driven by the practical, hands-on experience

of industry participants who have expertise with fighting spam on a global scale. This new technology will
then move from a test laboratory to implementation at Tiscali, one of the largest and most interconnected

Internet service providers in the world.”

“We are very happy to be part of this joint effort,” said Domenico Dato, R&D manager at Tiscali, “The

Antiphish research will be among the activities of Tiscali Labs, our research and development hub that was set
up for implementing and testing innovative products and services. Being an active part of this project will
allow us to provide our customers with state-of-the-art spam and phishing prevention technologies, thus

considerably improving their Intemnet experience.”

(More)

European Commission Awards Funding for Antiphishing Research

Page 2 of 2

Each of the five partners will offer a unigue and critical contribution to the AntiPhish project. The effort is
managed by project coordinator Institute for Intelligent Analysis and Information Systems (TAIS) of
Fraunhofer-Gesellschaft, the largest organization for applied research in Europe. Fraunhofer IAIS is located in
5t. Augustin, Germany, and focuses on research on innovative systems for data analysis and nformation

extraction.

Symantec Research Labs 1s Symantec's global research division and has developed and helped commercialize
numerous technologies across Symantec’s business areas. Commercialized technologies from the group
include the company’s recently announced Symantec Database Security, Symantec’s first antispam technology,
generic exploit blocking technology that proactively blocks fast-spreading threats, and technology to help

protect our nation’s critical power-grid infrastructure.

K.U Leuven is the oldest university of the Low Countries and the largest Flemish university. The Leuven,
Belgium-based university carmies out fundamental and applied research in all academic disciplines. The

AntiPhish project is researched by the Legal Informatics and Information Retrieval group of this university.

Nortel is a recognized leader in delivering communications capabilities that enhance the human experience,
ignite and power global commerce, and secure and protect the world's most eritical information. Nortel does

business in more than 150 countries. For more information, visit Nortel on the Web at www nortel com.

Tiscali is one of the main independent European telecommunications companies. With one of the largest and
most interconnected [P networks in the world, Tiscali is able to supply its customers, residential and business,

with a full range of services. Tiscali is headquartered in Cagliari, Italy. More information at www tiscali.com

More information on the AntiPhish consortium can be found at htt ww antiphishresearch org/home html.

About Symantec

Symantec is the world leader in providing solutions to help individuals and enterpnises assure the security,
availability, and integrity of their information. Headquartered in Cupertino, Calif., Symantec has operations in

40 countries. More information is available at www symantec.com.

NOTE TO EDITORS: If you
Syman! {ews Room at }ulJ_
Inited States,

vist the

vould ]iLL a(l(liliulul inl'nmuliml on Symantee L"nqmrdiinn .m(l its pm(luch p!u.' ¢

Symantec and the Symantec Logo are trad ks or registered trad ks of Symantec Corporation or its affiliates in the
U5, and other countries. Other names may be tn(h.malLa of their respective owners.

Brian Witten
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Work Package 8 — Project Management
and Coordination

- Schedule of Meetings Held to Date
Darmstadt, DE (30.01.-01.02.2006)
Bonn, DE (01.06.2006)

Cagliari, IT (11.09.2006)
Leuven, BE (10.01.2007)

- Coordination is also done through e-mail mailing lists, a private
web server providing Basic Support for Collaborative Work
(BSCW), and monthly teleconferences.

- Changes in Participation

On departure of Thomas Hofmann from Fraunhofer IPSI,
responsibility with Fraunhofer shifted to Fraunhofer IAIS

17
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Summary

« Concluding the first year of a three year effort

- Fraunhofer and K.U.Leuven are making rapid progress in
lab

- Spam and Phishing threats are adapting quickly,
and the AntiPhish consortia is adapting quickly to these
threats

- Emphasis for the coming year will be on completing the
lab prototype and integrating it with current systems for
field tests
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