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2 1BIntroduction 
The dissemination of information is a key requirement of the TERESA project.  TERESA research, 
development, and conclusions are valuable only if they are not shared with other projects, universities 
and companies.  TERESA has disseminated its information in the following ways: 

    

• presentations made at conferences  
• papers published in journals  
• the TERESA web site 
• a TERESA factsheet for the Portfolio of Embedded Systems Projects 
• a TERESA flyer to be distributed at meetings, workshops and conferences 
• a general presentation to be shown at conferences and workshops. 

 
The following sections detail these activities and documents. 

3 2BPresentations 
University of Siegen is preparing a paper for the Third International Conference "Telecommunications, 
Electronics and Informatics" ICTEI in CHISINAU, 20-23 May, 2010 

4 3BPublications 
As it is early in the project, so far there are not enough results to present in publications.   

5 4BLiaison 
• Fraunhofer SIT and Trialog are in contact with the Serenity Forum and Serenity's Security Engineering 

WG for participation in the Security Engineering Manifesto. 

• The University of Siegen is in contact with the Physikalisch-Technische Bundesanstalt PTB (National 
Metrology Institute of Germany). 

• Christoph Ruland of the University of Siegen participated in the meeting of ISO/IEC JTC 1 SC 27 
(“Security Techniques”) in Redmond, Washington, USA on 1-7 Nov. 2009. SC 27 standardises 
cryptographic algorithms, modes, methods and protocols. Recent proposals also cover lightweight 
cryptography, which will become important for resource constrained systems like embedded systems in 
metering devices. Mr. Ruland acts as project editor for the upcoming standard ISO 11770-5 Key 
Management: Group Key Management. 

• Escrypt participated in the eWorld Congress in Essen, Germany on 10.02.2010.  

• Escrypt participated in the NRW-IKT meeting ZENIT: “Successful R&D in Europe”, in Düsseldorf, 
04.03.2010. 

• The University of Siegen met with the Physikalisch-Technische Bundesanstalt to present the idea of a 
validated engineering process to simplify the type approval procedure. 

6 5BTERESA Website 
The TERESSA website is found at Uwww.teresa-project.orgU. There are currently web pages for the 
following topics. 

 

• Home: General introduction to the project. 

• Objectives: Detailed description of the tasks and goals of the project. 

http://www.teresa-project.org/�
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• Approach: The approach used in the research and development stages. 

• News: Notable activities of members of the project. 

• Presentations: Papers presented in academic and industrial symposiums and conferences. 

• Publications: Papers published in professional and academic journals. 

• Deliverables: A list of TERESA deliverables, with the public ones available in a pdf file. 

• Factsheet: The basic administrative details of the project. 

• Consortium members: A list of the consortium members with links to their websites. 

• Contacts: Contact information for each partner of the project. 

• Links: Links to related projects and related information. 
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7 6BTERESA Factsheet 
TERESA prepared a factsheet at the request of the European Commission, DG Information Society, Unit 
G3, Information & Communication Technologies - Embedded Systems & Control.  The factsheet is a part 
of a publication entitled Portfolio of Embedded Systems Projects, ICT-2009.3.4. The following two pages 
are a copy of the factsheet. 

 



 

   

At A Glance: TERESA 
Trusted computing Engineering for 

Resource constrained Embedded 
Systems Applications 

Project Coordinator  
Name: Antonio Kung 

Institution: TRIALOG 

Email: antonio.kung@trialog.com 

 

Project Technical Manager  
Name: Cyril Grepet  

Institution: TRIALOG 

Email: cyril.grepet@trialog.com 

 

Project website: www.teresa-project.org 

 

Partners:  

TRIALOG (France) 

IRIT (France) 

Fraunhofer SIT (Germany) 

escrypt (Germany) 

Universität Siegen (Germany) 

Ikerlan-IK4 (Spain) 

 

Duration: 36 months 

Start: 2009.11.01 

Total Cost: € 3.79 million  

EC Contribution: € 2.9 million 

 

Contract Number: INFSO-ICT-248410 

T E R E S A  
Trusted computing Engineering for Resource constrained 
Embedded Systems Applications 
The goal of TERESA is to define, demonstrate and validate an engineering discipline 

for trust that is adapted to resource constrained embedded systems. 

 

Key Words: Trust, Security, 
Dependability, Patterns, Resource 
Constrained Embedded Systems, 

Model Driven Engineering 

 

Main Objectives 
The goal of TERESA is to define, demonstrate and 
validate an engineering discipline for trust that is adapted 

to resource constrained embedded systems. We define 
trust as the degree with which security and dependability 
requirements are  met.  

Resource Constrained Embedded 
systems (RCES) are characterised as 

follows: 

 They are used by different application 
sectors. 

 Computing resources are mostly 

statically determined and allocated 

through a process consisting of a 
configuration phase and a building 
phase.  

 They are generally high integrity systems with strong 

assurance requirements. They therefore use advanced 
engineering disciplines.  

 

TERESA has the following objectives: 

 Provide guidelines for the specification of sector 

specific RCES trusted computing engineering.  
Software process engineers in a given sector can then 

use the guidelines to define a t rusted computing 
engineering process that is integrated with the software 
engineering process used in their RCES sector.  

 Define a trusted computing engineering approach that  
is suited to the following sectors:  

Automotive 

Home control  

Industry control  

Metering.  

TERESA will 

focus on trust, 

security and 
dependability in 

resource 

constrained 
embedded 
systems.  

Research Projects 
Embedded Systems Design 



 

   

Technical Approach 
Patterns 
Patterns are widely used today to specify  
architecture and design aspects. They refer to 

templates which describe solutions for commonly 
occurring problems. A key advantage is that  
security and dependability experts can provide 

patterns which might not be available in 
companies involved in the development of RCES. 
The TERESA vision is that Security and 

Dependability (S&D) patterns that are derived 
from and associated with domain specific models 
will help application developers to integrate 

application building blocks with S&D building 
blocks. 

Models 
Model Driven Engineering (MDE) is a technique 

for software development. Models are 
transformed into another one up to the generation 
of the application. MDE engineering is widely 

used in embedded systems where assurance 
requirements are crucial. TERESA advocates the 
use of a model-based approach for defining 

patterns and developing applications. 

Repository 
Trust is adapted to resource constrained 
embedded systems and must take into account  

the requirements of all sectors, since not all 
RCES have the same needs. The TERESA 
approach uses a repository of S&D patterns. 

Process Validation in Different Sectors 

The engineering process for resource constrained 
embedded systems will be validated in the 
systems of four application sectors: automotive,  
home control, industry control, and metering.  

Key Issues 
TERESA follows a model -based approach which 
uses S&D patterns: 

 Application sector trust models are defined as 

profiles (e.g. UML, SysML profiles), based on a 
common trust meta-model.  

 S&D platform independent patterns are 

identified and defined for each application 
sector, while some patterns can be used by 
several application sectors. 

 The S&D repository saves all patterns. The 

TERESA process will provide guidelines to 
define when and how to apply these patterns 
through the repository. 

 Formal properties of S&D are defined and 

validated for patterns belonging to application 
sectors requiring a certain level of assurance. 

 Platform-dependent implementation of the 
patterns is guided by precise requirements. 

 

Expected Impact 
TERESA contributes to the security and reliability 
of Information and Communication Technology 

(ICT) through the increased productivity of 
embedded system development. The engineering 
process promotes the separation of engineering 

concerns. It provides application designers with 
the following benefits: 

 The reuse of state-of-the-art S&D solutions.  

 The advantage of MDE and pattern based 

approaches. The MDE approach allows the 

reuse of S&D artefacts at an earlier stage of 
design.  

 The repository access tool allows application 

designers to have the advantage of MDE even 
though they do not use MDE for application 
design and are not experts in modelling.  

TERESA's engineering process takes into 
account domain specific processes. This allows 

for the support of specific standards, as well as  
the assurance of the approach.  

TERESA's open repository facilitates the 
emergence of new tools for repository access. 
This will in turn encourage the emergence and 

growth of new companies. 

TERESA contributes to European leadership in 

embedded system design and competitiveness in 
the area of trusted computing engineering of 
resource constrained embedded systems. 

In the future, new systems used for the Internet, 
for alternative paths to ICT components and  

systems, and for ICT sustainable development will  
be resource constrained embedded systems. By 
focusing on the trusted computing engineering 

aspects of such systems, TERESA will contribute 
to the advent of such breakthroughs.  

TERESA 

November 2009 
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8 7BTERESA Flyer 
TERESA has created a flyer to distribute at meetings, workshops and conferences.  In the first version, 
the content is fairly final, but since the professional graphic design is still in progress, the format is 
unsophisticated.  The following four pages are a copy of the factsheet. 

 

 



Trusted Computing Engineering for Resource
Constrained Embedded Systems Applications



TERESA focuses on trust, security and dependability 
in resource constrained embedded systems

Main Objectives 

The goal of TERESA is to define, demonstrate and validate 
an engineering discipline for trust that is adapted to resource 
constrained embedded systems. We define trust as the degree 
with which security and dependability requirements are  met. 
Resource Constrained Embedded systems (RCES) are char-
acterised as follows:

They are used by different application sectors.

Technical Approach
The TERESA approach is to use a model-based repository of 
Security and Dependability (S&D)  patterns:

Key Issues

Patterns
Patterns are widely used today to specify architecture and de-
sign aspects. They refer to templates which describe solutions 
for commonly occurring problems. A key advantage is that se-
curity and dependability experts can provide patterns which 
might not be available in companies involved in the develop-
ment of RCES. 

Models
Model Driven Engineering (MDE) is a technique for software 
development in which all or a part of an application is gener-
ated from models. MDE engineering is widely used in embed-
ded systems where assurance requirements are crucial. The 
TERESA vision is that S&D patterns that are derived from and 
associated with domain specific models will help application 
developers to integrate application building blocks with S&D 
building blocks. For this reason TERESA advocates the use of 
a model-based repository, where patterns are clearly related to 
domain models

Repository
The definition of an engineering discipline for trust that is adapt-
ed to resource constrained embedded systems must take into 
account the requirements of all the sectors, since not all RCES 
have the same needs. The TERESA approach uses a model-
based repository S&D patterns.

Process Validation in Different Sectors:
The engineering process for resource constrained embedded 
systems will be validated in the systems of four application sec-
tors: automotive, home control, industry control, and metering.

Key Words
Security, Dependability, Trust,
 Models, Patterns, Engineering, 
Resource Contrained Embedded 

 

Computing resources are mostly statically determined and 
allocated through a process consisting of a configuration 
phase and a building phase.

They are generally high integrity systems with strong assur-
ance requirements. They therefore use advanced engineer-
ing disciplines.

 

Provide guidelines for the specification of sector specific 
RCES trusted computing engineering. Software process 
engineers in a given sector can then use the guidelines to 
define a trusted computing engineering process that is inte-
grated with the software engineering process used in their 
RCES sector.

Define a trusted computing engineering approach that is 
suited to the following sectors: 

Automotive
Home control
Industry control
Metering

TERESA has the following objectives:

Application sector trust models are defined as profiles (e.g. 
UML, SysML profiles), based on a common trust meta- 
model.

S&D platform independent patterns are identified and de-
fined for each application sector, while some patterns could 
be used by several application sectors.

Formal properties of S&D are defined and validated for pat-
terns belonging to application sectors requiring a certain 
level of assurance.

Platform dependent implementation of the patterns is guid-
ed by precise requirements.



Expected Impact
TERESA contributes to the security and reliability of Infor-
mation and Communication Technology (ICT) through the 
increased productivity of embedded system development. 
The engineering process promotes the separation of engi-
neering concerns. It provides application designers with the 
following benefits:

TERESA’s engineering process takes into account domain 
specific processes. This allows for the support of specific 
standards, as well as the assurance of the approach. 

TERESA's open repository facilitates the emergence of 
new tools for repository access. This will in turn encour-
age the emergence and growth of new companies.

TERESA contributes to European leadership in embed-
ded system design and competitiveness in the area of 
trusted computing engineering of resource constrained 
embedded systems.

In the future, new systems used for the Internet, for 
alternative paths to ICT components and systems, and 
for ICT sustainable development will be resource con-
strained embedded systems. By focusing on the trust-
ed computing engineering aspects of such systems, 
TERESA will contribute to the advent of such break-
throughs.

TERESA Processes

The reuse of state-of-the-art S&D solutions.

The advantage of MDE and pattern based approaches. 
The MDE approach allows the reuse of S&D artefacts at 
an earlier stage of design.

The repository access tool allows application designers 
to have the advantage of MDE even though they do not 
use MDE for application design and are not experts in 
modelling.
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9 8BTERESA General Presentation 
TERESA has created a slide show to present a general overview of the project at meetings and 
conferences.  The following pages are a copy of this presentation. 
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Introduction to TERESA

Trusted Computing Engineering

for Resource Constrained

Embedded Systems Applications

Introduction to TERESA 210 /01/2010

TERESA Goal

� Demonstrate and validate an engineering

discipline for trust that is adapted to Resource

Constrained Embedded Systems (RCES)

� Define trust as the degree with which Security

and Dependability (S&D) requirements are met
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Key Words

� Trust

� Security

� Dependability

� Patterns

� Model Driven Engineering

� Resource Constrained Embedded Systems

Introduction to TERESA 410 /01/2010

RCES Characteristics

� Resource Constrained Embedded Systems belong
to different application sectors

� They have statically determined computing
resources which are usually allocated through a
process consisting of a configuration phase and a

building phase

� They are generally high integrity systems with strong

assurance requirements. They therefore use
advanced engineering disciplines

� Many different application sectors benefit from their

use
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TERESA Objectives 1

� Provide guidelines for the specification of sector-

specific RCES trusted computing engineering

� Software process engineers in several sectors

use the guidelines to define a trusted computing

engineering process that is integrated with the

software engineering process used in the RCES

sector

Introduction to TERESA 610 /01/2010

TERESA Objectives: 2

� Define a trusted computing engineering

approach that is suited to these sectors

� Automotive

� Home control

� Industrial control

� Metering
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TERESA Approach

� Model-based approach coupled with a repository

of security and dependability patterns

� Key elements

� Patterns

� Models

� Repository

Introduction to TERESA 810 /01/2010

Patterns

� Used to specify architecture & design aspects

� Refer to templates which describe solutions for

commonly occurring problems

� S&D experts can make patterns publically available

� Used by RCES developers in other companies

� S&D patterns can be derived from and

associated with domain specific models

� Help application developers to integrate application

building blocks with S&D building blocks
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Models

� Model Driven Engineering (MDE):

� technique for software development

� widely used in embedded systems where assurance
requirements are crucial

� Abstractions

� closer to particular domain concepts

� decoupled from implementation concepts

� Allows implementation independent validation of

models

Introduction to TERESA 1010 /01/2010

Repository

� Repository of S&D patterns

� A common trust meta-model serves as

foundation of whole repository

� Takes into account requirements of all sectors

� not all RCES have the same needs

� Repository access tool allows application

designers to have the advantage of MDE

� even if they do not use MDE for application design

and are not experts in modelling
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Trust Engineering

� Based on repository

� Define trust engineering meta-model

� Provide guidelines to define domain specific trust
model

� Associated with S&D patterns

� Basis for definition of domain specific trust

engineering models

� Result: documented and tool supported domain

specific trust engineering process

Introduction to TERESA 1210 /01/2010

Trust Engineering Process
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TERESA Consortium

� TRIALOG – Coordinator

� Paris, France

� escrypt GmbH - Embedded Security

� Bochum, Germany

� Fraunhofer SIT

� Darmstadt, Germany

� Ikerlan IK-4

� Mondragon, Spain

� IRIT: Université de Toulouse

� Toulouse, France

� University of Siegen

� Siegen, Germany
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For more information

� Visit the TERESA website

� www.teresa-project.org

� Contact the project co-ordinator

� TRIALOG

Antonio Kung
25 rue du Général Foy

75008 Paris, France
Tel: +33 1 44 70 61 00

Fax: +33 1 44 70 05 91
email: antonio.kung@trialog.com
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Thank you for your attention

� The TERESA project is part of the Information

Society Technologies initiative and the 7th

Framework Programme of the European

Commission
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