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2 Introduction 
Intelligent Transport Systems (ITS) have been around in the research domain since the mid-80s. While 
earlier approaches took over vehicle control tasks to a very limited amount, like cruise control, the efforts 
in the last twenty years went into the enhancements of such systems by making them more “intelligent”. 
This mainly means that their level of control became higher and this in turn means that their information 
demand also increased. 

This information demand was satisfied by more sensors with increasing complexity. However, it becomes 
quickly obvious that the task of driving a vehicle requires more than just sensing the environment. The 
human driver senses the environment with respect to many different “parameters” but at very restricted 
accuracy. However, he is able to supplement his limited sensing capabilities by experience and a limited 
but valuable amount of anticipation. Such functions are technically very difficult to achieve. 

When developing ITS functionalities further, it soon becomes obvious that information exchange between 
vehicles and/or the infrastructure can solve many sensing problems rather easily and at reasonable cost. 
Such systems that employ vehicle to vehicle (V2V) or vehicle to infrastructure (V2I) communication are 
called co-operative systems. Basically they can be understood as a technical refinement of such simple 
“communication systems” like a traffic light that indicates to the driver if the area ahead is safe to cross or 
if a crossing is forbidden. 

The following figure shows the possible architecture of a co-operative system with the actors Vehicle, 
Roadside unit and central (or backend) system. 

 

Figure 1: CVIS Top Level Architecture (Source: [1]). 

 

The application of systems that communicate with each other offers a vast field of new applications. They 
can analyse the driving pattern with respect to travel time or detect danger in the infrastructure like low 
friction spots and then exchange this information “over the air”. Infrastructure can detect traffic, i.e. 
vehicles, in any area, not only at cross-sections where detection equipment (e.g. inductive loops) is 
installed – this allows much more refined methodologies for traffic control. Furthermore, infrastructure can 
issue much more sophisticated control actions than just speed limits that indicate 60 km/h or 80 km/h for 
the driver – a set value for an adaptive cruise control (ACC) could be “68 km/h for the next 536m” which 
allows a much better influence on traffic flow. 
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However, the drawback of such communicating systems lies in the potential abuse of the exchanged 
information. Co-operative systems generally consist of vehicles, roadside units (RSU) in the infrastructure 
and backend systems for processing – the latter possibly as decentralized systems. A possible violation 
of privacy can occur at different stages of the communication and information storage chain. External 
attackers, like eavesdroppers, may simply obtain information not meant for them – internal attackers may 
use information for purposes for which it is not meant to be used. A detailed discussion of these issues 
can be found in PRECIOSA Deliverable 4 “Challenges for V2X privacy: Issues”. 

Within the ITS environment it must be observed that information about humans are not the primary focus 
of the applications. This may lead to the misconception that privacy is of less importance. But each 
vehicle can be directly linked, or even wrongly linked, to a person. This means that all data about a 
vehicle could be linked to a person. Since ITS applications need at least data about location and time, 
such information can disclose a person’s location at least at a certain point in time. Repetition of such 
data transmission reveals the path of a vehicle, and thus a person, over time. Access to such data must 
therefore reflect privacy requirements. 

This deliverable will demonstrate how privacy requirements can be introduced into co-operative systems 
on an application that serves as an example. It tackles the block entitled “Security” in the following figure, 
showing a complete picture of co-operative systems  

 

Figure 2: CVIS Top Level Architecture (Source: [2]). 

 

2.1 Document Structure 

At the start of the document, the selection of the example application is explained. To this end, possible 
application candidates are listed. The application selected is then described. The next chapter details the 
application with its architecture and data paths; the stakeholders involved are also illustrated. T. 
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2.2 Intended Audience 

The intention of this deliverable is to document the choice of the sample application for which the privacy 
framework will be demonstrated. It describes the sample application, the privacy analysis and the privacy 
validation for this application in a sample demonstrator. 

3 Application Selection 
The selection of the application which serves as an example for the envisaged demonstrator must fulfill 
certain properties. The next section contains the criteria for the selection of an appropriate application. 
They serve as a basis to select one of the possible applications, the application candidates described in 
the following section. These descriptions need not be too detailed; however, they must provide insight 
into the applications so that the selection process can be understood. The result of the selection is then 
presented in the final section of this chapter. 

3.1 Application Candidates 

In general terms, co-operative systems consist of moving stations (vehicles), stationary stations (road-
side units, RSU) and a central system (back-end) which, in most cases, is a distributed system. The 
information flows between these stations can vary depending on practicality (e.g. data volumes), system 
concept etc. A general view is given in the following figure. 
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Figure 3: General View on co-operative systems. 

One application that includes various of these aspects is called COMO (Cooperative Monitoring) 
developed within CVIS. This application is described in the following section; it is based on [3]. 
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3.1.1 CVIS COMO 

COMO (COoperative MOnitoring) has the task to define applications within CVIS which deliver an agreed 
set of traffic data to other CVIS applications. Since COMO is delivering a set of data and information 
which are to be used by numerous applications these data sets need to be commonly available within 
CVIS considering agreed data formats and access mechanisms - meaning that every interested 
application knows where and how to access COMO data and how they look like.  

Within the deployment phase it is possible, that new data will become available, e.g. due to new sensors 
introduced in vehicles. Thus the COMO data concept needs to be extendable not to limit the CVIS power 
in the long term. 

The following figure explains how COMO interacts with CVIS applications (APP SPs), with the geo-
referencing functionality of POMA and with COMM. Of course, FOAM is the environment which provides 
the means to set up the interfaces by providing standard functionalities, thus FOAM is not displayed here 
(or just see it as the canvas on which this picture is drawn). 

 

Figure 4: COMO Integration Concept. 

 

As seen in the above figure, COMO provides, apart from several interfaces between the COMO-internal 
applications, four external interfaces towards  

 

► CVIS applications (designated as APP SPs in the figure above) for retrieving COMO data via the 
QAPI, these are the applications from the CVIS Subprojects CINT, CURB, CF&F but also POMA and 
COMO, 

► CVIS applications for the COMO subscription service (displayed together with the interface above in 
the figure above)  

► POMA for the geo referencing of COMO data  

and  
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► COMM for broadcasting and receiving COMO data from other platforms 

These interfaces are described in detail later in this document.  

The figure below describes an abstraction of the CVIS environment the COMO processes will be 
embedded in and which domain COMO will cover.  

 

 
 

Figure 5: The COMO Domain. 

 

COMO will provide the following core modules expressed by the blue boxes above: 

 

3.1.1.1 COMO Data Fusion 

These are the processes responsible for fusing and COMO data.  
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Figure 6: Data Fusion in COMO Context. 

 

These processes access the POMA functionalities for geo referencing of data provided by RSU or vehicle 
OEM Gateway Manager or OEM Gateway which are not geo referenced by nature and map matching of 
data sets which are already geo referenced.  

These processes also have an external interface to the message and data communication processes 
provided by COMM and Data management functionalities offered by FOAM.   

The COMO Data Processing and Fusion component is the only one eligible to write data into the LDM 
concerning CVIS.  

3.1.1.2 LDM Manager 

This is the interface towards the Local Dynamic Map (LDM) which contains the COMO data. The LDM 
manager thus represents the LDM in CVIS.  
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Figure 7: LDM Manager in COMO Context. 

 

This is the single access point to COMO data for all applications, including COMO applications. The LDM 
manager thus has a T- /Q- API (wriTe / Query Application Programmers Interface) via which applications 
can query for data. 

The re is no persistent storage of data due to limitation in physical storage capacities. A persistent 
storage is not considered necessary here.  

3.1.1.3 Computation of Local Traffic State 

These are the processes responsible for the generation of higher level COMO data such as events or 
Level of Service (LOS) on a road segment.  
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Figure 8: Computation of Local Traffic State in COMO Context. 

 

Additionally the COMO vehicle and infrastructure manufacturers will provide several COMO-related 
processes necessary for the actuator control and provision of sensor data and aggregated information 
(e.g. XFCD) outside of the COMO platform.  These modules are displayed as green boxes in the COMO 
domain. These modules are not necessarily part of the reference implementation since they are supplier-
specific and the data may be provided by the legacy system directly.  

3.1.1.4 Subscription Manager 

The subscription manager serves the CVIS applications as service point where they may post 
subscription requests for specific data sets. It will provide data handles for the Q-API of the LDM manager 
by which means an application can then access date from the LDM via the LDM Manager. The following 
figure shows the Subscription Manager in the context of the COMO domain.  
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Figure 9: Subscription Manager in COMO Context. 

3.1.1.5 Message Manager 

These are the processes responsible for the management of broadcasted messages filtering incoming 
messages for relevance to the specific platform and preparing messages from the platform to be 
broadcast. The following figure shows the message manager in the context of the COMO domain.  
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Figure 10: Message Manager in COMO Context. 

 

It might be, that the message manager is found to contain functionalities rather common to most CVIS 
applications than specific to COMO services. Thus the message manager might be elaborated in 
coordination with COMM. 

 

3.1.2 FCD Application 

The FCD application is an application that generally serves to exchange information from a vehicle to a 
backend system, either directly (e.g. via GSM) or via an RSU. Since this application is a very general one, 
it was chosen as a candidate for further research within PRECIOSA. 
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3.1.2.1 Introduction 

 
 

Figure 11: Component diagram for the EFCD core architecture. 

The EFCD core architecture is designed to be simple und easily extensible. Eight main components form 
the system core which is shown above. 

The following paragraphs will shortly summarize the functionality of each component before going into 
detail in the next chapters. 

3.1.2.2 EfcdController 

The EfcdController steers all components of the EFCD module. Steering means: 

► to activate and deactivate EFCD algorithms 

► to configure EFCD algorithms 

► to route internal and external messages between the corresponding services 

The EfcdController is directly connected with all EFCD algorithms and the EfcdMes-sageQueue. 
Furthermore the EFCD system can be completely activated and deactivated by this component. 

3.1.2.3 EfcdAlgorithmAdapter 

The EfcdAlgorithmAdapter is an adapter for EFCD algorithms (e.g. the jam detection algorithm). It 
represents a common interface which every EFCD algorithm has to implement. The EfcdController will 
only be able to find and use installed, started and registered EFCD algorithms if they implement this 
interface. 

EFCD algorithms often use the Counter to trigger internal measurements or use the EfcdTaskManager for 
scheduling fix and complex tasks. 

Using an external JSR179 LocationProvider offers a direct and simple connection to a locating module. 

3.1.2.4 EfcdMapMatcher 

The MapMatcher is responsible to provide high accurate positions with certain attributes. In most cases 
the used position source bases on the Global Positioning System (GPS) which offers an accuracy of 
about 15 to 20 meters (since the deactivation of the artificial inaccuracy in the year 2000 by the US 
military). 

The MapMatcher matches the raw GPS data to edges of an installed map at the On-Board Unit (OBU) to 
improve the quality of the position. 
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It uses the JSR179 API to retrieve raw GPS data and attaches itself as position source (LocationProvider) 
to this API. 

3.1.2.5 EfcdTaskManager 

The EfcdTaskManager is a component which allows an accurate and powerful scheduling of tasks. It’s 
possible to define any kind of task which will be executed at a fixed date. This OSGi service can be used 
by algorithms which collect data to send them as bundle to another service or a server. 

3.1.2.6 Counter 

The Counter is in contrast to the other components not an OSGi service but a helping class, which should 
be especially used by EFCD algorithms. 

The Counter class allows an application to generate impulses in a high frequency without consuming 
much resources. In most cases other repeating tasks (e.g. analyzing measurement values) will be 
triggered. The Counter class should be realized as Singleton. 

3.1.2.7 EfcdMessageQueue 

The EfcdMessageQueue accepts messages and organizes them in an internal list. These messages will 
be handled by a further process (Thread) sequentially so that the whole system can proceed with its tasks 
independently from the EfcdMessageQueue. 

The EfcdMessageQueue offers to process messages in an asynchronous way. In most cases this service 
will be used to transmit messages to the related EFCD server. 

The EfcdMessageQueue allows third-party services to participate in the message management process. 
This can be done using an EfcdMessageQueuePlugin which supports filtering of the content in the 
message queue if the queue changes (e.g. when a message is added or removed). Such a plug-in can 
also integrate a time-trigger mechanism so that the filtering starts automatically after a specific time 
elapsed. This could be useful to support message expiration dates. 

3.1.2.8 EfcdMessageQueuePlugin 

Using the EfcdMessageQueuePlugin allows to create an ordered filter chain which provides some specific 
optimization strategies. The optimization processes are restricted to the content of the 
EfcdMessageQueue. 

An EfcdMessageQueuePlugin follows the idea of filtering messages to increase the information content 
and to reduce transmission costs if the messages are marked to be sent to an EFCD server. 

E.g. a filtering strategy could be removing an unsent “It’s raining” message if a new message is added 
which declares the opposite. In this example both messages could be removed from the 
EfcdMessageQueue because they compensate each other. 

Another example for a feasible EfcdMessageQueuePlugin could be the elimination of all expired 
messages. 

3.1.2.9 EfcdCommunicationAdapter 

The EfcdCommunicationAdapter offers an interface to send messages in a generic way to another 
system (e.g. to an EFCD server). It normally uses a low-level communication protocol (e.g. UDP/IP, 
TCP/IP, HTTP, etc.) to transmit messages to this specific system. 

This document specifies a generic high-level communication protocol based on XML which supports any 
kind of low-level communication protocol. This communication protocol is optional and need not be 
implemented so that also the high-level communication protocol can be manufacturer-specific. 
Nevertheless it’s recommended to use this protocol specification to keep compatible to other EFCD 
servers. 

3.1.2.10 Latest Changes 

► The EfcdDeactivationService has been replaced by the EfcdActivator specification.  

► The PositionService has been replaced by the standardized JSR179 specification. The replacement 
offers a couple of additional features such as the dynamic selection of different position sources in a 
standardized way. 
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► The MapMatcher specification has been replaced by the standardized JSR179 specification. It acts as 
position source (LocationProvider) in this concept. 

► The EfcdMessageQueueFilter has been replaced by the more generic EfcdMes-sageQueuePlugin 
which can receive events by the queue to have more control over the management of the messages. 
The name has been adapted to the naming of OSGi services. 

► The EfcdSoapAdapter has been replaced by the more generic EfcdCommunica-tionAdapter which 
supports any kind of transmission protocol and transport medium. The realization is not restricted to 
SOAP so that the service can be implemented in a more unspecific way. 

3.2 Application Selection 

Very recently (31/03/2009), a press article was published about the privacy issues of co-operative 
systems. In particular, it was focussed on developments of the CVIS project. 

The article, entitled “Big Brother is watching: surveillance box to track drivers is backed” is available at 
http://www.guardian.co.uk/uk/2009/mar/31/surveillance-transport-communication-box reads: 

The government is backing a project to install a "communication box" in new cars to track the 
whereabouts of drivers anywhere in Europe, the Guardian can reveal. 

Under the proposals, vehicles will emit a constant "heartbeat" revealing their location, speed and 
direction of travel. The EU officials behind the plan believe it will significantly reduce road 
accidents, congestion and carbon emissions. A consortium of manufacturers has indicated that the 
router device could be installed in all new cars as early as 2013.  

However, privacy campaigners warned last night that a European-wide car tracking system would 
create a system of almost total road surveillance.  

Details of the Cooperative Vehicle-Infrastructure Systems (CVIS) project, a £36m EU initiative 
backed by car manufacturers and the telecoms industry, will be unveiled this year.  

But the Guardian has been given unpublished documents detailing the proposed uses for the 
system. They confirm that it could have profound implications for privacy, enabling cars to be 
tracked to within a metre - more accurate than current satellite navigation technologies. 

The European commission has asked governments to reserve radio frequency on the 5.9 
Gigahertz band, essentially setting aside a universal frequency on which CVIS technology will 
work.  

The Department for Transport said there were no current plans to make installation of the 
technology mandatory. However, those involved in the project describe the UK as one of the main 
"state backers". Transport for London has also hosted trials of the technology.  

The European Data Protection Supervisor will make a formal announcement on the privacy 
implications of CVIS technology soon. But in a recent speech he said the technology would have 
"great impact on rights to privacy and data". 

Paul Kompfner, who manages CVIS, said governments would have to decide on privacy 
safeguards. "It is time to start a debate ... so the right legal and privacy framework can be put in 
place before the technology reaches the market," he said.  

The system allows cars to "talk" to one another and the road. A "communication box" behind the 
dashboard ensures that cars send out "heartbeat" messages every 500 milliseconds through 
mobile cellular and wireless local area networks, short-range microwave or infrared. 

The messages will be picked up by other cars in the vicinity, allowing vehicles to warn each other if 
they are forced to break hard or swerve to avoid a hazard. 

The data is also picked up by detectors at the roadside and mobile phone towers. That enables the 
road to communicate with cars, allowing for "intelligent" traffic lights to turn green when cars are 
approaching or gantries on the motorway to announce changes to speed limits. 

Data will also be sent to "control centres" that manage traffic, enabling a vastly improved system to 
monitor and even direct vehicles.  

"A traffic controller will know where all vehicles are and even where they are headed," said 
Kompfner. "That would result in a significant reduction in congestion and replace the need for 
cameras." 
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Although the plan is to initially introduce the technology on a voluntary basis, Kompfner conceded 
that for the system to work it would need widespread uptake. He envisages governments making 
the technology mandatory for safety reasons .Any system that tracks cars could also be used for 
speed enforcement or national road tolling.  

Roads in the UK are already subject to the closest surveillance of any in the world. Police control a 
database that is fed information from automatic number plate recognition (ANPR) cameras, and are 
able to deduce the journeys of as many as 10 million drivers a day. Details are stored for up to five 
years.  

However, the government has been told that ANPR speed camera technology is "inherently 
limited" with "numerous shortcomings".  

Advice to ministers obtained by the Guardian under the Freedom of Information Act advocates 
upgrading to a more effective car tracking-based system, similar to CVIS technology, but warns 
such a system could be seen as a "spy in the cab" and "may be regarded as draconian". 

Introducing a more benign technology first, the report by transport consultants argues, would 
"enable potential adverse public reaction to be better managed". 

Simon Davies, director of the watchdog Privacy International, said: "The problem is not what the 
data tells the state, but what happens with interlocking information it already has. If you correlate 
car tracking data with mobile phone data, which can also track people, there is the potential for an 
almost infallible surveillance system." 

This provides a very good reason to tackle an application of CVIS. Therefore, from the candidates the 
CVIS COMO application was chosen. It is described in more detail in the following chapter. 

4 Detailed Application Description 
This section provides an overview of the main services and the system boundary. It also includes 
descriptions of external interfaces. 

4.1 Main Use Cases and System Boundary 

This section describes the system boundaries, the archetypical actors, and the main services offered by 
the COMO system parts. 

Stakeholders and Actors of the COMO Use Cases 

 

Stakeholder / Actors Short Description / Role in COMO 

Road Authorities 

Responsible for the policy making, enforcement, and rescue operations 
in road transport. They want to reduce the negative effects of the road 
transport system. 

Role in COMO: 

- Owner of the road-side infrastructure, the CVIS enhancements are 
going to be integrated 

Traffic Managers 
Traffic managers are responsible for traffic management on network 
level. They have the responsibility of creating smooth, accident-free 
optimal traffic flows on road networks. 

Network Operators and 
Providers 

- Offer wireless and wired connectivity to make CVIS devices able to 
communicate and exchange required data and information.  

- includes telecommunication providers 

Road Operators 
Organisation responsible for maintaining the roads and managing the 
traffic on it.  
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Stakeholder / Actors Short Description / Role in COMO 

 OEM/Manufacturer 

- An original equipment manufacturer (frequently abbreviated 
"OEM") is a company that builds products or components which are 
used in products sold by another company (e.g., Delphi is the GM 
OEM supplier of the climate control system for the Fusion vehicle 
manufactured by GM). (source: wikipedia.org).  

- Manufacturer of a system, e.g. vehicle or RSU 

System/Equipment  
suppliers 

- The system supplier is concerned with the development, production 
and distribution of the system or system components. The system 
supplier is interested in opening up a market for the new systems 
and in showing the advantages of using the system. 

- In CVIS there are following types of system suppliers: OEM, Vehicle 
system/equipment supplier, Roadside equipment 
manufacturer/supplier, Traffic management system/equipment 
supplier 

End User / Driver 

This stakeholder represents the human entity that controls a licensed 
vehicle on the road network. The driver in COMO is 

- Is an actor using CVIS services on a Client Device, e.g. a COMO 
service. 

- Vehicle driver, regardless of vehicle type (private, emergency) 

Service Provider 
The legal organisation that procures services including the 
corresponding content. 

Service Centre operator An Organisation being responsible to run a Service Centre. 

 

4.1.1 Data Exchange and Processing in a Vehicle-Vehicle scenario 

The following figure depicts the COMO use cases for the data exchange and processing in a vehicle-
vehicle scenario. In this group all the use cases are included whose main data transmission and 
processing parts can be seen in a vehicle-vehicle-system-context. Thus, the expected benefit of the new 
functionality, implicitly described in these use cases, stems mainly from interactions between vehicle sub-
systems. 

 

ud DomainModel_ Vehicle_Vehicle UC

COMO

CV-UC-SP3.4_0041: Distributed 

Mobile Probe Data and its 

Processing in Vehicles

In-Vehicle Equipment 

Supplier

Vehicle Manufacturer

System Serv ice 

Prov ider

 

Figure 12: COMO UCs in vehicle-vehicle scenario. 
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The figure above displays the relevant actors for the COMO Use Cases grouped in the vehicle-vehicle 
scenario (which, in fact, is only one UC, namely the UC 00041).  

4.1.2 Data Exchange and Processing in a Vehicle-Centre Scenario 

The following figure shows the actors and use cases for the data processing in a vehicle-centre scenario. 

In this group all the use cases are included whose main data transmission and processing parts can be 
seen in a vehicle-centre system-context. Thus, the expected benefit of the new functionality, implicitly 
described in these use cases, stems mainly from interactions between vehicle and centre sub-systems 
with the according aggregation and data fusion steps of the different system levels. 

 



 Deliverable 8 v1.0 

15/04/2009 IST-224201 20 

ud Vehicle_Centre_UC

COMO

CV-UC-SP3.4_0001: 

Mobile probe data and irs 

processing in a central 

system 

CV-UC-SP3.4_0002: 

Bring TCC and TMC 

data to the vehicles

CV-UC-SP3.4_0015: 

Centre data fusion

CV-UC-SP3.4_0030: 

Integrating and evaluating 

XFCD for traffic management 

on motorways

CV-UC-SP3.4_0005: 

Personalised route 

planning based on 

expected trav el times

CV-UC-SP3.4_0011: 

Gather traffic state and 

data for monitring and 

policy purposes in a TMC

CV-UC-SP3.4_0012: 

Validation of traffic state 

and data deliv ered by 

clustered CVIS cars

CV-UC-SP3.4_0024: 

High accurracy 

travel time prediction

CV-UC-SP3.4_0006: 

Netword-w ide demand 

estimation on v ehicle 

generated data basis

Traffic Manager

Road Operator

Network 

Operator/Prov ider

Priv ate Motorist/Driver

Telecommunications 

Prov ider

Serv ice Prov ider

Roadside Equipment 

Supplier

Serv ice Centre 

Operator

Vehicle Manufacturer

Traffic Management 

Equipment Suppliers

CV-UC-SP3.4_0027: 

Data transport 

between central 

system and vehicles v ia 

RSU

 

Figure 13: COMO UCs in vehicle-center scenario. 

4.1.3 Data Exchange and Processing in a Vehicle-Roadside Scenario 

The following figure shows the actors and use cases for the data processing in a vehicle-roadside 
scenario. In this group all the use cases are included whose main data transmission and processing parts 
can be seen in a vehicle-roadside system-context. Thus, the expected benefit of the new functionality, 
implicitly described in these use cases, stems mainly from interactions between vehicles and roadside 
sub-systems with the according aggregation and data fusion steps of the different system levels. 
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Figure 14: COMO UCs in vehicle-roadside scenario. 

4.1.4 Data Exchange and Processing in a infrastructure Scenario 

In this group all the use cases are included whose main data transmission and processing parts can be 
seen in a roadside-centre- or roadside-roadside-context. Here, the benefit of the new functionality, 
implicitly described in these use cases, refers mainly either to the transmission of COMO data between 
the sub-systems of different system levels, thereby establishing a full integration of possibly existing 
leased line connections in the regular CVIS communication system, or to wireless data transport between 
roadside units, where the channel might be established by means of vehicle multi-hop. 
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Figure 15: COMO UCs in infrastructure scenario. 

 

4.2 Domain Information model 

This section provides the specification of the COMO domain information model, which is the data 
structure of the LDM database. The Domain Information Model identifies and defines the main concepts 
of the domain. This model typically embraces actors and information objects that flow within the system or 
application. The concept relationships are also important aspects and should be described. The concepts 
are modelled in terms of their types. 

Not all sets of information or data are necessarily available in all platforms. Vehicle sensor data, for 
example, might be pre-computed before they are sent to the CVIS platform, thus resulting in the fact that 
XFCD messages might be provided by the legacy system directly but vehicle sensor data will not. The 
availability of the COMO data is specific, depending on the legacy system manufacturer’s policy 
constraints or the technological availability of the data in the legacy system. However, the COMO 
architecture takes care, that all COMO data can be contained in the COMO data sets if available from the 
legacy platform. 

The COMO data set comprises traffic and environmental status data in the broadest sense, which also 
includes pre-processed sensor and detector data and the status of traffic control devices. As for the traffic 
status data, also incident information is contained. The environmental status contains besides weather 
also road-surface conditions. 

As illustrated in the figure below the whole COMO data model is derived from one geo-referenced object, 
which means that the main characteristic of all data classes is to have a spatial reference. Besides this 
the “COMO data world” is subdivided into two:  

► The “Static Objects”, which describe the surrounding of the vehicle or road-side unit in terms of road-
geometry (static digital map), road-furniture of any kind (detectors, actors, etc.) and “Reference 
Tracks”, which are the possible ideal driving tracks at intersections. 

► The “Dynamic Objects”, which comprise all geo-referenced information that is time dependent. Of 
course all moving objects (e.g. vehicles, vulnerable road users) can be found here with their actual 
positions and speed. Furthermore, the traffic control, the traffic and the environmental states belongs 
to this object set.  

Note that only the last status of dynamic objects is stored in the data base. Because of performance and 
limited memory reasons it is not foreseen to store historical data in the LDM data base. 
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In the case of the vehicle LDM additional requirements have to be considered that above all refer to the 
moving horizon of the vehicle. As a consequence all data instances have to be checked permanently 
whether they are outside the current horizon of the vehicle. All such data items must be deleted. 

 

Figure 16: Overview of the COMO data model, showing the hierarchy of the data classes. 

For the sake of clearness attributes are not included here. 
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4.3 Domain Process Model 

This chapter provides the sequence diagrams for the COMO data processing and fusion process and the 
LDM manager process.  

4.3.1 COMO Data Processing / Fusion 
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Figure 17: Data Processing/Fusion Process. 

The figure above shows the general sequence for a data fusion in a COMO equipped CVIS platform. The 
data fusion package is split into the data input manager, the data fusion process itself and the data output 
manager.  

The data input manager receives input data from  

► the LDM manager which provides access to the LDM holding also (unfused) high  level (e.g. LOS) 
COMO data, 

► the message manager which receives broadcasted messages and forwards those ones relevant to the 
very platform to the data fusion process and the  

► computation of the local traffic state using the sensor data stored in the LDM providing high level 
COMO data 

Another data source is the legacy system the platform is connected to (not displayed in the picture 
above), which may provide information and data either to be entered into the LDM (as it would e.g. be the 
case with sensor data) or fused with data from other sources (as mentioned above).  

The data fusion process is the core process of the data fusion package and responsible for the fusion of 
data from the sources mentioned above. Finally the data output manager writes the (fused) data into the 
LDM via the LDM manager on that very platform. 

The data fusion package is the only CVIS process eligible to write into the LDM. Thus also un-fused and 
sensor data are passing this process but are "only" forwarded to the LDM manager. While sensor data 
are utilised in the computation of the local traffic state process (one source for the data fusion package) 
and not in the data fusion package other (higher-level) data may not be fused if e.g. the LDM does not 
contain any other suitable data sets. As an example, there may only be one vehicle generating an EFCD 
message in the computation of the local traffic state, which in a vehicle can be the EFCD generation.  If 
there is no other vehicle or RSU in the vicinity the LDM will not contain a suitable data set, e.g. another 
similar EFCD message.  
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4.3.2 COMO LDM Manager 

The COMO LDM manager is the data access API of the LDM. On the one hand it provides elementary 
data object related read, write, delete and insert methods to manage the data of the LDM. These access 
methods are named Q-API (read) and T-API (write, delete, insert). The only CVIS component that is 
allowed to use the T-API is the “COMO Data Fusion”. 

Another functionality that is additionally provided by the LDM manager is the “Geo-spatial Query Engine”. 
This component allows for geo-spatial querying of any data of the data base. 

The following figure describes the related process. Any CVIS application can access data of the LDM 
data base by means of the LDM manager. It simply has to submit the data request and receives in return 
the specified data from the manager. 

sd LDM Manager

CVIS Application LDM Manager

Request for COMO Data

COMO Data

 

Figure 18: LDM Manager Process. 

 

The specific details of the interface are to be defined with SAFESPOT. However, it can be expected that 
the request is submitted via a "standard" query API.  

4.4 External Interface Model 

This chapter contains the description of the external interfaces of the COMO subsystem.  

4.4.1 Introduction to the External Interfaces of COMO  

COMO provides data and information to any CVIS applications. Furthermore, COMO components have 
interfaces to other components of the Basic Application and Domain Facilities area (like communication 
devices or geo-referencing functionality). It is considered important to standardize the according 
interfaces in order to ensure interoperability.  

The COMO subsystem comprises the following five interfaces to other subsystems: 

1. LDM API provided by COMO 

2. LDM Data Subscription provided by COMO 

3. Geo-Referencing provided by POMA 

4. Access and Border Router provided by COMM 

5. Message Router provided by FOAM 
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In general, the COMO data set shall support the CVIS applications (where necessary) and comprises the 
elements mentioned on the following pages. This is not a conclusive data set but may be extended in the 
future via dedicated and well defined mechanisms. 

4.4.2 Overview on External Interfaces of COMO  

As indicated above COMO will provide the following five external interfaces: 

1. LDM API  

High level description of the interface: 

The LDM API is the generic data interface for the CVIS applications that have the corresponding access 
rights (e.g. in form of certifications or certain authorisation) to read data by means of the Q-API. Only the 
“data fusion” component is allowed to also write data in the data base (T-API).  

The API is realized as data objects that comprise the corresponding read/write methods. The COMO 
information model provides a description of the COMO data and information structures of the LDM. The 
class hierarchy is such that all data objects are derived from a generic geo-referenced data class, 
allowing therewith also geo-spatial querying. The following geo-spatial queries shall be available for a 
RSU LDM: 

► all messages of a certain type for the vicinity of the RSU 

► all messages of a certain type for certain road sections of the RSU 

► all data sets (as listed in the annex) of a certain type for the vicinity of the RSU 

► all data sets (as listed in the annex) of a certain type for certain road sections of the RSU 

Besides data base API, also a so-called data tree will be implemented which alternatively allow access to 
the data by means of a JAVA tree mechanism.  

The request to the LDM will carry a flag "AGORA C CODING" which tells the LDM manager, if the 
outgoing data must be geo-referenced by AGORA C or by the map link ID of the local POMA map (which 
the data are carrying in the LDM for platform internal use). This is relevant if the data are requested by an 
application of a different platform possibly featuring a different map (be it version or supplier). 

Application Programming Interface (API) and Information Model: 

As for a more detailed description of the LDM API (Q-API), see the COMO documentation.  

2. LDM data subscription  

High level description of the interface: 

COMO will need to provide a subscription service which permanently scans the data base according to 
given rules and informs the applications whenever a change takes place that is specified in the rules. The 
rules follow a pre-defined formal rule language. Every application can determine and activate one or 
several rules to observe selected data objects of the LDM data base (which it has sufficient access rights 
for). If a data change occurs, the subscription manager will inform the subscriber by means of a data 
access handle that can be used to read the data.   

The exact definition of the formal rule language is not in the scope of this document. This will be realized 
in the COMO WP4 phase. 

Application Programming Interface (API): 

According to SAFESPOT concepts the following style for continuous querying will be used:  

 

cqid LDM.registerEventListener(listenerobject, query), 

 

here are 

► cqid: query identifier; to be used when terminating a continuous query 

► listenerobject: implements a particular interface; if the associated event happens a method of the 
object is called with two arguments: event type, query result 

► query: it is either an object event specification or a real LDM query defining an attribute/relation event. 
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Further, according to SAFESPOT draft concepts, the definition of a continuous query returns a unique 
continuous query id (cqid). This id serves as a “handle” to the query through which the parameters and 
state of the execution can be controlled. Typical operations are here: 

 

cqid.start();   // make the query active 

cqid.terminate();  // stop and remove query 

cqid.terminate(time);  // stop and remove query at a predefined time 

cqid.suspend();   // suspend execution 

cqid.resume();   // resume execution (after suspend) 

cqid.setPeriod(period);  // make the query time driven with specified period 

 

3. Geo-referencing provided by POMA  

 

High level description of the interface: 

Geo-referencing is always done on the basis of a certain digital map, and is therefore specific (only valid 
due to this map). Whenever data is send to an exterior subsystem (e.g. from RSU to vehicle) it is 
therefore necessary to translate the positioning information in an independent format. This is done by 
POMA interfaces that translate from/to AGORA-C.  This functionality is described in detail in the 
D.POMA.3.1 Architecture and system specification deliverable.  

Application Programming Interface (API) and Information Model: 

As for a more detailed description of the geo-reference interface, see “D.POMA.3.1 System Architecture 
Specification”.  

4. Access and border router provided by COMM/FOAM ? 

High level description of the interface: 

COMO will utilise the standard communications API to send or receive data through the access and 
border router that is provided by COMM/FOAM.  

Application Programming Interface (API) and Information Model: 

As for a more detailed description of the Access and border router interface, see “D.COMM.3.1 System 
Architecture Specification”.  

5. Message Router   

High level description of the interface: 

The task of the message router is to receive and send out broadcast messages in a systematic and 
ordered way. It contains a so-named message stack to store and forward outgoing messages and to 
handle their priority. The interface between COMO subsystem and Message Router is defined to pass 
over defined broadcast messages. 

Application Programming Interface (API) and Information Model: 

As for a more detailed description of the Message Router interface, see “D.FOAM.3.1 System 
Architecture Specification”, chapter 11 “Broadcast Manager” and “D.COMM.3.1.DOC” chapter 10, 
“Directional (IR) & Broadcast” 

5 Conclusion 
With the application COMO from the running ICT-IP CVIS, an application was chosen to the basis for a 
PRECIOSA demonstrator that displays various properties required for a sample application of the privacy-
enhanced architecture. This application constitutes a centre-piece for other applications requiring 
information from COMO. This property positions COMO at the beginning of the telematics chain and is a 
primary candidate for privacy enhancements. 

In the further work, this application will chosen for the analysis of privacy compliance, privacy validation 
and the serve for the application demonstrator. 
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